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BRIFER

NI

N ARG

AREERR

B, XAl SSIR BRI REHR
ElhR

iﬁﬁﬂ@ilﬂlﬁﬁﬁiﬁﬁ%iﬁﬁﬁ%lﬂlﬁfkﬁﬁﬂ, KR BEEERINENREH

AR
FRREIPVRLG, BERARNMSHE, REERARERNZEHK

R BEREEEHE.

£ pHEEEHeAE AN -, ERKERIRE

B3 BEREALAN =, BIE “BRR5EH > WebR AR WAF” |
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Web R FERG K5
HPFPigE 2 WISE WAF

$R4 ERENA LA, 28 “WIEWAFLH” .
S| (k) £ “©WIRB " MuAIRPEERERENEIIRE .
eWIRB W AFER, IEFETEWRBERIER, sSEXRAENEKRSH

ERATNR ., WFEFRZNEE, BHEEWEERDE. CUVIMBE—MaRREES
L, DWIREEERSZERE—NIZRRENEERE, IIRRBRNTEEE. KR

B,
AR
o “default” HEARIWIRE, WSTREZFAREREWIRNENZRIFERACILINE
Mo

o REEMELHWSWIWAFE, “EIIRE" FRIIRFATLNEEET “default” .
SH]6 £ “WLWebNAFKIE" RE, “WAFRIU” & “=RL” .
SR|T GEE XA A CARAMUE” .

2-1 EEIRSShRA

¢

kBl Al o IR o 1 WS

prei= sl el o ESFATERESIRT EARE, SEEHMMEIRNEINEEE
#

(MERITY::
B £, FEET—XIEMBESLRIWAFS SRR KIgRIWebllS3 . (BRATIREWAFRIER
R, BNEAEWSIWAFRY, RIERF U SRIPTE KIFFImEEESEAWAF X .
MREFENRXE, BE “‘KiE” FAEREEXE . B—XERSHFEE— 1 WAFRR

o

I8 EIFinERR . ZAARAISASHRET, FJLURE ‘W ES” . “‘QPSYTES” 8 ‘M
W EBE” =, WE2-2F7R.

AISRERY REIHE. QPSY REIRIAFIMNY REIRIBHITIFH 7 HE .
M AhRA 197 WRIXERE © EARTERARBRAE 8
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https://support.huaweicloud.com/usermanual-em/em_am_0008.html

Web RzFERA K I

5 =152 2 WYSE WAF
2-2 1EF RS
WETEETRE 2
MELHEE 3
HEES 10 MHFEE (317 —REE) QPSEE 2,000 QPSWEER HWET 2??;‘;;’?;;22@“]
S| EE WL o BEANEMAR, SEWIAHS , ATLAGE1NA ~ 3FRK.
MR
o Ak “BahE’ 5, HRSZHWHN, FASEMERETEBHTEE.
o NREFEFEMANBRENNRSS, TBE “XER” , PHLE “BWIRERERS"
T
SRI0 WASHEELRE, EREG FARRE “ZEMWX”
LB WANTRIFELIRG, FEHDE (AT WebNAFXIEREERE) , BE “Ax
97, SeREEER(F.
SE|I12 EN IFRT IE, ERARA T
R
TRIE, EEEEEH et L HEE AR EAIWAFRARLAR ZIHARIRL .
LEESEN

o  TEWAFGIRIURAFIRS

MIT7T=ERE, ETUNBRERANWAFRREIET—ESIRA, tBAILURIES
KB RENHE.

o WMEEITWebRI R XIE?
o AT JaWebRz FARS KIBLEE?

2.2 TYSE WAF =18

INRER B RSZ R EAEN R, EOILUBEWSEWARRES | ZEL AT B ERIES
BB IPRIWebBRSSHITIOIF . MSLIRZ5|ELPIfE, IATEHSLAIECERIERAE,
i, SRMRABYETLIEBTRES &Y RN ARSIIMIIRSSEES, REEITHER
Bt EA N ARSI A,

IRERNTFHERITEIRI, RERIHKIEE.
(1 588
BINZEDMSL2APWAFSES), FRISDRIEPERIWAFSESI £, 2l SEREZ P WAFSEHIET, 40

RENWAFLAIR LIS, WAFRBISRERIIECIERIZTRIWAFES £, fRRlSS
IE®IETT.
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Web Rz FERA kI

FRFERE 2 T3E WAF
BUIRSY
o EFWAFEHIGHKSWIMESR “WAF Administrator” st& “WAF
FullAccess” R,
o ENWEEABERKSHWIWARREZER . INREFEEHBIAMBRBEIWAFRE
&, FENZAMAFEIRRE—SMINERSEENR
- BABXE, EEEFIAMRSZHERIR “Security Administrator”
- FEAWXE, FERFIAMERRIENR “IAM ReadOnlyAccess” EifEFH
EMAR, BRI
®  jam:agencies:listAgencies
®  jam:agencies:getAgency
®  jam:permissions:listRolesForAgency
®  jam:permissions:listRolesForAgencyOnProject
"  jam:permissions:listRolesForAgencyOnDomain
BIMRES S eI APEFEIUERWAF,
o ERINEIEREHFABRVPC,
e ZFiOrganizationsfRSZIEELNNF, FRALSHANINEERTHIE
OrganizationsfRSS M,
LR
ANERWAFME S | 5L SR AER—NVPCH, ABEISXEHERT @R NVPCZ &M
&, BZRTNEIRIEENE, FENWAPHES |ZELfl SRR ER—1VPCH,
AR
BXZHREEWAFRIXIEREE, 155 I WebR RIS SZIFIGIFHILEXE? .
BN _E, FEEOT—XIEMWSLRIWAFSIFGIRATE XigiRWebill$s . ER AT IRSWAFRIHEA
R, BINEEWSIWAFRT, RIERAF L SSHIPTE XIS RS A WAF X
MAEPRE
MWEM=5|ELffE, EAMISAREEN.
N FRiz=
WS eRafBEE AR, HIPXIREHETIP,
AREII L, BERARNVSHEBETFISFEEEHIEMECHFRNNZ S
BELR

LR BREEEHE.

£ PHEEEHeAE AN -, ERKERIRE
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Web [z FABA K
52 =152 2 WgSE WAF

W3 BHENEELSN —, EF ‘T2 S5AH > WebFAIFKIE WAF” |
$R4 ERNENALA, BE “WIWAFKLE” ,
SIS (k) & “©WIRB " TMudIRFEERERENEIIRE

eWIRB VAP ER, IEFETEWRBRER, sSEXRAELEKRSH
ERATR ., WFEERZEE, BHEEWEEREDRE. CUVIMBR—MaRREES
i, DWINEEERZEHE—NZRREMEEE, IRRBRNREEE. KR

B,
AR
o “default” AEFALRIIRE, WS TREXZFAREREIIRNERERISFEARIINE

Mo
o HEEMIEAKSIIIWAFEY, “BUIRE " THZIFRFARTLUEES] “default” .

$E6 £ “WXWebMARIKIE" FRE, “WAFMER” &F “JH=HREX7 .
£ ECBEWAFSLEIZE, E2-3f7R, BXSHIRBINER2-1P7R.

2-3 FitE WAF JhE=3 | Z2504)

TR TEE2 TEE

SRR RS WI-100 SofHEEEE

: 500 Mbps

HTTP(s)Uks5: QPS 5,000 iREE7 10,000 EFHIEE 60,000 HTTP(s)Wk<%: QPS 1,000 TRFEA 2,000 EFEKES 60,000
Websocket: FEiEE 1,000

s

IS BEWAFTERBER, (IS SRFRABEEER, FELMEEANE BEE

EifEE @ RS E = v | C =Eaiilas
FR v
=2E default (9d510523-0100-4cda-af16-5%6abs760.. v C =ZE=es

& 2-1 WAF =5 | ZE50412 4015 BH

SHBR izl

Xia FTIHWEWAPRSEERAIX ISR, 152 W Webk ARG KIS IF
PP XN

BN _E, FEHT—XISESERWAFSIFGIRERE XigaIWebill
5. BREATIREWAFRIEANR, DML, REMLSE
B, ENEEBSIWAFR, RIEFGIF LSS AIRRTE IRt R ESE

AIWAF X1
= BeiR EARR i FROTRE .
SCAShRA 197 RIS © AT ERABRAT 11
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Web Rz FERA K IE
FAFigR

2 MG3E WAF

SHEWR

ol

AJAX

R XA AX .
15288
TRREEEFZIFER.

WAFSLAIETR

ZIIE

IREWAFSLAIZFREISR, WESPSLFIRY, SEAIRISREFRIERE .

WAFL# =

IR EMSTAIWAFSEBINEL

ENEDWISLE2AWAFSLHY, FHRWSS S RIEREZIWAFLSI L, =
AVSSEREZANWAFSLHIRY, NREANWAFSLELEHIERS, WAFS
B RENREECIEEZITRIWAFSEA £, #FRISIERZ
7o

WAFSL RIS

PEIRSLAIROAS, S23F “WI-500” #0 “WI-100"
o WAFSLAIRIAZIEEWI-500, SEMEE:
HTTPIISS: ZiINQPS 5,000; #%FEQPS 10,000
HTTPSWISS: E2iXQPS 4,000; #ZBRQPS 8,000
Websocketdl'55: ziFarAFFA&ERE5,000
- EmAEFEKER: 60,000
o WAFSLHIFIAZIEIEWI-100, SEHaE:
- HTTPISZ: ZINQPS 1,000; #%FEQPS 2,000
- HTTPSAISS: ZiINQPS 800; #%PREQPS 1,600
- Websocketdl55: ZiFarAFFAERE1,000
- mAEFEKER: 60,000

WAFSLAIEIE

e

EESEGIRSIRER, (o2 “BIREFE .
WAFSLAIEIT SRR P . (SZiF5IM=RELBECESE
A, BABRIESIMEHEANTE (M=EX) .
1588
MRFEEE ‘TEEPE” , FEETTHRHE, BIXERDRegionsTH,
BMERBURBEREER L,

EMFER

SR IRUGFTERIVPC,

<

ERVPCHERERIFM
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https://support.huaweicloud.com/usermanual-waf/waf_01_0326.html
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Web RzFERA K IE

52 e i=152] 2 WYSE WAF
SHEIR Lzl
Tt EEXIGPEENREE, ERTE ‘SEReA” , BERIVPC
BIEEHERERNZSAE, EBREREAR, ZLESRZRE
LRIBIEN BRI
iyl
o TERFENECEIAT AN :
- ABEH
RIS HRFIHEERONA I, BBEERONS MR
=2, N, FEKE “807 iwORY, EEILURIN “SKIE” K “oiF”
B9 “TCP” ( “807 #MMimEIXIN
- HAEH
A, BELIBEAEMNERE.
BXRNLZEEMNENEMRE, B2 NRMZLEMN
o WMRWAFHES |ELA SRIEAERD —IVPCH, EETLZEAFIEE
LB SRR FNER
R NBEEFEEFERRA— SRR RIR, GRS AIERS
WNE FEEE—5E, BVETMSHEIETE VIFE .
AERYELN E LT TEWe bR FEBA KIS ( Web Application Firewall,
WAF ) IRSBHVEXIRESREE, NBIRRirS RSN o= 5|85
BIERIIFRES . FRSNBAF SRR, NATREaSEME
S|EELBICREM, BIHRRALNSER T BIRSRIEFS.
ARSI BEVRIGIWAFRY, AIECEINSH . FikiE, WARBREEIAMSEE]
EEIT, BRI,
SEZ FiaE, ME5|EECEN, BRESEICIEEAREEN
£, LRSI SHInT S,
$I8 W\SHEELIRE, EREA FMERE “IABX” ,
B WANTRFBLRE, FiZHIE (ELAWebBXIEREFE ) B, 82F ‘X
337, STRWERE.
L£E10 FHAN “IFR” TE, ERERAXHT A,
LB INEEE, B “REIMZ5(EIIR" , EM=5|ELA5IERRR, JLAEELA
AIBIEER
----4ER
EFEM
BB AT ES D . HLFIRNEITIRESH “BI79 7 B, RBLFIEECUER
.
FEERE
EEh=o|g
BIEWAFMZS | ELpIfE, BoLAEELGERE .. BEELAINKERERS . AR
ARLAR RIBRSEA o
X HShRAS 197 WRINERE © L ARITERARBIRAE 13
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Web [z FABA K%
52 =152 2 WgSE WAF

WAF BSZ £

MRS ERAWARRSEIEREE S, BEiEAAEVPCRNSEFEFBENNZEH
A, TFFERNAYR 2 ERNFZREABFEN, WRIERABEZERZN .

BINEEWARRES |5, WAFBMATRBEZEIEN, BIFFEINR2-2FriILZE
LHIR

& 2-2 WAF BEZ2ENZ 2B

MR E it iRt R

AT EHRm

TCP: 22 IPv4 100.64.0.0/10 WAFITTZiz 4
75 R

TCP: 9011 IPV4 100.125.0.0/16 WAFS{#4HE HIR
TCP: 9012 IPV4 100.125.0.0/16 WAFS{#4HE EIR
TCP: 9013 IPV4 100.125.0.0/16 WAFS#4HE EIR
TCP: 9018 IPV4 100.125.0.0/16 WAFSEIEE
TCP: 9019 IPV4 100.125.0.0/16 WAFDBEEE LR
TCP: 4505 IPV4 100.125.0.0/16 WAFSERIEE
TCP: 4506 IPV4 100.125.0.0/16 WAFSEIEE
TCP: 50051 IPV4 100.125.0.0/16 WAFE8EAE HIR
TCP: 443 IPV4 100.125.0.0/16 WAFSEEEE

2.3 TH WAF ZARICRAFIAAE

MSLYWAFRAETS, EJLIZRERSHRANYT REHME, AR LA REERFRWAF
AURRZS, BRIEMNSERITSRAVERZYT BE. QPSY RE. MUY REIHE.

BIRSRH
o DIREEIEIZFIEHNEZRIS (IHBWAF Administrator5BSS Administratori¥
IR) 5%,
o EMEFE—IRAN=EI,
FABPR S
o ANMRAZIFUILYT BE, SEAREINERIESRAZ8EWE
o TEMBAUZITEERLSEIHARTE,
o —NEBRBIFIONMGE, REMHFIPT—REFEBINS—RIZZEXAFHEZE
pracE=an
NHEhRA 197 R © LARITBIRABREAT 14
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Web Rz FERA K I

52 =152 2 WgSE WAF
—NQPSH FRERIQPSIRHIFIHZERRH :
- XIFEPEBEEI=RIWebL B
3555 50Mbit/s
SRERYIERE: 1000QPS ( Queries Per Second, fIEI—ANHTTP GETigK
#E—"1Query )
- XWFREBELNI=AIWebIH
W E2EER: 20Mbit/s
FREAIERE: 1000QPS ( Queries Per Second, flfI—A"HTTP GETigK
#E—"1Query )
A
o WMSLT mIBNFNERR . BIARSIAEIRGE, A IFHFERELBIEAL TN, 13&.
QPS. #NI REREMSZELIICNAMEZAN S VH.
o HRIRFINGEXIEANNIMNILEIRE], BITELBRILIENRIMLG, B H
PRH, {XBQPSERH.
— MY REEE10RIPEEZ AN,
LR
EEIEARIIRSBIRA, AZIFEZEME, 1B EEBTENE.
EFRZIRSZ R A ZIFA9IEXTNREa E BRI 2 2. QPSELIPER B HIFHLN
ggﬁ%%m‘, RZHEREIRSARA, 3BT EBE. QPST EE. MUy ESl
B,
NS
BE—: HEIERARASIFEXINGE, SEHIPEEE. QPSEIPERREN
PN ABEH WS TRAT, AIERZINBEHRIRS I . BXZIRSZ1F9T
BEIFMIREE, BEWUIRSHRAER.
BE—: WIN=EIRATS, & EHST EE. v BEEQPST EE. M
N BENHEIRIET, A{FERIZNEERRIRSIRA, = RIJSRINEZT R
. QPST EE. M B,
R4S
TERSRAINT BE (&8 EE. QPSTES. fllly EBE ) iY, WElsPiIMN
N =p o2 =L axEI-Al0 R
RMED TR

FTE1 SRERZHS.

£ pHEEEHeAE AN -, ERXKERIRE

B3 BEREALAN =, BIE “BRR5EH > WebR AR WAF” .
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Web Rz FERA kI
FAFiER

2 MG3E WAF

SR
gz

L6

SERT

gt

FEEMSH=F, &F ‘RARs8E > FmiER” , EANFREERHE,

BE “AUEEE” , HA ‘ZTEWebNARXIEME" RH

o TERRA: £ ‘WA PTETH “TEFE 5, BE “EEH&ZK” pvici= 5 U
WRAFERE “HEHE” .

o TESRE: HIE HEWE . “QPSEE” . “HNERE’ FETHEE
NS, IR RENE.

FIARNSIEST BREHERT0, NREEEEY BREHEMER0, BF “B
HATRNE

o ITEER: TEMBALZITERASEIRITE.,

B 2-4 TEAE

EE EEFE EEEME
AETE HitimeEETe HEFES @ FHHIAERETT
FRT— R ZET—EEE
- -5 10
QPSEE @ 5.000 QPS QPSHEf @
0 +
AN 5, 1025 AEEE © 515, 1M0ZEEAAL
=¢‘F =) *‘*u:ma 20
- 1 +| &10
HEEE® ==l aFfaf =l aF/mR

FEETE) 2023112128 23:59:59 ZUEEETIE] 2023712128 23:50:59

ERNEATHE, 82F “T—27

AT BRIFBELIRFIE ( L h=Web N A XEREER ) 5, @it “HKEEiEHt
RE (LA=Web B XIEREFR ) 7 , B “EZL7 , THRBESLIRE,

NIRRT, SRR IR
R

2.4 =R B8R
2.4.1 2y REIHA

— MR RESIFIHIF101MEE, BREGHIFIA— RIS . MRIRIZRIURAHY
PPl S E R e SRR, EILIBEWSLE AT R BN AR,
B, SERIERRRNEMR, SHERR10 MR, IRENNSIFD—RigE, Rk
SHEEMIF3IN—H5E, ETLIBEIESL2 MR REEINRFE ST .

AEWAFEIEREFIGA LARE “TE” WXHET EE.
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Web Rz FERA K I

52 e i=152] 2 WgSE WAF
A
o NIMAZHMEEEYT RE, FEARINKERIESRAZBEEE .
o BB RESE, ALARENERITT RS, FNEEWAFRIEIURAFINNE .
TR ShRAZ IR Z A

AR S HEERE

SRR S TR N RPN T
o NIIMR/AREERR: SZFFRGIF101MEE, BREUNSIFIAD—RIEE .
o  LlhR: SZHFBAIFS0MEE, PRENNSIFS A —RiTE .
o HEM: SZFPHIF80MEE, PRENNIFS N —RiTE .
(AR
o REUNSIII N —RIFBRIEIFIN—REB NS —RIER AR FEZZIEHS . BNER

AR AN—ERigiZ example.comfIRZ 9N SEBXAAgEa0zigE, Fian
www.example.com, *.example.com, mail.example.com, user.pay.example.com,
x.y.z.example.com, X EZ ( BIF—KigZexample.com ) E&HH—MEZ B HRIHZ
Boal o

BE—MEBXI AR iROWAREENES, Falwww.example.com:8080F
www.example.com:808 1L AF N R EHNES , & SBERENFEINKEECER.

FH T LUBIS AR SRR I Z AR . BXEFARSERARERIRE, B2
NEBEWAFSIERRAFIIAE -

2.4.2 QPs ¥ FE&IRHA

BEeF/BRRAMEREN, mER. TIRFIASREFE—EEAIWSZIEKRIR
Hl, FRASTIFRIRA WSS IERIREIES WERASTIFHWZE . ERILIESEQPS
T RELIHEEEARWSSIERER.

A

o ANIIRAZIFWLQPS BRE, FEARINRERIESIRAZREWE .
o WLQPSY EAME, JLREHERITY BE, FNEEWAFSRIVIRAFINAE o

o  WAFI S HE=2ISrAIZWAFRGIFRIE S . ihmPIEEWSESRENA), B
AIMbit/s. — 1 QPSH EEEE:

S FEPEBEL I =HIWebZF

WSSHER: 50Mbit/s

FEPRYIERE: 1000QPS ( Query Per Second, HIa1—/NHTTP GETiEK
FE—1Query )

S FAREBBELA=HIWeb

EZE3E: 20Mbit/s

FRER9IERE: 1000QPS ( Query Per Second, HIa1—NHTTP GETiESK
#E—"1Query )

SAShRA 197
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Web RzFERA K I
FAFiER

2 WISE WAF

(1 #88
WAFHRYSERR S4B HWAF BRI 8, SEfhHZ=F=R (WCDN, ELB. ECSE) 89
e E R EIREIEITAREE.

o EIEFE/SRABERWIWAFE, trEkR. ZARIIASHREEE—ESI ST
=IRE, BEEA=HRRGIRSSSE (WECS. ELBLAIZ ) alZAESHISESH
=o Bla0, EWAFHHSIREE Y, MWFEA=RRIRMAYI S HERE
300Mbit/s, MXFFLEAN=IIMIIRSSE: (AIDCHES ) RIS HEEREIN 9
100Mbit/s, ANE2-5Ff7<o

2-5 IS

HIEhE (sEmE, EmeiE

MECTEY

EaAE. SEEHEFRNRR
whin

80-MITPEE (BRERES TR
E)

WETE
300 Mbit/s (WebRiFRTEEAZ=RA)
100 Mbit/s (WebhiFRTEEHR=)

10,000 QPSIVEES

SMENiZEEE QPS 7 RE

TSEWAFRY, SR EIRRIERESBEEWAFERERIFRIFI BB EAN S @IS
gi?%gggﬁ , PERISEMIRIWAFERXI R AV SSHEEIREIA TN . HARSIREE
3% N o

(MERITY::
—RERT, HAEERERILEK.

GRS ERIRSE (ECS) SESHATNRBAT, REBIELaIRESE O
T BN ESTRL S REAN .

mEENRISEIsNERERNEERE.. M, SHEEBAEWM=XIIMAIERNR

SEIBAWAFRITIHIR, EIEERD (REZE ) Y, WARBXLIEEISORER
JEZIELEECSSEE; MUt EZ D ( CCthaDDoSIE: ) Y, WAPESE RS
#. TR, BEERECIREREWECSSLAI, Eitt, SE=RSEE (ECS) SBEH
BREEGRILECSSLHIMA LT RARE A B REMREENSRE . MREFESD
JRURECSSE, MIFBESITFEIRIGECSSLHIRERISF . HlaN: RIZBTFEEEIIWAF
BB/ NS, BNEENEABNERESREREEAIEIZ2,000QPS, RE
SF0AHEIE12,000QPS . XMERT, BREEFMWEWebR ARG XIFAEIREERD

a,

IS HERFHFIEREHSBT AR

MBENERE S RERTIECWLHIWAFR AR S HEFISRIRE], SEWAFS
ECERIZ BRI SRR EE AR AT REREIRIN
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Web [z FABA K%
5 =152 2 WgSE WAF

BHEWEIEKRRTHIE, rTeeBIRAR. VN EESEN%R, SEENERWSE—E
BNARTE. R, #ER%E, a0, TEIER “Website is under maintenance
(Protected by WAF)” ,

MREILXFPIER, SHEEFHRWARRASEYT BUSER, BRIEFESREEH
AV SSERIRHI RIS o

QPS ¥ B
WNRIEEITWAFFFPRIRGAIN S RER K, ErLAEYMEASLEZHIQPSY BRE5LE
FBIT WAFRRZABI SZiEKPRH o
Blan, EHERI S REEK6,000QPS, BRELRME T WAFRIIRESE (WS35
FREIJ95,000QPS ) , XFE R FRFEEEYMAESET,000QPSHIQPSY EE, RZa0
FIBAIEE . EaLlBITETEWAFRE RAFIAMERIEINQPSY BicE, HEEX
B SSHEER,
2.4.3 N FREHEE
WEARRAT, WMNRYEIMRANIPEEZEHIFHRNEAREEHEER, Ealli@Eidy
SERINYT R EEINIPEAREFIMNEL, LABERIBGFECES XK,
— MM BEEE10RIPELZEHPAN ,
ELAEBERER ST E AR BAESERNT EE.
FMiRFiE2 N EEWAFEARAFIAE .
gl
o NIRAIFUIT BE, EEARIINERESIRAZGEEE,
o MWLM BEE, TJUBMESERITT B, ¥ EEWAFEIEIURAFIHNE
NH5hRA 197 IRIERE © LATITERAGIRAT 19
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Web Rz FERA kI

HPFPigE 3R
- 1
ZEBR
£ ‘22N mE, BAUBEEEX. ©K. 3K, 7RKE30KHAERGFMLE)
FRrESLBILA R IEERGIP Muhe SEAIRIEIPAE . BIRIERKESEWHEEFITIRE,
QPS. &, MNBER, UNEHSH. SWERE Tops5. IHIRIP Tops. Wt
URL Top5. WEHEFRXIF Top5FNSHE T TopSEBIPEIE.
T LR NESITEIRSR2D HRIF—IX .
(MARIY:
MREEFECWIRE, EaTLAE ‘W IRE " FRAIRPERGRENSWIRE, E&FzW
MENZ22%ER,
BRI
o ERINTAREBAHETR TIHREN
[} WAFBB;FEJ:FEO
o  EAMFEERINT — &S BRI
FSPRE
£ ‘2R RE, RSAUUEEIOKRBIFEIE.
QPS IHE A
AERYBEZRIQPSIHES AR, QPSTEZATEIEZAIEEIRBEINZR3-1F7~o
& 3-1 QPS BEY{&1588
AiaIER QPSYEYE IR A QPSIE{EREIREE
“HEX” . “S | ER1oW, BUSHANESE | EiR1oi,. BNoHHR
x” KiE
“3XK” Ef@5oE, BN HAAIEISE | ERsSoH, ESoAAYE
KiE
“7Tx” B0, ENESH AR Efg103%r, EX10D AR
EfNSXE KE
NH5hRA 197 IRIERE © LATITERAGIRAT 20

(2024-02-22)



Web Rz FERA K I%E

BPiErm 3R
AdiElER QPSFHENE IR A QPSIE{EREIREH
“30K” EfR 1Y, ERESofAEISE | EfR1/EY, B/ EK
NERXE 8
(MARY::|
QPS ( Queries Per Second)ﬂllai'%EPE’Jla'kg HIEN—NHTTP GETIERFE—Query, &
KRR EEEEAT B RIERAY S
RMEL TR

SE1 SREEEHS
£ pHEEEHeAE AN -, ERKENIRE

W3 BEREA LS —, HEE ‘RS 5AM > WebRARXIE WAF” , A ‘2o
III— ” F-TEO

$R4 ERELYS, REETHIML . SEOILIREEE.
o  FASIHHIRZIKSIBAINE FRINZIWAFRIETE MuGAIHE X EE -

o HEENT : SUTHNEEERNZIWAFRIGIFMIEAIENGER . BE ‘BF
HeEE “MubiE” RE, JUAEERIPEZFRER.

o TEAYE: ENEFERER. SX. 3K, 7X. 30K,

3-1 EORMRE

[mesmit  rmoem = c[® 9‘ = =

£S5 EERITADAIERRE . WERMUARSERLENRNE S

o “TERRE” PRITAIREIMILAIPV ( Page Views ) (&, BIFEFEXI5EN
uh, ERENRERERILENREDE .

o C‘IEIRE” PREIHAORE MRS LRI ERIDIREL

. §§Eﬁ KRFHROREI AP ERIGEIML, ERENERKIZ LR ERIRE

o HE ‘“BEMULTOPALT" , IBFIRIORE. WEXE . WebEALFHIF. i
B3R, CCIgERAin. TERICERGIFHERTOP 108985E

3-2 PRI EUE

;Jést‘m%,'z @ tozizrxi @ beimrﬁw Bé;ﬁmn @ actﬁzi?s»ﬂ ggawimﬂ

$He “‘TR2REFE RREERTR.
EEILALRER ‘MR 5iE “FER” MR EEE.

STSHRAS 197 IR © R ERABIRAT 71
(2024-02-22)


https://console.huaweicloud.com/?locale=zh-cn

Web Rz FERA K IE

FBFigr 3RLRE
“BRGT - AikE, ERNRER—RSIT—IRAENE; Faik, FitaIEIER
HRIRIEIEIERVRTBIERE, BT
o “HEXR7 . “SX7: ERIDEHFEIT—IREIE.
e “3X7 : [ERSHFEIT—IXEIE.
o “7X7 : [EfR109EN AT —IREUE,
o  “30K7 : [ERUNIFIT—IREIE,
3-3 224t
i BwmETSR  WZB ’-‘.— T
% 3-2 Z2FITHSHIRA
2% 1548
BRRE FITIRIEEHHENRIEKRE . WESEUARBEELR T
ERKHEHREEDE
QPS i_ag%%’a%@%*ﬂﬁi%ﬁ%%o QPSHIBXEIREBSEQPSITETS
I\o
QPS ( Queries Per Second ) ENE#a0iEkE, Hlai—1
HTTP GETiZR#2—1Query,
KRIEFEWFTE =RVl [ ey 2 s
RiX. EFHHZESrequest_length,
upstream_bytes_receivediZAT a7 RINGtit, SEIP LY
EHRNEHREFEER. I, ERREESNER, 1B
OJREIRMITIESE . EESR. TCPEEZRRIEX,
EfvEE ALEZE “WARREIEFig” 1 “JREREIZEWAF” ITR
IRz AS AR I RRES o
N ASRYE S 2 IRIBEIR T A IINAENIRE (MNEER ) B
INFTER, MNMNBHEERIHEENEE (NRE
MOMIBESNO, S5a— N BETRNEZES ) .
s Y] BERWLEHHRE,
BE ‘HHoMh PREE— X, ATEEIEEEBEIN
THRYZEE | ERREL. ARKEGLEL.
XHLRRAS 197 IR © EATIHERARERAT 22

(2024-02-22)



Web RzFERA K IE

5z =12

1588

SH
=

WEHHE

SWEFITRE Top SAEE LR S1dE ZHRIRE
BE ‘EFEFL” , JLIER “IHIPEHE E, EFE
ZhFEE .

KEIRIP

WX Top SHUIEIRIPLAR FiRIPAFCAY BT IR EL

B “BEEE” , JLUNER “HiFEM” TE, E8E
SRR .

SILEHURL

SHEFITRE Top SHOURLLAK B URLSIHAIRE

BF ‘BFEL” , JLER “HiFEE E, EFE
ZRHIFEE

WHERRXE; Top10

IgHIRE Top 1089t X AR SRIR S K AR IR E

WS FE R Top10

WSS RERITop 10853 FML . AJLAEEIWSRE

“ 404 ”» . 13 500 ” . “ 502 ” EgBE?FWﬁﬁO
BF ‘USREAE" , SREFESHEENRISEEIUL
REMISEER.

R

SAShRA 197
(2024-02-22)

WRIERE © ARITERARERAF 23



Web Rz FERA K IE
FAFiER 4 BEIRE

4 ZEiRE

WAFERIBEBIZN BSIRSER, Rk, Bik. Bik. SEFBEXZ 2R
SRITHNIESEERRS, FSREECRENRE KX ERLIGEERZEKTS

SRR
BIRSR
AR AWAF
LIRS
o WAFHBIRE IR EASRAEATEIRG)
- =ERTUR: 104
- SEREEIR. mEE 201,
- FERAIR. TR 5.
o WAMURE6NBRIZSIRE, BWEENTER, UHESRINELURETE
=,
IELZEREER

$TE1 SRERZHS.
£F2 pHEEEHeAE AN -, ERXKERIRE

B3 BEREALAN =, B2 “BRR5EH > WebR RS WAF” ,

A EENSHKG, &2 ‘L2RE” , #A “Z2RE” R@.
$B5 TIRMNA LA, B “QIEIRSENR” , #HA “CIEBIREENR" TTE, SEuRB
F4-17Ro
NH5hRA 197 RN © L ARITERAGRAS 24

(2024-02-22)


https://console.huaweicloud.com/?locale=zh-cn

Web Rz FERA K IE
FAFigR 4 BEIRE

4-1 SUBHREER

REERER waf
REER =Rk ==F8 ==FE EEMIES

Zrit/EEE: &700:00:00 ~ 23:50:59
REEEERENA H EEEE A E R EEILA.

EERTE &5 | 00:00~06:00 v

S EERL (@) EEEE TEEEIEE
report_topic_14188088-13. v | C HEEEEH

THERETTE®ES RIESEA AL

*& 4-1 BEBIR SRR SHORA

SHEW SERA
IREERATR BEXZEIREERETR.
= ESit o ZEHR

ZitEHE: &X00:00:00 ~ 23:59:59
IREBELEREIRE Bk XE g EREEI
Ao

o Z2[EIR
#i+EER: E—00:00:00 ~ FH23:59:59
REBEERENRBERE—BiAXERENIRES
BN .

o Z2HIR
%1 /AEHRE: £H1H800:00:00 ~ 31H23:59:59
REBEEREIRB 1 BENAERESRENIRES
EA .

o HEMRS
BEX BESIHEE .

it EEA ‘RERE” HE “BENKRE B, TEREATSR
THEHR,
RIXETE] IRERIRAIEIER

o AR, ZE£FEIR. TERIR: WAFSHIEER.
BR—. 8F—HRERERAKREWAFLIFRIH

TR

o BEXIRE: IREEMEBIRIEX,

STSHRAS 197 IR © R ERABIRAT 2
(2024-02-22)



Web Rz FERA K I
FAFiER

$Ie S T

4 ZEIRE
SHEWR SR
REEKR ERTLARERLA T =5 ORIk S

o “HEHL : BREFEALAIE, HABEES
L, NINERAER.

o “HEER’ : A TFHAIRIEFEIEIERRES
T ‘CIEEEER QIEIRIER, AT ERERKE
iR ERIE TR,

4-2 iEFREAS

HEIFRENE

SHEEE

bz
FlEssEL TOP10
=22t
QPs
HEEAFTH

e
[ITI]_.ﬁ:':j

et
=igas

Topéifit

 EITEERE Topi0
IWEHEIF Top10
ET=EURL Top10
WE=iEEE Top10
WESE = Top0

IREIRER

B, BRERTHRZERENS.

B

FB|T B “FERE  REREERCETH.

-

SAShRA 197
(2024-02-22)

WRIERE © EARITERAREIRAF 26



Web RzFERA kI
FAFigR 4 BEIRE

THRERE
WARZIREB6 N BMREIRE, BIVEERTH, RESRITUREHHNEE.
SE BRETRHE.

R PEEEEHeAE AN -, BREKEHINE.

SI3 BEREAL LA =, BE ‘RS > WebRRISXE WAF” .
SIBA [EAMSHNR, T “RRIRE” , A “ZLORE” RE.
SIS EEIRSEIRFIIET “IRIE” 5, Bt CTREIIRS .

.
PSR
o LLREHIROEREAE, BN ‘BRET RS, MRCENTEEEE
1R, FEEIHREISIRFTET e 3, Bk ‘ES > %7 .
+ BBESBERE: ERFRSRETECH 5, 85 ES > B
BR” o
+ BERSRSBR: ERWESERNEGD RS, 85 B> 8
| ”» o
o EERLREER: EERRSEIRFERN SBIE 51, BF CRE .
XAghRAS 197 RS © ARITTERARBIRAE] 27

(2024-02-22)


https://console.huaweicloud.com/?locale=zh-cn

Web Rz FERA K I%E
FAFigRE

5 BatFsEH

5 PriFS

5.1 EERIFEE

WebN BRI XSG I=# S E(NCRESMHECRE “HiFEH” A, SaLEE
WAFRIRGIFEE, SESEMREREGE. JRIP, IRIPFAEMIEVE .. TSR,
MUNFEE

AR

MREESHFBEERWIRE, SRLE “BUIRE " TSIRFEREMENEWRE, s5zk
IERIERRE.

BURSR(E
BRI DA WAF .
R
o TEIPEEHN, MBS T REE, BRI
B RN
o TEWAFERSIA QAE B E SR 0 RIS B AR, BRI LIEE RS
LEATKBRERS, HEENEASHSORSIEAEE. SXFELE
ASHEMEE, BENARLEA®.
o BRSSPI TSR tE “SHERHP 82, WARSHZERN
ARSI ARG, BiS, BEtRRIER.
1R(EL
S BREWEE,
S pEEEERHaE N |, EERESREE.
SI3 BEREAL LA =, BE ‘RS > WebREISNIE WAF” .
SIBA SIS, W2 BHIREET , WA “PIPEM EE.
SRR 197 IR © BB AERAT 28

(2024-02-22)


https://console.huaweicloud.com/?locale=zh-cn

Web [z FEBA K IE
FPigr 5 BpiPsE

SIS EF ‘Eif° T, EMUAESL FSIRPIERGEEIMNIFNLG, TEE “iF
X7 ESXRT O “3RT L TRY C “30XT SERENEEERBIFEE.

o C‘BHFEMEBET | ERAMEMATEREAIERAWAFRIRGRER
e “TOP10ZIt” : $XIHBIFMERERMNKESH . RREHMLR . WHRIP. 2
I URLIITOP 10MukisT45it, sak U eIt ERIsIE.

5-1 [piPEH

$I6 & “DHiFEMIIR” B, BEMIFFERS.

o IRIEWERFMFRIEERTHE, AIRESILERG, B2E “BE’ 5, I
ESHERRESHIIRIN LTS, FMFRBMHIBIIRS-2M7R.

o EEMIIEMAELS, B ‘BY , TSHIPEHFIENE, BIRS4E
INF00 RS EIESHEIA; BHRSMAMIEATET 20050, S7E ‘TR 1
EE R — SRR, SO FERES PSR .

o BFY MEEBPEMIIERTNZE,

o TEENTEMN “IRME7 FIEE BT , AEEESREEMES.

5-2 BRIz

= PSR O

= g o
SR XSSWE x

R 5-1 THFImGERIIFRMEFR

SHER SR
E=4ID RRIZRIFSEARIID
E S a S REWEHRIZEE,

AIANEE ‘2807 , EEMAREERENETER,
ALURERE, REREREESERHATER.

MWD REWebEtiBHFFNID,

STSHRAS 197 IR © R ERABIRAT 29
(2024-02-22)



Web Rz FERA kI

FPigr 5 BpiFsE
SHBR SR
FA4RENE PriFEcE IR ERIBGIFEIE, B85 £8. (UCR. A
MISIES
AWUIEIE: CCREIPARMIAR, “FAtPEmE” SiFEE “A
MISIE” o BIZRIBIRAYERIREBITIZER “PRIESRT
R’ [EEEEIIESIER, WMAERIIGIERS, BEXKE
AZihiabRE
iJEIP Webifia &I MIPHENE ( eE& IPHBIE )
ANIERR “2807 , BEERMENAETEE, BaLURE
FE, ZFREEENKTE PHIEERTZAEE
URL KEERIRGIR 2 AIURL .
RS EETTUEIRLIFIHTTPIRES .
YapiRie e WILERIBEIPES -
% 5-2 (HIPSEYIRT B RFERSE0RE
S8 154A8 <l
A& RRW T ASERIETE] . 2021/02/04 13:20:04
JRIP WebifalZ a9 MIPHElE ( KHEIP | -
Motk ) o
FatPiga RBIERIBEIPIEE o www.example.com
IR E WHEREIPERERX -
FNID R EWebEREFHIFANIID -
URL WRAYBAFI =2 AIURL /admin
EYie.Sid) KREWEHERIZEE, SQLIFEAIE
BA4REE PHiFEcE IR ERIBIFEIE, B85 | 128
=E. (UNER. AMSITES,
{88
FeBMTpSEN . PHERSEE. 2
FARRBSIFINGE, WRiBEERES
%?MM,M%FﬂWEE%“KE
RS EEITUEREIRIHTTPIRESED . 418
HSRRAS 197 RIS © EARITERARBIRAT 30

(2024-02-22)




Web Rz FERA K IE

FAF¥sr 5 BaiPsEE
2% =]z ANl
=W ARSI PR ZISRAERIN | id=1 and 1="1
B. BERHEHIEIURLADREL
izl
o WFCCHTLHY, BEREETY
B IEIURLASIRES o
o WTFEBZEBIPHY, TELAHEN
=,
A IRE kPRI IRE o default

R

5.2 MIBIRIREH

T BHIPEMT TEPHNRESEY, NRAERSHNZESEHRREMS, B
REMEZBESHERIESIHE . FEF, WERTLIBISIREURLFIMNIDRYZEE
( WebZEHHFHIFAN ) « BIBRELHANSRAIBAMN ( BEMXFFAN ) « BHER
IPRINEREZRIIMASEARPRIER, FizESM. SESMMERIR
REME, “‘IPSEM TEPEABEIZKESH, BhAKEIZESMAH

HEBEH.

HWAFRIER ERIWebE AL FHIFANIFNMuE R ERANFERICR, LAKBENXFHRM
N ( CCIrERFHAAN . KEEREBFRN . BRZEMN . IR EiHEESAN
Z ) NEIFEMNSTERER, SREBMNGRIHRHE ((NER. 8% ) &
“BEtREM” REFICFRENRIRIES M

AR

WREEFEEWIRE, SFEE “CWRE" MUSIRPIEREMENE I REHHEREFE
BRERGR, ZaedtiBizd IV InE FROIRIREM

BSR4
FHFBIRPEIRREIES .
YR

o (NETWAFRERIWebEALFSIFARNIFIR UL ERAHHIE R TER =& E i RAI K
EEETLURT “IRIRGIE” $81E.

o ETBEENHN (CCERFAN . HERDMFAN . ERZREMN ., HhIBG
BifEHMNE ) =E8ICRNKESM, TEHT RIRGIE” 18, IR
SHNZIEFENIRR, JEBEGRNTIE, B2BEFEXI ARG
pRELKE o

o ETKEFHTEESHTIRIRIE, BMIIRZNESHEHT TIRIRGE,
NABERXNZE SR TIRIRAIE

o EHBHLENMRRE, “‘BIFEM TEPBABLEINZEY, BHASKE
ZESHRIEEE.

SASRRAS 197 WA © EARTERARBIRAF 31

(2024-02-22)



Web [z FEBA K IE
FPigr 5 BpiFsE

o MEEN2022F6AZRIARA “MEMRIR” RS HFECE “PrailER” it
IR, {XZIFECE “WebERHFHIFER"

ERmS
WSSTERBERBWAFIES . FIo, BHELHRECSIRSHE LEET—"WebRif, %
ZWebR FIXIRIAIA RIS I N\WAFFFFF S Web BRI, S i RAE S+
T WebERHISPHNBWARSIES, SEBTEHSPAMESRRE, EEEETP
VHIARETERS o

BIESR

£} BEREWEHE.
SR PEEEEHeA AN -, EBRKEHIRE

SI3 BEREAL LA =, BE ‘RS > WebRRISNIE WAF” .
B4 NSRS, 2 BHIREET , WA CPREE TE.

SIS HF ‘iR RE, ARSI FRSIRPIERGEEIIRNL, TEE IF
X7 SR L O3RT L OTRT L “30R7 BiEBENXMIEFEERAIBIRES

$E6 £ “DHiFEMIIR" B, RIESIRERMIFIF SR TR,

o HWASHNIRIR, EEFIIFSEMGRETHN RIE7 5, B RIRGE” , R
IMRRAM RS -

5-3 ixiRAbIE

RigbIE
= 8 778 = wE
B2 v |- 2= < |7
® Em e =
mEeE@ @
<D
XAghRAS 197 RIS © ARITTERARBIRAT 32

(2024-02-22)


https://console.huaweicloud.com/?locale=zh-cn

Web Rz FERA K IE
FAFigR

5 BatRsEH

£ 5-3 SR

e

SRR

E{E#6

BriF7s=C

- “EEMEET 0 BUARIRRIRES
THERFTRES
“IEEEE ¢ EERRERGIERID
i;ﬁﬁ%ﬁ?imﬁ)\iiiﬁﬁﬁﬁﬁﬁ’ﬂﬁ
u«go

EEEE

Yt

‘BEFAI RF “iEEEET B,
FEREISH.
FEFNRASRIREE FTERFE
PriFRYZIER IR, BEE
BINSTERIES
BE RN, EFRESMEE.

www.example.com

FH5IZ

- BRSEERR 07 1EmAER
FROEE, — I BEIFRUELES
—IREH, RS0 IN30INEM,
ZNEERIIHERT, ANEMNA
= 5

- BAERZHHESMY “FNI07 ariEim
BIHIRME, =ZBANRI034A%E
1, SHEMAZER “o” B9%X
=, BIimEED1HASZER, KK
MMENEEA

KR ESHIRBWT:

- FE

- FFEE: BFRIEE

“Params” . “Cookie” @&
“Header” BY, 15IRYESEFRER
EXREEFFER
N
FFERIKERRGRIZ2048FT5, B
HEEHRH=. =8, THIEMFXIZL
A=) 7

- 1BtE: £ “1B8E7 THSIERSIEF
FERBEXR

- WA WAEEEEEITENA
B

“ngé » @,/E\ “/

product”

SAShRA 197
(2024-02-22)

WRIERE © EARITERARERAF

33



Web Rz FERA K IE
FAFigR

5 BatRsEH

e

SR

EE#6

A MHELR

- “PrERNER” . BEWAFEE
NEMFFEIMNERASER,
WAPEITIZIEEE FHIFRBIERR
Bo

- “WebERPHIFIELR” @ EFIS
AT, "IARIEIEZEA “ AR
R | WIELEAINIDE & e
BHITREIRE (Hu0, FURLAK
HITXSSHMEE, thigERFiI
), FHXSSIEE ) .

- “IEFIBKT ¢ AXIIEEER
1783
IEEERFEITE:

B SRR SHAMIBIIS12,
" URIFSHANGEBIT 2048,
®  Content-Type:application/x-

www-form-urlencoded, Bi&3K

RhSEAHEBIZ 8192,

WebZERtiBHFELR

A ARISEE

CARATRIR %8R “ WebEHAiLFHH
BRIR7 B, ERILUSEIA =M
HITECE::

- 1&ID: REEFHRIIDHITECE .
- &5 RIESMEERIHITE
% g XSS, SQLEAF. —1
FrlegE—THES I MNid,

- ﬁﬁﬁ BN : WebERBHFH
M EFERIFFAERIFAN .

AGFNID

5 “AENANSEE” 1% “4RID”
B, FEREELSH.

“BEIFSEM” FIRPSEAEEIEE
TE XA BY B 4P R ATAR N 2
5. BNEERERIFEERERRT
IRRALIE

041046

Aa R ZE

Al | 2B “EUARNISERL” 5 ‘e

A7 B, FEEEISH.
AR ESE R
WAFSZHFRIFGIP S 4258 XSSK

. WA, EhERIKE . SQL

EANKE . TERH. mEXHE
‘ IEARE

SQLIFEAITE

WL

B AEHEE.
RS, REZMNNEEER.

T=ESQLENKE

SAShRA 197
(2024-02-22)

WRIERE © EARITERARERAF

34



Web RzFERA K I
FAFiER

5 PR

e SH5ER EE#6

=RRE MRBRERERFETFRILEEHT | Params
BEFRNKE, AF ‘SRRE" | ax
BiEFIEEFRHITOCE, BiETHK
&, WARSABEEIEE=EBINKE
=4,
HEEBE—NTHAIERRIEZEBIRE
. ZIEF=FERA: Params.
Cookie. Header. Body.
Multipart.,

- éﬁ}g “Params” . “Cookie”
& “Header” ZERRS, ATLAELD
B ‘25" iRiEEKREETF
B,

- %R “Body” ¢ “Multipart”
FERAT, AILAECE “&F8” .

- LEIR “Cookie” FERET, “FAIP
wHE” A=,

121l

LFREEN ‘257 BY, BRESHE,
WAPEARBIZEiZF R TEES .

FRIPAINEIBULE . £EBFRRHINFERREITAY B §J $$ REER
EenbeR” , EINRTN SRR Z b 4R P R PR AR SRR A T B E A T o
“AINBRT ANEEC A AR E FEIEE

5-4 FINEHIEEE

AN ZESbiEE

ﬂ%iﬁlPiﬂﬁbﬂﬁiﬂ‘FiBE?Fiﬁ,@%'FE’ﬂEI%%%H%O EBEFRIFSEA R EITHY “18
87 7, Bk “EBZ > FINEZBERE” , MININEIZREISIREITIRINAIIL
HRIPHITI=EE ST

SAShRA 197
(2024-02-22)

WRIERE © EARITERARERAF 35



Web [z FEBA K IE
FPigr 5 BpiPsE

B 5-5 FINEEAZE

X
HNERQRE
FrpiEie chen . tesi4 com EHiPEshg policy_testwip
EnAal LI 2,992 -MPIPER. W0EISMER, FUX AT Ea
* IWEEIP 10.63.36.209
*HUER @) 11 e
TrEEST
(o
& 5-4 SHUHIA
e SHU5AA
) Y - EEEEHN
- FrEEERN
MNZFR - AIIATNER EEESEAN BF, ETRAEF

AR o
- RIS IUER “FEMN” B, BEXEARE

MNAIEZF o
|P/IPEREX IR OIS TR “EEAN T B, FEREISH.

SISTINREEPUOS, “IP/PR" o “bt
_‘H ”»

o

HeyEEAZFR “IP/IPEREYHENEAR ” i “ibhtdR” BY, FERCEIL

%gﬁo

TR AFIREFIEESAINAMELAE , SheTLigs
“ErEEtbhteR” CURERAOMIULAE, FHIRIEES IR

INERZRIPHNEA,

STSHRAS 197 IR © R ERABIRAT 36
(2024-02-22)



Web Rz FERA kI

5z =12 5 BatFsEH
£ SR
BriF=nlE - =8 IPHblIERIPHBE RS BRI R ER B EHEE=

B, MEE =8

- W4T IPHBUIEKIPHBIEERIRERIZ AR, NikiE
G

- iR FEWZRAYIPHEtSEIPHELEES, ATk
“UER" .

WEES X “PHIPENET RER ‘Y BY, BYULURERSG
ETINE . REREENE, HBaEBIP. Cookie
B ParamsiE =I5 RFI=EAT, WAPBRIBE R E
R EREEAH R ZEIR/aE

SRR TS, REZNEEES.
R

ERFH
REIRIBMEIE, 19WEGEN, BEFIHEESIETEREHIILSE. SR
RIMERER, EFSORETSBESENNNRNE, WEEARERY.

MERERME

FEEMMEANIRIRE, ZRBREENNAIMNERIIZIEEE2RRANT RS, &
L “PpiPRE” RAENERARENEES. X, MRSESZRN . BXE
EEBAREMNRNFEMIRE, B2 NEEERAEEMNIRIRETT 28 o

5.3 THBGIPSEHRGRE

ZETIESEEIS Web N AR5 KIEIRSS FENICRAM=#RIESMEIE, AT RESX
EE’\J‘:E%BBJ*F%#%HE, SRBIBGIFEHEIE, EXEERREREIMIFEEEEV

AR

MREEFEEWRE, SFEE “CUWINE" TSIRPEREMENEIVREFHRETE
BRERGR, Zae T EiZE W IRBIRGIFSAEIE .

AU
o EIRIIBHIFRI.
o BERTHIFEHEIEH.
LJRFH
o ANIRRSZHFZIEL.
. ﬁ%@$ﬂ§%&§@ﬁ#ﬁ@7rﬁt#,%%@ﬁﬁ#ﬁi%rﬁ%ﬁ%
.
STRSRRA 197 RIS © R mit B ABIRAT 37

(2024-02-22)



Web RzFERA K IE

HPFPigE 5 PP
HUREIRE)
o HANVHMEHRHERAENS000, EiT5000# LMD — 1N,
o TEWAFZHIEREETHS XA EHIFEERIE.
BMELR
T EREEEHE,
T2 BREEIEEHeA AN, BEREXKESIE,
HI3 BEREALSN =, B “Re5AH > WebRIRE5 XIS WAF” |
A NSNS, E&F “BHREE" , #A “‘BIPE4A” M.
HIBS EIF “TE RE, THEHHPEIES] S, SE0REIZERS-5,
R 5-5 [HiPEIESE0RBE
SHEW SR
MAFBFR M XS sV,
EHHS WEEAMMUCENEEDEHE,
1588
" BN R ERKE 5,000, BiE5,0005i=4%E
RSB — 14,
*I¥6 7EBEFRATEERFREITRY “IR1E” 3, Bk “THEIR™ , THEIAM,
PP &R F RS EiR B
FE FESAR ]l
action PR {HAIBAIRENE o block
attack WHRYZEE, SQL Injection
body WHEOBKRLRAS
cookie K& AICookie,
headers WHEERL,
host Yatials Sl G =g A 1 www.example.com
id FRIRBEIPSEAAIID, 02-11-16-20201121060347-
feb42002
payload WEEXIBHIPMULIEREZE | python-requests/2.20.1
RYLBRERD -
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Web Rz FERA K I

FFigm 5 BHiPSE
FE FEREA ANl
payload_locati | IRTEEXIBHIFMULIER{HE | user-agent
on A ETIHIEURLADREL
policyid FRIRBAIRSREEID o d5580c8f6cd4403ebbf85892d4bb
b8e4
request_line WHERIBERIT- GET/
rule FAtPSEHI N AIMNIRS . | 81066
sip Webipa]&RILMIPiBiE -
(KEEIPHbLLE )
time PP SERYATE . 2020/11/21 0:20:44
url FAtPiEkEZ HYURL o /
TERRME

erlBIHEEERSKREES, AEERGATHMHUESIFRESE. B
IAREEATRIFEMEE, FEIAREERT.

54 AEEEHE

FERWAFEERTINERE, BRLSKERE. HaRECRE=ATRSS (Log
Tank Service, f&FRLTS ) F1, BELTSIERAIWAFEEEIE, RIESIEFHITERIR
RO REEHEEIURWSEBE DT

LTS FRERBEHIE, BdBEATHRENSITSAME, ATLUAGRE—1 L.
S ZERIATLIERES . LTSEUAFERSHRIER7X, FEREaLAE ~30K
ZIEHTIRE, BEEENENESEIRSSEBEMEER, M TEERBFENES
HiE (HSEAN) , ITSIRAEETNRE, JLUSHSREENRFMHEIRSS (OBS) 5%
EHIBRENIRSS (DIS) HHIRRE

ikl

o EWAFEIERFIE, BHUBEERIE30KRMBIFEE. THSXAMREHIFES
AIRSIF B SR .

o LTSIZRERIRITEE, BXLTSHITEIFIE, 15

S ILTSIMEIFS

o MEHFBEFBEWIRE, BFEE “CWIRE" TFIRPERERENEWIRE
FHREFBRENR, FEARZEWMENEERTE.

RIRRSRIF
o EMEWAF,
o SHRIBFIPRLS.
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Web [z FEBA K IE
FPigr 5 BpiFsE

ERAR=A0

FEEEATIEREWAFAEICREILTS, RRIMWAFKEEE,

S5 B AR EER LTS
S BREESHE

R PEEEEHEAE AN -, BREKEHINE.

I3 BHEREELSN —, EF ‘T2 5AH > WebRANIKIE WAF”
TR EENSHNG, &F “DFEE” , #A ‘BiFEl” Tm.

S5 #iE ‘2EAs TS, AEenns OL) | Mmmacanass, EXes
ABYNZE5-6F7T< o

5-6 fEELEHT

=8 T 2BA®

2EsEansts $E0T FRTEEAREZOERSTSR. [ @)
—0 —o
REEETRESE (L7S) AEFESENEFR EEWAFIEZEERENE TR

FEARE Its-group-waf v | C =EEEFE

EwEAE D Its-waf-attack v | C =803

EmsEgs @ @ | ewatatack v | C ==EB%

*5-6 EATEESH

2H SR BB
EEAEE EECOIEMNBEE, HERE | lts-group-waf

‘BEETA” EﬁEE’é ILTSE
A RS A.

ICREHHE EERECENBAER, sERE | lts-topic-waf-attack
"BERTR , BAEE IJLTS =
ke A@UL?&E’J HE R

IﬂZEEI TICRB— T HESERE
, BRKNEEHEE. [HiFED
1’E\ WHRIPEER..
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Web Rz FERA kI
FAFigR

5 BatFsE

SH SE5A BB

icFRBEEE EERECENBAER, skEERE | lts-topic-waf-access
‘BEHTER EJISE%IJ LTSE
EET:%J“@UL?EE’J BHER

BiEHZCRE— 1 HTTPIAE
XS, giEnaadE. b
BZFixIP. 15EZRURLES

N0

Bk “WE’ , SEASRERD.
RIS B S BB WAFIRS R E .
-

£ LTS & E WAF B5IPEE

gz

LER2

I3

$ER4
gz

SIEBWAFGIFESERICRIILTS L, BEFIUTRESR, EUSEEEHEaE
&. SHCRIWAFEEEEE.

EREEENE
BHREEEHaA LAY -, EEREKEEIRE.

BERENEALZ LB E, TR “EBEEE > zAERS LTS” , #A ‘BHESEE
ﬁﬁo
EREAYIES, B BHwafBEA (Hg0, “lts-group-waf” ) .
BEWAFIGIPEE.
o BEWHARE

a. EHE mu?”% EE&@EEEGIQEEEM MBARo

= 5-7 %EEEZEEEIM mu%fh\

EraE 2022109126 11:05:54 GMT+08:00 =423

SRERR Q| | zEewRE

flEmE = ®WIEER 2 AR R RE

Ao - W o}

g - % o

b. BEWELHHTE, BERHIINES-8FR.
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Web [z FEBA K
FPigr 5 BpiFsE

5-8 BEWEHAE

BEER > lsg

oupwaf » Its-topic-waf-attack

- BEE

Its-topic-wafattack 3

- SsERE

BERE "

194389852083¢6911a9d""hport”780""body_bytes_sent"’3306hostid""abedc4dddaBea!
'ty club'reqid™”30-13-20200427175936-

ip=c h llyimplembedded”attack _stream_id"’
attack-?vuln"host"7gz-
lub”/tenantid™d4ecb00b031941ce9171b7bc33868831" action"7bl
alive” true’port”807host™™ 172 447type"7ip"):id"709-30-13-202004271 75936-

184197 projectid™?dbb089ebcd45433bbe3a68c1d0eb 803 7attack-time"72020-04-
0Z""cookie™”

(\"HWWAFSESID\"\'82bda73218d3c9f851\" \'security\"\'impossible\"\"HWWAFSESTIME\"\" 587865617443\"\'PHP.
qljbliBk0f847g5
vulnerabilities/exec/"engine._id"~group_id"7a5202db2-b3ca-4c52-9693-

v 2020/04/2717:59:3

Y method"”POST level"3params"” sEr

i
3b2dc9659d2a" " multipart™’null""header*{\'host\"\'gz-» club\"\'content type\"\'application\/x-www-
form-
urlencoded\"\"accept\"\'text\V/html application\/xhtmk+xml,application\\/xml;q=0.9 jmage\\/webpimage\V/apng.*
*:9=0.8 application\\/signed-exchange:v=b3q=0 9\" \'connection\"\'Keep-Alive\" \"via\"\"proxy A\’ \'upgrade-insecure-
requests\"\"1\"\'cache-control\"\'max-age=0\"\'accept-encoding\"\gzip, deflate\"\'user-
agent\"\"Mozilla\\/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit\\/537.3: like Gecko) Chrome 4044
afari\V/537.36) pt-anguage\"\'zh-CN.zh:g=0.9V" 'content-length\"\"99\" \'referer\"\'http:\\V/gz-
E wclu A\ vulnerabilties\/exec\W\" \origin\":\'http:\W\V gz

020.04.2717:50:3

S club\1""location*"body*"tim: ateqorv*’attack'snort" 38734 s tatus"418%

o BTHIKHYAE
a. HEATRIIE, RERERIHEHETREN.

5-9 BEHIGAATRER

A~ ts-group-wat 7 2 ERUE 2022/00/26 11:05:54 GMT-08:00

Q| | sspumE - [+
HERER elEEE = raiiia] i BUERRE HEE RE
Its-waf-attack 2022/09/26 11:06:20 GMT+08:00 default AEaE - o
2022100126 11:06:10 GMT+08:00 default AEaE - o

b. EFHEAE, BEREIINES-10F7R.

5-10 &E&FFIDEE

> Its-group waf » Its-topic-waf-access

o T 1A RE1E
listopic-wat-access
| R @ srstEEn
JRUEH: SEIBE A
< RESH @ [0l BiE BERE
{response_code™7302"7scheme"*http"upstream_addr"’1 0*"body_bytes_sent"?0" upstream_header_tim
€"70.081""hostid""a® _ - MANN05" tis_version"http_host"’qz-
= club7access._stream. id"7baT( etime.iso8601772020-04-
28T08:42:53+08:00" upstream_status™"302" remote_ip™/! i ™l .33.218"request_time*0.081" tenantid"’d4ecb00b031
941ce91 3f"projectid"dbl I'bytes_send"*338"'method"”GE ind_i
v 2020/04/28 08:42:53 GMT+08: Ll b 208.181"url"”/"sni" ™" 'upstream_connect_time"”0.041" request_length™”154""group_id""a52 ORI 2

4c52-9699-
32dc96592a" engine_id" " reque:
waf-time"72020-04

28T00:42:53 000" upstream._response._time™0.081° time""28/Apr/2020:08:42:53 +0800"/category"’access™eng_ip™"1
024173167

<
IR HT {'response_code"20! body_bytes_sent'’2648" upstream_header

_time70.040" host “http_host""gz-
st access_stream_id"’ba time_is0860172020-04-

a3 2841b049177ss1_curves'

|_session_reused™";

-

WAF i5ia]H 7 access_log ZREZi AR
FB £t FRIREE |

access_log.reque | string BENIDIR | SWEHEER “req id” FEEREST
stid R FH—Ho

access_log.time | string | iAEHER SRFICRAIGMTHTE,

HOAYIE]

access_log.conne | string FRRIZE -
ction_requests PEZET
M™MEK
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Web RzFERA K IE

i 5 BHiPSEH
FE i) FERIGA | R
access_log.eng_i | string WAF5|& | -
p IP
access_log.pid string | fRRACEE | 5|E8 (worker PID) o
ZiERAY
5|
access_log.hostid | string BiEiakR | BA¥RERRID (upstream_id) o
FRJEEZA T
iR
access_log.tenan | string [yaE;2icE=4 —NEAKSTN—PMEFID,
tid R9FEFID
access_log.projec | string | fAiFiEE | BRAEN MK FAIIREID,
tid AIREID
access_log.remot | string FRFRER | BEKRIERigIP,
e_ip NUEIT | s
Ui 1P WNREWAFRIEIE T 7ERIE, AFRER
RFEETWAFRICIETS mA9IPHELE . LthAY, B
sSCiflaEIPsE “x-forwarded-for”
“x_real_ip” FER.
access_log.remot | string | fRRIBEK | IBRIIERiGKEAS
e_port AIPY R
imim 1S
access_log.sip string FRRIEK | W0, XFFE,
HE R
IP
access_log.sche | string | iBKRMY | iIBREMERIMNYE:
me eSS e http
e https
access_log.respo | string | BRI | JREGIREIZEWAFBIIGRARSED o
nse_code i3
access_log.meth |string | 1EKAE | IEKRTHHNEKREE, BEA “GET”
od o “POST” .
access_log.http_ | string | iEKAYAR | NISSSSEOMbI=hE NAOLEYE, EEE)
host $EElgSZ | IPHELE,
access_log.url string B3RURL URLEEEPFRIER (FEEEE) .
access_log.reque | string | iERAK | BiEEKkIE. HTTPIERLFNERE
st_length E HFTHE
access_log.bytes | string | RiX%A%E | WARREIAEFIHNSF T,
_send PixhIE
FHH
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Web Rz FERA kI

FFig’E 5 FhiPss

FER KR FEOREE | A
access_log.body_ | string KRiEEE | WARREILEEFiGHIERRFETE
bytes_sent FimAgnm

NAR=FTS

5
access_log.upstr | string | IEFEMNE | IERATXINAYIRLEIP, B4, WAFELE
eam_addr infRSSEE | BIECS, MR[ELEIEECSAIIP,

bt
access_log.reque | string | #RIRIEKR | NMZEVEFIRIE—NFH TR
st_time RLIERT ] (Bfz: s) o
access_log.upstr | string | xR | RimRSS 2NN WAFSREIESE (8
eam_response._ti fRS3E8M@ | fiZ: s) o
me [ZAY(8]
access_log.upstr | string | #xiREIR | BiRIRSEEREILSEWAFRIIRNRLAZSED
eam_status BR332209

I R85
access_log.upstr | string | RiE5RE | EFERESSLERT, EFIEFERE
eam_connect_ti inRSSE | NEESFICR TR, ZIRIERETL
me SOEER) | B9RTE), (FRES SR

AgiE, &

AR
access_log.upstr | string | [FimARS | BIRIEKRIILNAYAYE, FERESSR.
eam_header_tim BEIERIE!
e FE—Ma

NEL=FTS

AYFERT,

B{h

o
access_log.bind_i | string WAFS |2 | WAFS | Z2pr{ERBYEIEIP,
p [E]i&EIP
access_log.group | string | XHELTSER | WARHE=BERSZ BEAEID,
_id SREE

£HID
access_log.acces | string HERID |5 “group_id” #8%x, EHEETHARP
s_stream_id HYaccess_streamfdID
access_log.engin | string | WAF3|2 | WAF3 |EE—FRiR .
e_id FriR
access_log.time_i | string HERJISO | -
s08601 860118z,

A&l
access_log.sni string EIISNIE | -

P EE
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Web Rz FERA kI

BPiE/m 5 BRIPsHEE
FER it} FEOREE | A
access_log.tls_ve |string | #ZBISSLE | {ERFHERRITLSHMYARZS .
rsion ZEINY
bR
access_log.ssl_cu | string ZRinsy -
rves FEOMZE
LIES
access_log.ssl_se | string SSLEiER | BRSSLEIRREHER,
ssion_reused BRE e
H- o
- a
access_log.proce |string | SIZRE | -
ss_time pl)zz1:0)
(@==tiva
ms )
access_log.args | string FRIRURLA | -
IS EEL
1=
access_log.x_for | string HWAFET | RIBTAIPHE, RIS PIPERREIE
warded_for SEBRIE | FE,
o I’Eﬁﬂf BN NREASFRPIELE, R
PRIPE | ppssemmigsl—NER, BISIER
SKIRIPHELEZR NG .
access_log.cdn_s | string LWAFET | HWAFBIERZCDNRT, LW=FERCREIA
rc_ip ZBECDN | CONTRIRBIRIFESLE FixIP,
BICDNIR | e
AIZIEYE | ECONT ARIBEREITE, WAFR
PP ICRBEDNFR.
access_log.x_real |string | HWAFa] | RETSIRGIEINELZEFIFIP,
_ip BRI
AY, BsC
A= FiglIP
access_log.intel_ | string BFEiR | -
crawler e[l =Ea
1
access_log.ssl_ci | string iR -
phers_md5 ssl_ciphers
BImd5(E
access_log.ssl_ci | string FRR(ER -
pher 23]
ssl_cipher
access_log.web_t | string FRRmG | -
ag BFR
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Web Rz FERA kI

FFisrg 5 BHiPSEH
FE i) FEOREE | R
access_log.user_ | string | #RREK | -
agent headerth
AYuser-
agent
access_log.upstr | string FRREw | -
eam_response_le i) Mz A9 R
ngth N
access_log.regio | string | #RRIBER | -
n_id FRrlE
Region
access_log.enter |string | #RRIBER | -
prise_project_id IZFhE
IR
ID
access_log.refere | string | #RRIEKR | RAKERN128FR, KF128F/HS
r Serpy AT
Referery
g
access_log.rule | string | #RIRIEKR | GBS EMNVLERSER—5K.
A
an PRI
Ty
WAF i HE attack_log =FERi5HR
FE R | FEHA R
attack_log.cate | string | HEDZE B “attack” .
gory
attack_log.tim | string | B&RTE) -
e
attack_log.tim | string | HERJISO -
e_is08601 8601#8 VAT E)
attack_log.poli | string | B5IPSRAZID -
cy_id
attack_log.leve | string | BAiFRIEESR | RrWebERLPHIFRIERS! o

(

o 1! B
o 2:
o 3: ™R
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Web Rz FERA K IE
FAFigR

5 BatRsEH

FER

SRR

ik

attack_log.atta
ck

REWERIZE
pis]

KRELERIEE,
m,

o default: ERIA
e sqli: SQUEANKTE

o xss: FEULRIARIE

e webshell: WebShellI&sh
e robot: JEEEH

e cmdi: BSIENKTE

o rfi: IEEXHESE

o Ifi: AMHEEE

o illegal: FEEIER

e vuln: JEREKEH

o cc: aARCCREIRLRY

e custom_custom: #5eR¥SERTIR
il

e custom_whiteblackip: #&HIPER
Z Ay

e custom_geoip: fpHHHIE( Bz
AR

e antitamper:

REKEREPEH

an e o STR E AN

e anticrawler: #pARJSHEL%ZTCHRIINY]

o leakage: ApRBURMSEGIHEINY

e antiscan_high_freq_scan: BHi3#E-
ST .

e followed action: KHET, £
BB ESREBE SIS
ez,

attack_log.acti
on

string

BrirsntE

WAFRSRI RN

e block: =&

e log: {Micx

e captcha: AMIRIE

attack_log.sub
_type

string

TERAY-FEY

YattackAIrobotlT, ZFERANE.
e script_tool: BIATE

e search_engine: #&K3|&
scaner: BT HE
uncategorized: EHfth€sh

attack_log.rule

string

AR RIARMIID
B E BENXHY
SRERSEREIA

kR 197
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Web RzFERA K IE

P8R 5 BHiPSEHE
FEB KB | FRIRBE iR
attack_log.rule | string | fRRBENXRY | dsPEMFGIFPANIHZFERAZT
_name RER LY
iAo
attack_log.loca | string | MAESRE | -
tion N E
attack_log.req_ | sting | ¥RIRIEKIE -
body
attack_log.resp | string | Mafzsk -
_headers
attack_log.hit_ | string | & EERAE | -
data =R
attack_log.resp | string | NaRz{4 -
_body
attack_log.bac | string | fRRHEIEE | -
kend.protocol 714
attack_log.bac | string | fRRZEIEE | -
kend.alive K&
attack_log.bac | string | fRiRXBIEEH | -
kend.port iwm O
attack_log.bac | string | fRRZEIEE | -
kend.host Host{&
attack_log.bac | string | fRRYEIRE | IP siEZ
kend.type Host 258!
attack_log.bac | numb | FRRHEIER | -
kend.weight er NE
attack_log.stat | string | iEKAOMERIR | -
us S5
attack_log.upst | string | FRIRIEREGE | -
ream_status uhg RO SED
attack_log.reqi | string | BE#HLIDFRIR 5 |ZIPELE. BKATEE. NGINXD
d BCHOIERIDAER
attack_log.req | string | fRRIEKRE— | NGINXSECHIIEKID,
uestid ID
attack_log.id string | &EID KHHYIDFRIA
attack_log.met | string | i5KA1E -
hod
attack_log.sip | string | EFURIEXKIP | -
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Web RzFERA K IE

FPiEmE 5 RS
FE KB | FRIRHA fik
attack_log.spor | string | EFIRIERIE | -

t [
attack_log.host | string | iEREIBRSSEE | -
%&
attack_log.http | string | i&KHIIRSEEE | -
_host b4
attack_log.hpo | string | i5RHIBRSSEE | -
rt Ui [
attack_log.uri | string | iERURL TEEEE.
attack_log.hea | json iBkheader(g | -
der string | B
decod
el
json
table
attack_log.mut | json | iEXkmultipart | BFELEE,
ipart string | header
decod
el
json
table
attack_log.coo | json iB3kCookiefg | -
kie string | B
decod
el
json
table
attack_log.par |json | iEXRURIFAY |-
ams string | 28US2
decod
el
json
table
attack_log.bod | string | MXLEEFin | WAFRIXLEE FPinhlIRAAFE 5.
y_bytes_sent RO RARZFTS
#
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Web RzFERA K IE

FPiEmE 5 PS4
FE KB | FRIRHA fik
attack_log.upst | string | f[FimBRSZEEMN | BRIEKRINAIRTE, FERESHIE.
ream_response LIRSS EK
_time g RS
JRYATE], B
(WSt
attack_log.engi | string | SIE2R9ME—FR | -
ne_id R
attack_log.regi | string | ¥xiRSIZRFE | -
on_id regionfig1D
attack_log.engi | string | ¥RiR3|E&IP -
ne_ip
attack_log.proc | string | S|Z2H9RENA | -
ess_time A
attack_log.rem | string | ¥RIRIEREOM | -
ote_ip EZ=FimIP
attack_log.x_fo | string | #mRiERLH | -
rwarded_for “X-
Forwarded-
For” A&
attack_log.cdn | string | ¥RiRiERLP | -
_src_ip “Cdn-Src-
Ip” INE
attack_log.x_re | string | #miRigkLp | -
al_ip “X-Real-IP”
RS
attack_log.gro | string | B&4EID XHELTSERSSRIEELAID,
up_id
attack_log.atta | string | BEmID 5 “group_id” 8%, RHEHETHR
ck_stream_id B9 access_streamBdID,
attack_log.host | string | BA#PIEZID -
id (upstream_i
d)
attack_log.ten | string | BAIPIELZHIFE | -
antid FID
attack_log.proj | string | Pp#FI&RAYIR | -
ectid gID
attack_log.ente | string | fRRIEKRIFEZ | -
rprise_project_i Frigie I InE
ID
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FPiEmE 5 FaiPss
FE KB | FRIRHA fik
attack_log.web | string | FRIRMLERZFR | -
_tag
attack_log.req_ | string | IRiERIK (8B | -
body iZ 1K i RAT
SHREET )
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Web Rz FERA kI
FAFigR 6 FhiPsRRg

6 BriFsR

ox

6.1 priFECES|S

RN EBWebRI R XS ( Web Application Firewall, WAF ) BRSZHIBGIPERESAIECE
TAZLAR WAFS | Z246 AN U K AR N A& IR

RIEECEMIE
FESEEAWAFIIPS , GREAMsEENIP RS .

Z 6-1 TJECERIBGIFAN
it WU il SENHY

WebEREBHHFAIN ZZ=OWASP ( Open Web B = WebERBAHFAINIFS
Application Security Project, | fHERWebXd;
fBIFROWASP ) TOP 105 E
ZEE, BIMEFERIE
BEE, WEEMes. IP. K
SERNFTICNFIER

CCIZHRpIFHLMY AJLAEENXCCRRHIN, BREI | BeECCIZRHHRAINIpA1E
EA/MP/Cookie/Refererifial® | CCHEE
XHRRIRI L _EAFERRIR
(URL) RYIBIESAER, WAFS
IRIEEECERIAN, SERE!
CCHEHEARBRMEEMRCCHIE .

==t g ab YRR SRS OIS HTTPE | BeEks s s RN E
ZB. Cookie. IHIEURL, &3k | HIHLFHIPERS
SHELEE PP TRMAE
&, EELBEIPERE, AT
Pt SR SRS EERIR o
ZRZ 8N BCEELIZLMN, BT, X | BEEIPEAZRMAN=E/
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NOpenVAS. NmaphY

TehiT 19,

(1 3588
“RSH” B RMKEHTHRWAF IS REEEH TR E .
SBN BE ML, RIEETER.

AIRIEFRERT, STAMITWAFEIREIP, AHISIEFERENECERIE, BNRE
‘MR . RESRIBR": BITWAFERIP, ST=" FRMIEIFFLSRN: E3u%
FZDNSEEMRE S MAEXIRIE.
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Web Rz FERA kI
FAFigR 8 MiLig =

8-8 ININIFZ5Th
) 1|

a2 SE Rk !

At E, EEEET F—F: WAF BiEIPIIE, SfESdWAFEFRERREE.

SRl TWAFEERIPIIS B

.
RSN
o EOABRT, WAFSE—MIHSEMS NS RSN BARS
o —RIERT, NREHEADSHESEN, EANRS H BEN , ERE
RN,
MEFHPHETEAWAF, “BARS” AN “KEN" , s, RBIERR
S, WMBABAR KEN” , TSRS 1SKEDNSRITREER A
SN,
SNFES
& THSMY” IRER “HTTPS” B, FIUSAIRES.
1. B CSNIRED , I CSAIHER” WHEE. AERA IBER, 3
B RTINS MR A AET, ANE8-0FFx.
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Web Rz FERA K IE
FAFigR 8 MiLig =

8-9 SAFIER

NFRES )
fna=E-Siil () EREH
waftest
IHER
s @ | — BEGIN CERTIFICATE-—
MIICCzCCARWgAWIBAGIUKZgYFNO 3 WmEzSuRITX/ginngswD QY JKoZlhy
cMAQEL
BQAWWIELMAKGATUEBRMCY 24xEzARBgNVEAgMCINVBWULU3RhAGUXIT
ATBgNVBAOM
GEIudGVybmV0IFdpZ GdpdHMgUHRSIEXDZ DETMBE GATUEAWWKKIS0ZXN
OLmNvhTAe
Fw0yMDA4MzEWN]U 1MDEaFw0yMDASMzAwN]U 1MDBaMFoxCzAJBgNVE
AYTAMNUMRMw
EQYDVQQIDARTHZ1ILVNOYXRIMSEwHWYDVQQKDBhJonRIcm5IdCBXaW
BUSEHEEaSIBE (TEEE
EERE @ | — BEGIN RSA PRIVATE KEY—
MIIBOWIBAAJBAMETH pL 0amaY VKICT=0j3F 1 XGNdEG2DHN GAXKEIxCsIH
HogA2HHZ
utgBidvhbL LO/ZAFI55H+gA4JxS0S0USMCAWEAAQIAeBIGEQIIOAGOkN
KGm
VWZSpITPP+1iYW\Wmfybf+LouR otPKytl ARvG4rVsldDD+ihzwiHMZ895v+Dd
COuBWv
oQInAPAprDgVeHY Titi5c027w1Zm5eQHWIVERLYIT/aU3RAIEA1DRwNE4s
nbs
*MOjcFIKU2TDOvKnD+UliradoVQaLMCIEZ0UzuYwOAS15bAwNyTCpECWE v,
MARY:

WebR BRI ISRBIFARHITINE RS, RIBEBMABNEEE.

WAFHEIYSTIEPEMIRTUIER . INRIERAIEPEMIET, 152 ERS-5EARIISIE
PGB APEMIRR,, BLIE,

% 8-5 it PiLidars
e i) s

CER/CRT 15 “certert” IEBNEEEEGRSZN “certpem”

PFX o IREVFA$AARS, LA “cert.pfx” H&iy “key.pem” B,
openssl pkcs12 -in cert.pfx -nocerts -out key.pem -
nodes

o IZENERAES, LU “cert.pfx” &&iJ9 “cert.pem” J9ffl,
openssl pkcs12 -in cert.pfx -nokeys -out cert.pem

P7B 1. EPEEHR, Ll “cert.p7b” %S9 “cert.cer” A,

openssl pkcs7 -print_certs -in cert.p7b -out cert.cer
2. & “cert.cer” IEPXEEIZEDZN “certpem” ,
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Web RzFERA kI
FAFiER 8 MiLig =

e 25y

DER o IZEVFA$HERS, LA “privatekey.der” A
“privatekey.pem” J3f5l,
openssl rsa -inform DER -outform PEM -in
privatekey.der -out privatekey.pem
o IRENFBEAHS, LU “cert.cer” iy “cert.pem” Juffl,
openssl x509 -inform der -in cert.cer -out cert.pem

(1 %8B
o HifTopensslinal, iBARAIEZ%openssl,
. gE%ZKﬂﬂﬂgWindowsisTsf’E%éﬁ, BHEAN “DORRAT MEERE, BRTIEBERS

<o

2. BF ‘N7, EEER,

M=yl
TRGRNRETFIESSRERA: FIFHEE.

8.1.3 B/ : 1T WAF [G]i& IP

ML “ =i -CNAME” ARXERINIEAWAFG, BEEEiLIRSEeE FReE OMIT
WAF[ERIPROSEEHISRRE, BHlERBEIREGRG PRSI WAFE I RLL, LIFRR
RitZe, BE. A,

ikl

WL R IIEAWAFfS, GNRiAIEMGSRE HIN502/504581R, BINEHEFHIRRIRL
RSO EIE T HITWAFELEIPHI a5 50 .

4 Z2ELE 1IP?
[EIRIPEWAFRRRIEZ FiniaRIRSETARYEIP, EIRSZEER, BEAWAFSAR
BRIPEISZHWAFRIERIP, MESLAIEFintit 4 INFEHTTPLERHIXFF=ZER
/i,

(MR

o WAFRIELRIPEE MY B/FFZERMIEMN, WF—IEFPIEEES, —REIEIPEEEE
2~ANEERFHY LA CEEIPHELE ( 192.0.0.0~223.255.255.255 )

o —RIBERT, EEERSIREMBAEIRERNH=T, BRIPAEZE., BWAFREH
SRR, SIRNRLZSARE, BEFASENZ AR BESEISEAKE,
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https://www.openssl.org/

Web Rz FERA K I
FAFiER 8 MiLis =

8-10 [oliF IP

WAFBIIP EiEP (B8

WAF
—
—
BT FEREAAIR
[ ]
ERizIP TBiEIP

{ ECS/ELB/IDCEMNZ )

[E1E 1P A& ANH
EIRIP (ZIPIERIRIPERS ) 2RO EH . EIRISWAFSIEEEIRIPAIIRZS, WNRiZ
IPRE, WAPESIIRiZZEIPFHIEN S ECIE FERIEIRIPEK /A &L IaEK

Fot A BERATER IP EL?
WAFLHIRIIPHEEIR, BIRIGIRSEZSNEIRFIEIEREREIXLIP, ERLIRSSS
FHLZEREREBZAXLIPERERIP, BalfeitAFWAFEIRIPAYIRE, —B
WAFBI[ERIPI g, WAFBIIBRETASRIRLAIIEENL, FLt, ERAWAFE
e, CEEERGERSENZ SIS EIRBERITIIEWAFELRIP, RIS HI
MuEF AT TR EEIEEFER .
mEEiY::

MIISEEAWAFfS , EISEIRIRUAARSS 88 EAVEMhZ 2, sSiEBER AT REWAFRIEE
BERIGEERYRY, XEFEERIRIERIARZRN, XAk LRIbIPREGHREZERLE .

SR SREEEHS.

£ PEEEEHeA AN -, EBRKERIRE

S$I3 BEREAL LA —, BE “Z25AM > WebRFEISXIE WAF” ,
SIBA EEMSHRE, R RS , WA ‘Nibgs” &E.

$|S EMuLFIR LTS, BE “WebN AR KIEEIRIPMER " , EFWebN AL XIEMED
RIPER o
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https://console.huaweicloud.com/?locale=zh-cn

Web RzFERA K IE
FAFiER 8 MiLis =

Bl 8-11 [Bli& IP PER

EEEANE BEET PO i IR et WP [T e

ZERCNAVEEA 1 80 " © =zum= Faine v poloeenen 031206120332 . Ehiz B2

H$I]6 1T “WebRARIKIBRIENRIPME " XIEHE, BE “SFIPR” , SHTEEIRIP,

8-12 Web R FEBAXISHIELR IP MER

Web SR Bf A 504 E]EIP I ES

0 == E"F ErErElsaEtEENRSEENEET B
EIPfS3E. BWAFRSEISEIERN, SFNES=2ER
= ﬁﬁ"ﬁx%ﬁli‘]ﬁé‘éﬁﬁﬁéﬁﬂ%ﬁmﬂiﬁp

201911115

122 122.1
122. 17.
17 7 49.4
49.4 27 139.1
139. 127 139.15¢
13¢ 29 139.9.
150, W27 159.138.
103, 24 2407:c!
119. 124 119.3

(=)

SR7 FTFRSRSS 2R LIRS, BEFIRIPERAIIZIREE.

o RUNRSBEEEPEELENTECSE, BFSERILIRSFIEBELATECS L, BT
WAFELEIPHITRE .

o RULIRSBEEEPEELNRELB L, BEERULIRSZEHNETELNRELBL, BT
WAF[EEIPHITRIE.
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Web Rz FERA kI
FAFigR

8 MiIbigE

o WBREEMERTHERNERMHIFE (CFW ) , ESEFMGRPINAMITWAFHE]
iRIP,

o WNEFHFBEEMZ &, BENNZEE. HEEHEHRINEEWAFRE
iRIP,

o WMBRLRSZSHBRALZETNARESRY, BEXEMSEEEINBIPAR
Mo WMNREXFIMRBEWeb I BHIIRS RS, BINELRIRSZ BRI ZEIR
%, REATFNZLRE ™M, XEF=RaIRE—EE RSB KAIIPAIsocket,
HEEMTEE, —RER TASIZE8WAFRIELRIP,

-

TRILIRSEEIE TN ECS &, BT WAF [EliR IP

RS EL RS SR EIEBELNTECS |, BEELTRIESEIRE L LA,
HEIFWAFEIEIPES

EREIEEHE.
BEREEENaA LAY -, EEREKEEIRE

SEREELAN =, HIT e > WHRRSE ECS” .

£ EFRECSFRETRY “&FR/ID” FIdh, BEHEBEMRECSSEFIRIR, FHANECSSEAIRIIFIZR
Ho

wF ‘w2’ TE, BE ‘BElREA

BEZEHEEN, BEANLZ2EEAEETH,

W “ANFGEMNT WEE, B AINEN 7, HEAN “EIIASG RN 7 WE, 0E
8-13f7, SHECEIRAPINZRS-6PT.

8-13 RIS =N

IAAG RN s

‘ O =28 sEANESEE i) | R SARERER.

=248 sg-whiledone

sk @ i mwssn @ Bt @ i =13
TCP PiEHE B
= 80 0.00 -
® zmean
:
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https://support.huaweicloud.com/usermanual-cfw/cfw_01_0030.html
https://console.huaweicloud.com/?locale=zh-cn

Web RzFERA K IE

FPisr 8 MiLiRE
% 8-6 AL MNISH B E <A
28 BoEieA
[IYAAm| ZEAMNEROIMYFIRO, &% “BENTCP” 7, &
TCPAETF AN IRGA%RO .
b hE BE—ininEBRehEHIRFrEWAFEIRIPER
5488
—SHNES—NP, BE M’ , TRSSEAN, 5
Z IR0 ,
$IB8 B “tAE” . TEEMNRINTEH .

RIFIZSENNE, RLEMUNEFWAFENEIPRIFTEASRE.
.

BRSSP ER L= ELB |, FfT WAF [BIE IP

ﬂﬂ%‘”ﬂ’]ﬁlﬁﬂﬁﬂﬁéﬁ“ﬁgr R RELB L, BSELTRESEREREES (B
%$ ) I:Is /\E&?E-WAFIEIIEIPEXO

EREIEEHE
BEREEEHNaAE LAY -, EEREKEEIRE.

SETEALSN =, %R WS > BEREIE ELB” .
1EERRELBFRTE(THY “USIREE” Brh, BAahIAIRSEERR, AR SRHOE S EE .
EERRIAIRSEFRAETHY “IhIaias” B, Sk B8 .

8-14 52853

ERBRIXNIEED, “IhEEd” &F ‘BJER7 .

1. BBE “QUEIPHIHAR” |, L RePIM=5|ZESLFIRIEIRIPIIERINE] “ IPibit
gﬂ” o

2. f& “IPHBNEAE” RO HRAE IR ERE. 1R BIZATIPIHENEEE

87 BE ‘“thE’ , BRBRIAIOEEIRIERINTEH
—---4ER
8.1.4 =" ZAKHbIEIIF
WIBGIPIE RS, A THERWAFRERIESE, BNEScCE A IGIERRpFEEZ—
BEIEE.
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https://console.huaweicloud.com/?locale=zh-cn

Web Rz FERA kI
FAFigR 8 MiLig =

HITUCR(ERT, SHIRRINAIBIFIEZ (BIa0: www.example5.com ) AYRIAARSS 281
W, it wOBCEIERE, N8R “XHMMY” &R T “HTTPS” , thAmiRR E1ERY
IEBFNFALEIER

lfy
il
i
¢

BITELA T BN AThosts S, BILURE AR ENAYEGZ IR, BINIZAith
THEHEXAIDNSETICR . AHISIEERSERETH B DERubis= rOfETis R

WAFRIIPHEIE  IXAFF AT LA At it E G R IR A0S, SIEWAFARANATE
BENREEREREN, BREZENEEFESHEMLHEARE .

RIS
ERIIRGAES, S SHEREER.
LRFM

CNAMEEZIRIEEZERR, JWTFE—MEZ, ECNAMEER—EH.
iz WAF
$B1 FKENCNAMEE,
1. BEEERHeLELA -, EEREXEERE.

2. BEREELSN =, %iE ‘T2 5AH > WebRIBRIXIE WAF” |
3. FEEMNSHNS, &F “MisgE” , #HA ‘MNifRE” RHE.
4. EBREEMREITY, RPEEREEETR, BAEZERNEERH.

8-15 EEEXKER

EFER

zzzzz

5. £ “CNAME” (5847, &0, S% “CNAME” &,
£¥¥2 ping “CNAME” (BFHCHE “CNAME” IIRZAYIPHELL

LA B www.example5.com/9ffl, iZid& ERINEIWAFRINIEECESH, BWAFAESD
BT LATCNAME(E: xooxxxdc1b71f718f233caf77.waf.huaweicloud.com,

EWindowsHF]Hcmdap ST TR, &{Tping
xxxxxxxdc1b71f718f233caf77.waf huaweicloud.com3¥*EXWAFHI[EIEIP, 4NE8-16F7
=, ERERSP I LAEERIBRAFPEAE2BIWAFELRIP,

8-16 ping cname
ldcl1ib71£718f233caf??.waf .huaveicloud.com

1h?1f718f233caf??.waf .huaveicloud.com [ 1.24.111 with|

32 bytes of data:
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Web Rz FERA K IE
FAFiER 8 MiLis =

I3 ERMEThostsS, KHER “CNAME” XFRBIWAFELEIPRINE “hosts” 3Z
(LS

1. BAXAFLES2ITFrhosts3X{4, hostsSA4E—RR{F “C:\Windows
\System32\drivers\etc\” I&E T,

2. fEhostsXHRINGNES BINCRAZ, BIEAYIPHENLEIESIER2PIREVAIWAF(E]
IRIPHELE, SRS BDARRGIFROES o

8-17 IENNiCR

Copyright (o) 1995-2009 Nicrosoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IF addresses to host names. Each
entry should ke kept on an individual line. The IP address should

ke placed in the first colum followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#° symbol

# source server
i =B = # x client host

localhost name resolutlion is handled within DNS itself
localhost
il localhaost

+ +H e H HE R

24.11 www.exampleS.cumI

3. {(EhostsXiH/EIRTF, ABARMping— NEBHIFAYES .

8-18 ping 1#&

C:slsers . Bblping wwu.exampleS.com

Pinging www.exanpleS.com [ 24_111 with 32 bhytes of data:

FRHALL AT SR AT RIRY I PIbI N2 2 2HR 4B ERIWAFELRIPHENE . WNSRIKIAZ TRIAH
ht, ATERXRIFHFAIAIDNSERE ( WindowsAIcmd FaJ LA{EAipconfig/flushdns

&%) .
-
ISHIE WAF i85 1FE

SR BIENSHRET, ENSSRPRARFEE, WXNibRZEEEERLT,

AR hosts#fEDLEER (1IHBELAHEITAWAFEIRIP ) BWAFRIBECEIER, 1410
iz, FHAMSREISIEETHF -
2 FIEIEENWebE®S, MiWebIEHB K,
1. 1%V\jeb§ﬁ$ﬁﬁ?PE’94ﬁ§iﬁ§?ﬂ “EE7 B, BASEESRNEEWebEMFHF
mml o

2. RIENSSRES, EXNSRPRANEUSQUENKEINRNES, MWKXWAFES
T ILRIGE, a0E8-19F 7.
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Web Rz FERA kI

5 =12

8 Mibig &

& 8-19 iplajki=#

< C A Notsecure nipy//www.examples.com?id=1%27%200r%201=1

Bookmark IE Bookmark2

|0 418 I

3. EEMSHNS, &R “BIFEET , #A ‘BHIFEYET TE, EERhPEE
KRR IEIE

-

8.1.5 TP Eiz#3 DNS MR E

HEEAWAFE, WAMHEA— " REKEFETEFiRMRSE2E, RS{[AVESE
IP#FRFEIEESE , WebihaE ReEEZEIWAFRIIPHBIL, FRLUSW UG IEZAIDNSHERMTHS
EWAFZHAICNAMENBLE, AT LAEIRZRAIWebiS R EIWAFRITZ 2053 .

BEENRT, ATHIERWAFRRIEE, BEESRIR= ABIGIFEE A IS
F—YIERELER.

AR
o BRI SIEAICNAMEZN S FINEIWAF, BEARRIRIEIESRNEE
—: HpsIPEE (=& .
o TIRBEINZAIDNSIRSEMERIH A EITZERINR o
o EERILIRSE EHMITWAFEIRIPEL
o (Tk) EEIAHICIFRRIERFREE N
LR
N5 N\ Web Rz AR K IERIML EFEAACDN . =IIEREEH-EEWeb(KIEHF= SR,
FTIFEWAFRZ 2 B IEEEI8EHITELSE P, FINFKENWebifa)EiEKAVESLIP
ik, ERENGE ‘REEERRE” 2ikEN ‘tERE .
FEPR !
B AWAFS, MubEISE EEIEKRIREIH10G,
T{EFRIE
o RfEAFKIE
LML EENEIWAFE], DNSEIEMEHFTEIRILAYIP, FRLAZMIGENWAFE,
FEEIEDNSHEFTEIWAFHICNAME, XHEEREASEEZIIWAF, WAFBES RS
FiRuh, SCHIMuG RS NFIREEE .
o (EATDDOSEIHZETE
LML EEEANEIWAFE], DNSEEITEISHERIE, REAZISHERE, 5
IhERIEFEREEEEEIRG . MIHEAWAFG, SE25SEHFERIRE L
IBAWAFE] “CNAME” |, XEREZ S EHERIBELEIWAF, WAFEIE
mEEREL, SCMuLRERNFIREEE .
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Web Rz FERA K IE

FAF¥sr 8 MiLig =
(MERY:
o HNTHHREWAFEKRIESE, TEIEMDNSETRER, BiVESBASIEHTAMISE
BRI EBES.
o FTRHLIEEMBPEISENE SR ERIWebRBIXEE L, MRS ISR
Fif, BVETIDNSIRSFSNFIN “ Figg” , HHTES “TXTIER” . WAFRIR
zg&ﬁt%t% HFFENEERETFHMNER . EANEESSES IAREFRSITXTIER
gEA e
BEES
WINEEE, WAFSRIBRIINEE 2EEEWAFBHER TRIE, £ CNAMEESE
CNAME. FEFZMTXTICR, BT, EMubRETIAWAF, EXIREESS
NF8-7,
%* 8-7 BF8S
= RIS EE 12 REATEIAE IRE
RMERLE CNAME EDNSEEHTEIWAFHY
“CNAME” .
ERARE CNAME. FiFZFTXTIER o ¥DDoSEFEHIER)R
ot HE I WAFHY
“CNAME” ,
e (T% ) 7EDNSHRSSEAL
II—EWAFRY “
g” *D “-I-X-I- Ei”
1BELT R
B EREERES
B2 BHEEERFISA AN -, EEREXEEIE .
T3 %ﬁﬁEELEE’J —, &R ‘2255 > WebFREXEE WAF”
B4 EENSHNG, & “NmgEg” , #HA “WhiZE” WHE.
ZB5 EBREEFRETS, BEiEE, #AFSEKREER@,
FIE6 7£ “CNAME” 177, $$ ', 2% “CNAME” {8, WEs8-20,
8-20 £l CNAME
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https://support.huaweicloud.com/usermanual-waf/waf_01_0073.html
https://support.huaweicloud.com/waf_faq/waf_01_0056.html
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Web RzFERA K I

BrisE 8 Mg s
AEA LAY “SHKIN7 , WERCNAMEES IR,
;7 HREN.
o REFEFMIE
BB HIDNSIREELL, BB EEMRIEMRT, EINEESSaENEE
RSB,
AT AL AEDNSHICNAMESSE S L, (MtESE , 5L fREEAfT, BUSE
RS IR,
a. BEREALAN =, %E NS > <EITIRS DNS” .
b. EAMSHRG, %R “ARMEE” , A “AMES” T,
c. TEBRTEZFRETR “IRET 5, B “SIEFER , HA “BicE”
o
d. TEBFRCRENFTET “IR1E" 5, BF X .
e. TEMHHY “IEBUCRE” WHBERESIERE, WES-21F7R.
" “EHIESRT  EWAFRERSMESE .
m YRRV IR “CNAME-BiRZIERmSB S —NMER T
m YERERSERNT ¢ 2MELIAS
= YTTL(RY)” @ —RREBIURB 5SS, TTUEMA, NIDNSIZERHEEH
BEIE,
= YET BHAESEFIRIWAF CNAMEBHE
" HAREFREFARE,
C0 88
EFERIRITIER:
" HFE—ENIES, (NAMEBHESFALES, BEEEeE o
CNAME{I%ESZ?JWAF CNAMEiEHE
" FEIFERT, FEIDNSEATHERER Ao, fil, IFE—E
Hicxk, CNAMEIER5AIEE . MXIERE. TXTIicEEEMEEREE 2R, B
BB EMIC SRR T, EaLCEH ISR, BRI
HICNAMEICS: . B EABARAT I C R EFE CNAM ERRAT C A0 R R R AT A ST
Eﬁg?%ﬁﬁo B AR RS R A FICNAMEREATIES, TALSBSTALL
r"%" EO
g%ﬁﬂﬁ%&ﬁ%ﬂ’ﬂBE%U%MU%%%&WHE%%HQ‘, RHALIER “SEERIFERY
=72,
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https://support.huaweicloud.com/dns_faq/dns_faq_016.html
https://support.huaweicloud.com/dns_faq/dns_faq_016.html

Web Rz FERA K I
FAFiERE 8 MiLis =

8-21 {ZicRE

EelicRE ’
EHicE www.example.com
it CNAME - ig# S isman—MEE v
S
cepssem @
TTL (%) 300 1ehET 12/ 1% @
E

37cT958041 24dd4a0ddB8defffeod1 f waf huaweicloud.com

Elig

f. BE “#E” , STHDNSEE, FfFDNSEITCREY .
o FERATHRIE
KERRRIERRSS (SR, CONARSSE ) MIEIFEEIHEX A S FIRIBREEI
CNAME, EARI7EEBESIMubISESIEN
(1 3588
97 B IR I RS R S R BRI We bR E, M A0S PE R T
#, BIEHDNSIESRARI “ FHZ” A “TXTIZR" .

1. 3REX “FgE” F “TXTER” : & “BNRS” e, BE “WFEAN? 7, £
HAY “BAIBS” MEES, S8 ‘FELE” M “TXTER” .

2. FIDNSERSZEILLAN “FiEgE” , FHEEE “TXTER” . BARNEES FHESIE
B EFHBIITXTICRAISNM .

WAFSIRIEELE “FiHE” #l “TXTICR” FkrdSnRERETF I B
S8 I ZHICNAMER S EERKIN.
1. E\éVi:dows};T%VE%éiEqﬂ, TR TR > 1177, EEHIERRA “and” , iR
nter” .
2. #iTnslookupi<, HiFCNAME,
WREZHEZ 2ECEAICNAME, NFRREEMI, ~HIES-22F R
LAtEZwww.example.com 3l ,

nslookup www.example.com
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https://support.huaweicloud.com/usermanual-aad/aad_01_0057.html
https://support.huaweicloud.com/waf_faq/waf_01_0056.html
https://support.huaweicloud.com/waf_faq/waf_01_0056.html

Web Rz FERA K IE

FAF$5rs 8 Mifig &
[ 8-22 &if) CNAME
=r~appbatasLocalmsf32>nslookup yyw.example .com
c.huawei.com
.waf . huaweicloud.com
R4
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cNACEL

BQAWWIELMAKGATUEBhMCY 24xEzARBgNVBAGMCINVEWUIU3RhdGUXIT
ATBgNVEADM

GEludGVybmV0IFdpZ GdpdHMgUHRSIEX0Z DETMBEGATUEAWWKKIS0ZXN
OLmNvhTAe

FwiyMDAAMzEwWN]U 1MDEaFw0yMDASMzAWN]U 1MDBaMFox CzAJBgNVE

AYTAMMUMRMw

EQYDVQQIDAPTLH21ILVNOY XRIMSEwHWYDVQQKDBhJonRIcm5IdCBXaw

BUEPHaSERE (TESE

MIBOWIBAAJBAMCTILPL OamOY VKtCTxOj3F 1 X GNdSG2DHNG4XKEJxCsIH
HgA2HHZ

utq@BidvhbLLO/ZAF|5t 5+ A4JxS0S0USMCAWEAAQIASBIEEQIIOMGIOkn
KGm

vIWZBpTTPP+1MWWmfybf+LouR otPKytIARVG 4rVsldDD+ihawlHmZ895v+Dd
CuBV

oQIhAPARrDgVeHY Titi5c02Tw 1 Zm5eQHIWIVETRLYIT/aU3RAIEATDRwWnEAIs

nbs

*MOjcFIKu2TDOvKnD+UlradoVQaLMCIEZ0UzuYwOAS15bAwNy TCpECWr

WebR BRI ISRBIFARHITINE RS, RIBEBMABNEEE.

WAFH B SHFPEMIEIUER . tNRIEBHIEPEMIER, 152 EFRS-121EAME
IFBEE A PEMIE, B.LHE.

%= 8-12 iF Pt

RS

L35y

CER/CRT

¥ “certart” IEPNHEIESEHEN “cert.pem”

PFX

nodes

o REVFAIHTRS, LA “cert.pfx” &g “key.pem” S,

openssl pkcs12 -in cert.pfx -nocerts -out key.pem -

o IZENERAES, LU “cert.pfx” &&iJ9 “cert.pem” J9ffl,
openssl pkcs12 -in cert.pfx -nokeys -out cert.pem

P7B

1. iEREEHE, LA “cert.p7b” iEHaA “cert.cer” Ffil,

openssl pkcs7 -print_certs -in cert.p7b -out cert.cer
2. & “cert.cer” IEPXEEIZEDZN “certpem” ,

SAShRA 197
(2024-02-22)

WRIERE © LEARITERARERAF

186



Web RzFERA K I
FAFiER 8 MiLis =

e 25y

DER o IZEVFA$HERS, LA “privatekey.der” A
“privatekey.pem” J3f5l,
openssl rsa -inform DER -outform PEM -in
privatekey.der -out privatekey.pem
o IRENFBEAHS, LU “cert.cer” iy “cert.pem” Juffl,
openssl x509 -inform der -in cert.cer -out cert.pem

(MEEY::
o HifTopensslin$al, BfFRAE R openssl,
. l}E%KﬂﬂﬂﬂWindowsﬁéf’Eﬁiﬁ, BEAN ‘SRR WEER, BRITIEPiERG

2. B ‘N, HEER,
8.3.3 B BERIIYEH
INRGIPMLL S, SEEFERLIEIEREISE ( Elastic Load Balance, &FR

FELB ) AWAFIRZ 5 | Z IR EREIVEFRRICE, LABRWAFIRTSELIRE

A
ERRELBIZRERIMITEE . BXELBRYITERFIE, BSNELBIMMEIFES.

BITESY
o CERIPRZRIUFIFRILS o
o CBRTMZ=RIGAHINE ., AXELBREFMANE, B UHFEPURENES
IR R GBI ERITNEEX B o
AR
2023F AR ZBIREZ5 | ZIRA, FIFSIH=ELBMEZRE SR, Fit, NREERT
JR=ZELBMIZZEY ( TCP/UDP ) fa#idf, iBHMINRZWAFSLAIEHREIGRITMRA ( 20235
ABRZIGHIRA ) , IRZ5|ERAIFEES WS [BRRAIEL
o HIZIMZ5|ZEXLFIMEZEHPERF THEXIK,
TR EENEEL AR :
- ATEFR
R SFERFIBFEEROANSEOMN, HEfEEROANLRNERE. §
o, FEMGE “807 imMRT, EAILURIN “REE” A “FiF” B9 “TCP” |
“80” WHNim RN
- HEEAN
BN BBEERHTS RMERE
BRI BANGHFMRIRE, BESURNZSEAN .
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w7 BUNEESHMMILAEEIEEIEAWAF, BT EIHIE RIS I EE
KESE.
o BIFEM “Bimiw0” FESWAPMES | ELpIsCiREIraSiwO—2, IS
HIE—: FIEIPRILY (JREED ) FHRER “HIPRIED”7 FEF—H.
o HTFWAFRtERIEF M, EBKNIFeElT, “BlmihY” REeikiBHTTPELHTTPS
IV
ER4R=A0
“OECRESZERL” IR “IIBUIRESR” i, BXF ‘SiRFRET , IRARRIER
1%, HHENBEREEAZIERINOWARPMES 8504 F, HWAFMZS|ZEsLf) B IS
AY, BRENAIZS |IERERIEETHE.
IS IrEE
EERRNER, H=5|Zp “BREBEER” 10 “RE&” w8 “EE” , &
N &S MWL AEEIEEIEAWAF,
T EREEEHE.
2 BREEEEFIRAL AN, ERXEEIRE.
B3 BPEREA LB E, TR WL > SEMEREISE” , N “aE9EsE” Wm.
T4 FERIIYEEMESTN ‘SR 7, BEERREIYEEEEIR, HAELB “MKIFsE” &
Mo
SIS B “NINMEIReE” , BEERIREER.
o “HiimiwO” : BLEAWAFPEERVEILHEO,
o  “BlumbMY” : REEEFEHTTPEHHTTPSHMY o
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WIRIEAETE (55) 50

FisE, MERNTERIETCP. UDP; CELITEIEEHTTP. HTTPS,

HTTP

5535

ARSI AR

HTTPS

EUEAEFRIESR.

TSRS

ESX-Forwarded-Host

EREERiEE (B

1&

Tl

$]e BE “‘T—F: MERRSEKE , ARERRIRSRE.
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(17
oY)

$W6 1T “IRINEIELR” ED, MEERIMIFETRENN “ELB (RMIEE) " . “ELB
WSS 70 ¢ FiRARSS A
SRR 197 IR © ERE BRABRAR 150

(2024-02-22)


https://support.huaweicloud.com/usermanual-elb/elb_ug_jt_0003.html
https://support.huaweicloud.com/usermanual-elb/elb_ug_hc_0001.html
https://console.huaweicloud.com/?locale=zh-cn

Web Rz FERA K IE
FAFigRE

8 MibigE

8'43 ,/_j\\}JD;EI:IJ ELB

imINEELB
ELE (mSityEss elb-c00474594
N SIS S A E I EIE—VPC FELEMA

ELBLSIFES listener-443 (HTTPS/443)
EEEESEE server_group-443

TaimiESEE IS

= Senver_group-443 D

= i BIPE= S

e L == EEE
FhpdIP bt HEREER tE
192.168.0.177 0O == 1
192.168.0.199 F= 1
192.168.0.178 O == 1

~ | C
| C
~ | C

e5a2e49a-6bof-4720-ba
a5-71940d9basb5 [T

HTTPS

ikl
“fRERIOELS

TR ORE” s “IERT , alls
RENEREHIERIRES

NEREESRE.

SHMILAEEIEEEAWAF,

SR/ BE BN,

BISEFREE IRV 55

iwEa” .

FWAFLAIEEE W Bix A,
iwE, BIEE—:

“Assig0”

EERE HWAFMES|E88sL

ARSI (M= ) FECER “BIPYR

SAShRA 197
(2024-02-22)

WRIERE © LEARITERARERAF

191


https://support.huaweicloud.com/elb_faq/zh-cn_topic_0018127975.html#section2

Web Rz FERA K IE
FAFiER 8 MiLis =

8-44 FLE W SS5iw ]

x
e iRIRESSEE
O ZEESiEEs EENZIETEL BN SRESE. EREESENACLEETMFIELBRRES M.
=HIE AR B0 @ wE @
doc-test-DVED
192.168.0.94 86 1

et

HE
&

4

%WAFEE%I%E‘WUES ‘RENEER" B “IERET B, R R EECERN
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8.3.4 Z|=" JRERBIIEHERELN IP

NRWAPR=Z5 | ZELPIERERHIYE, BRENRIAARSSSIAGRMELMIP ( Elastic

IP, EFREIP) , SEEEBAEMENMIPHEERIWAFR S5 | ZLAIE ERIREIIE L . 48
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A

EM=5|E5UZRA0 “IPHBIL" 1=, FRENERACIZAVIREZS|ZEXI AT FMIPitEIL .

BEREELAN =, BIF > BHSREE’ .

EERECSERTE(TRY “BFR/ID” Fih, BEEIRECSEAIEIR, HAECSEFIRNFER
Ho

wF ‘=R’ UK, BE ‘BElgEd

 ‘ENREeA” WEETD, BEESREESIERSEAFRE “ABE .
BEZ2EID, HAREBEMSERHE,

B “ATTEMN” mE, B RN, HEAN I ERN” NE, S8
BCEIRBRAIERS- 137,

8-47 OIS @Y

HIAG RN smies

‘ O =E AEREEES (hiF) . BEASERERES.
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BPiErm 8 MR &
% 8-13 AHMNS#ECE
2% BCEiRAA
M O ZEAMUERRMFNRO . 1EF “BENXTCP” 7, &
TCPET AN IRuLAYRO .
JRbE BN s HIRENAI AT B IR =5 | 2L AIRYF R I PHELE
Izl
—ENEE—NP, B “EIMEAN” , JEREESEAN, &
ZIERI010EN .
FE12 B BT’ , KEENNRIISEAK.
BIDRINZEEMUE, LEEMUIEIFHRES | ZEERIPHITAIRBE NG @RS -
G LAEATelnet TR EE AWAFBSRAYIRLL | PRI R AV S5 in O 2 A R DRI IE
IR E R R ER .
flgn, HITATaRS, Wil EEAWAFGIPAYIRELLIPXISMTIAY443in O 2 B EeRINE
MiEE ., MRERsOLEERER, BN EAaEESE, NRRZEHEHRT
=18
Telnet JE#4/P 443
R
[EliEZl ELB
WNRIGARLLIR B R EREARELBHITRED &, BEELUTRIESBIREIHOIEH
(BRE) Hig, RBYTH=ELERIP,
1 SREEEHE
B2 BREERFSAELESA  , EEXIYSIE.
$3 PEIA@AELFR — , SR ‘L2568 > WebRIARKIE” , HA “RoH”
iz
A EENSHMS, &R “‘RAEE > M=5(8" |, #A “H=3|%” mmE,
8-48 MM=5|E5%
XIS EMHZ=5|Z5IRAY “IPHEIE” #2, IRENFRACIEAYINES | 25T M AYF M IPIEIE
6 BEREA LS E, VR ML > st EnE” .
FTIT =5 |Z4BERIELBRREITHY “&FR” Fldh, BBRELBRFR, HAELBAYIFIBERME.
SR8 TEBEIREIREFRETRY “IhiaiEsl” 51, gd “RE”
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$IP9 EEHEBARNEIES, “ihEEd” &R ‘a8e” .
1. BBk “GUEBIPHBUEAR” |, EEBSHINES | AR ELRIPHEUEINE Pt
gﬁ.” o
2. 1E “IPHENME” AU RAEAIEIRETR9. 170 6lE2AYIPHBLIEEE
10 B “HBE” , BRRIPEFIREERINTE
};EIDEEEIE@E%U%H%E TR E RERIS VPR =5 | Ol RIPHB I AR B AN TS iR
EO

ZALAEATelnet TENX EE A WAFRGIPRYITRSI PRI M AY AL S5 BERLINESLE
&LlIEﬁEE%E =S8

BN, ITIATEGS, B AWAFGIRRYRELIPRISIMTAIAY443i% 1 2 S Rep IhiE
4L§%W% RNrOLEBEEER, (EMumIEAeEEAE, NRRZEEHRT
FeE IO -

Telnet JE4/P 443
TR

8.3.6 TBH: H=5|ZEARNBIGIE

AINBAIPRUESS, T IHRWAFRRIER, 2GS A thIeIEHRGIF s —]
BEIER,

Gl =St
EmSER— FINPSPRMiE (RS ) ~SBIN: HITH=S SERIPARE.

(\Ji%k ) RGPS WAF BB FETE
W1 plE—a SHEWAFZAIER—VPC FIUECSAT &i%iER.

T2 BT B1$EIEAECSEIMEZEWAFZEBEK -

° 1:572_/“11
curl -kv -H "Host: {iZRINZIWAFHIBGIRRI SR} {ARSSE8ECE P AIXTIMIMNY:/ /(IR Z=WAFRYIPY-{F5iP3IRix [}
fan:
curl -kv -H "Host: a.example.com" http://192.168.0.1
IR[EF579 200 NiHBRAE AT . SNSREERARID, 1BE WI{THEE404/502/504
ER? HITHEE,

o ITHFE#EINIE.
a. TARMULIIRN RIS EF B EMBEIFEIEEIRT .
b. HITLATES:

curl -kv -H "Host: {iZRNNZIWAFRIBEIRXTSR}" {ARSS25E0 EARRIXTIMIMNY:/ /IR Z=WAFRIIP}{FH3RXI R
i%[} --data “id=1and 1=" 1”
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fHuan:

curl -kv -H “Host: a.example.com” http:// 192.168.X.X --data “id=1and 1=" 1”

IR[ERS 418 MIHBRI=#LRT, IREWAFTIEIEE

R

ISIEIME WAF F1 ELB 2B#FEE T

8.4 BREcE

8.4.1 fic& PCI

B R

curl kv -H "Host: {RANEIWAFRIRBHFRIER)" {ELBISSMNNY:/{ELBRARIAGIP}{ELBYASIR %}
Y05 ELB iiNNT EIP, nILAEREE ARV =SEREHI T .

curl -kv -H “Host: (RINEIWAFBIBEIFRIS)” {ELBISSMANY://{ELBZAFIEIIPY(ELBISIR IS}
f51%n:

curl -kv -H “Host: a.example.com” http://192.168.X.Y
curl -kv -H “Host: a.example.com” http://100.10.X.X

R [E1#3 792005 BR%E & AL -

FEWERIRES I ZTRESIBER T, MREAEXN, WALQEELBRERERIR
(ANRELBEFEHMEFE X AELBRBIAEBEHNIITIULAHRE) -

K=t

a. HRRMILERT N SRR EFFEELIFaY=EE .

b. PUTUATES:
curl -kv -H "Host: {FRINZEIWAFEIBSTPYTSR}" {ELBXISMMNNY://{ELBFARIEYIP}{ELBIS %} --data
“id=1and 1=" 1"

SNERELBIFINTEIP , AILAMERERSAMSRERETMI

curl -kv -H "Host: {iZINZIWAFHIBAIFITSR}" {ELBIFSMINNY://{ELBAMIAYIP}Y{ELBYAIFi% [} --data
“id=1and 1=" 1”

fIan:

curl -kv -H “Host: a.example.com” http:// 192.168.0.2 --data “id=1 and 1=" 1"
curl -kv -H “Host: a.example.com” http:// 100.10.X.X --data “id=1and 1=" 1"

IR[ES /9418 RRI=&LRLTN, JRZ=WAF. ELBIITIFIEE .,

DSS/3DS &#1l5 TLS

ZEHBEIMY ( Transport Layer Security, TLS ) ER MBS N FERF Z @2 MRS
MFHUESEM , HTTPSHMY EHTLS+HTTPIMYASFRAYE T I EH . BHIAER
ML . ZPFIPRUGAIERBIEICN ‘=R & “MEER B XM B

“HTTPS” RS, EATLUBIIWAFAMNILE ERETLSIRATINNZEM ( SHINZELR

PaN
&5

» M RTFTRIRTLSHRARIER, BREEE RN, IIETIEFNRE

WAFEGABCERIER(RTLSARZAAITLS v1.0, MMEEHAINZEM, T IHERMEER
£, BN TLSIRAFTLSIEEHERE AR EESTLSIRAMNEE

o

[EAT, WAFSZIFFEPCI DSSFIPCI 3DSEMIAIELNRE, FBRSMHAILERE, SIETLSHR
AIBIZEANTLS v1.2, LUAFKEPCI DSSFIPCI 3DSEHIAIEESK
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BERUR, ARemize IR B Faots&ZELEPCI DSS/3DSEMSTLS.,

BUIRSRE
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"Version": "1.1",
"Statement": [

"Action": [
"waf:instance:list"

]

]
}
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"Version": "1.1",
"Statement": [
"Effect": "Deny",
"Action": [
"waf:antiTamperRule:delete"
1
b
1
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"Version": "1.1",
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{
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"Action": [
"waf:instance:get",
"waf:certificate:get"
1
B
{

"Effect": "Allow",

"Action": [
"hss:hosts:switchVersion",
"hss:hosts:manualDetect",
"hss:manualDetectStatus:get"

1

}
1
}
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y
EFCCIERHIPM | waf.ccRuleRule:put v v
y
B EIRaAF | waf:preciseProtectionRule | v i
YW :put
BEIEBEHAKEM | waffalseAlarmMaskRule: | v v
Ty put
EFRRFARFERGRN | waf:privacyRule:put
BEIEEZEMN | wafwhiteBlacklpRule:put
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