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BHIKEZ AR A RBEA “v17

EEELVPNIEEZBUAECE /T SM3,

IFEZEVPNIEZB AR E

SHA2-256,

SHA2-256
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1 kRGN = VPN

1588

BB

INZEE, SHFRIEE!

e 3DES (IEEEFZEMRIK, BEA) .

. AE§-128 (EEZEMHRIR, BE
R

. AE§-192 (B EZEMHRIR, BE
)EH [e]

. AE§-256 (B EZE2MRIR, BE
% [e]

e AES-256-GCM-16,
IERZINZRE AR, IKERSAR RN AR
RKEEES “v27

e SM4,
NEZRVPNIEESEFZINZEX, It
BT IKEZZ SRR AR A REER “v17 o

EZBVPNIEEZIIAEE N SM4,

EEZBVPNIEZENAECE 9. AES-128,

AES-128

DHEE

IFHIEE ¢

3 Gr(;up1 (EEELZEMRK, BE
Ao

. Gr(;up 2 (LB EZEHRE, B1E
B).

o Grc;up 5 (IWEEZeMRIE, B1E
B).

. Gr(;up 14 (LB EZEMRIR, BIE
)EH [e]

e Group 15,
e Group 16,
e Group 19,
e Group 20,
e Group 21,

FIABCE S Group 15,
1588

EERVPNEELI S .

Group 14

FanfEER (B)

L LBk ( Security Association, SA) A9

S1FRTIE

%ﬁﬁﬁiﬁﬁ?@}%, ZEEBISHRER

o B B,
e EYESEE: 60~604800,
e ZAECEH: 86400,

86400

MAERRAS 01 (2024-04-03)

WRIERE © HERRARBIRAT

29



04-FBF¥5r
04-FBF¥5r

1 kRGN = VPN

e

1588

BB

ANimhriR

IPseCIEIENEIRT, VPNMIEHIERNIRIR,
EXSE X B AVPN M XA EEF/ L
%ﬁﬂ%ﬂ’\]zﬁﬁﬁ”ﬁﬁiﬂﬁ%—ﬁ, ENUINEES
)\ o
e |P Address ( EXiA) o
RS EnZEVPNRHIEIPYEAIP
Address, TERPF&EE.

e FQDN,
ety , TIFaEENERE. KETE
ER1~12810FfF, ReEAXNEFE
8. =R EaSHEE, AFUT
BHEF & < > 1.\ &
B, 2?2, KPKINE,

1R
EZBVPNIEETL S,

IP Address

XimhRiR

IPseCIERENFIRT, XJimpdAIERERIR
EXTim M B BRI i M AR E R
%ﬁﬂ%ﬁ’ﬂiﬁﬁ”ﬁﬁiﬂ{%}%—ﬁ, EVUINEES
W o
e |P Address ( BtiN) o
B amEEN iR M AR K IPYEAIP
Address, TERAFPFIEE.

e FQDN,
eibitigE, IFEEXIERE. KE®
E=1~1281MFRF, REEAANEE
8. $FIFHESEN, AZFUT
BSREE: & < > ]\ B
B, ?, RoKINB,

izl
EZRIVPNIEZETIL S,

IP Address
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04-FF48r 1 I AREE SN Z= VPN

2= 1-11 IPsec £

e ol EEH4

INIES % INIEIRHREX, SHSHEE: SHA2-256

o SHAT (LEZLZEMRIR, BIE
Ao

e MD5 (IHEZZE2MRIR, R
A).

e SHA2-256,

o SHA2-384,

e SHA2-512,

e SM3,
NEZRVPNEZEFRZINESR
%o

EZEVPNEZEEAEE N SM3,

FEEZBVPNIEEIIAEE N

SHA2-256,

nE&Ex &L, ZIHFNEE: AES-128

e 3DES (IWEIZZEMRIK, BE
).

o AES-128 ( tEELZ2HRIK, 1B
fB2R) .

o AES-192 (IWEZEZEMRIK, 15
1BA) -

o AES-256 (ItEZZEMRIK, 15
1BA) -

o AES-128-GCM-16,
e AES-256-GCM-16,

e SM4,
NEZEVPNEZEFZINZE
%o

EZRVPNIEZZAELE N SM4,

IEEZEVPNIEZENARE

AES-128.,
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1 kRGN = VPN

ol

BB+

PFS ( Perfect Forward Secrecy ) B52

Epia%eInge, EEIPsechEE N

AJERA .

PFSEHSZIFHIEIE:

e Disable ( WEZLEMRIK, B
5A) -

e DH group 1 ( WEXLEMER
K, BER) .

e DH group 2 (ItEXLZ2HR
K, BER) -

e DH group 5 ( LW EIAZ MR
K, BER) -

e DH group 14 ( WELEZZE MR
K, BER) -

e DH group 15,

e DH group 16,

e DH group 19,

e DH group 20,

e DH group 21,

ZRAECE: DH group 15,

i8R
o EZBIVPNIEETLLSH .

o EZEBVPNRIXANEZEXJiRM K E!
ZEVPNIEZRY, FERIEEZER
MXKHFPFSINGE, BUSSHVPNIE
BEEET .

DH group 15

(TN

|Psect&iaiFNEt = AP HURIERN%E
£, BrIsZIFmNY:

e ESP,

ZABCE N ESP,

ESP

anfEHE (%))

Z£ Bk ( Security Association,
SA) BY4ETFRTIEL.

FRIEFREGE, REEKBBKE
DA

o Efy: #,
o EYETSHE: 30~604800,
o EHAECE: 3600,

3600

IREERIRT

BUNREIREE ( TUNNEL ) &2,

TUNNEL
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04-FFf5R/
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AR

IKEZRREHEE T IPsecBRE MM EBRAIINEZEFHAIEEX, IPsecREEISTE 1 IPsechRBIEHIE
B ERPTERRINY . IIBLARIANES R, VPCRIFUEF ORIVPNEEERIRECE LR
ZRIF—H, BNSSHVPNIDEEY, HMSHVPNERETILK .

UTEZL2RIE, BIER:
o IANIFELE: SHA1. MD5,
o IN&T|jE: 3DES. AES-128. AES-192. AES-256,

HFERD IR EA TR EMEEZRIZE, VPNERNEANBERIEH
AES-128, HEMNImIREBINRESZIFAIRR T, BERELERINERE.

e DHE&Ej%: Group 1. Group 2. Group 5. Group 14,
7. HBAVPNIEEERIE, BE IR
8. ZNLiALE, QUE“—%VPN }go
VPNEERIPIIN KRR, IBERESRER.
IHEAXINECERA, 1 73 EERIER.

1.3.2 Bl ERIKEE

ShA
VPNIEIZOIZB TG, RINERAERLABCE VPN X @I in X &X M NIRS, 4t
T IRERHENEESR, ATFRENEENRE., =HIERSIRMHTIVPNIEZIERE
IREFIEFIE B =0 "S‘ah', FiEES TG EEiR.
BMELR
1. SRS

2. rEEEEflartmpt O BiR, SRR .

3. EﬁEEt%$$E¢Iﬁ, WX, W8S > IS RMESVPNT
FEEMSH=, BE “EINERME > BAAR-VPNERE" .

5 ; jLVPN;Er” R, PHERVPNERSHR, £ “‘BEXMEE > #RhE Kig
“I/J\ D;;

6. & “IMINERGE” FE, BE ‘HE”

1.3.3 EEE8IZER VPN &Rz

FAFGIEVPNIEESS, AIEECOlAVPNERE .,
IREL TR

1. SBiIEHE

2. EEERtlartmes ¥ BiE, SRXENRE.

3. EﬁﬁEJ:%%EEEﬁ, eI, WEiF ML > EIERAMEVPN .
4. HEEMSH=, BF “EUERME > BIVR-VPNIERE" .
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5. £ “VPNiEER” RE, BEEVPNIEZIIEREE,
6. EEHVPNEENZIR, BEEVPNIEHEEXNSEMNRIEESE .
(AN
o TEVPNIEREFIEH, MERERVPNIERFET, BE “IEUCERERE" , a5%VPNERYT
N AYIKESERSFNIPsecRR&IEIS .
o FEVPNERESIZED, EEEIRVPNIERFIET, B ‘EEKR" , SHERVPNERISE

B/Gr o
FUSEIES, “VPNERRE” B “07 , RRVPNIEERIER,; “VPNERRE
BRI 17, RRVPNIEEEER; “VPNEERE ERAB 27, FRVPNEEERA

180F M5k LIRS
1.3.4 {EcXEIERY VPN iE#E
ISR

VPNZEREZ =7 VPNRKFNSMEBEHRH DX iR X Z [BRIINZEIE . =5VPNIZERZAIN
LSHTIAT, AILUMESVPNIESE

BAFTER
1. BREBEHE.

2. fEEEEflartmpt O B, SRR .

3. ED’EEEJ:%EE&E%, IR, TF WL > EIERMEEVPNT
4. FEEMSHE=, & “EIERAME > BAAR-VPNERE" .

5. f& “VPNiER” RE, EFBERVPNEZET, B “EEEER 5 ‘12
PUERBRECE” ©

6. RIEREIERENLVPNEZRNRESH .

RESEMRIEICRIRAIVPNIEREEASIHE “VPNIER™ REIESERIRECE, 151
“VPNRX ™ FREHITIEN, BARIFESI1.1.5 (220VPNRIXSREEER o

7. $$ “E I'_‘E” R

A E=

(BN Z I AFIKE/IPsecREBIART , IBHRGRVPNIEEFIT iR XECERIEE—
¥, BUNSSEVPNEREHNT,

FESEHUESNFRIERHNEIARE, NFR1-12P7R.
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04-FF1EEs

1 kRGN = VPN

% 1-12 £

i1 S =20k BERX
- FIHZ | o IKEEREEAVIETS: IBXETMIEERE | o IKEFREEAVIET
248 4. E%E{I%ESZE’\JVPN&}%E
IKESSRR v20T - B\ PNIELE Tf7, 1®E ‘B8 > %E
* TRV ERVPNEERE B | (EHVPNEEA]
-~ HZ=%A,
EZBIVPNEET “TRH=24E" 85, o |IKEZEEEAV2ET
1. MIBRZEIVPNIERE,
2. EFCIEERVPNIER:,
IKESREE (RRAS | IIZE | BRE T MIEBEEER EEEBHRIVPNIEIZFRTE
7av1) % 88 17, S “fEsRiEme
NEE | o EEmVNEERTHSEALTeM: [ o
- EEE . SANESET . “‘hhEER .
o EZBEVPNIEZELLATSH: “DHE
DH&E % E . CARERRRRT . “THBARR” .
ELE
et
Aimhr
"
TR
15
& STl
HA
hRZS EB=avA IS5
588
EZRVPNEERTIHER “WRA” 84,
IKESREE (hRAS | INZE | BRET MIEEEER. EEE(EMAIVPNIERERE
JFv2) & 17, B “1BSRsED
g7,
INIEES
=
DHE&E %
& STl
HA
hRZAS EB=avA I E S5
Rigtr | ERVPNIEESEX. 1. MIBRZEIVPNIESRE
ks 2. EHOIEVPNIEE,
POp AR
2
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04-FBF¥5r

04-FF$5Rg 1 EAVARISSAZ VPN
= 2% =3Ok BESE
IPsecERRg MER | BT MIEEHIER . AR E(ENAIVPNEZRTE
= AR 17, P iR
NEE | o EEmVeNEBTESEMATELS: mE |
% %, NEHE
. EERVPNERTOAUTSS: PFS.,

PFS
4anfE
HA
Emth | EAIFERSES,
Y

1.3.5 fHif§ VPN &z

=R

BRIEL R

iR

HURRSR

STEFERVPNWLE . FERMMERIRN, ATRERVPNERE,

1. BREEEFS.

2. rEEEEslak mes ¥ B, SRRKESEE .

3. EﬁEELQEE&Eﬁ, WX, TEF W > EIERMEEVPNT
. EENSA=E, 85 “EUERMLE > RIhR-VPNRIX” .
5. ff “VPNER" REFFEMRIBRAVPNIERFIETANRIEY, ®F ‘B2 > fi

bR o

6. BE ‘R,
1.3.6 IZFREHEZE VPN &R

FFPTEERVPNIRSSRY, IRIBERZEAE, FLUSVPNERIZBISENNHTS
%X, EFRREESERITE.

VPNIZHFHER S EIERRSS ( Tag Management Service, E#RTMS) , BIZLEKS T
VPNZRIERIRES, AILASIVPNRIREHITEENIRG, TIRBRNSE. SRR
FVPNER, ARTLEEH SIS, RERSHTIER.

EAVPNRFEMIRE, FMRIRFEE R ATTRFIMRE .
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04-FFf5r/
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BIFSR

1. BREEEHE,
2. fEgEEflartmet: O B, SRR .

3. EﬁEELQEE&Eﬁ, X, WEiF ML > EIERAMEVPN .
4. HEEMSH=, BF “EUERME > BIliR-VPNERE" .
5 BEALMA “REERT , BEYNASEE, ARRE EBER

- EEATNRESTINAR TS IRP EFERIEMIE.

- XEERZS200FERENESER.

1.4 {DMIAR VPN EHEESE

1.4.1 255 VPN XS E/a08

BAEDER
1. EREEEHE.

2. mEEEEslas taes Y B, SRRKEIEE .

3. & D'iﬁEJ:%%E&EIH, WX, WEiF ML > EIERAMEVPN”
. EENSAV=, 8E USRS > u:lLHJi—VPNW,ISE” o
5. HEBMNMREVPNRXAET, &F ‘B2 > ReF/8R” .

- ZISVPNRXFIEIPEIRIHEESE/BR; ZiHXVPNRMXEEE/B8H, EIPYf
SRR R

WNREIPEEFMVPNMX—ZEE/ER, WEKRVPNMXESPEHIEIPITE
B AT, BERRT RIS,

-  VPNRXEEF/SRRERITEAR

HEAE/E B, BEEHETXNVPNIERE, BBAasE/88E, SRk
EYRYZRFBOVPNRIKZE B+ ( X-10 ) PNVPNERZHEZER

£ ‘HeF/aR” BERE, BE ‘BT .

£ ‘RFHRAS/ER7 FE, WAFERIFIVPNNXESR, EREEIK,
BE “EXMT , EAZMLRE,

TEXIRE, BMTRER, ERUEIEIE.

10. & “HIANRRT , RS,

(10 588
REEEE/E R ERSHIBERIEEWS .

1.4.2 65 /6 8 EIP wwasFHEC/FEED
BRI

© ® N o

1. EBEREEESS.
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1 kRGN = VPN

N

© N o kW

EsEsslar et Y BiR, SRXEINEE .

rrEs Fre B EE, BERE, BE RS > EUSEREVPN |
EEMSHE, BE “BHEERE > SUIR-VPNFEX” .
EBFEVPNRMEZTR

7 BEARIP XIS, Bk CEEAN S BB R,

7 EEEE WE, SEEREEAN, BE F—8" .

i R, RARERESLT AR,

B KA EM BRI E
BRUNABEEEE R ER .

1.4.3 B85 /88 VPN ZEZEHFHED /PEES

LYRSRHE!

(RAFEAHEL AV RV PN ST 5 A #UHH S /P& T

BRIFPRR

1. EREEERSS

N

N o v s~ w

EEERtar taes C BiR, SREREMEE.

s Fre e EmE, BERE, B RS > ESEREVPN |
EEMSHE, Bt “EHEERE > SUIR-VPNFX" .
FEVPNRIKFRFEST, 15E3F “E2 > (BVPNIEZAZ”

£ “IEMVPNIEEE" R, WEDIVPNERAN, S Tt
MESFERIE, B “EX ; NRSRERE, BE BT .

IEANVPNIEZREHE, IHERARSERFISEEIFEEAARIIEIER, &
BB ENEM -

R/OVPNIEZRERHE, INERBRISERREEITEFEERIZEIER, &
FESNEEREHERENEN .
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04-FFiSEs 2 {RAlAREEIHAZ VPN (& )

2 EIRRZIR A\ VPN (&= )

2.1 Zig A= VPN MXETE
2.1.1 €lI# VPN RJ>%

nSid
MREFEFERRIFKFZTIZREANVPC, ERFAAZ S/ 5EVPCHERERIN AR
5, EFERRIKRATVPNZE], EE6ZEVPNMX,
YR 5SRE
VPN KB INE A ST NEREHTIEN, BRIETUEEE P inHSIRRIRUTF R
57/ 8
BUIRSRY
o BIANELIFAEEVPCEZ BT . AMITCEREIFABT=VPC, B2 WEIERENL
IR =pavil a8
o BIANELIFAEEVPCHLZLAMNICKRE S, ECSBELERE. MU ELEAM
), 52 NEEEMN,
o BEIAZRIENZVPNE SR EEZIRE,
BMESR

I BREEEHG.
£ rEEntler et Y B8R, SRR
smy HRELELRetE R, RERE, T CEE > SHSEREPN

TR EENSHE, BE “EIERNE > BIAR-VPNRX” |

£S5 BEA A “BIgARVPNRX” HARIBAZVPNMXNE, ARRE “GIE%KiR
AZVPNRIX”
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04-FBF¥5r
04-FBF¥5r

2 I ERZRIHR A= VPN ( &Z50)

£R6 RIERERTCESH, BE ‘AL H5psfT,
VPNMXSHIESNE2-1,

% 2-1 VPN RIES#i588

2H

1A

B a5

X1

R e IR P IR X E AT AR M 4R BT RE
NTREIHIEE .
FRIXERIRRZ EMERERE,

GRS 2
1THHE

B

BIAVPNRIKAIZTR

p2c-vpngw-001

EIFAE

EREIFAERVPUER

vpc-001(192.168.
0.0/16)

BEFM

FATFVPNMIXFIVPCE(S, IBIHRIGEERIIERF
MFE3 TR LA LA S ECAIIPHELE .

192.168.66.0/24

A

RIMEREYSSZIFE I BI1 —Fh2ERY
o KA S: 300Mbit/s
o R KVPNIEZEE: 5001

g ikl

ATHX

A AXEEER—IRA, BAOFMNESEERL
FEXLE ., ER—VPCHERTEX STHEX
ZIBRMERE, ATAXZEREMEMIERS .
o IEFEMRIMRULATRAXE, BNEFERIE
AKX,
HEER T AXAVPNNXEEESHYATA
o BINERIEVPCAR IR A XL
MKATETRX .

o HXFE—UTARXAS, ANEFIATAXAIZE
VPN o

AJAEX1. FJEX
2

VPNMFZ S 15500 R ZERIVPNIERE, 124t
AEEREINE, AIFRAPBEEN .

10

FAF VPN XFNE Fimd T aER:
o IITEGIZE: NISCEREIP, FHIMGSCEIPAITTERIRTL
HIRE,
o [FFHEA: FHEHEIP, (NZiHEAMEHE
Z=HIEIP,
ol
{FRACHAEIPEY, EHEIPHTEBAT LIRS,
HalLlAEE/8H.

el
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2 IV ERZIHR AN VPN (&)

s

SH

Lz

BB

SR IP

X

X “EIP” & ‘Tt iFEREE.

o ZxBGP: HLURIEIRERISIEIMIEITE
ENIACIIERESRY, LARIS = F{EBRIMES IS4

o FHSBGP: MBEIMAETWES, TiEEITH
SRR ELAURER PR .

o {LikBGP: EAFES T MAILRE . (£MABGP
NS SHRERIZEBLBERKIE, #3778
EPERMAIIAMEEEE, RETE-FE
XS ERMIERYREIE . SERENNEE
o )(i%%ﬂ%’-ﬁﬁ&?f ‘hE-EFE” XiEX
o

S IPEBURGIFMMRIFS WA A ZHHER

MIP,

LEBGP

>
k=
i
it

X “EIP” &% “TESIE” HEEEE.

BEEITRMITELSN: EERHTE/IRRE

i,

o IZHEEITEE: ISEHE LR, REMRIET
%, SERRIRELX.

o HREITE: IBETRLIR, KRELPREMRIIE
mnElrE, SERRELX.

X “EIP” %1% “DERIE” HNEEERE.
EIPXY R mr3a /N, BRf: Mbit/s,

o FTB(FMAIZEIPEIZVPNIEEIYS DI S B
ZEIPRIE A, FrBVPNIEZE S
ARBEABITIZEIPHY R B AN o
LR ERIIEIPRITE AT, Brlktis
BMEIRESKVPNIEE R, 1SIRaIMIF T
=LK o

o YR MIEHE B EEMNRTEEIHITY

=

o MIFAPEARIFRIFRSEENBEENFTEX

o

20 Mbit/s

T Ba A

X “EIP” i%&3% “TIESIE” NEERE.
EIPXY R T e X SRAYR TR o

p2c-vpngw-
bandwidth1

R

2.1.2 (&2 VPN 3%

FAFBIEVPNMX/E, FILAXGVPNMXERERHTIEN, BEBHRIIEE.
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04-FFISEs 2 {RAlAREEIHAZ VPN (& )

BIFSR

$E SREEEHE.
£ rEERtlar Hass © BiF, SERERE.

SHR3 Eﬁﬁ&‘tﬁ%ﬁgﬁu XA, 1 S > RIS RMESVPNT
$R4 EENSHE, BE “EIERNE > BIAR-VPNRX” o
SIS BEA LA “WIRAZVPNMX” HAN “BIg AZVPNRX " TH .

o [EHVPNRIESGHR: BHVPNRIXSHRENN L RMsFEN, RS W
_LA” .

o (EXUUBEEIPHE: BEVPNMXEMR, £ “BANMER > BIEAMIPY Xig, HE
CHEXN AR S FERERBIIA

e

2.1.3 &F VPN %

g

FAFEIEVPNMX/E, AILIXIELZRIVPNMKRIEXEEHRHITES

$E SREEEHE.
£ rEERtlar Hans O BiF, SERERE.

SIR3 Eﬁﬁ&tﬁ%ﬁgﬁ, R X, 1 S > RIS RMESVPNT
$R4 EENSHE, BE “EIERNE > BIAR-VPNRX” o
S,|S BEALA “BiRARVPNRX” HN “BIg AZVPNRX” RH

6 BHVPNRIXAIZFR, BEEVPNRXKIFE,
o EAEE: AIEEVPNMXERNSEHEEAMIPEKREE.,
o [RBi%: IEERSZSHEMSE. INLHEE. BREE.

o EE: TTEESRSBHOCEZNVPNEREEE, S84EID. Eiltiht . SCRRithht
LZRSE. ABDRFDE. dhEFHEH. AREER. EREEE.

-

2.1.4 ffiF& VPN o3&

inTEE
UBFEHERVPNRIXAT, BILMBRVPNRI
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04-FFiSEs 2 {RAlAREEIKAZ VPN (& )

HRSRH

o FEVPNRIREALT “BUgdh” . “EERT . “HiRRRT =MURSEY, ARert
1TVPNRIKIIBRIRIE o

o UNRVPNMXHPERIEIPITHEEZNEEHE, BIBRVPNIIKEISREISHRREIP ., R4D
[ESREAMIPIERER , BRBERRIEMXMIRERER.

o WNRVPNMXHPERIEIPITEEEILNIETE, MIPRVPNMKATSEIZEFEIEIP,
o MBRVPNMXSSEKEXAIVPNIZERSZANFER

BELE R
S BRSPS,
$E0 rEERtiar taes O BiF, SEREMERE.
SIS EAEE Rt E, BERE, B A > EEERAVPN

$RA EENSHE, BE “EIERNE > BIAR-VPNRX” o

L|S BEL LA “WIRARVPNRX” HAN “Bis A\RVPNRX” UH, ARSEER
VPNRIKIRESIRD “BIBR” o

$I6 HE “HAE” .

4R
2.2 ZiE\Z VPN [REiFES1E

2.2.1 BcE RS im

AR EA
RS IHIZHIRESIRAERIME, LHASVPNRXORERE, FEMRSHIET
HEXERE.
=St
BIIABR S IH S BXRIVPN R X E QIR .
EJRSPRE
o RAVPNRIFATF “IER” RSN, FeGHTRSHRERE.
o —MVPNRIR(SZIFRBE— MRS i o
BIETR

TR SREEEHE.

£ rEERtlar taes O BiF, ERERERE.
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s REE et ER, BERE, T RS > SUSEREVPN
SSIA NS, BE “ENEENE > SR VPN .

$|S BEAL LA “BIgARVPNRIX” HA “LisARVPNRIX " WH, BHERVPNK
KIBETIN “ECERS IR o

$]6 REFAMIRTLESH, 2E “BE” .

IRBintcES IS WFK2-2,

x 2-2 RS iRSERAA

X

SH

152AA

E{E#H

EE
S\

e

AN
L

372

KigMER 22 Fim@Ei T Rig AN = VPN X
DAY B FRMEERIMEIEER . KNimERRTLARLE
BPEVPCRIMER, oS5 A=VPCEELMLE
RIMER; BB ATEE 10N AURMER .
o JEFEFM:

IERAVPCFMEE

o HINAMER:
BILUBIANARVPCRIIFMEE; tHaJlitE

ANSARVPCEEI T XFEMLERIVPCF WS
=

1SN 0

192.168.1.0/24,1

92.168.2.0/24

i
MR

=i ER R DA FinE N R ibiEAY
MER, FRESAKIRMERES ., HEFIRER
VPNRIXRT, SNBSS Ec— N IPHBltEEZ A
infER .

Z iR R BB E D T F /A8
=, BIRAHEI6~26208. ERZERAEN
ZRinoEcIPHELERT, FEESE—1FM
893089 FMEZ, FBLAMRIEMESBISIE
2. Alt, BREEIEENERPiGMERFFE
’E\ﬂ’glPﬂﬂijt/ﬁﬁ%VPNW%i%i‘%ﬁﬁE’\JM%&
ALt

AEIVPNIEEHENIIE RinMEES &R
2-3,

192.168.0.0/16

R
i
W

SSLIMYB—IMEMELZ MY, ATHE
EFIRFIRS I ZENEZEEE.
OpenVPN (SSL) , R3ZHHEX

OpenVPN
(SSL)

NI
=

AR5

IEH

ARSI 2RSS un{EARISSLES, ZH

IR ETF IR GRS IRAISH -

o [FAHELEIEH: BEEHEEREE LG
B

o HEIFH: BETHIERTIHAY “ L&
iFH” , BMEESTPEIERS ., 1208
REIE R ERSIHES, FHLEES
20 HEBFSSLIE+R,

IETRIGLITEE

BITHFE
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ol

EEH5

X | 2%
3

RSB (FEAZE FIECAIFBISITFE RN S
7o
BF “ HECAER" , LAXAEFTFFCA
IEBPEMIEILAINE ([FREN
“pem” ), BIEPABEHZ “ EIECA
R B ‘BB XAMER ., RSFHR0
10N EFiRCAIEH
IFBRIEESE, SaLESIERFEECA
IFPERER, @88, BIS. E8&
&, MAkE. ERE. JEARGE.
i53AR
HIBSCAITEBIE, XEAHZCATBHEPIHESH
PRSBInE R IER:

IETRIGLITEE
HTIEE

BREC | X

2im N VPNERFERRIN
e UDP (EIA)
e TCP

ubP

i

Lig N=VPNEEFERwRO -
o 443 (EHA)
e 1194

443

mEs

1

KRig N=VPNIEZFERNINZEX,
e AES-128-GCM ( B\ )
e AES-256-GCM

AES-128-GCM

INEE

Lig N=VPNIEEFERAIVAEE X,
o INZREELIIAES-128-GCMHAT, IFRIAIE
B HASHA256,

o NNZREEIIAES-256-GCMAT, IFRIAIE
&% SHA384,

SHA256

]
iy
&

TN
I,

EEIHERERHITE LR
RUAREDE, FIFHES

1y

& 2-3 ENRIZFiRMER

VPNIEEH EME FikMER

10 FREIE/NTFHETF2609MER o
f5l0: 10.0.0.0/26. 10.0.0.0/25,

20 FRIERBE/NTF S ET 2589 ER
54N 10.0.0.0/25. 10.0.0.0/24,
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VPNIEREE ENE FikMIER
50 FRIEBAE/NTF ST 2489MER
f5ln: 10.0.0.0/24. 10.0.0.0/23,
100 FRIEBAE/NTF S ET2309MER
f5lEn: 10.0.0.0/23. 10.0.0.0/22,
200 FRIEBAH/NTF S ET2209MER
f5l%n: 10.0.0.0/22. 10.0.0.0/21,
500 FRIEBME/NTFHET2189MER .
f5%n: 10.0.0.0/21. 10.0.0.0/20,

-
2.2.2 BEIRS IR
Sk
RSiREcETME, B EERSIREE.
HiRsM
BRIARS IRECE E58hK o
IRVE IR

£E1 BREBEHE,
$R2 EEERFISAELARE Y Bir, EEXKEFHRE.

L3 REE et ER, BERE, T RS > EUSEREVPN
A EAMSH, B “ENEANE > SUIR-VPNER” |

LS PEA LA “BIgRARVPNRX” HA “LIgAZVPNRX” NH, BHERVPNK
KIBEFIR “BEBRSIR -
o ENMEE: TEBRSHID. NipMER. ZEFIRMER. BEXRE., K&,
o NEHEE: IIEERSIHIERNEFIRCAILES, THTERRSIHIED. HifE

FPusCAIEREHIRE
o SREE: AIEEMY. wO. INBEX. INEEX. 2BESE.
----£5R
2.2.3 EHUIRSSim

in=fEiR
AT BRSS IR B TS
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BRIELR

gz

(AR
o MREERTIRSFIHHINRMER, ZFIHHHAEERRE, NrMRIELSEER.

o WMRFEXTEREETHIINN. RAOFSH, FEEH FMEFHSAFHZFIRIEXH,
SEIEN T REER .

SREWEHE,
EEEssar taet O BiE, SRRKEI5EE.
HEREE LRt E, SRR, T RS > ENSEREVPN

EEMSH=, B “EUTAME > RIhR-VPNRIX” .

TR “RIENTVPNMX” RE, 7 “KRIgANZVPNWE" REBIRVPNRMXEREIT
1R1E7, BF ‘BERSIRE BANRSHEERHE.

o BE “EAER AN S RENARRERISTER.

o BE ‘BREE AN S REGHY. BOMNEEETEY.
BF “BE” .

----85R

2.3 &RiEA\Z= VPN ZEFiFE1E

2.3.1 TEHEFIRECE

IR

2RSSR

BRIFLR
gz

SER2

53
gz

IRBImECETE, BWEEEVPNMXRE FEEFmONAEE, BTFHRSIRE
SZVPNIERE,

IRBIRECETRE, BEEEVPNMXRE FEEFimGNAEE, BTFHRSimE
SZVPNERE,

SREEEHIE,
weEnslar et ¥ B, ERRKEINRE.

EﬁﬁEtﬁ%ﬁEgﬁu X, B M8 > EINERMEVPNT
EEMSH=, B2E “EUERMLE > RIhR-VPNRIX” .
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5 kIR “RIEATVPNRIX” R, 7 “RigANEVPNRX" REBIRVPNRXERET
BEY, B “THEPIRESE .

-

2.3.2 e EE iR

LR SR
BE—ERimEEZS RS kTR, IRESIHRIENEFPIRNEBEEFEEANES
xR, NERImEZEE— MRS IRATATY, BEMIRSHATER

Windows Z i ( OpenVPN Connect )

At LAZ2420penVPN Connect 3.3.4 (2600 ) J9fl, AREIEREMRARNLERE OIREF
TER, BUSEFRAE.

$£EB1 £OpenVPNEL MiL FEOpenVPN Connect, HRIERERTHITEE

FI¥2 FEI0penVPN ConnectE s, XIFLATEMAFINEEEE .
o HI1: FEHEENH (ERINEFIIEBRFAS ) BIZVPNIERE
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OpenVPN Connect

— Import Profile

URL

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

O
<
O
7

A A ———

B2 ERRAERENMY (RFINEFIRIEBMFASH ) +USB-KeylIHS

a. 1J%R1LUSB-Key,

LR LAE R EBkmToken GM3000E R TH (v2.2.19.619 ) #HIfEUSB-Key
7. USB-Key#Itat kIS FEIFZN, WATHREGER—TUSBIRE .
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(7 mToken GM3000 BEERTH V2.2.19.619 - X

GLONGMM moken

v - USBKeyBll _
’ \3‘7\ fzeR0S i -
o Rk % S
=ES T ] Longmai
v O wiEn oIS 81BFSORERBNN R
k3 23S0 PIN B EBRR 8
- Btk RAELH 10
T#i1s0 USBKey SRR EUASE 10
el *gﬁﬁm WBKeyD?iEiﬁiﬁ*E FiliE
o5 o= 125 10
flxziE 122 XB
iR 5.00
Bl pea 2.23
R ED Bign
b. JFIEBSAUSB-Key,
(7 mToken GM3000 EERRTA V2.2.19.619 - X (74
AES A |
BRBSANER (QEWITSHZ Stz
0LONGMAI nmoken aLO ,’5 * a?w, e : noken
[D: \USBEeyAGiE \cli ent—test-cert. pfx F o
T S T S ERHTES ”
7\9 N exns .
*—E sl weRR RS aEm |
ooy i) ¢ vamen | owesz
;:’;‘g‘sﬁ - @) om3000 wEEEmATARAFREROSES L, L:g;;g e
¢ Y s | Ownewea
T """" ¢ o (ZDA1BOAR-BPA s
OxF O%F
220 wH b
©EEER BTNE/RERRE)
OBE@FEEAD L
=
AREES AREES T [ T = T @ TS

c. fEFUSB-KeyZ37VPNiERE
F£OpenVPN ConnectHi7sNUSB-Key, B “CONNECT” .

‘OperPN Connect X[ Coer P Comneot — >3 OpenVPN Connect =53
=i I t Profile e
= import Profile < Imported Profile < Certificates & Tokens
vRL
D K
ad OV

Profile Name

PKCS #12

'GM3000 818F5C Refresh

Q Ko

tiicate and Key
> @© Aprivate objectc Enter Pin

GM3000 818F50

SAREIE P EGEB R ANRE

“ CANCEL

Done. Confirm to finish.

MERiTY:):

- BEEED, USB-KeyZEERIFHEANRS.

- BERINGE, #kHHUSB-Key, EEASHRT, FEFoIMmNE; USB-Keylkthi/a, EME
EBEM.
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SI|3 BIXUTERRE, CREZM.

2-1 EEZRID
OpenVPN Connect

— Profiles

CONNECTED

(®

DISCONNECTED v

CONNECTION STATS

515B/s

EAREREMASANNCAS AN

0OB/s
0 KB/S T 0 KB/S
00:01:14 1sec ago o
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Windows Z i ( OpenVPN GUI )

o2y
S£IR2

43
£

Linux 2P

gz
SER2

AR LAZZEOpenVPN GUI v11.14.0.0961, REERANGZERTEAREFEER,
BLASERR

fOpenVPNE 5 Mih F&#OpenVPN GUI, tRIEFRERIHITRIE

[Ez10penVPN GUIE %, fEWindows{ESS1= £, AHEEEHOpenVPN GUIER, i&
B BAN>BAREXH .

£ I XNEED, BRI PIRIER RIS EXEHEE TR .
AIEFOpenVPN GUIEINR, BF “1EE” .

IHARLATEUbuntu ( 20.04.6-live-server-amd64 ) 1R % _EZZE0penVPNAR, RE
Linux RSN ZE G ST REFEEER, B,

FIFHFa<ITEL.
HATLA T an < &%= 0penVPNE Fif .
yum install -y openvpn

BERINEFIRIERRFAANE PisEtE X HHR A EFIZE/etc/openvpn/conf/BR .
BN /etc/openvpn/conf/BF, HITLATaGSEMVPNIEE,

openvpn --config /etc/openvpn/conf/config.ovpn --daemon

-

Mac Z i ( Tunnelblick )

SIR2

Itk LAZ 2 Tunnelblick (3.8.8d ) A, FRRHIRANLZEFRETEFEES, 15
VASERRI9iE

BIEE 5 Miuh F&E Tunnelblick,

ERILARIESEIRE R FEUERAMNRA, HEERERA . TEIREIEE TEDMG
BRI, PTLAEREZRRER.

Z&ETunnelblick,

2-2 &%= Tunelblick

ene [ Tunnelblick

n .
Q-

TR A0 ol 0 0

>

Double-click to begin Tunnelblick

art mit Doppelklick

FOEA Tunnelblick
BEEREMN VPN ER

Tunnelblick RE— 82T ERROER

7 HEEIE VPN. ERXHERS S RRE

WRAW VPN BSRATIRM, REX D
ARET Tunnelblick 7 HEME M.

PN BN ISR G4
Double-cliquez pour commencer Pn 4 conf.
Haga doble clic para comenzar

Doppia clck per Iniziare ERS{0EREIE tbik, .oven, 5 .conf.

(REEXIASATAGE NTERR
BER )

Fou dobls Gl po tomengar Qe
R RH
X H5hRA 01 (2024-04-03) IRIERE © LA/ ARBIRAE 52
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$123 BrfiTunnelblickZ g, EEminE~
P, #37VPNiERE,

I IEB R FASARYECE S EfEE TunnelblickZ

2-3 HEEFiRBCENH

e

=
= NP 1TY —_— N s, S
R4 HUXUTEMRFRE, AREZERI.
[52 A3 =
2-4 1&EEERTN
eve KR @ b4 e
L e 5 TRN e i R R ST
~ Bl BE  E®
client_config BT 1 UTNRAILICE,
22:08:05 “Tunnelblick: Start of output from client.up, tunnelblick.sh
22:08:07 *Tunnelblick: NOTE: No network configuration changes need to be made.
22:08:07 *Tunnelblick: WARNING: Will NOT monitor for other network configuration changes.
22:08:07 *Tunnelblick: WARNING: Will NOT disable IPvE settings.
22:08:07 *Tunnelblick: DNS servers will ba used for DNS queries when the VPN is active
22:08:07 "Tunnelblick: NOTE: The DNS servers o not include any free public DNS servers known to
Tunnelblick. This may cause DNS queries to fail or be imercepted or falsified even if they are directed through the VPN, Specity
only known public DNS servers or DNS servers located on the VPN network o avoid such problems.
22:0B8:07 *Tunnelblick: Flushed the DNS cache via dscacheuti]
22:08:07 *Tunnelblick: Jusrsbinidiscoveryutil not present. Mot flushing the DNS cache via discovenyutil
22:08:07 “Tunnelblick: Motified mDNSResponder thal the DNS cache was flushed
22:08:07 “Tunnelblick; Motified mDNSResponderHelper thal the DNS cache was llushed
22:08:07 *Tunnelblick: End of output from client.up.tunnelblick.sh
230807 “Tunnelblick: *+resrsesressnsetsmeaiinmnsonrsinessissneen
2023-12-09 22:08:07.707727 Initialization Sequence Completed
20:23-12-09 22:08:07. 707920 MANAGEMENT.
>STATE:1702130887,CONNECTED, SUCCESS, — — JE_ B Bs e
2023-12-09 22:08:08.041 463 *Tunnelblick: Could not deterrming this computer's apparent public IP address belore the
connection was compleled
2023-12-09 22:08:13.983254 *Tunnelblick: Waming: Could not obtain a list of DNS addresses that ane expacted
2023-12-09 22:08:13.995886 *“Tunnelblick: Routing info stdout:
route to: 1
destination
interace: end
flags: <UR,HOST,DONE, LLINFO,WASCLONED,IFSCOPE,IFREF ROUTER=>
racvpipe sendpipe ssthresh rtmsec rivar hopocount  mitu  axpire
] 0 0 1] 0 0 1500 113
Staberr:
20:23-12-09 22:08:14.007803 *Tunnelblick: Waming: DNS server address 1 iz not a public IP address and is mot
being routed through the VPM.
+|— |0 7 EHEHEAIEE B IEN
.

Mac Z i ( OpenVPN Connect )

Ak LAZ2420penVPN Connect ( 3.4.0.4506 ) J9ffl, REEREIRARILEFRE AT

TEER, BULRAE.

1 1EO0penVPNETI Mk FEOpenVPN Connect, RIFEHNIEIEEIIN 2R o
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[ 2-5 %}

A

'M
it
i
@

@ OpenVPN Connect

Please choose installer for your
device/operation system:

OpenVPN_Connect_3_4_0(
4506)_xB6_...ler_signed.pkg

Mac with Intel processor

intel.

$H2 RIEFRERR, TRRERE.

E] 2-6 %% OpenVPN Connect

e T4

L 4}

¥

BRFS
o REXE

@ %% OpenVPN Connect 6 @
FRID{EA “OpenVPN Connect” RE# o
This installation process will take you through the necessary steps to
install the OpenVPN Connect program. T8
o A
=z
@ %% OpenVPN Connect a @
FORRFIERITF " BWH3'cgbv wIQOCGWBWgoryu2ekh” & o
IR¥G 5B B 8 226.2 MB 8], 148
WRUR BRI R EAAE AP RTIRHRERE, bR e
BERER T P £ 7] AR A LR 1 e
B
VAR
B
* RE
L)

OpenVPN_Connect_3_4_0(
45086)_armé6...er_signed.pkg

Mac with Apple Silicon chip

&. Silicon

@ %% OpenVPN Connect 8

PREFFET Y

OpenVPN Connect EULA:

OpenVPN License
DnmvPN Connect End User License Agreement (OpenVPN Connect
EULA)

1. Copyright Notice: OpenVPN Connect License

Copyrigh (c) 2008-2022 OpenVPN, Inc. Al nghls reserved.

"OpenVPN" is a registered trademark of OpenVPN, Inc.

2. Redistribution of OpenVPN Connect binary forms and documents, are
permitted provided that redistributions of OpenVPN Connect binary forms
and documents must reproduce the above copyright notice.

3. You agree not 1o reverse engineer, decompile, disassemble, modify,
translate, make any attempt to discover the source code of this software,
or create derivative works from this

4. GpanVPN Connect is bundied with other open source software
components, some of which fall under different licenses. By using
OpenVPN or any of the bundled components, you agree to be bound by
the conditions of the license for each respective component.

FTED... TFhH... EE

=]

@ % OpenVPN Connect E

©

RERALID.

RHEDRE.

BRI,

ZI®3 [5)0penVPN ConnectEFiR, SAERMEFIEBRIMBIEENH, BERE

i—
ERE

1_t ;;Z o
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2-7 SNECEXH

[ ] OpenVPN Connect OpenVPN Connect
— Import Profile Imported Profile
URL Profile Name
Drag and drop to upload .OVPN profile.
You can import nly one profile at a time. Server Hostname (locked)
|
.OVPN
__+

PROFILES CONMNECT

£R4 KU TERRAE, CRERKI.
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2-8 EIERIL
OpenVPN Connect

Profiles

CONNECTED

(®

CONNECTION STATS

222B/s

OB/s

221B/S T 39BJ/S
00:01:30 1sec ago

Android Z i

Et%ﬂlﬁ%OpenVPN (3.2.1) 7B, FERERANZERETEFEES, B
B/-.T-\‘ M )&o

1 T#HOpenVPNEFin (Androidhi e ) H&%k,
S£I;2 FTFOpenVPNEFIHK, SABRINEFIHEBRIABIEES S, RIMVPNERE,
EATAPPRIEG IS HIERSERIZR, BRE “HL”
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2-9

EZIBFRK

EEIBR

OpenVPN Connect} 8 1% H —
A VPN i&# (o] BT EsiZ M5
&), BRERMEEZRENER
THEZIER, £ VPN &FiEE
KRS, ERFEHIREE 2R

Or=lH7.

SE3 WU TERRARE, CRERKRI.
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2-10 &I

= Profiles ="

CONMECTION STATS

AW "?' B 0SS
L 4 ST A

oA

48/5 ’f‘ MRS
Losie=t T ST B0

by t]

SLRVER

TR

i0S ZPim
At LAZ2%20penVPN Connect ( 3.4.1) A6, FRIEGRANLZEREATGEFTEE
5, 1BLAERR .
1 7EApp Storei¥Z “OpenVPN Connect” , FEFRE,

TE2 THERIRESE, 7T “client_config.ovpn” XHFFRIFINEFimERRFAH, REEE
OpenVPN ConnectfT#, 2R EIRRFMNIZFiRiE .
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2-11 SANEEXH

client_config

® dimu_:mfig x

R

#n

alel0B
&

TERE X"

= Import Profile

Via URL Upload F Profiie Name

[client_config]

1new OpenVPN profiles are available for import

Server Hostname (locked)

! [client_config]
Standard Profile
DELETE

Q —>

_—

SE3 WU TERARRE, RERKRI.

2-12 &I

= Profiles Tl

CONMECTED

C®

COMMECTION STATS

659 B/5
00:12:19

You

172.16.10.5

SERVER

e

[client_config)

| ]

HERL

P rosxers

0 sec ago

)

< Imported Profile

Imported Profile

“OpenVEN" MM VPN ]
RFVPNE, B8 IT N SN
Phons f1SERE S,
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TR

Z2HRR VPN P18

3.1 EEEELIZRY VPN RIX

BFn=
FFRIVPNRXSS, AILIEEEOIEAIVPNI .

BRIFE R
1. EBEREEEHS.
2. EEEFIEAE LML YV Bin, EEREKEFHNE.
. ERFER, BF ‘WK > EUTANSE .
4. EEMSH=EE “EIUERMNE > SHIR-VPNRX” .
ANERFrfEregionBREE L& EIARVPN, 15%E “ EINERME > L8R
5. 7 “LZBR-VPNRX” TEAIVPNRXFIFRFRILAEFVPNRIX o

3.2 {2 E LRI VPN KX

1. FEEMSH=ER “ EIERME > LHIR-VPNRIX” o
YNSREffEregionEREE LEBIARVPN, EIEE “ BT R > L8R .
2. BE “HE”

&2 VPN MXEHRER
BEHm=R:
P RIBE 2K VPN EZFRFIHRSE .
IRELR:
1. BREEENA.

2. EEEFEELABRE VY Bin, EEREXKEFNE.
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3. HEEMNSHEIRE “EUTRNE > SHR-VPNRX ™ .

WNERFrfEregionBRIE L&RAVARVPN, BiEE “EINE BN > LR
4. f£ “VPNRIX” FREBRVPNRXERET, i&iF ‘B2 > BURERSR .
5. RIEFRESH, EVPNRIXAEFRIERER .

AR
VPN EIRRAEHINY .. XFE, MF, THIE, PRI, =E.
6. & “HAE” .
22 VPN XS
BEm=:
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5. 7E “VPNRIX” REERVPNRXEFET, HiR “E2 > RS’ .
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2. rEmEsiarraes ¥ EE, SRERSNES.
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4 TEEMSHSHE “ELSEMS > SHEE-VPNER” .
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BEE “VPNIEE” ”E,
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£ ‘EMERNE” FRE, BIERIEWSLAIVPN,, HRVPNAPIRSERNZERS-1
Ao

& 5-1 VPN IRZE

K& 15AA

IE%E ZHVPNEIZpINH ELMAFRBREIER O IERERER,
ERIRE.

RizEhz ﬁ;@iﬁﬂ@ﬁim, EXRAAFARPEIEFERR, B

ellfEdes HRFIEEOIEVPNET, BRIRES.

B SRFIEAFHVPNERE, BRIRE.
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) SFEBRT, ERIERES.

RES VPNZFEHIARLERS, ERIRE.

SRSRRA 01 (2024-04-03) IS © ERRAGIRAT 66




04-FFfsr/
04-FF {5 5 28R VPN S12 ( BfEEHi—/2E8—)
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1. BREEEHA,
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1. BEEERHE.

2. mEEEHarztraes Y B, SERENEE.

3. ERGER, B NE > ESEME” .

4 EEMSHASEE “ESHEME > 2HEE-VPNNX" |
W FR{EregionEFS FEMIRVPN, ESiki?  BIISENS > 28R , &
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5. 7EVPNRXZIZFRTE, EFEEIRVPNMXRET.

6. TEEFTVPNRIXFTIEITH “IRIE7 3, 6% “TS > BXHE 7, BNEXS
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7. HEEREEAN.

8. BE 9%, ERREREE TSR A,

wEEE, BE N TEERER.
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5. FEVPNRXFIRRE, EFEBRVPNRIKATET

6. TEEARVPNRIXFREITAY “#3M4F" 71, &iF "B > BMwR 7, ENEKH
BIH

7. HEENHERERNE, EF TEME > REEITE .

8. BE B’ , THRERRBEEERER.

9. IRMEIVPNRMIXFIRRNE, BIREREBRVPNRKETET .

10. FEEMRVPNRIKPRIEITRY “IR(F” 5, &iF "B > BE8F/8R 7 .
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1 MRS FIES

BESFIFVPNAFE .. JBEMAMEENEESY, BiTkE, APTLIRERVPNE
. RMEAPEFEERECHIVPNETRES, = FEIRET=GIERS . EaILAE
FIZIRSS MSIRISROVPN, HITERIERT SR . SZFEEHRE, BEEEF N TR
VPN I EREIE R

7.2 Zi5RImiEReR (EAhR VPN )

Iheei AR
ABEX T EMUERNSERS CIR=EIERSIEISERNGRTE, WISERsIE
ﬁ@“g)& BRALUEIE = iz RS RN SRR SR VPNIRS £ iz
MIEZ(EE,
2=58)
SYS.VPN
AL A =T

xR 7-1 ©lhR VPN MXSiER Sisigtn

EHRID IBiRg | EtRS X BE |UEX | KiEEH
R BE | R é_ L)?!l“?a

gateway sen | H=E | ZEGFRATFHRITUENSR |20 | WX 193¢
d_pkt_rate EE EIFHH=REIREE | pps
==
gateway_recv | A=B | ZIEEFATRITUENSR |20 | WX 193¢
_pkt_rate mR FE9WATRIEUREEL | pps

=R
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1SFRID BiRg | IBiFa X BE | UEx | iszEH
FR BE | R Qe
=)
gateway_sen | =T | ZIERETRITUENIR | 0-1G | KX 1958
d_rate = s EERE. bit/s
gateway_recv | A= | ZIERRATHRITUENSR | 0-1G | WX 1958
_rate = FHEMATRE. bit/s
gateway_sen | =T | ZIEIRETRITUENISR | 0-10 | KX 1958
d_rate_usage | BfER | B=EHEERR. 0%
gateway_recv | A= | ZIERETRITUENIR | 0-10 | KX 1958
_rate_usage | EfEA | AZTHRERR, 0%
}_'?_(
gateway_con | EEH | ZEFRATHRITUENSR |20 | WX 1558
nection_num KEXVPNIERZE .
E 7-2 12AVAR VPN iEE T IFRONEIRIEIR
1SHRID BiREIR | BiRa X BE |NZE | iEE=ER
BE (MR | (FEEE
=)
tunnel_aver | BEEHR | VPNRXSXRMXZ | 0~50 | VPN | 158
age_latency | SFIYRTHE | [EIREERVEIRFIIAT 00 ms | &z
Bk,
tunnel_max_ | BFE{HR | VPNRXEX ig*X2Z | 0~50 | VPN | 159§
latency ERARTIE | (@B FIRERART 00 ms | i&#E
Bk,
tunnel_pack | BFEEE | VPNRX5XiRMXZ | 0~10 | VPN | 153¢H
et_loss_rate | CIESElNES kN 0% |i&EkE
link_average | $##&FIR | VPNRXSJiwMXxZ | 0~50 | VPN | 1958k
_latency SEIORTRE | [B)5EERAYHIRFEIIRT 00 ms | &z
198
link_max_lat | $##&FIR | VPNRXSJiwMXZ | 0~50 | VPN | 1958k
ency BRARTEE | [B)9EEEAYHREARS 00 ms | i&E$E
1198
link_packet_ | $##&ES | VPNRXSJiwMXZ | 0~10 | VPN | 1958k
loss_rate S BRI EEE, 0% | &
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}SHRID BIREIR | I8ira X BE |NE |iS=FEH
EBE | WX ( Rigt8
=)
connection_ | VPNi&EEz: | B/RVPNEERVEKMK | O, VPN | 1538
status RE o 1, 2 | &EZE
0: FREERKES
1 EEIRE
2: RIS
recv_pkt_rat | IFRER | FHSMEKOEIEE (20 VPN | 1554h
e = HE, pps el
send_pkt_rat | &IXBIR | FHBWEXIEEE |20 VPN | 195%h
e = M=, pps &R
recv_rate BEKRER | FHHEMBRKRE. 0~1G | VPN | 19%h
bit/s | &EE
send_rate RERE | FHBHWERERSE. 0~1G | VPN | 193%h
bit/s | i&#E
sa_send_pkt | SAKIXE | FEUBMERXNEIEE |20 VPN | 19§k
_rate R HE pps TR
SA
sa_recv_pkt_ | SAIWE | FHOBIIRIEIEUEE |20 VPN | 193¢
rate =R H= pps R
SA
sa_recv_rate | SMIEGE | EHUFEKRSE 0~1G | VPN | 19%h
= bit/s | ke
SA
sa_send_rat | SAKIXIE | FHHBWAXIRE 0~1G | VPN | 194
R = bit/s | ke
SA
HE
key Value
evpn_connection_id B ARIE RN VPNERS
evpn_sa_id EAlhRIG S N = VPNEEE sa
evpn_gateway._id A ARIEFAZVPNRX
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7.3 ZFFRiaTEiEtR (2282hR VPN )
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%Déﬁggﬁé, PR LAEE = iR SR MAVEIRIE B 10 R VPNIRS = RIS IS
IIEEER.

SYS.VPN

& 7-3 2BkR VPN WIXSZHEFAY NIRRT

1SHRID Bing | BiRg X BNE | NEX | SEEE
R BE |&® (FaE
=)

upstream_ba | M | ZEFATFRITUANSR |20 | wEI | 198
ndwidth = HEFERNMERE (& | bit/s | SBHER

i TR ) . 1P

By L4/
downstream_ | AN | iZiSicAFHRITUHAXSR |20 | &5k | 19
bandwidth = ACFERINZEE (R | bit/s | B4R

BIRATITHER) o k1P
BB PEAE/RD

upstream_ba | BT | IZIERBETHRITNENSR | 0-10 | gk | 19§
ndwidth_usag | = | H=FENTERERR, | 0% | #EHER
e E YV=F s =L VAN a1 P

HH B (s AR R = 5
BfEtn/WSERYHEE A/
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}gtRID Bir | fBtraX BE | NEX | iS=EHEE
R EBE & ( Rtats
Fx)
downstream_ | AN | iZiBtrBETFSHITNE(ISR | 0-10 | H56E 1538
bandwidth_us | B | A=FEEE0FEERZE, | 0% | B8R
age - W= ) o S L==L v MIP
N EEERZER= NN
=AY STy
el
o AFEATEIRDILS
I310MbpsLA FRIECE
HEERIEMH10MbpsHIN
RIS IR, A
NS Rz at
EARF100%H915R
o EIPEAIMERm=X
N, EERERARAENR
BEEEREHE5~10min
HYZERT o
up_stream R | ZIBIEE TR SR |20 | wEaak | 19
= HEFEHIMERE (R | byte | 38MEER
BirALEITRE) o s 1P
B 1
down_stream | AR | iZIEFFEATFSHIEAXNSR | >0 | wmag | 1908
= ANZFEEHNERE (& | byte | MR
BIFATTRE) - s wJ1P
B =1
% 7-4 ZBkR VPN EET IS SIRigtR
IEtRID | Birg | BiraX REE |NEXxR | Wi=FEEA
R Bl ( Ryats
=)
connecti | VPNiZE | BIRVPNIEZAEHMR | 0, 1 VPNiE#E | 595¢h
on_stat | #EIKE |z
us 0: RERIKE
1: EEIRE
HE
key Value
vpn_connection_id VPNZERZ
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7.4 BEEERENR
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%

o PEREBR
o FEINEER
o RIXEIERE
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o BEGRRAR FFREN QA TINLEIZ S AT I5FAN
SE R ISIISHR

o BFEEEZR

&EE VPN EE SRR
o BIEMUERMEAND
a BREEERHA.

b. AHEEEHSAELARE VY , GBEXEMIKE.
¢ HERFER, EF ‘WL > EUERAME"
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EREEIHE
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ERAER, HF “WNE > BHEEME" .

IR SRS > UR-VPNRX” |

ZEERVPNIBIEE “ BHIEHAME > SR , BF “VPNNX” TE,

£ “REIP” FITBHENEIPEN = , SEVPNNEIPRE.
ZERVPNISE S “IRIE” FItY © ég"f =7 | EEVPNEEIPRS.

XIEFEE “IEVNTT o A3 | 12/J\ET_T” « ClE24/0NEET FNBEE
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=iEiERSAO
FEEEHE
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EEGER, ®F “EEEKE > KBRS .

iR RIS > BIISENE
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BEIAS
ENRESLIN, AP EEXSEBIRSERE, RIS TRENEBREIR
5, WTTHEEIIRE(ER .
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1. EBEREEESS.

. mEmEsar e Y SRRESGNERE.
3. HRAEE, KR CSESNE > KRS .
4. IR CRIRSWAE > BRISENS” | B CQlEEmmn” |
VPNEEHNISBE “M=RIVPNES" RSES; ZHIRVPNSEMNISTE
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_ VPNERAFISHUE SRS, SR EE N SRR, RSN SRS
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)7, AILIEEXREER.
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ESXTENEAMEZEEANNGEE, B2L ( ZEEREFER) -
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04-FBF¥5r
04-FF15r

8 1t

_l_

8.1 ZERITARSSSZIFHY VPN #2R{FFIE

AR

EFESH—/Z(EZ —Region FA i =HITIRS .

% 8-1 AlhR VPN #E5I%

BEER wiRRE HHER
AP IHM% | customer- createCgw
gateway
EFTARPXRMX | customer- updateCgw
gateway
MIpRAAFXTiHM>%E | customer- deleteCgw
gateway
CIEERMELE | vpn-gateway createVgw
TIPS
BEEREILERME | vpn-gateway updateVgw
TIPS
MBREIIZ FBMZE | vpn-gateway deleteVgw
TIPS
B /88EIZVPN | vpn-gateway CreatePrePaidVgw
FIPS
BEFVPNRZIRZ | vpn-gateway UpdateResourceState
BIEEREIIERAME | vpn-connection | createVpnConnection
&R
BEIEIERME | vpn-connection | updateVpnConnection
&R
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04-FIF{Er 8 Bt
BRESR RiRRR BHER
MBREILEEMLE | vpn-connection | deleteVpnConnection
&R
HEMFKIES vgw-certificate | createVgwCertificate
B iuEH vgw-certificate | updateVgwCertificate
B RIRIRE instance createResourceTag
RS SRS instance deleteResourceTag

2 8-2 2Bk VPN 2{EFI%

BRIESR KRR SHEM

Bl@vpniEsE VpnConnection | createVpnConnection
BEHETvpniEZ VpnConnection | updateVpnConnection
fIBSvpnIZESE VpnConnection | deleteVpnConnection
BlZvpnix VpnGw createVpnGw
EFfvpniSk VpnGw updateVpnGw
S VpnGw deleteVpnGw

8.2 BEF=HITHAE

RAP#EATHITRSCIEEERBERREE,
SEEEH A 2RTFRETRIVRIECR

REFHRICRVPNREIFAYRIE. =FHIR

WUEEHRITAE, BEEEEFERITAS.
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https://support.huaweicloud.com/qs-cts/cts_02_0002.html

04-FFf5r/
04-FAF {5 9 NRETE

9 BPRETE

TR

9.1 BIZRAFFHZERER VPN

MR EFEZXEFRERIVPNRITEMNIRETE, BaLUERSE—SMIANERSS
( Identity and Access Management, f&#RIAM ) , EBIIAM, EaTLA:

o IRIBENAIIISZAR, EEERTKSH, L PAREEREESRI IR T 632
IAMER, itRTIHEH—Z2EIE, FERVPNEIR,

o IRIEEVEFARYEREE, REARRRNHIENR, LUXAZIBARZERNRISE .

o BVPNERZERAELW . SHNEMENTKSHERIRS, XEKSHES
RS AT LMRIES R TCIE4E

MRS ELEEHEBNER, FREOEMIAAMEBR, Sl A=

T, FIEERVPNIRSHIE BTN,

RETHENENBPERNGE, BIERENES-1Fx.

LLRPERNZE, BETERRAPERLIINAVPNIIR, FESSERERiEt Tk
B, VPNIFHRGIR, 520 NREE . BEFEEMRVPNZINIEEIRSE
L, IAMZIFIRSHIFMETIRIEE LR GUR .
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04-FFf5m/
04-FF {5 9 NRETE

BRI
0-1 LAFIET VPN BRI
Fi4

HHE

BEAFRFMARFE

APRERALIERIR

5

1. GIERAPEFRN
FIAMEEHIGRIZAFE, FHETFENEBMEIRSIR “VPN

Administrator” ,
2. SIEAPFHIMARFA

FEIAMEEFIGEIZAR, FEEMA1PEIERIARA.
3. HARPEFRHBIER

FEZNEREREH G, DREENXIE, KIESER:

- 1F “BRSBAIERT SR ‘W > EINERNE , HA ENEREME >
AlhR-VPNMX” TUHE, BdhaEE “CIEVPNMX" , EidtIZEVPNK
¥, WMNEBRGIERIN, Fa “VPN Administrator” 243,

- £ “BRSBAIER” EERVPNIRSIN (BNt R{NE S VPN
Administrator ) BTF—IRSS, BIETIEARE, F = “VPN Administrator”
B4R,

9.2 VPN BE N R

MRAEFRENIVPNIR, RiEEEREIER, BTLABIEEE RS
BRIt A T RRZFEZFUTHMS I B E X RE:

o AN MERIZBENRE: THETHERIEL, EUNCIRESMZIEERR
5. BF. BR. FEFRBRE, TBEMNEMKE.

o JSONWIEICZBEEMRE: JLMEEERIERRG, RIEEAERIRIERIEA
B, AU ERAREENRSISONISIAIREBAS .

BiAIZSEESL: IRBEENERE . AENENEERIIVPNEE SRR .
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https://support.huaweicloud.com/usermanual-iam/iam_03_0001.html
https://support.huaweicloud.com/usermanual-iam/iam_02_0001.html
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04-FFtsre 9 I RETE
VPN B X RBEHES]
o I NP HIERVPNRIX
i "Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpnivpnGateways:delete"
}
1
}
o f5I2: 1EHEFIFMIBRVPNIER:
EERRFERNESHEHMRRER, SNIRBXMMER. BFPEETFRIRE
b, —MERIRAYERAIRERIFEALlowFIDeny, NEEDeny{£5EREN
WRELEBFEFVPN FullAccessBIRF RS, EARFLERFBBVPN FullAccess
FhRE M AIIBRVPNIEIZANR , o] LABIER—RIEAMIFRVPNIZERZRI B E X RHE,
AIEREAFEVPN FullAccessFIELRIIE TR, 1RIEDenyL5EN, NAFE]
PAXIVPN#ATER 7 BIBRVPNIERZ N EIRIE . IELRRERBIUIT
{ "Version": "1.1",
"Statement": [
{ "Effect": "Deny",
"Action™: [
"vpnivpnGateways:delete"
}
1
}
o fI3: ZSAIEININGRRS

— P EEXREPI LSS S MR, BIRT LSS NRSAIERIN, iE
LG SEMIRSAUENIR, TS SRIEMIRS URIRARSEENE, BIER
IMBEARSZEZERRRS . SMENEDREFHANT:

{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vpn:vpnGateways:create",
"vpn:vpnConnections:create",
"vpn:customerGateways:create"

1

1
{

"Effect": "Deny",

"Action": [
"vpn:vpnGateways:delete",
"vpn:vpnConnections:delete",
"vpn:customerGateways:create"

1

1
{

"Effect": "Allow",
"Action": [
"vpc:vpces:list",
"vpcisubnets:get"
1
}
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04-FBF¥5r 10 ZFHER

1 O KT EcEn

ABEERFERAE, FaRE TSRS TFENEH, MAPNSFEEEISEM TR
#. MERZALIEIEZSOERIERRSER. SORTER.

NRISMRFEIIRFI X EHEERFTE, LIRS A,

o ZZHRRVPNRYZRERIGIRZHER VPN ZFIRBRRVPNIERE
o VPNRYUZREBIGIEVPNIME . VPNIEEEAFNXT iRIFE

BEEH S SIRIESPEReqionFIEESR, 1BLALIFEIEE N,
BHEERAVECER?
1. ERSEIEHE,

. mEeEEsias e Y, SRR .
3. EREALE, %2 SR > BOEE .
ROHN “PREEL TH.

10-1 FAYACER

4. LR “IRSSECER NE, BEESIERRISEENERER.
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INBLAEIFEERRAUSER, BSEEERE, BB ATA.
ST ERIEY KECER?

1. BREEEFS.
2. EREALA, &R “RIE > HAOEER .
RGN “IRSSECEL TH

10-2 FAYECET

3. EREALA, BE “BiET K .

[l 10-3 HHiFH KECET

. s o
. -
BEZRSMECS OB

RAMERME)
REFEMD

eaEs

4. TE “WEIR TE, RIECRER, BSHEXSH.
Her, “iIiEd” SESHERZENASTHRBERERE.
5. EHBEREE, QEhNFRE ‘B .
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