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7. BE “HE” .

1.1.6 4BER LM 1P

7S

RFPRIEFEENELIZRIVPNIIXEBEEIP

BRIELR

1. BREEEFS.

2. EEEEFIeELARE YV EiR, EEXKEFHNE.

3. EﬁEEJ:QEE&EﬁT, WEE WL > EIERMEVPNT .
. EENSH=, &R CEIERME > BAAR-VPNRIX” .
5 BE “BhmABRVPNRIX” , #HN “IHRAZVPNRIX” WH.
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6. EIEBFRVPNRIXFRITEST, BEHERIEFIR “4BEEIP” o
- WRVPNRXZWEETL, VPNRIKZIH4EFEEIP/EEIP2,
- WRVPNMXEERE, VPNREZIFYET/FEIP,

7. RIBSREIER, EIEEELENEIP, BE BT .

1.1.7 fRGER MR IP

InRHER
FIFBIERVPNRIXSS, AILURESE XBATEIEARIP,

LR SR
E0IERVPNIEIEIPR ST RABRIE .

BRIELR

1. BRZEREIE,
EsEsslar et Y BiR, SRXEINEE .

EREE LRetENEE, B R > EEEREVPN
FEEMSHE, BIE ENEERE > DUR-VPNRE” .
e “TEEAZVPNRIE” HEA “HEAZVPNRE” HE.

IR BARVPNIKERTEST, BERIFFIRY “BRREIP” , thATLISBEHRFTIR “&
Z > fRYFEIP”

- WRVPNRIRERGEIETN, VPNMXSZFREEEIP/EEIP2, 1SIRIELIFREE
HATRRGPECE -
- WIRVPNRIXZBESIEN, VPNMXZFHEHE/SEIP, BRIELIRREHT
RRATECE
7. $$ “xEE” o
MERL
o REBEVPNRIXAMARIPRMEEITE, MRFBEREER.

o LHTHERLRT, EIPRITHUAEIPERIDE, BEREIPEREMHABR TEEE
g5, WMTRERRBUALERIEIPEIR? o

1.1.8 1BiJBF/8AR VPN KX

ImRTER

N

o U~ W

LEEFERESE/EBWIAIVPNMERS, aHEITVPNRE,

FJR SR
o {RVPNRIERESERMATHITEITIRME .

o WNRVPNNXHIE TIZFITEAUEMEAMIP, VPNRKIBITANE BohEgiett R
WP, FREBETEMEAMIPAREHREE, EABERATEMKIEITERER.
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1 35Nz VPN 1RUVhR

BIFSR

N
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rEEslar tees  BiR, wEREMRE.

EﬁEEL%EjﬁEﬁ?, TR WL > BIIERMNEZEVPNT
EEMSHE, ®F “ENERMNE > BAhR-VPNRX”
B “UEAZVPNRIE” N ‘ISR AZVPNRX” TUHE .
EFEZIRITHVPNRIKFETT, BE ‘B2 >EBi]7 .
IRIBERERR, THREBITIRE,

1.1.9 & E@E/@.ﬁ VPN 3

IR

HEF/ERWIAIVPNMXIGTISERRS, BILARIVPNRISCHITELERIRF

BRIETR

N

o U A~ W

7.

REEEHE
EsEsslar et Y BiR, SRXEINEE .

anEE HeesEEE, wE RE > EISEREVPN” |
NS, ME “EISERE > CAER- VPN |
B “BEEAZVPNFIE” HEA “HSASVPNRR” HE.

@ﬁigﬁmvpm%ﬁﬁ&ﬁ, SRR ‘B2 > 28, SEPERETIRY

RIBFREIRR, TohEeZRiRF.

1.1.10 fffRIZEE VPN Rx<

ImRTER
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LIRS RE!

FEVPNRSOIRSAL T “BUeh” ( “E#h”  “HRRRT =MURSEY, ABERE
FTVPNRIKMIPRIRIE

SNRVPNRIXLBERIEIPIT RN AR E /B R, MBRVPNMIXEISRIZHESBEIP.
RANEIR RN IPEEMREE, EABERARERMXHIRERER

SNRVPNRIXLPERIEIPH ERRTNDIRTE, MIPRVPNRXES = EERELEIP,

MR EE(RBIZEEIP, WEEESEIZEIPIRED, ASERIPRVPNRI, GN{aIR4H
EIP, 152 W1.1.7 RESBERIEAMIP,

!_ZE%\F/HPNH%%IETHD)\Q;%*IE’JEIP MIBRVPNRI KBS SRS RRMEIP, (REBLE
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1. BREEESHE,
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EENSHE, &R “EIERMNLE > DAhR-VPNRX”

B “YHEAZVPNRIE” AN “IEEANZVPNRIE” T -

EEEMFRAIVPNIIZERIELT, EIRIRETI “BTZ > BiR”

BE BT,

(1 #88

YBHZEERERT, EIPRYITALIEIPER D, E2 NEIPREEMHARBR TSRS, 1
AR EFRESHEIPER?

N

N o v s~ w

1.1.11 4 VPN M&IEH

SR

BRIEL R

EZERVPNRX, FELEIES, BFXXiRMCEIIVPNERE; BEREREZEN
ﬁ, RARFEZEACRERNERERGESE, FASEES NS HEENEEE

1. EREEEHE,
EsEsslar et Y BiE, SRXEINEE .

rrEE rresEEE, ®E RS > EHUEEREVPN |
HEEMSHE, HE “EHEERE > SUIR-VPNFX” .

B “UhEATVPNRIE” AN “UHEmAZZVPNRIX” T,

B HETBNERVPNRLFTES, HE ‘ES > &8/ LSS .
@ik ¢ LGS’ | R ESRAEE.
VPNRISES S HiBE M5,

N

N o vk~ w

%= 1-5 VPN REIEHSE0RH

2 15388 BYEHE5I
EBER | BRPEENX.. certificate-001
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FEE FAMIES

BPiEfm 1 W ANZ VPN 1)l RR
2 =1z BYEHE5I
FB2IEH | SRIEEATHEIEHTEE | - BEGIN CERTIFICATE-----
TAIE, LMFRIESIERIERLEFRD BT
Ae]EIAME,
----- END CERTIFICATE-----
PASZ A 44588 ( WNotepad+
+) TS ZIEBPEMIRRSS, | BEGIN CERTIFICATE-----
%, BIEPRBEFEILLE, CAIFB
BRI BEERN LESARILE | - END CERTIFICATE-----
BZIEBAICAILER .
FE2FE | ERNPRTHEZIEEME | - BEGIN EC PRIVATE
SHIEIEHRITES, B2FAE | KEY---—--
= UN \ 17 A
g%AFm,mmPEﬁﬁ s EieE
----- END EC PRIVATE KEY-----
AN A 4wiE2E ( ANotepad+
+) FIASZFABKEYFERIN
%, BIBEEHFILL
IEHES | IEREBAFIVPNEZHER | - BEGIN CERTIFICATE-----
HIEMTINE, LURIERIEN | premrs
REZMEIZEMN , ERIZINEE
ERHCAMBEINSEZZIE | END CERTIFICATE-----
PBHICATFIIRIF—EL
PASZ A 4miE88 ( WNotepad+
+ ) FTFINZSERBPEMASTRIN
%, BEPRBEFZLL
MZFARR | MNZBFASBRFXINENERNE | ----- BEGIN EC PRIVATE
THEIEHITRERS, INEFASE | KEY--—--
kxE'EEIF/AFES, HAFBITR IR
=1
----- END EC PRIVATE KEY-----
PASZ A 4m4E8S ( WNotepad+
+) FJFFINZEFASAKEYREZURISZ
%, BIBERBEFFEILL
1.1.12 &2 VPN pCiE$H
R
EZEVPNRKIERRIER s AN G, FEEHEVPNRIKIES
BEHAVPNRIKIES, XinXEEB(FEHMINEECAIERSVPNRSHITENE, TN
EERZ R,
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BREWREIE,
EsEsslar et Y BiR, SRXEINEE .
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5z =12

1 35z VPN 1RAVhR

N o vk~ w

VPNRKIERSHIEEN&R1-6,

= 1-6 VPN MEIEHBSEIRAE

rEs e, BE RS > ENEEREPN |
EENSHE, BT “EUEAERE > IR VPN .

B “IEEAZVPNRIRE” BN “HESAZVPNRR” .

BT ST ROESEVPNOAFET, HE ‘B85 > 55/ HETES” .
B TR, REREETASELES.

2 4B BYEHEGI
IEBRBBR | FAZHHEK S5RIEBEFRMRIF—H,
HERIE | ESRIUEPATHHEHTESR | - BEGIN CERTIFICATE-----
B TANIE, LMRIESIRROBRMN | mers
PNGIES AN
. N END CERTIFICATE-----
AN A 44588 ( ANotepad+
+) SIS ZIFBPEMIEIAISZ | BEGIN CERTIFICATE-----
&, BIEPHRBEFZILLAL, CAIFB
EZIPESEN HESRIL | END CERTIFICATE-----
FRZ2IEBRICAILES,
HERTA | SRMNFRTISZIERMNE | --—-- BEGIN EC PRIVATE
B SHEIRHITHRS, S8FAH | KEY-----
S 4E/\ 3 TR P
giFAFH’J, HREAFBITE BEE
----- END EC PRIVATE KEY-----
A AR AT EZFAHKEY
BRI, BRAEEFIZIL
Rk
FONZENE | INEEBRAFIIVPNERZRE | - BEGIN CERTIFICATE-----
SE] WHIRHATING, LMRIERE | przors
AR N E M . & &IZN
BIEBHICATIEME LSS |7 END CERTIFICATE-----
IFBHICANEIRIE—
LA AgwigEE ( a0Notepad+
+ ) FTFFINEEFRPEMAB IR
%, BIEBREERZILRL,
FONZEFA | INEFASBRFIIINZERINE | ----- BEGIN EC PRIVATE
=] THIEIEHITRRE, I0ZEFASE | KEY-----
= YA s 7= e
%E:EL\J:FE,J; HE”EHFI E'fj-'f% ﬂﬂ%‘/f‘éfﬁ
----- END EC PRIVATE KEY-----
LA A 4miEeE ( ANotepad+
+) FTFINZEFASBKEYRS RO
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1 35 A\Z VPN 1RUVhR

1.2 IR iR 1R
1.2.1 ST iR

SRR

HRSRH

BRIELR

NRIEFENGVPCHAVE MR AR SS SR ERVEUR OB FAE MEIERE, BIZVPNIERZ
Al, FECEmHMX .

o vk~ w

EZRIRSURM AR SIS XIP, HiZMXIPHBIHE N RE RSB .
FQDNZEEUARIRAIRTim M K R 32 FF R BRI TS 2

VPN #5 3 imiR & fe & SR I RYIRAN B A9 F MRS (E At AR E .
SRESIEMRIET RS ikev2,

HREWEREE,
EEEntar taes O BiR, SEREMRE.
EREE LR tElEE, B R > EHEAREVPN
HEEMSHE, 5% EESEME > DUAR-HERE" .

T SHEMX” RE, B “OIEWHRRE" .
RERMETERESY, BF ISR .
IFimESHIES WNE-7,

& 1-7 im0 X SEIA

28 15488 BB
B XHiwMXRIZTIR, ReeEPL. BXFE. # | cgw-001
F. &%, PrI%. =E/K.
FriR o IP Address: {ERXIiHMIFAIMKIP/EAIP | o IP
Address, Address,

o FQDN: 2MhiHHE, TiFEENESE, £ | 1234
EBES1~1280F%, HasmA/JNSE | e FQDN,
5. BoHASHgeam, ~AeEUTE cgw-fqdn
BERF: & < >  [V]L\ BB ?,

XHoKNE,
RN EHEMNETEEIP, 1515%IEFQDNZEE
FRiR,

BIAARHEEIE GO FAE MEEhAIRE KR
N2 HBUDPI[4500,
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HPFPigEa 1 i NZ= VPN 2Vl iR
2% iz} BYEHH
BGP ASN R “kriR” #E3F “IP Address” BIEERIE, 65000
BRNBPEIEGOSFAE MEEHAIASN
IFiH M FAIBGP ASNSVPNRIZHIBGP ASN
eEEE o
CAIEF (7] | (FREZEEMXE, BE HEJIHMENCA | ---—-- BEGIN
yricl) IFH, BFFIVPNRIEERIIVPNIERE, CERTIFICATE-
o LHEIEH: FaimA, L “—---- BEGIN
CERTIFICATE----- T VERFEL, LA C-- CAIIFE
END CERTIFICATE-----” fER&ERE. | _____ END
o [FHELEIEE: BEEHAIEE HEIE CERTIFICATE-
B, BHESIEHEIHIRTE
SRECE/FR | VPNIRSBAIRRRS, SF#NE, AT | -
% BIE203HFRE
FRERERT, ATLUEERENXRE, a8
EMBIEE,
MEMRE T LUBIRED “BEEENIRE
HITEE.
7. (8% ) NREEFRNTIEMNX, 520 EAZBRINS —1NMEFRRXT R AXT
IwM S
EESEE

ERRERISTRE, EREEEHIEP ONREHRNE NS L TIPsec VPNESERD

Bo

1.2.2 EEEAIEAXT IR

ImRTER

BFERR

RFeIEiRMXE, ATLIEEELIZAIRTRMX

N

o vk~ Ww

BRI,
rEEeslar Haes O Bif, wERSRE.

EREE AR, B P > EIEAMEVPN
HEENSHE, BT “EUSERE > CIR-XHERE" .

# TR BE, SEENXIIEES.

TSRS, BB,

- HiEER: oEEXNIRMNXIBIR. foR. ID. BGP ASN. VPNiER,

- CAIL: OEHIERFIIS. EREA. JEE. MAE. £RE, TR
INEEHACAIES ( MHimMIXNEZRERS, FERINCALES) .
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BFiErm 1 i NZ= VPN 1lhR
1.2.3 (B E IR TR R
SR

RPEIERMXE, ATLUEKXERIZAIRIIRMIXETR, EZERXIiRMXER TR
INELEEIRCAIES

I EHECAIEBEXIRIEEE 1.2.5 HEXRMSKIERFN1.2.6 BHEEXJ iR SIIE

o

BIFPRR

1. BREEREIE,
2. rEEEEflastmpt O BiR, SRR .

3. ED’EEEJ:%EE&EH, WEE LS > RIMEAMEVPN .
4. HEEMSH=, EF “EUERAME > EIR-3HRRNX”

5. 7 “RHEME BE, EEERERXRET, Bx .
(BRI GIR, B RE .
SR B E SR S AR5 S E S EOHAE

& 1-8 XM K SEUELO5R AR

2% ol BEHFHEN
BIR VPNIERZRIZTR, REelAF | XI5

X, BYFE., HF. T
. Rk, =B

BGP ASN BGPEIAREZASTY. S EE

WP iR FZFOVPNIEIESAIIP | ASZiF
Hohib, ZEIPHELHEN R
EasHbht

1.2.4 HHBRITGumRISE

J1E==§ DU
BB PRIBSCIREEMIfR 2 CIZAIRT IR

YR SRE
EXTURMX ERVPNIEEXEE, WL EEERRZITIRMNX, BB ITiRMNEE
VPNIEZFIEIR

BMELR

1. EBEREEEHS.
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FHFiEr 1 BN Z VPN 1RAlhR
2. fEEEEflartmpt O BiR, SRR .
3. amEEeesEEE, wE wE > BISEREVPN |
4. FEEMSHE, R “ELEAME > SUR-JHERX" ,
5. 7E “YHENX” RE, SRESSREET, BEREFIN ‘M7 .
6. WEEMRITEREES, Bk ‘27 ,

1.2.5 H&EXimRIKIER

InSEER
EREIRME, BELERFXCAIES, ATFHMVPNRREETVPNEE.
BIELR

1. EREEEE,
EsEsslar et Y BiR, SRR .

AL R R, i P > SRSV .
EENSHE, BT “ENEHRE > SR XHERE” .

f TSR BE, BB SHRE N B,
7 CAER’ XIS, Sk RN .
PRRESTASEASE, B HE .

i CAILE B SEIE2 E1-9,

N

N o ok~ Ww

= 1-9 Fim K CAIEBSEIRAR

8 izl BYEHEAI
HETFH SJimERICAIER, | ---—-- BEGIN
CERTIFICATE-----
CALFB
----- END
CERTIFICATE-----
ERAS LEEHR BEHAIEE HEIE -
B, HEEIFBEIHART
I‘Ej o

1.2.6 EEXimRIIES

Sk
ERBMXCAE RIS, FEERCAES,

;EiﬁCAﬂFE}E, Z3Fim o KB R ERCAR RRIEZIE B SVPNMXENRE, BliE
31 pa
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BIFSR

1. BREEEREE,
rEEEslar Hees O BiR, SRR,

EREE AR, B A > EIEAMEVPN .
EENSHE, BT “ENEERE > CIR-XHERE" .

f TR BE, BRI SHRE N BT .,
# “CAIER” (Kb, B CER

RS ASIEAES.

MimM X CAIE B SEIEES#E1-10,

N

No 0o~ W

& 1-10 XiwM & CA IEB2SE%E

2% i5EH BYEREG
HEEH TR EAICAIER, | ----- BEGIN
CERTIFICATE-----
CALFB
----- END
CERTIFICATE-----
(EACLEEH BEHA%RS HEIE -
B, BIEIEPHRIEART
I‘Ej o

8. @it “HEMRR LARE, HWIAERCAER” , BF “HE” .

1.3 /DMFAR VPN EEETE
1.3.1 €l VPN &

IR

INREFEIGVPCHRAYEMERBRSS SBAEIEF OSFAB WEERE, BIEVPNMX. Xin
MERZfE, BEMECIEVPNIESE.

LRSRE
o (FARSIRHERCIZEVPNIEIERT, (FEENQARIBIIAXT IR XSZIFICMPIHEE,
BitigiEOibit 2Exdimm < FIFfEE, ST ESHRERE.
o (FAHKIERCIZEBVPNIEER, ERINSEKREMN, B, BRMNERE RGBT
Z, DSBS EIERIRICEC S IPsecflREE % -
BEL R

1. EBEREEEFS.
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2. fEEEEflartmpt O BiR, SRR .

3. EEEE e, BE RS > EEERAVPN |
| EEMSHE, BTSSR > SUME- VPNEE” |
5. 7F “VPNIEE’ T, B “OUEVPNIERE” .
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VPNRIKAIFANEIPSZIF D BIFNIT IR K B —RVPNERE . VPNIUEERLIRAIEE R
L TEERTSEN, BRENEE.

6. RIEREIERECESH, B4 “MZAMBWL” ,
VPNIEESHIS2E1-11,

% 1-11 VPN iEESHG5HA

28 izl BYEHH
B VPNIEZIZIR, REem$X. =X | vpn-001
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o
VPNRJ % TR FERERAIVPN I X ZFR vpngw-001
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E, BrRSHERESNE-2,
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VPNIEIZS T REE o
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YN — i X E AT XI1EEZ NVPNKY
96% mﬂuvmma&agscp ASNFDEREIEHE
EEE .
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BEo
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NIPsec VPNZI&E
ERES: WikxzEEkE
B. BEBFMHSZHTWINE.
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o RESEL,
RIESREEAIN ( FBPMZIVPCZIE)
BENMIERER ) faERLesiE
#HAIPsec VPNESE, STIFLAEM
ERFNE M ERTE X ERBSARIN
ERFS: WikkxZBEZEKREE
o REREIRIER .
VPN oI 4 B0 Rz X i b A9 Psec
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o EVUEKE: 8~1281FF,
o REEBRELIT/UMFR, Bwing
B=EMRLA R
- %&?o
- *E?o
INEFH,
RS 85 “~7 0 17
“@” . “#75 . “$” .
«%” . N . “(” .
wy” . “«_» . “ » . “+” .

“_” “rn w» non
- AN { AN AN 1N

non n/m “,n “w,”
N AR || B

1708
EERVPNEZELI S

Test@123

HIAZH

BT ZEH
15iAA
EZEVPNIEETILSH

Test@123
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FEE A4S
5z =12

1 35z VPN 1RAVhR

2% L)z BYEHHI
SRESFRM X “EEER” KA “RIEELT BT | o JEMER:
BERE. 192.168.1.0/24
BFEXKiHFMERTHFMZEE | ¢ HRIMERT:
REANVPNIEZINZREREIERE 172.16.1.0/24,17
g, \giai)ﬁlﬂﬁﬁfﬁﬁ’gﬁlﬂﬁiﬂ%i)‘io ES 2.16.2.0/24
gﬁ%ﬁ)Aﬁ?ﬂ@BES%%ﬂg*mm\Uo ° ;ﬁlx_XIEEZ-
o EMEZ, . o 192.168.2.0/24
TR AR EE D NimFM ., EH .
", 0.0.0.0/0FRERHELL . ) ?752’?1%12.3)2417
o HAIMER, 2.16.2.0/24
BRIMEE MR8 ETim M .
— NREEIN B RS2 3551 BRI
R, BRIMERZa(FRRIES
(,) #H7okR.
RISEE o TIAELE, BHENXEE
e HENEE: HENXEEIKEREE
FIPsectRlg . MBXECEIREIEESN
F1-1270%1-13,
izl
EoR N HI=EINY G il TR ity
Addressit, SiFEiEiIEEMRE, B
KigID5XFiwIDABEER o
RISERECE | X “EHEER” KA “RESERE -
X7 EERE.
LR AT SRS R EAE ORI TE, a0
E(8H, BE2M1.1.5 (BVPNRIXEE
Eg IR P FHE N SRESIEIRATHRIA o
FR&E o VPNRRFBHIRIFIRSS, SIEHEM -

8, &AILIBIE203TRE
o IMEIRERY, AJLUREINENXIR
%, ALIBENXEIE.

o MEXNIFZAILIBERE “EFM
EXIRE" #HITEER.
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FEE FAMIES
5z =12

1 35 A\Z VPN 1RUVhR

& 1-12 |KE REg

2 =] BUEHHI
iR IKEZZERATHAPMMAR A, STAFAURRAS : v2
o Vvl (VIIRAZESMRIK, MNRAFIRSE
TIFV2ERA, FBINGERFEV2 )
Y EZRBIVPNIER:, IKEEEZHIMY
AR REEA “v17
e V2,
EZBVPNIEZIAEE A v,
IEEZBVPNIEEAEE N v2,
hESER X “BRAR” KA “v17 BIEEEE. Main
e Main,
L (EFAEZEIVPN M AR VPNIER:
B, “theEiEzt” {23 F “Main”
e Aggressive,
INEESE IWEIRHREL, IS E: SHA2-256
. SH,)M (IHEEZLZLMRIK, 1B1E
AH).
e MD5 (IHEXZZEMRIK, BIER) -
e SHA2-256,
e SHA2-384,
e SHA2-512,
e SM3,
NEZBVPNIEZIEFZNES X, It
BT IKEZZ SRS HEIMY AR A RBER “v17 o
EZBVPNIEEAECE N SM3,
IFEZBIVPNIEEBAEE N
SHA2-256,
N#5hRZA 01 (2025-02-05) IRIERE © LA/ ARBIRAE 31




FEE FAMIES
5z =12

1 35 A\Z VPN 1RUVhR

1588

BB

INZEE, SHFRIEE!

e 3DES (IWEZEZEMRIR, BEA) -

. AE§-128 (EEZEMHRIR, BE
R

. AE§-192 (B EZEMHRIR, BE
)EH [e]

e AES-256 (B EFZEMRIK, BE
).

o AES-128-GCM-16,

e AES-256-GCM-16,
ERZINZE AR, IKERSARIRIMYAR
KREESH “v27

e SM4,
NEZBVPNIEEISIFZINZEEL, It
AT IKEZZ SRR AR A RBEAR “v17 o

EZBVPNIEEZIAECE N SM4,

IFEZEVPNIEIZEAECE 9: AES-128,

AES-128

DHE& X

SIFHEE ¢

. Grc))up1 ( WEZLZEMRIK, 1BIE
% o

. Grc;up 2 (kBEZEMRIR, BIE
ﬁﬁ o]

. Gr(;up 5 (KB EZEMRIR, BIE
) o

. Grc;up 14 (HEZEZEMRIR, BIE
R

e Group 15,

e Group 16,

e Group 19,

e Group 20,

e Group 21,

ZHABCE N Group 15,

i50H
EZBVPNERETILSH

Group 15

GanfEE8 (%)

2B ( Security Association, SA) Y
H7FRTE

?%EEEHET?EU‘I‘EDE, LR BIGHRE

o B{y: b,
o EVEBHE]: 60~604800,
e ZNAECEN: 86400,

86400
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FEE A4S
5z =12

1 35z VPN 1RAVhR

e

1588

BB

ANimhriR

IPseciE s EIRT, VPNRIFEHISERARIR .
i KB EAINT IRtRR S S A ERY
RighRRRE—, BUHEEK.

e |P Address ( BtiA) o

- REZEENEENVPNRIEEINEIP/ES
IP Address, TLEARPFIEE.,
- YHEEREIEERRAME, BARiRIDST
imI DABEERE -
e FQDN,
eiitgE, IFEEXIERE. KEE
E=1~1281MFRF, REeAA/NE=ZR
B, ¥FERESEN, AZEUT
HS%RFEF: & <> ]\ &
B, ?, XoXKINBE,
izl
EZBIVPNIEETI 24,

IP Address

XumiRIR

IPseciEIZIRIRT, XTimMHISENFRH o
TEVPN M e B R TimIRR B S 3 i o
ARIHIRRRT—E, BUHEEM.

e |P Address ( EtiA) o

- RSGBENEERTRRM AN EIPYES
IP Address, TTEARPFIEE.,
- YEEREIEERRAME, BRiRIDSIT
i DABEMER .
e FQDN,
St &, SIFEENIRE. KEL
E=R1~1281MFRF, ReeAA/NE=R
8. HFFHRTSHEE, FA2FUT
BSRERE: & < > ] \W B
B, ?, XoKINBE,
izl
EZRIVPNIEZE TS5,

IP Address
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EIERAMNLE ) _
=z =] 1 i NZ= VPN 2Vl iR

2= 1-13 IPsec £

2 Ltz BUEHHI

INEELE IWERREL, STIFNEE: SHA2-256

e SHA1 (IHEXZEMRIE, 1B1E
B) .

e MD5 (ItEZZEMRIE, BIE
B).

e SHA2-256,

e SHA2-384,

e SHA2-512,

e SM3,
NEZRVPNEZEFRZINESR
%o

EZEVPNEZEEAEE N SM3,

FEEZBVPNIEEIIAEE N

SHA2-256,

nE&Ex &L, ZIHFNEE: AES-128

e 3DES (IWEIZZEMRIK, BE
).

o AES-128 ( tEELZ2HRIK, 1B
fB2R) .

o AES-192 (IWEZEZEMRIK, 15
1BA) -

o AES-256 (ItEZZEMRIK, 15
1BA) -

o AES-128-GCM-16,
e AES-256-GCM-16,

e SM4,
NEZEVPNEZEFZINZE
%o

EZRVPNIEZZAELE N SM4,

IEEZEVPNIEZENARE

AES-128.,
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FEE AL
5z =12

1 35Nz VPN 1RulhR

ol

BB+

PFS ( Perfect Forward Secrecy ) B52

Epia%eInge, EEIPsechEE N

AJERA .

PFSEHSZIFHIEIE:

e Disable ( WEZLEMRIK, B
5A) -

e DH group 1 ( WEXLEMER
K, BER) .

e DH group 2 (ItEXLZ2HR
K, BER) -

e DH group 5 ( LW EIAZ MR
K, BER) -

e DH group 14 ( WELEZZE MR
K, BER) -

e DH group 15,

e DH group 16,

e DH group 19,

e DH group 20,

e DH group 21,

ZRAECE: DH group 15,

i8R
o EZBIVPNIEETLLSH .

o EZEBVPNRIXANEZEXJiRM K E!
ZEVPNIEZRY, FERIEEZER
MXKHFPFSINGE, BUSSHVPNIE
BEEET .

DH group 15

(TN

|Psect&iaiFNEt = AP HURIERN%E
£, BrIsZIFmNY:

e ESP,

ZABCE N ESP,

ESP

FanEER (%)

Z£ Bk ( Security Association,
SA) BY4ETFRTIEL.

FRIEFREGE, REEKBBKE
DA

o Efy: #,
o EYETSHE: 30~604800,
o EHAECE: 3600,

3600
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FEE FAMIES

BPiErm 1 W T VPN 1l RR
(1] %88
IKESRRRISTE 7 IPsecBHBTEINRM ERAUINZFLAIEEE, IPseciiRRIEE 7 IPsecBRBITESUIR
EIRNERFTERRAOINY . IIZBUARAIEE X, VPCRIEURHORIVPNESERIRELE &
BRI, SULSHVPNILEELY, #HmSEHVPNIEZEET LM,
UTEE2 MK, BIEA:
o JANIEESE: SHA1. MD5,
o IN&T|jE: 3DES. AES-128. AES-192. AES-256,
HFEROIHHERATIFLEINZEENERE, VPNIEERELGAINZE XA
AES-128, EXURISSBINAESIFAIERT, ENFERELSNZEEX,
e DHE%: Group 1. Group 2. Group 5. Group 14,
7. MIAVPNIEEAINE, B ‘B
8. N LALE, QUE“_?—EVPN Tzzo
VPNL&E’NPT”_‘_?E%; / =|bgr‘-lu N O
HEANECEZRA, 1 ’3 EERIEE,
1.3.2 Bl ERIKEE
ShA
VPNIEIZ GRS, NINEREERILAECEVPNM K@Y imM X &L EMIRY ,, 5t
THERAIRIEFESER, AFENERNERE ., =RIRRSIBHXIVPNIEE T
IRATREFIE B RS "S‘ah', FEBS N IFHNEIRIERR.
BMELR

1. S1BizHe
2. rEEEEflartmpt O BiR, SRR .

3. EﬁEEtﬁijﬁEﬁ'\, WEiE WL > EIMERMEVPNT .
FEEMSH=, &R “EIUERME > BAAR-VPNERE" .

5 ; jLVPN;Er” R, PHERVPNERSHR, £ “‘BEXMEE > #RhE Kig
“I/J\ D;;

6. & “IMINERGE” FE, BE ‘HE”

1.3.3 EEE8IZER VPN &Rz

IRk

BRIELR

FFEIZVPNiEES, FJUEECLIZVPNIER.

1. SBiIEHE
2. EEERtlartmes ¥ BiE, SRXENRE.

3. EﬁﬁEt%$$E$ﬁ, R LS > RIS RAMESVPN .
4. HEEMSHM=, E&F “EUERME > BIVhR-VPNIERE” .
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EINERMLE
HPFigE 1 i N = VPN 2V iR

5. & “VPNiEE” FRmE, EFVPNERIIRER.
6. EARVPNIEZMNIZIR, EEVPNEEENSE.. RISEEMIRS,
- —_—LlJ—iF}z’fi‘tij$§ﬂ5‘EEM‘i‘tE]‘ BEAEEEREVPNIERER. BRIGERS

I_JO

- SiEEEBGPISHMEIRY, EXNMEREREVPNERER. BREERE

15N O

- HiEEEIUARIRERE, ENMEEEEVPNEEER . RIEMUEEME
RIEEER.

AR
o FEVPNiERSIZRT, RIFEIRVPNERME!T, S “EXCREE" , EF%VPNIEED
RZAYIKESRIEFNIPsecRARIFIB o
o FEVPNIEESIFRTF, EFERVPNERMET, BF ‘BE%E" , E5ZVPNIEZAGE

FEUIEER, “VPNERIRS 20 “07 , FRVPNIERAIER: “VPNIEERE”
SR 17, FRVPNERTEE; VPNEERS” BrH 27, ERVPNEELTR
KRS .

o HEVPNERBIET, MEEIRVPNIERITES, Bk ‘ES > BERY , EERVPNEE
MAHEE.

SVPNIEBRE R “RiElE" 1Y, AILURIEIZVPNIERN HEIFERFIEVPNARIERERR
&, MRATRERENARTRER, BREXTREKRENTED.

1.3.4 (L EBIZEAY VPN &z

LSS
VPNIEZRETVPNRXAMBMIER DX Z AOMEEE. LVPNEEIR
RESYBATS, ATLMERVPNIESE.

BELR

1. SBIzHIe
2. fEgEEflartmpt ¥ B, SRR .

3. EREELReENEE, ®E RS > EIEEREVPN .

 EEMSEE, B SRS > MR- VPNEE"

5. 7 “VPNEERR® B, BIEERVPNEERET, BT CEAGERED” & ‘e
MRISER” .

6. IREREERERVPNESRES

- RIBRREEIZRIVPNEZEAR ﬁ?—_ﬁ’_ “VPNiEE" FEENRIBEE, 15
£ “VPNRIX” FREBTIEN, BRRIFESI1.1.5 (200VPNRCREEE

o
-  BGPEXERIBUZAIVPNIEESZIHE “IEXUERER™ REEN “9%E
BX” B9FFX
7. $EE “ﬁ Z.—gn .
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FEE FAMIES

HPFPigE 1 i NZ= VPN 2Vl iR

A EE

%= 1-14 £330 5%

(B =ZAFIKE/IPsecREBIART, IBHARVPNEZEFIT iR XECERNEE—
¥, BNESEVPNEEHRT,

FESEIESERIERHEIARE, NFR1-14P7R

= S WL BIERE
- FIHZ | o IKEEREEAVIES: BRETMIEERE | o IKEFREEVIET
Z4H £ ERE(EQAIVPNIEZRT
IKEESRZ F9v2hT : F\V/PNIERE E17, &% ‘B2 > %E
. %zoﬁﬁnjjv BY: E|EVPNIEREEE B ERVPNIEE
-~ HE==4A,
EZBIVPNERET “TRH=24E" 85, o |KESKEE V20T
1. MIBRZEIVPNIESRE
2. EFFCIEVPNIERE,
IKESREE (hRA | INZFE | BRE T MIEEEER. EEE(BHAIVPNIEZFRTE
7v1) & 713 13, B “ESREshe
NEE | o EEmVeNEEAmsE T m [ B
s ZERT . SNEEE” . “hEER” .
o EZBIVPNEZELLATSH: “DHE
DHEX E L YARIBIRRY . “XHRIRRT
e
et
ANifhR
12
X imAR
1=
K5
HA
IR IEMUSSIENERL
i58A
EBEVPNEBEATIFENR “hRA" B85,
IKESEEE (hRAS | INZE | BT MIEEEREXR. EEE(EMHIVPNIEETE
Hv2) ix 17, B “IEEERRES
g7,
INIEE
DHEGE
S5
HA
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FEE FAMIES

FAFt5rs 1 3z VPN 1RVl
i 2% EANE BRIEDE
hRZR (EMEIIBNER
?Kﬁﬁfﬂ‘ﬂ_? BEVPNIEEREY . 1. BIBRZRIVPNIER
R 2. EFOIERVPNER .
SR
iR
IPsecskig EE | B T MR R EEEEMAIVPNIERZFRTE
% AR 17, P “fEsREERD
NEE | o EEmVNERTHSERLTeM: mE |5 o
- %, NESE.
o EREVPNEEFEALUTEH: PFS,
PFS
HinfE
HA
Bt | EAEEEESSES.
P4

VPNIEZSHUEES IVPNERZSHIZSRA

% 1-15 VPN iEESHUEMR B

28 1508 EEIFHEN
=2 VPNIEERIZTR, Hegm$ <
X, BNFE, HF. T
%, . RERK.
POIETES FF5VPCHAIVPNEIE, <
Xy RR#EROPFEBIENRT | 25
VPCEERIFM .
RESECE B FEIKESRERFNIPsecRRg . <5
SRESFLINY BIEFEMERFERINE . <5
Ft =58 VPNRIXFIXSumPKXAIFRE S | S35
EIRBEBRART
&R o SF/EA: MIES, SRR EF/8R
R EIRFWENER, BOA
BE10NVPNIEZERZ
}Eﬁo
o BEJUE: BHEL,
VPNRIFEFIVPNEIEBIZE
FREHSUCERZEA, 1H2R[EIER
HVNET
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FEE A4S

BPiEm 1 W NZ VPN 1R
28 izl BAIHER
KigpFiEZOtbt | BEBEEVPNME ERtunneliE | 235
[ BT

JTimpFiEEOME | BEEE iR X ERtunneliE | X%
Ok, ZiEOtehrE BT
Ui P S SEPREC & RYtunneliE O
HHHRIF—E,

3ZHEX TR KA “BGPIRH | SZHF
B, O TEEKIIEE.

VPNIX ECIZAIVPNIX . RZHF

pgxIP XumPIXFIVPNRISKBIERIIP | A3
i, ZRIKIPHENHEXRE
BRI

IS EHE O SFAE ML
A9BSR E£2 1 U D Pirg
14500,

EZOSESR AimE OIS RE OIS | A
ferl. BREFHNHEHIERD

vy

A ALY RATEfsns TIATREE | A5
A o
1588

TIREFFERT, BHIAXTIRMIKAST
FFICMPINEE, BXimiEOitbiie
EXJiRMIX EIFHECE, BlE
SHVPNRETE

1.3.5 & VPN &%

TSR
LTHEAEVPNRLS . BERMNERRE, AHMRVPNESE.
BAEDER

1. BREEEHE,
2. frEEEEflastmpt O BiR, SEREEE.

3 EREE LR EENEE, RE A > EEEREVPN
NS, ME “ SRS > IR VPNEE" |

5. 1’;;; “VPNiZE:” FREFFHEMFRAIVPNIEZERIETRIRIES, &F “E2 >
BR” .

6, $E “ZEE,, o

SRS 01 (2025-02-05) IS © ERRAGIRAT 20



EINEBMLE
BPFPiEE 1 i N= VPN 2R

1.4 {2VVER VPN 2SI

1.4.1 255 VPN MX#ESE/a0 8

BAFTER
1. BREBEHE

2. EEEEflartmpt O B, SRR .

3 EREE LR EENEE, RE A > EEEREVPN
AN, HE CEREERE > SR VPNFEE” |
5. FEEIFEEVPNRILIFIET, ME EE > aF/a” .

- ZEHVPNRXFIEIPRIANESE/ER,; th3FHNVPNRNXESSE/E88, EIP4
SRS TR

SNREIPFEEFIVPNWX—ic B F /B, WERVPNRXESPERIEIPITZE
B IRFITE, BERESREITE.

-  VPNMXEEF/SRRERITEAR

HEEF /BRI, BEKERTXNPNERE, BLEaFE/8RE, TRl
EXAIZE R AVPNIEZE R+ ( X-10 ) NVPNIEZABZER

£ ‘®ReF/8R” B#ERE, BE “HWE” .

£ ‘IRFEAS/ER7 RE, WAFERFIIVPNNXESR, EEWIIHK,
BE BT, EAZMLRE,

EX(IRE, FBMTRER, ERUEIIEIE.

10. 8 “HIANRRT , TR,

AR
BERESF/BRREFEXINARES LS.

1.4.2 B /6H EIP w35 F L/ FEED
RIS

© ® N o

1. BREEESHE,
EsEsslar et Y BiR, SRXEINEE .

rrEE s, BE RS > ENEEREVPN |
HEEMSHE, HE EHEERE > SUR-VPNFX” .
EBHEVPNREZTR

7 RPATIIPT X, S CEEAN SR SR 6.
7 EAEE BE, SEEREEAN, BE F—5" .
ek AR | SR/ B R T AR,

L HEMAENFEN RN,

N

© N o U~ W
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EINERMLE
BPFPiEE 1 i N= VPN 2Vl iR

- SRRV NRBEEEERERE

1.4.3 /88 VPN &EiZHE T e /FEES

£JRSPRH!
o {RARERELRUIKRVPN RIS I RSB B o
o FRIHERCOLCLSRIE QIRAGERLAEU
BIETR

1. BREEESHE,
EsEsslar et Y BiR, SRXEINEE .

arEE e, BE RS > EHTEREVEN |

HEEMSHE, HE “BHEERE > SUR-VPNFX” .

FEVPNFISERTTES, H6E “E5 > (SHVPNEBEH

7 CEHVPNIEREE FE, HESRVPNEREMN, Bk F—8" |

MRSF AR, Bk ‘EX ; MRSMEERE, BE BT .

L EVPNIEERENIS, I e SRR DA A SR, 15
BRI EREE

L ROVPNIEREHS, FERES R DA RN, &
B AN BT R EEN .

N

N o vk~ w
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EINERMLE
HPFPigE 2 iEE Nz VPN 2#ifR

kS A\ Z= VPN 2 Hiky

2.1 285k VPN M<EHE
2.1.1 €lI# VPN RJ>%

B{EES
ERBEVPCRIBEMRIRGS BACIBIRR OV ERMSIEE, BELORVPNA
X BBTEWIVPNRIXE, AILRRMSE— R SEXBIOVPNIER .
RIE R
o BEARLAVERVPCEAE M. IMTLBRENFAERVPC, S NeREN]
AERHIFR.
o BEAEMERVPCHIZSENNECARE, ECSBEER. MAREZ2EM
M, ESNEZSEN.
BIESER

1. EBEREEESS.

2. wEEEEHarrfes BiF, EERENRE.
3. ERGER, BF NE > ELSEME
4 EEMSHASEE “ESHEME > SFHEE-VPNNX" |
U EregionBEE LM WERVPN, SR EHSEME > 2R .
5. 7 “VPNRX” Hm, gE “SIEVPNRX” |

6. RIEFREIETEGESH, FRE ‘LMWL . VPNRXSHIES IR VPNRIX
SR
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FEE FAMIES
5z =12

2 iEE Nz VPN 2#ifR

% 2-1 VPN MES%5H88

e

=

1588

E{EHEB

1HEEEl

VPNRXZIFHEEIT EIE S /8 Bm
fhit R, THERIRTC LA fRregiond
ERENE,

1REHER: MWSEVPNRIERY, BJLAR
AL —& S EMRXEXAIVPNIESS
BF/88: ECIZEVPNMFEI—XME
Wz, 8ENXTEREEIEEEE
ZEZER, CIEEZEHAIVPNIE
EABEIMIENEER .

BF/8R8

AEKFHNRRZERNNAER, 15
EEFRITEEFRIXE, aTLREEN
LREYEE . IRSNIVERE

23] el A=t

BFR

VPNRIXEZFR o

vpngw-001

REIFAE =

VPNIZEANHIVPCEFR

vpc-001

ESig)

VPNZEEL, BRIAJIEE “IPsec” ,

IPsec

12750

BRI &SI L e
/R,
HEFRAAEE/EBNRTIFHTES
&,

HEE A UAEFRregionE R E &
o IFmEEITE: IBEWRLR, &EF

FRRTIELTHEE, SERIRELX.

| = e B = e}

o IMEBITE: IBETRLR, &KL
PrEMRLITRETE, St
21758

S T== AR

VPN EATE SR AN (BB
Mbit/s) , FREFBETIZMEEIER
VPNIEEHERTSR, VPNIEETES
FIARRBIT VPN RS Es ,
EVPNERIIIEH, JMEREBL
VPNH SRR B AT RS Rk B IHESH
VPNEZHRT, 1BHEFIREIMIF 5
WX o

A LATECES i B S5 M RS T o

3 /_IIA-}E"‘E
o

HiTE

10
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FEE FAMIES

BFEr 2 i\ VPN 28R
= b ER{ERE
VPN | HitEEsth ‘e/aR” BREE | 10
BRENLSH.

— P ERPOE—TMX, —PRX
HEET—VPNIERE, AIRIELE
HDRIEEIEIRVPNIEE ST o
SHFRIEAIERREY: 100 20, 30.
40, 50. 100, 200, 300. 400,
500,

MISERHS ﬁz%gﬂ@s‘?ﬁ’ﬂﬁa‘ﬁ, RELURASURE |15
WL,

SR “BF/8R7 KXH
ZRBENSH.
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$m3 HREEaesEEE, RE s > BISEREVPN” |
SEIA NS, HIE “EIEERE > CUR-VPNERE” .

5 B “RIEAZVPNRIX” AN “Ris ANZVPNMX” THE, B2EERVPNREEIE
FIRY “EERSIR o

$6 £ “IRSin R, EEEFRAERE “‘OSINE (Aith) 7, BERE

LT %}i “pAREE” , BE IR BESER. AFE. BROMRMER, BE
HRE o

MR

o HRIKERIMEREE: 10,
o INARIEHERANE: 100,

4R
3.2.12 {E¥050)5E 08
=ty
X “BPIHIMERE” 7 %% “OSNE (£it) 7, BECIERSIRIEIRS .
RVEREN
(EXOHIRRAE R RE S SEME T, 1HEEIRIE,
IREE

$B1 EREPEHE.
£ rEERtlar taes © BiF, SRERERE.

Sm3 EREE e EEER, T RS > ENSEREVPN
A NS, HIE “ENEERE > CUR- VPN .

S| BE “WIRARVPNRIX” HAN “Bis A\RVPNRIX " TUH, LEHEBERVPNRIKERE
SR “BERSIK o

$ER6 HIFE “INERER , RIFBIRRIEETET, BEREN B, EXETR. BRIM
B, k. AF4E,

R

3.2.13 fHERIGIDISREE

ISR
BIABPIAERERER “OSNE (i) 7 .
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FHFiEr 3 &Rig A= VPN
ERVEREN
@ﬁﬁ@%%ﬁ,ﬁ%%%ﬁ%%P@TW%P@%%W@NEMELE%,%EE
BELER
S SREEEHE.
£ rEERlar Haes O BiF, EREREERE.
w3 AL e, T RS > ENEEREVPN
SBA EEMSHE, B8R “ELSEMNS > SUER-VPNRX” |
SIB5 g “ERIEATVPNRIE” N “ERiENZVPNRIE” &E, BdERVPNRSRIE
5 “BERSE .
W6 IR BRI | EREREIEET, BRI “WR” .
ST 1E “MRSENS” MM, BF “HBE” .
-
3.2.14 EERPZE
¥ “ERPIRAEZER” 7 &R “‘OS5IANIE (ARitt) 7, HESIZBFILIEER
i3,
EEAFEBRIRELE
$B1 EREPEHE.
£ rEERtlar Hans O BiF, SEREERE.
$m3 HREEResEEE, RE s > BISEREVPN” |
S EEMSHE, HE “ELESEMNS > SUAR-VPNRX” |
$1B5 i “ERIEATVPNRIE” N “ERis NZVPNRIE” TE, BdERVPNRERIE
5l “BERSH .
W6 %R BASE> AR, SEEFEPRET, BHRENN CE5B7 .
$B7 £ ‘EETG WRER, ESHERHANEE, BEHE,

AR
AFRERSZE, BXEFREPRESERS.

-

SRR 01 (2025-02-05) RIS © ERRAGIRAT 92



FEE FAMIES
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3.2.15 #tESNHRF
=3 ) U
R “ZRAIEER" 7 %1% “OSAIE (Ath) 7 BeJLAEE .
LR SR
o RYiEfEwindowsR S TIBIR(E .
o EFAPVPNMXIZIFEIZES001NHF
IRES
1 BEFSIEEHE,
$B0 rEEntiar taes O BiF, SEREMERE.
I3 Eﬁﬁ&tﬁ%ﬁgﬁn IR NS > EHIUERRNSEVPNT
B4 EENSHE, &% “EUERNS > BAhR-VPNRX”
FIB5 BE “RIFEATZVPNRIE” HAN “LRIEAZVPNME" TRE, 2HEEIRVPNMEIRE
R “BERSIE
6 % “FAFPSIE>HR7 , BF ‘SGNRER7 .
ST EHERREDG “THER" , FHETERYXIsxEHRI
EEEIRPIILZTR. Z65. PiERFPEIEFESIPE,
(MARY ;]
NRES TESIPFISE, RSN EMSEESIP, F2PESIP,
FIE8 BB “EIFENET , HEEEBREIRSE .
LERABESERNN, SRR ‘NYERASFEE" , EEEHENEEBRIEIRS
%, BXE, BEHRSANG,
(MARY::]
o HEXHEIAINTEBITSOK,
o iE HE xIsxSEBITHE ( ZiFExcel 2007 BEERASAY XIsx IR ) &
o TIHIELNRS FERIEREL .
ENABENEEIERAS, SUS\CESIEIR S RIS T ERBISE .
o THAFRRIFPIERERBIZ500,
9 BF “taN” , TJiItESNAERF,

R
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3.2.16 #t =R
=R
X “ERPIRAEZRR" 7 &R “OS5IAIE (&) 7 BSrILAECE .
¥ER{E/RED
MEEAE, ZEPISEEAhE, TEEEE, SR,
IREL TR
S SREEEHE.,
£ rEERlar Haes O BiF, SEREREERE.
s HREEeesEER, ®E s > BISEREPN” |
SEA ERMSAHE, %8 ELEEMNS > UER-VPNRXE” |
$IE5 BE EREAZVPNRIE” HA “LEAZVPNRIE" THE, S EiRVPNRIEERIE
5l “BERSH .
W6 %R RASE> AR, GEEENROER, B RRERT
/7 £ ‘WA WBER, BF “HBE” .

TR

3.2.17 &F& VPN &

BRAFLRR

BREERHE,
wEEnslar tee® Y B, EREEINRE.

HERELE LR, R P > S EREVPN
HEEMSHE, BIE ENSERE > SUMR-VPNRE”

B “EIFATVPNRX " HANLIEANZVPNRIXRE, $ERVPNMERIETIN
‘BERSR o

BE “ER ¥, JLUEESERFR. €FEID. Elittit . SChRittht, _E£eRd
&, #FE.

(MERITY:
SEFIRAERBREEE ‘OSNE (Fit) 7 B, VPNEZRFBEPES—SIARETR.

R
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3.2.18 BFF VPN &z
LR SR

RBVPNMXSETFIERIRE T, BRZREHTHNERE

BELR
SH BREEHE

£ rEERtlar Haes Y BiR, ERREERE.

43 Eﬁﬁ&tﬁ%ﬁgﬁu R WL > EILNERMEEVPNT
SR4A EEMNSHEE, &F “EUTREMNE > RIAR-VPNRX”

W5 P “BIEARVPNRIX” HANZIRAZVPNRXE, 2EHEBIRVPNRIKIRIETIR
¢ Egﬂﬁﬁ_m 7 o

$Ie HE EERT UK, , EEBEMVPNEERET, RERIFIR BT .

A EE

ISIEIRMTERE, MAFRIZVPNERIRE & NFREZEFREN L%, BEE
AT

ST BPEEETR “BE B, HMEERERTARI, HEER.

—---4ER
3.2.19 &% VPN EERE
IRMEIGS
BRPEFERVPNEEICRET, A EgiEEEENaEER.
HiERH
BARPEEfME=HERS . NUHE=HERSS, 52RFREHRA=AERS.
o

o BIEZHTH
a. EREEEHAE

b. TEEEEHIaLmes ¥ BiE, BRSNS

C. Eﬁﬁ&tﬁ%ﬂigﬁ, TiE ‘EEERE > =HERS .
d. SIEBEEAE, wEtiEEiEsIEEREA.
L4 @UEE I mb
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b.

C.
d.

BRERES
wEEsslar taes Y BiF, SRR .

EﬁEEL%EﬁEEﬁ\, EF ‘EEERE > zATRS .
BIEZAER, WULIZEENEERTR.

o EEEERAE

a.

b.

™

BREWERHE,
EEEssas bt O BiE, SRR .

HREE HaesEEE, wE mE > BISEREVPN” |
NS, HHE “EISERE > SR VPR |

B “BIFATVPNRX” HALIRAZVPNRIXRE, BEEIRVPNRX
BIFIIR “EBRSIR o

B EET E, BEAVPNIEEFERE,
FEZASH, BF ‘REEEAT .
EREP, AR “BaATCR” .
EEERASEMBER, BE “BE” -

RE “EE” E, JUERIRIEERNEERS.

o BEEEATE

a.

b.

®

SREEEHE,
EsEsslar et Y iR, SRXENEE .

EﬁEEL%EﬁEEﬁ\, EeHE “M%S > RIS RMEVPN”
EEMSH=, EF “EUTRME > RIhR-VPNRIX” .

B “BIRATVPNRIX” HANLIRAZVPNRXRE, BHEERVPNRIX
BTN “EBRSIR o

BE EET TE, #AVPNEZFERHE.

FEEASH, 2E ‘BEFARE” , #A ‘THSKRS LTS” WM.
EHFHEIIR, PEATELN" Eir, EERERES.
BEREATREN, EEASATFE, SENEMESREFER.
AEAEH LiRE:

$p2c_vgw_id $connection_id $client_public_ip $client_private_ip $client_user_name $event_type
$event_timestamp

% 3-7 EIRELBI5AE

S izkil:
p2c_vgw_id RIXID
connection_id ERID
client_public_ip SCRRttit
client_private_ip REHALBAE
SASRRZS 01 (2025-02-05) WRIXERE © EHRRABIRAE] 98
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FEE FAIES

FF$5rs 3 Zir A== VPN
S¥ ]
client_user_name FR&R
event_type il 5= UL it
event_timestamp A aEk

EE, WAILE “=EETRS UTS” IAERIFEERNE, ARREPEEX

ﬁ_%ig%i E Cho
3.2.20 B3 VPN EEHEEE
BIRSM
BEFE&fEEVPNERZARE. MUREEEHE, S IEEEEZRE.
HBR{EZAN
EinEEASERER, FR LORNEEAEELEEHNERBESHAFEERFE
&, HEERE,
BRIELER

TR SREEEHS
S AEERFIeAE RS YV BiF, SEXEIME.

$ms HREERetEEE, RE s > BISEREVPN” .
A NS, HIE CEINEERNE > SR VPNER” .

L5 BE “BIRARVPNRIK” HANLIRAZVPNRXITE, S2EHBRVPNRIKIZEIESIRY
‘BERSIR .

6 B “IEE WE, HAVPNERFIBRE.
L7 mEEAEP, BE ‘BREEERAE
T8 EoHET, EERFEEMIALTANBER.

9 BF ‘e’
RE “EET RE, FJUUERINEFRIEZAE.
—---4ER
3.2.21 1E& VPN EERERS
RVERAN

mirERASEKRER, BLTEALIREZAE, BERERE.
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BIFSR

$B1 EREREHE.
$E0 rEEntlar s O BiF, SEREMERE.

S$EE3 EﬁﬁEtﬁ%ﬁEﬁu R W > EILNEAMEVPNT
$R4 EENSHE, &F “EIERNE > BIAR-VPNRX” o

£E5 BE “BIRARVPNRIK” HANLIRAZVPNRXITE, S2EHBERVPNRIKIZEIESIRY
‘BERSIR .

£I6 B ERT , HAVPNERIEETE.
S| EEEAEH, $F ‘REEEEE
S ERER, WEXT BHERER .
SO BE FE .

R

3.3 &RiENZ= VPN ZEFiFE1E

3.3.1 THEFIREE

HERR
RSB imECESSRE, HEETEVPNRXRE FEEFimNiEcE, BFRSimRE
SZVPNERE,

YR 5IR
RBimECESSRE, BHEEVPNMXRE FEE i N E, BFFIRSimiE
SZVPNi&ERE,

RMES TR

S BREEHE,
$B0 rEERtiar s O BiF, SEREMERE.

H$IR3 Eﬁﬁ&t@%ﬁﬁgﬁu R WS > EILNERMSEVPNT
FRA EENSHE, &F “EIERNE > BIAR-VPNRX” o

SE|S EFE “BIFARVPNRX” TE, £ “BiRASVPNRX " FEBERVPNRXEET
BF7, BE “‘THEFIREE .

e
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3.3.2 BEiBEPin

HJR SR

SER(FiZEE

o FE—EFIREESIRZRTS, RSKREENEFHMNRESFEFEES
BAXER, BN, VPNEFim&EZI Ao EcRIfERE Pl SEUEREEW o

o R MEFImZERERIITSRE—VPNRIXEIIZRVPNERE, BNREHES
—&RVPNEREE

e OpenVPNEFIREVPNECEDNS/S, SEENEERZFIR/RIAIDNS, SHERH
ZDNSLASMYE & BT SR B TT AT o

AEREEFiRR, SEERIEEREVPNRIX ARG M . VPNIEZERIRS in 7 RIFNZRES
BE, AIRE=SEMEHRT,

Windows Z i ( OpenVPN GUI )

$ER2

H$EE3

ItEAkLAZZ220penVPN GUI v2.6.6 (1001 ) 795, AREEREIRARIZERE I REFEE
5, BRI,

WindowsZ FiOpenVPN GUIEEIN ER2.6 52 LA EARZA .

T&OpenVPN GUIZREE, FRBERERTHITER.
AEBWindowsEER R FHRILEEAE, NTFE3MEERFENTEHLR.
e  Windows 32\#R{ER %, AJLATHEHWindows 32-bit MSI installer

e Windows 64{i3R1ER S, oJLA T Windows 64-bit MSI installer ( S73%64{:8Y
BIERS )

e  Windows ARMEZEHIRIGAIRIER K, TJLATEWindows ARM64 MIS installer
BFFHAS DAY “OpenVPN GUI” |, BEIZFif.

BaieaTASEE “OpenVPN GUI E&iz1T. ALESH=ERREEN" A9ER.
Ei@%ﬂiwmdows&%ﬁﬂlﬂﬁ’ﬂﬁh EFE BN > BABREXH , BABR
ERImEBRIABNRENX .

SENGETASEE “‘ERNSAXE" BT,

£ I SHEED, EEREERIZEPIREBRIABREEXEFFRE ‘TR .

A Windows Es ehpo N, S i
R

Windows ZFix ( OpenVPN Connect )

AL LAZ%0penVPN Connect 3.5.0 (3818 ) A6, ARRIGIRANZERIAIREF
TEER, BLALRAE,

WindowsZZ FiOpenVPN ConnectiZiER3.4.4RALA L .
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EINERMLE
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$£I1 7£0penVPNE S ML T OpenVPN Connect, 1RIEREIETIHITRE,

$2 FrhOpenVPN ConnectEFin, XIFUATRMAIUMIEEEER, BIVPNIERE,
e FH1: FARENMH (ERNEFIRELRFAE ) BIIVPNESE
EﬁOpenVPN%Pﬁﬁ%, EANERIZFIHEBRIABIEENY, EXVPNE
OpenVPN Connect

Import Profile

URL

Drag and drop to upload .OVPN profile.
You can import / one profile at a time.

O
<
O
Z

A A ———

o F2: FARIKEENH (RFINEFIHELRFAT ) +USB-Keyl94EE, #EL
VPNi&ER
a. {J%R1LUSB-Key,

LA LAERA Bk Token GM3000B 2R TH (v2.2.19.619 ) HI/EUSB-Key
791, USB-Key¥Iatb B INEaN FEIFR, WATHRERIE—TFUSBIRE
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(7 mToken GM3000 BEERTH V2.2.19.619 - X

GLONGMM moken

v - UsBReySllF _
o RER = 000
E} IIE;B i-tr*F ] Longmai
v o ame F3E 81BFSORNBIN R
T f2fso ry B EBRE ¢
. i BAELLH . 10
T41so USBK-yDQMékilil'xﬁ 10
o 2T Skt 128 XB
filx=Tig 122 KB
WRE 5.00
BElfhRE 2.23
EREED B

b. BEFIKIERSAUSB-Key,

(7 mToken GM3000 EEERATA V22.19.619 - X (74
NES A |
0 . 0 BRBSANES (TICSH2 pEtES)
LONGMAi nioken Lo . nioken
[D: \USBEeyAGiE \cli ent—test-cert. pfx Fo o
v USBEe; v » e
iy LS THHES ’
A g20s N exoe
2 e waak | apms
#-@ i . CIEs
v o B f R v & EER @weEs AVERESE
kL )
§ e Q) om3000 wERERATER FRRROSES , S neic e
e | $Ha | Owmewaa
= essssses | | &
] ' ¢ ] [ —
67 Ox%F )
F2I0) wH e
©EER BTN WERRE)
Oxs@FEEMD |
— - SAE
EREED rEs — wiEs

c. {FFUSB-Keyi#7VPNiE#E,

f£O0penVPN ConnectFE AN\ USB-KeyH KA1 PimCAIEPR R FASBRIBCE N
{4, BE “CONNECT” ,

Co OpenVPN Connect OpenVPN C

= Import Profile <

< Certificates & Tokens

Imported Profile

ofie. —_—
e 'GM3000 818750 esh
. Server Hostname (locked
] Q K
OVPN i Certifcate and Key 5
0 L e Y. enter pin
4 GM3000 818F50 -
0

SAREIE P ECED R ANRE

MERTY:):

- BESIED, USB-KeyBBRIFHEANRS.

- BEERINGE, kHHUSB-Key, EEASHUT, FEFoIMmNE; USB-Keylkthifa, EHE
EBEM
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HIFEFRRE, REZN.

3-2 ERERIN
OpenVPN Connect

— Profiles

CONNECTED

(®

DISCONNECTED v

CONNECTION STATS

915B/s

EAREREMASAANNASANES

0B/s
0 KB/S T 0 KB/S
00:01:14 1sec ago o
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Linux Z g

ItEZELATEUbuUNtu 22.04 (jammy ) openvpn_2.5.8-0ubuntu0.22.04.1_amd6HE{EER
% FZ%&0penVPNASI, RELINUXRZNZEGSAREFEEER, BUELRAE,
LinuxZE FixOpenVPNEEIUFER2.5MR AL L ( 2. 5iRAFRSZHFdco, BEEACEX/4F
FFE “disable-dco” ) o

B IHGSTED.

£ HITLA TSR OpenVPNE Fir

yum install -y openvpn
B3 BERMIZRIREBNIABINZE it B X AR BEHIZE/etc/openvpn/conf/BHF .
L4 N /etc/openvpn/conf/BF, HATIATasSEIIVPNER,

openvpn --config /etc/openvpn/conf/config.ovpn --daemon
AR

FELinuxRSE, /ZEI0PenVPNIE, BINAEEKOSHIDNSEE, MREXN T, T NRB
OpenVPNAT, OSHIDNSEZES#OpenVPNEFiRERIDNSEEEE .

-

Mac Z ik ( OpenVPN Connect )

AL LAZRZEOpenVPN Connect ( 3.4.4.4629 ) Jaffl, FREIEAMRARIZEEREOIREF
EER, BUSERAE.

1 £O0penVPNETI Mk T4 OpenVPN Connect, RIFEHNIEIEEII N ZEIER o

3-3 ERLES

@ & T OpenVPHN Connect

Please choose installer for your
device/operation system:

o = ! o
v v -

OpenVPN_Connect_3_4_0( OpenVPN_Connect_3_4_0(

A4506)_x86_...ler_signed.pkg 4506)_armé...er_signed.pkg

Mac with Intel processor Mac with Apple Silicon chip
intel. &. Silicon

$H2 RIEFRERR, TRRGRE.
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FEE FAIES
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3-4 %% OpenVPN Connect

e T4

R

¥l

BRFS
o RERE

@ R# OpenVPN Connect 8 ®
RID{ER “OpenVPN Connect” REE o
This installation process will take you through the necessary steps to
install the OpenVPN Connect program. T8
o A
=z
@ %% OpenVPN Connect a @
FRERBIERIT T BWH3'cgbv wIQOCGWEWaoryu2ekh” & o
26RO R LA 226.2MB 2, P
WAR RR" R0 I BERAARAPRITIERHRER R, R o]
BEROFR 45 £ B DA SR (¥ . B
B
RERXE
R#E
* RE
e [ ws |

® %% OpenVPN Connect 8

REFFA ML

OpenVPN Connect EULA:

OpenVPN License

OpenVPN Connect End User License Agreement (OpanVPN Connect
EuLA)

1. Copyright Notice: OpenVPN Connect License;

Copyright (c) 2008-2022 OpenVPN, Inc. All rights reserved.

"OpenVPN" is & registered rademark of OpenVPN, Inc.

2. Redistribution of OpenVPN Connect binary forms and documents, are
permitied provided that redistributions of OpenVPN Connect binary forms
and documents must reproduce the above copyright notice.

3. You agree not 1o reverse engineer, decomplile, disassemble, modify,
translate, make any attempt 1o discover the source code of this software,
or create derivative works from this software.

4. OpenVPN Connect is bundled with other apen source software
companents, some of which fall under different licenses. By using
OpenVPN or any of the bundied components, you agree to be bound by
the conditions of the license for each respective component.

FIED... ... EE

@ % OpenVPN Connect £

©

REALID.

NHERER.

BRI,

$83 /JnhOpenVPN ConnectEFin, SABHRINEFIRIERRIABNEENE, EHEEE
(EEEEIVPNIEE,

SASPRZAS 01 (2025-02-05)
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3-5 SANERENH

OpenVPN Connect

Import Profile

OpenVPN Connect

Imported Profile

URL

Profile Name

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

Server Hestname (locked)

PROFILES

CONNECT

HISU B RRE, (CRERM.

SASPRZAS 01 (2025-02-05)
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3-6 JERZRLID
OpenVPN Connect

Profiles

CONNECTED

(®

CONNECTION STATS

222B/s

0B/s

221B/S ¢ 39 B/S

00:01:30 1sec ago

-

Mac ZFi% ( Tunnelblick )

IEAbAZ % Tunnelblick (3.8.8d) 5, FRIGHHRANRERENLGEES, &
LASTRRAE .

1 BIiFESA ML FE Tunnelblick,

CRILARIESEIR R E FRUERRIMNRA, HFERIETURA . FTHIEIIHEZ TEDMG
RBIVRIER M

B2 RIEFERR, T Tunnelblick,
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3-7 Z2%E Tunelblick

e e Tunnelblick

Double-click to begin
art mit Doppelklick

FRIDEA Tunnelblick
m @ BEHERRM VPN BN, BE—TER

Tureeleleape oriine Tunnelblick BE—413 34 ERRHER

feeume. nebles A REEE VPN, RE XA RS2 B HORE TR EL AL 3001 21 VPN I 000 SO SR
Double-cliquez pour commencer »  WHAN VPN EERHAERE RETHS > RECHHOEEIIEY: ik, ovpn R conf.
it ARET) Tunnelblick A REER CHICE PR, WRRE. )
Haga doble clic para comenzar . AR PM ) E RO (i Tunnelblick PR Ll % R0 VPN IRFSI AORIS

Doppio click per iniziare
ABaxabl KNUKHATE ANA Hauana
Dubbel-klicka for att borja
Clique-duplo para comegar (HEREX “ E
ETTLIUYTLIMITS BEXH)
Dubbelklik om te starten

Dobbelt-klikk for a starte

AlZtsie{e olE @9 2 WE
Feu doble clic per comengar BAREXH

BRAERXH

TR M ELR T Sed

R HXfHEIEHEE tblk, .ovpn, 5 conf. e MR AR AT CL— SR

bk
S®3 [SEhTunnelblickZ Pk, IEERINZE FIHIES RFASBRIBLE X4 EEZ Tunnelblickss
PR, EIIVPNIERE.
FEERE AR “disable-dco” .

3-8 LfEEFinfcEX A

coemm B SO

HISE U TEFRRE, KFREZEMIN.
3-9 EZRID
¢ ¢ El g ﬁ {Gliﬂ J?Q; g A WA

vER B% &R
tllmt—mmh EEMOVD  TUTERAUILR,

22:08:05 "Tunnelblick: Start of output from client up. tunnalblick.sh
22:08:07 “Tunnelblick: NOTE: Mo network configuration changes need to be made.
22:08:07 *Tunnelblick: WARNING: Wil NOT monitor for other network configuration changes.
22:08:07 *Tunnelblick: WARNING: Will NOT disable IPvE sattings.
22:08:07 *Tunnelblick: DMS servers will ba used for DNS queries when the VPN is active
22:08:07 “Tunnelblick: NOTE: The DMNS servers do not include any free public DNS servers known to

Tunnelblick. This may cause DNS queries to fail or be intercepied or falsified even if they are directed through the VPN, Specify

anty known public DNS servers or DNS servers located on the VPN netwark to avoid such problams.
22:08:07 *Tunnelblick: Flushed the DMS cache via dscacheutil
22:08:07 *Tunnelblick: Jusrsbinidiscoveryutil not present. Mot flushing the DNS cache via discovenyutil
22:08:07 *Tunnelblick: Motified mDNSResponder thal the DNS cache was flushed
22:0B:07 *Tunnelblick: Motified mDNSResponderHelper thal the DNS cache was flushed
22:06:07 *Tunnelblick: End of output from client.up.tunnelidick.sh
22 B07 “Tunnelblick: **#esssesressiassssrsarrnansonrsssnessvassieis

2023-12-09 22:08:07. 707727 Initialization Sequance Complatad

2023-12-08 22:08:07.707320 MANAGEMENT:

>STATE:17021308687,CONNECTED,SUCCESS, I I I I W B B mm

2023-12-09 22:08:08.0414863 “Tunnelblick; Could not determine this computer's apparent public IP address before the

econnection was complatad

2023-12-09 22:08:13.993254 *Tunnelblick: Waming: Could not obtain a list of DNS addresses that are expected

2023-12-09 22:08:13.995886 *Tunnelblick: Routing info stdout:

rouhe 1o; 1
destination:
interface: end
flags: <UPHOST,DOME, LLINFO,WASCLONED,IFSCOPE,IFREF, ROUTER=
recvpipe sendpipa ssthresh ritmsec rtvar hopoount  miu  expire
] [/} [\] ] ] 0 1500 11

St
2023-12-09 22:08:14.007803 *Tunnelblick: Waming: DNS server address. 1 is not a public IP address and is not
being routed through the VPM.

+|= |8 7 EHEEHESIEE B RN

e
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FEE FAMIES
5z =12

3 &g A= VPN

Android Z i

ItEAbLAZZ2OpenVPN (3.3.4) 76, FRRHIRANZEFREIREFEES, BT

lavg):3

AndroidZ FiOpenVPNIZIX{#EFI3.3.2LA ERRA .
1 T&HOpenVPNEPim ( AndroidhRAs ) H&dE,

o

H£I;2 FJFFOpenVPNEFiR, SAERIZFIHEBNIABIIECEN Y, BIZVPNEE.,

LERFAPPRENSEHIEFZRITT, BRE “HBE” .

3-10 iEEER

ERIBR

OpenVPN ConnectB 15 H—
T VPN E#% (o] AT sEM4ER
i), ERAEREEZRRNE
THEZUIER, £ VPN &TFiEDD
WS, EHFRIRSI=ER

O =i,
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https://openvpn-connect.en.softonic.com/android

EINEBMLE
BPFPigE 3 &ig N VPN

HIRUTERFrRRmE, FREZER
3-11 JEZRTH

= Profiles H

CONMECTION STATS

SAWSS ’T‘ B ASE
cle-r L] < B

pie ]

4A8/5 JT‘ s BSE

L 2 S0C ARG

O

araahias

R

IEEALLAZZ22OpenVPN Connect (3.4.0) 796, FRBEMANZEREITREFEE
5, BUSERAE,

1 TEApp StoretEZ “OpenVPN Connect” , T#EFHZE,

TE2 THERIREE, 7T “client_config.ovpn” SRR INEFImERRFAH, REEE
OpenVPN ConnectfT#, 2RI RFINIZFiREE .
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FEE FAMIES
5z mbi=1e2]

3 &g N\z= VPN

3-12 SEANEENXH

client_config

@ | Shrcontoeren @

@ Clentconfig X

meRE

#n

70|06
B

TERE 3"

= Import Profile < Imported Profile

Via URL

1 new OperVeN profiles are availa

! [elient_config]
Standard Profile

Q —>

Profile Name
[client_config]

bie for import
Server Hostname (locked)

DELETE

_—

HISSU T ERRRE, (CRERMI.

3-13 &N

—] Profiles

COMMECTED

CONNECTION STATS

B50B/S
00:12:19

You

172.16.10.5

SERVER

@ [client_config]

P orvess

0 sec ago

@

e

Imported Profile

“OpenVPN" MM VPN EC
RRVENE, B TREENG
iPhone )2 IR EFw,

SASPRZAS 01 (2025-02-05)

WRIXERE © ERRABIRAE]

112



FEE FAMIES

5 =12

3 &g \= VPN

3.4 Zig \= VPN ZRBEE
3.4.1 85 /88 VPN EEEF L /BEED

BRIELR

N

© 0 N U AW

BREWREE,
EsEsslar et Y iR, SRXEINEE .

rEE e, BE RS > ENEEREVPN |
FEAMSHE, &I “EINSERE > SUMR-VPNRIE” |

B “BRIgANTVPNRIE” HAZRIGAZ=VPNRERHE
TEVPNRIKFRTEST, &R “B2 > (BVPNIEEE .

7 EHVPNERES RE, HIE BN/ SRR Bk 27 .
BERRERY, BE T8 .

BOMERGERE, B ‘A%, SHFERERE.

(10 5488

o BF/BRIIMEENXT, SFHISEAIEZEIN500,

o EMFHEC, BIIMKEELE, FRIEESERRCSENEFPRZIANER, &
T ERBRIEM

o ZRERREFC, STFTEMRISEEEHIRRDO MERY, SRBIRREEINSHIRIBIENS
AU/ NS AIERZE A SEBR p I e RIS SRS SR TERTRO T 2B AR
HMEEATHAN, EERNEERMBHEREEE, O ERPRISTERNTA
F, EEEENEEHNTIREREERS
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EIERRS
FBPIE 4 st

P
H

1 MRS FIES

BIERAFVPNEIEM . TRMEMERENEERD, BEKE, APILMERVPNZR
iR. NERAFPEFHEREBCHVPNETIRES, = FaRM T =mizRS . (ERIZR
SIEIEAIVPN, TR ISCATISE . SEMEAHRIE, JLISBIEEFih THEVPN
A INEREFERT o

4.2 ZFRviEiEENR (MR Z VPN Bl )

Iheei AR
ABEX T EMERNERS HRE GBIERSHNSIEERNGRATE, BWISERgIE
Iﬂ@“g)& BRALUBIE = iz RS RN SRR SR VPNIRS £ iz
MIEZ(EE,

mRTE
SYS.VPN

HAE AL =T

& 4-1 ©AlhR VPN WX SiERSisigtn

$EFRID IBiRg | EtRS X BE |UEX | KiEEH
R BE | R é_ L)?!l“?a

gateway sen | H=E | ZEGFRATFHRITUENSR |20 | WX 193¢
d_pkt_rate EE EIFHH=REIREE | pps
==
gateway_recv | A=E | ZIEFRATHRITUENSR |20 | WX 193¢
_pkt_rate R EIBWN=HIEIEEE | pps

=R
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FFigrg 4 iz
1SFRID Bt | BiRa X BE | UEx | iszEH
FR BE | R Qe
=)
gateway_sen | =T | ZIERETRITUENIR | 0-1G | KX 1958
d_rate = s EERE. bit/s
gateway_recv | A= | ZIERRATHRITUENSR | 0-1G | WX 1958
_rate = EBWATRE bit/s
gateway_sen | =T | ZIEIRETRITUENISR | 0-10 | KX 1958
d_rate_usage | ZfEA | H=EHERERE, 0%
}_'?_:
gateway_recv | A= | ZIERETRITUENIR | 0-10 | KX 1958
_rate_usage | ®fERA | A=mRERAZE, 0%
}_'?_(
gateway_con | EEH | ZEFRATHRITUENSR |20 | WX 1558
nection_num KEXVPNIERZE .
* 4-2 1AVAR VPN iEE T IFRONEIRIEIR
1SHRID EirEiR | BiraX BE |NZE | iEE=ER
BE |Xx | ([FEEE
)
tunnel_aver | fFBFIR | VPNRIXSXimMXZ | 0~50 | VPN | 193¢
age_latency | SFIYRTHE | [EIREERVEIRFIIAT 00 ms | &z
Bk,
tunnel_max_ | BFE{HR | VPNRXEX ig*X2Z | 0~50 | VPN | 159§
latency ERARTIE | (@B FIRERART 00 ms | i&#E
Bk,
tunnel_pack | fBBZES | VPNMXEXiHM*XZ | 0~10 | VPN | 198
et_loss_rate | CIESElNES kN 0% |i&EkE
link_average | $##&FIR | VPNRXSJiwMXxZ | 0~50 | VPN | 1958k
_latency SEIORTRE | [B)5EERAYHIRFEIIRT 00 ms | &z
1198
link_max_lat | $##&FIR | VPNRXSJiwMXZ | 0~50 | VPN | 1958k
ency BRARTEE | [B)9EEEAYHREARS 00 ms | i&E$E
198
link_packet_ | $##&ES | VPNRXSJiwMXZ | 0~10 | VPN | 1958k
loss_rate S [ESEIRAIERR, 0% | &
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FEE FAIES

=S =] 4 W5
}EFRID BRIk | IBtra X BE |NE | KE=EAH
BE | WX (Rtats
PR
connection_ | VPNiZERE | B/RVPNEEAVEFK | 0, VPN | 19
status K& o 1, 2 | &EE
0: KRIEBIRE
1 EBIRES
2: KIMRZE
recv_pkt_rat | EBWEE | FHOSIMEKAIEIEE |20 VPN 19354
e = HE. pps | i
send_pkt_rat | ZiXEE | FHBWAXHEEE | >0 VPN | 1554h
e 2 M=, pps &
recv_rate BEKRER | FHHEMBRKRE. 0~1G | VPN | 19%h
bit/s | &=
send_rate RIXER | BN RERE. 0~1G | VPN | 14%h
bit/s | &
HEEE
key Value

evpn_connection_id

A hRuE N Z=VPNIZERE

evpn_sa_id

AU RN ZVPNEE sa

evpn_gateway_id

EAVARIGFRANZVPNRI K

4.3 ZIFRBEERER (SR VPN 23

ThieEixaR

RTEN T EINE MRS LR MIEIRS A ISR S8 =

IEERER.

SYS.VPC

Bk )

SiE), MiEfeinyaR
MEEEN, BRTLIEE = ERS RS SRR VPNIRS = ERnERE
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FAFER 4 g5
MR

% 4-3 28R VPN S0 ISR

1S4RID BiRg | IBiFEa X BE | NEX | iEkEE
R BE |® (Rtats
=)
upstream_ba | EMT | IZERBETRITUHNSR |20 | wEE | 198
ndwidth G HEFENMEERE (F | bit/s | #M4R
EIRALETEE) o pg1P

BB LEAE/RD

downstream_ | A& | iZIEFFRATFSHIHAXR | >0 | ek | 1908
bandwidth = ANZFEEHNEERE (& | bit/s | MR
BIRATTER ) o w 1P

BB LbAE/RD

upstream_ba | BT | IZIERBETRITUENSR | 0-10 | wEdk | 198
ndwidth_usag | Z&(ER | H=FERTHRERSE, | 0% | B4R
e b LAB L 8, 1P

BT R A= N
BER/ LRI R AN

downstream_ | ANt | iZIBIFATFSHITNENSR | 0-10 | wady | 1958
bandwidth_us | ={FH | A=FESITRERR, |0% |3#
age = =Ry L==L vl w1P

AR FEREFRR= AN
et/ WX A N
izl
o HTFLEAREEDILS
SF10MbpsLA FHIELE
HEERIEH10MbpsHIN
M EE IR, LERTiSE
AN EFERERSE
EATF100%BY1B 5 -
o EIPEAMEN =K
N, TEE(ERRAYERR
RZEREHE5~10min

HYZERT 6
up_stream HRGR | ZIBIRE TR SR |20 | wEk | 19
= H=FEHIMZRE (R | byte | 3#MER
BirRLEITRE ) - S wJ1P
B =
down_stream | AR | iZIEFFRATFSHITAXIR | >0 | wma | 1908
=1 AZFEEHNERE (| | byte | SR
BIF R TTRE ) - S wJ1P
B =
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FPigr 4 Wi
% 4-4 2BRR VPN EiES SR A ISR
IBtRID | Bira | BiraX NEE | NEs | WixEH

R Bl ( Rigig
¥x)
connecti | VPNiZE | BIRVPNIEZAUEHMR | 0, 1 VPNiEZE | 5934
on_stat | BIKE | o
us 0: FRiEERKES
1 EEIRE

HEE

key Value

4.4 ZFFRIEEER (28

Thieisap

vpn_connection_id ZHIRIERNZVPNIER:

wAZ VPN )

RTENT ENE MRS LIRT MRS A ISR R TE, MR IR
MEREN, APIIIEE = ERS RN EIEES SR VPNIRS LRI EEE

IEERER.

SYS.VPN

& 4-5 Ik VPN MXSIERSisigtn

1SHRID fEing | EiRg X BE | NEX | MEHE
FR BE |&® (Rtats
=)

gateway sen | H=8 |ZIEFRATFHRITUENSR |20 | WX 1958
d_pkt_rate BE | FHISHEERIBIESE | pps

EO
gateway_recv | A=E | ZIEREBTFRITUENSR |20 | WX 1558
_pkt_rate R FEIIEWN=RIEIEEE | pps

EO
gateway_sen | @™ | ZERBTRITUENIR | 0-1G | WX 15958
d_rate = EHEsHEHERE. bit/s
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FEZ A4S

i 4 Wiz

184RID BiRg | IBIREa X BE | NEx | iSk=EH
R BE | ® ([RtatE
=)

gateway_recv | A= | IBIRETRITUEXIR | 0-1G | MX 1958
_rate = FHBMWA=RE bit/s
gateway_sen | H=tH | ZIEFRATRITUENSR | 0-10 | X 1958
d_rate_usage | & | HeTwRERER, 0%
gateway_recv | A= | ZIEFATRITUENSR | 0-10 | WX 193¢
_rate_usage | W{FH | A= alFEHEE, 0%
gateway_con | EEH | ZIEFRATHRITUENR |20 | WX 193¢
nection_num KEXVPNIEEH

i35
key Value

4.5 BEEISIEER

BFn=

p2c_vpn_gateway_id

EAVAREGIRAZ VPN R K

A
&E VPN MkMaisfgtn

EEVPNJE&UQK\ G
“ E’1 2/J\Ej. ”

< BERMIPRERBR. IFEF I
24/ 7 F0 “IE7R” BIEHE.

ET/NEE” o “IE3N

B EIERMEAL
a. EREEEHA.

b. HEEEEHSAL LABE

, IR XIEFIE

. aEEERertfpsE, wE NS > ENEENG” .

FRIEARRBVPNZERIE

AT,

SEENEVPNRAER: BEI% “ SN > RAVER-VPNR > i
AZVPNRIE” | EVPNRIEIIRE “RIZEIP” 1240 2 | Srissdmf
R e =

LERbRYMSIEISAR N EIPYETRIENR, BEHMHERE . NS . AMNEEE
FH%_.—‘\ H:Ill_.] {ﬁﬁﬁ? Hjl_.llllbz )\l__llllbio

U NZZVPNEREERR: 1% “EIERMNLE > L8kR > VPNRX” , 8§
HVPNRIEIIN “I2E” 21 “BERE" . RASBIMERI=GE
IRSZ R
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o8}

T an o

ARSI BAR D EIPYEIEIEIR, BIEENTRS . AMms. AMmiald
mil—_z\ H:Ilm {ﬁﬁﬁ? Hjmlllbz )\l__llllbio

B RIgAZVPN: &R “EINERMNLEE > BAAR-VPNRX > Zig A=VPN
%7 | SEREVPNRIERIR “FIXIP” 125

LRSS R R N EIP IR IEElR, BIEEMHEE . NWHE.. AMNHERE
RN Hjlxﬂﬁﬁfﬁﬁﬁi?é\ ERERE . AMRE .

= fERSS
IE}I%IJ

aEEpsar Faes ¥ | SEREHRE.
ERGHR, WE ERSHE SRS .
iR RIS > ERSENE
IR REIVPNE RS B ISR
" WBEASVPNEIR: A TRBTREE RSN SVPNG

X7, BE “BRFE &, #HA “IOBIR” TE, EVPNRIXIT
R “IE7 1=BE “EERREER .

LEALRIESIEIEARAVPN K tEiztstR, BREEAEER. A\ZFHE. H
T, ANAmeEAR. EEY. HEFRERR. A\n8ESR,

" EIRAZVPN: MTHJ_IﬁEF'LF “‘EAVAREZIRAZVPNRIX” , B
‘RIFIFIE" E, "N ‘IR RE. FEVPNRIXIIN “#B{IE”
=R ‘EENEER .

lttﬂLE’J”" IR VPN KL }IS‘E”FJ? BIREEH. A\=ZB8ER. A=
 ATheFERER, Entm. En8ER, HawaEhaR,

&5 VPN EXinEain
o EBIEMERMBEAD

a.

b.

C.

SREEEHE.

aEEpsar Faes ¥ | SEREHRE.

EEERH AL FaeEE, EE MK > ENEERG” .
IIERRVPNERI B EISEISHR.,

" UERAZRVPNRAR: %R CEIAERMLE > IlhR-VPNiERE” , BiE
VPNIEREZE R ¢ T emEss
e EE:
o  VPNIEEIRZE
o HEIRFEIRTIIRIIE, PERRIEIREARTRE. HIRERE

I EiEtrB B2 AR RRIGERA 2RI, BEVPNIEESR, &
‘BAERT REMMERICEIR,

o BEEHRFIIRIE. BEHREANE. BFEEER

LA EFEARMXVPNIER(EREFSIRER, BFENQAENITEIGR
7 =R,
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EERRS
FBPIEE 4 st

" UAEAZRVPNERERR: BER RIS AR > RHF > VPNIEE" , 8
VPN R 00 " ES > BEKR’ . RASEHIE
IS T

II"-;I;E,ﬁ@,}EVPNi%}%l{ﬁ?{&o
o EIEL ”’_.jr:cﬂﬁ
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RIEAREVPNEREE SITIEIR
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Ieisietr
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- VPNEERSAZS ., BIEER, SitaiRR, BIER, SR
- SERRARFIORTE . SEIRAREARTE, HIREER

LR EREERIOEINT =R, BEVPNIERSER, &
‘BERMERT REFNERIEEIN.

- BFEHEIRFIORIE.. BFEHERFEARE. BFEERR
PA_EEFRXVPNIEE ERRFSIRHIES, BFBNQAKE NN FIAS
AR,
. 155)\EVPNQ"EEH)§ MTEFHIRLEIN ISR “VPNIEE” |, B “&
TRERE” &, EVPNIEERN “IRE” 58t “EFHITEIR .
EEIEIREIEVPNIERIKS .

4.6 SFESEN
BIE7 S

o

P an o

BHEEEENN, BRTEENSEERSEIE, BT RS EMAIR
R, MR

IR(ELE
1. BREWSHA
2. mEmEsarrfes ¥ EERKENERE.

3. EEERtIaErAmeaFER, EF SE5NE> SUERRET .

HE ‘mIRSGE > EEANE” , REAESZEAAERRARE TRESE
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5z =12

4 i

- IEEAEVPNAARITRIVPNRI S ESEE, SN FROEIRAER “ Bl kRS

AZVPNRX" , BF “HRIFE" RE, TEVPNRK “IBE” 51, &R
“EBZ > QIEEZMN HITERE.

- IEEARVPNRAARITRIVPNIEIZEEE, EN FHROEIRAER “ kRS
AZ=VPNIEE" IE, BF “‘BRFE" 1. EVPNERE 27 5, &
R EZ > CIEBREENN HTERE.

- BIEBAZVPNITRVPNRIXEEE, BEN FHROEIRAER “ B RRHAE
VPNRX” TR, BE “‘BRIFE" I8, EVPNRE “BE” 5, &R

“EBZ > QIEEZMN HITERE.

- 2HFRVPNIIRVPNIEZRISEE, SN TROEIRPIER “VPNIERE" 1L,
B RS RS, TEVPNIERE “BIE7 71, &R ‘B2 > ‘QIEgE
)7 #HTEE .

BIRIENEEEEESZNN .

- ESEBINEHEZER ‘ENERMNEEIASZENR (VPNIEE ) 7, 5l
BEiEXBER

- WREETEZEHITES, BRE ‘BENCE” HTOIE, ST
&, AILARHZERH T REMER

M SHgETRE, B “SZENeIE” .

EINEANESEZMNIRETRE, BEFEMNNESE~ER, RESBmHT

LI

(11 #i88
EEXTFENSHEMEGRENNNEE, B20 ( ZRERPEE) .
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FEE FAMIES
5z =12

5 &1t

it

5.1 SZIFHITRIXERFIIR

AR

IR VPNE R EF S —/ 2R T —Region A S =B IHRSS -

* 5-1 if=A\= VPN (RAVARIR(ESIZER

BEER wiRRE BHER
AP IHM% | customer- createCgw
gateway
EFTARPXRMX | customer- updateCgw
gateway
MpRAFXTiHM>%E | customer- deleteCgw
gateway
CIEERMELE | vpn-gateway createVgw
TIPS
BEEEIUERME | vpn-gateway updateVgw
g
MBREIIZ FBMZE | vpn-gateway deleteVgw
TIPS
B /8BEIZVPN | vpn-gateway createPrePaidVgw
ZFS
BEFVPNRFIRZ | vpn-gateway updateResourceState
EEEEIVPNK | vpn-gateway updateVgwSpecification
KHE
BEIIZEVPNRX | vpn-gateway updatePostpaidVgwSpecification
A&
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FEE FAIES

FAF$5rs 5 it
BRIESR RRAER SHEMW
B EIIEBMLE | vpn-connection | createVpnConnection
&
BEEEINERMEZE | vpn-connection | updateVpnConnection
TR
MIBREHAEZ ML | vpn-connection | deleteVpnConnection
L
EEMKIES vgw-certificate | createVgwCertificate
B EiuEH vgw-certificate | updateVgwCertificate
BB RIFITRE instance batchCreateResourceTags
pRZ RS instance batchDeleteResourceTags
BEFAPTERME | customer- listCgws
SIES gateway
BIFFREPXIRMX | customer- showCgw
gateway
BIRIFEIRS instance showResourceTags
EEIMERE instance listProjectTags
ZIREERRIFL | instance listResourcesByTags
EIES
IR EAR instance countResourcesByTags
(k3Es
HiFVPNRXKIES | vpn-gateway showVpnGatewayCertificate
EiFVPNRX vpn-gateway showVgw
?i@VPNM%ﬂ% vpn-gateway listExtendedAvailabilityZones
X
EiFVPNIERESIZE | vpn-connection | listVpnConnections
EHiaVPNERE vpn-connection | showVpnConnection
BiFVPNRXFIZE | vpn-connection | listvVgws
EiFVPNiERESIE | vpn-connection | showConnectionMonitor
EifVPNiERESE | vpn-connection | listConnectionMonitors
IES
EiFfsERFHEET | quota showQuotasInfo
FiFVPNEZEHTE | vpn-connection | queryVpnConnectionLog
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FAF$5rs 5 Bt
£ 5-2 IS\ = VPN ZRERRRIZ(ETIER

BRERIR RiRER SHEM

BlERvpniERE VpnConnection | createVpnConnection

EvpniEiE VpnConnection | updateVpnConnection

HIBRvpnIZERE VpnConnection | deleteVpnConnection

BlEEvpnix VpnGw createVpnGw

EHvpnix VpnGw updateVpnGw

EIY S ITES VpnGw deleteVpnGw

HifVPNiERE VpnConnection | showVpnConnection

EFVPNIEESIER | VpnConnection | listVpnConnection

Ei8)IPSECEKRAS

B IKESRRS

EiFVPNIX VpnGw showVpnGw

HifVPNMXFIZE | VpnGw listVpnGw

R EI[LREN quota showQuota

BHFEZEXYIZER | VpnConnection | listSupportedAlgorithm

& 5-3 B\ VPN B{ETIE

BRESR RIRSEE EHER

TR p2c-vpn- subscribeP2cvVgw
gateway

EFEREHVPNK | p2c-vpn- updateP2cVgwsSpecification

FHE gateway

RBERELZE (F | p2c-vpn- updateP2cVgwStatus

LR ) gateway

BITRIR p2c-vpn- unsubscribeP2cVgw
gateway

EFLRIKANTVPN | p2c-vpn- updateP2cVgw

TES gateway

BUEESSLIRSS i vpn-server createVpnServer

(B2 SSLIRSS i vpn-server updateVpnServer

BIEZEVPNAF vpn-user createVpnUser

IEXVPNEF vpn-user updateVpnUser
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FPiEmE 5 &t
BRESR RIFEER BMHER
{EXVPNEIFZHS | vpn-user updateVpnUserPassword
BEVPNAFZER | vpn-user resetVpnUserPassword
BRVPNA vpn-user deleteVpnUser
BUEEVPNAEFA vpn-user-group | createVpnUserGroup
1EEZVPNEFH vpn-user-group | updateVpnUserGroup
WINVPNREF4ER | vpn-user-group | addVpnUsersToGroup
=
FFRVPNEF4ER | vpn-user-group | removeVpnUsersToGroup
=
IZEVPNIGIESREE | vpn-access- createVpnAccessPolicy
policy

{EeVPNiF[EJZREE | vpn-access- updateVpnAccessPolicy
policy

fRIBRVPNIFEZEEE | vpn-access- deleteVpnAccessPolicy
policy

TEHERIREE vpn-server exportClientConfig

SANERiRCAIEE | vpn-server importClientCa

(B4 FimgCAIER | vpn-server updateClientCa

IRz PimCAIES | vpn-server deleteClientCa

HECERFIRE | p2c-vpn- batchCreateResourceTags
gateway

HEMIRERIRE | p2c-vpn- batchDeleteResourceTags
gateway

BTHRIFEANZVPN | p2c-vpn- listP2cVgws

FESTES gateway

RIBLRIEANZVPN | p2c-vpn- showP2cVgw

MXID, Eif#ERE | gateway

HIVPNIE

EHiFLIKAZVPN | p2c-vpn- listP2cVgwAvailabilityZones

< B FEIX gateway

BHLRIBANZVPN | p2c-vpn- listP2cVgwConnections

MXKIEZEEIIFER | gateway

EEEELAIER | p2c-vpn- listTagsForResource

BER gateway
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FEE A4S

FFisrs 5 Bt

BRESR S0l BHER

BiffAREREE p2c-vpn- listTags

ProjectssLAIZERY | gateway

HFMERIRIRE S

PaN

|

EiFVPNiGESREE | vpn-access- listVpnAccessPolicies

eSS policy

BEIFVPNIGEIERE | vpn-access- showVpnAccessPolicy
policy

BHiF—WETH | vpn-server listVpnServersByVgw

RSB IR(ER

BEIZEFiRCAIER | vpn-server showClientCa

EGFHFPTRIERE | vpn-server listVpnServersByProject

RSB imEE

HiFVPNAEF%IZE | vpn-user listVpnUsers

HifVPNEF vpn-user showVpnUser

EigVPNRF4AESI | vpn-user listVpnUserGroups

=

HiFVPNAEFH vpn-user showVpnUserGroup

EiFEARVPNERF | vpn-user listVpnUsersinGroup

t=6IZEVPNEHF | vpn-user batchCreateVpnUsers

Ht=MIFRVPNERF | vpn-user batchDeleteVpnUsers

tliE/EFnEREHBES | p2c-vpn- updateVpnConnectionsLogConfig

[T =1 gateway

MikRiEEREESE | p2c-vpn- deleteVpnConnectionsLogConfig
gateway

BiREEHTEE | p2c-vpn- showVpnConnectionsLogConfig
gateway

MrFFRim N =VPN | p2c-vpn- disconnectP2cVgwConnection

PSS LS gateway

52 BE=HITHE

BAFPHEANZFITRSZS IREIERKEEREE, RRAFIRICRVPNERRIRE. ZHEITHR
SEEEHSRREFRIA7RARECR .. MTEFHITET, BESEEFHITAT.
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TR

6.1 BIZRAFFHZERER VPN

MR EFEZXEFRERIVPNRITEMNIRETE, BaLUERSE—SMIANERSS
( Identity and Access Management, f&#RIAM ) , EBIIAM, EaTLA:

o IRIBEMAIIISZAR, EENERAZKSH, L PAREEREESRI IR T 632
IAMER, itRTIHEH—Z2EIE, FERVPNEIR,

o IRIEEVEFARYEREE, REARRRNHIENR, LUXAZIBARZERNRISE .

o BVPNERZERAELZ . SHNEMENZKSHERIRS, XEKSHES
RS AT LMRIES R TCIE4E

MRS BELEEHEBNER, FREOEMIAAMEBR, Sl A=

T, FIEERVPNIRSHIE BTN,

RETHENEYBPERNGE, BIERENES-1Fx.

LLRPERNZE, BETERRAPERLIINAVPNIIR, FESSERERiEt Tk
B, VPNIFHRGIR, 520 NREE . BEFEEMRVPNZINIEEIRSE
L, IAMZIFIRSHIFMETIRIEE LR GUR .
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1. GIERAFEFRIN

FIAMIEHGOIZAFAE, FHEFEMEBMEZIRSIR “VPN FullAccess” .
2. GEAFHIARBFA

FIAMIZFIGRIZAR, FRBEIANTREIZIBEFE.,
3. FPEFRHIIENR.

HRIENAFREREIEEHE, IRERENXI, EIEFNR:

£ “BRSBIIR” ikt ‘ML > EERAME” , HA ‘EIUERANSE >
AVAR-VPNRIX” THE, Bd “UHmAZVPNRX” , HAN “Uhsm A= VPN
mx” %, BEAa LA “CIEIRATVPNRX” , S eIZVPNMX,
WMMREIERKIN, £ “VPN FullAccess” 24X,

£ “BRSBIIR” PikiE ‘ML > ENERAME” , HA ‘EIUERNS >
(ZERR” TR, $BF “BIEVPNRIX” , il BIFEVPNRIX, GNSREIZER
I, F= “VPN FullAccess” B4,

£ “IRBIIRT ikt ‘ML > EIERAME” , HA EINERANSE >
IVER-VPNRIX” TR, B “RISAZVPNME” , HAN “LiEA=VPN
mx” R, BEAEA “CIEERIEATVPNRX” , ZiXBIZVPNM,
WNERBIEERETN, R “VPN FullAccess” BEM .

£ “IRBIIER" FIEFERVPNIRS I (BIRHEIRIXE A VPN
FullAccess ) BE—BRSS, EIRTHIPRAE, F = “VPN FullAccess” B4
o

6.2 VPN BEN K

MRAFTRERIVPNAR, RiFEERIRINER, ATLABIEEE MRS
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REHAE R4S
FFisrm 6 HREIE

BRIEATSTFIA TR e B E MRS :
o FAIIHMERIEZBENRE: THRTEREEL, EUNCIRESIEIEERR
5. BE. AR, FEERBRE, TBENEMKE.

o JSONHIEICIZBEREMRE: JLMOEERIERRG, RIEEAERRIERIEA
B, AU EREREEANRSISONISIRIREAS .

BiAIZSEESL: IEEENEE. AENENEERIVPNEE RIS .

VPN BE S REEHF
o REI: BUAPHRVPNRX
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
"Action": [
"vpnivpnGateways:delete"

}
]
}

o A2 IBEAFMBRVPNIERE

BERKEZRNESEMRISER, SNRBLRMER. RFPHEIRTRIREE
B, —MENIRBERIIR BRI ZFEAlowiIDeny, NEfEDeny{f5EREM .

WNRIELEFIFEF VPN FullAccessBIR G REE, (BEARAFBERAFHAEVPN FullAccess
thiE MABRVPNIEZAR , EaTLACIER—SIEAEMIFRVPNIEZAI B E N REE,
SAERIATIEVPN FullAccesstliEERIRIS T HF, RIEDenyL5cREN, NAFR]
LASIVPNIRITER 7 IBRVPNIEZIMNOFR B IRIE . IEBRIR RN T :

{
"Version": "1.1",
"Statement": [

"Effect": "Deny",
"Action": [
"vpnivpnGateways:delete"
]
}
]
}

o I3 SANERIRRES

— M EEXRBERI UGS ZSMENRI, BiRT IS SRRSAERIIN, iE
LIS SEMRSZAUENIR, TS SIEMIRS URIRARSEENE, BIERE
MBERRSZEZERRRS . S MENEDREHARNT:

{

"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"vpn:vpnGateways:create",
"vpn:vpnConnections:create",
"vpn:customerGateways:create"

]

%
{

"Effect": "Deny",
"Action": [
"vpn:vpnGateways:delete",
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"vpn:vpnConnections:delete",
"vpn:customerGateways:create"
]
1

{
"Effect™: "Allow",

"Action": [
"vpc:vpces:list",
"vpc:subnets:get"”

]

}
]
}
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8% Ry TG
i o FEERZ, vpn_key1
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- TR
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RN LN it
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2. fEEEEfastmps O BiR, SRS

L EIETRE(N S FFie i MR P EFERIEIE.

XFZNREFEEGER . MRBASMRE, WARRREZEN ‘57

HIXE.

IR MEMSHITESER . FEMEMERFAASHEREE
‘57 BXHK.

YA VPN RIS TR R
1. EBEREEERHAE

3 EREE R EENEE, RE A > EEEREVPN

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

133




REAE R4S
FFisr 7 iR EIE

. BEEMSH=, REENERMEEIIR-3FwmRNX" .
5 BEERIE “GEEMRIE, SAXRFER , &R ‘BRFE 7, R0
SRR
RGBS EAIREERER BRI .
- IEEATNRESTINAR TS IRP EFERIEMIE.
- XEEINTEREEEHER. IRBAZSMRE, UARRIREZEA ‘57

HIXRR.
- i?éﬁ%ﬂ]ﬂ%%#i&ﬁéﬂéﬁiio REHIEMERFHASHIERER
‘57 BXE.

TN ZVPN ARV PNIERHE RITES
1. EREEEHE,
2. EEERtartmes ¥ BiE, SEXESNRE.

3 EREELRmEENEE, RE R > EEEREVPN

| EEMSER, SEEmEEe R VPNEE" |

5. BMTIETIE CEEEMRL, LHAKETIOR | BE SRS, FIG
PR,
R R R S BRI R VPN,
AR R RSt DA e,
L SEEATRRSEAER. MRS MRS, WRRREZEN “5”7

BIKE.
- ﬁﬁ*ﬂ%g@ﬂﬁﬂ%ﬁi&ﬁéﬁé@iﬁo IREFIEMMERFHASHIERERE
“_ ”» k %o

7.2.2 IFEEIE

X EMRVPNRFHITIREEE, SiEE. M. . ERYRIE,

o UHEAAZVPNIEAARVPNREIRES SRR

2. BREEEHE.
b. EEEEIaLtAe® Y EiR, SRR .

s FresEEE, BE T > EHTEREPNT |
EENSHE, HE  EHEERE > SUIR-VPNFX" .
B “EESAZVPNREE” HEA “HSAZVPNR” T,
EEBFRVPNRE, BEHEVPNRIXAIZFR, HAVPNRIKIFBR,
R T T, AIATVPNRESIHATE . . 2. B,

NI

B N7, AT RINRE” B0, BMAFNRINRERVERA]
8, FBE “BE” .

@ =m0 oo

NiERRZAS 01 (2025-02-05) IRIERE © LA/ ARBIRAE 134



FEE FAMIES
5 =12

7 IrRETE

n 1|&E£
BREARSIET “BME7 ST “YRiE7 , EERHRY RN
O, SNEXEFSM0E, FHEE B .

" WIRR

BEREMEIT “BRIE7 JITRY “BIBR” , ESRLHRY “BIEMRE” B
D %E “Eﬁn—‘- ” o

] §§

£ “BE ¥, gLEE ‘X7 #E, aERTZIRED
#, URBMRERIREIE.

o U AZVPNIW RS iR TIRE ETRIRIE

a.

- o oan

BREWEES
EEEnsar taes O BiE, SRR .

A R Er, BE RS > EIEAREVPN .
EEMSHE, BE “ENSERE > RSN .
PEEIRIER, BRI, HATREREE.
R bR, BILUTRRRAORS T . &, .

= SH
B RINY , R RIEE B0, WA
E, e e .

TR

BEREMRAET “BE ST “RiEE° , EHHRY “RERE
O, WNESERSI0E, HeE We .

" MER
SERARSAITES “IRME7 IR “HRR” , TERRA MRS &
I:l Ea_;l “E%FH” .

[ ] EE

EXIRMKXIFERA “FE” , JUEER ‘“GE7 #i15, 8ERRT)
EIOREN, DUREMRSHRIE.

\

o UHAAZVPNIEAARVPNEZIRES SR,

a.

- o oan

BRERES,
EeEsslar taet Y BiF, SRXEGNEE .

EﬁﬁEtﬂﬁfﬁElﬁ TEEE ML > EHIERMELKEVPNT
FEEMSHE, EF “EERMLE > BlhR-VPNERE"

EEBFRVPNER:, PEHEVPNEZNIZR, #)\VPNJ—iﬁzﬁ’%ﬁo
TR IR ME, TJLIVPNIEZRIRSHITIE. M. &%, &,

)1

B RINT , ERHRY RINRE T B0, BMAFNRINRERYERA]
@, FBE WE .

MAERRAS 01 (2025-02-05)

IRIERE © LA/ ARBIRAE 135



FEE FAMIES
5z =12 7 irEEIE

S -5

SIFRAITET “SME SUTH) R, ERIN RIERE B
O, MNEREIRENE, Hs W’ .

\
/]

" MR
BEARSATET ‘BT SUTRY “HIRR” , SRRy MR
D %E “E%l-‘-! ” o

[ ] §§

£ “FRET ¥, gLEE ‘K7 #E, SENRTERED
#, URBNMrErEiE.

7.3 Zig A= VPN
3.1 iR

S=E8

L
1y

XFVPNRIK EE N RE IR EHI TR

BIESR
1. BREBEHE

EsEsslar et Y iR, SRXEINEE .

arEs e EE, BE RS > ENEEREPN |
FEAMSHE, B ENEERE > SUMR-VPNRE” .

B “BISEATVPNRIX” HAN “EIEAZVPNRX" TTHE .

fr “GIAZVPNRIR T, S5 EEEERE, SRAXRTER , &
1E CRES , RS, R PNFE.

L IR R ST D A E AR,

. HEEARATEAAEER. MBEMASMRE, WRERSZEN %

N

o U kW

BIXE.
- ISIREMEMFHRTAESIER mENEMERFMHESHIERERE
‘87 BIXR.

3.2 IR

BRiER
X EHRVPNERHHTIR IR, GIEE. M. 2. EROR(E.
BIETR

1. BREEREIE
2. fEEEEflartmpt O BiR, SRR .

SCA%hRA 01 (2025-02-05) WRIERE © HERRARBIRAT 136



FEE AL
5 mbi=1c2)

7 IrRETE

N o vk~ w

rEs e, BE RS > ENEEREPN |
FENSHE, ST “EUEANE > IR VPNRE” .
Bk AEAZVPNRIX BN “AAZVPNRIX” T,
PHEEIRVPNIIE, SBEVPNRIEMIETR, HAVPNRIEIEST.
BIE GRS T, FLRIVPNRATEGE. . %, .
- i

B AINT , EEHRY CAINRE T B0, MAIMUREAIEIE,
BE “HE” .

- &K

7

BERERET “BRME7 JITRY “RE” , EHEHR “RESE B0, @

NELEFERNE, HRE “HE” -
- HBR

BERERET “#BRE7 JITRY “ﬂﬂJB 7, LR “HREENLA TR

'fiﬂﬂu B?? {"Euﬂ_’ ? ;‘QD %a_:l “ E%H—- ”
- BE,

f ‘BET T, JLEE ‘TE7 6, SERRTZINRENE, U

NEIRERIREIE.

MAERRAS 01 (2025-02-05)

WRIERE © HERRARBIRAT

137



FEE FAMIES
5z =12

8 KT FcEn

8 srem

AMBIERREGRAE, FARE 7 SRFTFEEHR, MAPNKFRMENSEM TR
Hl. MEERSULEIRZSOaRERRSSE. SPORTER,

RIS RFETIRFI X EHEERFTE, LIRS A,

RN VPN ARAY SRR B IR AR VPN K FNZ BLARVPNIESE o
IR AZVPNIEWARAI S RERL EFEVPNIIK . VPNIERZEFIRT iR X o

Lig N=VPNAIZRSERNSZ VPN o

BRI DB AURIEES B RegionFEER, BLALIREPEIMEN .

EHFEEHAIECE?

1.

EREEEHA.

srempgesban Y, SERENRE.
EREALA, EE DR > BARS .

ERIE “IRSEER TE, aESARNSEARERER.
IRMEEATTESR RS ER, BEEEERE, RSy AR,

SIMETERTSY KECHT?

N =

SREEEHA.

ENEALA, &R “RWIR > FAIEE .

FERmA LA, BE “HET KR .

£ ETR” mE, RIESHER, EEEXSH
Hep, “[a@iEid” SESERRENRSHHIBRE.
BEERERE, AifGteE ‘B .

SZ#EihRAR 01 (2025-02-05) WRIERE © HERRARBIRAT

138



	1 站点入云VPN企业版
	1.1 企业版VPN网关管理
	1.1.1 创建VPN网关
	1.1.2 查看已创建的VPN网关
	1.1.3 修改已创建的VPN网关
	1.1.4 修改包年/包月VPN网关规格
	1.1.5 修改VPN网关策略模板
	1.1.6 绑定弹性公网IP
	1.1.7 解绑弹性公网IP
	1.1.8 退订包年/包月VPN网关
	1.1.9 续费包年/包月VPN网关
	1.1.10 删除按需VPN网关
	1.1.11 上传VPN网关证书
	1.1.12 更换VPN网关证书

	1.2 企业版对端网关管理
	1.2.1 创建对端网关
	1.2.2 查看已创建的对端网关
	1.2.3 修改已创建的对端网关
	1.2.4 删除对端网关
	1.2.5 上传对端网关证书
	1.2.6 更换对端网关证书

	1.3 企业版VPN连接管理
	1.3.1 创建VPN连接
	1.3.2 创建健康检查
	1.3.3 查看已创建的VPN连接
	1.3.4 修改已创建的VPN连接
	1.3.5 删除VPN连接

	1.4 企业版VPN费用管理
	1.4.1 按需VPN网关转包年/包月
	1.4.2 包年/包月EIP带宽升配/降配
	1.4.3 包年/包月VPN连接组数升配/降配


	2 站点入云VPN经典版
	2.1 经典版VPN网关管理
	2.1.1 创建VPN网关
	2.1.2 查看已创建的VPN网关
	2.1.3 修改已创建的VPN网关
	2.1.4 退订包年/包月VPN网关
	2.1.5 删除按需VPN网关

	2.2 经典版VPN连接管理
	2.2.1 创建VPN连接
	2.2.2 查看已创建的VPN连接
	2.2.3 修改已创建的VPN连接
	2.2.4 删除VPN连接

	2.3 经典版VPN管理（墨西哥城一/圣保罗一）
	2.3.1 购买VPN（墨西哥城一/圣保罗一）
	2.3.2 查看已购买VPN
	2.3.3 修改已购买VPN
	2.3.4 删除VPN

	2.4 经典版VPN费用管理
	2.4.1 按需按带宽转包年/包月
	2.4.2 按需按带宽进行带宽升配或降配
	2.4.3 按需按带宽与按需按流量相互转换
	2.4.4 按需按流量转包年/包月
	2.4.5 包年/包月VPN连接数升配
	2.4.6 包年/包月EIP带宽升配/降配


	3 终端入云VPN
	3.1 终端入云VPN网关管理
	3.1.1 创建VPN网关
	3.1.2 修改VPN网关
	3.1.3 查看VPN网关
	3.1.4 退订VPN网关
	3.1.5 绑定弹性公网IP
	3.1.6 解绑弹性公网IP
	3.1.7 按标签搜索VPN网关

	3.2 终端入云VPN服务端管理
	3.2.1 配置服务端
	3.2.2 查看服务端
	3.2.3 修改服务端
	3.2.4 上传服务端证书
	3.2.5 修改服务端证书
	3.2.6 上传客户端CA证书
	3.2.7 删除客户端CA证书
	3.2.8 创建用户/用户组
	3.2.9 修改用户/用户组
	3.2.10 删除用户/用户组
	3.2.11 创建访问策略
	3.2.12 修改访问策略
	3.2.13 删除访问策略
	3.2.14 重置用户密码
	3.2.15 批量导入用户
	3.2.16 批量删除用户
	3.2.17 查看VPN连接
	3.2.18 断开VPN连接
	3.2.19 查看VPN连接日志
	3.2.20 更新VPN连接日志配置
	3.2.21 删除VPN连接日志配置

	3.3 终端入云VPN客户端管理
	3.3.1 下载客户端配置
	3.3.2 配置客户端

	3.4 终端入云VPN费用管理
	3.4.1 包年/包月VPN连接数升配/降配


	4 监控
	4.1 监控虚拟专用网络
	4.2 支持的监控指标（站点入云VPN企业版）
	4.3 支持的监控指标（站点入云VPN经典版）
	4.4 支持的监控指标（终端入云VPN）
	4.5 查看监控指标
	4.6 创建告警规则

	5 审计
	5.1 支持审计的关键操作列表
	5.2 查看云审计日志

	6 权限管理
	6.1 创建用户并授权使用VPN
	6.2 VPN自定义策略

	7 标签管理
	7.1 应用场景
	7.2 站点入云VPN企业版
	7.2.1 标签搜索
	7.2.2 标签管理

	7.3 终端入云VPN
	7.3.1 标签搜索
	7.3.2 标签管理


	8 关于配额

