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3. EREELAREEIEE, B2 CFE > SNSERE VPN .
. EEMSHE, EF EREENS > BUR-VPNEE" |
5. 7(:;; “VPNIEHE” REFTEMISHVPNESFTETHIRIES, ®iZ ‘T2 >
&7,
T “MBRVPNIER" ROMEDR, BF “—BIBN” .
%a_:l “E I'_‘E” o
1.3.6 EEE& VPN &z
=
U P IR T B R TERRT, EIASIR B BV PNERE R RIZTIE ,
YR SRE
. iVPNiéﬁﬁ’\Jﬂkﬁﬁ? “RERET . CTEE” . SRENT B, ATLHTESR
o VPNIEEEETIFEERME, USESHALRRENE,
A &
EEIREL ORI VPNIEERNT, SRR,
REL B

1. EREEEHS.

2. EEERtlartfmes ¥ BiE, SRXEINRE.

3. EREEnEER, BT RS > EISENE VPN |
4 EEMSHE, ¥EIE “ENSHEME > SUER-VPNIEE" .

5. {EEMRVPNIEEFRIE/THORIED), BT ‘B2 > B8 , BHEE.
6. BEVPNIEZIKE.

FEVPNIEEREAYASS, ZEEARTEETN “‘EEP 5 “REE” .

SRS 01 (2025-09-25) IS © ERRAGIRAT 45



EINERMLE
=z =] 1 i NZ= VPN 2Vl iR

A EE

BE19ME, SVPNERRSETA “RNEE" Y, FEFHRFRE.,

RRBFFRERNSNETA “RER” , WRNZEERDEN, BEER
VPNEEREETR “REE” .

1.3.7 &% VPN EZHAE

mESihA
HVPNERINE RIS AN, SERAFEE, BRULBIEEEEZATHE
VPNZEZAYEIE o

YR SRE
VPNIEZAEZ A S IFEERAAI2005:8EEE .

BMEER

1. BREERES,
2. EEEEHarrrmed ¥ B, ERRKENEE.

3. EREEeEER, BT RS > EISENE VPN |
4 EEMNSHE, EE CENSERE > MR- VPNEE"

5. g “VPNiEE:” RE, #EIBIRVPNEE, 8F ‘8FRAE , EEEXETE

S ye)

EEEHETRREES, U SENEfEENEEEE.
1.3.8 IZIFEIEZE VPN 1E#E

1A
FAF7E(ERVPNIRSHY, RIBERASAE, rTLUSVPNERRBFEMNHEITS
%, BTRREESZMAITE.
VPNIZIFHEIR S EIEBRSS ( Tag Management Service, &#RTMS ) , BIZLEKS T
VPNZIERIRES, AILASIVPNRIREHITEENIRG, TIERNSE. SRR
FVPNER, AFRALESEEFIENNAE, RIBIrSHTER.

BIHRSRH
EAVPNRRRNMIUFE, FHREBESIATRRERIMRE.

BRIEL R

| EREEEHL.
2. fEgEEflartmpt O B, SRR .
3. EREELAREEIEE, B2 CFE > RINSERE VPN .

SRS 01 (2025-09-25) IS © ERRAGIRAT 46


https://support.huaweicloud.com/trouble-vpn/vpn_trouble_00001.html
https://support.huaweicloud.com/qs-tms/zh-cn_topic_0056266261.html

FEE FAMIES

FHFiEr 1 BNz VPN 1RMlhR
. EENSHE, EF “EREEMS > BUR-VPNEE" .
5. BEHMZIE SEREMGE, SHAEETIERT | R OREEE T, B
BRI RE .,
- BT T RIBIE TR RO
- TEBESANTEGSNESIESR, MBHASMRE, WRRGEZEH
‘57 ¥R,
- UERRTEMSETASIER., FENEMERSHASIEREE
‘57 ER,
1.4 {DMIAR VPN EHESTE

1.4.1 255 VPN XS E/a08

BRFE R

BEREEEHA.

2. EEERtartmes ¥ BiR SREXENRE.

3. EﬁEEL%EEEEﬁ, WefE LS > RIS RAMES VPN
. EENSH=, EF EUERME > RIhR-VPNRIX” .
5. HEBMNMREVPNRXAET, &F ‘B2 > REF/8R7 .

© ® N o

XFFVPNRIXFIEIPEIREEE/ER; B FHXVPNMXEESE/ER, EIPd
IR R R .

WNREIPEEFMVPNMX—ZEE/ER, WEKRVPNMXESPEHIEIPITE
B EEITE, Eﬁﬁﬁ?ﬁﬁixﬁﬁ

VPNMXESF/BBRERTER

#eF/8RR, B féﬁﬁﬁTXﬁ\VPNiE}%éﬁ, BLEEF/BRE, LRI
ERAYZEFIJOVPNIIKZE A+ (X-10 ) NVPNIEZAZERA .

i ‘HeF/aR” BERE, BE ‘BT .

£ “IRFHAS/ER7 RE, WATERIFRIVPNMXESR, EEWIIHL,
BE BT, EAZLRE,

EX(IRE, BMTRER, ERUEIEIEI.

10. & “HANRRT , TR
AR

BRELOE/ BB mARERLS.

1.4.2 BF/8R EIP HEEFHHC/pEEC

BRIEL R

1.

SREEEHE.
2. #E

Eslar et O BiR, SRRIEHEE.

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT 47



FEE AL
PSR

1 35z VPN 1RAVhR

© N o kW

ARE e E, W W > SRS VPN
FEAEMISHE, HE “ERSARE > MUR-VPNRIE” .
EBFHEVPNREZTR

7 CEMARIPY XIS, SBE CHEAN B BN .
7 ClEMEE BE, wEEREEAN, BE -5 .
ik EE  RASF/OREEREGHEA R,

B KA EM BRI E
BRUNABEEEE R ER.

1.4.3 B85 /88 VPN ZEEZBHFHED /PR

ZYRSRHE!

o (VAFEMBIPIARVPNIIK ST IFHE R E T/ FEEC o
o  AXFFHESILLHRIE CUBRNERZEEUN .

BIFSRR

1. BREEEFS.

N

N o vk~ w

EsEsslar et ¥ BiR, SRXEINEE .

A e E, HIE W > SRS VPN
FEAEMISHE, i BRSNS > CUR-VPNRIX” ,
FEVPNFIEFREEST, ¥R ‘B > [EXVPNIERES |

7 “IEMVPNIERAL B, HEEVPNEEAL, BF “T—57 .
WBSFERE, BF £ ; NRSIEREE, BF e .

IBONVPNEZEHG, FERALSEFERCHRINEFERIAIEX, &
TN EECERIEM -

ROVPNEZBH G, INERBHBEFERSEINEFMAEANER, &
FENCIREHEREREMN

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT 48



EINERMLE
HPFPigE 2 iEE Nz VPN 2#ifR

kS A\ Z= VPN 2 Hiky

2.1 REIRVPN X EIE
2.2 RHRRVPNIEIZETE

2.3 ZBRRVPNERE ( ERFH—/ZFRT—)
2.4 {ZERRVPNZE FHESTE

2.1 L85k VPN < EE
2.1.1 6ll#2 VPN R

BFnR
EBESVPCRIME R IRS RANEH BB ORTNENEIEE, BESOIRVPNF
%o BETEWIVPNRIXES, ATLARMIEE—RSEXBAVPNESE.
=S5
o BEWIARLIAERVPCERCIZS . MTLIEREMEZRVPC, 52 DAIREN
AEEMFN.
o BHWARLIESVPCIRSENNCERE, ECSBEER. MTRERLEM
W, ESNRLEN
BAFTER

1. BREEEFIS.

2. mEEEHarzrfes B, EERENRE.

3. ERGER, BF NE > ELSEME

4, EEMSHASEE “ESHEMNE > 28k > VPNRX” .
HIEFffEregionBEE HERWERVPN, SR EHSEmME > SR .

5 7 “VPNRIX” FRmE, B “BIEVPNREK" |

6. Eigz?’iﬁﬁa—:ﬁaﬁ%ﬁ, Feads “IZENWSE” ., VPNRIESEESNZE VPNRIX
S5

SRS 01 (2025-09-25) IS © ERRAGIRAT 9


https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0030969470.html

FEE FAMIES
5z =12

2 iEE Nz VPN 2#ifR

% 2-1 VPN MES%5H88

e

=

1588

E{EHEB

1HEEEl

VPNRXZIFHEEIT EIE S /8 Bm
fhit R, THERIRTC LA fRregiond
ERENE,

1REHER: MWSEVPNRIERY, BJLAR
AL —& S EMRXEXAIVPNIESS
BF/88: ECIZEVPNMFEI—XME
Wz, 8ENXTEREEIEEEE
ZEZER, CIEEZEHAIVPNIE
EABEIMIENEER .

BF/8R8

AEKFHNRRZERNNAER, 15
EEFRITEEFRIXE, aTLREEN
LREYEE . IRSNIVERE

23] el A=t

BFR

VPNRIXEZFR o

vpngw-001

REIFAE =

VPNIZEANHIVPCEFR

vpc-001

ESig)

VPNZEEL, BRIAJIEE “IPsec” ,

IPsec

12750

BRI &SI L e
/R,
HEFRAAEE/EBNRTIFHTES
&,

HEE A UAEFRregionE R E &
o IFmEEITE: IBEWRLR, &EF

FRRTIELTHEE, SERIRELX.

| = e B = e}

o IMEBITE: IBETRLR, &KL
PrEMRLITRETE, St
21758

S T== AR

VPN EATE SR AN (BB
Mbit/s) , FREFBETIZMEEIER
VPNIEEHERTSR, VPNIEETES
FIARRBIT VPN RS Es ,
EVPNERIIIEH, JMEREBL
VPNH SRR B AT RS Rk B IHESH
VPNEZHRT, 1BHEFIREIMIF 5
WX o

A LATECES i B S5 M RS T o

3 /_IIA-}E"‘E
o

HiTE

10

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

50



FEE FAMIES

BFEr 2 i\ VPN 28R
= b ER{ERE
VPN | HitEEsth ‘e/aR” BREE | 10
BRENLSH.

— P ERPOE—TMX, —PRX
HEET—VPNIERE, AIRIELE
HDRIEEIEIRVPNIEE ST o
SHFRIEAIERREY: 100 20, 30.
40, 50. 100, 200, 300. 400,
500,

MISERHS ﬁz%gﬂ@s‘?ﬁ’ﬂﬁa‘ﬁ, RELURASURE |15
WL,

SR “BF/8R7 KXH
ZRBENSH.

faiR VPN KRR SR - -

(1 588

SRPEZAIVPNRIX AIEEIT RS, BOABIE—PVPNIERE (iRYIIRegionfish ) , PRLA
FERATECESVPNRMIKERIVPNIERESH, FHi5ESER2-2,

% 2-2 VPN &S H65HB

e 1588 EVER6I
AR VPNIEEZZTR vpn-001
VPN VPNEHEZHIVPN X ZFR vpcgw-001

i KimFMIEHEEZBIVPNIFEIHERA | 192.168.1.0/24,
HMEHOVPCEFN . SIFUTANIRE 192.168.2.0/24
PN ol IR

o EEFEFN, FTRAPHIEROHE
FABEMESEEFENFNEHITE
.

o FIIMIAMEL, FTRAFHEFD
HENEMNEZSEEENINEZ(8)
HITHIE,

WiBA
ZNNHEFRASZISFRMNERES,

T EHEIRFOSFABEMEHRVPNRIA | -

mJIPHElE, FBFSVPCHAEIVPNEIE,

SCRGRRA 01 (2025-09-25) IS © ERRAGIRAT 51



FEE FAMIES
5z =12

2 iEE Nz VPN 2#ifR

W
3

15388

BB+

ol

I F M e 2iEid VPNiLIEVPCHY A
PZRFI o iR W ER A BERR A
IHFMNERES, tBARRESKIFVPCE
BRXIFEEMER . T/ miEZIT
i FRIMERES .
1588

SN TR FMASIEFMWRES

192.168.3.0/24,
192.168.4.0/24

FCE7EVPCRIVPNFNEAIEIES /R
VPN, BEEEE—H,

EESEHE:
o HUEKE: 6~1281FHF,
HEeIELU T U= :

- ¥F

- KNEEH
- BHRES:

“|”

“~n

aE “~7
~
N
“ ” “on
@ . # .
“A”
/\ N
“ »
- S

“rn» [1
RN
“y” mon

M\
w,” “w,n
N

N
“agn
$° .
“yn “ »
N

“ ”» »

+

PR

Test@123

HIAZH

BB ZEER .

Test@123

SHEE

o FIABCE.

o HENEE: BENMAEIKERIEF
IPseczilg . HEXBCEIRBIEESNE
IKESEREF03E IPsecssHE

BENXEE

% 2-3 IKE %1%

24

ol

EEH5

INEEE

INERRRREE, IHNEE:
e MD5 (WEEZEMRAR, BER)
[ J
SHA2-256
SHA2-384
SHA2-512
BHAECE I SHA2-256,

SHAT (ItEEZEMRIR, BEA )

SHA2-256

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

52



FEE A4S

HPFPigE 2 iEE Nz VPN 2HifR
2% ol BYEHHI
mzEgx mzEgx, EFNEE: AES-128

e AES-128
e AES-192
e AES-256

e 3DES (ItEEXZEMRIK, BERA)
ZKINECE 9 AES-128,

DH&E X Diffie-HellmanZ A3 EX, ZIFHNEE: Group 14
o Group 1 (IWEEZEMRIE, BERA)
e Group 2 (WEZZEMRIK, EIEA)
e Group 5 (IWWEEZEMRIE, BEA)
e Group 14

e Group 15

e Group 16

e Group 19

e Group 20

e Group 21

BAOABCE N Group 14,
IENGRIdhEESR—, BNZSEHNE

K,
R IKEZZSAAHEIMY AR A, STIFAYRRAS : v2

o vVl (BLZENEAEE)

o V2

HINELERN: v2,
4 in[EHA Z B8 ( SA—Security Association ) BY4E7F | 86400
(%) AfiE, By &,

mEgEFEaE, REKEIEHENNE.
ZABCEI: 86400,

SRS 01 (2025-09-25) IS © ERRAGIRAT 5



FEE FAMIES
5z =12

2 iEE Nz VPN 2#ifR

2 2-4 IPsec =%

28 il =t =t

INIEEE INEIRFREER, SFHNEE: SHA2-256
o SHAT (WEEZREMRIR, E1ER )

o MD5 (ItEZLZMRIX, BIEA)
e SHA2-256

e SHA2-384

e SHA2-512

BIAECE N : SHA2-256,

IEEE MEEE, IFHEX: AES-128
e AES-128
e AES-192
e AES-256
e 3DES (ItEEZEMRIK, BEA)

ZRANBCED: AES-128,

PFS PFS ( Perfect Forward Secrecy ) Bl5g2£gil | DH group 14
LZLINEE, FARELEIPsechXERIRIER
PFSAESZIFRIEIX:

i %H)groum (B EZEMRIR, HIE
. EﬁH)group 2 (WEEZEMRIR, 51
e DH group 5 (tBEZZEMRIK, BIRE

F)

e DH group 14

e DH group 15

e DH group 16

e DH group 19

e DH group 20

e DH group 21

ZMAECES9: DH group 14,

(TIPS IPsect&imNTY A IR (ERNR MY, | ESP
SETRZS:NINE
e ESP
e AH
e AH-ESP
EABCE D ESP,

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

54



FEE FAMIES

)il 2 UhSIA\Z VPN 28R
2% pzkilz EVEHBGI
4 anfEER Z B8 ( SA—Security Association ) B94E7F | 3600
(%) AfiE, Sfu: .

FRIEFREE, REKBBRERDE.
BAIABCE/9: 3600,

A\ EE
DUTEEREMRIE, B1ER:
INIESSXL: SHA1, MD5,
mnEZ&i%: 3DES,
DH&%: Group 1. Group 2. Group 5,

7. HHAMIZHVPNRIXES, B “83%7 .

VPNRIXEZREINE, RASDE—MAMEOIP, BIVPNRIXSIZFRS “RXIP”
IR ERAYIPHELE o 1200 K IP 2 A3 VPN /LS EC B XS N ATIT i K IP o

AR

RN A FE/BBIVPNRXESETRE, VPNRXAPAE D “RiEE” . ZBVPNE
BEEMIZVPNRIXES, VPNRXAPASEHA “EE” ©

2.1.2 BEEELIER VPN RIX

BFa=
FAPIERVPNRIXSE, AEECIEIVPNRIX.

BIESER
1. BREEERHE

2. wEmEsarztmes Y B, SERENEE.
3. ERGER, BF WK > ENSENE .
4, EEMNSHASES “ELSEME” |
MR EregionBEE HAERWERVPN, SR EHSEmME > SR .
5. TEVPNMXFIZERAHAILUEBEVPNRIX

2.1.3 2 EEUFEAY VPN Rk
1. BRSNS
. remEssactees Y ER, SRERENES.
3. ERAEE@, BF WK > EHESEME .

4. FEEAMSHEER “ENERME"
WNERFRTEregionBEE _E&DWRVPN, 1HER “ EILERMNEE BARR”

SRS 01 (2025-09-25) IS © ERRAGIRAT 55



EINERMLE
=z =] 2 iEE Nz VPN 2HifR

5. 1 “ ZHEER” Rm, BEH “VPNRX” .
- EBE#RVPNRIXFRETHRIET IR ‘B2 > BXwmER .
- TEBERVPNRIXFRETHRIETIIEER ‘B2 > BRERNEE
- TEBE#RVPNRIXFRTEfTHNRIET IR “B2 > B3 .

6. IRIERESH, EXNVPNRIXAIHE, B SHIEAER.
BTfHE.

(& VPN RXEAREE

BERS:

FIFRIEE S PN ST A S,

BESE:

1. EREEEHA,
aEERsar Fass Y B, SEREHRE.
EEMSHASER “ EISEMS > 28E-VPNNE” ,
HNERFFEregionBRI% F&MIERVPN, (SR “ EilSHEME > EHiR” .

. & “VPNRIX” REBEIRVPNRIXRET, &1 ‘B2 > BENMER ©
5. RIEFRESH, EVPNRXAIBIRAERER

(1 88
VPNRIXSHRRABLEY . HXFE, BT, TR, PR, SE.
6. BE “HE” o
22 VPN RIXHEE
BFin=:
SVPNMKTHEABEHET R, AHERVPNRIXHE .
BRFPER:

1. EREEESS

. wEEssartmes Y B, SEKGINTEE.
3. ERGER, B NE > EUSEME
EEMSHIESEE “ BIISRENE > LB VPNRX” |
W EregionSEE FAMWERVPN, SR EHSEmME > SR’ .
1E “VPNRIX” REERVPNRXFET, HiE ‘B2 > EREE’ .
IRERESY, SIsRaEIEE,
g 4B,
(1) 388
o SF/GRITENMNXRETIFEINMXERE.
o IREITHEAIM I STIFE ISR M A = E .

SRS 01 (2025-09-25) IS © ERRAGIRAT 56



FEE FAMIES

BPiErm 2 ShE N\ = VPN 28R
{E24 VPN RIKIE

BiEm=:

VPN T KBRAIVPNIEEH A BER BT KAT, AMEXVPNRI IS

BIELE:

1. EREEESS

wEERslaE e ¥ B, ERRENRE.
ERGER, B NE > EHESENE" .
EEMSIRIEE BRSNS > LK VPNRX” ,
HIEFf{Eregion A% FERERVPN, BikiE « SIIEHME > Kl .
1F “ZBER-VPNRIX” REERVPNRIZTET, ER “EE > EXmig” .
IRIERESE, SHEIVPNRER L ERAVPNEEE .
B 4237,
(T 546
{E2VPN I RIEARAT, VPNZEEE R ST mEEs,
(&2 VPN X1+ A

Brim=R:

SRAPEEEIEHREITZEVPNMXAIT S UESOVEF /B RS, AMEEVPNMKM
BRI ZES 0,

[MARY:E

VPNRXIEFHEEF/ G AIREE &K, ib-JbmM. Lib-dbm—. R LB, ¥&K-£
B—. - -SRIl FR-RfA—. TX-2848. FE-FE. IEN-HEREE,

[ElE==Sts
o UHEDAEENEHREITE. SRHET R ENESITELNESF/8
=

o EOIEHIVPNIEEEZ/NTF101,
o IKSTEIEIZVPNIEENEIRERDF101,

RESE:
1. EREEEHA,
2. rEEEsasrees ¥ B, ERRKENERS.
3. ERAEER, BF NE > ENEERE .
4 TEEMSHEEE “EREHERS > SHEE-VPNRE |
YIS FR7Eregion RS FERERVPN, SEER < ISR > EHiR" .
5. 7 “2EER-VPNRIX® REERVPNRXRTET, SiE “E2>tas/ag’ .

6. & “REF/ER" BER@, B ‘HWE” .

SRS 01 (2025-09-25) IS © ERRAGIRAT 57



EINERBMLE
HPFPigE 2 iEE Nz VPN 2#ifR

AR
o BF/BRARAT, VPNERMFTETIRIVPNRXA RECIZEAIVPNIEZRIHE.

. %ﬁﬁ?&?@ﬁ/@ﬁ BET, BREVPNMXREEERVPNEZEN10MIEE/EBVPNKN

7. E ‘EREREF/ERT RH, WARTERENVPNRXER, EEREERK,
BE “EXMGT .

8. EXIRME, WINTRER, GEABMLHGN.
BE “HAERT , SR

2.1.4 BiJ8F /88 VPN R

e S T
LEEFREFEE B WSLAIVPNRERT, ANHEITVPNRIX,
(MARY::|

o CIEEF/EBMXAIFEHCIEVPNERE

. ZTIED;%EEE/@.EM%"FE@UEVPNE%, BITEF/EBMXEVPNIEESWELHIR, 52

BRELR

1. BREEEFS.

ceEssartaes Y B, SERSIRE.
ERGER, B NE > ELSEME .
EEMSHEEE “EIEREME > 281F > VPNEXE" .
HIEFEregionBEE FAERWERVPN, SR EHSEME > 2R .
5. 7F “ZEER-VPNRX® REFMEETHVPNFERET, B ‘855 > BT ,

ANERFrfEregionBREIE L& EIARVPN, 7 “ELHiR” RERFEITAVPNRIX
PREST, BE “BZ >R .

6. RIERMEIER, THIRITEF.

2.1.5 MFRIETFE VPN R

B(Es=
HILHFHAVPNRIXAT, RIIBRVPNRIX

;%EZVPNJ‘-_‘EﬁﬁﬁﬁE’\JVPN MXAETMER, B5EMBRERAIVPNIZERE, BRIFRVPNR

AR
BUERIREMXAPREICIRVPNERE, TEERFIMIR. NREWTRIZIEFHVPNRIX, &ALl

HIBRVPNMIX TRIERFEVPNIERE, VPNRISSBEEhEMR. MERVPNIEZSS 2.2.4 BiFR
VPNERE

SRS 01 (2025-09-25) IS © ERRAGIRAT 58



FEE FAMIES

FFiEr 2 iEE Nz VPN 2#ifR
BEL R
BREEEE,
EEEEsar ek Y B, SRREHRE.
EEMSHASER “ EHSHEMS > 28R > VPNRX” ,
HNERFFTEregionBRI% F&MERVPN, (SR “ EiSHEME > ZHiR” .
1F “ZBkR-VPNRIE” REFEMIRIIVPNRIEEET, %IE ‘B2 > JiR” .
IS FfTEregionEE% FAERERVPN, 75 “/2ER” BEFTERIIRRIVPNRIX
FRIE(T, iR ‘B2 > iR .
B ‘2,
2.2 8RR VPN EE S

2.2.1 6ll# VPN &%

Birin=

BIFSRR

BEERVPCHAYEMERIRSZ HRFEHIEIRER OTFAEMEER, BIEVPNRXEHEE
BUZEVPNIESE

EREEEHA.

EgEEsas et Y B, SERENRE.

ERHER, B NE > ENESENS” .

EENSHEE “EIEHME > SR > VPNEE” .

IR EregionBEE HAEMWERVPN, SR Bl SEmME > SR
fE “VPNIER” TNE, S “OIERVPNERE .

RIEAERTRESH, FeE "YW . VPNIEESHIES IR VPNIERE
SHRA,

% 2-5 VPN &2 505708

2y 15488 BB
X1 FRKFEHNERZ BRNAEE, FiEE | Fdb-Jtm=0
SO EFIXE, aJLARRRMZERTEE.
RSAHIEERE.
B VPNIEZZFR vpn-001
VPNRJ% VPNIEZHEERAIVPN X ZFR vpcgw-001

SRS 01 (2025-09-25) IS © ERRAGIRAT 59



FEE A4S
5z =12

2 iEE Nz VPN 2HifR

e

15388

E{EHEB

AN

AimF Mg B EEII VPNiGIE P At
LHVPCFM ., TIFLUTARNIRERNIRF
% :

o EEFN, TREFHIBEHLOLEAE
MESEEENFNHTER.

o FalmAME:, RRFAFEIEFOTE
FAEMESEERENNEZEHTE
.
iBg

NN FRNASIFFRNEES

192.168.1.0/24

)

192.168.2.0/24

S

ERVEUR O FABE M HRVPNEI AR IP
#otit, BF5SVPCAREIVPNEIRE,

Yo i )

i PE R Z2iBId VPNIE)VPCAI A
BT o Azeii o0 o0 B A BEAR AN i
MEER, tEARESANinVPCERRIXIE
ié%lﬁ.uéﬁ\ Tl AT £ ) o R EE
1548

EN K F PR ZISFMMERER .

192.168.3.0/24

K

192.168.4.0/24

FLEE= EVPNIEEIZE, BB 5K
MLEVPNIRBECERIZIE—3 ., WZEA
FVPNIEENE .
EYESEE:
o HUBEKE: 6~1281=F%,
o BEEHELIT L=
- ¥=F
- KINEFH
- NS 81F ‘7 . 7.
“!” . “@” . “#” . u$” .
“%” . “/\” . “(” . “)” .

“ 13 ”» “ ”» “ ”»
- AN S + N Y

“r» “» “rn “ )

v 1" ¢ {7« N

“ | » ||\|| nn nn u/u “w,n *D
N LNEEEIERN RN N .

“,”

Test@123

HIAZH

BRBATHEZER.

Test@123

BHREcE

e FHINECE.

e BEBHEE.

o BENEE: B5IKEFERIIPsecE
B, BFISEVPNEENZEX, X
EeEiREES I IKERESFIZE IPsec
&,

BEXEE

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

60



EINERMLE
BPFPigE 2 iEE Nz VPN 2#ifR

& 2-6 IKE 5KHB%
S8 15488 EEHH)
NEEE INIERRREIE, SHFRIEE: SHA2-256

. MD)S (EEELZEMRIK, BE
A

o SHAT (LkELXZEMRIE, BE
)

e SHA2-256

e SHA2-384

e SHA2-512

BUABLE N SHA2-256,

IZEEE MEEE, IHFNEE: AES-128

e AES-128

e AES-192

e AES-256

e 3DES (WEEXLZEMRIK, 1BIE
F)

ZAECE N AES-128,

DHEX ED’Jiiﬂ;Hellman&hﬁﬁﬁﬁﬁ%, ¥ | Group 14

e Group 1 (WEEZEHRIR,
BiER )

e Group 2 (WEEZZEMHRIR,
BiER )

e Group 5 (IKEEFZEMRIR,
i51EA)

e Group 14

e Group 15

e Group 16

e Group 19

e Group 20

e Group 21
EIABCE S Group 14,
7S IKEZZSARARMYAR A, SZHFAYRR v2
K:

o V1l (ARENBAIHEE )
o V2

EUAECE: v2,

SRS 01 (2025-09-25) RIS © ERRAGIRAT &1



FEE FAMIES

BFEr 2 i\ VPN 28R
2H 1588 EY{EHHI
4onEHA Z2Bk8 ( SA—Security 86400
(#) Association ) BU4ETERTE], Ef:
o
mlBEEFNEE, L2EBRBHE
B
ZOAECE Y 86400,

2 2-7 IPsec =&

2H ] BYEFpI

INEE X IWEIRREL, IFNEX: SHA2-256

e SHAT (IHEXZEMRIE, BIE
)

e MD5 (tEZZEMRIE, BIE
)

e SHA2-256

e SHA2-384

e SHA2-512

FIANBCE D SHA2-256,

nZEx mEEE, IFNEx: AES-128

e AES-128

e AES-192

e AES-256

e 3DES (tEXZEMRIK, BIE
B)

PRINECE S AES-128,

SRS 01 (2025-09-25) IS © ERRAGIRAT 6



FEE A4S

s 2 UhSIA\Z VPN 28R
2% 1548 Y&l
PFS PFS ( Perfect Forward Secrecy ) B | DH group 14
SERIMEEINEE, FKRECEIPsec
b&E e TR
PFSEEZIFRIRIE:

e DH group 1 (IWEZLZEMER
&, B1ER)

e DH group 2 (ItEEREMR
X, BiEA)

e DH group 5 (ILEEZZEME
%, BIEA)

e DH group 14
e DH group 15
e DH group 16
e DH group 19
e DH group 20
e DH group 21
ZHABECE: DH group 14,

EZETIIIN |Psect&iFNTI AP EIERTERRY | ESP
ZE&iMY, BrISFaImY:
e AH
e ESP
e AH-ESP
EUAECE I ESP,
& an[FHA LB ( SA—Security 3600
(#) Association ) BU4ETZRTIE], Ef:
*&O
mlEEEEFEE, Z2EKBBHE
EE2 71N

BOABCE 9. 3600,

AR

IKEZRERHERE T IPsecBREEMEMEBRAIINZFNAIEEX, IPsecREEISTE 1 IPsecEXUE(E
BEREFEFRRIMNY , MIZLARINESE; XESEFEVPC EAIVPNIERFNEEUEHORY
VPNRREEHRITHERNES, SNESHVPNEEEILER

UTEEZEMRIE, BIEA:

e IAIESEX: SHAT, MD5,

o /NETBEE: 3DES,

e DHE%: Group 1. Group 2. Group 5,
7. BFE RBR7 .

SRS 01 (2025-09-25) IS © ERRAGIRAT 63



EINERMLE
HPFPigE 2 iEE Nz VPN 2HifR

8. EFEARFERXITRME, BTHEEEECHIEFTOARE T E X Li#HTIPsec
VPNZBECE .

VPNIREXIFIIRIES MBI F T IAS A ZHITVPNISRE? .

2.2.2 BEEEEIERY VPN &

BAFaR
FPIRVPNIERS, AIIEECOIRMVPNES.

BELR
1. BREEEHE.

2. rEEmEsiarrfes ¥ EE, ERERKENES.

3. EREEeREER, BT RS > EEENE
4 EENSHEEE “EIEANE > SIE > VPNES” |

SNREFTE reg|onEﬂ$J:é*z'mlLH)§VPN, BIEE “EIERNE > SR B
EE “VPNLE}:Z ”

5. 7E “VPNi&E” ﬁEE’JVPNﬂ%EEP, BEVPNIEZEE, AJLATEVPNIEZFRE
gr BE “BME JIR “RESFET , EERVPNIEEIIRAYIKESRIEANIPsecsREg
3

2.2.3 {EXELIZERT VPN 1EE

BFn=

VPNIEZ 232 7VPN R EFIIMEREUR A OVPN R 2 BRI ERE . 2 VPNIEEAIM
BT, ATLMEXKVPNIERE,

A E=
[EQVPNIERSRECER, BREFIIXE, FHEIRERME.

1IzESZ§‘ﬁé=E SERTLMIRIR0EE, A= EAEIKEE s FHAZIHAIEEEITE
o

BELR
1. BREEE

2. EEERflartfes Y BiE, SRRKENEE.

3. EREERBEENER, WE RS > BNEERE"
4. AEENSHESEE “EIEAME > 2IIR > VPNEE"

WNERFRTE regwnEﬂfJ:éé%u;lLH&VPN, THIERE BTN > SHEiRT . B
& “VPNiEE" ¥,

5. £ “VPNEE® REPTFEIENAIVPNERFIET, BdE 1B .

SCRGRRA 01 (2025-09-25) IS © ERRAGIRAT 64


https://support.huaweicloud.com/vpn_faq/vpn_faq_00002.html

EINERMLE
HPFPigE 2 iEE Nz VPN 2#ifR

6. RIEREIERELESH.

(0 #i88
VPN EZFRABERFPNY . BXFE., #HF. THIZE. fhldk. =86
7. EEE “E /_\'-‘E” o
2.2.4 P& VPN &3
12(Eps
LEEHEAVPNWLE . EERMMESER, THRVPNERE.
LISEHOVPNRISEIT ZE IR ERT, MBRRE—NVPNIEERT, SERHMEREEN
VPN,
BELR

1. EBEREEESS.

2. mEEmEsiarrfes Y EE, ERRKENERS.
3. ERHEE@, BF NE > ENEERE .
4. TEEMSHRSEE “EIISHEME > ZHEE > VPNEE" |

SNRFrfEregionSEE L& BVARVPN, 1BikE “EINE RN > L8R . 8
& “VPNIERE" IE,

5. 7& “VPNiER:” REFrFEMIBRAOVPNERZRTET, 118 ‘82 > filkR” .
6. $$ “IEE” .

2.3 Z8R VPN 18 ( EFRTH—/Z&FRE—)

2.3.1 AL VPN ( EFaEH—/ZRE—)

k)

ZOANBIR T, fEVirtual Private Cloud (VPC) HFREMRIRSZS B L ESEE CHIEIEH
OERFAE MEIRTEBE . NREEEISVPCHI R ZIRSSEMEIEIEROTHFAB
MEIER, el EAENERMEINEL, R EEEEEVPCHEIZEVPNHEFHZ LA
Amy

388 RY IPsec VPN PIRIXSE RFMSEE

WNER-1FR, RSEEZPEEHBETVPC, HEBFT240FM (192.168.1.0/24,
192.168.2.0/24 ) , H{EBCHIEIES()Router FtBE2MNFM (192.168.3.0/24,
192.168.4.0/24 ) , 1ZaILUE@IZVPN{EVPCARRIFM SHIER O FMNEHEE(S.

SRS 01 (2025-09-25) IS © ERRAGIRAT &



EINERMLE
HPFPiEE 2 iEE Nz VPN 2HifR

2-1 IPsec VPN

VPC OB
=l A1
192.168.1.0/24 192.168.3.0/24
Router — | Router
Z/2 Ipsec VPN /2
192.168.2.0/24 192.168.4.0/24

ZFFREIRVPN ( Site-to-Site VPN ) , BISEEIVPCFMFAFEIEHOBEMNE
fE#3zIPsec VPNRI, IBHEIAIUFHIEVPNRIFFPEUEFOHEIA R 3P

1. BRPEEROESZISREIPsecMYANRE

2. bBRIREEILASECHRIZIAIAMIP ( NAT IPHESFF) o

3. VPCFMMARPEIEFOFMAHRR, RFREEROFME DRRERA,
wEU EFMfE, EcEIPsec VPNEY, FHERIEMHIKESREELAR IPsecsRERECE—3K,
AimFMEHER .

BeEchfe, HEBISTAMEIERARAVPNIE

B{Fn=
EISHITIZIES, EATLIBIRVPN, LUEESHEIR-R O S RIRS B —RIRE
ML SAEBERE.
BUE SN
o BWIARLIAERVPCEACIRS M. IMTSIRREIFAEZRVPC, 52 AR
AESHFN.
o BHWARLIESVPCHIRSENNCERE, ECSBEER. MTRERLEM
W, ESNRSENN
BELR

1. EREEEHA,
2. rEEmEsiartfes ) BiE, SEREGNRE.

3. EﬁEELQEE&Eﬁ, yvici = =l sk (Y g S 2 RS
4. HEEMNSHISER “EUERMNE" .
ANRFRrfEregionBEE L& EAVAMRVPN, 1E5i%E “ BIAZRME > 28R .

SRS 01 (2025-09-25) RIS © ERRAGIRAT 66


https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0030969470.html

FEE A4S
5z =12

2 iEE Nz VPN 2HifR

5 & “EMERAME” FE, BE “WSEVPNT

WNEFrEregionBREE LIV hRVPN, £ “EHNR” JE, B2F ‘WX

VPN”
6. RIEAERTEESH, FRE ‘UAWXL” .
%éﬁiﬁ"ﬁﬂyuiz's\ %2'9\ §2'10FE7J_TO

%= 2-8 HEAS¥

RPN . i 7P ERAS
BEE AN TR B S, thABEE
AigVPCEBRIIFIEEMERE

2 yizl:lz BEE5
Xig AEXIFHREZ EHNNAERE, PSR —
IBIEFERIEEFNXE, aJLARE
{EMLERTIE . I’SIHIENERE
HEER VPNIZIFRFTITE . BEITE
2R VPNZR, VPN-001
VPC VPCHIZTR VPC-001
i+ KipFMIsEE®BIVPNIFEIER, | 192.168.1.0/24,
AHERILZAIVPCF I o 192.168.2.0/24
A B 1ERVEHEHIO S FABE MEEHRVPNEY | -
MIPHELE, FBFSVPCHAIVPNE
&,
JVATIE e mim B EEIgVPNIGEVPC | 192.168.3.0/24,

192.168.4.0/24

e BHENXNEE: BENXEEIKER
BEFOIPsecEREg . HHXECEIRABIE
20Z%2-9%0172-10,

HE=%4A BEETE = EVPNIEZAIZE, FE | Test@123
5AR1MEVPNIZZEENZA—
M. AT VPNIEENE .
EVESEE: 6~128(1.
HIAZE$H BRaATEE==EE, Test@123
SREE o ZHAELE. BENXEE

S5k 01 (2025-09-25) WRIERE © HERRARBIRAT

67



FEE FAMIES
5z =12

2 iEE Nz VPN 2#ifR

% 2-9 IKE 18

e

15488

E{EHEB

NEEE

INIEIRHREEE, ISTHIEE:

e MD5 (WEZXEZEMRIR, BlE
B)

o SHAT ( WEIZLZEMRIK, 1B
18R )

e SHA2-256

e SHA2-384

e SHA2-512

BUABLE: SHA2-256,

SHA2-256

IR RES

NEZ&E, SHSHEE:
e AES-128
o AES-192
o AES-256

e 3DES (ItEZZ2MRIK, B
==z D)
BRINECE 9. AES-128,

AES-128

DHEE

Diffie-HellmanZ$A3cia &%, &

FHIEL:

e DH group 1 ( WEXZEMR
%, B1ER)

e DH group 2 ( WEXLEMER
&, B1ER)

e DH group 5 (ILEEZZEME
€, BIEA)

e DH group 14

e Group 15

e Group 16

e Group 19

e Group 20

e Group 21
EABCE S Group 14,

Group 14

RS

;EE%“‘%HE&TJ}&H&R SIFRYRR

o vl (VIIRAZEMRIR, WIRA
Pi)ﬁ%ﬁﬁvzﬁ)ﬁm EWNOEEE
v2

o V2

EOANECEDT: v2,

v2

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

68



FEE FAMIES

BPiErm 2 ihEE A= VPN 28R
2 )] BYEH£5
AR (7)) LBk ( SA—Security 86400
Association ) B947ZRTIE), B1u:
,
mEERgEFEE, ZEEERIEH
EBIHE
ZHAECE N 86400,

ihEstE= IERRIKESERRRAS “v1” BY, BILL | Main
BcEEER, BUESFMain.
Aggressive .
ZIAECE I Main

2% 2-10 IPsec 5508

e 15488 EEHS
INIEELE INERRREE, IHHNEE: SHA2-256
o SHA1 (LtEZZEMRIK, 15
85F )
e MD5 (WEZXEZEMRIE, BE
F)
e SHA2-256
e SHA2-384
e SHA2-512
BHAECE I SHA2-256,
ER=FS EEE, ZIEN&EE: AES-128
e AES-128
e AES-192
e AES-256
e 3DES (ttEXZEMRIK, 15
&R )
BAECE N AES-128,

SCRGRRA 01 (2025-09-25) IS © ERRAGIRAT 69



FEE FAMIES
5 mbi=12)

2 iEE Nz VPN 2#ifR

ol

E{EHEB

PFS ( Perfect Forward Secrecy ) B
SSERIMRZEINEE, AkRECEIPsec
hxEth s E A .

PFSEETIFAIEE:
e Disable

e DH group 1 (IWEZZEMER
|, BER)

e DH group 2 ( IWEXREMHR
K, BER)

e DH group 5 ( Lt EXZ MR
€, BER)

e DH group 14
e DH group 15
e DH group 16
e DH group 19
e DH group 20
e DH group 21
ZRAECE: DH group 14,

DH group 14

&Y

IPseci&iamFNEt 3= F P &R EFERY
ZEWNY, BRI

e AH

o AH-ESP

e ESP

EABCE 9 ESP,

ESP

anfEHE (%))

ZEXBE ( SA—Security
Association ) B9%ETFRTE], B{:
o

HREEFIEE, LEEEEH
B

EAECE S 3600,

3600

AR

IKESRBBISTE T IPsec BREEMN RPN BRAVINEFDAMESE, |PsecZRERISTE 7 IPsecfEE IR G
BYERPERIAOIMNY, INZLASINIERR; XLSHIEVPC EAIVPNAIEEIEHOAIVPNA
FEHTHEENEE, SUSSHVPNEEEIEE,

DUTEEZeMRIE, BIEA:

o JAIEEX: SHAT, MD5,

o INEEE: 3DES,

e DHEjX: Group 1. Group 2. Group 5,

S5k 01 (2025-09-25) WRIERE © HERRARBIRAT

70



EINERMLE
HPFPigE 2 iEE Nz VPN 2#ifR

7. BEXHB.
Bl MINE=91%IPsec VPNSOEL— N CIPHELE , 1ZBHIEAVPNTIESF, 2
BUEZRIVPNRY AR it . ERE SRR OB EX IRIRER, iTihNEEE
BB iz Pt

8. RBRFERINTRME, BREEEE CEIEF ORISMRIE RIS L TIPsec

VPN BB E .
2.3.2 BE S VPN
1BEps
FAFPWZVPNG, alLAEEEMZIIVPN,
BES R

1. BREWEHE,
2. rEmEsiactaes ) BiE, SEREGRE.

3. AEREELReEEER, HE NS > SRR’ .
FEAEMISHESEE  BUERRE”
U {Eregion A% LA RVPN, [SHEE il SEE > SR
5. “EIEARE’ BE, BTENSHIOVAN.

MNRFEregionBEL EEMWIRVPN, £ “ZHIE” RE, MAEIEWI
VPN,

HAVPNAPRSEBUNZE2-11Fi7R,

& 2-11 VPN IKZE

W& ol

IE% ZHVPNEIZpINH ELMAFRBREIER O IERIEER,
ERIPRE.

RiEsZ ﬁﬁi@ﬂ@ﬁiﬂj, (ERFMBFBRSEROEERN, Ex

ellfeis LERFIEFECRVPNE, ERUIRES.

B HRFIEAFHVPNERE, BRIRE.

llERes LERFIEERBRVPNES, ERIAZES.

) SFEBERT, ERIERE.

IRES VPNZEHIARLERS, ERIRE.

SRS 01 (2025-09-25) RIS © ERRAGIRAT 7



EINERMLE
HPFPigE 2 iEE Nz VPN 2HifR

2.3.3 {22 VPN

1B(EinE
MR AIVPN R S SRV PCRIA S T E BRI M NS AR, aEiEy
VPNEERIANHITIEEE,
BELTR
1. EREBEEFHE
2. E%ﬁﬁﬂéEL%EEOEE,EEBHWﬁEO
3. EREELAREEIEE, B2 RS> NSERE .
EEMNSHIER ESHEME .
HNERFTTEregion BRI FAMIIRVPN, SR “ EHEHENE > 2ilF” .
5. 7 “EREENK REFTEEKIVPNET, B YEX .
MR FFfEregionBEE L&D WARVPN, £ “RBhR” REAEEXAIVPNITTE
17, BE EN .
REREETRESH.
BE R .
2.3.4 fifif% VPN
e S
MTEHEAVPNL . EERMNEEEN, STHRRVPN,
BESR

1. BRSNS
2. réﬁﬁﬂAﬁtﬁaﬁﬁaﬁ,%&zﬁmmao

3. aEEEeesEEE, wE W > ENEERS” .
FEENSHESEE * ENSANE” .
U F fEregion 2/ LA M VERVPN, FSIEE * iSRS > S8R .
5. 5 “ERIERRE” REREMRGVPNGET, BF HE” .

SNERFrfEregionSEE L& EVARVPN, £ “EHLR7 REFRFRMBRIIVPNERE
17, B BIRRT .

6, $$ “xEE” o

2.4 28R VPN ZFEETE

SRS 01 (2025-09-25) IS © ERRAGIRAT 7



FEE FAMIES
5z =12

2 iEE Nz VPN 2#ifR

2.4.1 BB
RSt

BRIELR

7.
8.

0.

e BF/8R

HELNERENETRITE . SSOSRT R EIRFEIT RS e/
B

HEE A UAEFRregionlERE
EEIZEAIVPNIEZEZE/NF 101,
W= T EIZVPNIEZNBEAIREAR DT 101,

TREERSE

caEssartaes Y B, SERSIRE.

ERHET, BE WNE > ENSENE” .

EEMSHEEE “EIEREME > 281F > VPNEE" |
YIERFR{Eregion EFIS FAERIRVPN, BikiE  EIISAMNE > KikR” . &5
& “VPNRX” TRE,

1E “VPNFIX” BEERVPNRXEIET, % ‘B2 >#a5/aa” .

£ Ras/aR’ BERE, BE HE .

AR
o BF/AAKRHT, VPNERMFTETIRIVPNRXA RECIZEAIVPNIEENHME.

o %ﬁ%‘%ﬁ?@fﬁ/@ﬁ HET, BREVPNWXREEEIVPNIEEEA 10N B E/S B VPN

£ ‘RFEHAF/ER7 FE, WAFERIFIVPNNXESR, EREEIK,
BE ‘BT, EAZMLRE,
TEXIRE, FBMTRER, ERUEIEIE.

10. B “BRIAEER” , SRsZfT.

(0 588
REREFE/EBRBERAEZMBEREEWS,

2.4.2 IR R T Ba HHoEkbEEC

IS

HELNERMETRITE . BSRIFRHE R ERHEIT E S N T s

& B LASLPRregion LR N

BFPRR

1.

2.

ESEEEGa
EEEEsar ek Y B, SRR,

SRS 01 (2025-09-25) IS © ERRAGIRAT E



FEE FAMIES
5z =12

2 iEE Nz VPN 2#ifR

3. ERFER, BE ‘NS> EUEEANE” .

4. EEMSH=EE “EIERME > 28R > VPNRX”

WNERFRTEregionBREE _EL&IARVPN, 15iERE “EINERMLE > LR , B
& “VPNRX” &,

TEVPNMXFIZRTAMHE, 1wEFEBERVPNRIXERTEIT -

6. FEBIRVPNRIXERTETRY “#R4E” 51, 1R "B > BHRE 7, HNEXHE
I

7. IREBIFEREKXN.
8. BE “RBXR7 , RS EHITHE RS
mlﬂ%fé, ’{TJ'T_T L-l-%J:.l,HEQEX&o

2.4.3 BHEEHRSEREnEEE%HT

HURRSR

BRAFE R

2.4.4 3RE
ARG

BIFE R

;‘Iézﬁ‘tnihjﬁﬁ?%ﬁ'ﬁo BRI 5 R B RS RS RBRRERIRFITELIVER

& A LALFRregionlIERE S .

1. BEREERFS

2. rEEmEsiarrfes Y ER, ERRKENERS.
. ERGHER, BF WL > EREENE .
4. TEEMSHEEE “EHSHEMS > 28k > VPNRX”

WNERErfEregionEREE L& ARVPN, 15EEF “ EIERAMNLE > S8R ” , B
E “VPle—XJ*” ﬁ§°

. TEVPNRIXFIZFRIAME, EEFEEIRVPNRKEIEIT.
6. TEBERVPNRIEFRTEITHY “1R(E” 71, &R “B2 > BXHER 7, HANEKE
ZERH .
7. FEEXEERME, EE CTEIME > BrmitE”
8. Bf “IBXR7 , SiREiRRERRET TR

ek s/a8n

HELBEERIEREITE, DS RENEEITEL e E/88.
T E B LALFRregionlIERE S,

1. EREWSHA
2. rEEmEsiarrfes Y ER, ERRKENES.

SRS 01 (2025-09-25) IS © ERRAGIRAT 7



EINERBMLE
=S =] 2 iEE Nz VPN 2#ifR

3. HERZHR, BE “NE > ENERNE”

4. TFEEMSHZIEE “EBINERMLE > £HhR > VPNRX”
ANEREFfEregionBEE E&BIVERVPN, BikE “ EINERAMLE > LMK , 8
& “VPNRIX” T,
FEVPNRIKFRTUE, SR BERVPNMERTET,

6. TEEMRVPNRIKFRAEITAY “#3M4F" 7, &iF "B > BNwR 7, ENERH
EIH

7. HFEEXTERE, EF ‘TERE > EwmitE’ .

8. BFE “RBXR7 , iR RERIREIE TR

9. JR[EIVPNRIXFIZERRME, BRIEZEERVPNRMKIET.

10. EBEFRVPNRIKERTEITRY “1R4E” 31, 1518 “B2 > ReF/8R 7 .
1. BF ‘e’ , $NRSEeF/8BTH.

12, EREEIK, BF ‘AT .

13. EEZfAAR, BE “RIMIFK .

2.4.5 65 /6 8 VPN EEHF e

2RSSR
BF/BAENAT, FHRVPNRNXRZIHERSFHC.

IREL TR
1. BRZEREIE,
2. fEgEEflartmpt ¥ R, SRR .
. ERFEER, BF ‘NE > BUEEME" .
4, EENSHRER ELESREME > ZHER > VPNRIX” .

NRPFTEregionEEE L& EIVARVPN, EIEE “EINEAME > LMK , 8
& “VPNRIX” TE,

5. TEVPNRIXERTE(T, &F “EZ > EE” .
6. & “IZgME” RE, EEERVPNERE, BF 2R .

IEINVPNIEE S, SMEEESHERREBNIIEEMAIEANER, EFANSH
EECERIEM

MERLY::
BF/8 BWSLAIVPN RIS E B AN STHFIREC o

2.4.6 /68 EIP FHiEHTic/FEFlc

BAFTER
1. BREBEHE.

2. rEEEEflartmpt O BiR, SRR
3. ERFER, BF ‘NE > ENESANE” .

SRS 01 (2025-09-25) IS © ERRAGIRAT 75



FEE R4S
5 =12

2 iEE Nz VPN 2HifR

FEEMSH=EE “ EPTRMES > 28R > VPNRX” .

SNRFrfEregionSEE L& EVARVPN, 1BIEE “EINE RN > 28R . 8
E “VPNlX_X_I*” ﬁ§°

AEVPNIKFIZRITE, EEBRVPNRIKERET
FEEIRVPNRIXPERTEITRY “BIF” 51, IR ‘B2 > BHE 7, BNEXTE

BIH

IEHENE, EF “Filc > #4E 7 , BEEIREEAN, BE 1R .
- HRNKEMNTENBIZAER.

- SRRV NRBEEEEERE

AR

o BF/ERARETFEIHAGEEREA.
o AF/BRAREFIEEE.

SCRGRRA 01 (2025-09-25) IS © ERRAGIRAT 76



EINERMLE
HPFPigE 3 &g N\z= VPN

3 #ZZig ANz VPN

3.1 BIGANEVPNREETE
3.2 RIEANEVPNIRSIHEIE
3.3 RIFAEZVPNEFiREIE
3.4 BIGEAN=VPNEREER

3.1 ZBig A= VPN <&
3.1.1 6l# VPN R

mEHR
WMRBEEFRRIMRBITIEEAVPC, FEHPOILIZE G EVPCHEREAIRN kiR
Z, EFERAREAZVPNZEI, EEZ6ZEVPNMNX,
YR5IRE
FBP&RZ0]EIZE5071NVPNR,
BUIRSRE
o BIAELIFABEVPCEREIETH . IMTEIZELIFABT=VPC, 52 W EIERENL
PHWBE=MNFM .,
o BRINEIFAEEVPCHZLENMNEAEEE, ECSIEEEE .. Ui aLTLEM
), B2 NZEEMN,
BELTER

$E SREEEHE.
S0 rEERtiar taes O BiF, SRREMERE.

I3 Eﬁﬁ&tﬁ%é&gﬁ, WEtE LS > RIMERMES VPN

SRS 01 (2025-09-25) IS © ERRAGIRAT 7


https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0030969470.html

FEE FAMIES
5z =12

3 &g A= VPN

SRA EEMNSHEE, &F “EUTREMNE > RIAR-VPNRX”
S5 BE “WIRARVPNRX” HALIRAZVPNRKXITHE, 2E “QIELZIKAZVPNK

x”
o

S£hR6 RIERAEMEREESH, BE "YWL HemsZd.
VPNRIXS#IESNER3-1,

% 3-1 VPN MXS%0508

24

AR

EE51

X5

RS R PRI RY X E AT ARSI M 4R BT 5E
NTREIHIEE
ARIKIHHRIRZ EMNEAERE

IETRIE L 2
1TEHE

BIR

A VPNRIFAIZIR

p2c-vpngw-001

EIFETR

R EIMFAB TVPCER

vpc-001(192.168.
0.0/16)

BEXFM

FATFVPNMXFIVPCE(S, IBIHRERIIERF
MFE3 MR LA LA S ECAIIPHELE .

192.168.66.0/24

A

ZHFEWEN
IS ERITS BT A

R LY

AJAX

A AXEEER—HRA, BAOFIMNSEER
HEXIE ., ER—VPCHENTHEXSATAKXK
ZIEAMEE, fJAXZEREMEMERE .

o IEFEMITRULTRAXE, DIUEERITH
AKX,
HEER T AXAVPNNXESEESHIATH
Mo BNERIEVPCARRIRATER A B XIEE
MXAYRTARX .

o HNEFE—IMHEKXAS, nNEFILa]AXEIE
VPNMZE

BEX1. JEKX
2

VPN XERZ Z3510 1B ERIVPNER:, 2]
EIEEEIE, SIFRPEEN .
iAE
BEMIEEE 10, 2ESVPNMXIUARM10MR
EHIVPNIEEEH,

10

EIP

FFVPNMXZFIZ Fimdt{ TMEEIERE .
o WITE6UE: WMISCIREIP, FHMISCEIPRYITZERIESS
FEEER,
o FHEH: FHEEHEIP, (NZiHEAMm=S
=HJEIP,
i54A8
(EEEGEIPE, CAEPHITEETNRE,
Al haE/an.

mEelE

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

78


https://support.huaweicloud.com/productdesc-vpn/vpn_01_0039.html

FEE FAMIES
5z =12

3 &g Nz= VPN

SH

Lz

BB

SR IP

X

X “EIP” & ‘Tt iFEREE.
£nfSBGP: AJLURIEIR ERIS IS MY LRI B )
AMIEREEHS , LAREFE P ERRIMESITEERR
S ARIPEREIRIIF AN RIES WA ZHRER
MIP,

LEBGP

X “EIP” i&iF “HifEelE” iFEREE.
EIPRIRHEE A/, B Mbit/so

o FRB{FRIZEIPEIZMVPNIEEIYS DI S B
ZEIPRYE AN, FREVPNIEERHE SRS
ARREABITIZEIPHY T B AN o
UM RERIIEIPRITE R AT, Balftis
ﬁE?%iﬁ%@ﬁVpN@%%ﬁ, BIRRIMF
AR o

o MIFHEREEPEESEMNIRIHERHT
=o
o MIFAPEARIFRITREENEENFTREX

Mo

bl
By

20 Mbit/s

T Ba A

X “EIP” &% “TIESIE” HNEERERE.
EIPXS R ZEXTRAVEIR o

p2c-vpngw-
bandwidth1

BRRE/
n&

o VPNIRSZHIRFITE, SIEREIIE, &AL
BUE 2017

o IREIRERN, ALUSREMFE, tBAlLIE
EMEIE

o MENIFRALIBERE “‘EFMEMNFRE”
HITEER.

ADENELS

AERFRIFESR T, WRAE “ Bapiess”
IRE, RASEIRIRSWIAHKEIEAE BN
17825,

o ZAWLIA=, BalEERINI—IR.

o HFWLIHR, BENEEFEIN—F,

-

3.1.2 (&2 VPN Rk

7

FAFRIEVPNMX/E, FILAXGVPNMXERERHTIEN, BESHRIIEE.

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

79


https://support.huaweicloud.com/productdesc-eip/overview_0001.html
https://support.huaweicloud.com/productdesc-eip/overview_0001.html

FEE AL
PSR

3 &g N\= VPN

BIFSR

BREERHE,
wEEnslar s Y B, ERREINRE.

EREE e tElE, i A > EEERE VPN
FEEMSHE, &E “ENEENE > SUER-VPNFEE" .
B “RIEATVPNRIE” N “BRisAN=VPNMX" A,

o [EEMVPNRIESGHR: BHEVPNRIXESIRENN LRt 8L A" .

o (EMHPREEIPHE: BEVPNMXER, £ “‘BAMERE > BEAMIPY XiF, BE
CHEAN AR ST FERERBIIA

R

3.1.3 &F& VPN %

IR

BRIFLR
gz

N

SRR

43
SR
RS
+LE6

FFIEVPNMX/E, AL ELSZRIVPNMXRIEXERHITES

HREEEHIE,
weEnslar et ¥ BiF, ERRKENRE.

EREE LR EEE, HE R > EIEERNE VPN
FEAEMSHE, B2 EUSERE > MUR-VPNE” .
B U AZVPNRIE” A “EIAZVPNRX” W,

BEHEVPNRXRIBTIR, EEVPNRIXKIFE.
o  EFURAIFERNIERINERN, JUBEBEN TS
- BEAXEE: JBEBRVPNRXEREEFEEAMIPEREE .,
- RSB TEERSHERNEE. INEHEE. SREE.
- & TaESRSBIFCEIMVPNERESE, 8IFID. Eilittt, SohRits
tE. _EZRRTE. ANBFEFEBH . BHEFEDH. AQFEES. HaiiEe.

- & TEFHEEVPNNXE ARSI S RIS E,
o  EFURAEZXEEAOSAIL (Ath) BF, afABERUNTERS.

- BEXER: J&8BVPNRXEREEFEELANMIPERES.

- RSB TEERSHRERNES. INEHER. SREE.

- FPFERE:. gaactgnArMEFE.,

- IplARE: AIEENMXRREES, 812/ ID. BFE. BRIME. @ik,
EEFTAdIE,

SRS 01 (2025-09-25) IS © ERRAGIRAT 80



EINERMLE
BPFPigE 3 &g N\= VPN

- EE TTEESRESIHCEMNVPNIEREE, S1FID. Bt SChRit
tb. APBTR. L&EE. ABEFDH. HhEFHH. ABHEERE. &

BEIEE .
- RE: JEEHEIEVPNMX(E SRS S BIIREE
----45TR
3.1.4 5BiT VPN g%
R
HAEPLTEFERVPNRXAES, aJLUEITVPNRISE
YR 5RE
o TEVPNMIFIRSALTF “BlEEch” . “BEgrh” . “IBiToh” SREE, FeeHT
VPNRIFKIRITIRE
o UNERVPNRIXSPERIEIPITEEN NIERE, 1IBITVPNNXIISRIISHRSIEIP, YIS
SN IPLREEIREE , BABERITEMFEITEREN .
o RBITVPNMXSSHKEAIVPNIERZ BN’
o IBIJVPNMIXRETS, BAERAIRSZSIHERBEEEEIMER.
BMELR

$B1 EREPEHE.
£ rEERtlar Hans O BiF, SERERE.

SER3 EREA RS EEEE, EE R > SRS VPN
S EANSHE, B “ENEHNE > UR-VPNEX" .

RS BE “BIRARVPNRIK” HAN “Big A\ZVPNRX” IRHE, LEHEIRVPNRIXKERIE
FIRY “EZ > 1RITV .

H$6 IRIFEFREIER, THRIRITIRE.

3.1.5 4BRESRERN IP
Sk

RFRIEFEENELIZRIVPNIIXEBEEIP
BEPR

SR BEREEEHE.

£ rEERtiar et © BiF, ERREMERE.

SRS 01 (2025-09-25) IS © ERRAGIRAT 81



FEE FAIES
5z =12

3 &ig N\z= VPN

EREE R e, i A > EHEERE VPN
B “EIs ANEVPNRIX” HALRIGAZVPNEIRHE .

FELRIRNZVPNRXTUE, EEERVPNRMXRET, REREIIN “§2 > 45E
EIP” ,

RIERERR, EEFEHENEP, BERE.
MERTY:
BRI ARIPEIEER FHE RS .

R

3.1.6 RESGBFRMELNR IP

SR

BRAFLRR

FFEIZVPNMXE, ATLABREE REXAISEELRMIP,

SREEEREE,
EEEssar et O BiE, SERRKEI5EE.

EREE FR R EE, HE WA > EIEERNE VPN
FEAMSHE, B2 EUSERE > MUR-VPNNX” .
B “URIEAZVPNRIR” A “RIEAZVPNRE” W,

AELITATVPNRIXITE, EEBIRVPNRXET, BEREFIR “B5 > @40
EIP” ,

RIEFRERR, SThEINEE.
MY
KYPEVPNRIKATEEARIPRIEEITER, MR AR,

.

3.1.7 1R 1E 3 VPN Ric

iR

FFPTEERVPNIRSSRY, RIBERZSEAE, FLUSVPNERIZBISENNHTS
%X, EFRREESERITE.

VPNIZFFHEIR S EIEMRSS ( Tag Management Service, &#RTMS ) , BIZLEKS T
VPNEERIRES, ATLASVPNRIRHITEEMIRG, LMRBRENDE, SRR
FIVPNEIR, FAFRILAESBEHaNEMNE, REIRSHTER,

SRS 01 (2025-09-25) IS © ERRAGIRAT 7



FEE AL

FFiEr 3 &g N\= VPN
BUIRER (Y
SHVPNEERINGS, EMRESE NI ERINRS.
IREL B
S SREEREE,
£ rEEntler et Y B8R, SRR,
I3 EREE L ReEEEE, T R > ESEEE VPN .
$WA EEMNSHE, EE “EESREME > BUWER-VPNRX” ,
S5 BE “RIBATVPNRIE” HEN “RENZVPNRX" T,
£|6 1 “RIEANSVPNRX" TH, BHEERIE SRENGE, WmALRTER"
MR CRBRRE T, ISR AT RRE.
o I EHIAYN IS SRR RS T DI AISERE .
o TREBZ20MTERSHESIESR, IRBASMRE, WRERSZERN
‘B MIER.,
o  TRIFEHEMEAHTESESR. FEHEMERRAASIERHE ‘5
e
R
3.1.8 FHE R =>CSEfl
FRATA
FAFTATLEVPNRXFIET, RIEE BT Rk ERVPNRE R B TS
P,
o HEVPNRIESESRARIZEA, NFRELBIHVPNRXER TS FHRIRIE.
o MBVPNREEBTAEILH, WETREXFIHVPNRE IS FHRIRME .
WIS T “BIARASRAR i, BRTLIREEEEHTERIRE.
IR SR
HNEVPNRIE ., EIPSH=HEsA0H EE 0 EEN, Qa4 B 1x
B, ZBEHTRSESTAIRIFHRAIEHRIR E .
AN
o FHEHVPNERES TN, thEIRTEALIA105 8,
o FHEHVPNRIRELUREVPNEITAIRIE.,
[EEHN

FREFERZIEWSESIER: WSERENANEELOIR; WSIEERTIEEST
BXFR, SRR BERENRARES .

SRS 01 (2025-09-25) IS © ERRAGIRAT 83


https://support.huaweicloud.com/qs-tms/zh-cn_topic_0056266261.html

EINERMLE
BPFPigE 3 &g N= VPN

BEL R
3-1 AEiRiEREE

FHa

()1}

=R

£B| FHRMSER
1. BREEEFIS.

EsEsslar et Y iR, SRXEINEE .

AERE et Er, W W > SRS VPN

B “RIEANTVPNRX” |, HARBAZVPNRXHEE,
PEEREIRVPNRIE, SEIBIESIN “FHRREIA” |

TR T RFHRIIENS), D  REFBLLEF N’ 5, B
rE o

7. BEFMRRS. SAFRIES, VPN TR S (T
5, BEFRHE.

- WNREOIFRAL, VPNRXEPRESRIFA “BARSTAHAR” , ¥

N

o v A~ W

- ﬁg;%g@ﬂﬂﬁ?&mﬂl, SB#ER. JLEVPNRXIIRRNEG LT, EFK

STRGHRA 01 (2025-09-25) IRRTE © ERRABIRAD 84



FEE FAIES
5 =12

3 &g N= VPN

SER2

1z ss .

1. ZRWSBIES, RERIFFIN “STRAR” .

B
BE ‘SRR 5, FARESTERR, SERLE.

2. EHEISRE, BHEFIIN ‘EIR” .
- HEEmINfE, BE “FERMXE” , AILSIEERAR.
- [EREME, MRMORERE, BRRTHEKEELNTIED.

TR

3.2 ZBig A= VPN IRS5inETE

3.2.1 EcE RS im

SRR

HURRSRF

HYRSRE!

RS inteHEc EEEMERAE, KIEAZVPNRIXOIESTRE, BEXNRSHET
LEPS =1

IETRIAIRSS IR KEXAIVPN X E IR .

o RAVPNMXALT “IERE” IKSH, FaEHITIRSIRECERIF.
o —PVPNRIR(XSZHFREA— 1 BRSS i o

BREEREE,
wEEnslar s Y B, ERREINRE.

A R EE, HiE WA > EIEERNE VPN
NS, MR “EUEENE > SUR-VPNRX” .
B LIEAZVPNRE” , B “EIEAZVPNRIX” W,

BHEERVPNRMKIREFIIR “BERS K™ , HEBHBERVPNRXZTRHEANIFER
(=L e

RIERmMIE R ESE
IREZiREcESEIESIE3-2,

SRS 01 (2025-09-25) IS © ERRAGIRAT 85


https://console.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/serviceTickets

FEE FAMIES
5z =12

3 &g A= VPN

& 3-2 [RBIRSHIRP

X

e

152AA

E{EHEB

EE
=

AN

Eg

KigMER 22 Fim@Eid Rig AN = VPN
DAY B FRMEERIMEIEES . ANimPERRTLARLE
BPEVPCHIMER, iS558 A=VPCEELMLE
RIMIER o
BZAHEE20MNNHMER . ANimERRIZE0
BoE, EAFNGE. ANinMERAIBREMES
$30.0.0.0/8, 224.0.0.0/4, 240.0.0.0/4,
127.0.0.0/8, FEESIXLAEKMERE S, H
o JEIFEFM:

EIRAVPCFRIES.,

o ANMER:
ALUSARVPCTHIFMIEE; BrIlliE
ANSARVPCEY 7 I EMEERIVPCF IS

5488
KisMEEN S, BRiEEEEMERE.

192.168.0.0/24

iR

PEZ

ZFinMEE 2 Bets B F ik E A - iERY
WEZ, FEESKRIRMERES, FEeSMXHT
EVPCRUBHENKHAEE . A FinER
WA, SMNBDE— N IPHBIEEE FiukfE
=218
E iR E R R TS /s
o, B HTE16~26218., RFAITEAEN
= Fin oD BoIPHEIERT, BEYSEH—FM
#E893089FMEZ , FBLARIEMLZIBISIE
B Alt, BRFREIEENEPIGMNEFTE
EHIIPHENE N ELRE VPN FIEER A4S
AE.
AEVPNIEZEGENNEFisMERIEESIER
3-3,
iAE
o EPRMERRALES100.64.0.0/10,
100.64.0.0/12%0214.0.0.0/8&FREMWER . &~
[EregionAYTREEMEE AR, SEFRERLAES
BETRAE.
WNEREE(FH100.64.0.0/108
100.64.0.0/12, BRAZTHHE,

o EFIGMERIENE, BEFinHEEMEER.

172.16.0.0/16

R
i
W

SSLIMYZ—MMERBEL MY, AT
ERinTIRSHZENZEEE.
OpenVPN (SSL) , AZHHER

OpenVPN
(SSL)

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

86


https://console.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/serviceTickets

FEE FAMIES
5z =12

3 &g A= VPN

X

£

ol

E{EHEB

NS
2

A3t

IEH

IRSZIHIEB ZIRSZIRERAISSLIES, EF
ime T I RIGIFRSIRISD .

o [REBBEEZIEH.,

o IEFEHIEPR.

- HEES: BETHER A “E
BIER” , MEETIIBEERS,
REERmIER EERSIHIED, ¥4
TRIES I HESBSSLIER,

- WEEARFRIEEEAGER, W
RSA3072/4096,

5488
BREXRRSHESE, T DEERSS
ﬂﬂﬁ?@mﬂgﬂﬁ%ﬁ%ﬁm, HARIMIRSSHIED

‘E_”Eﬁ’ )

IEIRIGLITEE
B{TIHFE

=i
INIESE
i)

Z iR AIEEE R RSB IRISIEE FPin S0 Y

. iF “UERIAIE” 1 “OSAIE (K

) 7 WA

o EIRE “EPFIRIAIESEER > IEHINE”
B “ HECAER” , UXAELITH
CAIEBPEMIER I, BIEBATE
HF “ LECAER” B9 “RE" XAIE
A, BETERIN0NERIRCAIER,
W FERREREELANIER,
RSA3072/4096, RSA2048INZFEEHYIIE
PBEEXKE, BIEA.

WIS YR, BaLlEyELES
CAIFBEREFR, 888 IR. FI=S.
BREEL. MkE. EHE. ZHIRT
78

o HEIR “EFIRIAIESEE! > OSIAIE (K
i‘m) ”» o
Z R AESEEERONALER, T
SRR,
CIEZEAPE, BOATLUARE E2EE
B, MNREFEBHENTABIEE, B2
ZQIZBR/BPAEIEISIRE
i5AH
" defaultifialFER&IE A Fdefault AFPAHEA IR

BARP . NRTFEZEdefaultifa)ZkEE, AL
KBEMRR, BEXESEDITRE

IEIRIGLITEE
B TIHFE

ARER

I

KRig N=VPNIERZEF RN .
TCP ( BhIA)

TCP

i ]

Lig N=VPNEEFERNwRO .
e 443 (EHA)
e 1194

443

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

87


https://support.huaweicloud.com/usermanual-ccm/ccm_01_0011.html

FEE FAMIES

=S =] 3 &ig N\z= VPN
X | 2% 548 EYEER
pn%%; i N\=VPNIEZ(FEHINESEE, AES-128-GCM
i& o AES-128-GCM ( ZiA)
e AES-256-GCM
?)\irt%i LIs N=VPNIEEERIGAEE X, SHA256
i o NNIZEEIAES-128-GCMET, RFREAIE
3R HSHA256
o NNZEEFAES-256-GCMAT, XIRIIAIE
Bi%£HASHA384,
BRE | EAMEREIRH T EEGE, &
48 EARIES, FIHEN .,
& | SRR EE, =
I o FRE IERESLIRDNS
BLEDNSIRSSEHtt, ZEPIRRILAEY | RSAs1buES

IRS322, 1BESE=MENIRSS DNS,
BiADNSHblE, BUEINT:
- 3E0.0.0.0,

- dESiEibut, [EtUASTEERE
224.0.0.0 ~ 239.255.255.255,

HRIBAE LWL, BARITEREDNS

- JEloopbackitsiit, loopbackittitAgE
El=127.0.0.0 ~ 127.255.255.255,

- JEOFL504ERE,
- HI\BIDNSHEIIE SRS,
- 3E255.255.255.255,
o X7
% 3-3 BWNHIEFiRMER
VPNIEREEL BN E kMR
10 FRIEBAE/NTF ST 2689MER
f5I40: 10.0.0.0/26. 10.0.0.0/25,
20 FIEIB A EVNTF e E T 2589 ER
f5ln: 10.0.0.0/25. 10.0.0.0/24.,
50 FIEIBAEVNTF R FET2489MER
f5lN: 10.0.0.0/24. 10.0.0.0/23,
100 FRIERBE/NTF S ET2389IMER
f5lgn: 10.0.0.0/23. 10.0.0.0/22,

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

88


https://support.huaweicloud.com/qs-dns/dns_qs_0001.html

EINEBMLE
=z =] 3 &g N\z= VPN

VPNEES | EBNEFIRRER

200 FRERENTFEETF2209MER
40 10.0.0.0/22. 10.0.0.0/21,
500 FRIEBAE/NTFHET2189MER

40 10.0.0.0/21. 10.0.0.0/20,

$|8 BE “HAE” .

LR
3.2.2 BEIRS IR
=
RS iRtcBETKE, BIBEERSIRECE .
BBt
BEARSIRELE 5T o
IREE

S BREERHE.,
£ mEERtiar taes O BiF, SEREMRE.

3 EREE L AREEE, E RS > SIS VPN .
SFIA NS, HE SIS > SR VPN .

S| BE “BIRARVPNRIX” HN “Bis A\RVPNRIX” TH, SLEHEBERVPNRIKERE
SR “BERSIR o

o ENMEE: IEBRSHID. NipME. ZEFIRME. BERE., K&,
o NEHEE: UTEERSIHIEBIIZEFIRIAEEE,
o SREE: UEEMY. v, MEEE. INEREX. BEESEEIHE.

-

3.2.3 (2RSS i

s Do
R LARIARSS iR B T ISR o

SRS 01 (2025-09-25) IS © ERRAGIRAT 89



FEE FAMIES

BPFPigE 3 &g N\= VPN
(MARY:
o WMREGETIEEEFiIP, BEXIRSIRNEFIRNE, ERinsEEmmEE, AP
EIPEMSIE,
o WNBRISENTESREEFAIMY. KOFSH, SESEH FHHSAFNERIRECENH,
SEER T BEER -
12EA

o (ERO. MEEZE, RSVEFKITARELTEENERE, FE FEFNERi
RE, ERFINEFIREENGEREAN.

o IEMIERVPNRIXAIRIIEE . VPNIERRIZ FiRMER . 2 iR A BN SRS
BB FRFI RS SEMNE Tk, IBIEERF,

EXRSIFRIRIEL T

gzl

IZ RS ImilE

HREEEHIE,
EeEssiar et ¥ B, SRRKEINRE.,

AL Fn s E, HE A > EISERNE VPN
FEMSHE, HE “EISENE > SUER-VPNFEE" .
B “EISATVPNRX” L, BHBEIRVPNREERIETIREIIN ‘B8RS

)

Ui o
(B IRSS RBCE o

o BE "EANMERT G < A A RRERTIE PSR TSN, BE “5

o B "IRSSIRIED” RIFFIAY "HIRT , WIRSSIIEBEHTIEN, BE 6

o BE “ERIANERE AN RE, HERBMELEETEY, BE “H

. Eg “EHERE” BN LIRE, WE0. NSRS SN, B
“E E” o

A E=
DNSERSS=EtthiHEN /S, B inFEEfMMEETBEEN .

R

FRELER

SR BEREEEHE.

£ rEERtlar taes O BiF, ERREERE.

SRS 01 (2025-09-25) IS © ERRAGIRAT %0



FEE FAIES
5 =12

3 &g N\= VPN

AL pesElE, i RS > EHEERE VPN
EEMSHE, &E “ENEENE > SUER-VPNFE" .

R “EBIRATVPNRIX” &, E “RIFARVPNRX” FEBRVPNRIKETET
BIE7, BE “BERSH HEARSHEERE.

£ ‘IRSSIRT FE, BERSIWIEBRFIIN ‘B, #A “ERRSWIER” 33
B NH o

wefE “BIRSBIRIER" , BE “HE” .

A EE

MRS BEEZEBINRIEBIERE, FUIsBIREIRSEEZIER,
BERRZIRIET, SSREFIRMARLEEMERE, T2 FTHFNERIREE, &
= FiRBcESM M EFIEN

et

(= PRI AIESRBUE B IR

g/
%
%

%
%

%2

%3
24
%5

BREEREE,
weEnslar tees ¥ B, ERREINRE.

AL Fn s E, HiE A > EIEERNE VPN
FEEMSHE, MR “EEENE > SUR-VPNRE” .

TR “RIENTVPNMX” RE, 7 “LRIgANZVPNME" REBIRVPNRXEREIT
B85, BF ‘BERSE BANRSHEERE.

B EPIRAEER B LI TRMIZR

A E=
IEBOANIERE)S, [RAEEEIS .

o BOSINE (i) (B2 SEBME” .
a. MIROSINERIRAOFR . FAERS a5
b, i “OSINE (A#) 7 A Z 18
¢ EEMEPIEGEARGNED, BEPERREERA SEBAE” .
d‘ %E “E Z'_E” o

o 5 EBIAE BER “OSINE (Fith) 7 .
a.  BESTEHIMEIRIEICATS.,
b, fE EHAE” AN L 0.

SRS 01 (2025-09-25) IS © ERRAGIRAT 91



FEE FAMIES
5z =12

3 &ig N\z= VPN

C HEEMEFIAEREAEET, BEFIRAMERRESDY “OSAE (K
i) 7 o

d‘ EE “E E” o
[MERT Y

O<SINE=BaEE MR defaultBIEIRIRES, defaultiSAZRESER Fdefault AR
HHRIFFERF .

TR

3.2.4 HEIRSSimIEH

BEL R
gz

FER2

BREEEES
wEEnslar et Y B, ERREINRE.

AL mesEE, ®E RS > EHEERE VPN
EEMSHE, &E “ENEENE > LUER-VPNFE" .

B “RIEAZVPNRIE” HAN “LRIAZVPNRIE” THE, BHERVPNRIFEIRIE
FIRY “EERSSIR o

7 ‘RS RE, BRSHIBREN ‘BEIES , F RIS “ HET
B A CSIEPEIERS AE.

T‘ “SSLIFBEIR” WH, &% “ HEIES > HEER” , RIERERERESEXE

LJO

HEERSHESNE HEERMRELEBSERAE.

& 3-4 LEEMRELEBSEIRA

2% 5AH

IEBtRE R EFRRAAELES .

EREFR FAFBEEX.

I IRE B LERSSLIEB S B EXMAIEWIRB A,

4 LA A YwiE2% ( Notepad++ ) FTFHHF LAEIEHBEAICERTCRTHS

A, >|—ﬂIE:F5W1’§'§%J§UlHSL

1708 “IRSBImIER--CAIER” BIIREARORHES E1E,

WA
BRIIRSEURAISES, JURBEEANANERIES, AELE.
%?Y#E%%EﬁEasy-RSAEEZ&‘ﬁH@ ( FRSSimANE Pimit FCAIE

ERMERIAHASTUANE IEE e .

SRS 01 (2025-09-25) RIS © ERRAGIRAT 9


https://support.huaweicloud.com/admin-vpn/p2cvpn_admin_00001.html
https://support.huaweicloud.com/admin-vpn/p2cvpn_admin_00001.html

FEE FAMIES
5 =12

3 &g A\ VPN

g
g )

%, BIBATEHZILL .
X _EEARSSIRIEHFATR
EEIEBFATRSIVANE EH LB .

28 i8R
IEF5FAH AN AGwi828 (4NNotepad++ ) FTFHE HEFHERAIKEYAS RO

3-2 iFF EEER
~ppme (b )

————— BEGIN PRIVATE KEY———

MIIEwQIBADANE gk qhkiGOwlBAQEFALSCERE cwg g S jAzEAL 0 TBAGD Wvwdaf JTLcEA
9mr IvExbiroe 4 VKR Lomi AhM=

————— END PRIVATE KEY-——-

MARY:

FRSFURIEBAICND IR ZET
BEE, S LEES.
BHIEPIIR, WAEBREA “FBEHR

-

3.2.5 ZXUIRSS iRt

BREITN

BREP R

EMRSHES, SSHEPIRMARTEENERE, FZE FHNERRIRE, (£

= FiRBc BN EFIEN

BREEEHE,
weEsslar tees ¥ B8R, ERRKEINRE.,

A R EE, HiE W > EIEERNE VPN
FEEMSHE, HE “EREENE > SUR-VPNE” .

S5k 01 (2025-09-25) WRIERE © HERRARBIRAT

93




EINERMLE
HPFPigE 3 &g A= VPN

LE;S BE “BIRATVPNRIK” HA “Big A\RVPNMX” IRHE, LEEIRVPNRKERIE
SR “BERSIK o

$|6 T ‘IRSBin FE, EERSBIHEDIRES, 2E “EiR” , #HA “ERRSIRIE
B’ HERE.

$R|7 EF “RSWIER” , RERE,

A E=

o HIRSEXZEBINRIERILERRE, FUFBIHRERFEEER
o BEMRFIRIET, SSREFIRMARLZEMER, FTE FMHFIEFIGECE,
{(EFE#TRYE PinBcE I EFTEN

457K
3.2.6 LIEEFix CAER
LR SR

X “BFIIAIERER” 7 %iF “ERIAE 7 BEERE.
BT

$B1 EREPEHE.
£ rEERtlar et O BiF, EEREREERE.

3 EREE L AeEEE, E A > SIS VPN .
A EANSHE, BIE “ENEAERE > SUR-VPNRE” .

ZES BE “BIRATVPNRIX” HA “Rig A\RVPNMX” IRHE, LEHEEIRVPNRIXKERIE
SR “BCEMRSSIR 5K “BEERSIR o

$I®6 £ “Hﬁiﬁﬁ” RE, 7 “EPRRAEER” THEOEIMPEE EHIANE 7, 8F ‘L
ECAIEBR” .

ST REFRERTESHEXER

% 3-5 & CAFBSHIRA

S8 izl BUYERES
BR TIHER ca-cert-server

SRS 01 (2025-09-25) IS © ERRAGIRAT 92



FEE FAMIES

FPiEmE 3 &g A= VPN
2% 5iBH EEREHI
ISP DA A 4R4828 (W0Notepad++) | ----- BEGIN CERTIFICATE-----
FIFEZUFBPEMIE RIS, MIIDoTCCAom
AT b 1 gAwIBAgIUZAXA/
HIEBRESHIELLE 2WIDFidbHIQfedbwYHrmQQw
il DQYJKoZIhveNAQEL
o IEFEMEFIBEAES, M1 | BQAWYDELMAKGATUEBhMCQO
RSA3072/4096, 4xCzAJBgNVBAgMAKIKMQswCQ
o RSA04BNIFELZANEREEN, | YDVQQHDAICSJEPMAOG
. OARAR. END CERTIFICATE-----
T8 BEHMAE.
(1 %88
BEXEFIN 0N ERIHCATESR.

3.2.7 &= Fiw CA IEH

2R SRE

BRFA

BRIELR

gz

$IR2

X “ZRRAEER” ” i&F UEBINE 7 , BE EECAERRIRTLAMR.

BFRiZCAERfE, BXNEFRLEBIEREER, BEEERF.

EREREHIE,
wEEnslar s Y B, ERREINRE.

AL e EE, HiE A > EIEENE VPN
NS, HE “EREENE > SUR-VPNRX” .

BE “EIEATVPNRX” HAN “EIRAZVPNNX” IH, BHEERVPNRKERIE
SR “BERSIK o

£ “IRSIRT RE, EREFIRCAIEBARIES, BF ‘MR .
£ “BFRCAIER” RREF, BEHE.

-

SRS 01 (2025-09-25) RIS © ERRAGIRAT 95




EINERMLE
HPFPigE 3 &ig N\z= VPN

3.2.8 IR /RAF4A
KR SRS

X “EREIAEREE” 7 &% “OSNE (3) 7 BHEERE.
BTHAFPRSENEISNEE,
BAPVPNRKSZHFEIEES00 A

BIERPRELER
SB BREWHAE,

$E rEERtiar Haes O BiF, SRREMERE.

SER3 EREA RS EEEE, EE RS > SIS VPN
s EEMSHE, SE “ENEHRS > SIR-VPNRE” .

£|S BE “BIRARVPNRIX” HAN “Bis A\RVPNRIX " TH, LEHEBERVPNRIKERE
SR “ECEMRSS IR X ‘BERSIR

$6 7 “IRSin R, EEEFRAERE “‘OSINE (Aith) 7, BERE
SR7 &F “APEE > BRT , BE “QERRT .
HESHIE2IR3-6.

% 3-6 B FSERAR

28 1A

2R BANEYFR., #HFE., 7. “"&% ‘-7, BSE8
BANFERF o
54RA

LITERMERARARNTRERFS, BA2ER:
e L3SW_ (RIZR)

o link

e Cascade

o SecureNAT

e localbridge

e administrator ( REXH AN )

iR RFREENX.
=D o KEBERSERNFH.

o EOOSLUTEFRIRE: K528, NE28. ¥
BTG ~@#$%08 () -_=+\|[(}];",<>/? K==
.

o FELSEPEHERFNERSIER.

Ll
HREKRSZE, BNEREEHENERS.

SCRGRRA 01 (2025-09-25) IS © ERRAGIRAT %



FEZ R4S

HPFigEa 3 &g N\z= VPN
2% i)z
AZERS [ “ZE” RESHFRE—H.
Frig P48 AFRE B4R adefault,
EAIEEEFiRIP HF BB/ EEFiKIP” IIFX.
o HiE
LBERFAEET, 5P ERZIPHIERE.
o X7
o ISTEIPHINIREE SR FusHIHBAIMNXIPES
o ISTEIPHINEAIES 30T M ERRYSE— AN Attt
o ISTIPHINIREE SEMBFISENIPHINES
o ISTEIPHNIEBAZFiGHIHTEEN .

H$IR8 BEHIHTE.
RE] “AHFT R, ALEERFER. SREE/ID. BRE. CIZmEeESIP

e
(10 88
AINNAPRAEESNBFBEIVPNR X GR REREE
U EIRELS TR

$B1 EREREHE.
£ rEERlar Haes © BiF, SEREREHERE.

I3 Eﬁﬁ&tﬁ%ﬁﬁgﬁ, B ML > ISR VPN
T4 EENSHE, &F “EIERNE > BIAR-VPNRX” |

L|S BE “BIRARVPNRIX” HAN “Bis A\RVPNRIX” TH, LEHEBERVPNRIKERE
SR “BCEMRSSIR 5K “BEERSIR o

$Ie 75 ‘RS RE, BEEPHAERE OSNE (i) 7, BHEE.
ST PR CRPEE> BRET , B CURMAPE , ESSHHEA, BERE.
R
(10 #488
o FRHZREKME—,
o BFAEHERERANS0,

o BRIAFERFEIUEL
o SIEAFER, FEEDIRBARELHE LRIR.

SRS 01 (2025-09-25) IS © ERRAGIRAT 57



EINERMLE
BPFPigE 3 &g N\= VPN

FRPRINZIRPERES TR
SE BREERIA.

£ rEEntler et Y B8R, SRR

3 EREE L AeEEE, ®E A > SIS VPN .
SR EAMSHA, SE “ENSHRS > SUR-VPNRE” .
SIS BE 4R \ZVPNFISE” A A ASVPNRSE” T, SEARVPNRSRE
SI8) “BEIRSIE” o ‘SERSE” .
SIme 1f “IRRI” R, MHEEPUAELR OSNE (Alh) 7, B,
ST ASEIFR TS BT S
o M “EIF REHINER.
s BEE CEPEE>ERC, BE QAR .
b IRERmETRESY.
R ARSI ERA,

(mEEY::
R EIZEREFPIREZFAERFA, JLIENNEFIIRIEFISRE “E8X” EEAF
4,
c EBEHE.

o M “APH” RERMAF.

. %E“%P%ﬁ>%Pﬁ”,$i“@@%Pﬁ”,EE%WWﬁﬁ,EE
HarE

b. AFECENMFAEMET, RERIFFIR “FINAR7 .

¢ & “iFmAR7 E’ﬂé‘%i’@iﬁﬂiﬁﬁﬂ}jﬁﬁﬁﬁnﬁ%ﬂ, BERE.

e
3.2.9 2 FBF /B4
LR SIRE
R EPHABER’ " 5 OSINE (R) T, RO/ RPN
EREZRH

IENFERPAR, REERETE, HEEME.
B RPEESER
ST BREWHA,

£ rEERtlar Haes © BiF, ERREERE.

SRS 01 (2025-09-25) IS © ERRAGIRAT 98



FEE FAIES
5z =12

3 &g A= VPN

AL pesElE, i RS > EHEERE VPN
NS, BE “ENEENE > SUR-VPNFE"

BE “RIFATVPNRX" AN “BRigNZVPNMX” THE, SLEERVPNRRIE
FIRg “BEERSE .

e ‘RPEE > AP, BEBIRBFATET, BEREN B, (EXEER.
PR AP A RSIEEEFinlP.

L BIEEE i PIEREFEN, 1EE PEMiZAF A ERELARERZIPAYE
238

(MERIY::
HRERSEZE, EBNBAFERENEE.

et

IE AP AR LR

gz
SER2

EREEEHE,
wsEsslar tees Y B, ERREINRE.

A e EE, HiE WA > EIEERNE VPN
FEEMSHE, MR “EUEENE > SUR-VPNRIX” .

BE “EIRATVPNRX” HAN “EIRAZVPNNX” WH, BEHEERVPNRIKIERE
IRy “BERSIK o

eF ‘APEE > BFPAR”  BEBIFBFEMRET, REREY ‘e, BXE
FRFDEAR -

A ERE
default BPEATRZIS “BH” 5 “Hg” .

.

3.2.10 MR /AEFP4AH

YR SR

BFIAN

X “ERRIAIEREE” 7 & “O<SNE (3) 7, BESIZAF/RFET LR
1738

MERAFRE, ZAFREZRSTE, TEBEER, BEERF,

SRS 01 (2025-09-25) IS © ERRAGIRAT %9



FEE FAMIES

FHFiEr 3 &Rig A== VPN
XA FIRIEL T
£B1 BREEERHE,
£ rEERtlar Haes © BiF, EREREHERE.
I3 ERELE L AeEEE, BT R > EISEREE VPN .
S EENSHE, SF EEEME > MUR-VPNRX” ,
SIS S “RIBASVPNRIE” BN “EIBAZVPNREX" TE, S6ERVPNRERIE
580 “BERSE .
$£/e 5% CBPEIE > B, EREGEPIET, BERERN MR .
$187 EMISEPRRER, BHE.
R
BIRAFIRELE
£ SREWEREE,
S$E rEEntlar et Y B8R, SRR
I3 EREA RS EEEE, EE RS > SRS VPN
WA EENSHE, SF EUIEANE > BUR-VPNRX” |
SIS B “ARIBAZVPNRIE” A ‘KB ASVPNRX” TE, BEERVPNRERE
5lpy “EERBH .
£/6 1% “APEIE > BRA” , BEAPE, BEARPIEEER,
ST ERERARET, BERETIR “BR .
£|8 1F “IEIER” WRER, BHEmE.
A B
BREREPEEEHEE FEE,
R
HHpS A EIR(EL R
£ BREERHE,
£ rEERlar Haes O BiF, SREREERE.

$IE3
$124

EREE e tElE, ®E A > EEERE VPN
FEEMSHE, MR “EUEENE > SUR-VPNRE” .

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 100



FEE R4S

PR

3 &g Nz= VPN

LE;S BE “BIRATVPNRIK” HA “Big A\RVPNMX” IRHE, LEEIRVPNRKERIE
SR “BERSIK o

$IRe HF “BFEE > BFRAE” , BEBGRAPEMRET, BEHIRETIR WK .
SB7 7 “WMIRAFA” [RER, BERE.

A ES

o MERMFAR, ZAFEATHAPEEZIEIE LRR,
o default BFARSF “1B” 5 “BkR” o

TR

3.2.11 GUEEHITSRER

IR SPRE!
o (X “EPIRINELR" " %R OSINE (Fitr) " HETLRS.
o PIRBSERINEREE: 10.
o IBIRBSEERAMIE: 100,

BAFTER

S SREEREE,
S$E rEEntlar et Y B8R, SRR

I3 EREE L AREEEE, E R > SIS VPN .
S EAMSHA, SE “ENEHERS > SUR-VPNRE” .

LB BE “BIRARVPNRIX” HAN “Bis A\RVPNRIX” TH, LEHEBERVPNRIKERE
FIRY “ECERRSS IR o

$|6 7 ‘IRBIR FE, EEEFIRAMERE “OSAE (Fitb) 7, 8F “HBE” .
$B,T & PR REH, BE “OIERE .
£IR8 EHERR. BRINERIIABFE.
$R| BE “HAE” .
ARy

AXSNIESBIERZ IR default AIIBIEERRE, defaultipla)ZkE&&EA Fdefault BFPESIIFTE
ﬁEP o

TR

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 101



FEE FAMIES

BFEr 3 iz \z= VPN
3.2.12 {EX0RI0) SRR
LJR5REF

o (R CEPEAELE" R COSNE (Fi) 7, BEREEN SR
ErATLUER .

o HBn&pkiYdefaultiBia)zkeg, FZHHES .

BRAEZTA
IEROAITRBE AT AR SEEHUT, BEEERE.
BAESER

S BREEEHE.,
£ rEERtlar Haes O BiF, SRERERE.

3 EREA RS EEEE, EE WK > NSRS VPN
I FEAMSHE, BIE “ENSERE > SUER-VPNFERE" .

FIB5 B “RISATZVPNRIE” HAN “LRIEAZVPNMX” TRHE, BEEIRVPNRIRE
FIRy “BEERSE .

$ER6 IFE “INERER , RIFEIRRIEETET, BEREN “BKC o EXETR. BN
BR. k. AF4E,

SR BE “HBE” .

——-EER
3.2.13 MiBRIHIaISRRE
$JsR SR
X “EPimAIESERY” 7 %R “OS5IAIE (A4 ) 7 B, sTLAMER.
IRVESRAN
g@lﬁiﬁl‘cﬂ%ﬁﬁfa‘, ZRIE KB PETHREPET RGN ERIR, HEE
RES TR

1B SREPEHE,
£ mEERtiar s O BiF, SEREMERE.

3 EREE L AREEEE, ®E A > EHSEEE VPN .
SR EAMSHA, SE “ENEHERS > MUR-VPNRE” .

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 102



FEE FAMIES

FFisrm 3 &ir A= VPN
S5 P “UIHBARVPNRRX” BN “EIHAZVPNRIS” TE, P EmVPNRXRE
By “ EEIRSH .
SW6 1% IBIERS , MIREIREIERTIET, BEIRED MR
ST 7E HIRSERS BBSEE, BE C—RIANT .
SW8 BE “WE .
TR
3.2.14 EERFEH
LIRS R
R “BFIAERE” ” %% “OSINE (£i) ” , BEURRAPNEIIEES
EE_'lo
SERAFERRIELE
SB BREWHA,
$B EEEEHaEaes Y ER, SEREIRE.
SW3 EREE e EEET, R RE > EINSERE VPN
SWA FEEMSHEE, BT “EHEREME > CUIR-VPNRIX”
S5 Pk “EIBARVPNRERX” N “LIHAZVPNIR" TE, BHERVPNRXRE
By “ SERSH .
$6 BEiE APEE > AR, WEEREPTET, DHRESIN EEEHE”
ST 7 EETN WHER, BESHELIAREE, BHRE.
(10 #88
HNREKSZE, BIAFPERENED,
-5
3.2.15 ItESANAEF
LIRS PR
o X “BFIRAESE 7 % COSINE (Kitr) ” MAIUEE.
o HFiEfEwindowsZRZEMIEIR(E.
o BAVPNRIXZIFOIES00MEM.,
BIELR
SE BREERHA.
S EEEEHaE bReE Y BEF, SRRERE.

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 103



FEE R4S

BFisE 3 Zix A= VPN
S ENEL HRREEER, HE RS > EEHRE VPN
SBA EAMSHE, ®iE EIEHRE > RUER-VPNRX” .
SIS B LIEAEVPNRIE BN “RISAEVPNFX" T, BHEERVPNRIEERE
Bl “BERSH .
$B6 ®IE “BPSE > R, 8 ‘SARP .
ST ERERRE CTHER" , TS FEM XSRS
SRS, B0, FERPESINSIPE.,
(0 35488
WMRIES TESIPIISE, ERIRENAMERIEERRSIP, AP EEhSIP,
SIS B EENM , HISTESHEIRE.
LBRASESERN, 22T ‘YHASTEE" , SEENIENCESIERT
%, EXE, BERSAXH.
0 33288
o HENXHRNAR/NAREIZS50k,
o HSTiF HEXISxEBIX Y (SziFExcel 2007 R BEARAHIXISXEHE ) ©
o MHRIRLMIE TEIMEIRE L
ENAEENEEIEIRNE, SUSANSESHIERSEERFIETERBIX .
o X{HHRAFIEFEEAEIE500,
SO BE “HhA” , THEBSABR.
4R
3.2.16 #{tEMIFRAF
YR SRH
X “BPEATRE" ” #18 04N (Fi) 7 LIRS,
RERA
WESARIE, XRPIEERRE, TAEEE, HEEgr.
REL R
S BREEEE,
s EEEEsar ban: O iR, SERGHRE.
S ERELE LRSI, HE R > EIEHRE VPN .
SBA EAMSHE, ®E EIEHME > RUER-VPNRX” |
SIS B LIEAEVPNRIE BN “RISAEVPNFIX" TE, BHEERVPNREERE

SRy “BERSIK o

NiERAS 01 (2025-09-25) IRAERE © LA/ ARBIRAE 104



FEE FAMIES

BPiErm 3 &g\ = VPN
6 1®iF “AFEE > BR7 , BEEERIRABR, B3 “WERERT
7 £ “BBREBR” ABER, BEHEHEE.

R

3.2.17 & VPN &%

BELR
SR
2 2
SIE3
4
S5

SRS,
EeEssliar et ¥ B8R, SRRKENRE.,

EREE e sElE, i A > EEERE VPN
FEEMSHE, HE “EUEENE > SUR-VPNRE” .

B “EIFATVPNRIX " HALIEANZVPNRIXRE, $ERVPNMERIETIN
‘BERSW o

%ﬁE; ¢ %}i T E, JUEEERNEEFE. GEID. EHNbIE, SCRRitbhE, 2R
B, BFF.

(10 488
HEFIRAERBIZEERE “OSIAE (&) 7 BF, VPNIERFEFSZ—FIRFRERR.
R

3.2.18 BF VPN 1&E#Z

HRSRH

BREL R
gz

$ER2

S$IR3
gz
gz

+IR6

REVPNFXRFERRST, BP S THER(E.

SREEEHIE,
rEEnslar s Y B, EREEINRE.

EREE Fn R EE, HE WA > EIEENE VPN
FEAEMSHE, B2 EUSERE > IUR-VPNX” .

B “EIRATVPNRIX " HANZIRAZVPNRIXRAE, BHERVPNRMIRIETIR
‘BERSIR o

BE “EE ¥, GEERVPNIERMET, BERFEFIR B .

A EE

ISIEIRMERE, HARZVPNERIRE TE . NFREZEFiREN LL, BEE
AT

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 105



EINERBMLE
HPFPigE 3 &g N\z= VPN

SR BEHE, BIERSRTRMRD, HEER.

---4ER
3.2.19 &%F VPN &EERE
o (S

BPRPEFERVPNEEFICRET, Al EgiEEEEaEER.
HiERH

HFRFEZFE=HE . MAFFBE=AERS, B2R=HERS.
IRES

o BIEATA
a. TEREEEIS.

b. EEEEMIELAeE Y BiRE, SRR .

¢ HEREErmetEER, BE SESKE > SOERS .
d GIEA®A, MENRESNSENRL

L4 QUEE I mu
o BREEEHA

b. EEEEIaL tme® Y BiR, SERXEINEE .

¢ BRELRSTEER, BT CBESKE > SOERES" .
i SEREER, MTRESNSERER.

. EBEEEOE
2 BEEEEHA.

b. EEEEHIAL tRAnE Y EiR, HRRKERE.

¢ EREErRREEER, BE RS > EHEENE VPN
d TEEMSHE, HE “ENEENE > SUR-VPNFE” .

B “BRIgATVPNME” HARIGAZVPNIERE, B2EERVPNR
RETIRY “BERSIR -

BE ER” RE, HAVPNIERFERHE.
FiEEHTH, 82F ‘REEEAT .
EEEd, AR ‘“EaRECR .
EEEREEENEER, BERE.
R[E “EEE” RE, ALERRNEENEERS.
o BTEEREHATE

a. BREEEHE

b. fEEEEtlas Faps ¥ BiR, SERRIEHRE .

M

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 106


https://support.huaweicloud.com/qs-lts/lts_08301.html
https://support.huaweicloud.com/usermanual-lts/lts_04_0003.html
https://support.huaweicloud.com/usermanual-lts/lts_04_0004.html

EINERMLE
BPFPigE 3 &g N\= VPN

¢ EREErRR=EER, BE WK > EUEENE VPN |
d TEEMSHE, HE ENEERE > SUR-VPNRE”

e. B “BWigA=VPNRIX” HALRIGAZVPNRIXITE, BHEBERVPNRIK
REZIRY “BERSIE o
f.  BE “EE W, HAVPNEEIFERHE.
g TEEEREH, BF ‘BEEFMAEE" , #A ‘=HAERS LTS” WH.
h. EAFEYIE, fFEAFEAEAN" Bix, ESEETHRES.
i. BHEAERSR, EEHEARTIEE, SIENEMEERTEEE.
HEAB LR :
$p2c_vgw_id $connection_id $client_public_ip $client_private_ip $client_user_name $event_type
$event_timestamp
% 3-7 LIRIETURAIREA
'l WiRA
p2c_vgw_id M1D
connection_id EREID
client_public_ip SCRRitbik
client_private_ip REHALBLE
client_user_name FR&R
event_type Nl 5 ==L = i
event_timestamp R EIES
ERY, BallAfE “=HERS LTS” IEHERFERE, EERIEPEIX
EFERAE,
3.2.20 E#7 VPN iEEAEEE
BIfESRM
FAFRELEEVPNIEZHE., MU EEZEE, B2lEEEEEE.
BREA
BinERAEERER, ERLOIRNEEESETAERNEEEEHYEERPE
&, BEERE,
BRIES TR

SR EREEEHE.

£ rEERtiar Haes O BiF, ERREERE.

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 107



FEE A4S
5z =12

3 &g N\= VPN

AL pesElE, i RS > EHEERE VPN
FEEMSHE, &E “ENEENE > LUER-VPNFE"

$§ CRIGATVPNRIX” HEANZIGAZVPNRIXIRE, S2EBERVPNRKRIESIAY
‘BERSIR o

i “HERET TOE, HEAVPNIERSEISTE.
FEEEAET, g% ‘REEEEE .
EEE, ERFEEHNETENBER.
BEWE.

BE ‘&R TE, AUERRIERGEEE.
e

3.2.21 W& VPN &EEHERE

BRAFA

BAFE R

HpfEZRASERERR, BEELRERRE, BERERE,

BREEEHS
EeEssliar et O B, SRRKEINRE.,

Eﬁﬁ&tﬁ%ﬁgﬁ, WE W > EIERMEE VPN
FEEMSHE=, &R “EIERME > BIAR-VPNRIX” o

B “EIRATVPNRIX " HANLIEANZVPNRIXRE, $ERVPNMERIETIN
‘BERSR o

B ERET , HAVPNEZFERE
EEEESR, 2F ‘REEEAT .
fEsgE, EEXE “‘EAECR”
BFERE.

-8R

3.3 &Rix \= VPN EiRes1E

3.3.1 EFi%

HRSRE

Ao E N

o [FE—EFIRERSITRS TR, RESHRILENEFIRNRIESTEFEER
BEESXER, AN, VPNERm&EZIIAIaES B8R Pl SBUERZE

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 108



FEE FAMIES

FFisrm 3 &ir A= VPN
o FE—NEFImKERERINSE—MVPNRKEIIZEVPNERE, SUREESF
—&XVPNIEIZBEE .
e OpenVPNEFiIR{EVPNELEDNSE, SEENEEEFin/RIAAIDNS, SN
Z=DNSUASMIE & Bt R EL T EG1E o
=ICER(EIREE
FEREEFinRl, FEERFERIMVPNNX ARG 7R . VPNIEZHINT im T RFISEES
BcE, AJRe=SEMEEHHT.
BMERFHFIER
* 3-8 BIERFXIFIIR
BMERRE | BIERFERE B FimhRas AR
SR
Windows | Windows10%&LAE | e OpenVPN GUI 2.6% | BEEEWindowsZEF
LAERRA i
e OpenVPN Connect
3.4.4% L ERRA
Linux e Ubuntu 24.10 o 2410K% A Ubuntu
e Ubuntu 22,04 OpenVPN 2.6/2LAE
(jammy ) iR
o 220445
OpenVPN 25K LT
RS
e CentOS 7.9 e 79, 8R%KA CentOS
e Centos 8 OpenVPN 2.4.125RA
e Stream 9EKZ A
° S(;entOS Stream OpenVPN 2581 E
RS
Debian12 OpenVPN 25K LA ERRAS | Debian
Redhat 9.5 OpenVPN 25K LA ERRAS | Redhat
OpenSUSE 15.5 OpenVPN 258 LA EhRZA | OpenSUSE
MacOS - e Tunnelblick 3.8.8d AcEMacE Fif
e OpenVPN Connect
3.4.4.4629
Android - OpenVpn Connect APK | Et&AndroidEF
3.3.2LAERRA g
i0S - OpenVpn Connect 3.4.0 | EcEiOSE iR
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3.3.2 Fg&E Windows Z i

BeEMRA
WindowshR A KB X(E BB ERAFIR
*x 3-9 BeEhRA
EFimkE OpenVPNARZA UN{aTRE
OpenVPN GUI 2.6 LA ERRA OpenVPN GUI
OpenVPN Connect 3.4.4% LA _ERRA OpenVPN Connect
OpenVPN GUI

1 T#HOpenVPN GUIZES, HIRBEFRERTHITEE.
AEWindowsiZERF FHNZEB AR, W TFERIMRERFNTEHL.
e  Windows 32{321ER S, BJLA T Windows 32-bit MSI installer

e  Windows 64\IR{EZER S, AILA T Windows 64-bit MSI installer ( 373F64{A9
BRIERSR)

e  Windows ARMZEHIRI6AHRIER S, BJLATEH Windows ARM64 MIS installer
T2 THEFIREENHE.

1. BREEEFIS.

2. rEEEptlartmes Y B8R, SRR,

3. EREEeEER, BT RS > EISENE VPN |

4. EEMSHE, EE EISEME > UAR-VPNRE” |

5. MEE “RIBANZVPNRIZ” %, $EERVPNREFE RSN “ Fazm

IREeE” o
THNEPIRECESX 49 “client_config.zip” .
£33 RIESE “client_config.zip” E¥EEBR, W “D\” HET.
fREgElE, ALAER “client_config.ovpn” #1 “client_config.conf” BN,
£184 LlicE AR Notepad++FTFF “client_config.ovpn” 3744,
£S5 IRINEFIFIEPRFAR.
fE<cert></cert>Fli<key></key>tRcX A D BBEEEFIHIEH . EFImIERTAA.

<cert>

</cert>

<key>
————— BEGIN PRIVATE KEY-----
LERETIIE FimfAse
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————— END PRIVATE KEY-----
</key>

H$IB6 (RTFovpnBLEi4 .
$I7 BEFHAFESEEDHAY “OpenVPN GUI” |, BiiZEFiR.
BEEiEATREEY “OpenVPN GUI BRiz1T. AFESEERREE" B9ER.

RS E%EEEWindowsE%’féqﬂﬂ’\Jﬁ, R BN > EARENH .
S NovpnEe &3 H3 15 .
SENGETAHESEE “‘ERNSAXXE” BHER.
$W9 1 ‘4T INEEP, EESHFNEFIRIEBRIAVANEEXHHREE ‘TR ©

$R10 A WindowsEs shiollE, e "
R

OpenVPN Connect

;1 EOpenVPNE L Mih FEOpenVPN Connect, t{RIBFREIRTHITEE.
TE2 TEHEFHECENH.
1. EREEEHA.

2. EEERtiartmes ¥ BiR, BRSNS

3. EREEeEER, BT RS > EISENE VPN |
| ARSI, SE CEREENE > SUR-VPNRE” .
5. IR CEIBAZVPNFE’ TE, BEEVPNREFETRIEIN T

o )

imBcE " o
THNEPIRECESX 49 “client_config.zip” .
T3 FNEREER.
SIFUATEMAURINESES .
o A1 BAREXH (ERNEFIFIEBRTASR )
a. MRIEZs “client_configzip” ZIEEBZR, W “D:\” HET.

fREZES, TLABEI “client_config.ovpn” #1 “client_config.conf” TN
5.

b. LAicEAFNotepad++FTFF “client_config.ovpn” {4,

C.  IIEFUREBNFASH.
fE<cert></cert>F<key></key>tFEX AN BIEEZ FIHIEFH. ZPIHIED
FA$A

<cert>

</cert>

<key>
————— BEGIN PRIVATE KEY-----
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UL TIIE i EH
----- END PRIVATE KEY-----
</key>

d. {RfFovpnECEX(+.
e. ¥JFOpenVPN ConnectZ i,
f. S AovpnECEN{HF.

OpenVPN Connect

p— Import Profile

URL

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

O
<
O
Z

o FH2: FARMBEENG (RiFINEFFIESRFAS ) +USB-KeyRIHS

a. #IHR1LUSB-Key,

IR LAE R Bk mToken GM3000Z R T A (v2.2.19.619) #I{EUSB-Key
7. USB-Key#Itat kNS FEIFT, WATHRERIE—TFUSBIZE .
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(7 mToken GM3000 BEERTH V2.2.19.619 - X

GLONGMM moken

v - UsBReySllF _
o RER = 000
E} IIE;B i-tr*F ] Longmai
v o ame F3E 81BFSORNBIN R
T f2fso ry B EBRE ¢
. i BAELLH . 10
T41so USBK-yDQMékilil'xﬁ 10
o 2T Skt 128 XB
filx=Tig 122 KB
WRE 5.00
BElfhRE 2.23
EREED B

b. BEFIKIERSAUSB-Key,

(7 mToken GM3000 EEERATA V22.19.619 - X (74
NES A |
0 . 0 BRBSANES (TICSH2 pEtES)
LONGMAi nioken Lo . nioken
[D: \USBEeyAGiE \cli ent—test-cert. pfx Fo o
v USBEe; v » e
iy LS THHES ’
A g20s N exoe
2 e waak | apms
#-@ i . CIEs
v o B f R v & EER @weEs AVERESE
kL )
§ e Q) om3000 wERERATER FRRROSES , S neic e
e | $Ha | Owmewaa
= essssses | | &
] ' ¢ ] [ —
67 Ox%F )
F2I0) wH e
©EER BTN WERRE)
Oxs@FEEMD |
— - SAE
EREED rEs — wiEs

c. {FFUSB-Keyi#7VPNiE#E,

f£O0penVPN ConnectFE AN\ USB-KeyH KA1 PimCAIEPR R FASBRIBCE N
{4, BE “CONNECT” ,

Co OpenVPN Connect OpenVPN C

= Import Profile <

< Certificates & Tokens

Imported Profile

ofie. —_—
e 'GM3000 818750 esh
. Server Hostname (locked
] Q K
OVPN i Certifcate and Key 5
0 L e Y. enter pin
4 GM3000 818F50 -
0

SAREIE P ECED R ANRE

MERTY:):

- BESIED, USB-KeyBBRIFHEANRS.

- BEERINGE, kHHUSB-Key, EEASHUT, FEFoIMmNE; USB-Keylkthifa, EHE
EBEM
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£IBA EITVPNIEREE,
HIE U TEFRRE, KFREZEMIN.

3-3 &R
OpenVPN Connect

— Profiles

CONNECTED

(®

DISCONNECTED

CONNECTION STATS

915B/s

EAREREMACARNMAS AN

0B/s
0 KB/S T 0 KB/S
00:01:14 1sec ago o
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3.3.3 F2& Linux ZPis

3.3.3.1 Ubuntu

ECEhRA
UbuntubR s AR (Rt & BN BB RR AT -

% 3-10 BEERRAS

Ubuntuhir 2 OpenSSLiRZAS OpenVPNRRZA WNER(E

24.10 3.3.1 250 ERRA Ubuntu 24.10

22.04 (jammy ) 1.1.1 2.5% LA ERRA Ubuntu 22.04
(jammy)

Ubuntu 24.10

$1 LlrootBAFREZRUbuntux %, IHFGSTED.
T2 WITUTHS, ENEAEENEENE .

cp -a /etc/apt/sources.list.d/ubuntu.sources /etc/apt/sources.list.d/

ubuntu.sources.bak
55%3 ﬁ%aptﬁo
1. HFUATGRS, BcEaptiF.
vim /etc/apt/sources.list.d/ubuntu.sources

2. EGEFEAUTAS.
Types: deb
URIs: https://xxx.cnfubuntu/
Suites: oracular oracular-updates oracular-backports
Components: main restricted universe multiverse
Signed-By: /usr/share/keyrings/ubuntu-archive-keyring.gpg
Types: deb
URIs: https.//xxx.cnfubuntu/
Suites: oracular-security

Components: main restricted universe multiverse
Signed-By: /usr/share/keyrings/ubuntu-archive-keyring.gpg

(1] %88
https://xxx.cn/iBLASEPMERIRE R o
3. & “ESC” |7, HiAwgq, & “Enter” ,
FEFREHERLRIESE.
$E4A PITLATHS, EiFZEIOpenVPNhRZA

openvpn --version

EEITHEERMER.
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OpenVPN 2.6.12 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO]
[AEAD] [DCO]
library versions: OpenSSL 3.3.1 4 Jun 2024, LZO 2.10

o  WRERFZFROpenVPNIRZA, {BHEEEES,
o MRRFAEROpenVPNIRE, BSELUTERIFITRE.
a. WIFLAT®S, &EOpenVPN,
apt install -y openvpn
HERFATEHE, SET N THHES, HESIAT100%RRLZETH .

BRI HMEE:
Installing:
openvpn

Suggested packages:
openvpn-dco-dkms openvpn-systemd-resolved easy-rsa

No services need to be restarted.
No containers need to be restarted.
No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.
b. BEXHITIATE<S, BFOpenVPNIRA,
openvpn --version
BRI THEEER:
OpenVPN 2.6.12 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/
PKTINFO] [AEAD] [DCO]
library versions: OpenSSL 3.3.1 4 Jun 2024, LZO 2.10
SIS EWindowsRSE, THEFiREEX -
1. BREEEHE.
2. EEEEHarpeE Y B, BEKEIRE.
3. EREERBEEIER, WE RS > BNSERE VPN
. EENSHHE, 1&F CENERMNE > EIlhR-VPNRIX”
5. &R “LBIgARVPNRIX” 1%, BHBIRVPNMXERIEITIRIEIIN “THER
ImlcE” .
THNERIRECEX 4 “client_config.zip” .
186 fEESE “client_configzip” EIEEBZR, W “D\” BR T,
RIEGES, TLUSEI “client_config.ovpn” F1 “client_config.conf” FNSIE,
E187 LUZEAE Notepad++FJFF “client_config.conf” 3214,
T8 MIIEFIRIEBRFAH,
fE<cert></cert>Fll<key></key>tREX A BIEEE FimiEH . EFiRIEPBTAR.

<cert>

</cert>

<key>
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————— BEGIN PRIVATE KEY-----
L TIE Fim 5
————— END PRIVATE KEY-----
</key>
$£]9 (RFconfBeE 14,

FE10 FSconfEeE XX ftpHEMTE EEZIUbuntuR R . ARBIFR EEZE “/opt/” B
FTo

Z£E]11 FEUbuntuRS, HITLATGRS, BAEFIREENXHFRERR.
cd /opt/

£E;12 TR, FBaI0penVPNEFinFHiZEiEVPNRX .
openvpn --config /opt/openvpn_config_user-01.conf
EIRUTHEAKEE, FRROpenVPNERZEIZAIN,
2025-02-27 19:22:41 Note: Kernel support for conf-dco missing, disabling data channel offload.
2025-02-27 19:22:41 OpenVPN 2.6.12 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11]
[MH/PKTINFO] [AEAD] [DCO]
2025-02-27 19:22:41 library versions: OpenSSL 3.3.1 4 Jun 2024, LZO 2.10
5.6.25—02—27 19:22:42 Initialization Sequence Completed

FE13 HITUTHS, WIBESHE.

ping XX.XX.XX.XX
(1 588
XX XX XX XX TS EEZAIECSTAMIP, BRYESCIRES 1%,

EIRUHMER, TRMEERE,

64 bytes from XX.XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms

64 bytes from XX.XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms

64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms

64 bytes from XX.XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms

64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

e

Ubuntu 22.04 (jammy )

SER1
£ER2

H£4R3

LlrootlPZERUbuntui s, F1HGSITEO.

AT TS, ZEOpenVPNERE,

yum install -y openvpn

TEWindowsRHI, TEEFUREE .

1. EREEEHE.

2. rEmEarrfes Y B, ERRENES.

3. GEREERSTEER, HE RS > EINERRS VPN
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FEEMSH=, &R “EIUERME > BAAR-VPNRX” o

5. I “HBIgAZVPNRIX” E, RHEBERVPNRKREITIREIIN “ THEF

InEE” -
THNEFHREEXHA “client_config.zip” .
6. fRE4E “client_config.zip” E5sEBZ, W “D:\” BRT.

fEEZERR, TLIBE “client_config.ovpn” F1 “client_config.conf” NS4,

LAICE A Notepad++3TFF “client_config.conf” {4,
HINEPIRIEBRFAL .

fE<cert></cert>F<key></key>tREX NP EEEEFimIEH . EFPIRIESFA

%H o

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
LR TS A5

————— END PRIVATE KEY-----
</key>

9. (Hik) iF’E “disable-dco” . {XOpenVPNfER2.5R LA TFHRART R o

a. IZCtrl+FE{I “disable-dco” SHHIPFEMNE
b. £ “disable-dco” FREITRIMIANSTERIZITER -

10. {RfFconflCEIE,

A EconfEL B EFREXftp X HER T B _EEF|Ubuntu, AKREIF_EEZE “/etc/openvpn/

conf/” BR T,

W5 EUbuntuR%, HITUATEGHS, HEAZFRECEXMRERR.
cd /etc/openvpn/conf/

$¥6 HITLATHS, BaI0penVPNEFiHFHIEIZEVPNRIX,

openvpn --config /etc/openvpn/conf/config.conf --daemon

(MARIY:
ELinuxRHE, BiiOpenVPNE, BINAEESIRERFNIDNSESR, FUETKREED
OpenVPNHEY, OSHIDNSEZES#OpenVPNEFiREHDNSEEES .
4R
3.3.3.2 CentOS
EeEMRA
CentOShRA R ABEXAKENE BAECERAFI
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£ 3-11 BEERRA

CentOShHRZAS OpenSSLERAS OpenVPNfRZS
7.9 1.1.1 2412

8 1.1.1 2412
Stream9 322 25K A ERRA

BELR
H$£B1 LlrootFBFPERCentOSES, HHGSITED.
]2 PUTUATHL, BNRFEFEERRENH.
cp -a /etc/yum.repos.d/epel.repo /etc/yum.repos.d/epel.repo.backup
I3 LikepeliF,
e C(CentOS79
PUTLAT S, Zikepelif,
yum install -y epel-release

EIRINTEE, FaepelBLEEMIN.
Last metadata expiration check: 0:00:14 ago on Wed 05 Mar 2025 05:53:17 PM CST.

\

Installed:
epel-release-8-11.el8.noarch

Complete!
e (CentOS 8. Stream9
a. ;;ll?j_-l/y\-lzﬁé\s EE%epelﬂ:ﬁo
vim /etc/yum.repos.d/epel.repo

b. HHIEFEALUTAZF.
[epel]
name=epel
baseurl=https.//xxx.cn/epel/8/Everything/x86_64/
gpgcheck=0
gpgkey=https://xxx.cn/epel/RPM-GPG-KEY-EPEL-8

MR
B 8FRRCentOShRA, BIRIESEFRMRAMEDSL o
" https.//xxx.cn/fiELASEIRERRE L
c. & “ESC” |3, #WiAwq, & “Enter” ,
FREREHRLRERS.
£;A PUTUUA TS, EiFZHAIOpenSSLRA
openssl version

EIRNT™MEE:
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OpenSSL 1.1.1k
o MRRFZZTHIZOpenSSL1.1.TkRLAERRA, BHEETES,
o WMRRFERAIZOpenSSLLTIKLATIRAE, B2ELUATEELEOpenSSL,
a. BATLAT®S, Z&EO0penSSL 1.1.7k,
yum install -y openssl11 openssl11-devel
EIRWHMER, FROpenSSL 1.1. k=3I .

Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile

Is this ok [y/d/NJ:y  # BNyl

Installed:
openssl11.x86_64 1:1.1.1k-7.el7

Complete!
b. BXMITLAT®S, EiFJOpenSSLARA .
openssl11 version
EIRINTMER:
OpenSSL 1.1.1k
TES HITLATHS, EiFZI0OpenVPNhRA,
openvpn --version

EIRNT™MEE:

OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on Nov 10 2023
library versions: OpenSSL 1.1.1k FIPS 25 Mar 2021, LZO 2.08

o WRERFKTROpenVPNIRA, BAHEELETR6,
o WNRRFEAZROpenVPNIREK, {BESELITEELHOpenVPN,

Z4#E0penVPN, A[ECentOSHRANZEMGSARE, BIRIELIRESNIT.

- CentOS 79

(MARIY:
CentOS 7.9(X 2523 0penVPN 2.4.120RA, RAZIFEMARA
i. TEWindows& %, T&HOpenVPNERFiHZL S
( openvpn-2.4.12-2.el8.rpm ) ,

i. BT HAIrpmZARBAXApIHER T H LEFICentOSRIER T . AR
iR £ “/opt/” BR T

iii. TECentOSHRZE, HUTLATGS, EMALXKEBMMERR.
cd /opt/

iv. HATLATE<S, %%&OpenVPN,
yum install ./openvpn-2.4.12-2.el8.x86_64.rpm
BRI TEAEE, FRROpenVPNZEERI .

Loaded plugins: fastestmirror
Examining openvpn-2.4.12-2.el8.x86_64.rpm: openvpn-2.4.12-2.el8.x86_64
Marking openvpn-2.4.12-2.el8.x86_64.rpm to be installed
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Is this ok [y/d/N]: y # BINyLAkEE

Installed:
openvpn.x86_64 0:2.4.12-2.el8

Complete!
v. XTI TGS, &EifOpenVPNARZA,
openvpn --version

BRI THEAEE:

OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Nov 10 2023

library versions: OpenSSL 1.1.1k FIPS 25 Mar 2021, LZO 2.08

- CentOS 8. CentOS Stream9
i. fECentOSE%Z, HITLAT®S, LOpenVPN,
yum install openvpn
EISRIMTHEAESR, FROpenVPNLERIN,

CentOS-8 - Base 28 kB/s | 3.9 kB 00:00
Is this ok [y/N]:y # HEIAYLALREE
Installed:
openvpn-2.4.12-2.el8.x86_64 pkcs11-helper-1.22-7.el8.x86_64
Complete!

i. BEXRBITLATE<S, EiflOpenVPNARZA
openvpn --version
BRI THEAEE:
OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]

[PKCS11] [MH/PKTINFO] [AEAD] built on Nov 10 2023
library versions: OpenSSL 1.1.1k FIPS 25 Mar 2021, LZO 2.08

$I86 EWindowsERFE, THEFIREENHE -

1.

2.

HREWEREE,
EEERtar taes O BiR, SREREMRE.

EREE HesEEn, T RS > EHSERE VPN |
HEEMSHE, 1&F “ENERMNE > EAlhR-VPNRIX”

TR “BIRANTVPNX” &, PHBIRVPNRIKEIEITERIEIIN “ THER
InECE” .

TEHHEFIHEEXHR “client_config.zip”

fRIE4E “client_configzip” EIEEESR, W “D\” BET.

fEEDERE, ALIEE “client_config.ovpn” F1 “client_config.conf” NS4,
LAUiZEE A Notepad++iTFF “client_config.conf” 3744,
HINEPmIEBRFAR
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;10

fE<cert></cert>Fl<key></key>tRCX N D IEEZ FimiEH .. EPImIESFA
H,

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
UL TIE i 5E

————— END PRIVATE KEY-----
</key>

9. (%) ;FR “data-ciphers” F1 “disable-dco” .
(1 B8
“data-ciphers” £#{XOpenVPN{FEF2.4.12kR AR EE T,
“disable-dco” £#{X0penVPN{ER2 5K A TFIRAITEERER
a. 1ZCtrl+FEfI “data-ciphers” F “disable-dco” S¥RITERIE
b. ESHFEITRRA#TEZITER.

10. {RiFconfBCESI{4,

gglgnf@ﬂ%ﬁz#‘rﬁﬁXftp324¢1§$ﬁIEJ:1§§UCentOS%éfﬁo Al EEZE “/opt/” H
FCentOSHRFR, HITUATEGS, HAZFiRAEXHRERR.

cd /opt/

WATLATE<, BaiOpenVPNZE FinFHiEEVPNRIX

openvpn --config /opt/openvpn_config_user-01.conf

EIRINTHEAEE, FROpenVPNIEZEII LI,

Tue Feb 25 19:24:04 2025 OpenVPN 2.4.12 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Nov 10 2023

Tue Feb 25 19:24:06 2025 WARNING: this configuration may cache passwords in memory -- use the auth-
nocache option to prevent this
Tue Feb 25 19:24:06 2025 Initialization Sequence Completed

PATUA TS, WIBEEMY,
ping XX.XX.XX.XX
(e
XX XX XX XX AR ZEIZAIECSFAMIP, TEIRIBSCFRE R

ERNTMER, REMNEZEE.

64 bytes from XX XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
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64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX.XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms
64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

.

3.3.3.3 Debian

BCEMRAS

SICR(FREE

BES IR
FE
T2

43

Debianhz AN R ABX KIS B UNECERRAS 7 o

£ 3-12 BeERRA
Debiankx74s OpenSSLERAS OpenVPNjRZS
12.0.0 1.1.1 2.58% A ERRAR

AEREEFIRA, SEERIEBRMEVPNRIX R0 . VPNIEZRIRS inF MFNZRES
BE, FIRESSEMEHHRR,

LArootF P& RDebian&R %, HHGSITED.
HITLATa<, BINRRFEBNEESY
cp -a /etc/apt/sources.list /etc/apt/sources.list.bak
ZaxaptiFo
1. HFLATa<, BiEaptif,

vi /etc/apt/sources.list
2. HEMIEFBEANLUTHS.

deb https.//xxx.cn/debian/ bullseye contrib main

deb-src https://xxx.cn/debian/ bullseye contrib main

HRGEHTIR

deb https.//xxx.cn/debian-security/ bullseye-security main contrib

deb-src https://xxx.cn/debian-security/ bullseye-security main contrib

HBREEHR

deb https.//xxx.cn/debian/ bullseye-updates main contrib

deb-src https.//xxx.cn/debian/ bullseye-updates main contrib
AR

https://xxx.cn/fiBLALBRMERETREE
3. & “ESC” &, HiAwq, & “Enter” ,
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FRFAREFRLRERS
£]A PUTUTHS, EBRFER.
openvpn --version

BRI HMEE:

OpenVPN 2.5.1 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on May 14 2021

library versions: OpenSSL 1.1.1w 11 Sep 2023, LZO 2.10

o WRRFZEROpenVPNIRZA, (EHEEEIES,
o WMRRFAEROpenVPNIRAE, 1BEELATEELREOpenVPN,
a. HUTLATE<, %%*&OpenVPN,
apt install -y openvpn
SRF TN, THRER—TTHREESR, BERIAR100%ANRTLZERT

¥ o
EERINTMER:

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Unpacking openvpn (2.5.1-3) ...
Setting up openvpn (2.5.1-3) ...
Processing triggers for man-db (2.11.2-2) ...

b. BIXHITLATGRS, BERMSE.
openvpn --version
BRI TMEE:
OpenVPN 2.5.1 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/

PKTINFO] [AEAD] built on May 14 2021
library versions: OpenSSL 1.1.1w 11 Sep 2023, LZO 2.10

5 EWindowsE %, THEFiRECE N,
1. BREEESHE,
2. fEEEEflartmpt ¥ B, SRR .
3. EREELRREEIEE, B2 CFE > ENSERE VPN .

4. HEEMSHV=, &F “EUERME > BIR-VPNEX” .

5. I “HBIGAZVPNRIX” E, BEHEBERVPNRKAETIREIIN “ THER
IRECE” .

THHNEFIREEXHER “client_config.zip”
$I;6 fEESE “client_config.zip” EIEEBZR, W “D\” BFE T,
fREgEIE, TLAER “client_config.ovpn” #1 “client_config.conf” BN,
$I87 LUCE A Notepad++FJFF “client_config.conf” 3214,
S8 ININEFIRIERRFAH.
fE<cert></cert>Fll<key></key>tREX A EIEEE FimiEH . EFiRIEPBTAR.

<cert>
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</cert>
<key>
----- BEGIN PRIVATE KEY-----
UL TIIE i EH
----- END PRIVATE KEY-----
</key>
FIR9  (Tik) ;FRR “disable-dco” . {XOpenVPN{ER2.5R% LA FhRASESE K o
1. ¥RCtrl+FEN “disable-dco” S¥BIPRTEMIE -
2. 7t “disable-dco” FREITRIMIA#ERZITER
#.aisable-dco

$B10 (FfFconfEe B4,

FTB11 BeonfEEXHFAXftpX(HEi TR E{EF|DebianR Gt . ARfIH ELEZE “/opt/” B
R

F£E12 PITUATHS, HALZEGRERR.
cd /opt/

FB13 HITLUATHS, BrI0OpenVPNEFinFHIEZEVPNMX
openvpn --config /opt/openvpn_config_user-01.conf
EIENTRKEE, FROpenVPNIEZEEII LN
2025-02-28 11:34:35 OpenVPN 2.5.1 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11]
[MH/PKTINFO] [AEAD] built on May 14 2021
2025-02-28 11:34:35 library versions: OpenSSL 1.1.1w 11 Sep 2023, LZO 2.10
5025—02—28 11:34:37 Initialization Sequence Completed

LE14 HTUATHS, WIbEEME,

ping XX.XX.XX.XX
(RARY:
XX XX XX XXSIAEEEEHERIECSTAM P, StRIESEfRES 4,

ERIMTER, RRNEEE.

64 bytes from XX.XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX.XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms
64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

-

3.3.3.4 RedHat Linux

BCEhRA

RedHat LinuxhR AR AR KRS BB EMRA TR o

S5k 01 (2025-09-25) WRIERE © HERRARBIRAT

125



FEE FAMIES
5 mbi=12)

3 &g N\z= VPN

BELR
S
SE2

S$IR3
£R4

& 3-13 BeERRA
RedHat LinuxiR7s OpenSSLERZA OpenVPNRRZA

9.5 111K E 25K LA ERRA

FEWindows &%t F#ilib64pkes11-helper1,

K TFENrpmZEE AXftp ) HER THE FEZEIRedhatlIHR T AR LIEE
“lopt/” BRT,

PArootFHF & FRedHat Linux& %, FTHFaSTEO.

PATLA TS, HAREBFRERR.

cd /opt/

PATLAT S, Z%Elibb4pkes11-helperl,

yum install lib64pkcs11-helper1-1.30.0-1-omv2390.x86_64.rpm

BRI TEE, FRlib64pkes11-helper1 LRI,

Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use "rhc" or "subscription-manager" to
register.

i-ﬁstalled:
lib64pkcs11-helper1-1.30.0-1.x86_64

Complete!
HITUAT®S, EEOpenVPNIRZA
openvpn --version

EIRINTMEE:

OpenVPN 2.5.11 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on Jul 18 2024
library versions: OpenSSL 3.2.2 4 Jun 2024, LZO 2.10

o WRRFKEROpenVPNIRZA, (EHEELEEA,
o WMRRFAEROpenVPNIRAR, 15SE LU TLELZEOpenVPN,
a. TEWindows& &% F&OpenVPN,
b IS TFEMpMEEEEXpXAHER TE LEFRedhatilIER T o ARHBIH
EEZ=E “Jopt/” BRT,
c. HIFLAT®S, &EOpenVPN,
yum install openvpn-2.5.11-1.el9.x86_64.rpm
EIRNTHEAEE, FROpenVPNLEERIN,

Updating Subscription Management repositories.
Unable to read consumer identity
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TB7

SR8

S5
FER10

£E1

FIR12
H$R]13

Is this ok [y/N]:y # BNYLALREE

Installed:
openvpn-2.5.11-1.el9.x86_64

Complete!
d. BXHITUUTE<S, EFO0penVPNIRA
openvpn --version
BRI THEAER:
OpenVPN 2.5.11 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11]

[MH/PKTINFO] [AEAD] built on Jul 18 2024
library versions: OpenSSL 3.2.2 4 Jun 2024, LZO 2.10

EWindows&R %, THEFinbcE X4
1. BFREEERFE.

2. rEEEEflartmpt O BiR, SERRIEEE.

3. EREERBEEIER, WE RS > ENSHERE VPN

4. FEEMSHIEE, &F “EIEBMNE > BIhR-VPNRX”

5. &E “BIg A=VPNRX” &, PHBIRVPNRIXFRIEITIRIEIIN “ THER
InECE” .
THHEFIREEXHER “client_config.zip”

FRIESE “client_config.zip” E8EHES, W “D\” BRT.

fEE4EE, TILABE “client_config.ovpn” F1 “client_config.conf” B4,

LAig=EE A Notepad++fTFF “client_config.conf”

BINEFRIEBRFAE .

fE<cert></cert>Fl<key></key>tRCI NP FNESEFimiEH . EFImIEBTAA.

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
L TIIE Fim 5

————— END PRIVATE KEY-----
</key>

(E% ) 3FE “disable-dco” . {XOpenVPN{#EFE2.5 R ATARART S -
1. $ZCtrl+FERL “disable-dco” SEBIFRERIS
2. £ “disable-dco” PRIEITRHMANHTFRZITER

{RFconfECE {4,

Y& confEC B FAXftpI (& TR LEEIRedhat Rt , ARBIF_EEE “/opt/” B
=T
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B4 JITUTHS, BEAZFREEXXHRERR.
cd /opt/

FE15 HTLUTHS, Bri0OpenVPNEFHFHEREVPNRZE,
openvpn --config /opt/openvpn_config_user-01.conf

B TEAEEE, FROpenVPNIEZEZEIKIN .

2025-02-27 22:18:30 OpenVPN 2.5.11 x86_64-redhat-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Jul 18 2024
2025-02-27 22:18:30 library versions: OpenSSL 3.2.2 4 Jun 2024, LZO 2.10

2025-02-27 22:18:32 Initialization Sequence Completed
L£E’16 WITUUTHS, WbEEYE,
ping XX.XX.XX.XX
[MERY::
XX XX XX XXSTAEBIEZHIECSTAMIP, (SIRIESLIRE %
BRI TEE, TRMEDE,

64 bytes from XX XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX.XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
64 bytes from XX.XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX.XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms
64 bytes from XX.XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX.XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

e

3.3.3.5 OpenSUSE

EeEhRA
OpenSUSERRA R AEXMKENE EANECER Ao

x 3-14 BLERRAK
OpenSUSERZS OpenSSLERAS OpenVPNiRZAS

15.5 1.1.1 2.58% A ERRA

BMELER
$£I81 LlrootEHPZESRCentOSE %, ITHGSITE,
FIR2 EcEzypperi&.

1. HITUTHS, SEHRFKRENEENH.
mkdir /etc/zypp/repos.d/repo_bakmv /etc/zypp/repos.d/*.repo /etc

/zypp/repos.d/repo_bak/mv /etc/zypp/repos.d/*.repo /etc/zypp/repos.d/
repo_bak/
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2. BERBR.
(1) #BA
BFIRRAARE, BREEREERE . BEAREEESEREzypperlfBX31Y,
£I|W3 HITUTHS, BERFMER.
openvpn --version
EIRINTMEE:
OpenVPN 2.5.6 x86_64-suse-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFQO]
[AEAD] built on Mar 16 2022
library versions: OpenSSL 1.1.1l 24 Aug 2021 SUSE release 150500.15.4, LZO 2.10
o MNRRFEZROpenVPNIRA, BULEELEEA,
o MRERFARZROpenVPNIRAE, BESELUTZEZLHEOpenVPN,
a. WIFLAT®S, &3EOpenVPN,
zypper install openvpn
EREMTER, FRROpenVPNZILMI,
Loading repository data...
E&ntinue? [y/n/v/..? shows all options] (y):y # VI NYLAZREE
(1/1) Installing: openvpn-2.5.6-150400.3.6.1.x86_64 [done]
b. BXHUTLATESS, EBRMER.
openvpn --version
BRI THEAKESE:
OpenVPN 2.5.6 x86_64-suse-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/
PKTINFO] [AEAD] built on Mar 16 2022
library versions: OpenSSL 1.1.1l 24 Aug 2021 SUSE release 150500.15.4, LZO 2.10
FIE4 T:EWindOWS,%ZE TEEFIREENXHE.
1. BEEHS
2. mEEEEarzrAss Y EF, SRERKENRE.
3. EREELRREEIEE, wE RS > EISERE VPN
4. FEEMSH=, &E “ FEM%%H% > {EAlRR-VPNRIK” o
5. & “ éSiﬁ*ﬁ)\z‘:VPNW?E” &, PHEBERVPNRXERETIREIIN “THER
i
T%tﬂ’ﬂ%)‘—“'u#ﬁﬁﬂ%}‘d’—‘lﬁg “client_config.zip” .
TS fRESE “client_config.zip” EIEEBEZ, W “D:\” BRT.
fRE4EE, TILABE “client_config.ovpn” #1 “client_config.conf” B4,
$£16 LUCE AR Notepad++TFF “client_config.conf” {4,
BT HNEFHIEPBRFAR.
fE<cert></cert>Fll<key></key>tREX A EIEEE FimiEH . EFIRIEPBFTAR.
<cert>
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SR8

19
S$E10

FE1

$E12

H$;]13

UL TIIE il B

</cert>

<key>

————— BEGIN PRIVATE KEY-----
UL TIIE R imh 56

————— END PRIVATE KEY-----
</key>

(AT ) S “disable-dco” . {XOpenVPN{EFE2.5 A FARAAT S o

1. IZCtrl+FE{Z “disable-dco” SEBIFRENE -
2. 1£ “disable-dco” ERTE(TEUMA#HIRZITER .

IR1FconfECE X4,

$EconfECE 4 FXftp &t T B E1ERIOpenSUSER S, AR EEE
“lopt/” BRET.

£OpenSUSERS, HUTLAT S, HAZFIRECENHREER.
cd /opt/

WATLAT a4, BriOpenVPNZEFimFiEiEVPNRX

openvpn --config /opt/openvpn_config_user-01.conf
ESRIMTHEPRMEE, RROpenVPNIEESEZHIN.

2025-02-27 14:09:26 OpenVPN 2.5.6 x86_64-suse-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Mar 16 2022
2025-02-27 14:09:26 library versions: OpenSSL 1.1.1l 24 Aug 2021 SUSE release 150500.15.4, LZO 2.10

2025-02-27 14:09:28 Initialization Sequence Completed
HATLAT <, JGibiEaEE.
ping XX.XX.XX.XX

AR

XX XX XX XXSAEBEIZAIECSFAMIP, EIRIBSCIRE R

EIRNTMER, TRMESE.
64 bytes from XX XX.XX.XX: icmp_seq=1 ttl=63 time=1.27 ms
64 bytes from XX XX.XX.XX: icmp_seq=2 ttl=63 time=1.36 ms
64 bytes from XX XX.XX.XX: icmp_seq=3 ttl=63 time=1.40 ms
64 bytes from XX XX.XX.XX: icmp_seq=4 ttl=63 time=1.29 ms

64 bytes from XX XX.XX.XX: icmp_seq=5 ttl=63 time=1.35 ms
64 bytes from XX XX.XX.XX: icmp_seq=6 ttl=63 time=1.52 ms

.
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3.3.4 figE& MacOS Z g

ZPimhRAN
MacOSZH5HE Pt AR AR AN S BN Z PSR AR
& 3-15 EFimhk A

ERFin ERinhRA a4 E
OpenVPN Connect 3.4.4.4629 OpenVPN Connect
Tunnelblick 3.8.8d Tunnelblick

OpenVPN Connect
$£1 EOpenVPNE A ML TEH OpenVPN Connect, RIBIEINGIEIZNZERRF .

3-4 EERES

@ ] i OpenVPN Connect

Please choose installer for your
device/operation system:

s |- ! o
- : ’ a !

OpenVPN_Connect_3_4_0( OpenVPN_Connect_3_4_0(

4508)_xB6_...ler_signed.pkg 4506)_armé...er_signed.pkg

Mac with Intel processor Mac with Apple Silicon chip
intel. @. Silicon

SE2 RIEFRERR, STRRGRE.
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3-5 &% OpenVPN Connect

L ] o %% OpenVPN Connect g8 @ ? R OpenVPN Connect 8
o FRID{EA “OpenVPN Connect” RE# o REFFRTINL
This installation process will take you through the necessary steps to OpenVPN Connect EULA:
® 4R install the OpenVPN Connect program. e
o ¥a
OpenVPN License

OpenVPN Connect End User License Agreement (OpenVPN Connect
EULA)

1. Copyright Notice: OpenVPN Connect License;

Copyright (c) 2008-2022 OpenVPN, Inc. All rights reserved.

"OpenVPN" is a registered trademark of OpenVPN, Inc.

2. Redistribution of OpenVPN Connect binary forms and documents, are
permitted provided that redistributions of OpenVPN Gonnect binary forms
and documents must reproduce the above copyright notice.

3. You agree not 1o reverse engineer, decompile, disassemble, modify,
translate, make any attempt to discover the source code of this software,
or create derivative works from this software.

4. OpenVPN Connect is bundied with other apen source software
components, some of which fall under different licenses. By using
OpenVPN or any of the bundled companents, you agree to be bound by
the conditions of the license for each respective component.

CEE ] TED... F... EE  [EE ]
® @ %% OpenVPN Connect [ ] %% OpenVPN Connect
o T BWH3 cgbv waGOCGWEWaoryuZekh” o REAT).
] IR¥G 5B B 8 226.2 MB 8], 43
¥ Eﬂg%Eﬁ{gg%&Eg&ﬂ;};&ﬁ)’ﬂﬁﬂtﬂ@ﬁﬁﬁ%‘ 4] el
B 1 .
BHORE BT
o BRAN £
L REMI,
PHERR.
za =

B3 THEPRREX.,
1. BREEEHE,
2. rEEERfartaes O BiR, ERRETEE.
3. EREELAREEIEE, B2 CFE > SINSERE VPN .

FEEMSHE, 1EE “EIUERME > BIhR-VPNRX”
5. ;ifﬁéé:}iﬁ‘ﬁ)\z_:VPNM%” &, PEBRVPNRXETIREIIN “TEHER
"ITEEEI’\J%P%EB%SZ#% “client_config.zip” .
$A #BRES “client_configzip” EIEEBR, W “D\” HET.
fREZERS, TLUSEI “client_config.ovpn” #1 “client_config.conf” FNS4E,
FI;5 LU ARRIEFFTFF “client_config.ovpn” {4,
£I6 ININEFIHIEBRFAH.
fE<cert></cert>F<key></key>tRCXI AP FNBEEEFimiEH . ZFimIEBFAE.

<cert>

</cert>

<key>

————— BEGIN PRIVATE KEY-----
LT IIE A

</key>
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$I87 (FfFovpnBLE {4,
$I¥8 FTHOpenVPN ConnectZFif .
I SAovpnBEXH, EESEEEE.

3-6 SANEENH

OpenVPN Connect OpenVPN Connect
Import Profile Imported Profile
URL Profile Name
Drag and drop to upload .OVPN profile.
You can import only one profile at a time. Server Hostname (locked)
m
.OVPN
___>

PROFILES CONNECT

£E10 ZEI7VPNIERE,
ST B RAR, KFREZRI

SASRRAS 01 (2025-09-25) IS © BB AGIRAS) 33



EINERMLE
HPFPigE 3 &g \z= VPN

3-7 &N
OpenVPN Connect

Profiles

CONNECTED

(®

CONNECTION STATS

222B/s

0B/s

221B/S % 39 B/S

00:01:30 1sec ago

-

Tunnelblick
1 giiEEAMIE T Tunnelblick,

ICRILRIESEIRRE NRUERRIMRA, HFERETURA . THIHIIHEE TRDMG
FETVRYER

T2 RIEFR@EER, L% Tunnelblick,
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3-8 Z2%E Tunelblick

ede Tunnelblick

Double-click to Deglﬂ
FD{EM Tunnelblick
@ RETRRN VPN B o tun

art mit Doppelklick

Desuemeblec Tunnelblick HE— 1521 ERRMER
ZHEEE VPN, BE XA BN SR RNRE PR CLAA I 91300 59 VP mmmmm i.ﬂ LSS
Double -cliquez pour commencer » WHAN VPN ESRHEFRG RETEL —P Mt):ﬂml. AR : ik, |n|
ARRD) Tunnelblick A RERA. MXEEMStN, NeNt.
Haga dcb\e clic para comenzar B u;f\,wznndwygmr‘rx(n nndhl ck PR LR % MEDE VPN LRSI RS

Doppio click per iniziare

ABaxasl KNHKHUTE ANA Hauana

Dubbel-klicka for att borj

Cﬁq ;dus.fp;’,;mfe‘;, (HEREXHARTRES; HNFERE
R

DU L LR 7 e

R HXfHEIEHEE tblk, .ovpn, 5 conf. S S IR T Bl S bR

Duﬂhc ﬂm ‘E sl'mEH
bbe -klikk for a stane

Desesties b s Qrm
Feu doble clic per comengar REREH

HRAREXH

B

T3 THEFIREREN .
1. ERITHEE

2. rEEEEtar et O BiR, SEREERE.

3. EREELAREEIEE, 2 RS > ENSHERE VPN .
NS, wE - rémgmn_n > UR-VPNRIX” .

5. %R “HBIRAZVPNRIX” WE, BHEBRVPNRIXAETIREIIN “ THER
IRECE” .

THNERPIRECESX 4 “client_config.zip” .
$'A BRIESE “client_configzip” EIEEER, W “D:\” BET.
fEE4EIS, TTLABE “client_config.ovpn” F1 “client_config.conf” FNSZ{4,
5 LANXARGREFFTFF “client_config.ovpn” {4,
L6 FINEFIRIERBRFAH.
fE<cert></cert>F<key></key>tREX A D EIEEE FimiEH . EFIRIEBTAH.

<cert>

</cert>

<key>

----- BEGIN PRIVATE KEY-----
LTINS Pt

----- END PRIVATE KEY-----
</key>

£I®7 R “disable-dco” .
1. ZCommand+FE{i “disable-dco” SHIFFEMNE,
2. 7£ “disable-dco” FREITEIMIA#TRZITER -

$IR8 {RfFovpnE BN,

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 135



FEE FAIES
5z =12

3 &g N= VPN

£I9 1THTunnelblickZ i,
1=
SLB10 S A\ovpnEe B,
5 EiT) ==s)
3-9 SAEFiRECE X4
coemr CAROR coomn ey [ QA (3 g0
e =
LB EI7VPNIEEE,
NP — S N gt
B TERRRE, AREEZK.
3-10 J&EEERRTN
soe ER @ o ok
ER El 57 TRE 1. AR
v ER BE %
client_config £ENBUD UMLK,
22:0B:05 “Tunnelblick: Start of oulput from client up. tunnelbdck.sh
22:08:07 *Tunnelblick: NOTE: Mo network configuration changes need to be made.
22:08:07 *Tunnelblick: WARNING: Will NOT monitor for othar network configuration changes.
22:08:07 “Tunnelblick: WARNING: Will NOT disable IPvE settings.
22:08:07 *Tunnelblick: DNS sarvers will ba used for DNS queries when the VPN is active
22:08:07 *Tunnelblick: NOTE: The DNS servers do not include any free public DNS servers known fo
Tunnelblick. This may cause DNS queries to fail or be intercepted or falsified even if they are directed through the VPN, Specity
enly known public DNS servers or DNS servers located on the VPN network to avoid such problems.
22:08:07 *Tunnelblick: Flushed the DMNS cache via dscacheutil
22:08:07 *Tunnelblick: fusrsbinidiscoveryutil not prasant. Mot flshing the DNS cache via discoveryutil
22:08:07 *Tunnelblick: Motified mDNSResponder thal the DNS cache was flushed
22:08:07 “Tunnelblick: Mobfied mDNSResponderHelper thal the DNS cache was flushed
22:08:07 *Tunnelblick: End of output from client.up.tunnelblick.sh
DO OB07 “Tunnelblick: **resrrsresr et ersa s ennares e ne e
2023-12-09 22:08:07.707727 Initialization Sequence Completed
2023-12-09 22:08:07.707920 MANAGEMENT:
>STATE: 17021 30867, CONNECTED, SUCCESS, —_ - B e
2023-12-09 22:08:08.041463 "Tunnelblick: Could not daterrning this computer's apparent public IP address batore the
connection was completed
20:23-12-09 22:08:13.993254 *Tunnelblick: Waming: Could not obtain a list of DNS addresses that are expected
2023-12-09 22:08:13.995886 *Tunnelblick: Rowting info stdout:
route 16: 1
destination
interface: end
flags: <UP,HOST,DONE, LLINFO,WASCLONED, IFSCOPE.IFREF, ROUTER=
recvpipe sendpipe ssthresh riimsec rivar hopocount miu  expire
o (1] 1] o 1] 0 1500 11N
stoerr:
2023-12-09 22:08:14.007803 *“Tunnelblick: Waming: DNS server address 1 is not a public IP address and is mot
being routed through the VPM.
+| =D 7 EHBEHELDERE BT iEN
-t
od ] RYEE]
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o 2 BEFH FEHEFiRACENH.
=t o
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INE FImIEB R FASE o

fE<cert></cert>F<key></key>tREX R D EIEEE FimiEH . EFIRIEBTAH.

<cert>

</cert>

<key>

BEGIN PRIVATE KEY-----
LTINS P

END PRIVATE KEY-----
</key>
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3. EREEResEER, BT cEESKE SEERS .
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VPNRIX” o £ “BRFRE" TE, EFREIIN ‘B2 > SIEEEIN”

HITECE

- ARAZVPNE RIS EI’JVPNJJzEI’J.:..=., B THLEIRFIERE “VPNIE
B . £ ‘BRFRET E, EBRREIN ‘B2 > CIEEENN 7 #iThe
B

5. BCESZZEMRN,

- REMER: RRBINEMEEER “ EUERMNERIANSERR (VPNE
)7, ALIEEXREER.

- BENXEE: IRFTEMNEZEREEITES, BRE ‘BENEE” #iTt!
2. CIESERSE, ZRIELATEREEIR P ER

6. MUSHIRESTAHE, BdE “ZEEE” .

EIEAMEGEEEEMNIRESTRE, NRECERASEEM, HEcE TFhHE
HSHES, RESBMHTEN.

(1] %83
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4.8 BIESHEEMAN

BAEER
EHREEHELAN, APTEENEHEETESEBMNRE, RIS TRENER
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BRIESER

1. EBEREEERSS
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HERE | HEFER EBIRESET . EE3XEEHT (. IERTXRE
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BEHS | IRIESEPRGE IR TECE -
1588
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FEE FAMIES
5 =12 5 &t

5.1 SZHFEIHRIKRIRIFSIZR
52 BF=HITEE

5.1 ZFEFHITROXBIRIEFIZER
(0 5288
IR AR VPNE BB TSI —/E R T —Region R IF=EHITIRSS -

% 5-1 iGN\ = VPN A FRIS{ESIZE

BRIESR wiRRE BHER

BIZRPYiRMX | customer- createCgw
gateway

EFAFITIRMX | customer- updateCgw
gateway

PR F3JiRkIX | customer- deleteCgw
gateway

CIEREIIEZEMLE | vpn-gateway createVgw

ZES

FEEMEBMES | vpn-gateway updateVgw

Pl

MBREIIE FBMLE | vpn-gateway deleteVgw

ZES

BFE/BBEIZVPN | vpn-gateway CreatePrePaidVgw

P

BEEFVPNRFEIRZE | vpn-gateway UpdateResourceState
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FEE FAMIES

FPiEmE 5 &t
BRESR RiRRR BHER
EFEREEAVPNK | vpn-gateway UpdateVgwSpecification
FHE
BEIZEVPNRX | vpn-gateway updatePostpaidVgwSpecification
A&
B EIIEZRMLZE | vpn-connection | createVpnConnection
&R
BEFEMERME | vpn-connection | updateVpnConnection
TR
MBREEIAEZ B4R | vpn-connection | deleteVpnConnection
&R
EEMKIES vgw-certificate | createVgwCertificate
BRI KIEH vgw-certificate | updateVgwcCertificate
U RIRIRES instance batchCreateResourceTags
RS SRR instance batchDeleteResourceTags
HIHAPXIRME | customer- listCgws
L IES gateway
BIFREPXIRMX | customer- showCgw
gateway
BORIFEIRS instance showResourceTags
BB R instance listProjectTags
IR EIRREIRSL | instance listResourcesByTags
RS
IR EIREIRSL | instance countResourcesByTags
e
B1RVPNRKIUER | vgw-certificate | showVpnGatewayCertificate
EiFVPNRX vpn-gateway showVgw
HiFGVPNXATF | availability_zon | listAvailabilityZones
X e
EIRVPNRKXATA | availability_zon | listExtendedAvailabilityZones
X e
EFHEEVPNMZE | vpn-gateway showVpnGatewayRoutingTable
TRIHZ
EFVPNIEESIER | vpn-connection | listVpnConnections
EifVPNiEEE vpn-connection | showVpnConnection
EiAVPNRMXFIE | vpn-gateway listVgws
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FAFt5rs 5 Bt
BRIESR RRAER SHEMW
BEiFVPNIEEISIE | connection- showConnectionMonitor

monitor
BEifVPNIEZISIE | connection- listConnectionMonitors
eSS monitor
HiFfgEEFEET | quota showQuotasInfo
EiFVPNiEZHE | vpn-connection | showVpnConnectionLog
#HLEBIZEVPNIEE | vpn-connection | batchCreateVpnConnection
EEVPNiEE vpn-connection | resetVpnConnection
ARt ANZ=VPN | vpn-gateway upgradeVpnGateway
ZES
Bigihs= AN=VPN | job listVpnGatewayJobs
FPSEEEEIES
BRI AN Z=VPN | job deleteVpnGatewaylob
RIXAESS
BUEVPNIERZLSIE | connection- createConnectionMonitor
monitor
RHBRVPNIZERZIGIE | connection- deleteConnectionMonitor
monitor
x 5-2 iR\ = VPN SHRIRIEYIZER
BRERR RiRER SHH2W
Bl vpnikiE VpnConnection | createVpnConnection
BEEfvpnikiE VpnConnection | updateVpnConnection
MBRvpniZEiE VpnConnection | deleteVpnConnection
ElEEvpn % VpnGw createVpnGw
E#fvpnx VpnGw updateVpnGw
MBRvpnI%< VpnGw deleteVpnGw
BEifVPN&EE VpnConnection | showVpnConnection
EiIFVPNERETSIZE | VpnConnection | listVpnConnection
EH)IPSECEKRHS
BEFIKESRES
HiFVPNM X VpnGw showVpnGw
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FAF$5rs 5§t

BRIESR RRAER SHEMm

HifVPNRXFIZE | VpnGw listVpnGw

R[N quota showQuota

EFEZEEHEYIER | VpnConnection | listSupportedAlgorithm

* 5-3 Big A= VPN #BEFIE

ERERR RiRE EHBR

AL p2c-vpn- subscribeP2cVgw
gateway

EHEEEVPNM | p2c-vpn- updateP2cVgwSpecification

FHE gateway

HBRIREEE (& | p2c-vpn- updateP2cVgwStatus

LERRR ) gateway

BIT&ER p2c-vpn- unsubscribeP2cVgw
gateway

EFLRIKA VPN | p2c-vpn- updateP2cVgw

TES gateway

ClEESSLARSS i vpn-server createVpnServer

(EMSSLARSS ik vpn-server updateVpnServer

BIZEVPNAFF vpn-user createVpnUser

{EVPNERF vpn-user updateVpnUser

(VPN 263 | vpn-user updateVpnUserPassword

EEVPNEFZR | vpn-user resetVpnUserPassword

HIERVPN A vpn-user deleteVpnUser

BUEEVPNREFAE vpn-user-group | createVpnUserGroup

VPN A vpn-user-group | updateVpnUserGroup

WINVPNREF4ER | vpn-user-group | addVpnUsersToGroup

P

EB,%VPN}EHF'%HJEH vpn-user-group | removeVpnUsersFromGroup

SIZEVPNIFIEISEEE | vpn-access- createVpnAccessPolicy
policy

{EZVPNIBIEISREE | vpn-access- updateVpnAccessPolicy
policy
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FPiEmE 5 &t
BRESR S0l BHER
fHERVPNIBEISERE | vpn-access- deleteVpnAccessPolicy
policy

TEHEFIRERE vpn-server exportClientConfig

SAEFiRCAIEHR | vpn-server importClientCa

BXZFiHCAIES | vpn-server updateClientCa

flFRZ PimCAIESR | vpn-server deleteClientCa

HECEEFRIFE | p2c-vpn- batchCreateResourceTags
gateway

HEMBRERIRE | p2c-vpn- batchDeleteResourceTags
gateway

EFRIEANZVPN | p2c-vpn- listP2cVgws

FESIES gateway

RIEZLIKAZVPN | p2c-vpn- showP2cVgw

MXID, EIFfEE | gateway

HIVPN®I X

EFFLRIEANZVPN | p2c-vpn- listP2cVgwAvailabilityZones

< B] X gateway

EFRIEANZVPN | p2c-vpn- listP2cVgwConnections

RKIERZEEIIZER | gateway

EiREELHIRER | p2c-vpn- listTagsForResource

HER gateway

BigfAPEREE p2c-vpn- listTags

ProjectspSLfBIsEE! | gateway

HFTERIFIRESE

PaN

|

EiFVPNiGaSREE | vpn-access- listVpnAccessPolicies

SIES policy

BEIFVPNIGEERE | vpn-access- showVpnAccessPolicy
policy

BiF—PMX TR | p2c-vpn- listVpnServersByVgw

IRSZIR(EE gateway

BEIIZEFiRCAIER | vpn-server showClientCa

EGFHFPTRIERE | vpn-server listVpnServersByProject

RSB imEE

HiFVPNAERF%IZE | vpn-user listVpnUsers

HifVPNERF vpn-user showVpnUser
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FEE FAIES

FFiERE 5 Bt

BRIESR S0l SHEMW

EiGVPNEF4ES] | showVpnUserGr | listVpnUserGroups

x oup

BiGVPNREFAH vpn-user-group | showVpnUserGroup

EigENVPNERF | vpn-user-group | listVpnUsersinGroup

it=6IZEVPNEHF | vpn-user batchCreateVpnUsers

Ht=MBRVPNERF | vpn-user batchDeleteVpnUsers

Gi2/EFnEREBE | p2c-vpn- updateVpnConnectionsLogConfig

iy gateway

fkRERZBEEE | p2c-vpn- deleteVpnConnectionsLogConfig
gateway

BifEZRERE | p2c-vpn- showVpnConnectionsLogConfig
gateway

HrFFRiIm N Z=VPN | p2c-vpn- deleteP2cVgwConnection

P St gateway

FARAZRIHANZVPN | p2c-vpn- upgradeP2cVpnGateway

TES gateway

BEiFELIKEAZVPN | job listP2cVpnGatewaylobs

FESEE=EIES

MIFRLRIHEANZVPN | job deleteP2cVpnGatewaylob

R KAESS

— N
5.2 BE=HITEE

RBPHEAZRITIRS IEEEREERRG, RAFTRICRVPNIRRIERE. ZFHITR

SEEEH e SRFRETRIVRIFCR

HAKEE:

IUEFHITAE, BEIEFEHITES.
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REAE R4S
FFisr 6 IRELE

6 BPRETE

TR

6.1 BIEER P FHEERVPN
6.2 VPNEE N F

6.1 IEZRFFHEX{ER VPN

NREFEXNCEFAENVPNRTRAENSIREIE, EnILUERS—BMIAIERSS
( Identity and Access Management, E#RIAM ) , BIIAM, EETLA:

o RECWILSER, EEREAKSH, AW RTRRANINRT ol
IAMPBF, LR THER—Z2EE, FHERVPNER.

o IRECWAPNERS, SETEMSTNR, UATIRRZEOREE.

o BVPNAREEAECL, BRNEMEAKSTETES, KLKSHETRE
SALURBIURE TR

MRENUSEEEBRENER, THERETIOIAMER, EAHTAS

5, RBEERVPNIES OB,

AEDAENBYBREINEGE, BERENE6-1Fx=.

HURRSR

LSRR ZE, BETERFPEATLURINAIVPNEIR, FHESSERE R Tk
B, VPNIFHRGINR, 520 IREE. HEFEEMRVPNZINMIEEIRSE
N, IAMZIFIRSHIPMEIIRIES MR GHR -

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 162


https://support.huaweicloud.com/usermanual-iam/iam_01_0001.html
https://support.huaweicloud.com/productdesc-vpn/vpn_01_0011.html
https://support.huaweicloud.com/usermanual-permissions/iam_01_0001.html

REHAE R4S
FFisrm 6 IREIE

AN

6-1 HAFE T VPN SURIE

Tt

BIE A P IR

BIZ A PR A

A PE R RUEAR

1. SUIRAFEFRIR

FEIAMEHGRIZAFE, FHEFEMNETHAMESIRSIIR “VPN FullAccess” .
2. GEAFFHIARBFA

FIAMIZFIGRIZAR, FRBEIMANTHEIZRBERE.,
3. RAPERHKIERR.

WEIZRBREREEE S, RERNXE, IR

. EREErRREEER, BE CRE > SHEERET | EA CEE
R > VIR VPNRIE” W, 7 “EASVPNEE” T, Bt
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FEE FAIES
PR

6 IRETE

A “CIZBitm ANTVPNRE” |, SR EIZVPNMX, WNREIZERIN, Fx
“VPN FullAccess” B4,

- Eﬁ@ﬂ:ﬁa%ﬂigﬁ, R W > BIERANET , HA BT
FAMLE > RBaRR” TUmE, B “CUEBVPNRIX” , ZifeIEEVPNMX, JN8
BUEERLIN, Fx “VPN FullAccess” BE&4,

- Eﬁﬁ&tﬁ%ﬁﬁgﬁ, R M > EIERME” , A “ElE
AL > EAViR-VPNRIX” TUHE, BE “BIgAZVPNRX” , HA “£&
IRAZVPNRIX” TUE, REA LA “‘SIRRIEATVPNRX” , Zif el
VPNRIX, WNSREUIERLIN, =~ “VPN FullAccess” B4

- Eﬁﬁ&tﬁ%ﬁﬁgﬁx, EIRFRVPNARSS S (RIR AR E EVPN
FullAccess ) BE—RRSS, BIRTHPRAE, F = “VPN FullAccess” B4
o

6.2 VPN BEN KR

MRAFTRERIVPNAPR, FiHEERIRINER, ATLABIEEE MRS
BRIEATSHFA TR S CZE B E X RE:

o AW MERIZBENRE: THETHERIEL, EUNCIRESMEIEERKR
5. BMF. BR. FUESREBRET, TBEMNEMRE.

o JSONWIEICIZBREMRE: JIMOEERIERRG, RIEEAFERRIERIEA
B, AU ERAEREEARSISONISIRIREAS .

BiAIZSEESN: IZBENEE . AENENEERIVPNEE SEREEHFE) .

VPN BiE X RBgHEES

o RN : IEHUAEPHIBRVPNRIE

BERMNN RBAUEAIR, MNRARIMKERIENIR, TestlEE.
{

"Version": "1.1",

"Statement": [

"Effect": "Allow",
"Action": [
"vpn:vpnGateways:delete"
]
%
{

"Effect": "Allow",

"Action": [
"vpc:subNetworkinterfaces:update”,
"vpcrrouteTables:update”,
"vpc:isubnets:delete",
"vpc:publiclps:list",
"vpc:publiclps:delete",
"vpc:vpcs:get",
"vpcrrouteTables:get",
"vpc:ports:get”,
"vpc:ports:delete”,
"vpc:publiclps:update",
"vpc:isubnets:get",
"vpc:bandwidths:list",
"vpc:publiclps:get",
"vpc:vpces:list"
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6 PRETE

"Effect": "Allow",

"Action": [
"er:instances:get",
"er:instances:list"

1

}
1
}

f52: B4 P HIBRVPNIERE
ERRREERNESEMKRIER, SURELRMER. APHIETFIIRES
th, —MERIRAY/ERRIIRERIFEALlowF0Deny, NEEDeny{£5ERM

WNRIEELEFIFEF VPN FullAccessBIRFZRRE, (BEAHBERAFHAEVPN FullAccess
FhE X AIMIBRVPNIEZIUR ,, ER LS —RIELMIFRVPNIEZAI B E N R,
SRIERIATIEVPN FullAccessTIELERIEIETFRHEF, RIEDenyL5c/EN, NAFE
PASIVPNIRITER 7 MIBRVPNIEZIMNOFR B IRIE . IEBRIERHII0T:

{

"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"vpn:vpnConnections:delete"
1
}
1
}

B3 SAMEIIRERES

— P EEXRBERI UGS ZSMERI, BT LSS RSAERIIN, iE
AILISSEMRSZAUENIR, TS SIEMIRS GRARSEENE, BIERE
MBEARRSZEHZERRRS . S MENEDRBEHIRNT:

{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vpn:vpnGateways:create",
"vpn:vpnConnections:create",
"vpn:customerGateways:create"

1

h
{

"Effect": "Deny",

"Action": [
"vpn:vpnGateways:delete",
"vpn:vpnConnections:delete",
"vpn:customerGateways:create"

1

h
{

"Effect™: "Allow",
"Action": [
"vpc:vpes:list”,
"vpc:subnets:get"
]
}

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 165



RIS RS
FIF e 7 RS EE

7 AROA=RE

gL="

7.1 NG =

7.2 hEAE N=VPNIEIAR
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7.4 Zig N\=VPN

7.1 NFET=

VPN*T”E'VPN;’EJ?E’HT\»\O AVPNZFERNRE, TG ERFIRBIFIESIEAER
VPN, EaTLATECIERVPNEIRAYAHRIZINARES :‘Z%?_ EEGIZVPNEIRIFIBEITR
hnirgE, BAVPNR IEH%%_IL/{,JJJDZOAH_LO

0 #a8
VPNIRS BN HE S A= VPN RFIZR i A =VPN .

FREHEMFERSER: ‘7 F “E7 , He, ‘@7 0 “E7 ISR VPN
&R
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% 7-1 VPN Fr&&apZHm

2% R FEGI
i o TEEAZ, vpn_key1
o XFE—EIERMERERE—.

o KEABII128MZERF,
o REEBALUT/IM=SRS:
- =
- /"‘Q#:Zl
- EEEMFE
- BBES, B81F 70 40
SN TSN i
“«@”
o BEAEZETHE, ABELA sys FFk,
(=] o KERBII255MNFF vpn-01
o RERBALUT/IMZESR:
- H=F
- g
- EERIEMFE
- REERER, B8 Y7 0l 7
I I

7.2 yhEA A== VPN 1Al AR

7.2.1 IR

db —
B %15 l%\

X EBMNAFERIIREERTER, SEVPNRX. XinMIXFIVPNER .

BRIFE R

SARAZVPNIEWVERVPNRIKEERIRE o
1. BREEEFIS.

N

o vk~ w

®, &F

EEEntlar taes O BiR, SEREREMRE.

EREE e tEiE, ®E CRE > EEERE VPN
HEEMSHE, % “ENERNE > UR-VPNFEX" .
B TEEAZVPNRRX HA “HEEAZVPNERL” W,

£ “UARAZVPNRX” TE, REERE IREEERE, SmAXETE
“BIRIRE 7, BINTEERARESRE.
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REPAE R4S
FFisr 7 irEEIE

RGBS EAIR R ERIERBRVPNMX .
- IEEATHEECTIRER TS RP EFERIREIE.
- SEEIMTEREESHER. IRBASMRE, UARFREZER ‘57

IXE.
- iﬁ*ﬂigﬁﬁ*}%ﬁiﬁﬁéﬁéﬁiﬁo IREFIEMMERFHASHIERERE
“_ ”» k %o

TSN Z VPN AR SR S AT
1. BREEESHE,
2. fEEEEflartmpt ¥ R, SRR .

3. EB’EEZEJ:%EE&EH, WEE LS > RIS RAMES VPN
FEEMSH=, PREEINERRBEIRR-IFmMX" .

5 BEERIE “GEEMRHIE, SHAXRFER , &R ‘BRFE 7, R0
R MR R(E.

RS RIER SRR ERER BRI X .
- EETNRESTIAR Y IRP EFERIEMIE.
- XEEINTEREEEHER. IRBAZSMRE, URRIREZER ‘57

HIXKR.
- i?éﬁ%%ﬂﬂﬁﬂ%#ﬂﬁéﬂéﬁiio REFIEMMERFHASHIERER
‘57 BXER.

TN ZVPNE ARV PNIERHE RITES
1. EREEEE,
2. EEERtiartmes ¥ BiR, SEXESNRE.

3. EREELAREEIEE, 2 RS > ENSHERE VPN .
| EENSEE, BhEnEEREtUIR- VPNES” |
5. BESTIE HEEERE, REACETIER | HE ARSI
DSy e
RO AR S B RV PN
L BN T B DT,
L SREATARSESEER. MBEHASMIE, WRRFSZEN ‘57

HIXE.
- SIREMEMFHRHITASER mEMEMERFMHESHIERER
‘57 BXR.
LZBHRRVPN KR RITE o

1. BREEEHE.
2. fEEEEflartmpt O BiR, SRRIEEE.
3. EREEeEER, BT RS > EISENE VPN |

FEEMSH=, BE “EIUERME > SR .

5. T’ﬁéggﬂﬁﬁ” FE, PEALA R, GENNGERE, ARRE
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REPAE R4S
FFisrm 7 iREEIE

- IEEATHECTHERIRE S RP EFERIREIE.
- XEERZ200AERENASER.

722 B8

BRER
XS EHRVPNER IR EIR, OIEE. M. 2. EROR(E.
BAFTER

SARAZVPNIEIVERVPN IR ETRR(F o
1. EREEESS.

EsEsslar et ¥ BiR, SRXEINEE .

A e E, W T > EEERS VPN
FEMSHE, HHE “EIEERNE > SIER-VPNFE" |
B “HEEAZVPNFIE” HA “HEASVPNRE” WA,
YEEERVPNIE, BVPNFISEAISTR, #AVPNIIEIERET.
PEE “hRET TR, ATLUMVPNRARESETIE. B, XK. B,
B

%g “ANINY, TESRHRY CRINARE” B0, MAFNIRERENE, F
% “E E” o

- e

BERERET “BME7 JITRY “RiIET , EHER “RESFS B0, B
NEMUSIRERE, HBE “HE” .

N

N o os~ W

- HBR
BEAREETEST “BRE7 JUTRY “BIBR” , AEREHRY “BIRRTE” B0, B
E “ﬁ I-—E” o

- BE

£ R RE, JUEE ‘87 116, SEFNKRTCIEINRENE, U
REMRERIENE.

U A VPN RIS im0 AR S B IRIRME o

1. EZEERHAE.

EgEntlar taes O BiR, SRR

AREE et Er, HE W > SRS VPN
FEAEMISHE, HE  EIEHME > UK’ |
PRSI, BEIHERIEIISTR, HATHEREIEER.
VEIE “hRES” | BTLUMHSRIEAORAETIE . M. 2. B,

B

B AINT , ERRHRY NIRRT B0, WANMURELEIE, F
BF “HBE” .

N

o U~ W

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 169



FEE FAMIES
5 =12

7 IR ST

(54

BEIREAET ‘BT JUTRY “RigT , ERRHRY “RiEnE B0, W
NEMEIRERIE, HBE “HE” .

s

SPEIFAATET “HRIET SUTH MR, ERAY RIS @0, g
& WE .

EEO

EXIRMRIFBRAY ‘4587 , JUEE ‘&7 #I15, SERRTCIEA
ENE, R IRERIEME.

IEE A VPN VARV PNIERE RS S TRIRAE
BREWREIE,

EsEsslar et Y BiR, SRR .
AL L Rn s EE, HE WA > EIEENE VPN
EANSHE, &R EMEAME > CLAR-VPNIESE" ,

R ERVPNIERE, BEHEVPNIERRIZIR, HAVPNEZFBR.
TR ARE” E, AILAYVPNIEERIREIHITIE. M. . &.

1.

N

o Uk~ W

[l

B “AIN7 , AERBHRY NIRRT B0, MAMURELEIE, F
BE “HE” .

(5

BEIREAET ‘BT JUTRY “RigT , LR “RiEnE B0, W
NEMGIRERE, HBE “HE” .

S

BEIREEIEST “BRAE” JUTRY “BIRR” , AESBHRY “BIRRTE” B0, B
& “HE” .

EEO

‘BT T, AJLEE ‘X7 #E, SERRTIZIRENE, U
R MRERIREIE.

2 EERVPNRI AT S SRR .
EREERE.

rwEEEsar tass ¥ @R, SREXEHRE.
nE L esEET, W RS > EISRRE VPN .

EEMSHE, BE “EUERNE > L8R

£ ‘2HR” FE, EEERVPNRX, BEHEVPNRIKAIETR, HEANVPNRXF
‘%mo

EE 57 WE, JLUXSVPNRKAUREHITIE. Bl . B,

1.
2.

3.

I

BEAEAR RN, R SRR B0, MAFNRINRERYE
E, FBRE “HWE” .

(51

MAERRAS 01 (2025-09-25)

IRIERE © LA/ ARBIRAE 170



FEE A4S
5 =12

7 IR SR

BEAREAET ‘BT JUTRY “RigT , fERRHRY “RiEnE B0, W
NEMEIRERE, HBEE “HE” .

il

BERERET “BRE7 SITRY “BIRR” , LAY “REEXLA T RESH
ITPRIR(ENS” B0, 2E “HE” .

=L =18

£ ‘R mE, JLEEARENTAMSINREFR, SERRTeE
BRENE, LUREMRERIREIE,

7.3 itEE\Z VPN £ 8ikR

7.3.1 iREER

1. BF

BEEHA.

2. EEEEHarrmed ¥ B, ERRKENEE.

3. Eﬁﬁ&tﬁ%igﬁ, WetE LS > EIERMES VPN
4. EEMSIv=, BE “EUSTHAME > 2HR7

5. Tfﬁ‘é%é%ﬁﬁ” RE, BEALA “TEER , GEMMARSRE, AERE

732 ir=E18

BRI IRE S R P EFEREIE.
IFEZ 20 FREIFERIESIER,

1. BREEEHE,
2. rEsEplartmes ¥ iR, SRRENEE.

3. EREELAREEIEE, B2 CFE > ENSERE VPN .
4 EEMSHE, B ENEERE > SHR .

5. ff “LREER” FE, EEERVPNRX, BEVPNRIXAIZIR, HAVPNRIXE
‘%mo

6. IEE ‘IR’ WE, FJLAGVPNRIXAMREHTIE. M. K. B

N0

BEA LAY YRIT , R SRR B0, MAFNRINRERYE
ME, FEE “HWE” .

(251

BERERET “BRME7 JITH “RE” , EHEHR “RESE B0, B
NEMGIRERIE, HBEE “HE” .

i3

BEAREETET “BRAE” FUTRY “BIRR” , SRR “HAEEXMLA RS
ITHPRIR(EIS” B0, 2E “HE” .

85,

£ ‘R mE, JLUEESARENTRAMSINREFR, SERRTeIE
BIREANE, LIRS MRERIEE.

MAERRAS 01 (2025-09-25)

IRIERE © LA/ ARBIRAE 171



REPAE R4S
FFisrm 7 irEEIE

7.4 Big\z= VPN

7.4.1 ISR
BH=iER
XIVPN X E IR S R TS TR

BRELR

1. EBEREEESS.

2. fEEEEflartmpt O BiR, SRR .

3. EREEREER, BT RS > ELSENE VPN |

4. TEAEMISHES, %% “EMEEMNE > SUMR-VPNRXE” |

5. BE “WigANT=VPNRIX” #HAN “Ligs A\=VPNRMX" RE,

6. 1 “RIEAZVPNMRE” WM, PE “SREMME, SUALETEER" , &

B ‘BRFE” , MINmERHRESRE, BREFRVPNNX,
- EEAINR TR YR P B ERIRER(E.

- %i%ﬁ%ﬁﬁ%éﬂéﬁ% MBBMASMRE, WARBGREZEN “5”
N go

- SIREMEMFRHITASER. mEHIEMERFMHESHIERER
‘87 BIXR.

74.2 IFEEIE

deE3 /=
B5 :l:%\

BEMRVPNRIFHITIREEE, SEE. M. . ERYRE.

REL TR
1. BRZEREIE,
EsEsslar et Y BiR, SRR .

AREE et Er, HIE W > SRS VPN
FEAEMISHE, i BRSNS > RUR-VPNRIX” .
B BN ZVPNRIE” B “RIENSVPNRIE” T,
EEBFRVPNRE, BBEEVPNRIXAIZFR, HAVPNRFKFERBR,
HEE “HRET TS, IILUHVPNREISETIE. W, %K. B,
.

BE 07, EREA CRIRET B0, MAIMIARERRIE,
B “BE” .

- &K

N

N o U s~ Ww

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 172



FEE AL
PSR

7 IrRETE

STHITAFTEST “HRMET FUTH “GRE”
NEREITE0E, FeE “HE” .

MBS

BEREET “#BRIE° JITA “HRR”
ITIPRIRIENS” B0, 2E “HE” .

g%,

R “RiERET B0, W

R “REBEN A TIRESH

‘BT T, JLEE ‘GE7 6, SERRTZINRENE, U

NEIRERIREIE.

MAERRAS 01 (2025-09-25)

WRIERE © HERRARBIRAT

173



RS AR
FAFiER 8 ST HRAR

8 srem

AERFRAE, FaRE 7 SRS TFEEH, MAPNSFRMENSEM TR
Ho MERZAULIEIEZS O ERIERRSER. SORTER.

MRS RFEHIRFIT AR EERTER, ERILIRIST KB

o IHRARVPNEHRRAYRIREELGIRZBIRVPNRIKFNZEARVPNIZEES
o  IARAZRVPNIEWARRIRIREELEFRVPNIIX . VPNIEEHMSIwmMX o
o BIRANTVPNRIRIRERNIFVPNIIK

BRI DB AURIEES B RegionFEER, BLALIREPEIMEN .

B EEIHIEE?
1. BREEERHE.

2. memEsartan Y, sERKEIRE.

3. HEREALMH, HIE SR > BER

4. EAEILE “RESEMS NH, SESRSRNSEGRERER.
R LRTEA AR RS IR, SO ECEIRIE, RSy AR,

SMITERISH AECE?
1. BREERIE.
EREAL, WE CRTE > RO
GEREALA, PE AT AR .
i@ EDoer REEE, B ‘HE .
EREAN “&sDoer” MNED, RIBENERASRIARIEXSH.

vk W

NiERRAS 01 (2025-09-25) IRIERE © LA/ ARBIRAE 174



FEE FAMIES
5z =12 § T

8-1 #2145 Doer

iy AR, K =
EcEnrnERIECEEEE S,

2, SREEERENESEEE.
rEEX I E

PR
e §

i »

SRIFEE/AER

ErdcEn

EEFE
FEEREETIEECETEE RS

151,000

(me )(m )

+ GBrEakEgsn [ EESE @ BASE

RN TR @R

o FEEE 0/2000

SASRRAS 01 (2025-09-25) IS © BB AGIRAS) 7



RS R
FAFiER 8 ST HEAR

6. BE “ME’ , IEXHIE.

RZHIBRE, SRALREREEEREELEHE.

- VAP HBEAMNMEIEMERE, WREEMFEED, Btk
BE—DHEEN. £8E, SBHUERSERARAEESR

- B@eETHR: SErERIBYEERE, FATERHE, RASEH
BIET R, BT TR KECHHIS.
EHLUERLOESFREETRRS, P TRIFERE, RixHEHEHE
o

SCA%hRA 01 (2025-09-25) WRIERE © HERRARBIRAT 176



	目  录
	1 站点入云VPN企业版
	1.1 企业版VPN网关管理
	1.1.1 创建VPN网关
	1.1.2 查看已创建的VPN网关
	1.1.3 修改已创建的VPN网关
	1.1.4 修改VPN网关规格
	1.1.5 修改VPN网关策略模板
	1.1.6 绑定弹性公网IP
	1.1.7 解绑弹性公网IP
	1.1.8 退订包年/包月VPN网关
	1.1.9 续费包年/包月VPN网关
	1.1.10 删除VPN网关
	1.1.11 上传VPN网关证书
	1.1.12 更换VPN网关证书
	1.1.13 按标签搜索VPN网关
	1.1.14 升级网关实例

	1.2 企业版对端网关管理
	1.2.1 创建对端网关
	1.2.2 查看已创建的对端网关
	1.2.3 修改已创建的对端网关
	1.2.4 删除对端网关
	1.2.5 上传对端网关证书
	1.2.6 更换对端网关证书
	1.2.7 按标签搜索对端网关

	1.3 企业版VPN连接管理
	1.3.1 创建VPN连接
	1.3.2 创建健康检查
	1.3.3 查看已创建的VPN连接
	1.3.4 修改已创建的VPN连接
	1.3.5 删除VPN连接
	1.3.6 重置VPN连接
	1.3.7 查看VPN连接日志
	1.3.8 按标签搜索VPN连接

	1.4 企业版VPN费用管理
	1.4.1 按需VPN网关转包年/包月
	1.4.2 包年/包月EIP带宽升配/降配
	1.4.3 包年/包月VPN连接组数升配/降配


	2 站点入云VPN经典版
	2.1 经典版VPN网关管理
	2.1.1 创建VPN网关
	2.1.2 查看已创建的VPN网关
	2.1.3 修改已创建的VPN网关
	2.1.4 退订包年/包月VPN网关
	2.1.5 删除按需VPN网关

	2.2 经典版VPN连接管理
	2.2.1 创建VPN连接
	2.2.2 查看已创建的VPN连接
	2.2.3 修改已创建的VPN连接
	2.2.4 删除VPN连接

	2.3 经典版VPN管理（墨西哥城一/圣保罗一）
	2.3.1 购买VPN（墨西哥城一/圣保罗一）
	2.3.2 查看已购买VPN
	2.3.3 修改已购买VPN
	2.3.4 删除VPN

	2.4 经典版VPN费用管理
	2.4.1 按需按带宽转包年/包月
	2.4.2 按需按带宽进行带宽升配或降配
	2.4.3 按需按带宽与按需按流量相互转换
	2.4.4 按需按流量转包年/包月
	2.4.5 包年/包月VPN连接数升配
	2.4.6 包年/包月EIP带宽升配/降配


	3 终端入云VPN
	3.1 终端入云VPN网关管理
	3.1.1 创建VPN网关
	3.1.2 修改VPN网关
	3.1.3 查看VPN网关
	3.1.4 退订VPN网关
	3.1.5 绑定弹性公网IP
	3.1.6 解绑弹性公网IP
	3.1.7 按标签搜索VPN网关
	3.1.8 升级网关实例

	3.2 终端入云VPN服务端管理
	3.2.1 配置服务端
	3.2.2 查看服务端
	3.2.3 修改服务端
	3.2.4 上传服务端证书
	3.2.5 修改服务端证书
	3.2.6 上传客户端CA证书
	3.2.7 删除客户端CA证书
	3.2.8 创建用户/用户组
	3.2.9 修改用户/用户组
	3.2.10 删除用户/用户组
	3.2.11 创建访问策略
	3.2.12 修改访问策略
	3.2.13 删除访问策略
	3.2.14 重置用户密码
	3.2.15 批量导入用户
	3.2.16 批量删除用户
	3.2.17 查看VPN连接
	3.2.18 断开VPN连接
	3.2.19 查看VPN连接日志
	3.2.20 更新VPN连接日志配置
	3.2.21 删除VPN连接日志配置

	3.3 终端入云VPN客户端管理
	3.3.1 客户端配置须知
	3.3.2 配置Windows客户端
	3.3.3 配置Linux客户端
	3.3.3.1 Ubuntu
	3.3.3.2 CentOS
	3.3.3.3 Debian
	3.3.3.4 RedHat Linux
	3.3.3.5 OpenSUSE

	3.3.4 配置MacOS客户端
	3.3.5 配置Android客户端
	3.3.6 配置iOS客户端

	3.4 终端入云VPN费用管理
	3.4.1 包年/包月VPN连接数升配/降配


	4 监控
	4.1 监控虚拟专用网络
	4.2 支持的监控指标（站点入云VPN企业版）
	4.3 支持的监控指标（站点入云VPN经典版）
	4.4 支持的监控指标（终端入云VPN）
	4.5 支持的事件监控（站点入云VPN企业版）
	4.6 查看监控指标
	4.7 创建监控告警规则
	4.8 创建事件告警规则

	5 审计
	5.1 支持审计的关键操作列表
	5.2 查看云审计日志

	6 权限管理
	6.1 创建用户并授权使用VPN
	6.2 VPN自定义策略

	7 标签管理
	7.1 应用场景
	7.2 站点入云VPN企业版
	7.2.1 标签搜索
	7.2.2 标签管理

	7.3 站点入云VPN经典版
	7.3.1 标签搜索
	7.3.2 标签管理

	7.4 终端入云VPN
	7.4.1 标签搜索
	7.4.2 标签管理


	8 关于配额

