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"time"™: "2817/88/17 18:28:31 GMT+88:88",
"service_type": "CTS",

"resource_type": "tracker",
"api_wersion": "1.8",

"user™: {
"id": "26e96edalid@3dae®ad4136bach967b9s"™,

"hame™: ° .
"domain”: {

‘name”: = )

"id": "1f9b9batlf6b4861bd5c1736b2846018"

}
s
"trace_type": "ConsoleAction”,
"source_ip": " s
"request": {
"bucket_name": "28ab",
“file prefix name”: "26ze”,
"is obs created”: true,
“"smn": {
"Je cunnnrt emn™ -+ trae
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LATFRIZE R T CreateTopic. DeleteTopicklUpdateTopici{EHICloudTraceic R
B.

"time": "2017-02-15 14:21:50 GMT+08:00",
"user": "xxx",
"request": "xxx",
"response": "X x",

"code": 200,

"service_type": "SMN",

"resource_type": "topic",

"resource_id": "topicUrn instance",

"source_ip": "127.0.0.1",

"trace_name": "createTopic",

"trace_rating": "normal",

"trace_type": "ApiCall",

"api_version": "2.0",

"project_id": "tenantld instance",

"record_time": "2017-02-15 14:21:50 GMT+08:00",

"trace_id": "xxx"
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"time": "2017-02-15 14:12:15 GMT+08:00",
"user": "xxx",
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"code": 200,
"service_type": "SMN",

"resource_type": "topic",
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"time": "2017-02-13 15:38:30 GMT+08:00",
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"request”: "xxx",
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"service_type": "SMN",

"resource_type": "topic",

"resource_id": "topicUrn instance",

"source_ip": "127.0.0.1",

"trace_name": "updateTopic",

"trace_rating": "normal",

"trace_type": "ApiCall",

"api_version": "2.0",

"project_id": "tenantld instance",

"record_time": "2017-02-13 15:38:30 GMT+08:00",

"trace_id": "xxx"
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BIIESY
RS A BRI R,
(0 #5288
AT BRI NANT RN, SZNAYEESiR EIRESO0,
EnEiRENHES

1. EREEEHS.

ceEssartaes Y B, SERSIRE.

g “IRETIE > ZIEERS .
BETAAMSHEN “SRSKE" , AR ESBIRES .

B IRIE SR ‘BBERIBIEE , OB ESBIRSSIRSEISRIIEIE.
TREE SEUNTT . RN . R0 . R4 . 43T

vk W

X" R, NREEEEFRECENSEME, SERENEFRE
Etx, HAKXKERXES.

AR
AT EEHIRRE S ERS R E—ENE, Bit, BHEFF—RNEOEEEEREEE.

5.3 IS EEEERN

BAEER
BERBEEAEEAN, APTEEMERIFSEBNREE, RETHREE M
HEER, MNTEEIFREIER.

BRIESER

1. EREEEHS.

remEssiar tans ¥ B, SERKSGHRE.
Bt “PREEIE > ZUSIIRS .
HeiR “asm s smmpn)”
7 TN RE, BE CREENN ORTHS SN, REERE
BTSN TIEY, BB TS ZIN ,
6. HNSHIRE=R/E, BE “SAGIE” .
(1) 488
EEXTRESEAVUNES, B2R (FHRAFEE) .

ok N
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iHSIBANIARSS

=z =] 6 HEEMAE
L»ﬁgﬁ”Eaa»
BE7=
NRIEETRBAGETBEENAXER, S EREBEERBEEINEE ., 1210
BESIFEER(S. MBE. FunctionGraph (%1 ) . FunctionGraph ( T{ER ) «
HTTP. HTTPSEIMYASEER&IXE R EEEEE‘%EHUEF':EJ‘?EE‘CXTEZ_:EIFEHE%,
HHERCREEXBN=HEAHNBER . X F=HERSINEREETIRIES
%, B2 =AERSEFER) -
EE=HE
1. £ “=HFERS” TEtIEAEA,
a. EBFREBEEHES.
b. EEEEtaz s ¥ B, SERENRE.
. HRELELfEE — EBF, ER CESESUE > ‘SETERST .
HBA=HERSRRE,
d. TEENSHE, &% ‘BESE”
HABEEERHE.,
e. BF “CIEZHAEAR" , EREIERN, MABETEHAZIR,
f. BE “fAE” , &=,
2. ‘ZHFTIRS” RECIERER.
a. IEFECIEMBEETHEZIR, ENZEEEARE.
b. B “BIEATR , EHEBER, MABERZNR,
c B ‘AT, tUESK.
Eﬂﬁﬁﬁ 1555.1 E T

£ “HRBHRS T NHEEERERAS.
1. FEEETTHAE.

a. BREEEHAE
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iHEIEAIRSS
FFisrm 6 HEEEET

b, EEEEsAr s ¥ B, SERESEHRE.

« HEREELfBEE — BiF, &R CSES5H “HEBEHRS” .
NI BB ANARSS TUE .

d. TEEMSHEE, % “THESE" > “F® .
HENE .

e. ETTRA, PHEERBENTHSMR.

f EZEEEBEREY SEEEREE BE, B ‘BESHIAT .
B EEEmBEE

1TIRSE s HESEHE

g. Efﬁ ‘BEREICR” , BEEE ‘mATRS” PelEN=ESEMBE

:2 REHEERAE
REIHERE .
emezizz @D
Sk v | (" EEETE
S ~ | ¢ EEEER

h. BE “HaE” , &M,

EFBOAE
LERETHSEHES, UEEESCHESAES.
BEEFELMT:

{"message_id":"$message_id","project_id":"$project_id","topic_urn """ $topic_urn","subscriber_urn":"$subscribe
r_urn","protocol_name":"$protocol_name","endpoint":"$endpoint","status": $status","http_code":$http_code,
"create_time":"$create_time","send_time":"$send_time"}

AFHE TR . BEFRIRBINIRTFR.
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FF1grE 6 iHEEEEE

= 6-1 R

8% SHERR R

message_id String iHEID,

project_id String IRHID,

topic_urn String TopicAIME—RYRIRIRR

subscriber_urn String 1T RERE—RIEIRR

protocol_name String AEHMY IR A[EAYendpoint
(EZEENEAR) . BAix
RO B IE
“email” : BREHERINNNY,
endpoint g fiRFa L
“sms” : FF(EEIIMY,
endpointIFH S48,
“functiongraph”
FunctionGraph ( & ) Eiath
X, endpointa—NEREL
“functionstage” : .
FunctionStage ( T{Eift ) 1&4
Y, endpointI—ERETE
3z
i
“http” . “https” : HTTP/
HTTPS{&4atMY, endpointy
URL,

endpoint String BESEHEEANS.

status String BERE. BRISEUTIRE:
“DELIVERED” : BiXiX,
“FAIL_DELIVERED” : &iX%
g8
“REJECTS” : BB, AR
=ALH

http_code Integer HTTPIR[EIRS, {NZ#FHTTP/
HTTPSIGER o

create_time String HEQIEEAYE ., ATEMREINAUTC
AiEl, YYYY-MM-
DDTHH:MM:SSZ

send_time String THEAIXRE ., AFEREINAUTC
AiEl, YYYY-MM-
DDTHH:MM:SSZ

BERl

{"message_id":"1ae49922602a42fc83acb9689a2eb5f4","project_id":"5a9f32e4f1ec4bbe9695ff9da51c2925","t
opic_urn":"urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c2925:demo","subscriber_urn":"urn:smn:regionid:
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iHEIEAIRSS
FFisr

6 HEEEET

1T00:00:10Z"}

LA EBERBIRG AR T :

* 6-2 QRGO NAIFER

28 ANl

message_id 12e49922602a42fc83acb9689a2eb5f4

project_id 5a9f32e4f1ec4bbe9695ff9da51c2925

topic_urn urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c292

5:demo

subscriber_urn

urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c292
5:demo:b55c3c6fa7cd471b9f24818d530a8740

protocol_name

https

endpoint https://127.0.0.1:443/https
status DELIVERED

http_code 200

create_time 2022-11-01T00:00:00Z
send_time 2022-11-01T00:00:10Z
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iHSIEAIRSS
FFisr 7 HREE

7 PREE

TR

7.1 SUEZAPFIRIER SMN

MR EFEXEFTABRISMNE THEMENNIRSIE, ETLMERSZE—SHDIAIERS
( Identity and Access Management, f&#RIAM ) , BIIAM, EaTLA:

o IRIBEMAIIISZAR, EENERATKSH, L PAREEREESRI IR T 62
IAMER, itRTIREH—Z2EIE, FHERASMNER,

o IRIEEVEFARYEREE, REARRRIHIENR, LUXZIBARZERISRISE .

o BSMNFRZFIEAFLW . SREMENCIKSHE SRS, XEKSHES
RS AT LMRIES R TCIE4E

MRS ELEEHEBNER, FREOEMIZAAMBR, Sl A=

T, AWEERSMNIRSHEESINEE,

RETHENENBRERNGE, BIERENET7-1F7x.

LRFERNZE, BETRAPERTLIINASMNIIR, FESSEIRFERETIE
B, SMNZFIRFIR, BSH: SMNREFZINR, INREFEXRSMNZIMIEE
ARSI, IAMSZIFIRSSRIFMBTUIRIEE RRFRIR .
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iHSIBRNIARSS
FFisrm 7 RELE

BRI
7-1 AFFET SMN SURRZ
a:l;w'-uf_u

BIEMFEAFEDR

HERAFHMARFE

APRERHEUERIR

1. GIEBPEFER

HEIAMIEFIGCIZAPE, HIEFEREMRSRE “SMN Administrator” ,
2. CSUEAPHIMARFA

HIAMIZHIGEIEZEBR, FEEMANFEIZERBFE.
3. FAPEFRHRINR

MOENAREREEE, RSN, RIFNR:

- 7 IRSSAIIRT PEEEEEMRS, HASMND ‘EE>FERT WE, B

TALEA “BIEER” , =B ER, WNRECIEETELI, F = “SMN
Administrator” 2434,

- £ “BRSSYIER” PEERERIEARSI (BIRYEIRPRIXEESMN
Administrator ) B{F—BRSS, WRIBTHIRAE, F R “SMN
Administrator” 24,

7.2 SMN BEN K

INREFTRERISMNIR, FiEBERIENER, aILIBIEZBEN R, BEX R

R LIRS ( Action ) iB2% (BREMIRSZIEOSE ) b “ REGIIZAIN

"R E,

BN T FFA TR S IR EE X R

o FMMMERIEBENRE: THTBRREEE, HUMIIESHEIRERR
5. B, BR. FESFREBRE, TBMNEMKE,

e JSONWMIEICBZBEENRE: JLMEEERIBRRG, RIEEAFERIRIERIEN
B, LA ERAEREEARSISONISIRIREASR .

BRI EESL: QIEEENERE . AFENENEERIISMNEE SEREEFG) .
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iHEIEAIRSS
FFisr

7 BRETE

SMN B RS

N AP IR ERR
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"smn:topic:create”
1
}
1
}

12 B RIPRERR

EEREFERNESEMRIER, SWIRBEERMER. BPHEETRIRE
R, —MENIREERNRERZFEAlowF1Deny, NB{EDeny LSRN

NRELERAFEFSMN FullAccessRIRSEREE, (EARHERFHEBSMN
FullAccessHzE X AIMBR ERANPR , ERJLAGIEE —SRIE MR R B & ) ERRK
PAIEEAPIGSMN FullAccessFIE#REZIZ T IR, fRIEDenyfL5ERN, NAEFE
LASSSMNHATRE T MIBRERRIMNUPR BRI . IBBRISGRAIAIT :

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"smn:topic:delete"
1
}
1
}

B3 SARINIERRS

— P EEXRBERIUSS S MR, BIRT LSS NRSAIERIYN, iE
LG SEMIRSAUENIR, TS SRIEMIRS UIRIRARSEENE, BIERR
MBEARSZSEHZERRRS . SMENEDREFANT:

{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"smn:topic:create",
"smn:tag:create”,
"smn:application:create"

1
{

"Effect": "Allow",

"Action": [
"elb:certificates:create",
"elb:whitelists:create",
"elb:pools:create",
"elb:members:create",
"elb:healthmonitors:create",
"elb:l7policies:create"”,
"elb:listeners:create",
"elb:loadbalancers:create"

1

}
1
}
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iHSIBANARSS
FFisr 8 KT FcEn

e SE

AIERIRRAE, FalRE TSRS ZIRIEE, MAFPRNRFENENSEM IR
Hl. MEESULEIESOaRERRSE . SPORAER,

R LR RECHIRGEI T EFHEERETE, EnILARIEY KEcEl,
BEEEBRAVECE?
1. EREEIFHSE,

2. mEmmEsaztan Y SERKISEE.
3. EREALE, %2 AR > BOEE .
ZOGHN “IRSEA A,

8-1 FLRYECER

4. fEALME “PRSSECER” UM, ﬁgﬁlﬁﬁﬁﬂ’ﬂﬁﬁﬂéﬁ&ﬁﬁfﬁ)ﬂo
NRIARTECEABER B SZER, FSEREHR(F, HiFT KEcEl.

S ERIEY KECER?
1. BREEEHE.
2. EREALA, HIE R > RIER
RN “IRSEAR” T,
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iHRIBRIARSS

FPisr 8 FFEeER
8-2 FRAIEER
EREALA, B “HiET KEHR .
8-3 HiEY KELER
Imﬁ PR5SEAR ©

£ HETR” TE, REEHER, ESEXSH
Hep, ‘O’ BESERRENRSHHBRE,
BS5EEERE, GRS B .
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iHEIEAIRSS
FFisr A B

A fyR

A.1 JSON &5 2508

JSON #&zUixisae

JSONKEXEZARAIEAFENARRNTREXRELEARFDIES, BRISHFIMMY
Default. HTTP. HTTPS. email. FunctionGraph ( E&%{ ) . FunctionGraph ( T{E
i), HfDefault2W /A9, EmaillIABERLEHMERBANTIRE, HEMUKR
N NFRR:

{
"default": "Dear Sir or Madam, this is a default message.",
"email": "Dear Sir or Madam, this is an email message.",
"http": "{'message"'Dear Sir or Madam, this is an HTTP message.'}",
"https": "{'message':'Dear Sir or Madam, this is an HTTPS message.'}",
"sms": "This is an SMS message.",

|||||

"functiongraph™: "Dear Sir or Madam, this is a functiongraph(workflow) message."

}
R DefaultiRENBAEEARS, MHHRITREREBREBNERRS .

DT RRMABTREANSKESRS, BRERENEFHINES, BHPHTTP,
HTTPS. Email. FunctionGraph ( ¥%{) . FunctionGraph ( T{Eift ) KEAITIRIL
F|"Dear Sir or Madam, this is a default message."BIRZE, MSMSERPIITIREZKE
“This is an SMS message” ,

{
"sms": "This is an SMS message.",
"default": "Dear Sir or Madam, this is a default message."

}

JSON #&£95R
o HEBISONFEEK,
e JSONKERH AR Defaultiii
o EAJSONBERIKX/NA#BIZ256KB,
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iHSIBRIARSS

FFERE NGES
JSON iHRITER

EIRARAINY, ERAISONIEIERRNA/NARE, JSONEBEENFHHEEH
SEPERNEES. XG5S, =K. BE. IMETEERNSRITFHH. 2
FHITEAXLURNEE “This is a default message.” 34,

iHE: “Thisis a default message.” , HEABEE261NFT,

BMNHEE, EEINY, £RISONBER, RFEIALER DefaulttMyAYER .
"default": "This is a default message.",

11 DefaultiM¥IN_E RPN L, 879N,
HEREENEEFTE:

o SMIMNATEREE3NTME, ENMBY: 3x N=3N

o BMIPNATEREZ4TVEIS, ENMMY: 4 x N =4N
o BEMIMNATHEBEIMTES, ENMHY: 1xN=N

o SMIMNAIEEBEE1ZHEERNAThIs is a default message., TENMMY: 26 x
N = 26N

e EE2(N-1)D:1x (N-1) =(N-1)
e EIE(N+1T)M:1x(N+1) = (N+1)

o THIES2: 1x2=2

o 1HYZIR default 19: 7x1=7
RN FTHEL:

o MUBIRHTITP14: 4x1=4

o PMNUBIRHTITPS1A4N: 5x1=5

o 1tHNZ#R email 14: 5x1=5

o HINBFRsms 11 3x1=3

o 1MYZFR functionstage 14: 13 x 1 =13
o  1HMYZFR functiongraph 14: 13 x 1 =13

A1t 36N + 9 + IBEFAMNF T
Blan, EHERT “HTTP” | “HTTPS” # “email” 3MMY, ERATERINT:
{

"default": "This is a default message.",
"email": "This is a default message.",

}
h0EDefault, NINEYE4, E£RANSONEEFZTEITENT:
o [EEFTH: 36 x4+9=153

o HNBFRHTTP11: 4x1=4

o PHMYZFRHTTPS 14 5x1=5
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FFisr

A BF=R

o 1HMYBFR email 149: 5x1=5
&it: 153 +4+5+5=167

A.2 IEfRAETUH RIS

EIREVHRIEEERILATER, FTLIB T tagi A HURGIEZERIZS o
BEERAIERS, BEERA/NARBIT256KB, EiREEEIN AR

{

}

"message_template_name":"confirm_message",
"tagS":{
"topic_urn":"urn:smn:regionld:xxxx:SMN_01"

}

& A1 BEIREUE RS H0RA

28 588

message_template_name | IRIREIR, FHEAT ., BIRBIRAILUEEEEIRSIE
FFIREY, BIRFTR T EYAE— DefaulttMYAvE
&, 2B EAYEIR R Defaulti&Eli .

tags BB S FRE, ERSR TEEAREE
R, FAENERITAEtagsA—E, FFEGEEE
FrERYtagir&sEBiEEtags, B2 — N jsonmapXd&x

A.3 AEIDGHRIREAR

FREG T RIS S S A M EF AR .

EREFIHTTP(S) BiniEIRHERS: HEER. BRRTHEGHIT RN
SERIFFWEIRTEEREESHERE .

FunctionGraph ( % ) ZinlZEIREEEEEEREM. HERE. HERS. £
FURNFER . iHEEFIIUINT . FEIRIBINERA-2E7R .
{

"record": [{

"event_version": "1.0",

"smn": {
"message_attributes": "",
"subject": "Welcome",
"message_id": "e6fa59c6b3e0424c9c02cbed35b680e7",
"topic_urn": "urn:smn:regionld:66e0f4622d6f4e3fb2db2e495298a61a:smn_123",
"type": "notification",
"message": "Hello",

"event_source": "smn",
"event_subscription_urn":
"urn:cff:regionld:66e0f4622d6f4e3fb2db2e495298a61a:function:DEFAULT:mytest:latest"
1
}
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FFisr A B

& A-2 FERIRER

FERAEIN St 15488
record JSONITER HBZIZE
event_version String AR
message_attributes String EHEEM
subject String THEARER
message_id String JHEID
topic_urn String FRURN
type String =SB
message String HERS
timestamp String AJiEIEk
event_source String HERE
event_subscription_urn String 1JiEURN

e FunctionGraph ( T{F7 ) SiRKEIKS BABEIFE. HEAE. EHURN
SES. HOHPELIIT . FRIRIBRA-3F.
{

"records":[{

"event_version":"1.0",

"smn"{
"topic_urn":"urn:smn:regionld:995960e6a6094fdeb00b7c9991d35791:11-16",
"type":"notification",

"message":"Hello",
"timestamp":"2017-11-27T09:53:412",
"subject":"test_1127",
"message_id":"27d6e9e1249240288b47817bf637192b"
}

)
"event_source":"SMN",

"event_subscription_urn":"urn:smn:regionld:995960e6a6094fdeb00b7c9991d35791:11-16:dcd78adcb19
4431587d4992c374f8465"}]
}

£ A-3 FERiREA

FERAEI ESic) 1588
records JSONFIHR HEFIZE
event_version String AR A
topic_urn String FFURN
type String HEZE
message String HERS
timestamp String AfiEIE
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FFisr

A B
FRECEIRN £t 1588
subject String THEFRR
message_id String JHEID
event_source String BHERIER
event_subscription_urn String 1JI#URN

N\ — A 3 B A
A4 TR s AA
ATEFHBPTRAEHTESNNDEG, = FEaXmInT R 2] EmAEEHT
TiniE,, miESRBELERT MR e A X T IRAMmAE B WIER T ESIEBAPI &i1E1]H
FINBEE . RIBARABIIMYEARERIRIZER:

MNF—EMETIEE, 1NV N\RESA/TFAIR20KTRARS, 2XESRITA
FEAORIT AN, MREBIIXNEE, F7TRZARISHX P HMEITRE RIELT 55
IAERE . ANRX N ERETIHEX N RFRIAE BT TN, ZRIRYREM

WEBETEE.

MF—MEETAE, 1MERSRERXOKTARANS, DXBERIL
B20KITIREA, MBBTXANEE, B7RZ AR FHITHE BT
INE(E . AREANFHUTAERSXAFBFIMASSET TN, ZARRER
WS B=EE.

MF—PHTTP(S)ITIHE, 100 RS AIFAIE200RITIHIAER

A5 Ex (ZitX ) 15

Bz (=it ) 2R E E=x (ithX ) 8
Afghanistan f=F 93
Albania fa/REEIL 355
Algeria Bal/R B A TE 213
American Samoa EREFEET 1684
Andorra ZiB/R 376
Angola ZEHL 244
Anguilla ZERI 1264
Antigua and Barbuda | Zi2/RFIEmIA 1268
Argentina PIIFRSE 54
Armenia EfEIr 374
Aruba [mEe 297
Australia AR 61
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iHRIBRNARSS

FFERE A BFF
EzR (=it ) 2R ExR (itiX ) 8
Austria BattbR 43
Azerbaijan PuZEFFEE 994
Bahamas EiE5 1242
Bahrain B 973
Bangladesh Yl EavAES 880
Barbados EEZH 1246
Belarus [=LEEE 375
Belgium EEFIRT 32
Belize BRIz 501
Benin 7 229
Bermuda BRAED 1441
Bhutan 3 975
Bolivia KA 4TV 591
Bosnia and RHTFEIANEZES] | 387
Herzegovina 4B
Botswana &R ELN 267
Brazil ez 55
British Indian Ocean | Z/ZEDE; ¥4t 246
Territory
Brunei 3 673
Bulgaria RI0FIIE 359
Burkina Faso mEPNER 226
Burundi Gizl-S il 257
Cambodia [EabiEESS 855
Cameroon IEZ=E 237
Canada nEX 1
Cape Verde 1S 238
Cayman Islands FES 1345
Central African rRIEHEANE 236
Republic
Chad =E 235
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FAF$5rs A Bi$3z
EzxR (X ) 228 & E=xR (sithX ) 13
Chile =l 56
Colombia etk 57
Comoros RlEZ 269
Republic Of the MISREFNE] 242
Congo
Democratic Republic | NIEREHFNE 243
of the Congo
Cook Islands ey ds) 682
Costa Rica STHmMAZRIN 506
Croatia =T HEITY 385
Curacao FEERIZR 599
Cyprus ZEIHIRET 357
Czechia e 420
Denmark = 45
Djibouti it 253
Dominica ZKXKER 1767
Dominican Republic | ZXENIHFIE 1809
Ecuador JBIRZ /R 593
Egypt 1IN 20
El Salvador [ANSEZ 503
Equatorial Guinea FREJLARE 240
Eritrea [EAvAS3==N17 291
Estonia =0 = 372
Eswatini SEFEEE 268
Ethiopia IREFECITE 251
Falkland Islands BR=ES 500
Faroe Islands ETEEE 298
Fiji £ 679
Finland 5= 358
France =E 33
French Guiana EEEIHR 594
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FAFt5rs A BFF
EzR (=it ) 2R ExR (itiX ) 8
French Polynesia EEiRA el 689
Gabon IE 241
Gambia XIELIE 220
Georgia BeEl 995
Germany =E 49
Ghana g 233
Gibraltar I=LED 350
Greece whE 30
Greenland BE=5 299
Grenada RERIX 1473
Guadeloupe REZES 590
Guatemala AR A= ovi 502
Guernsey 1REE 44
Guinea JLRTE 224
Guinea-Bissau JURILLLER 245
Guyana ETVHP 592
Haiti St 509
Honduras HERHIHR 504
Hong Kong (China) | FEESE 852
Hungary &R 36
Iceland K 354
India ENE 91
Indonesia ENEfErilr 62
Iraq Rz 964
Ireland BIR= 353
Isle of Man gEg 44
Israel el 972
Italy =R 39
Ivory Coast LSS 225
Jamaica M 1876
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FAFt5rs A Bi$3z
EzR (=it ) 2R ExR (itiX ) 8
Japan HA 81
Jersey EAD 44
Jordan 28 962
Kazakhstan IaFE e il 7
Kenya Bl 254
Kuwait RlELs 965
Kyrgyzstan S/RSHEE 996
Laos = 856
Latvia FIBR Y 371
Lebanon E OB 961
Lesotho EEIT 266
Liberia FIELEETY 231
Libya FIEEIE 218
Liechtenstein IZHLTE 423
Lithuania ki \G3ETe) 370
Luxembourg PHE 352
Macau (China) SRER] 853
North Macedonia B | A=A=LT 389
Madagascar =3y 1=y 261
Malawi = Vi3 265
Malaysia kA 60
Maldives SIRRx 960
Mali =)=l 223
Malta SEf 356
Marshall Islands DEIREES 692
Martinique = = 596
Mauritania ERERI 222
Mauritius ESEERNE 230
Mexico =Pae 52
Moldova EEIRZE 373
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FAFt5rs A Bi$R
EzR (=it ) 2R ExR (itiX ) 8
Monaco EEYNET 377
Mongolia =1 976
Montenegro 21 382
Montserrat EXEEShES) 1664
Morocco &S 212
Mozambique ) 258
Myanmar gyE]) 95
Namibia 2 Sa il 264
Nauru e 674
Nepal AR 977
Netherlands far= 31
New Caledonia G E==E A=AV 687
New Zealand o= 64
Nicaragua =y [1EvA)AN 505
Niger FEB’R 227
Nigeria I==EINIz 234
Niue HIRE 683
Norfolk Island BEeD 672
North Cyprus JCZE g HR 90
Norway HBREL 47
Oman fuy= 968
Pakistan EEHE 92
Palau MA55 680
Palestinian Territory | EB#jHFiB 970
Panama EE5 507
Papua New Guinea EmILH /LA 675
Paraguay BHi=E 595
Peru W& 51
Philippines JEREE 63
Poland R= 48
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FAFt5rs A Bi$R
EzR (=it ) 2R ExR (itiX ) 8
Portugal BET 351
Qatar K18/ 974
Réunion Island BT 262
Romania e =G 40
Rwanda FRERX 250
Saint Kitts and Nevis | ZERFIB4EHT 1869
Saint Lucia ZRAT 1758
Saint Pierre and ERIR/RAZE | 508
Miquelon
Saint Vincent and the | EXFRIFFEMM | 1784
Grenadines THR
Samoa fEEEE 685
San Marino Z5hiE 378
Sao Tome and EZEFEMALL | 239
Principe
Saudi Arabia T HI{E 966
Senegal ZARNM/R 221
Serbia ZEIRETY 381
Seychelles ZEER 248
Sierra Leone ZERIF S 232
Singapore FrANEE 65
Sint Maarten (Dutch | GRS T 1721
Part)

Slovakia Hrig{koe 421
Slovenia & el 386
Solomon Islands e ESS) 677
Somalia =] 252
South Africa radE 27
South Korea RS 82
Spain Py 34
Sri Lanka HiEE==« 94
Suriname DR 597
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FAFt5rs A Bi$R
EzR (=it ) 2R ExR (itiX ) 8
Sweden Imal 46
Switzerland mt 41
Taiwan (China) PEGE 886
Tajikistan BE e HRiE 992
Tanzania BB 255
Thailand Z=[E 66
Timor-Leste RN 670
Togo 25 228
Tonga )il 676
Trinidad and Tobago | 453ZfBIATNZES | 1868
Tunisia et 216
Turkiye TEHH 90
Turkmenistan T EEHRiB 993
Turks and Caicos Yroe RO EIEREE | 1649
Islands 5
Tuvalu E R~ 688
Uganda 5Fi& 256
Ukraine Br= 380
United Arab Emirates | PUR/{REXSEEE | 971
United Kingdom HE 44
United States EH 1
Uruguay Bhi= 598
Uzbekistan 5%:55e 8 998
Vanuatu EE3ME 678
Venezuela ZARIRHL 58
Vietnam R 84
Virgin Islands, British | HE#/RTEES 1284
Wallis and Futuna EFIEF N EL 681
Yemen i 967
Zambia el 260
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A Bi$3z
E=xR (X ) 3z ExR (X ) 15
Zimbabwe Z2EmE 263
A.6 SIUR(ES SMN EOMNMETXR
F A-4 BRURES SMN ZOARET R R
RURIE OB EOThee
SMN:UpdateTopic UpdateTopic B ETEN, Rl
(X HHE ek topichY

display_name=Eg .

SMN:DeleteTopic

DeleteTopic

MIpR—ERRLAR ERY
PREITRE . MFRTopic
RFIRES SECRIEE
ESNEICY RPAEEEi:IES 21EA
TopicAIITIRE o

SMN:QueryTopicDetail

QueryTopicDetail

BEifTopichYFMIER

SMN:ListTopicAttributes

ListTopicAttributes

BifTopichIEIEHER -

SMN:UpdateTopicAttribute

UpdateTopicAttribute

B TopiclE M .

SMN:DeleteTopicAttributes

DeleteTopicAttributes

MIEREF B Topic/BIE .

SMN:DeleteTopicAttributeB
yName

DeleteTopicAttributeByN
ame

?ﬂiﬂﬁﬁ%‘aﬁz"ﬁ% REYTopic/E

SMN:ListSubscriptionsByTop
ic

ListSubscriptionsByTopic

D TGREYFE AT
FHIER, 1TR5IFRZR
TFeUEER R TH =
HEZ . S IREIERLUIE
xeoffsetbARlimit, 400
RIEEFEAREFETH
% 3 i}g@ E'-E§IJ§ o

SMN:Subscribe

Subscribe

FgETopiciRin—"MT
5, FmilRERE
—MEIARTHE . T
FEHT
ConfirmSubscriptionff
NG, ZITRE R
ElTopick HRIER

SMN:Unsubscribe

Unsubscribe

MBE—A1T5d, 1TINFE
BENAREMER, T
[ETE X EREATH
BETLMIER, MR
SXEDHITHIA
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PSR A B35
FEBURME EOSIR EOIhEE
SMN:Publish Publish BIEERIXLE TopichIFR

BiTRmR . HiREHE
SIDHY, ZHEEMIR
FHARSIIEEIEX
LEFANTIE . HE
B, BRTFIZERE
— T HERIEAN
o

A.7 FB(ERIXPR

o XTRIEIAKERMSSR (HREERSFRNE ) F “KEMNSRE" &
TIo

A.8 HTTP(S)ZunT7 = EFEEI

A.8.1 HTTP(S) Rim T3 ~EREHIRE

Mzl RLEAMESR, HEEMRSEMNAKES, BRIULUZKEINERSE
HMBRSS ZIXZEHTTP(S) RighEEHS MM, SESHEMISEER . EIEEH

BRI TRESMEGEITRER, WSEEBEAMHEXERE . AFRBEKEINEEER
gé\ﬂﬁﬁﬁﬁm?&, DA EESLIIEER,, ( HEEARIEELERNSHE R IESEAN
BTo

A.8.2 HTTP(S) B ER,

B(Ei7S
A EE

FEUWSMNBRSS RIXRIHTTP(S)iHERY, LRIRIEBRICNZIFESEWRIE, B4k
FREESEhttpsiEEAIEELY

HEIASMNARSSEHTTP(S) Bim X HBRISIL, B IABEEEELIMERPIIERSE
BIRXEEE . HEBINEE: HTTPS)ITRAESRIMEN. HTTP(S)HEXER
BYREZLAIHTTP(S) BUETT iR BRIR=FiE 280, HTTP/HTTPSHMIIIPOSTIS
o

LHSMNARSZEHTTP(S) Rik&IXHERS, LEFEIEIERX-SMN-MESSAGE-TYPE, X-
SMN-MESSAGE-ID, X-SMN-TOPIC-URN, X-SMN-SUBSCRIPTION-URN, %I3EA-5
7o
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iHSIEAIRSS
FFisrm A B

% A-5 EE HTTP L2 #05AA

B ol
X-SMN-MESSAGE-TYPE HERE, [BEXRESIIE:

e SubscriptionConfirmation
e Notification
e UnsubscribeConfirmation

X-SMN-MESSAGE-ID HEHE—FRR,
X-SMN-TOPIC-URN FRO—RR, FRERIFEAER,
X-SMN-SUBSCRIPTION-URN VIRZiRRIE—FRR .

HEHTTP(S)HEXERFIHTTP(S)BUEITIRH
2h, REIFER,

MR

K FHTTPLERFERAYISAR :
e RFC 7230 E&%3.2F0#1E, HTTPLAIPPFRERZHAXDANS .

e RFC 7540 E38.1.208E, WFLIFHTTP/280IRSS %, LPFREEEEH—H L/
5,

o WTFAFEEXAIHTTPLEFE, SMNtISRA_ LIRRILIESRE .
o FAFIIRMHTTPERFIREEXFER, BINRARXDKNERISG .

HTTP(S) 1T AEIAE RIS
RINHTTR(S)ITILRIRLUS, SMNEEITERIREX— S TEMANEE, TS

RHERIHTTP Content, BRISONBINHI=FTE, HpEiEsubscribe_url{E, 1T
INEEGETiEKsubscribe_urlitiib# TN, B{FISONZERIRBAIFRA-6F

& A-6 HTTP(S)1T g IA B B RSN SRR

25 5i8H
type JEEZEAY SubscriptionConfirmation
signature TAER.

BEZFERBIEmessage, message_id, subscribe_url,
timestamp, topic_urnflitype, EAZZEERN, 55

REHERES .
topic_urn FHEE—IRR, FBEAEIER.
message_id HEE—RR,
signature_version FBE2HRAEE, BriEVi.
message 1TIREIATR BRYHIA o
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FFigrg A BSR
2H 5i8H
subscribe_url W RAFZZ1EE8IURL,
signing_cert_url BT EEXZRNEBURL, FEBEN, aJEEHE,
timestamp BEFE—IRAIXRRTEE

HTTP(S)iTitAEEREFINT:
{

"signature": "ViE96uGbBKkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsqbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTeOgCFT068Zru70K6w9aQaY44mXnN3OWGmBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SpMH3+qC6RzhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message_id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "SubscriptionConfirmation",

"message": "You are invited to subscribe to topic:
urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic. To confirm this
subscription, please visit the subscribe_url included in this message. The subscribe_url is valid only within 48
hours.",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
438847188cab56c537e31ce",

"signing_cert_url": "https://smn.cn-north-9.myhuaweicloud.com/smn/SMN_cn-
north-9_94f60ccdfbee4588aa4d555935a56ba3.pem",

"timestamp": "2019-08-12T722:40:56Z"

}

HTTP(S)#XEEAIMET

HTTP(S)ITHIRIHITIFHIANG, ZRiHSKRISMNEXAER, TESEIAHTTP
Content{SE2, B=2ISONE, BAFEIRBINRA-7FIR.

& A-7 HTTP(S)IEXHRRIBN S H0H A

2 otz
type HEZERY ) Notification,
signature BEER.

BEFERBEEmessage, message_id, subject,
timestamp, topic_urnﬂ]type,,\% S 2EERE, R
subject i ZE, WASERE, BE2IRKEEEES.

subject HEIRE

topic_urn HRIE—RR, FBRABRIER
message_id HEE—FRR,

signature_version BL2HRAEE, HEIREV.

message TRIEE B R AR
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5z =12

e
28 izl
unsubscribe_url DiGahZsEET LABGE&iRLT R .
signing_cert_url BFEHEEZRIEBURL,
timestamp BEFE—IRAIXRTEE

HTTP(S)#EX B EHAIENT
{

"signature": "ViE96uGbBKkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORyeO/EuQ/gLC1UIXwvUsgbUCPnBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTeOgCFT068Zru70K6w9aQaY44mXnN3OWGmBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SpMH3+qC6RzhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message_id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "Notification",

"message": "{\"enterpriseProjectld\": \"0\", \"eventTime\": \"2019-08-12 22:40:55.040632\",
\"chargingMode\": \"postPaid\", \"cloudserviceType\": \"xxx.service.type.bandwidth\", \"eventType\": 1,
\"regionld\": \"region01\", \"tenantld\": \"057eefe55400d2742f8cc0017870ceef\", \"resourceType\":
\"xxx.resource.type.bandwidth\", \"resourceSpecCode\": \"19_bgp\", \"resourceSize\": 10, \"resourceld\":
\"e091f1b1-08ef-4e2b-a27e-f85e4c19026a\", \"resouceSizeMeasureld\": 15, \"resourceName\":
\"elbauto_2019_08_13_06_40_46\"}",

"unsubscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188cab56c537e31ce",

"signing_cert_url": "https://smn.cn-north-9.myhuaweicloud.com/smn/SMN_cn-
north-9_94f60ccdfbee4588aa4d555935a56ba3.pem",

"timestamp": "2019-08-12T722:40:56Z2"

}

HTTP(S)BUE T iH 2 RIS

HTTP(S)ITHZIREGEITIRRIAG, KRinEKEISMNEXRIEGEITRAEE, T
EHIAHTTP Content{:.u, ©=)SONE, BARFEIRBINEA-8FR.

& A-8 HTTP(S)BUHLT50iE BRSNS IR AR

2% 15488
type JHEZEAY, UnsubscribeConfirmation,
signature BEEER.

BE2FERBEIEmessage, message_id, subscribe_url,
timestamp, topic_urnftype EAFEZ(EERLE, BN

REHEHEES
topic_urn FHWE—IRR, FnpSNAERIER.
message_id HEE—RR,
signhature_version FEBHRAEE, HRIRV.
message EUETT A B2 A0EIA
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5 =12

A B#zR

A.8.3 K&
BETS

BRIELR

SH 1588

subscribe_url BRI ASZSEIRIDAIURL,

signing_cert_url BFEEEZANIEBURL,

timestamp HESE—IRRIERIAT EE

HTTP(S)BGEITIFE SAFBIaN T :

{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsqbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmMBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMalOPPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SPMH3+qC6RZNETA2A==

"topic_urn": " urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message_id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "UnsubscribeConfirmation",

"message": "You are unsubscribed from topic:
urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic. To subscribe to this topic
again, please visit the subscribe_url included in this message. The subscribe_url is valid only within 48
hours.",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188ca656¢537e31ce",

"signing_cert_url": "https://smn.cn-north-9.myhuaweicloud.com/smn/SMN_cn-
north-9_94f60ccdfbee4588aa4d555935a56ba3.pem”,

"timestamp": "2019-08-12T722:40:56Z"

}

U\.\_Lg

ATHREREE, RETHHEA. BUEITRMBERZRINE, BRI FEY
SMNAIZAYESHTI, HERESEITRIAEE  EHESHEHLT HENH
B. EASMNBEEFRIER, SFUBEEZREIERRNGESE

IIESMNAIERIHTTP(S)iERATRIEAN T :
1. SMNBHRIBGRinT =EZIRIHTTPER, (EEEPXREIIR-EERHTEEN
'LIE; ,~1Z'SE’J i‘IE %%L'fl:llu d’é% %lu\xiﬁjgg%{grl§\o
2. BIHTTPHEAHHIsigning_cert_urBREUIEBAZFAIMENIE, BTzt SREGEEA
B, FFEERMXS09ES,
AR
THIEBRISEEIAZEHTTPSIER, FBEWIE FEIHERSH[ANEBIIEN.
3. MXSO9ERHIRENAE, AFRIENEIE SRR SEMEMFTEM .

4. TRAEHERRE . HEEE N EtypeINAYE, FRINEEEENINABRIEZAIIE
:Bg_LlIETj__to

5. BIEERFHH. HHEEPIRENELR, FEBERFERF. 8— N2
B—1T, B—MES—1T, BFRXINANEEZERTGTRI 1T,
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A B#=R

% \E:u\xiﬂjxg %15“:&»
1. HR&EH

HERBHGREEL TR, MR subjecth=, NAS5EE:
message

message_id

subject

timestamp

topic_urn

type
NMHEBIERNEZREEEREIWT:

message
My test message

message_id

88c726942175432bac921eafd0036163

subject

demo

timestamp

2016-08-15T07:29:16Z

topic_urn
urn:smn:regionld:74dc9e44d0cc4573adfce91cdfdd3bad:xxxx
type

Notification

AR
B—1MRE—1T, B—NMEL—1T, BPTYNAEEZRSTAT—1T.

2. 1THHEAFIEGHLT

A.8.4 RBIHCHS

Java iES

BIEH

T EAFIBEIT RRER RS RE S LA T
message

message_id

subscribe_url

timestamp

topic_urn

type

— M FEIARYE R & RGN R RR:
message
You are invited to subscribe to topic:
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo. To confirm this subscription,
please visit the following SubscribeURL in this message.
message_id
def5c309cbff44d5a870787ed937edf8
subscribe_url
https://ipitiit/smn/subscription/confirm?region_id&token&topic_urn:demo
timestamp
2016-08-15T07:29:16Z
topic_urn
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo
type
SubscriptionConfirmation

AR
B—1MRE—1T, B—NMEL—1T, BPIYNAEEZRSTAT—T.

BEAEM, Hesigning_cert_url, signature2MHTTP(S);EER A

A9E, messageMFEBENSEZRE, IUTARAILHE, XiitsE,

private static void isMessageValid(String signing_cert_url,

String signature, Map<String, String> message) {
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InputStream in = null;
try {
URL url = new URL(signing_cert_url);
in = url.openStream();
CertificateFactory cf = CertificateFactory.getinstance("X.509");
X509Certificate cert = (X509Certificate) cf.generateCertificate(in);
Signature sig = Signature.getinstance(cert.getSigAlgName());
sig.initVerify(cert.getPublicKey());
sig.update(buildSignMessage (message).getBytes("UTF-8"));
byte[] sigByte = Base64.getDecoder().decode(signature);
if (sig.verify(sigByte)) {
System.out.println("Verify success");
}else {
System.out.println("Verify failed");
}
} catch (Exception e) {
throw new SecurityException("Verify method failed.", e);
} finally {
if (in !'= null) {
try {
in.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}
}

(1 5 8A
f§5FJava 8 lRALUTHIAF, aILMERSE=7jarlcommons-codec.jari#{TBase64fZi

FiG HiRBEFCIESRAY "byte[] sigByte = Base64.getDecoder().decode(signature);"iEE g
"byte[] sigByte = Base64.decodeBase64(signature);" o

MR E ARG

private static String buildSignMessage(Map<String,String> msg) {
String type = msg.get("type");
String message = null;
if ("Notification".equals(type)){
message = buildNotificationMessage(msg);
} else if ("SubscriptionConfirmation".equals(type) ||
"UnsubscribeConfirmation".equals(type)){
message = buildSubscriptionMessage(msg);
}
return message;

}

private static String buildSubscriptionMessage(Map<String, String> msg) {
String stringMessage = "message\n";
stringMessage += msg.get("message") + "\n";
stringMessage += "message_id\n";
stringMessage += msg.get("message_id") + "\n";
stringMessage += "subscribe_url\n";
stringMessage += msg.get("subscribe_url") + "\n";
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp") + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn") + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type") + "\n";
return stringMessage;

}

private static String buildNotificationMessage(Map<String, String> msg)
{
String stringMessage = "message\n";
stringMessage += msg.get("message").toString() + "\n";
stringMessage += "message_id\n";
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Node.js

stringMessage += msg.get("message_id").toString() + "\n";
if (msg.get("subject") != null){

stringMessage += "subject\n";

stringMessage += msg.get("subject").toString() + "\n";
}
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp").toString() + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn").toString() + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type").toString() + "\n";
return stringMessage;

const fs = require('fs');
const crypto = require('crypto');
const jsrsag = require('jsrsasign');

*RIHEER

* @param pemFile & HFIEIR R (FEEIARMIEBIHFIZR)
* @param signature {FISIFRISZE

* @param message SSIFHHERS

* @returns {boolean} true: EZEIILET; false: FEZFERIEFEL

i
function verifyMessage (pemFile, signature, message) {
const pubPem = fs.readFileSync(pemFile);
const verify = crypto.createVerify(signatureAlgorithm(pubPem));
verify.update(buildSignMessage(message));
const verifyResult = verify.verify(pubPem, signature, 'base64');
if (verifyResult) {
console.log("verify success");
return true;
} else {
console.log('verify failed, result: ' + verifyResult);
return false;
}
}

* MIEBHIRINEZEIE

i

function signatureAlgorithm(pubPem) {
const certObject = new jsrsag.X509();
certObject.readCertPEM (pubPem.toString());
let algorithm = certObject.getSignatureAlgorithmField();
if (algorithm.split('with').length > 1) {

}

return algorithm;

}

algorithm = algorithm.split(‘with')[1] + '-' + algorithm.split('with')[0];

function buildSignMessage(msg) {

const type = msg.type;

let message = ";

if (type === 'Notification') {
message = buildNotificationMessage(msg);

} else if (type === 'SubscriptionConfirmation') {
message = buildSubscriptionMessage(msg);

}

return message;

}

function buildNotificationMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
if (msg.subject) {
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signMessage += 'subject\n' + msg.subject + '\n';
}
signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';
return signMessage;
}
function buildSubscriptionMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
signMessage += 'subscribe_url\n' + msg.subscribe_url + "\n';
signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';
return signMessage;
}
() #ee
ZRBUCEEEENodejs v14.17 5RA ELEiEd
Ay ——
GO IES
package demo
import (
"bytes"
"crypto"
"crypto/rsa"
"crypto/x509"
"encoding/base64"
"encoding/json"
"encoding/pem"
"fmt"
"io/ioutil"
)
type Message struct {
Signature string “json:"signature"”
Subject *string “json:"subject"”
TopicUrn string “json:"topic_urn""
Messageld string “json:"message_id""
SignatureVersion string “json:"signature_version""
Type string “json:"type"®
Message string “json:"message"”
SubscribeUrl  string “json:"subscribe_url""
UnsubscribeUrl string ‘json:"unsubscribe_url""
SigningCertUrl string “json:"signing_cert_url"™
Timestamp string “json:"timestamp"®
}
func VerifyMessage(pemFile string, message string) bool {
msg := Message{}
err := json.Unmarshal([]byte(message), &msg)
if err !=nil {
fmt.Println("Convert json to struct failed")
return false
}
pemContent, err := ioutil.ReadFile (pemFile)
if err !=nil {
fmt.Println("Read pem file failed")
return false
certDerblock, _ := pem.Decode(pemContent)
if certDerblock == nil {
fmt.Println("Decode pem file failed")
return false
}
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cert, err := x509.ParseCertificate(certDerblock.Bytes)
if err !=nil {

fmt.Println("Parse cert failed")

return false

}

msgString := buildMessage(&msg)
msgHash := crypto.SHA256.New()

msgHash.Write([]byte(msgString))
msgHashSum := msgHash.Sum(nil)

decodeSign, _ := base64.StdEncoding.DecodeString(msg.Signature)

publicKey := cert.PublicKey.(*rsa.PublicKey)
err = rsa.VerifyPKCS1v15(publicKey, crypto.SHA256, msgHashSum, decodeSign)
if err !=nil {
fmt.Println("Verify failed")
return false
}else {
fmt.Println("Verify success")
return true
}
}

func buildMessage(msg *Message) string {
if msg.Type == "Notification" {
return buildNotificationMessage(msg)
} else if msg.Type == "SubscriptionConfirmation" || msg.Type == "UnsubscribeConfirmation" {
return buildSubscriptionMessage(msg)
}
return

}

nn

func buildNotificationMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
/] msgHRfETESubjectEBRAGFHENIGS, TESHAE
if msg.Subject != nil {
buf.WriteString("subject\n" + *msg.Subject + "\n")
}
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
return buf.String()
}

func buildSubscriptionMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
buf.WriteString("subscribe_url\n" + msg.SubscribeUrl + "\n")
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
return buf.String()

AR
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