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“api_wersion”: "7
“message”: “createlockerConfig. Method: POST Url=/vi/manage/utils/secret. Reason:”,
Ysource_ip”: " P
“domain_id": "
“trace_type”: "ApiCall”,
“service_type”: “SWR,
“event_type”: “system”,
“project_id": *
“responze”: U7
“resource_id*: "%,
“tracker_name”: "systen’.
“time”: “2023/11/18 10:54:04 GMT+08: 007,
“resource_name”: “dockerloginemd”,
“user”: {

“domain”: |

“name”: ¥
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10. XTFEMHEMNXREFRIFR, 5201 ( cHITIRSBFERE ) PRISHEEF

11.
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FBFigfE 6 {# A CES Y41 SMN
}gtRID FEFRERFR Bira X BECHE MEXTHR WS EHE
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FR)
message_p | REIFERR | iZIgFRAE | 20 BEANER 5938
ublish_size | BSEEX/N | BBELA
mEIEMAKE
NS YN
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BA{3: Byte
HE
Key Value
topic_id FREA91D

6.2 EEGEREREIE

12(Eips
T FEAREFHERBCHNEEXERINGE, ZEaEEHT=YSE, B4,
AL T R E E SR B RSH SsERES.
BUHESRIY
THEEBARSFECIEIAIERR,
(AR
LEF BRI NANTRZEER, SZXNAMEIETR EIREN0,
E=BENEES
1. EBIRSERHE.
2. EEEIRHeALLARE VY Bir, SBEXIEMNNE.
3. BF “IRSIIE > =ISEIRSS CES”
4. BETEENSHEZN “‘=RSKE” , KRR HEBMRS .
5 BF “BME’ 3R ‘BERLEERT , B EE BRSNS IEEIREEE
ﬁ?%ég «J\E.I/J\Ej.” . “\)ﬁ?’/_]\ﬁj” . ::\)L—_F‘Iz/J\Ej.u . “J\&24/J\Ej” . ::J\&7
X7 HEIRE., NREEEEFKMETEERSSMhE, BEYENE e
Btr, HAXEELES.
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AT EEMIRIRRSERSE—ENE, Bit, EFF—REEEEEEnEHE.
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6.3 g B ISIEESEENN

BEnS
ESREEFEENN, BPATEESEEIRSENRE, RETHRERTITIEHE
BEER, NTTHREITRE(ER.

BAFTER

1. EBEREEESS.

remEsartans ¥ B, SERKSHRE.
Bt “PRSETIE > ZUSIIRS .
HeiR “omms s mmman) |
7 TN RE, B CREENN SEEES SN, SEERE
BINERE SN TEYR, BB TS LN ,
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=z =] 7 HEERAE
u\1§¢EJ E TN
BE7=
NRIEETRBAGETBEENAXER, S EREBEERBEEINEE ., 1210
BESIFEER(S. MBE. FunctionGraph (%1 ) . FunctionGraph ( T{ER ) «
HTTP. HTTPSEIMYASEER&IXE R EEEEE‘%EHUEF':EJ‘?EE‘CXTEZ_:EIFEHE%,
HHERCREEXBN=HEAHNBER . X F=HERSINEREETIRIES
%, B2 =AERSEFER) -
EE=HE
1. £ “=HFERS” TEtIEAEA,
a. EBFREBEEHES.
b, EEEEMIaE FRes ¥ BF, SEKENRE.
. HRAELELfABEE — EBF, ER CEESUE” > ‘ZATRS LTS .
HBA=HERSRRE,
d. TEENSHE, &% ‘BESE”
HABEEERHE.,
e. BF “CIEZHAEAR" , EREIERN, MABETEHAZIR,
f. BE “fAE” , &=,
2. ‘ZHFTIRS” RECIERER.
a. IEFECIEMBEETHEZIR, ENZEEEARE.
b. B “BIEATR , EHEBER, MABERZNR,
c B ‘AT, tUESK.
Eﬂﬁﬁﬁ 1555.1 E T

£ “HRBHRS T NHEEERERAS.
1. FEEETTHAE.

a. EREHEEHS
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iHRIBRARSS
FFisrm 7 HEEEES

b, EEEEsAr s ¥ B, SERESEHRE.

. HERELLfASEE — BF, ER CESESUET > SHEENES

SMN” ,
HNIBEBHARSS H .
d. EANSHE, &F “FTEEE” > “FR° .
HNFBRHE
e. HAEFHERNHE, PLEFEERENTH %%’*\o
f. EZEIFEREN EEERET 1L, BE ‘REHLEE .

7-1 BEEERmAE

PALEEISE = HEERIHE

( EEREEE )

A

— —_—

=l

g. Efﬁ ‘BEETICR” , BEREE ‘mASRKRS” felEN=AEEMBE

I}Ibo

7-2 BEEREEmBES
BEEiAEBE

emE=zz @D

x B = v | Q ==E%a
* BER s v | Q =EEER

h. B “taE” , BB
BEBOARE
LIERETHEERAE, U EEHEERETINERER.
HEERENUT:
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"create_time":"$create_time","send_time":"$send_time"}

AFHER BTN . BEFRIRBIIRTFR.

x®7-1 FRIRA

B8H SR R

message_id String JEEID,

project_id String InHID,

topic_urn String TopicHIE—HIETRIRIR

subscriber_urn String TREE—FIERR

protocol_name String AR N AEAYendpoint

(EZHEHEREAS) . BAlX

RN EFE:

“email” : BREHELRINNNY,
endpoint g fiRFa L

“sms” : FF(EEITMY,
endpoint IFHSH3,
“functiongraph”
FunctionGraph ( &% ) Eith
I, endpointI— N EREL
“functionstage” : .
FunctionStage ( T/ER ) 1&4
MY, endpointI— P ERELTE
i

“http” . “https” : HTTP/
HTTPS{ESitNY, endpointf

URL,
endpoint String BESHERIEANS
status String BERE. BRISEUTIRE:

“DELIVERED” : BEi%iX,
“FAIL_DELIVERED” : &i%xsk

¥ o
“REJECTS” : B3B4#, &R
=HH

http_code Integer HTTPIR[EIRS, {NZ3FHTTP/
HTTPSIMMBE.

create_time String HECIEERTE . BHERERAUTC

BiE, YYYY-MM-
DDTHH:MM:SSZ,
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FAFigR 7 HEEHAE
2% S¥EER A
send_time HEAIXRTE, BFERgAUTC
AY1El, YYYY-MM-
DDTHH:MM:SSZ
=hsan /]l

{"message_id":"1ae49922602a42fc83acb9689a2eb5f4","project_id":"5a9f32e4f1ec4bbe9695ff9da51c2925","t
opic_urn":"urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c2925:demo"”,"subscriber_urn":"urn:smn:regionid:
5a9f32e4f1ecdbbe9695ff9da51c2925:demo:b55c3c6fa7cd471b9f24818d530a8740","protocol_name":"https","

endpoint":"https://127.0.0.1:443/

https","status":"DELIVERED","http_code":200,"create_time":"2022-11-01T00:00:00Z","send_time":"2022-11-0

1T00:00:10Z"}

LA E BB A RN :

& 7-2 HEROIGNAIFER

28 ANl

message_id 12e49922602a42fc83acb9689a2eb5f4

project_id 5a9f32e4f1ec4bbe9695ff9da51¢c2925

topic_urn urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c292

5:demo

subscriber_urn

urn:smn:regionid:5a9f32e4f1ec4bbe9695ff9da51c292
5:demo:b55c3c6fa7cd471b9f24818d530a8740

protocol_name

https

endpoint https://127.0.0.1:443/https
status DELIVERED

http_code 200

create_time 2022-11-01T00:00:00Z
send_time 2022-11-01T00:00:10Z
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8.1 SR FFEUER SMN

MR EFEXEFTABRISMNE THEMENNIRSIE, ETLMERSZE—SHDIAIERS
( Identity and Access Management, f&#RIAM ) , BIIAM, EaTLA:

o IRIBEMAIIISZAR, EENEAZKSH, L PAREEREESR IR T 632
IAMER, itRTIREH—Z2EIE, FHERASMNER,

o IRIEEVEFARYEREE, REARRRIHIENR, LUXZIBARZERISRISE .

o BSMNHFRZIAFLW . SRNEMEANZKSHE SRS, XEKSHES
RS AT LMRIES R TCIE4E

MRERNZWKS BLEEHEBNER, FREOEMIAAMBR, Sl A=

T, AWEERSMNIRSHEESINEE,

RETHENENBRERNGE, BIERENES-1Fx.

LRFERNZE, BETRAPERTLIINASMNIIR, FESSEIRFERETIE
B, SMNZFIRFIR, BSH: SMNREFZINR, INREFEXRSMNZIMIEE
ARSI, IAMSZIFIRSSRIFMBTUIRIEE RRFRIR .
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iHRIBRNIARSS
FFisrm 8 IREIE

BRI
81 LAFIET SMN R
Fi4

HHE

BEAFRFMARFE

APRERALIERIR

5

1. GIEBFPAFER

HEIAMIZFISCIZAFE, HIETEEEMRSPRE “SMN ReadOnlyAccess” &
2. BERPHIIANRFSE

FEIAMIZFIGEIERRF, FBEMAN FEIENBERE.
3. APEFRHRIENR

HOIZNEPERESE, THaEENXE, KIER:

- 1E ‘IRSBAIRT PIEREEIBAIRSS, HASMNRY ‘SEE>FET RE, B
FELER “CIEER” , EBidCIEER, WRLTECIEFM, FR “SMN
ReadOnlyAccess” 24¥,

- 1E “BRSSIIRT PIEEMRIERBARSIMIEIRS, WRIETRRE,
%~ “SMN ReadOnlyAccess” B4,

8.2 SMN BE N RHIg

RRATRERISMNIUR, R BEaURINER, AILASREEN R BEXERE
E;F'EEJL‘,U%%DDE’\JE*R@ (Action ) iF2% ((HEBHRSEOSE ) & “ RIERIERIRN
"R E,

BRI SFIA TR e B E MRS :

o AW MERIZBENRE: THETHERIEL, EUNCIRESIZIEERR
5. BF. BR. FESFREBRE, TBMNEMKRE.

o JSONHIEICZBEEMRE: JLMERERIERRG, RIEEAERIRIERIEA
B, AU EERAREEANRSISONISIRIREBAS .

BRI EESL: QBTN ERE . AENENEERIISMNEE SEREEFG) o
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iHEIEAIRSS
FFisr

8 IRETE

SMN B RS

N AP IR ERR
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"smn:topic:create”
1
}
1
}

12 B RIPRERR

EEREFERNESEMRIER, SWIRBEERMER. BPHEETRIRE
R, —MENIREERNRERZFEAlowF1Deny, NB{EDeny LSRN

NRELERAFEFSMN FullAccessRIRSEREE, (EARHERFHEBSMN
FullAccessHzE X AIMBR ERANPR , ERJLAGIEE —SRIE MR R B & ) ERRK
PAIEEAPIGSMN FullAccessFIE#REZIZ T IR, fRIEDenyfL5ERN, NAEFE
LASSSMNHATRE T MIBRERRIMNUPR BRI . IBBRISGRAIAIT :

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"smn:topic:delete"
1
}
1
}

B3 SARINIERRS

— P EEXRBERIUSS S MR, BIRT LSS NRSAIERIYN, iE
LG SEMIRSAUENIR, TS SRIEMIRS UIRIRARSEENE, BIERR
MBEARSZSEHZERRRS . SMENEDREFANT:

{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"smn:topic:create",
"smn:tag:create”,
"smn:application:create"

1
{

"Effect": "Allow",

"Action": [
"elb:certificates:create",
"elb:whitelists:create",
"elb:pools:create",
"elb:members:create",
"elb:healthmonitors:create",
"elb:l7policies:create"”,
"elb:listeners:create",
"elb:loadbalancers:create"

1

}
1
}
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AERFRAE, FaRE 7 SRS TZFEEHR, MAPNSRMENSEM TR
Hl. MERSALISIZZS D aRERIRSE . SPORTER.

IR LEEFERAIRIT AR EARE, SRS KB,
B EEHIEE?

1. EREEESS.

sEemssaz ban Y SRRKEnERE.
ERAEA LA, SR SR > BIES” .
ROGHN “IRSEAN TH.

9-1 FLRYECER

4. AL “IRS3ECER NHE, BEESIERRISEANRERBER.
MRSFECARERE WS ER, FEEEERIF, BHiE KB,

I RIS KECER?

1. EREEEHS.
2. EREALA, &F ‘KR > HAEE .
REHN “IRSSECE M.
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iH B AIARSS

FBPFiER 9 XFHAT
9-2 FRAYBECER
3. EREALH, B “ENEY KEE .
9-3 FRig4 KECAR
wf BSER ©
4. 1 “BhiET R’ M, RIEEOEK, BEEBEXSE,
Hrh, “jgftid” MiSESEERZNONSHEBEERR,
5. EEZREEE, AEthdFHFeEs ‘BT .
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iHEIEAIRSS
FFisr A B

A fyR

A.1 JSON &5 2508

JSON f&zUiAiAA

JSONKEHEZFRAIEAFENARNTREXRELEABDES, BRISHFIMY
Default. HTTP. HTTPS. email. FunctionGraph ( E&¥%{ ) . FunctionGraph ( T{E
i), HADefault24A, EmaillIABISREHMGREENNTIRE, HEMURR
NN FRR:

{
"default": "Dear Sir or Madam, this is a default message.",
"email": "Dear Sir or Madam, this is an email message.",
"http": "{'message':'Dear Sir or Madam, this is an HTTP message.'}",
"https": "{'message':'Dear Sir or Madam, this is an HTTPS message.'}",
"sms": "This is an SMS message.",

"functiongraph": "Dear Sir or Madam, this is a functiongraph(workflow) message."

}
HEFRBDefaultieENBARTEEAR, MTHANTREREBIREBNERRS .

DT RARMABATREANSTKESRRT, BERERENSEHINES, HPHTTP,
HTTPS. Email. FunctionGraph (%) . FunctionGraph ( T{E# ) ZERRIITIIUL
F|"Dear Sir or Madam, this is a default message."BIRZE, MSMSERPIITIRZKE
“This is an SMS message” .

{
"sms": "This is an SMS message.",
"default": "Dear Sir or Madam, this is a default message."

}

JSON RERELIR
o HBISONBRER,
o JSONRERHA/RE Defaultiiii
o EAJSONIBERIK/NAR#BIT256KB,
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iHSIBRIARSS

FFERE NGES
JSON iHRITER

EIRARAINY, ERAISONIEIERRNA/NARE, JSONEBEENFHHEEH
SEPERNEES. XG5S, =K. BE. IMETEERNSRITFHH. 2
FHITEAXLURNEE “This is a default message.” 34,

iHE: “Thisis a default message.” , HEABEE261NFT,

BMNHEE, EEINY, £RISONBER, RFEIALER DefaulttMyAYER .
"default": "This is a default message.",

11 DefaultiM¥IN_E RPN L, 879N,
HEREENEEFTE:

o SMIMNATEREE3NTME, ENMBY: 3x N=3N

o BMIPNATEREZ4TVEIS, ENMMY: 4 x N =4N
o BEMIMNATHEBEIMTES, ENMHY: 1xN=N

o SMIMNAIEEBEE1ZHEERNAThIs is a default message., TENMMY: 26 x
N = 26N

e EE2(N-1)D:1x (N-1) =(N-1)
e EIE(N+1T)M:1x(N+1) = (N+1)

o THIES2: 1x2=2

o 1HYZIR default 19: 7x1=7
RN FTHEL:

o MUBIRHTITP14: 4x1=4

o PMNUBIRHTITPS1A4N: 5x1=5

o 1tHNZ#R email 14: 5x1=5

o HINBFRsms 11 3x1=3

o 1MYZFR functionstage 14: 13 x 1 =13
o  1HMYZFR functiongraph 14: 13 x 1 =13

A1t 36N + 9 + IBEFAMNF T
Blan, EHERT “HTTP” | “HTTPS” # “email” 3MMY, ERATERINT:
{

"default": "This is a default message.",
"email": "This is a default message.",

}
h0EDefault, NINEYE4, E£RANSONEEFZTEITENT:
o [EEFTH: 36 x4+9=153

o HNBFRHTTP11: 4x1=4

o PHMYZFRHTTPS 14 5x1=5
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o 1HMYBFR email 149: 5x1=5
&it: 153 +4+5+5=167

A.2 IEfRAETUH RIS

BEREUERERERIES, FLlE S taghy SR IELERTHD -
BEERAIERS, BEERA/NARBIT256KB, EiREEEIN AR
{

"message_template_name":"confirm_message",
"tags"{
"topic_urn":"urn:smn:regionld:xxxx:SMN_01"
}
}

& A1 BEIREUE RS H0RA

28 588

message_template_name | IRIREIR, FHEAT ., BIRBIRAILUEEEEIRSIE
FFIREY, BIRFTR T EYAE— DefaulttMYAvE
&, 2B EAYEIR R Defaulti&Eli .

tags BB S FRE, ERSR TEEAREE
R, FAENERITAEtagsA—E, FFEGEEE
FrERYtagir&sEBiEEtags, B2 — N jsonmapXd&x

A.3 A RIMYER1REA
RERGT A EIRE S B AN SRR .

o HREFIHTTP(S)RimWZEIRTEE RS : HRER. HERBMENHIT RS
o EEARIFEKERIHEEREZHERNS.

e FunctionGraph ( % ) KizWEIREERESHERELE . HEME. HERS. £
FURNFER . iHEEFIIUINT . FEIRIBINERA-2E7R .
{

"record": [{

"event_version": "1.0",

"smn": {
"message_attributes": "",
"subject": "Welcome",
"message_id": "e6fa59c6b3e0424c9c02cbed35b680e7",
"topic_urn": "urn:smn:regionld:66e0f4622d6f4e3fb2db2e495298a61a:smn_123",
"type": "notification",
"message": "Hello",

"event_source": "smn",
"event_subscription_urn":
"urn:cff:regionld:66e0f4622d6f4e3fb2db2e495298a61a:function:DEFAULT:mytest:latest"
1
}
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& A-2 FERIRER

FERAEIN St 15488
record JSONITER HBZIZE
event_version String AR
message_attributes String EHEEM
subject String THEARER
message_id String JHEID
topic_urn String FRURN
type String =SB
message String HERS
timestamp String AJiEIEk
event_source String HERE
event_subscription_urn String 1JiEURN

e FunctionGraph ( T{F7 ) SiRKEIKS BABEIFE. HEAE. EHURN
SES. HOHPELIIT . FRIRIBRA-3F.
{

"records":[{

"event_version":"1.0",

"smn"{
"topic_urn":"urn:smn:regionld:995960e6a6094fdeb00b7c9991d35791:11-16",
"type":"notification",

"message":"Hello",
"timestamp":"2017-11-27T09:53:412",
"subject":"test_1127",
"message_id":"27d6e9e1249240288b47817bf637192b"
}

)
"event_source":"SMN",

"event_subscription_urn":"urn:smn:regionld:995960e6a6094fdeb00b7c9991d35791:11-16:dcd78adcb19
4431587d4992c374f8465"}]
}

£ A-3 FERiREA

FERAEI ESic) 1588
records JSONFIHR HEFIZE
event_version String AR A
topic_urn String FFURN
type String HEZE
message String HERS
timestamp String AfiEIE
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iH B ANARSS

5z =12

A BiF
FRECEIRN £t 1588
subject String THEFRR
message_id String JHEID
event_source String EEkE
event_subscription_urn String 1JI#URN

A4 TR 5 S

AT EFBPNTRER TEENKE, =F
TR, RIERBELERTMEFIE&EXTREAEERER T BT RAAPIAZXEITR

BXRIM TR X TR E R T

HIAER .
RIEARERIMYERRERYRIZRES

SFF—PEMETIRE, 1NN HRSBAFRX20KTFRIANER, 2KRRBRIFA
FAORITFRIABR . WMNREBI 1/NITRRIZENE, WSMNESTEE T REV /A
AINZ LR X T FIIARRSE . ARBE2KANRIZEE, B7RZARXIX P
HITIRE XTI FIRARB A . ANRIXPTEMFTREXNXNBFEAMEEHT T
A, ZENRIRIKSEBRTES.

SF—MEETRE, 1NMN\RRSA[FEE10TRHBIABEE, 2KRESRITFA
E200RITIAMIA, SNSRI /NETRORIZREME, NSMNETERE FRAVNTRATT
ZRIRRERT ARG . NRBII2KAORERE, B7RZHARIHINFENLT
FERETHEARE . IRXNMNFNITRENSXNEPEAMSRIRIT TR
N, ZHRERSEETESE

FF—ADHTTP(S)iTiFE, 1 053‘%%&%ﬁi?ﬁi%200)ﬁ"\ﬂl‘ﬂﬁ%iﬁﬁ% o

(MR

LU ESHIRESE, SMNIRSSARELIRIL S ERHITEZE.

A5 E=R (SitEX ) 5

ElzR (=it ) 2R Ex (itiX ) 8
Afghanistan fI=7 93
Albania fI/REEIE 355
Algeria BaJ/R K2 )\ 213
American Samoa EREFEET 1684
Andorra ZIB/R 376
Angola eI 244
Anguilla ZERL 1264
Antigua and Barbuda | Zi2/RFIEIX 1268
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iHRIBRNARSS

FAFt5rs A BFF
EzR (=it ) 2R ExR (itiX ) 8
Argentina PatREE 54
Armenia NEI NI 374
Aruba fEE 297
Australia AR 61
Austria BRI 43
Azerbaijan PUZEFFEE 994
Bahamas B3 1242
Bahrain (SN 973
Bangladesh Yl IEavAES 880
Barbados EEZHr 1246
Belarus BEZ L 375
Belgium EEFURT 32
Belize BRIZL 501
Benin = 229
Bermuda BRAED 1441
Bhutan A~ 975
Bolivia IF T 591
Bosnia and IRETFRIIFNEEST | 387
Herzegovina AR
Botswana RS 267
Brazil (v 55
British Indian Ocean | ZR/EENEFEitE 246
Territory
Brunei pYES 673
Bulgaria {RANFIE 359
Burkina Faso mEPNER 226
Burundi izl il 257
Cambodia SRIfEE 855
Cameroon I 237
Canada NEX 1
Cape Verde 1568 238
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iHRIBANARSS

FAF$5rs A Bi$3z
EzR (=it ) 2R E ExR (itiX ) 8
Cayman Islands FES 1345
Central African FRIEHEFNE 236
Republic
Chad E8 235
Chile =l 56
Colombia SR Al 57
Comoros RlEZ 269
Republic Of the NISREFNE] 242
Congo
Democratic Republic | WIEEREHFNEH 243
of the Congo
Cook Islands e 3 682
Costa Rica ErHEmAZEIN 506
Croatia S 385
Curacao JEZ VAN 599
Cyprus ZEHIRHR 357
Czechia e 420
Denmark BE 45
Djibouti it 253
Dominica ZKER 1767
Dominican Republic | ZXEINHFIE 1809
Ecuador JBIRZ/R 593
Egypt 1B R 20
El Salvador F/RELZ 503
Equatorial Guinea FREJLARE 240
Eritrea G452 291
Estonia Ziel 372
Eswatini SEFEEE 268
Ethiopia IRZRHEHLLIL 251
Falkland Islands ER=#E 500
Faroe Islands ETEEDE 298
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FAFt5rs A Bi$R
EzR (=it ) 2R ExR (itiX ) 8
Fiji B 679
Finland = 358
France =E 33
French Guiana pNEE NI 594
French Polynesia AR IRFI e ra 689
Gabon hE 241
Gambia XIELIE 220
Georgia Beis 995
Germany =E 49
Ghana g 233
Gibraltar I=LESlD 350
Greece oy 30
Greenland BiE=5 299
Grenada RERPX 1473
Guadeloupe REZES 590
Guatemala JJAS: RSk v 502
Guernsey =L 44
Guinea JLARE 224
Guinea-Bissau JURILLLER 245
Guyana ETAB 592
Haiti =2 509
Honduras HERHIHR 504
Hong Kong (China) | REEE 852
Hungary X FF 36
Iceland KB 354
India ENE 91
Indonesia ENEErir 62
Iraq fRfise 964
Ireland BIR= 353
Isle of Man O=AEZ 44
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iHRIBRNARSS

FFERE A BFF
EzR (=it ) 2R ExR (itiX ) 8
Israel L3l 972
Italy =AF 39
Ivory Coast RsBE 225
Jamaica ZFENN 1876
Japan B 81
Jersey pETriil) 44
Jordan 98 962
Kazakhstan Iy ] 7
Kenya =] = 254
Kuwait RlELs 965
Kyrgyzstan H/RSHrHTB 996
Laos z1 856
Latvia FIBR AT 371
Lebanon O 961
Lesotho ERE 266
Liberia FIELEETY 231
Libya R 218
Liechtenstein e =y 423
Lithuania 37fE%E 370
Luxembourg FFRE 352
Macau (China) REER] 853
North Macedonia JtSHR 389
Madagascar =5y il1: i 261
Malawi =% V33 265
Malaysia kA 60
Maldives SIRRxX 960
Mali =)=s) 223
Malta SEf 356
Marshall Islands DEREES 692
Martinique OiRReR 596
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FAFt5rs A Bi$R
EzR (=it ) 2R ExR (itiX ) 8
Mauritania ERBEREI 222
Mauritius ESEERNE 230
Mexico =rae 52
Moldova EEIRZE 373
Monaco EEYNET 377
Mongolia = 976
Montenegro =21 382
Montserrat SAFENISE 1664
Morocco BEigE 212
Mozambique Bt 258
Myanmar e 95
Namibia K LELTE 264
Nauru e 674
Nepal fEiR/R 977
Netherlands far= 31
New Caledonia HiEEZ R 687
New Zealand = 64
Nicaragua =iV 505
Niger ER’R 227
Nigeria EBFIE 234
Niue HIRE 683
Norfolk Island BEeD 672
Norway HBREL 47
Oman fuE 968
Pakistan E&HfiE 92
Palau 1855 680
Palestinian Territory | E#jHFiB 970
Panama BEE5 507
Papua New Guinea BRI LA 675
Paraguay BEhizE 595
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iHRIBRNARSS

FFERE A BFF
EzR (=it ) 2R ExR (itiX ) 8
Peru WE 51
Philippines JERE 63
Poland H= 48
Portugal BET 351
Qatar &R 974
Réunion Island Bt 262
Romania e =G 40
Rwanda FREBX 250
Saint Kitts and Nevis | RE%FfE4EHR 1869
Saint Lucia ZFR 1758
Saint Pierre and ERIR/RMZE | 508
Miquelon
Saint Vincent and the | EXFRIFFIEMM | 1784
Grenadines THR
Samoa fEEETE 685
San Marino Z50iE 378
Sao Tome and EZEFNEMALL | 239
Principe
Saudi Arabia ISR R 966
Senegal ZEAW/R 221
Serbia ZEIRET 381
Seychelles ESEIN 248
Sierra Leone RIS 232
Singapore FrANsgg 65
Sint Maarten (Dutch | @27 1721
Part)

Slovakia Hrigtkse 421
Slovenia g el 386
Solomon Islands eSS 677
Somalia =] 252
South Africa E3E[S 27
South Korea RS 82
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FAFt5rs A Bi$R
EzR (=it ) 2R ExR (itiX ) 8
Spain [rish iy 34
Sri Lanka HiE =+ 94
Suriname DR 597
Sweden Imal 46
Switzerland Imt 41
Taiwan (China) PEGE 886
Tajikistan EE e 992
Tanzania 1B 255
Thailand Z=[E 66
Timor-Leste KX 670
Togo 25 228
Tonga il 676
Trinidad and Tobago | 453iZfBiAfNZES | 1868
Tunisia N 216
Tiirkiye TEH 90
Turkmenistan T EEHRIB 993
Turks and Caicos e iFNERIEREE | 1649
Islands 5
Tuvalu E R~ 688
Uganda BTk 256
Ukraine B5r= 380
United Arab Emirates | FIH{REXSEEKE | 971
United Kingdom HE 44
United States EH 1
Uruguay =b S 598
Uzbekistan 5% 5z HriB 998
Vanuatu EE3ME 678
Venezuela ZALHL 58
Vietnam Eg 84
Virgin Islands, British | Zi/@#/RmEFE 1284
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iHRBRNARSS

FBFigr N
EzR (X ) A3z E=xR (ZitX ) B
Wallis and Futuna EFIERFIE B 681
Yemen 7] 967
Zambia LV 260
Zimbabwe pE At s E S 263
A.6 EPRIES SMN EOMMETXER
% A-4 BHUR(ES SMN EO/MET X R
U BEOBFR #E#OThee
SMN:UpdateTopic UpdateTopic B EFENE, BHRl
{N3ZHHE S topichY

display_name=Eg .

SMN:DeleteTopic

DeleteTopic

MIBR— N ERUAR ERY
FrBiTiR%E . MikRTopic
RENRE S SEERIEX
BB LiEBHIXSZ
TopicAYLT I -

SMN:QueryTopicDetail

QueryTopicDetail

BigTopicAIEMER -

SMN:ListTopicAttributes ListTopicAttributes EifTopiclIEMEER
SMN:UpdateTopicAttribute | UpdateTopicAttribute R TopiclIEME .
SMN:DeleteTopicAttributes | DeleteTopicAttributes MIBRFrE Topic/E & -

SMN:DeleteTopicAttributeB
yName

DeleteTopicAttributeByN
ame

?ﬂiﬂﬁﬁ‘éiﬁ% REYTopic/E

SMN:ListSubscriptionsByTop
ic

ListSubscriptionsByTopic

P TABUFEERANT
I, 1TE5RIZER
ke LN El Y padEa
%1, pREIEELE
EoffsetLAKlimit, &
RIEEFEAREFETIH
&, RE=FE,

SMN:Subscribe

Subscribe

FgETopiciRin—"MT
FE, FailRERE
—MRARBER . ]
& T
ConfirmSubscriptionffa
NG, ZTREZEE
Bl TopickBHIEE .
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iH B RIARSS

FBFigfE N
ERURE EOBFR #OTheE
SMN:Unsubscribe Unsubscribe MIBR—ANMTIR, 1T

BENAREMPR, T
& EIX A EREATH
BETLMER, MRS
SXEHDHITHIA

SMN:Publish Publish BIERRIXLE TopichIFR
BilAiks . HREGE
EIDHY, iZHEEHE
FEHFBRENEEEX
HBETANTRE . HE
B, BURFiZzEaE
— MTEERER
o

A.7 FEIS&IXPRE
o ETREREOREER, WA TAWARERE .
o XTHERENRS, BEW WS S,

A.8 HTTP(S)Z&im 15 m R

A.8.1 HTTP(S) w15 A{ERRHIE T

MiZiJ AR iEAMERN, HRENRSBHNAKES, BRYTLURKRIRIEESE
FBRSS RIEEHTTP(S) RGBS RS AR, SEXERMISEEER.

o EHEHREMAITIHERMEEITRER

o WSEEEHREMEXHE . APEEEINESEEEERITAE, DalEHEk
MBRA. HEAIIEELEANSHEERSEAETD,

A.8.2 HTTP(S)HERK
BEIZE

A ER

1. FSMNBRSS RIERIHTTP(S)iHERY, RiRIEBRICNBZIRESEZWRIE, BB4F
BRF R BE S httpsiE B AIX LM o

2. EEEM_EEERINZNhtpMGERRSFEERIMRNEGE, #HEERF &R
LT RIS BB ST EAhttps3EEL

HEIASMNARSS[EHTTP(S) BimAEHBRISIL, EHABEEHELIMERPIIERSE
BIRXEEE . BEBINEE: HTTPS)ITRAESRIMEN. HTTP(S)HEXHER
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https://support.huaweicloud.com/usermanual-smn/smn_ug_a4000.html
https://support.huaweicloud.com/productdesc-smn/smn_pd_25005.html

iHEIEAIRSS
FFism A B

ﬂ’\é’l‘%iﬁﬂ]HTTP(S)Hﬂﬁ%mﬂﬂﬁ%\Egﬁiﬁzﬁiﬁ%ﬁ‘éiﬁ, HTTP/HTTPSHMYIIIPOSTH
I\o

HSMNIRSEHTTP(S) Rin &K BERY, kEPEIEBRX-SMN-MESSAGE-TYPE, X-
SMN-MESSAGE-ID, X-SMN-TOPIC-URN, #0ZEA-5FT<.

% A-5 SHE HTTP(S)SLZp2 %015 0H

85 ol
X-SMN-MESSAGE-TYPE HERR, HEERISRIE:

e SubscriptionConfirmation
e Notification
e UnsubscribeConfirmation

X-SMN-MESSAGE-ID HEHE—FRR,
X-SMN-TOPIC-URN FRO—RR, FREEIFERIER,
mEgl

EFHTTP(S) LB ERAIAR:

e RFC 7230 EH3.28IE, HTTP(S)LZHEBREIRAXD KNS,

e RFC 7540 Z=18.1.2h#lE, XFIEHTTP2HIRS Ik, LEPFREEREEFZ—H AL/
B,

o MWFHFPBEEXMHTTP(S)LEFER, SMNtIEEE LIARIESRES,

o FHFANEMHTTP(S)kERHIREVEXFER, BINEBAAXDKX/NEHAR .

HTTP(S)iT A E B RET
TIMHTTP(S)iTRRIELUE, SMNEEITKEEE—ZITHMALNE, TS

RHERIHTTP Content, BRJSONBINHI=FTE, Hp&iEsubscribe_urlE, 1T
INEEGETiEKsubscribe_urlisiibiHiTHaIA, E{KISONFERIRABUNZFRA-6F o

% A-6 HTTP(S)iT A E BRGNS H0R

28 i58H

type JHEZEAY, SubscriptionConfirmation,

signature TAER.
BEZFERBEEmessage, message_id, subscribe_url,
timestamp, topic_urnflitype, EAEZEERK, BS
REHEES .

topic_urn FEOEE—IRR, FTREHEENER,

message_id HEE—RIR

signature_version BRRAER, BRIV,
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Iﬁlu\L%DHE%

FFism A BffR
2% 588
message TR R AR
subscribe_url 1T EIA R EIEEAYURL
signing_cert_url BFEHEEZHIEPBURL, RAEEEN, aTEEHGE,
timestamp BEFE—IRAIXRTEE

HTTP(S)iTitAEEREFINT:
{

"subscribe_url": "https://console.****** com/smn/subscription/confirm?
token=0a419ac94f80f2c62f14c01e34ae5dfcf6b0b92ef46241218eaae5b4cb90d5d423cf104593284665a1f9869
1b1576976785114fb4408450e8de153b9f1*****&topic_urn=urn:smn:region01:0a419ac94f80f2c62f14c01e34***
***test_******&region=region01&region_id=region01",

"signature": "W/DQSigpRkY6EnOjNaFtCYOpmUjMhzolJIdMPLhnRv37iPzNhH+SxlievFoUlyS29z7I1g4hL/
ECWNfGrRhTqoasiAeOaXOjoRNoQ73YfygWm7x70dX+2c202zxaOS5GcsUHohxAS
+wCYd6W6aVhx6eQpWzpzLwrGgE+iPmsd5100HXIBeZEeBx/VuoqkPyBDnSvGNNDTJ2gw+fL7XuKqf/
DUUjI8dkPsp3gAcETe/XMgf3UTMFDvLLrq2fAZVhr/jMR/9m81PwuDs1k9i3iBxT67afzmQ1AhY/a/ayQX7Fmwf/
FBpehG108e98IXAZFS2nzhvTpttawUFG8Z82*+*+*+",

"topic_urn": "urn:smn:region01:0a419ac94f80f2c62f14c01e34******:test_*+***!!)

"message id": "54bb04eddfc842e9b44ca36393f77cd3",

"signature_version": "v1",

"type": "SubscriptionConfirmation",

"message": "You are invited to subscribe to topic:
urn:smn:regionidi0a419ac94f80f2c62f14c01e34*+****:test_****** To confirm this subscription, please visit the
subscribe_url included in this message. The subscribe_url is valid only within 48 hours.",

"signing_cert_url": "https://smn.region01.****** com/smn/
SMN_region01_3190c26a56fb435f9882e3435b****** pem",

"timestamp": "2024-07-10T09:43:44Z"

}

HTTP(S)#XEE RIS

HTTP(S)iTRARIRITFEIAG, LimiSIEISMNIEXRYER, TEISHEIRHTTP
Content{S&., BRJSONE, BAFRIGIBINERA-7FIR.

£ A-7 HTTP(S)#EXE BRI S 5588

2% 15488
type JHESERY, Notification,
signature TAER.

BEZFERBEmessage, message_id, subject,
timestamp, topic_urnFtype, EAFAEZEERIE, WNE
subject A~ FE, NASERE, BEIRKEEEER.

subject HERH .

topic_urn FHWE—IRR, FnB2IAERIERR.
message_id HEE—RIR

signature_version BRRAER, BrIZV1.

message TRIEX R AR
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Iﬁlu\L%DHE%

5z =12

e
28 izl
unsubscribe_url DiGahZsEET LABGE&iRLT R .
signing_cert_url BFEHEEZRIEBURL,
timestamp BEFE—IRAIXRTEE

HTTP(S)#EXiEBAFFII T
{

"signature": "WmSQ2/0kp2v2u2T33IMgKYrrLxnJoW2NHqly5QowDuHH3y
+HVhCNICgHDUIAGpb3suCXJm16hWF+EJAYR+tPaTY1qON3pOp
+0BbhID30fOTXRNSEWRAg73k4gArmQajhdDZOtd57xelQiNhzl2r6iCs0en4kR2iY78zZM/
9caZQGBTINcjkd2lyXYP6aSc7MOgxTsYrRus0A6yipD3zsUA7TvTdfsauAe2hZLRSWOLl+um
+S3ytT7sA1CMUJPBXHP5WIgS4iMAeivmufZv7T+G43DbwWfw/seKnK6UFKWd2140qgsY2/oLY3C4dcyLdvsy0/7/
W8zvxXbgHeSL4**+++x!,

"subject": "SMN",

"topic_urn": "urn:smn:region01:0a419ac94f80f2c62f14c01e34* **** test_*+++,

"message id": "d84bd6629ef04513ad2e37bffdée17cb",

"signature_version": "v1",
"type": "Notification",

"message": "{\”enterpriseProjectId\": \"0\", \"eventTime\": \"2019-08-12 22:40:55.040632\",
\"chargingMode\": \"postPaid\", \"cloudserviceType\": \"xxx.service.type.bandwidth\", \"eventType\": 1,
\"regionld\": \"region01\", \"tenantld\": \"057eefe55400d2742f8cc00178******\" \"resourceType\":
\"xxx.resource.type.bandwidth\", \"resourceSpecCode\": \"19_bgp\", \"resourceSize\": 10, \"resourceld\":
\"e091f1b1-08ef-4e2b-a27e-f85e4c*****\", \"resouceSizeMeasureld\": 15, \"resourceName\":
\"elbauto_2019_08_13_06_40_46\"}",

"unsubscribe_url": "https://console.****** com/smn/subscription/unsubscribe?
region=region01&region_id=region01&subscription_urn=urn:smn:region01:0a419ac94f80f2c62f14c01e34******
‘test_******:23cf104593284665a1f98691b1******"

"signing_cert_url": "https://smn.region01.****** com/smn/
SMN_region01_3190c26a56fb435f9882e3435b****** pem",

"timestamp": "2024-07-10T09:45:00Z"

}

HTTP(S)BUELT iH 2aIE0

HTTP(S)1TIRRIREGEITRBIAG, ZisBREISMNEXEGEITRRIAER, T
BHARHTTP Content(E2, ©=&JSONE, BIRFEIHIBINIZERA-8F:.

& A-8 HTTP(S)BUHLT i E B RSN SR BB

28 188
type JHEZERY, UnsubscribeConfirmation,
signature TAER.

BEZFERBEEmessage, message_id, subscribe_url,
timestamp, topic_urnftype EFEZEERI, HEN

BREHEES .
topic_urn FHWE—IRR, Fnp2IAERIERR.
message_id HEE—RIR
signature_version BRNRAER, BrIZV1.
message EUBIT A B 2 a0EA
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FBFigfE N
28 izl
subscribe_url BT EEAEEISTRIURL,
signing_cert_url BFEHEEZRIEBURL,
timestamp HES IR AIERIRTE)E .

HTTP(S) BN T BT S RGN T -

{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsqbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmMBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMalOPPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SPMH3+qC6RzhE******+",

"topic_urn": "urn:smn:region01:0a419ac94f80f2c62f14c01e34* ****test_*+r*,

"message id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",
"type": "UnsubscribeConfirmation",

"message": "You are unsubscribed from topic:
urn:smn:region01:0a419ac94f80f2c62f14c01e34*****:test_****** To subscribe to this topic again, please visit
the subscribe_url included in this message. The subscribe_url is valid only within 48 hours.",

"subscribe_url": "https://console.****** com/smn/subscription/confirm?
token=0a419ac94f80f2c62f14c01e34ae5dfcf6b0b92ef46241218eaae5b4cb90d5d423cf104593284665a1f9869
1b1576976785114fb4408450e8de153b9f1******&topic_urn=urn:smn:region01:0a419ac94f80f2c62f14c01e34***
**htest_*****&region=region01&region_id=region01",

"signing_cert_url": "https://smn.region01.****** com/smn/
SMN_region01_3190c26a56fb435f9882e3435b****** pem",

"timestamp": "2024-07-10T11:45:00Z"

}

A.8.3 &‘E‘-‘L;‘ 'I§\§g

Brin=

ATHRREE, ?zE'E1 HITEA . BUBITRFIERRIEZINE, EEEERSEEY
SMNthiEH’JﬁU 1158 , ﬁ%;‘é?.!@,}ﬁﬂlﬂﬁﬁm)\ﬁ,w AN H S FEGELT EANH
2 ﬁﬁﬁSMNﬁuﬂPﬁfJﬁ:u, LB E R BIEERRIG AN

BET R

BOUESMNAZIEBIHTTP(S)1IBRAYRIZAN T

1. SMNBERIBZZIRT RZWHIIHTTPER, (FHESRXENE-EEEHITERR
iE, BERRIESRREEESESEEREENERBERER.

2. JELHTTPﬁn_,\‘:PE’JSIQHIng cert_urBREGEPRAZTAIRELL, @BiT izt sREGES RN
&, FHEERXS09IEH,
(0 588

TEIFBRIEEIAREHTTPSIE R, EEIIT FEEERS EANEBRIEN.

3. MXS09IEHHIREVATE, AFIRIEWEEER e EEFITEE M,

4. MBEBEEZED, BEEEANEtypeNAVE, FEAEERENINARRNEZIE
:Bg_LlIETj__to

5. BIEERFHH. HHEEPIRENELR, FEBERFERF. 8— N2
Ba—17, 8—MELA—1T, BEINAYEEZRTGTRIT—1T.
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lﬁ:uL%DHE%
FAFtErs

A B#=R
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1. HR&EH

HERBHGREEL TR, MR subjecth=, NAS5EE:
message

message_id

subject

timestamp

topic_urn

type
NMHEBIERNEZREEEREIWT:

message
My test message

message_id

88c726942175432bac921eafd0036163

subject

demo

timestamp

2016-08-15T07:29:16Z

topic_urn
urn:smn:regionld:74dc9e44d0cc4573adfce91cdfdd3bad:xxxx
type

Notification

AR
B—1MRE—1T, B—NMEL—1T, BPTYNAEEZRSTAT—1T.

2. 1THHEAFIEGHLT

A.8.4 RBIHCHS

Java iES

BIEH

T EAFIBEIT RRER RS RE S LA T
message

message_id

subscribe_url

timestamp

topic_urn

type

— M FEIARYE R & RGN R RR:
message
You are invited to subscribe to topic:
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo. To confirm this subscription,
please visit the following SubscribeURL in this message.
message_id
def5c309cbff44d5a870787ed937edf8
subscribe_url
https://ipitiit/smn/subscription/confirm?region_id&token&topic_urn:demo
timestamp
2016-08-15T07:29:16Z
topic_urn
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo
type
SubscriptionConfirmation

AR
B—1MRE—1T, B—NMEL—1T, BPIYNAEEZRSTAT—T.

BEAEM, Hesigning_cert_url, signature2MHTTP(S);EER A

A9E, messageMFEBENSEZRE, IUTARAILHE, XiitsE,

private static void isMessageValid(String signing_cert_url,

String signature, Map<String, String> message) {
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InputStream in = null;
try {
URL url = new URL(signing_cert_url);
in = url.openStream();
CertificateFactory cf = CertificateFactory.getinstance("X.509");
X509Certificate cert = (X509Certificate) cf.generateCertificate(in);
Signature sig = Signature.getinstance(cert.getSigAlgName());
sig.initVerify(cert.getPublicKey());
sig.update(buildSignMessage (message).getBytes("UTF-8"));
byte[] sigByte = Base64.getDecoder().decode(signature);
if (sig.verify(sigByte)) {
System.out.println("Verify success");
}else {
System.out.println("Verify failed");
}
} catch (Exception e) {
throw new SecurityException("Verify method failed.", e);
} finally {
if (in !'= null) {
try {
in.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}
}

(1 5 8A
f§5FJava 8 lRALUTHIAF, aILMERSE=7jarlcommons-codec.jari#{TBase64fZi

FiG HiRBEFCIESRAY "byte[] sigByte = Base64.getDecoder().decode(signature);"iEE g
"byte[] sigByte = Base64.decodeBase64(signature);" o

MR E ARG

private static String buildSignMessage(Map<String,String> msg) {
String type = msg.get("type");
String message = null;
if ("Notification".equals(type)){
message = buildNotificationMessage(msg);
} else if ("SubscriptionConfirmation".equals(type) ||
"UnsubscribeConfirmation".equals(type)){
message = buildSubscriptionMessage(msg);
}
return message;

}

private static String buildSubscriptionMessage(Map<String, String> msg) {
String stringMessage = "message\n";
stringMessage += msg.get("message") + "\n";
stringMessage += "message_id\n";
stringMessage += msg.get("message_id") + "\n";
stringMessage += "subscribe_url\n";
stringMessage += msg.get("subscribe_url") + "\n";
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp") + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn") + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type") + "\n";
return stringMessage;

}

private static String buildNotificationMessage(Map<String, String> msg)
{
String stringMessage = "message\n";
stringMessage += msg.get("message").toString() + "\n";
stringMessage += "message_id\n";
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Node.js

stringMessage += msg.get("message_id").toString() + "\n";
if (msg.get("subject") != null){

stringMessage += "subject\n";

stringMessage += msg.get("subject").toString() + "\n";
}
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp").toString() + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn").toString() + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type").toString() + "\n";
return stringMessage;

const fs = require('fs');
const crypto = require('crypto');
const jsrsag = require('jsrsasign');

*RIHEER

* @param pemFile & HFIEIR R (FEEIARMIEBIHFIZR)
* @param signature {FISIFRISZE

* @param message SSIFHHERS

* @returns {boolean} true: EZEIILET; false: FEZFERIEFEL

i
function verifyMessage (pemFile, signature, message) {
const pubPem = fs.readFileSync(pemFile);
const verify = crypto.createVerify(signatureAlgorithm(pubPem));
verify.update(buildSignMessage(message));
const verifyResult = verify.verify(pubPem, signature, 'base64');
if (verifyResult) {
console.log("verify success");
return true;
} else {
console.log('verify failed, result: ' + verifyResult);
return false;
}
}

* MIEBHIRINEZEIE

i

function signatureAlgorithm(pubPem) {
const certObject = new jsrsag.X509();
certObject.readCertPEM (pubPem.toString());
let algorithm = certObject.getSignatureAlgorithmField();
if (algorithm.split('with').length > 1) {

}

return algorithm;

}

algorithm = algorithm.split(‘with')[1] + '-' + algorithm.split('with')[0];

function buildSignMessage(msg) {

const type = msg.type;

let message = ";

if (type === 'Notification') {
message = buildNotificationMessage(msg);

} else if (type === 'SubscriptionConfirmation') {
message = buildSubscriptionMessage(msg);

}

return message;

}

function buildNotificationMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
if (msg.subject) {

NSk 01 (2024-12-25)

WRIERE © HERRARBIRAT

89



iHSIBANARSS

FAF$5rs A B3R
signMessage += 'subject\n' + msg.subject + '\n';
}
signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';
return signMessage;
}
function buildSubscriptionMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
signMessage += 'subscribe_url\n' + msg.subscribe_url + "\n';
signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';
return signMessage;
}
() #ee
ZRBUCEEEENodejs v14.17 5RA ELEiEd
Ay ——
GO IES
package demo
import (
"bytes"
"crypto"
"crypto/rsa"
"crypto/x509"
"encoding/base64"
"encoding/json"
"encoding/pem"
"fmt"
"io/ioutil"
)
type Message struct {
Signature string “json:"signature"”
Subject *string “json:"subject"”
TopicUrn string “json:"topic_urn""
Messageld string “json:"message_id""
SignatureVersion string “json:"signature_version""
Type string “json:"type"®
Message string “json:"message"”
SubscribeUrl  string “json:"subscribe_url""
UnsubscribeUrl string ‘json:"unsubscribe_url""
SigningCertUrl string “json:"signing_cert_url"™
Timestamp string “json:"timestamp"®
}
func VerifyMessage(pemFile string, message string) bool {
msg := Message{}
err := json.Unmarshal([]byte(message), &msg)
if err !=nil {
fmt.Println("Convert json to struct failed")
return false
}
pemContent, err := ioutil.ReadFile (pemFile)
if err !=nil {
fmt.Println("Read pem file failed")
return false
certDerblock, _ := pem.Decode(pemContent)
if certDerblock == nil {
fmt.Println("Decode pem file failed")
return false
}
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cert, err := x509.ParseCertificate(certDerblock.Bytes)
if err !=nil {

fmt.Println("Parse cert failed")

return false

}

msgString := buildMessage(&msg)
msgHash := crypto.SHA256.New()

msgHash.Write([]byte(msgString))
msgHashSum := msgHash.Sum(nil)

decodeSign, _ := base64.StdEncoding.DecodeString(msg.Signature)

publicKey := cert.PublicKey.(*rsa.PublicKey)
err = rsa.VerifyPKCS1v15(publicKey, crypto.SHA256, msgHashSum, decodeSign)
if err !=nil {
fmt.Println("Verify failed")
return false
}else {
fmt.Println("Verify success")
return true
}
}

func buildMessage(msg *Message) string {
if msg.Type == "Notification" {
return buildNotificationMessage(msg)
} else if msg.Type == "SubscriptionConfirmation" || msg.Type == "UnsubscribeConfirmation" {
return buildSubscriptionMessage(msg)
}
return

}

nn

func buildNotificationMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
/] msgHRfETESubjectEBRAGFHENIGS, TESHAE
if msg.Subject != nil {
buf.WriteString("subject\n" + *msg.Subject + "\n")
}
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
return buf.String()
}

func buildSubscriptionMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
buf.WriteString("subscribe_url\n" + msg.SubscribeUrl + "\n")
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
return buf.String()

AR
ZEEIBEEgo 1.150RA L@
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A.9 1T R IR E BRI

Bria=
AN EBNRERIT AR OEE T IRFEREE, BTREREAMEE. 1T/
ERIERIBARBN AT EREE . SiTHERE 7wk, BAmBEEIRET
HEEM, WEBERRMISRIET R EREE NSRS EERTTIEE

RIS
EsmEmeE. ML RESERTM,
AT

FEERIENER FRNLATREMITE . ST EFRRELSBRIES ITIER,

o HFEEFETHMIIEZIRA, FEEEASRERABMA=NE LT HEERE
LA, WAPHLAECIZIT AR ECEIN NI 56 R :
{

"filter_polices": [

"name": "week",
"string_equals": [
"sunday",
"wednesday"
1
h
{
"name": "time",
"string_equals": [
"morning",
"afternoon"
1
}
1
}

o RFEEETHMNIENELIRE, FEFEEEREE—. B-fRA=r% LSRR
HEIBANZEB . WA FAELIZEITRIBEIACE N T FIiHit R :
{

"filter_polices": [

"name": "week",
"string_equals": [
"monday",
"tuesday",
"wednesday"
1
h
{
"name": "time",
"string_equals": [
"night",
"midnight"
1
}
1
}
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iHSIEAIRSS
FFisr A BiF

RIpiHE

EELIENERLMHER, RIBRIINAEITE, SHIUTES.
REHRFHREEEES IR ETHRET .

o Ip=—:
HERIETERY:
{
"name": "week",
"type": "STRING",
"value": [
"sunday"

1
}

REER: EEEHFRME T EEREFEFweek=E, MiRBMEtime=
B, AIAZEERSRIXEITRA,
o IF=E_:

HEBMEFRN:

{
"name": "week
"type": "STRING",
"value": [
"sunday"
1
b
{
"name": "time",
type": "STRING",
value": [
"night
1
}

RIEER: WKEHEE N ARXERERG HZEKEERTIAZE, 1TIRARNITEBY
REEEM., BAREZEERESEEEITHAFITIEB,
o Ip=E=:

HERMEFRA:

{
"name": "week
"type": "STRING",
"value": [
"monday"
1
b
{
"name": "time",
type": "STRING",
"value": [
"night"
1
}

1
RIXER: WEHEENAAXERE—IE EIRBCEERNTINE, 1TRARTES
i, EARZBEEREIXLEITIHB,
o IZF=M:
HEEMZFERAN:
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[
{
"name": "week
"type": "STRING
"value": [
"sunday"
1
h
{
"name": "time",
"type": "STRING
"value": [
"morning"
1
}

]
RIXER: IWEEHEE N AKXEEARR HEKGHERNTIRAE, iTRAGTSEHE,
TRBAFEE M. At AZHERSRIXAITIFB,
e H=h:
HEBMFERA:
[
{

"value": [
"sunday",
"monday"

"value": [
"morning",
"night"
1
}
1
REER: WRBEENAREEFEBHE—NER Lot HZKGESRIITREE,
TIRAMIT B E R . B AZEBESRIXAITRAFIITRB,
o IF=EsN:
T REIERIEF RIS BhE .
RIEER: FEHUBRERMIBEASREERECE LT RIHERIEAITIE .
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