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o fRALERA

5.2 EFIRIgSE
5.2.1 iGkiEHIsREE

IRIEHIZRIRHERGCER M, BXAEA . XEEHIRESE BN A TEREE _ERY
510U,

RGC-GR_AUDIT_BUCKET_DELETION_PROHIBITED
SEHEL: SCP
258Y: Preventive
Ihge: FALEMIBRRGCIE BEIIEM S RIZAIOBSHE o
{

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_DELETION_PROHIBITED",

"Action": [
"obs:bucket:DeleteBucket"
1

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
]

"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}

RGC-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED
SCH: SCP
28I Preventive
INgE: BALEXIRGCEIFZEAYOBSIBRIMNZ L EHITEMR
{
"Version": "5.0",
"Statement": [{

"Sid": "AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutEncryptionConfiguration"
]

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
]

"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
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FBFigr 5 EHIRIRETR
}
H
}
RGC-
GR_CT_AUDIT _BUCKET _LIFECYCLE_CONFIGURATION_CHANGES PROHIBITED
sCIR: SCP
ZAY: Preventive

Thee: FHLEXIRGCEIZAIOBSHRRI A ApERRECEIHITE S

~

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutLifecycleConfiguration"
]

"Resource": [
"obs:*:bucket:rgcservice-managed-*-logs-*"
1
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
h

-

RGC-
GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

I: SCP

O

KAY: Preventive

IgE: BALEXIRGCEUZRIOBSHEHITECEE N -

-~

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED",

"Action": [
"obs:bucket:PutBucketLogging"
]

"Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"
]

"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}

RGC-GR_CT_AUDIT BUCKET _POLICY CHANGES PROHIBITED
SCHL: SCP

KA Preventive
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IhgE: BALEXIRGCEUERAIOBSHRRISRERIEITE L o
{

"Version": "5.0",
"Statement": [{
"Sid": "AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED",
"Effect": "Deny",
"Action": [
"obs:bucket:PutBucketPolicy",
"obs:bucket:DeleteBucketPolicy"
1

Resource": [
"obs:*::bucket:rgcservice-managed-*-logs-*"'
1;
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts::*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1
}

RGC-GR_DETECT _CTS ENABLED ON _SHARED ACCOUNTS
SCH: Config
#AY: Detective

Inge: #MiSecurity?BRERTT IS ERRBATCTS,

RGC-GR_CES_CHANGE_PROHIBITED
SEHER: SCP
2R Preventive
Ihee: FALEEERGCIEIMEMIR EHICESECE -
{

"Version": "5.0",
"Statement": [{
"Sid": "CES_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"ces:alarms:put*",
"ces:alarms:delete*",
"ces:alarms:addResources"
1

"Resource": [

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

"StringMatch": {
"g:ResourceTag/rgcservice-managed": "RGC-ConfigComplianceChangeEventRule"
}

}

"Sid": "CES_TAG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [

"ces:tags:create”

1

"Resource": [
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"N

1y
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
"ForAnyValue:StringMatch": {
"g:TagKeys": "rgcservice-managed"
}

RGC-GR_CONFIG_CHANGE_PROHIBITED

SCIR:

ESich

it

{

SCP
Preventive

: FLEXIConfigiH{TRCE EX .

"Version": "5.0",

nSt

atement": [{

"Sid": "CONFIG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [

"rms:trackerConfig:delete",
"rms:trackerConfig:put"

L

"Resource": [

]

"Condition": {

1

nxn

"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"

RGC-GR_CONFIG_ENABLED

SCHR:

3REL:

SCP

Preventive

Ihge: TEFBA X ERConfig.

{

"Version": "5.0",
"Statement": [{

"Sid": "CONFIG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"rms:trackerConfig:delete",
"rms:trackerConfig:put"
1,

"Resource": [

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
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1

RGC-GR_FUNCTIONGRAPH_CHANGE_PROHIBITED
SCIj: SCP

KU Preventive

1

{

-

g AARFEMRGCGEERIFunctionGraphR#]

"Version": "5.0",
"Statement": [{
"Sid": "FUNCTIONGRAPH_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"functiongraph:function:createFunction",
"functiongraph:function:deleteFunction"”,
"functiongraph:function:updateFunctionCode",
"functiongraph:function:updateMaxInstanceConfig",
"functiongraph:function:createVersion",
"functiongraph:function:createEvent",
"functiongraph:function:deleteEvent",
"functiongraph:function:updateEvent",
"functiongraph:function:updateReservedinstanceCount",
"functiongraph:function:updateFunctionConfig"
1,
"Resource": [
"functiongraph:*:*:function:rgcservice-managed/RGC-NotificationForwarder"
1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
}
}
1

RGC-GR_SMN_CHANGE_PROHIBITED
SCH: SCP

£AU: Preventive

Ihge: FHLEEEIRGGRERISMNBEIIRE o

~

"Version": "5.0",
"Statement": [{
"Sid": "SMN_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"smn:topic:update*",
"smn:topic:delete*"
1,

"Resource": [

1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
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"ForAnyValue:StringMatch": {
"g:ResourceTag/rgcservice-managed": [
"RGC-SecurityNotifications",
"RGC-AllConfigNotifications",
"RGC-AggregateSecurityNotifications

"Sid": "SMN_TAG_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [

"smn:tag:create",

"smn:tag:delete"

1

n

b
Resource™: [

"N

1y
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts:*:assumed-agency:RGCServiceExecutionAgency/*"
%
"ForAnyValue:StringMatch": {
"g:TagKeys": "rgcservice-managed"
}
}
}
]
}

RGC-GR_SMN_SUBSCRIPTION_CHANGE_PROHIBITED
SCI: SCP
ZERY: Preventive

Ihge: BALEEEIRGGRERISMNERRLTE, ITHRATMAREEMRNSHIEEKAYE
o

{
"Version": "5.0",
"Statement": [{
"Sid": "SMN_SUBSCRIPTION_CHANGE_PROHIBITED",
"Effect": "Deny",
"Action": [
"smn:topic:subscribe",
"smn:topic:deleteSubscription"
1

Resource": [
1,
"Condition": {
"StringNotMatch": {
"g:PrincipalUrn": "sts::*:assumed-agency:RGCServiceExecutionAgency/*"
B
"ForAnyValue:StringMatch": {
"g:ResourceTag/rgcservice-managed": [
"RGC-SecurityNotifications",
"RGC-AllConfigNotifications",
"RGC-AggregateSecurityNotifications"
]
}
}
1
}
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5.2.2 Rl IIE ISR

CTS
BEHIRIRSFR | Thee 45— TEEE =B
RGC- KSkEiEE | EZVHECR | 5 cts::tracker
GR_CONFIG_M | region%l£el | FOi4ss
ULTI_REGION_ | #EFHBEHCTS
CTS_TRACKER_ | iBEz2E, WA
EXISTS “REM .
IAM
BEHIRIESFR | Thee = EEEE "R
RGC- WSFEAE | EtRiTRl | & identity::acc
GR_CONFIG_IA | BBaYipia=s R essKey
M_ROOT ACC |48, MK “R
ESS_KEY_CHEC | &1
K
RGC- BERSEKARE |@EIHTRE |S identity::acl
GR_CONFIG_R | MFAIAIE, M | AR
OOT_ACCOUN | K “F&
T_MFA_ENABL | #1” .
ED
RGC- IAMBERE mEHITRE | S identity::pro
GR_CONFIG_IA | admintX R IR tectionPolicy
M_POLICY_NO | (***@**dk*),
_STATEMENTS | ik “A&
_WITH_ADMIN | #1” .
_ACCESS
RGC- IAMBENZR | @FiTEE | K identity::role
GR_CONFIG_IA | EEEBallowhy | AR
M_ROLE_HAS_ | **#E, #MA
ALL_PERMISSI | “F&#” .
ONS
RGC- IAMABRPEXRF | B@FiTeE |+ identity:::use
GR_CONFIG_IA | EMFAIAILE, R r
M_USER_MFA_ | @5 “FE&
ENABLED m”
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RDS
EHISRIRSAFR | Thee = CEEE =R
RGC- ROSHEER | RHEIMNEZSRE | 5 rds::instance
GR_CONFIG_R | 2AMIP, WS
DS_INSTANCE_ | “F&#” .
NO_PUBLIC_IP
EVS
BEHIRIESFR | Thee 75— TEEE "R
RGC- =EERES | (UURA = evs::volume
GR_CONFIG_V | AHOU=RS
OLUME_UNUS | &, #M¥% “F
ED_CHECK a7 .
VPC
EHISRIEAFR | Thee = EEE HiR
RGC- HLEENG | REMNEZRE |5 networking::
GR_CONFIG_V | @iEthg s secgroup
PC_SG_PORTS_ | #50.0.0.0/0,
CHECK BAM TGS
BYTCP/UDPi%
O, A
“REM
RGC- REHFABE=M | [REIMSEIHE | S networking::
GR_CONFIG_V | AL 2HR secgroup
PC_DEFAULT S | ifFAF@EH
G_CLOSED FaRE, @
R ERE
M7 .
RGC- KEREN BYyRAECE | & vpc::flowLog
GR_CONFIG_V | VPCERTHR | iz
PC_FLOW_LOG | BE, WEi%
S_ENABLED VPCRBRAR
HE, WA
“REM”
RGC- HEe2BANE | RENERE | & networking::
GR_CONFIG_V | miEthgE secgroup
PC_SG_RESTRI | ¥50.0.0.0/0,
CTED_SSH BFTCP 22
iwE, WA
“REM”
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EHISRIRS2FR | Thee = TEEE =R
RGC- CCEEREZRE | BRHEIMZZIAE | cce::cluster
GR_CONFIG_C | BEBAMIP,
CE_ENDPOINT | #IA “A&
_PUBLIC_ACCE |#” .
SS
CSS
EHISKIRS2FR | Thee 73— EEE =R
RGC- CSSEEE¥RIEF | hnzEtihry | &b css::cluster
GR_CONFIG_C | https, #F HiE
SS_CLUSTER H | “A&#” .
TTPS_REQUIRE
D
DWS
EHISRIRSFR | Thee = EEEE =R
RGC- DWSERKRE | @ HAEiez® |+ dws::cluster
GR_CONFIG_D | A EEE, sz
WS_ENABLE_L | #iA “A&
OG_DUMP Mm” .
ECS
EHEISREE 2R | THaEE = TEEE AR
RGC- ECSHIEEELR | BREINZZ5E | & compute::ins
GR_CONFIG_E | MIP, #A tance
CS_INSTANCE_ | “F&#M” .
NO_PUBLIC_IP
RGC- ECSHRERZ | IREIMLZIHE | K compute::ins
GR_CONFIG_E | ~NAMIP, tance
CS_MULTIPLE_ | B “A&
PUBLIC_IP.CH |#1” .
ECK
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ELB

MRS

APIG

RSB R

Ihae

=

EEE

RGC-
GR_CONFIG_E
LB_TLS_HTTPS
_LISTENERS_O
NLY

REHISERIAY
EF—mIrasR
FCEHTTPSHS
O, ¥
REMT .

IR RS
iR

elb::listener

FEHIEREEATR

IhgeE

=

EEE

RGC-
GR_CONFIG_M
RS_CLUSTER_
NO_PUBLIC_IP

MRSEERE4IE
2MIP,
“REM”

PRAEIMIZSI51E)

mrs::cluster

EHIRIE SR

Ihag

in=

EEE

RGC-
GR_CONFIG_A
PIG_INSTANCE
S_EXECUTION_
LOGGING_ENA
BLED

APIGEZhRSE
BIRECE D]
&, W7
REMT .

g7 HEICHR

GIEEEES

apig::instanc
e

RGC-
GR_CONFIG_A
PIG_INSTANCE
S_AUTHORIZA
TION_TYPE_C
ONFIGURED

APIGEE=}REE
BIchNREE
APIZEINIES
“TINIE”
WA “XAE&
Mmoo

DN tEsRaY
iR

apig::instanc
e

RGC-
GR_CONFIG_A
PIG_INSTANCE
S SSL_ENABLE
D

APIGEZHRSE
BlaNREEZ
FRFEESSLIE
B, WS
“REM” .

JIER SRS
iR

apig::instanc
e
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RGC- REITIERE | [RHIMNSZIHpE | 8 fgs::function
GR_CONFIG_F | BB#siFinial
UNCTION_GR | AR, A
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CCESS_PROHI
BITED
SMN
EHISRIRS2FR | Thee = EEE =R
RGC- SMNEFRRE | BZHEER | F smn::topic

GR_CONFIG_S | =40, s
MN_LTS ENAB | #A “FE
LE m” .
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[RGC-GR_CONFIG_VOLUME_UN iRt Config rule evs:-volume ==

TEW5 BEATH “‘SREIRE” , FEoWE, =REH.
oot

RS IR
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.
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APIG XECUTION_LOGGING_ENABLED] EvHECENEE Config rule
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[RGC-
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EREFFESSUES, A e
-

T4 ERFEHENERRTT,
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B RIS SRR E o =023 2HEH
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Config e 20240426
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© 8 resn

LB REA TR ‘EREHERE , EFNoME, BRER.

R

KA SR
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