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BEF “T—27 , BNFIFEAREA, BFE “RE7 , THAIOLEKSRER
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EALIKSTE, BHEALIKSIRESIN “RiE" , TEXALKSHES, %
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BRFAPNRE, IFEAFPETIIRERRESENARS, FhEMs, BAasE

BREERE .
R BUSIRRIR R A E S A ET AEMET RS, KR, BRIMIREE,
ETAeNANRERE
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M. ANFERNAYE, FFAENATWRE, BARTSENATMEE ., &
RREIREME SSRGS, H, MEMNRIESISSEREND, I
RECE . NBYERIEIREREASINR .

FEERFRIFE, MRFENSTURIE, SFEHE. WiE. MREFEERTR
B, BFEEEEN. IFURRERAMHEITNE,
ANRESTNH, B ‘KRS , #SANANUZRERE.
. BE HEERT , BERRER. REAE, SEEIEEE.
C. %—E?‘EEEZE BE R, RRAINTY, NBANERYIRERERIN

REEERMES: FINFE. BEZR. BFREE.

MHRAS 01 (2024-01-16) WA © EARTERABIRAE 65



NASHEERS
FFisrm

2 R ETESIER

2.3.2.12 ¥LIgE

BERFRIEFIR “RINKRR" , AINRRENMIRE . AR FEVEIREEN
WS, AIFRBE#RERINFRE .. HETR— R FENFERBE—,
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2.3.3.1 %R E APl ™/
BIERAOneAccessEIEJFH, EINFZEEABAPIFmAINA .
$1W1 ZEFROneAccessBIE| I,
2 ESHi=F, BE KR > AP

$IE3 ERIAPITRHE, &R “RKFAPIFGE > BNEAPI” , HA “IBHAPIFR” @, ik
“RIFBISI” TR, BRGERNARETIR 1B , BIelSUERAPIF BRI .

A ENAY, BINEKRRIAPL, RINNAIESEEMEWNAE.
AR

IRV NI FEEAauth_api ( BEMSIE. M. SEFEMES ) IOBURED, ik
BiZNRASAIEERTSNHOPEN_API, IRAFEFAauth_apitItREL, MIEFREINE
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BRI BRIPIFNAINABETR.
PENBENR, HABRERNHE.

BEE “APIBR > WEAPI” , FEAPIRIUE, SBEFE—IRAEAMIRIETIR
R WRARATD . EPSIRSEONNARINTE.
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& 2-19 BRSO MR

PR | APRES | JRdEO | IREOURL &iE
B R fHR
user_all | P& | BIZRF | POST /api/v2/tenant/users -
%E—% 18 AR | PUT /api/v2/tenant/users/ -
R {user_id}
MIERFEAF | DELETE /api/v2/tenant/users/ -
{user_id}
ZHEMAF | PUT /v2/tenant/users/{user_id}/ -
disable
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BRHBERF | PUT /v2/tenant/users/{user_id}/ -
enable
13285 | PUT /api/v2/tenant/users/ -
{user_id}/change-password
WIGEZ | PUT /api/v2/tenant/users/ -
BIEMA | {user_id}/change-password-verify
FZEEB
FF#E | POST /api/v2/tenant/users/ -
NS | {user_id}/applications/
{application_id}/accounts
RIEAF | GET /api/v2/tenant/users/ user_re
id&igA | {user_id} adti R
FiFE
SXEXFEF | GET /api/v2/tenant/users/ user_re
PrE#EN | {user_id}/accounts ad iR
A9 Mz A M
%
BEiGAF | GET /api/v2/tenant/users user_re
e adi¥fR
org_all | {BRE | CUEEHL | POST /api/v2/tenant/ -
O organizations
IS ) .
W | fEBEBLR | PUT /api/v2/tenant/organizations/ | -
{org_id}
Mp&2E4D | DELETE /api/v2/tenant/ -
organizations/{org_id}
Eig4HL | GET /v2/tenant/organizations/ org_rea
E3 {org_id} dBUR
&Eif4R4 | GET /api/v2/tenant/organizations | org_rea
IES di PR
account | P& | GIBRNA | POST /api/v2/tenant/applications/ | -
_all BEO | kS {application_id}/accounts/basic-
IS account
PR ) .
EEFMFE | PUT /api/v2/tenant/applications/ | -
K= {application_id}/accounts/
{account_id}
MB&NZFE | DELETE /api/v2/tenant/ -
K= applications/{application_id}/
accounts/{account_id}
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SRENAZAH | GET /v2/tenant/applications/ account
MKS%IE | {application_id}/accounts _read¥
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SRENAZAH | GET /api/v2/tenant/applications/ | account
MSi¥tE | {application_id}/accounts/ _readt¥
{account_id} FR
BN A | PUT /api/v2/tenant/applications/ | -
K= {application_id}/accounts/
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[EERA | PUT /api/v2/tenant/applications/ | -
K= {application_id}/accounts/
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app_org | RZFE# | 3KEXRIFE | GET /api/v2/tenant/applications/ | app_or

_all HWETE | 2N | {application_id}/organizations g_read
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PR

ZBNA | GET /api/v2/tenant/applications/ | app_or
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&R A | POST /api/v2/tenant/applications/ | -
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{EZNFE | PUT /api/v2/tenant/applications/ | -
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MIRRZF | DELETE /api/v2/tenant/ -
LKA applications/{application_id}/

organizations/{org_id}

app_role | Rz | #IERZAE | POST /api/v2/tenant/applications/ | -
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AR . .
SRR (E2ZRZA | PUT /api/v2/tenant/applications/ | -

Mifae(s | {application_id}/role/{role_id}
=

MBRAZA | DELETE /api/v2/tenant/ -
e applications/{application_id}/role/
{role_id}

¥ENFE | POST /api/v2/tenant/applications/ | -
Mtk | {application_id}/role-member
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a
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MBRAZA | DELETE /api/v2/tenant/ -
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=

= member

EENA | GET /api/v2/tenant/applications/ | app_rol
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*
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B
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SBT3 ERWVAPINE, BHEEMNAPIFERE N “FIMBEXAPFER”

W4 £ “RINEWAPI” E, HEFmLOGO, BE~mEfilEds, Bk “ME” , B
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ISR B2 “REHNE , WizRiRENESRBFIFXEZRS

R, WISEITREEEN RS, AR “HRE
“Hils” IR SR

ESA=F, &F

%R 2-39 BENHESH

REXig 2% izl
REHE 1 I3tER AR FENR o
TES=E | BRIIPRESS. BEBRRRYT
1920*1080, AIEREHE =ESE Tk
—, Bl LEFENSEEE.
TES=E | T =EEFESEE. HENERES
2% BREXE,
nES=SE | TESSEEEe, SIFaENX.
ol
NESESEAEETHEYSE.
TRERX ia, ERRE A BRI ISEEE R, OER
. BEEREIE—1,
BE=HE BRIIFPRSXIGNESSEHE. R348
TREA ‘BT i, 7EELEIZS
REEE BRIIFPTRSBXIGIIFERE, IE4E
TREA ‘BRI, 7EBLEIZS
REXid, REPENE EHBAPIIPREXEEFERRNE,
AERE. B, BAHEE—.
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FFism 2 RV EIR RIS

FREXi 2% 5B
XigEneE AiRE:

o B8 AFIIPREXERENE
SHE.

o NBENE: TabirBi=FNANZF. RH
RS A . BRI A

o FTEXR: REPIFHME. Tabir&ik
b/ BIEEE . EENFHE.

BINIE AR NER T, SRSEMNERT

&, AREAFIFREXIGRBMNE

ROBIERN S =ENE

BMARE | ARE:

o ABHE: AFIPRBXEREN
RRIEE

o IETHEHE: BRIIFERKRSER
RBRNFE,

EEXE | ERRE | ERRPPRIRERESET, JEE

. B EE—

BRI EESKIGHE R .

Wkt

(B
okk
o~}
lr
S
=

1
3

AR FEISXIEAINFEE .

(& z
Dﬁkll-
o
)
=H

RRT P& aliniE
SERALUEHREFIPBMRIOHIRE, MAFESFI. FIREBIREHTD
RITRE RS .

o TEHEFIIFERAA.
- BROneAccessEEH[IF,
- ESmES, EEF RE > REERET , #AREEERE.
- R “BRPBoiRRE > EREFPIIFERFRE , TEZAERERE
BEXEREHBAFIIFERAH.

" 7 CRBER Kb, SIRHETEE—SIRE, 14, B Y
am WizEREANERNRFTIFERRE.

" BEMERT X, £ RNEEMER" , 2ER2-40RES
HIER . BE “RIEFRE" , WizERREASEFBFRIRERR

B, ANSRITMEEENNE—SIR L, 7 O “4iE o M
bR” SRIBESMIPRE E X ER
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FFism

2 P EE SIS

& 2-40 BEXNTHESH

REXiE 2H B8
REHE T IEtER -
TES=E | BRIPNRESS. BERRRY
19201080, AIERES =ESEHh(Fik
_/|\s mﬂL)t{gﬁﬁ%gEg%ﬁgH_o
THS=E | TEy=EEFEEE. HENEREtRS
2% BREXE,
TEE=E | TEE=NEE, IFEEN.
5488
NESSELEETHEYSE.
TRERX 12 ErRE EHRAPIIFPIESXIGEEEER, IES
. BRI EIE—,
E=HE BRIIFPRSXIGHNESSEHE., 648
TEEA ‘B B, TEBREIZS
REEE BRIIFPTRSXIGHS FEE ., I54E
TEEA ‘B B, TEBREIZS
Btz EHRPIIFPIESXiGE RS SRR, 7
EER. BEPEE—1.
REXE XigEhnes RE:
o 5= AFIIPREXIGRENES
SEe,
e NAHE: TabirBEBIANZFE. RE
IR N A, ERRY AR,
o FEXK: KPEFTIFHEE. TablrEik
h/EIEEE. JHENFEHE,
HINIE R ERARPIIPREXIGERRENIED
EERE
BARS AgE:
e WAME: HFIIFREXIFEREX
A&,
o IRTHBEE: BRIIFPEREEREN
BRNZFE,
[EEERX 1a, ERRE BRIIPESRXIEHSFEHE
[EEB = BRIIPERSRXIEHISE

o EHAFIIFEMFAE

- EFOneAccessESIE| I,

N5k 01 (2024-01-16)

IRIERE © L ATITERAGIRAT 107



NARSHHEIEIRSS
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2 P EE RIS

- AESHETh, & RE > AEEE” , EAFRERERH.
- &R “BRPNFSHiENE > ERAFPNIAEMARET  TEZRERRE
BEXERES B IFEMRE.

" 7 CRBER Kb, SIREERE—SIRE, 14, B Y
& MizEtRENERRNRFTIFEMRE.

" EEMERT K, B RINBEEXNER” , 2E5R2-41EES
HIER . BE “REFHRE" , WizERREAEFIRIBAIRERR

. ASEITEEEN RS, 7 R 4RE o “H

bR fRIESMIPRE E X ER

& 2-41 BEXNHGESH

REX i 2¥ otz
NEHB hEENR ANEED BENR o
TES=SE | BRIIPHRESS. EEERRY
1920*1080, AIERHE =ESE Tk
—, Al EEEENESEER.
TES=E | TEESEEEEE. LENERtES
2% BREXE,
TESSE | TESSENEEe, FaEX.
128
NHE=EeEENAE=E.

TRERX 1a, BEMEe BRIIFPTESXIGHNESHE ., IEHN
ZBbannerFiRE N ‘TR BY, AEE
wEIZSH

ASENE BRIIFPTEXIGHNNERE ., IEHN
ZBbannerFiRE N ‘TR B, AEE
wEIZSH

REXE XigEne FER: AIREXRRPIZHAE . Tabtxr
B/ BEEmE. SENFEE,

BINIE EERPI P RBXIREBEHNERNLIE
e,
NS aiRE:
o ABEE: HFPIIFPEREXIGERENX
ARIERE
o IBTRAR: HRIIFPERERFIETR
N=FE,

2.7.6 [RSSECE

OneAccessz3EEFOAuth. SAML. OIDC. CASHMYBINFEXSEE, ERY, BEziE0O
SRS . HHITNAEXER, ETRSEEREEEENISEHIEE.
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FAFiER 2 AVEIRRISH
spSO<SEE

HEOSRER/RETIEAN—XREER (TOTP) , @I EHIMulti-Factor
Authentication (MFA) 8874 . MFAISEZ I EFE T I EF 84,
OneAccess BRI IFEFIARIREIAMFA, EHIMFAR R e AR shid g
(BIEESEEEFN ) biaf7, IEEHE, EUMFARZRERZEINESLHAT—H,

OneAccessZ#FaliSOSEE, BRILUSEHISOSSHEERIENMFAIRE L, Bt
FiEES IMFAIR &R RIS o

$IB1 EFOneAccessBIE| I,
T2 7ZSMER, EFE %E > RBRE” .
T3 7 ‘IRSBEE” THE, BE ‘SISOSEET , mREIEPRENTSEH.

& 2-42 2HRE

28 itz
m=ZsEx EAZKIAIHMACSHAT, TIHEM .

OSERE | REBOANONAL, RFFHEN
O<SERIE | REEAA30R, RSIFFHEN.

#A (7))

RIGHERIE | REFMIANO0, SZHEHES

mizE

%@EEJZE)& RAEBANGMTHRERTE, RSZFHE
A E]

EOBKAEN | BUAXHE, SFERE, BRUSNSOSHAEREN, FRNHMAR
FERXEZ= P&, EBHEE0O<.

TBA B5F ‘“RE7 , iSO ERETHK.
-8R
(1 i BA
FEREISOSHRHEREN BEREEPH B Mits#E a1 BRSO SIS .
IDP f2E&
HIEEES R MNAEEFSAMLIMYEYEEXR, BEZEIDPRIATEIELZ
EIflSPERSSEE £, EI&ETSIXIES MSPIRSS FERIES BN .
I ZHROneAccessEIE| I,
TE2 TESMhES, ®F 88 > RSEE™ .

$|W3 £ “RSEE” mE, BE “IDPEE” , ERBEPEENTSH.
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FFisrm 2 RAVEIERIER

% 2-43 IDP REB2#

2% kA

IDP Entityld IDPRYME—HRIR

SSO URL BRERAIURL,

IDP ZHURL | £FBHEAIURL,

IDP SE$ BRIIBRE—HEEXERATRIESZANIESE ., IR AEETH

EXHPHNEZIERREABPIBHRNAAESRER R SEERE

S, TR,

IERETSEE | BOA2D 8. AIE TERIZFRENE, SEEN19#H~501,
&N

SessionBMHER | BAIA302 %, BUESEEI/91~480,
BREREE | RAFE.
BRRSEE | BAFE.
BRSNS | BAFE.

$B4 PHEALAR “THIDPTHIE" , MESBMFRE, BHE LERIEISPIRSS=: LA
I

£B5 B “RE7 , REFEHTH.

-

HEBEEFESHIWNAREIEFOIDCMYAIEEXRREY, SEEEIT “OIDCEE” 3%
BEMEENIROEE.

£ ZEFOneAccess=E[IF.

B2 ESHi=, &R RE > RSEE” .

£I|3 £ “IRSECE” IE, BE “OIDCY , ERBERREUI TS,

2% il

TANIERZY FAFSRENN FRIATERZANAYIEO], RSEEOA .
¥XEXToken SREXFF Tokenf9#2 0, RFEKIA,
Userlnfo REBOA

falFfToken RIFTF P Tokenf92 0, RFZKIA,

TH4 BEA AR “OIDGRE” , AILATEHOIDCEIE.

e
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CAS &
HEBEFESHIWNAESETFCASIMYAIEEXREY, BEEET “CASEE” &8
CASHIRSZEE o
U1 EFOneAccessEBIE[IP.
B2 ESHES, EFE RE > REEE .

|3 £ “IRSEE” NHE, B ‘CASERE” , ERBEFESNHREN TS,

TR 2-44 BLESY

28 5iER

Server Prefix | REBRILERL, FoldRiE. CASIRSSHIIIAIRIE .

Login URL REBEmhERL, AalfwiE. CASIRSZHNSRIEHUELL,
Validate URL | REBmNER, Ao, WIEENE, HEFEAV3RTibIL,

V3
Logout URL | RFEERNERL, FAI%RIE. CASERSSAIE b,
STEXEA IERIENRORIEREREE, BREI3~1575,

$R4 BE “RF7, BB

TR

AP AIFECE

S FEERBARIZELIEMEIOneAccessEFERT, AJLUIEBAPIEERER, HS5EIWN
Ri#ITRRE.

1 ZHFROneAccessEIE|IF,
TE2 7ESMiEP, 1EFE %E > RBRE” .
$I3 £ ‘IRSBECE TE, BE ‘APBAILERSE” , THHEESEUNTSH,

2% 1588

BEEEX BEFEAEZE, RFREBIA.

BERIH WP ZERNER, BRI

n=Z&x INEERREE, RERIA.

BIE=H ME&EEERNEHE, BE ‘8§87 aHTRE.

ISHARTIE) access_token. id_tokenfiZHARYIE], EXINA302%F, ZIFERE
M, 81432009 (30K) .

s
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2 I EE SIS

2.7.7 =EE

=i AgentfEA—RE “HRR” , ERNARERIRSEFIZ= EOneAccessZ B T —5RM%E
ZEME, JLUBRREIHRESRSEERETAMLE, NMERARIFMELAR
SHIFNEERES.

Bal, =iFAgentiFADERIE. ADKRLDAPIAIEE, ATEENBADFILDAPEIT=
KrAgentiEiZOneAccessidfTi% .

BIRSH

BiRREEIHEEEBE =IFAgentdY8EST
RN EPER

& 2-45 =IFRIHERES

LyRL R T REURZ

cloudAgent- o =IFBMIRE:

*zip https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
identitySource-23.12.1.1.zip

o =B MIRERINSY:
https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
identitySource-23.12.1.1.zip.sha256

o =HFAIERE:
https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
authSource-23.12.1.1.zip

o =MFAIERERIGIHE:
https://oneaccess-cn-east-3-obs.obs.cn-
east-3.myhuaweicloud.com/cloudbridge/cloudAgent-
authSource-23.12.1.1.zip.sha256

(RARIY:

B TEMIEE AT sha256 /55 ERRINEHE, THsha256/a5RERAY N EikiE oxd Rk HERY
BREGS o
=HErEREmBRE
TERACHBERLEHEE.

RS BEMRE

V23.12.1.1 | T —LEERER,

V23.6.1.0 SIHERAE L ENL N
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FFisrm

2 R ETERIER

RS ERAE

V23.2.1.0 IFLDAPINIEREN Bah BEMA

V22.11.1.0 | ¥ri8IheE: 1ENNEARIE XML BAEFTED,

V22.6.1.0 igihee: EEREIERIPEESRERiRET

BEAIEES

V22.3.1.0 $XIADB D EAgent ARG T o

V21.9.2.0 FEEI NS,

V21.9.1.0 1. =HEENSIT .
2. it T —LeEE0aR,

BEG =M Agent BRG-E2EEME
[MERYE
SRRPEIRAS A, BTN

$B1 (ERPUTTY/FTPET HIERGEIZEMRSER, LAroot BRERIFIEMRSS=R, (ERSFTP

TRIE=HFAgenti B INXI M AISHA256 314 HEZIFERE RSS2,
ERIE RIS

[root@cluster-test-eq9ku xxx]# Ll

total 75724

-rw-r--r-- 1 root root 32696037 Dec 1 16:12 cloudAgent-authSource-23.12.1.1.zip
-rw-r--r-- 1 root root 101 Dec 1 16:11 cloudAgent-authSource-23.12.1.1.zip.sha256
-rw-r--r-- 1 root root 44832098 Dec 1 16:12 cloudAgent-identitySource-23.12.1.1.zip

pTUEEE L

-rw-r--r-- 1 root root 105 Dec 1 16:11 cloudAgent-identitySource-23.12.1.1.zip.sha256

£E2 PITLATaSRIEMXREEEE, JMEEREROK, RBFEMRILMII.

sha256sum -c cloudAgent-identitySource-23.12.1.1.zip.sha256

[root@cluster-test-eq9ku xxx]# sha256sum -c cloudAgent-identitySource-23.12.1.1.zip.

cloudAgent-identitySource-23.12.1.1.zip: OK

sha256sum -c cloudAgent-authSource-23.12.1.1.zip.sha256

sha256

[root@cluster-test-eq9ku xxx]# sha256sum -c cloudAgent-authSource-23.12.1.1.zip.sha256

cloudAgent-authSource-23.12.1.1.zip: OK

AR

RFREMEREAEY, WiKEEAIREAE FTHITRETRIR, BEH THEEREN TIRRR

.

1 HEADRSZHEIZEWKS, BIUtWHCSHNEERE . BAISEEEADIRS R

SIS .
B2 RII=HiAgent,
1. ZEZHROneAccessE1&|JF,
2. TS, E1R CRE > cFERE 7 .
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FFisr 2 RV ETE RIS

3. GE=MERE, B “NI=FAgent” |, REBRFIEERFAgentE, 8
& “HRE’ . Elt, =HfAgentiRIITR . BHFAgentEE S FHAIERERINS

IREE, BIRERIER,

@ w8 @ THES
Z=HFAgent
NEERAT SHER
ClientID: vbISXAAYbKu2gQCxZRSDVXqdsUVmC.. ul ClientID: KkC33u57d4t0818vaXV6Vzpd2LpsOWKS (0 @
EMZHAgent
o EEP EES EEEE % B EEP =EOT =EEE BB
(11 588

- =mifAgentiRilzErlfE, RASBEMClientiDFIClientSecret, IBEERE

- WIFREICClientSecret, B BiRAgenthy “EEZA” AIREHERK. EEE, &
FEABERN, HEERE,

- BE ‘BEIP” , BRESHFAgentTERSEIP, FEERTERIPIHEET, R525F
BEE— MNP, FZPS@ECRYIPEZC (FIZ0: 10.10.10.%) , (NARZIP LEEIRG
AgentiEEs,
- BFE ‘8FRA%E , gUEEEERAE.
- BE BBk, aIMEREtRAgent, EEIEMIER.
T3 HE=FAgent, BERIILG, EEEIFPHEFEETEE=FAGentRE, &8
~ TEER K.

2-32 BE N Agent K&

- Wabile

ClientlD: 0jVMqxODSIFmGRvB73aPbv3kiXrTYIqy

AR D RINBEB=FAgentSHIR. INERISE X,
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(1] 588
o [RBBEELZIIRET.SRLALIRA,
1. BEEMTHIRIDIREELEE .
2. IFLATS, IREURERIEEE SR, BEIREKIEEE.
tar -zxvf OpenJDK8U-jre_x64_linux_hotspot_8u352b08.tar.gz -C /usr/local/
chmod 755 /usr/local/jdk8u352-b08-jre -Rf
echo "export PATH" >> /etc/profile
echo "export PATH=SPATH:/usr/local/jdk8u352-b08-jre/bin" >> /etc/profile
source /etc/profile
java -version
o NFEFEMAEIIINEE, RSF|EELE url, netstatTH,
o FEWFAIFroot PRI EHE R
EE8G3FrootAF, NEAFEREIE . EEMERFRIAEroot R, MFEZESLArootFFRHIT
AT a7l
groupadd {FHF4H}
useradd -d /home/EBF$5 -s /bin/bash -g FAF4E -m P
unzip -od {3 ERIZFEIL} cloudAgent.zip
chown -R {FFPE}:{APH} {34EERFRibI}
chmod 700 -R {3Z{4#E ESRIEFRibIL)
su - {/FPA}
e LCentOS Linux release 8.2.2004 ZE=IFAgentSD R AH

a. IBIRIRSLAIFREXEL, TEiAgentBHDIRRIRIER
b. BHLEEBFRS=R.

c.  #fTunzip -od {M{HRRERHIFRUIELE) cloudAgent.zipfEEEER , T
Mt nE—, SNSSHRELE. BEENEKEETSE%R2-46,

3+ 2-46 HREH

B 588

agent.sh FHBBEIAgentdIS %,

cloudAgent- AgentBIERES.

identitySource.jar

cloudBridge.sh FrhianhAgentdI3Z(4 .

config %gent@ﬂ%f(ﬁ- (application.yml ) 897K E
connector LDAPERERIEER, BAXE,
encrypt.sh e, BEMZBADEARKEMZD .
log AgentH& (agent.log ) FITEHEBE R

d.  HANMHREREFERIENE, BE “config” BRTARY “applicationyml” XX
%, SPMRUEENEEZINANZTE, S9SHAISEEOneAccessHiRIN
ADSGIRFRIEESE
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2 P EE SIS

wNEEIFagentSecret., credentialsifHfThN%S, BIZEEAI T EEHITIRIE:

i ERREIBAIERR, EaLEEBERRTHIT./encrypt.sh
setKeyip<, 127 “please enter the encryption key: 7 , BMIABEENX
FZ4AEMEIZE, 1278 “the encryption key setting succeeds” , {XFZF4$A

i. #17./encrypt.sh encryptis<, 127~ “please enter what you want to

encrypt content:

”, HiNagentSecretf{E/S[E1E, BIATIREUINZSAY

credentials, a0 “{AES_GCM}0000xxxxxx111111” ,
iii. #fT7./encrypt.sh encryptis<, 127~ “please enter what you want to

encrypt content:

7, Wi AcredentialshERREIE, BIATFAEINZSAY

credentials, a0 “{AES_GCM}0000xxxxxx222222" ,

iv. ISINZEEHIEERZE “applicationyml” XIS AERNR, FEHE
ZRIERMNEWE|S

% 2-47 BiESH

2 15288
* address RIRSZ B S IR, 24iA127.0.0.1,

* serverAddress

wss:/ {FBE2FER=FAgentlITEF 1A}/ api/vl /ws,

* agentld

NAgentfs, REBMEMN . BEELER2,

* agentSecret

i lAgentls, RREEMEN. FEELR2.

* host IZ17EAVADARSSZRAIEML IP bt

* port 51 ADRS ZEHTIBERITCP/IP i[OS,

* ssl EiNJatrue, FRIEREAD server{ESSL, BNIEES
false,

* principal H1TR AV ADARSS 2RIIFRTE B AIRIRS o

* credentials

principalf9%43 .

* baseContexts

EREHNKSEIEADFAIMAIR T =, W
“OU=huaweitest,DC=test,DC=com” ,
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(MR
WIERH1T./encrypt.sh setKeyas $HIAKeyS LA, NEEZRZEErg-tools TEIZS
REtHIFEIERE,
1. PATLAT a1 TREErng-tools:
yum install rng-tools
cat /etc/sysconfig/rngd
MRRBIZIE, BEHATLAT RS HEZS4:
echo "OPTIONS=\"-r /dev/urandom\"" > /etc/sysconfig/rngd
2. PATAT RS BamglRB AR EEMgIRSZIKE.
service rngd start FalIrngizs%
service rngd status EErngiRSFIRE

vendor preset: enabled)

e. FECESHS, H1T7./cloudBridge.sh starti#{Tf25h, 127 “Starting Agent
Success.” XEBENAKI o

(%8
" ERERSIEE A REE R EERIERNR.

® @R “Starting Agent Fail. 7 AREBIKY, BEHEREN M.

" NEFANBERE, BFERrootEFi1T./agent.sh install, ZRIIEHSITRS
BEMINSHE, RIEFBERRSTEER, ZEIETSIETRONSEIAR, 1R
FNENMERHRIAFIEITHIZA . 127 “The Agent service installed successfully,
need to reboot will take effect.” {XTZLEEMIT

" NEEENE Agent, #H1fT./agent.sh uninstall, 27~ “uninstall Agent Success.”
RFRENE IO

f. ALUBIEZRPE “log/agentlog” XHIREXHERER
e LACentOS Linux release 8.0.1905& 2 = fAgentiAiERE A6,

a. IBIEIRSLAIRREXEL, TEiAgent AMEFRIERER .

AEtAgent
fiAgent

b. BHLEEBFRS=R.

¢. HfTunzip -od {3 HREEFRFRUEIL} cloudAgent.zipfEEEFER . T
whtiE—, SNESHRELE. SEENEKMMEETSERL.
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% 2-48 BRE

B 5ER

agent.sh FHBEsI=HAgentAIS 4.

cloudAgent- AgentfIEfEE

authSource.jar

cloudBridge.sh FrhfEshAgentdI3Z4 .

config %gentﬁﬂ%}‘d# (application.yml) B97ERE
log AgentH#& (agent.log ) FIEMBER.
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