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BELT R
1. HAFARINATRIKCFIZRTR o
2. TEFARINATRIETAME, PHEFTBERINSNATHRAIFARINATRIEZFR
3. TESNATHIMTIZEE, Bk “HRANSNATARR” o
4. IRIER@EIER, BEEFIMSNATRINSH, #5552 NE2-4,
% 2-4 SHURA
2% S¥L5EA
FM SNATHIMIEYFMZEEY, &% “FREE” & “‘BE
S{” o
RV SSVPCHRFE L AR ETHI 7 o
g2 BJLAASNATIEZEFISEEE, THBEETRES.
FhEEIP ERE EIBIFHIFEEIP,
TN SNATHIEEHEIA . RASZIF2550FF, BAREEE
/E\ “<” *n “>” o
5. BiESSE, BEME, Sk “SNATHIR” G,
(1 #88
RGNS ER, AIIUARI— N FARNATRIZERINZ SSNATHT
fBcpkEE

ETESNATHINY

2.4.2 &2 SNAT i

=R

HURESRAF

IINSNATARUS, A0SESNATIIUIZERIR, SESNATNAH— LS HEETH

B, BILMEEZSNATHRN

SIMELISNATIRNED, BESW T ZIR(FRIRETH RN, BRIRIEIFIERMESH

i
o

FARINATRIX FAFTERL TR INRISNATALN
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NAT ®J3
HPFPigE 2 FAM NAT 3%

BRIELER

1. HAFARINATRIXFIERR .
FEFARMINATRIKTRE, B2HEBERFAMNATRXAIZTR
RS BEEZE BRFARINATISCIFIBRE, Bd “SNATHIR® 1%,
FESNATRNGZE S, AT EFRFARMSNATRNIRIESIGFRY “1822” .
R ERIXHEIESR, ESHPNAS .
B “HE” , STHSNATHINIAHEX .

2.4.3 fiE& SNAT Fim

o vk W N

e S T

INSNATIINS , MNRAEEZULSNATIIN, EaTLARIBRSNATELR
BUESRI

FARINATRI X FETERLIDARINAISNATARR
BET R

HNFARINATRIXFIZRE

FEFAMINATRIKTUE, BEBRFAMNATRIXAIER
TESNATTIERISNATHIZIZR S, BB BEIRSNATHNBRIESIHRY “BibR” .
e BAIRHEIERESE “HHE” , STRSNATHIRIAMIES .

M o=

2.5 &8 DNAT 30

2.5.1 700 DNAT i

eI T
FARMNATRIXCIEZESS, BITZIIDNATHIN, MIaTLUEIgET 5 2SS VPCRRN = £
SCAIRGIMERFAR ( IDCERELfEVPC ) 12ARSS .
ZFENAE N IRAD BN —ZDNATH, — P=EVNBIZNROAHE SN =FNE
FAIMEEFANIREIRSS , NFEECIEZSSZDNATIIN

YR 5SRE
DNATHI 2 im RN A BEF Bk in DR B E—NhEEIP,

BUIRSRY

o  CRINBIFEFARINATRE
o hEEIPBIEERLIN.
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NAT R

FPiEmE 2 FAR NAT [
BRIELER

1. HAFARINATRIKFIZRR

2. TEFAMINATRIKTUE, BERZRIIDNATHLIAIFAMINATRIKZFR

3. EFAMINATRIIFENESF, 2F “DNATHIN” |,

4. 7TEDNATHLUITIEEH, B “ARIMDNATHIN”

i

ECEDNATRINE, FEEFZENLOIPHIEN NAIZEEMN, FNDNATHL
WABEER . BEMRIFLR, B NRIMZSEMN

5. RIERERER, EERNIDNATRINSE, FiEEENR2-5.

& 2-5 DNAT #iNS #0788

2% 15208
P N
i WESiE P RERIROMEIRIRORHEE,

o BEfkig[: BF OSSR, FARMNATHEASISLUIEE
Y FDIR O3518)Z 48 PROIE K EE & B Bt = EHLSLAIRY
BEROL,

o FFBIKO: BFIPME AR . WARBLEFA=ENES
T—NFARIP ( HEEIP ) , (EfEAiEiZaEEI PHIIEREDS
HRFBr=IRS2ELAI L,

STIEY TMNEERIS A TCPAIUDPRRFNERY | iR OB NEREIRO

BT, WSHEAZEFALL

i ORBE R BARIRON, JEENSH.

SKYIES ] AR ITIMNERFA IR AR SSAISLHIZERY

o fR33EE

o EHIPHENE

o fEITERE

o HEX
P ARSSEEMR . SERISEEVAMRSS /AT, BERELSH
Ptk SFHNEBRARIIR LIRSS B EATLIPHENE . SEFISEEYBEEN
i, TERELSH
A S5im O SERIRFIMEMARSSAIMMNIROS . ik SEERT ~ 65535,

iR OB N BEKIEOR, FERELSH.
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NAT RJ3

BPiEm 2 FAM NAT 3%
2 A8
%P BidizEEIPisa AR IDCEEAtVPC,
XEREEEIR S B WEBENIPEEIP, HEWEPEELRFAN
NATXHIE “prBEiRa" EEIDNATHN ERYGiEIP, 3k
ERHER ZBIFARINATRIFEFRSNATIIN _ERYFEEIP,
FhE| P FEEIPXIIMEMIRSZ YIRS . iwSBER1 ~ 65535,
iR OEB R BEAIRON, EEAEISE.
iR DNATHNEEmIA . JRATIF2551NES, BFReEES
“<” *D “>” o
6. ECEZME, Bd “BE” , JEDNATRNFIRFEEER, & “K&” A “B
77, FREIERIN,
fBcpEEE

SIEDNATINY

2.5.2 {227 DNAT #i0

Brin=

AR

BRIFSRR

INDNATHINfS, ANSRDNATHMNIRERIR, siEDNATHNFHN— LS HEEEH
B, BJLMEZDNATHINY

SIMELISNATIRVED, BESW T ZIR(FRIRETHRAIZIN, BERIRIEIFIERMESH

FARINAT X FFERL TN INAIDNATIRN

1. HAFARINATRIKFIRR o

FEFAMINATKIUE , SLEBERFARINATRIKAIZR

REHL =B FAMNATRCIFIEINE, BE “DNATHN™ RE.
TEDNATHINIFZIZRAS, B EFRDNATHIUIRIESIFRY “1&82” .
R ERHEESR, BNSHPHIRS .

BE “HAE” , STRDNATHRNAYES .

S T

2.5.3 & DNAT

BFn=

FSINIDNATIRNS, SNERAZEZELLDNATIIN, EaTLAMIBRDNATEIN
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NAT %
5z =12 2 FAR) NAT R

AR

FARINAT X FFERL I INAIDNATIENY

BRIESER
1. BAFARINATRIXFIER .

FEFARINATRCIUE , ST BRFARINATRIKAIETR
RS ERIRFAMNATRICIFSIRE, 2 “DNATHRN” W,

EDNATHINZIZR S, BFHBEFRDNATINIRESISHY “HiEs” .
ERHAOXNEIERRT “HHE” , THRDNATHAIMIER

2.6 STEEE IP

2.6.1 GlEEFEE IP
BEGS

vk W

BT EIESEEIP, FBREIMFAB RSN mENRI L= IPEE R A EEH O
(IDC) BREMEMFET, SREEFARIZEHIRSS o

BMESR
1. HAFARINATRIXEFIZER
2. TEFAMINATRIETRME, B “HiEIP > QIEiEIP” |, HAGIEPEIPTRE .,

2-5 glgEhEE IP

glEErhsLIP
HEVPC v Q
=] v Q

3. RIERERR, BREPEIPHERNSE, BiEsHE2E2-6,
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NAT R

=z e i=1Ea] 2 FAR NAT [
% 2-6 it P SEHEA
25 SEGRE
Fh%EVPC th%EIPRRTERIVPC .
FhEEF W it FRIESTF— R Mg, SiEIPFENT
no
/35— NETFRYIPHbLE
chi£|p 4L PRI B S AL TR
BEEhofe: RSB ELEIPibL ,
FaioEe: FamigEhitIPEbE,
Pt Wohit| P E A TER “Foi” i, BBISE
chiEIPIbiLE
BT “BECERIPHN FUSEEFRE
SEFAYIPHBLLE .
AIRE it PR BRI LIRS .
8 LAWNATW?&E’%&R, EIEREIE. TILSER20ME
4. BFE WE” , RREIPSIE.
2.6.2 BEHIE IP
BEr=
chit|PAIESERE, SIS E AL,
BEL R
1. EATARINATRIZEIRER .
2. 1F “chiLIP” TR, HEERTEEIPER,
3. HNEEIPIEBE, ATEECARIDSIPIERES.,
2.6.3 MIBRPEE IP
BEs=
WIRREBEAhEEIPRY, AT TRIPRIRIE .
BIELE

1.
2.
3.

HAFARINATRIKFIZRT .

£ “PEIPT E, BLHERPEIPERIFTIN “BE .

$E “ E%'_‘-' ”» o
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NAT R%
FBFigr

2 FAM NAT 3%

AR

SEEIPEREXSNATEDNATHIRRS, TEiEMIBR . LAY, SNREMPRFIEIP, BEREMZ

FRELIPRTKEXAIFRA AN .

2.7 &% IDC SR RMEHIFAE =

&4z IDC

EfZEHf VPC

LHIFEBVPCHNS N =N SHEFIDCGHTERBR, nlh@idEFFEVPCSHEFIDCE

BT 2/ VPNRSLHL
EREEBEERTE, BKiES
RRAIEBIZEVPN, BIMEZUFHEVPN.

LBIEFEVPCHIIS N =N SEMITIRVPCHTEER, B E EVPCSHE b

iV PCIE] BRI TR SE I
MFERATES U FERE.
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NAT R
BPFiER 3 RETE

3 PRETE

TR

3.1 SR FHEIER NAT Rk

MBIEFEIEEFIAEHRINATK ( NAT Gateway, EFRNATRK ) HITHEARISUR
B2, SILMERSZE—SHDIAERS (1dentity and Access Management, E#R
IAM ) , @ZIAM, ZEaLL:

o RECUANSER, FEENEHTISS, Aol TR R TR
IAMAR, iItRTREHE—REFEIE, FERNATHX,

o IREEUAPIRGE, RETRMSIDNR, LUATIRFZENIRREE.

o BNATREEFATEW . SENEMEHRHSHERRS, RLKSHER
IR ETLURIB IR T IE4E

MRENZKSELERRENER, TRSUREIIAMER, FaILBIAS

¥, FEMEERNATRXRS R ETEE.

AEDAENENBREIEGEE, #ERENES-1Fx.

ARSI

LLRAPARNZE, BETERBFPEARLGRIMAINATMXR, HESSEPRFERET
B3R, NATRIXSZIFHERESFIIR, i520W: NATRXEBIR . BEHEEXFRNATRNEZ
SMIEBIRS RN, IAMSTFIRSHFTERIRES WRSR .
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NAT [%
FAF¥sr 3 NREE

Bz
3-1 AP NAT MERRIE
Fia

Y

SRR AR

SlEER

AR FHRIENIR

—
Y

1]

—_—

Sl PLAFEN

FEIAMIZHIGCIZEEFE, FHIEFNATHEIRSIR “NATReadOnlyAccess” o

SIEARFINAFA

TEIAMIZFHIGRIEERR, FEEIA.CIZBFEFFENFCIZENRFPE,

BARPERHIIESR .

FEZNARERITH G, DREENXIE, KIESSR:

- 1E “IRSBIIER" PIEENATHE, HANATMXERE, BEALEH ‘WL
NATRIE” , tNERTEMWIENATNE (RRLFIMRNES
NATReadOnlyAccess ) , &= “NATReadOnlyAccess” B4

- £ YIRSIIERT IEFERNATREIN (RIRNEIRBNES
NATReadOnlyAccess ) BUE—fRSS, BIRTIIRRE, Fx
“NATReadOnlyAccess” B4

3.2 NAT MXBEE N FEiE

IMRAFIREAINATRIRAPR, i B ERIEINER, AJLIBIEBEEMNREE. BEX
SRBE PRI LUARINAYIZAIR ( Action ) 158 SRS R IZAURIHAT o

BRICARIFIA TR eI B E MRS

o TMUHIERIZBENRE: THETHERIKEL, HINMHMRESHEIEERERR
5. BF. BR. FMERIBRE, JBEIEMRE .

o JSONIEICBZEENRES: AJLAEIRERIERR G, RIBEEAFERFIERER
B, AL ERAEREEARSISONISIRIREAS .
BAAIZLRESN: SIZEEMERE . AEAENEEAINATHXEENR
BEAEA

N

w
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NAT ®J3
BPFiER 3 RETE

SREEHEGI

o RBIN: AN EIEEFMBRNATRIX
i "Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"nat:natGateways:create",
"nat:natGateways:delete"

]

}
]
}

o 2 IEERAFMIBRNATRIX
EERIEFEERNE S EMREER, BNIREERMERE. BPEETRIRES
B, — M ERIRIEFRIIRERZEAlowFIDeny, MiE{EDenyfitst.
INRSLERAFEFNAT FullAccessRIRSRER, (EARRFERFEENAT
FullAccessHE X AIMIBRNATIRI AR, RBTLARIZE—SIEEMIFRNATRKAYZR
B&, AEEBPENAT FullAccessFIIBERIEIZT AR, RIEDenyL5EEN, NI
FRILASINAT R TER T BRNATRI K IMIPREIRME . IEE RSB0 T :

{
"Version": "1.1",
"Statement": [
{
"Action": [
"nat:natGateways:delete"
1
"Effect": "Deny"
}
1
}

o REI3: BSARIRINERES

— P EEXRBEPILUSSSMENIR, BIRT IS NRSAIERIRIN, iE
LSS EMIRSZANZINIR, ATLESHEMRSGIRSRSEENE, BIEE
MBS EERRMKRS . S MENEDRIEFANT:

{

"Version": "1.1",
"Statement": [
{
"Action": [
"nat:natGateways:update",
"nat:natGateways:create"

1,
"Effect": "Allow"
%
{
"Action": [
"vpc:vpcs:update"

1
"Effect": "Allow"
}
1
}
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NAT ®J3

FAFiER 4IRS ETE
— (A
I oA =L
vazzh Vi
NATR FARZEENATHEAIRE . INATREHRINGRSS, AILAS{ERFIRIF ISR
BHINATX . R LATECIZENATR X AHE IR a8 E TS 2 6UEZEAINATMEIE B R
SRS, BRBALUANATRERINI0O MRS
WNIEAYELA B IR TE L PMINATR KBRS SRS, NS IBIRE RSN 9 A M
NATREFRIMFE o RS UNRATERESRIEHIIN, NeJsEESHAMNATH X6
BN, BIARANSER TRIASHEIRFES.
PRSP A : “987 0“7, Hep, “§87 1 A7 BaIMNNE4-15r
No
X 4-1 1R8N
23 A
e o RBEAT,
o XFRI—NATRIEEEME—.
o KEFRBIII6NZFE.
° Z:ﬁg@/g\ “:” . “*” . “<” . “>” . “\\” . “’” . “|” *D
‘17, BERFHAREEATIE,
=l o KERBIAINFE,
° Z:AH‘E@,/&;\ “=” . “*” . “<” . “>” . “\\” . “’” . “|” *D
“1” , BEERFHAEITE,
BEL R

TEAMEFARINATRXSIRT, EinShYRaEERERARNATRX
1. EREEESS.

2. rEmEpmar e ¥ SERESHRE.
3. IR RS > NATRI” .
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NAT R
FBPFiER 4 FREE1E

. BEHEAMNATRIXEFARMNATIIRSIZRG EARY ‘RS8R , BAERR.
5. BASFERARMNATRXANREE. BAEHITRENZ.
6. BE “+7 , FINFEEINREE.

;éﬁi%iﬁbmoﬂ\ﬁfé{ﬁ, FEEMREERIRRE, XYEIRARNATRKHTE

7. BE BR7

RGRIERSAIBRIIER R R MINATRX .
EAMNATRIXEIRER, RATIRERIE. M. 2. SE(F.
1. EBEREEESS.

. reEEpsas e Y SERESHRE.
3. HEEE “RILS > NATRIE” .
4. BEHEARNATRESIEDEBEENARNNATESTR, HAARNATREENS

D
5. &R “IRE” E, WRMNATRXHWRESHATIE. M. X &,
- BE

ST W, AUEESTARINATRICRSIER, SEFE,
RS MRS RERIE.
-
S FAIN RIS, RN RIS B0, BAFIRIRS
BRI, FHEAdE “HE
(0 368
EILURIBRERS, ERTSEIERSAITE MIRSEINEE, ELRINREARIE,
e XinsREEsl ( iR EIERS AFErR ) -
- X

BERERET “BMET JITRY “RiIET , EHER “RESRS B0, B
NEMGIRERE, HBE “HE” .

- HBR

BEARERTET “BE” SUTRY “BIBR” , WNREMARIER, LAY MR
1:/3—‘%.—” D, $$ “ZEE” o
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NAT R%
FBFigr

5 {83 CES ¥4 NAT %

5 {#5F3 CES &3

H§}

NAT [RJ<

5.1 SZFFHYESIERIR

ThREiAA

GRSl

BB

ATENTNATRK LR A IR S =R RRY e B =

SYS.NAT

& 5-1 2 NAT PSR MSEIEAR

SiE), EIERRAIEREEN,,
RPALIEE = R MR E IR S S aAPUZ O RIS ZRNAT M K= £ TR IR o

}gtRID Bing | Btra X BYE | SR W= EHE
R BE ( FRuasE
¥R)
snat_connec | SNAT |iZiBfsREEF&ITNE |20 ARINATR | 1495%h
tion R | WIRBISNATERS, | K345
B N
inbound_ban | AB[E | iZiEFRETFSHITAS | 20 2RINATR | 1938
dwidth B BEEA bit/s FSLA3
BB R4S/
outbound_b | H75ME | IZIEIRATHITSNAT | 20 | XMINATRY | 193%F
andwidth T o HAEE®R. bit/s | REH
==L v n =
inbound_pps | ABTE | iZIBIRATFHRITSNAT | 200 | 2ARINATR | 195Fh
PPS ANF5EPPS, K SLfl
B N
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NAT R%
FBFigr

5 {&FE CES ¥4 NAT %

}gtRID Birg | Btra X BE | SR e FEIHA
R BE (418
¥R)
outbound_p | BAME | ZIEFRATEITSNAT | 200 | ARINATRK | 15954%H
ps PPS H75EPPS, KA1
B AN
inbound_traff| A/5ME | iZiStrEFSEITSNAT | 20 NRINATR | 1938
ic =1 ANBERE, bytes | 3Ll
B =T
outbound_tr | BAE | iZIEFRATFEITSNAT | >0 2NPINATRY | 1938
affic e HAERSE bytes | S
B FT
snat_connec | SNAT | iZiBfsEF&ITNE | 20 NRINATRI | 1958
tion_ratio TR | WRAISNATIEERE K SLA
FEER | AR, EE¥sAR
S PR BIAOERE S
FEEEmM
o
By 8ot
inbound_ban | AF[E | iZIEFRATFSEITSNAT | 20 2RINATRI | 145%H
dwidth_ratio | T8a{d | NG E@mERZR, K343
| ARINATSHIS AR
BE20Gbit/s, MA@
HelERE: LR
AT EE/ ARINATEL
FIRAKHEE100%.,
By 8ot
ol
ZUSEIR ORI AR
NATSEHERERI NI
?Eﬁﬂa‘apﬁﬁﬂ’gﬂﬁ
outbound_b | HAME | ZIERETRITSNAT | 20 2RINATR | 1938
andwidth_ra weld | BhEmRERR, K543
tio % | \RINATSZHIS AR

=/920Gbit/s, M
BESERED:Esy SRS
FRE RS/ ~AMNAT
SLHIRAREE
*100%,
B APt
2L
ZISIRTR AT AR
NATSEAIHERERT M
A REIIEIPTE A

=,
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NAT R

)i le 5 fs5FH CES 1= NAT R
$SFRID BiRg | BiRg X NE |ENsR | &=EE
R BHE (IR=tats
=)

total_inboun | AAE | IZBIREFSHITNA | >0 2RINATRI | 145¢H
d_udp_band | UDPZ | MS|EIZBIRRINAT | /s | REEH
width s ) ZSLAIAIUDP ST

BAfy: EAE/AD
total_outbou | HAME | IZIBIREFSITENL | >0 2NRINATR | 1938
nd_udp_ban | UDPZ | AB=(VPOMSIEIS | /s | KEH)
dwidth s BIZSPINAT R SE)

AIUDPERH S

BBy ERAE/AD
total_inboun | ABME | ZBrBEFHITMNA | 20 SRINATR | 1938
d_tcp_band | TCPRL | RISIZIZRIRMINAT | s | RECH
width T oa M SLBIRITCP S Ba

By EAE/AD
total_outbou | HAME | ZIBIREFSITENL | >0 2RINATR | 1938
nd_tcp_band | TCPRL | FAB=(VPOWSIEIS | i/ | KA
width B BIZMINATRI XL

AITCPRHES o

EAf: EEAR/RD
packets_dro | EB# | ZiERETHRITHEET (20 | KFNATR | 1958
p_count_sna | (SNA | 2RINATRIXEHIE | 4 LAl
t_connection | TiEE | FSNATIEREREGRERS
_beyond B BHIEEH

) e 4

packets_dro | EB | ZiEBTHRITZHE] |20 | 2KRINATR | 1958
p_count_pps | (PPS | 2MINATRIKSERFIE | 4 E SRl
_beyond R ) | FPPSEBIRSHNES

.

By 4
packets_dro | EBE | ZiEtrBTHRIT=ZE |20 | RKRINATR | 158
p_count_eip_ | (EIP | 2XRINATRIXECHIH | x5l
port_alloc_b | i%O% | FEIPIROLEEIRS
eyond [ifica] BHIEEH

R) e 4
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NAT R
BPFPigE 5 {&FE CES ¥4 NAT f%

& 5-2 FAR) NAT M KSZHFRTMSEHEAR

JEHFID fEieR | ey | REE | nENR | LeE
& i
N

shat_connection SNATIE | ZERETF |20 | FARNATME | 1998
= FotmExg S /]
SHISNAT
T

By

inbound_bandwidt | ABE® | ZiEtrEF | =0 FARINATRIE | 1938
h = %ﬁﬁ)\fiﬁij bit/s Su]|

%o
BBy Lk
=5//

outbound_bandwi | BiEME® | iZiEfRAETF | 20 FARINATRIX | 15588
dth = FitismE | bit/s Su]|

%o
B Lk
5%

inbound_pps AB[E ZIEREBT | 201 | FARINATRX | 1958

PPS FITABE SK|
PPS.

B A
outbound_pps H751a IZISHRFET | 20 | FARINATRIK | 193¢

PPS FEitzsE Ll
PPS,

By
inbound_traffic ANBER | ZEiREF | 20 FARINATRIK | 198
= Zit NF5E | bytes | L4l
mEo
B FP
outbound_traffic | HAMEER | &iSfsRATF | =0 FARINATRIE | 1938
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