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FEERIZRSERNATIFIAM, SEBERALLIBITENARSZIERZTE, HiHZRS
FEIAMIRENR o
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H—BDINIE
FFisrm

5 IRETE

Rl B RE MRS

5.2 A&

BRBERR

MREFREETEHEZINER, SERTLUMRESRS TR, SIZEENX
R, FEERFARTEECRESREITHRMINIEET, BEMREEEXNES
SRERRYY A N 7E . BRIAMSIFAMALE]. JSONREIRFEE X RSB E TS .

AEEIAMERAMEAAI—FMRIER AR TFERREE AN RAVEAL RS o ZAH
LABRSSIRIE, —HEIRAIRSEXACATIRN. BBHTERHERFXIBMLE
RAVER, TEZEXFEWIIREIMEHNZEEREER.

ATEAZERSZEAFENSEKRXR, EGAFRSARARTRENR, TS
g?ﬁ%ﬁ;@%@—#ﬁ%ﬁﬁﬁ)ﬂﬁiﬁpéﬂ, RIESURER . BRBESN: KEimen
5% o

SELHPEAEFEAER, BEAGE v , JUEEABHNFMAARS, LL “DNS
Administrator” 5, iRBAAEHARE.

5-1 DNS Administrator RS

TECH0) | NERKHREEHIR | SRR v | | FEEES v DNS Administrator X Q
& m

DNS Administrator
A Rt

n": [
6 "DNS:Zone:*",

7 "DNS:RecordSet:*",
8 "DNS:PTRRecord : *"

Effect”: "Allow"

13~

14+ {
15 “catalog”: "BASE",

16 “display_name": "Tenant Guest”

21
22 1
23

"Version": "1.0",
"Statement": [
{

"Action": [
"DNS:Zone:*",
"DNS:RecordSet:*",
"DNS:PTRRecord:*"

1,
"Effect": "Allow"

}
1,
"Depends": [
{
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H—BDINIE

BPiEm 5 NIREE
L
{
catalog": "VPC",
"display_name": "VPC Administrator"
}
1
}
SHUHAA
= 5-1 SE0HA
2H ax =l
Version AERA 1.0: KFEFHEREEH .
Statemen | Action: RIESUR B IRSBR2RIEEEIEE
t: IR "DNS:Zone:*": R IDNSHIZoneFfig
BERE 1B1E, EHh “DNS” HIRSA;
BET “Zone” FEIREE; 7 F@EAT,
FrRXSZone Z RSB R LIMATRR AR
E.
Effect: {E | EXActiondh | e Allow: RIFHIIT,
A MURIFIURR | o Deny: AT,
=l

HE—"MActionpIEffectEBEEAllowX B Deny
A, BfEDeny{fL5EHYER

Depends | catalog WA ERT | IRSBBTR. Hla0: BASE. VPC,

: EARSS
L B e
ﬁﬁ*’% ame - ks =T

SHAPEETREIE “DNS Administraor”
BEN, WARRAJ®ZASKTNEE
“Tenant Guest” 1 “VPC

Administrator” , “DNS Administraor” 7
S

THREZAGKIIXER, B8%: EFHFMN
R,

5.3 ZRiE
5.3.1 KBRS

LR LRIEIRRREAY, BRERIERIEAY v , ALAEERERIFAANS, LARARE
“IAM ReadOnlyAccess” J3fiil.
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H—BRINIE

FBFiss 5 (IRETE
5-2 IAM ReadOnlyAccess RIEAE
EEBE(O) MNEMKIFHESSIIR | £5HsE v FE=RS v IAM ReadOnlyAccess X Q
£ wm
oM ReadOnfocss s
4o [ ", . - " "
Sl L
2: "Action": [
; "iam:‘;(heck’”
s 1,
10 "effect": "Allow"
11 }
12 1
13 )
{
"Version": "1.1",
"Statement": [
{
"Action": [
"iam:*.get*",
"lam:*:list*",
"iam:*:check*"
1
"Effect": "Allow"
}
1
}
5.3.2 %m&‘s&:
9. ==
THELAOBSHIEENRIE A, HBBRIBANEZ.
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:ListAlIMyBuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation"
1
"Condition": {
"StringEndWithIfExists": {
"g:UserName": [
"specialCharacter"
1
h?
"Bool": {
"g:MFAPresent": [
"true"
1
}
I
"Resource": [
"obs:**:bucket:*"
1
}
1
}
RIS © LA ARBIRAE] 49
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H—BDINIE
FFism 5 IREE

SREGLEHE

FRRLEEHIEIEVersion ( FER&ARAS ) F1Statement ( FEIEARIER ) BB, Hep
StatementA]LAB 2, FTRARAUSIR,

5-3 ZRERLEHS

Version Effect
Action
Statement 1
Statement 2 > Resource
Statement ... Condition

REESE B EVersionFStatementfELD, FTENABRIESEIFMAE, TREKIES
HE, BEOULURBEZSEEN R, WBENRIEEREG .

% 5-2 FIESHUHEA

2% ax =1

Version REEAIRRA . 1.1: KERETFRIEEAEEE,
Statemen | Effect: {E | EXActionHJE | o Allow: RiFHIT,

t: H 1’E$2|3E7?E|;§ﬁl¢$ﬂ e Deny: FAIFHIT,

SRESRIEZ 7o =1

BES LE—MActionfEffectBEEAllow XA

Denyfd, E{&Deny{t5ca9ERN
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H—BDINIE

FPigrE 5 I REIE
28 ax =]
Action: BRIERUR - BXH ‘RSB RREBIRET .
IR NS BEGS, Bhcs %
ANTIT=TR
~fa:

"obs:bucket:ListAllMybuckets": Z&
TEEOBSHHFIFRINE, HAobsH
AR5, bucket/aRIRAEEL,
ListAllMybuckets 9#1E .
EEILMERINIRSS “APISE” R
hEHFZRSEAEFEIN, N0BS
AN

Condition | (EREEEMAWTE | BN “FHEEF{FHR: [F
DO M4, GIERMR | H4HELEHHE21) .

HEEH . MEBREES AR, FIHEAT
ERME, ZERAEY.
<5

"StringendWithlIfExists":
{"g:UserName":
["specialCharacter"]}: FRZIFEF
W ARIFEFZ LA "specialCharacter"
LRz statement R,

Resource: | TREEFF{EFRBAYER R “IrRSSA:region:domainld:&
RTRERE | R TRRTLRRRR” | BREE B
BeriS*, BEHSRTME. X5
RN BRI =IRSFRIRERE

20 ZFIAMBRRERINN=R

5,

il

e "obs:**bucket*": FRETEHY
OBS#H,

e "obs:**:object:my-bucket/my-
object/*": F&xmy-bucketfEmy-
objectBR TRIFFIBEXIR

o 4R
FHRRFRTRIEDR Condition FTTEFRIR(E. RIBEFREE, DHERFMH
EFARSS 4

-  =REFME (A% hg ) ERTHERE, AMEHBHMERRME: BR
ERFHREMEMERERMER

" EREEFEME: EENIEF, ZRSIFERUEBFAEHER,
IAMBE BRIV E . FIH5ESL: BREREFGHE.

" Hith2BEM4E: EENIET, IAMBEZRSIKEMHERHE
o MBS EXENRIRS TR R
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H—BDINIE
FFisrm 5 IREE

- BRBREME (BIRARSES, Wobs: ) NERTXHMRSHURE, ¥B
B2 NN =IRSHIFEFIER, MOBSIEREM .

= 5-3 BEEFMEE

EREHRE it} i54AH

g:CurrentTime AdiE) B EISEAOERAYATE . LA 1ISO 8601 18
=, Blgn: 2012-11-11723:59:59Z, =S
1o

g:DomainName | FFfFE | BRENKSER. =~EISH2,

g:MFAPresent RME | REFEBMFAZEZRINIESLIKEToken , R~
23,

g:MFAAge HE BIEMFAZ EZIMIES TUIREXAY TokenRI 4R AS
Z o 1ZEHEEFg:MFAPresent—iefEA . 2l
=4,

IMEER. TBIZW5,

2
giii

g:ProjectName

=

gServiceName | & | IRSEMR. R~AISH6,
g:Userld FRFE | IAMERID, RIS,
g:UserName FHE | IAMBREZ., =~HI218,

X 5-4 Hith =354
LEFRHE | 8 izt

g:Sourcelp | IP 1BERKFAFAYIPitEE
Address

g:SourceVpc | String | iB5RFEFRIVPC ID

g:SourceVpc | String | i5KFFPAIVPC Endpoint ID
e

g:TagKeys String AR AR e

g:ResourceT | String | BiEIrEIR(E
ag/{TagKey}

a. g:CurrentTime

5 AP EILREYE2023F38 18822/t =A41812023F3H30H84
ALSIERIAMBENX B, F5: HKi&Pg:CurrentTimeF {2 {ERIATSEIE L
JUTCHTIE]

{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
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H—BDINIE
FFisr 5 IIREE

"Condition": {
"DateGreaterThan": {
"g:CurrentTime": ["2023-03-01T00:00:00Z"]

%
"DateLessThan": {

"g:CurrentTime": ["2023-03-30T00:00:00Z"]
}

1
}

b. g: DomainName

T~ FRNBRFzhangsanJ LASIEEBENBE

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g:DomainName": ["zhangsan"]
}
}
1
}

c. g:MFAPresent

gjg D RRBEREBRNESHEIER KA T MFANIERZ BT LIEIZIAMBENX
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],

"Condition": {
"Bool": {
"g:MFAPresent": ["true"]
}
}
h
}
d. g:MFAAge
Ml JRBEREFIRENE 5 EIERT R A T MFAIAIERYRT B 442K F-900s 4 AT
LIBIZIAMBEENX AR,
{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
" NumberGreaterThanEquals ": {
"g:MFAAge": ["'900"]
}
}
h
}

e. g:ProjectName

gjg D RRNERERBRITIEEE YRR L RO AT LABIEIAMBEX
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
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FFisrm 5 IIREE

"Condition": {
" StringEquals ": {
"g: ProjectName ": ["cn-north-4"]

}

b
}
f.  g: ServiceName

T FREPEARBRIAMZ NEMAIFF GRS, 1ZFIFEILERYESRR
FEMNActionshaJService Name,

{
"Version": "1.1",
"Statement": [{
"Action": [
"Effect": "Allow",
"Condition": {
"StringNotEqualsignoreCase": {
"g:ServiceName": [
"iam"
]
}
}
b
}

g. ¢:Userld
A5 ZFRREBFIDAxxoxxxxxxx---BI AP Z I LASIZIAMBEN BE .

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: Userld " ["XXxXXXxxxxxx-=-"]
}
}
3
}

h. g: UserName

M RRARlsiARILAEIZIAMBEXY e,

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: UserName ": ["lisi"]
}
}
1
}
- Z{EFRHEE

i.  ForAllvalues: MHHIBRERNIBNHRAVERENFMHRENFE. IR
IERPNENMREHNSREBEPHED—MERE, NRMAFREtrue,
{

"Version": "1.1",
"Statement": [

{
"Effect™: "Allow",
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FFisr

5 IRETE

"Action": [
"ims:images:share"
1y
"Condition": {
"ForAllValues:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"

I SRREHIARI X FiERE Aitett ;E’Jﬂ_,\':F'ﬁﬁﬁ HIRRIZWIRE
orgPath1. org Path2:\z%org Path3 BARTFHE,

BIE kBB HEE G RANRForgPath1, orgPath3 FHIEKR, RS
PUECEIN .

1F§§Di%ﬁ?%*ﬁéi\;$ﬁ{%f“f MpR1ZorgPath,
orgPath4 FHIRKR, RESILACKM

ii. ForAnyValue: WiiEREENEL— I RREESFHREENELD
— P RRLE . MRERPHOT— M RESREPIHOT—PRMEHE
I, WEHFREltrue, T LEAEHTHIESE, K4RE]

false,
{

orgPath2. orgPath3.

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ims:images:share"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"

LERIE AR R TERE KEHZRVERPE—PARER

orgPath1. orgPath2g#orgPath3, BBARIFHZE,
BRUNBREBH=IRRAHA N RorgPath, orgPathd FHIRLR, KA
PLECAIA
RANEKREBHZHREGHREForgPath4, orgPathS FRIRLER, ZREE
LA
FRizRZiE
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H—BDINIE
FFisr 5 IREE

& 5-4 ZgizEZiEREE

FHRE
FH=E/M1:
S £M4E1A OR £M4E1B: £H4E1C
AND
SAFR2: Z{HE2A OR £{HE2B
AND
FHHzE2:
FM4E3: FME3A
a. MWFE—FRMHRISNEMHE, RAOREZEZE, INEKERBRHEER

LEENEE—NFAENRE]true .

A

SEEMRTAES XAIRHE (FIg0: StringNotEquals ) , NIEREZERS
HzE AL ECRIFRBRIRMHE.

b. E—EZEEFTHARRZMEEZE, REANDIEEIZIE. AREEEMZE, X
FHANDIz&iZ4E,
o =R

BERFSEME. M E—RARRENEEFINED, JEKEEFHFBRZEM
BF, SREEAREEN . IZEFILUGINGEE “IfExists” , TR MNIERE AT H
BEMANSREIIEHERER, T “StringEqualsifExists” FRiaRENTHKIS
KRESFTFRHEIFRBEN . BEMFAFFREZER, REPUNFREMR
BB, AXDKRNE,

- String28Y

2= 5-5 String EBIUZEF

el IERF/F 15iRH
String StringEquals BRESEE—NEEEHER (K
DRNE) .
StringNotEquals BEXRESPHERMHHERNARE (XD
XNE)
StringEqualsignoreCas | IEXK(ESEE—N&ZMEEER.
e
StringNotEqualsignor | IEKESHE&MHEEARE .
eCase
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5z =12 5 RETE
it =R ot
StringMatch BEREFSESE—NFHHERIEN

AR (KHKNE, ENFRIAR
IN3ZH7F0?) o

StringNotMatch BRENFETERMHHERENZE
X (KPANE, ERZFRIETN
ZIFE?) o

?_ﬂﬁur IEEAFB&9ZhangSanfiERE A BEBEIREVIRAR . SREIRITH
o
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:object:GetObject"
1
"Condition": {
"StringEquals": {

"g:DomainName": [
"ZhangSan"

- Numberzsg!

2 5-6 Number BI85

il IEEFF 38R

Number NumberEquals BREFTEE—EE.
NumberNotEquals BREAEFTHERME.
NumberLessThan BXRENFEE—NEMHE,
NumberLessThanEquals | iIBRE/NFHIEFE—NETFEH

&

NumberGreaterThan BREXATFEE—FMHE,
NumberGreaterThanEq | iIBREAFHEFEE—IF
uals HE.

=~ BRE—IRE&Z A LATEexample_bucketiBHFIH 10N RTR
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
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5 BRETE

"Action": [
"obs:bucket:ListBucket"
1

5
"Resource": [

"OBS:**:bucket:example_bucket"

1
"Condition": {
"NumberLessThanEquals": {
"obs:max-keys": [

po
]
}
}
}
1

}
DateZEE!l

% 5-7 Date £BUZEG

-3t} EEAF Lol
Date DateLessThan BREBRFEE—NRHEHE.
DatelLessThanEquals BXRERTHETEE—E
HE,
DateGreaterThan BRERETFEE—RHE.
DateGreaterThanEqual | iEKk{EMFHZFFEE— 5
s B,

B ERE RBE7E202208 B 1 HRICIEE B EIR .

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"obs:bucket:CreateBucket"

1

"Condition": {
"DateLessThan": {

"g:CurrentTime": [
"2022-08-01T00:00:00Z"

BoolZEHY
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5 BRETE

3% 5-8 Bool BU=EH

il EERF 15d8A
Bool Bool ZHERNRE: true.

false, IBREZTFEME
B,

) EREVIERFE T MFAINERNEIEA SUESUEE XK AIBIREH

{
"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:credentials:updateCredential"
1,
"Condition": {
"Bool": {

"g:MFAPresent": [
"true"

- Nullsy

% 5-9 Null EBN=E%

Sl =EAF izl
Null Null FHERIR(E: true. false, &

{Etrue, ERIBERERNFELE
{EAnull; SHEfalse, BRI
REGRFEBRER Ul

B BERENCIREEROIERTVPC,

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

" obs:bucket:CreateBucket"
1

"Condition": {
"Null": {
"obs:SourceVpc": [
"false"
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- “IfExists” IZBEFER

BRNUlEE LAY, SR AT IR E R TRAIAREIRINIfExists, £l
40: StringEqualsifExists, SNRIERIASHEFESMEE, WIKERRIRATA
RHITICES . MRIZBAFE, WNZRMITTERILECERE Htrue,

5.3.3 SRERSEAGINY

RPEREHIEERE, RFERERFHRIRTRIGEREPAIactionH TERFIRT . &
AFLE0T :

5-5 REEENZIEE]

EHEN

EREER © Deny IREDeny

i
. '

e - Allow iREAllow

IREIDeny

. BRPERIBEER.
2. RHiE FHP%&&%E’J%HQEP—HMEYSUF AYaction, L5EFHKkDenyi5<S . AR
F|—MERRIDenyiE S, REHEIREIDenyRTE o

3. WRREHKEIDenyi5S, RFEIHERT BRI TAlowWIES . WNRIKEI—
MAllowig<, RFEREIAlloWRE .

4. WMRHAZIAloWIES, RERENDeny, ENER
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FFisr 5 IREE

54 RERBERIFE

B RFRREE ( BPABRIESRIREEY ) SRt TR, MAVRIRZIRETF2020/2/6

22:30:00 ( tRAYE) ) EXER . RRFEE RIS RAREZIRANER,

==

a0 sE, BRUCER . [RIRRFKEE AVersion 1.0, Br&RFHEEKEE AVersion 1.1,

SHIAMBRE T TR o

*&5-10 RARIEERFB

AR5 [RIGRARIERIR ERRRRIERIR
AOM AOM Admin AOM FullAccess
AOM Viewer AOM ReadOnlyAccess
APM APM Admin APM FullAccess
APM Viewer APM ReadOnlyAccess
Auto Scaling AutoScaling Admin AutoScaling FullAccess
AutoScaling Viewer AutoScaling
ReadOnlyAccess
BMS BMS Admin BMS FullAccess
BMS User BMS CommonOperations
BMS Viewer BMS ReadOnlyAccess
BSS EnterpriseProject_BSS_Ad | EnterpriseProject BSS
ministrator FullAccess
CBR CBR Admin CBR FullAccess
CBR User CBR
BackupsAndVaultsFullAc
cess
CBR Viewer CBR ReadOnlyAccess
CCE CCE Admin CCE FullAccess
CCE Viewer CCE ReadOnlyAccess
cal CCl Admin CCl FullAccess
CClI Viewer CClI ReadOnlyAccess
CDM CDM Admin CDM FullAccess

CDM Operator

CDM
FullAccessExceptUpdateE
IP

CDM Viewer

CDM ReadOnlyAccess
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PP 5 IRETE
ARSS RIS RS RERZR EIRRSRIEEIR
CDM User CDM
CommonOperations
CDN CDN Domain CDN
Configuration Operator DomainConfigureAccess
CDN Domain Viewer CDN
DomainReadOnlyAccess
CDN Logs Viewer CDN
LogsReadOnlyAccess
CDN Refresh And CDN
Preheat Operator RefreshAndPreheatAcces
s
CDN Statistics Viewer CDN
StatisticsReadOnlyAccess
CES CES Admin CES FullAccess
CES Viewer CES ReadOnlyAccess
cS CS Admin CS FullAccess
CS Viewer CS ReadOnlyAccess
CS User CS CommonOperations
CSE CSE Admin CSE FullAccess
CSE Viewer CSE ReadOnlyAccess
DCS DCS Admin DCS FullAccess
DCS Viewer DCS ReadOnlyAccess
DCS User DCS UseAccess
DDM DDM Admin DDM FullAccess
DDM Viewer DDM ReadOnlyAccess
DDM User DDM
CommonOperations
DDS DDS Admin DDS FullAccess
DDS DBA DDS ManageAccess
DDS Viewer DDS ReadOnlyAccess
DLF DLF Admin DLF FullAccess
DLF Developer DLF Development
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s 5 BPRETE

ARSS IR RS RERZR ERRSRIESIR

DLF Operator DLF

OperationAndMaintenan
ceAccess

DLF Viewer DLF ReadOnlyAccess
DMS DMS Admin DMS FullAccess

DMS Viewer DMS ReadOnlyAccess

DMS User DMS UseAccess
DNS DNS Admin DNS FullAccess

DNS Viewer DNS ReadOnlyAccess
DSS DSS Admin DSS FullAccess

DSS Viewer DSS ReadOnlyAccess
DWS DWS Admin DWS FullAccess

DWS Viewer DWS ReadOnlyAccess
ECS ECS Admin ECS FullAccess

ECS Viewer ECS ReadOnlyAccess

ECS User ECS CommonOperations
ELB ELB Admin ELB FullAccess

ELB Viewer ELB ReadOnlyAccess
EPS EPS Admin EPS FullAccess

EPS Viewer EPS ReadOnlyAccess
EVS EVS Admin EVS FullAccess

EVS Viewer EVS ReadOnlyAccess
GES GES Admin GES FullAccess

GES Viewer GES ReadOnlyAccess

GES User GES Development
ICITY iCity Admin iCity FullAccess

iCity Viewer iCity ReadOnlyAccess
IMS IMS Admin IMS FullAccess

IMS Viewer IMS ReadOnlyAccess

Image Recognition

Image Recognition User

Image Recognition
FullAccess
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FAF$5rs 5 BPRETE

RS FUARGRIE SR ERRFERIEER
KMS DEW Keypair Admin DEW KeypairFullAccess

DEW Keypair Viewer DEW

KeypairReadOnlyAccess

KMS CMK Admin KMS CMKFullAccess
LTS LTS Admin LTS FullAccess

LTS Viewer LTS ReadOnlyAccess
MRS MRS Admin MRS FullAccess

MRS Viewer MRS ReadOnlyAccess

MRS User MRS CommonOperations
ModelArts ModelArts Admin ModelArts FullAccess

ModelArts User ModelArts

CommonOperations

Moderation Moderation User Moderation FullAccess
NAT NAT Admin NAT FullAccess

NAT Viewer NAT ReadOnlyAccess
OBS OBS Operator OBS OperateAccess

OBS Viewer OBS ReadOnlyAccess
RDS RDS Admin RDS FullAccess

RDS DBA RDS ManageAccess

RDS Viewer RDS ReadOnlyAccess
RES RES Admin RES FullAccess

RES Viewer RES ReadOnlyAccess
ROMA Connect ROMA Admin ROMA FullAccess

ROMA Viewer ROMA ReadOnlyAccess
SCM SCM Admin SCM FullAccess

SCM Viewer SCM ReadOnlyAccess

SCM Viewer SCM ReadOnlyAccess
SFS SFS Admin SFS FullAccess

SFS Viewer SFS ReadOnlyAccess
SFS Turbo SFS Turbo Administrator | SFS Turbo FullAccess
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FF$5rs 5 BPRETE
RS FUARGRIE SR ERRFERIEER
SFS Turbo Viewer SFS Turbo
ReadOnlyAccess
ServiceStage ServiceStage Admin ServiceStage FullAccess
ServiceStage Developer ServiceStage
Development
ServiceStage Viewer ServiceStage
ReadOnlyAccess
VPC VPC Admin VPC FullAccess
VPC Viewer VPC ReadOnlyAccess

5.5 BEENICHE
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B
I :E
i 1

S FENSmRMERE, EF BRERT .

9-41 i/igAR,
HiEs

® mEHEZNEESHSHEE

col=cidc £

MAERRAN 46 (2023-07-07)

IRIERE © LA/ ARBIRAE 144



H—BDINIE
FFisr

9 BHIEMHE

£ 9-8 AT/

aIE75s

ol

e

RZPOMEEERE | o HIEAD: FLUERSIFARZEAIANENAPL, CLI,

SDKERETERIBNEINE.
o EIEIMIAIAN: ARTLUERKSZIEERISIRR

HaRpEPEA=,
!_z%%fe’}%%@%ssoﬁﬁiﬁ@iﬁﬂsi RriZisEREI TS
IVo

izl

BPXATLAERSIFAITZEIAERAPI, CLI. SDKEF
ATEFRBOEA=,

$H3 HENShRMERE, BES “‘REER7 .

9-42 FLEER

*9-9 BERER

https:// frealms/hwsRealm
hws
https:/, :almy/protocolfopenic
form_post
o
MUwhQ",

"x5¢": [

"h 1

M

m

fc

Fl

N ux:um UggeBA
uLcTWeyK3ylEl

I1N3thuE‘

NPgLRQu2HktWvDplq

J|3p2ToNMIEelSY|VU0DTEGD
NESFTMSHIKBL7ROACT!
/2Y)NIjpkglZgUnzRf46wudNAXgIIRORtINbVpkRIW d‘tprPm fevtSovPIX+w3,

“kid™: "e-zGajfk) KxTISE45ablwd™

BEER

ol

S1RMHEURL OpenlID ConnectB{p124tEFRR .

TRz IdPERHEAYOpenid-configurationd"issuer" == EZAY

B,

i5ER
Openid-configuration@7#£0penID ConnectPEXHIURL, SiEMT
BXBMpRMER (IdP) RIBLEES . URLINT: Attps,//{base
URL}/.well-known/openid-configuration, B base URLEATEVVIAPTE

X, iNGooglefRfttAIOpenid-configurationJghttps://
accounts.google.com/.well-known/openid-configuration.
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H—BDINIE

FBFiEr 9 BniHs

BEER 15488

ZFEEID #£OpenID ConnectSD1REEIEMAIZEFikID, BIfEEILIAP
FEliEEAOAuth 2.0EHE

2UEKENdpoint | OpenlD ConnectSHAIRMHRTIEAIENE . XFR BV IdPIRHAY
Openid-configurationd"authorization_endpoint"=2EZAY(& .
pEBERA “REROMERER&GHN” NEEES,

BB Scope BRUEREETEE . Ei\itopenid,

UAEBERA “RIEFONSEEEF&GHN” HEEES,

KA

e openid

e email

e profile

A KResponse | ZHUEKIREISEEE, BRi\wiEid_token,

type pEARH “HEpENSEEHA D NESES.,
=B KResponse | #FAUEKIREMER, form_postfifragmentFHEIEET, #
mode FikFEform_posti&E= .

e form_post: i&#FEform_postiR=URT, 1BESMDIHENNS
redirect urlEZ&9: https://auth.huaweicloud.com/
authui/oidc/post.

e fragment: iEiFEfragmentiRURT, 1BESHIREENNS
redirect urlBcE9: https://auth.huaweicloud.com/
authui/oidc/redirect,

ipaBEA “REHOSEEBEFGHN NEEES,

BTARNHA 3G1FOpenID ConnectBniREFID TokenEEZHRIH, AT

Bk SZe, BINEERRREE AN,

T4 BFE ‘BT’ , THECE.
-
BXFBR S RIGIE

R KHEESREHEEAULBERIRIAYIdPIRS R RIRE R,

1. FEIAMEHGR “‘BHOIRMHE" TE, S5 “BE” 718 B8 , &N ‘1B
BSpRME” H.

2.

FENBOREERE, SEEREZEMN “S§)7 ,

HENDRZFTFF
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FFisrm 9 BHIEMHE

[El 9-43 SEHERIEE

' L ]

BEXER

|fEnE

3. MENSHENEESWEEIPERAME, MRMIEEXNY, BEASDRHUREE
SRR IdPARSS 2R ECE B A I o

2 WAV EERFNARIMNERGIEESILUERIIENR,
o EFMIN: TRELEBEFRIIEMI, EallUGiztti SN E BRI R E

EBRS%,
o EREN: BOEERIAFAMERS.
AR

RSB R REEnaEnz, REEHUINIR. AEKHBAFEENRTERESHEEIN, B
FRIBESN: $E]2: RESOEERAN.,

.
MERERME
. BESHIEURSE: EORRERTIES, B EE , TEESHIEUS
PORAEE. SRR, SN,
(MEELY::
%éﬁ%%%%fﬁ%ﬁi\ﬁ P NE AR “ESHREE” , TEEHA “BXSHiEH
o EUSHIEHTISE: EOMRERTIES, B R HA SRS HIEL
B’ RE. TENSHREEORS ( BR’ % BR7 ) . BARE. T8
SRS .
¢ BRSBRNT: ESHRIEIET, B3 B BSIOSHRG
[REESS

o FECESMHERIRNN, EZIdPPRIAFRSIAMBBFAERME IR, E15IdPHER
gﬁ&ﬁ?&xiﬁﬂgﬁﬁiﬁﬁﬂﬂﬁo SHERANFEEEN: £R2: KESH
A o
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o HERWEEHRFHEERSER, FRWAFRTBEEEWERREPNENR
BERANOEELAEAn, HiEESE: (H%) K3 EETIERREER
AE.

9.5.3 /IR 2: ECEBHIERN

TEIAM LRI SHAIRERS S, BIRPEEATRIBPZENAN

“FederationUser” , BEXFSRFNEEHITERNT, REEARIR, ERILATEIAMIZH)

BRESHERNN, SCH:

o BUBBRGBPELIZHERFBNABFIE.

o WMFRUBSERABPERAEATERINIR. BTFEITIIRAR/MEREALN]
SHPE, FEERTHITEPSIAMAPEMETRR, MTTEESHEHR
RIS FAFRRIAIR , (ERLENT LRRIR, IEHRE IR B EETHIAMA
P, IZIAMBPEFEIIESN: SIZRAFEFHEN.

(0 #5288
o EXSHEEANE, WESROBMAFTRUNENY, BERSREHUATES.
o NRBBERFAFWRIR, EXBFARBAFANSIRNGE, EXE, TEERECWIAPES

BEX.
HUESRM
EEARGORSNRMEE, FRTSHREHMNSRUHETIUERSER, Tl
FTSHRMUEESI: SE: RSHRHE.
BRIESER

ERILAGER “RIEZAIN” , IAMSRTIESRIBO RN SEEEHRAISONIES;
HJLARE “REMANT BRREEISONIES, RIESHERAMNNFMRBITRAIES
W BHOREERINEAEHAA .

o BlUEEMN
BEREIAMEFIENENSMERT, BE “BHRHERE .
. EBMREMEIIRY, ERECIENBMIREME, 2E BN .
c T “BSpEIANT XiggE el .

9-44 BN -1

Shman @
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H—BDINIE

BPiErm 9 BniHs
9-45 Bl -2
BRI )
HIN RS
3 £k & $E
@ wE
C I
2% 9-10 2#u5BH
2HE | Bk WiAA
BRE | EBEPTERE | A TXDEAMNERSEFTHER,, fisutat
NE=FER | BEEBBEPEA “FederationUser-IdP_XXX” o
BRE, LT | Ed “IdP” AEHIREEREZFR, WADFS.
@R “BXFBE | Shibboleth®, BFXDARBSMIZME T
P&” . BFBAF;  “XXX” REEXEAERETR,
Gyl
o F—EPIRMAENEIEREEEREREE—.
NERE—BMHIREEALMESHEFIERSZ,
&UE%E’\JH*?BH%PE‘#@S%':PNF_\TIE—/NAM%
o ARPZREEAINEFH. =K. MFaiFKF
& (- ) BREELEETL, ReEEE” L \".\
\o \no \rEAETEERT
FBFE | BFBERPER | BIAFRERRERFANSIR. ATLUEESE
R=FEER | SUERIAERA.
HRFR4H,
AN | BIPEFEE | HABEREREERT, EFAREGRRERRF
£ | mEBRPEN | HAISER; BRHBENSEMERT, ZMNARE
fias PRAYAE S ¥, BABEEREERIBR A BELESR
%, o — P BNEEMNIRZ T LAGIFE 105438
£,
izl
o —MANTTLABIRSRENEM, REENEY
OHEE, HHINA BT LAER .
o —EBMNIRMHFALASIES N, MNHEREE
. MNRFAEMNSEANBIREFEAER, BB
AIZBF P ZIBBaR A=

ol AEWVEBRRFEEERIKTERN .
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" P FederationUser-ldP_admin

" HFF4E: “admin”

u EE;&%’{#: “E'l‘i” . “_NAMEID_” ; “2’%14:” . “any_OI’]e_Of” ;
“&” : “000000001” .

F R~ {XAFIDJ5000000001 IR PEEA=HIRETHIAMARE S
FederationUser-1dP_admin. BE& “admin” BHFPEISUR .

d. £ “SUEMN” mmE, BE “HBE” .
e. f& “IENBMIRMEE" @, B “wBE” , FREEN.
o RSN
a. :ﬁ%@ﬁ%ﬁ%i, ENAMEBHIS, FELNSHERS, 25 “SHiR
b. HEBDRMETIFRT, EFEEENSMRMER, BE ‘1B .

9-46 EI B DR

SETMIAGREBREHTE. RESHEREHET FTHIGE, AN ARRnERE. TRES

£ ‘BSOS KieE “mERNT .

d. Eiﬁ’ii’flimiﬁﬁ)usoN*%itﬂ@%{ﬁi’é?ﬁimmﬂ, BMZIRIES N Sk
FEASEA .

e. BE ‘RIEMN” , MEMEIIFINHTEERLE .

f. REEr “RNIEH" : £ “REAN TmE, BE “BE” ; & ‘N5
iR’ mE, BE “HE” , EEREEN.

RER “ISONMHERTTEEE” © HIEBUSONE, sk “BUA”
EUHAIRIERRE
IETERAFR PR
RESHEEINE, SEHEFRECHEEMINIR.
ST BIBPER.

FEIAMEEHIGR “‘BHIIREE” RE, S£E “BE JIK “BF” , #EA ‘BHiEH
BEAMER NHE; P& SRR AUe ‘07, EXRERPITH, BARLE
ERFBPAMNER, BRI,

$R2 EERHAPESEEMERFPHEIR.
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ZE—BDIAIE
FFisrm 9 BHIEMHE

Bian, RESHIEEHNET, FEFTAF “ID1” XMIAMABFA “admin” , BB
BRRSIIDIR. EANEFIG, BRME—ZRSS, BEEEEULUAELTRS

-

HBXRE

BEENN: £ “‘BHEERN” Xigad: ‘S50 . FHEIENSHIERRNE
JSONM R RR, JISONNHATIRIBIESE: BHEEEINIEM5RAR

954 (k) 8, 3: EERWEERFSRALO
BSHREBNSSUEREICUERRG L, CUAPBSZEEATENE.
Al

R RBHEWVEIBFRERAD, MEREEEWEBRFEIAO, EWBFHBAFRTLUEY
R EERENAR, #EESE: RUEBBAFER.

RIS
. %EHS%%@U@%@%?&F%, IAIRSMRMEESN: ST SlRSHRt
o RUEBRARECHREANTERND.

BAESER

1 EAMEBFIESHEMSHERS, BE “BIHRHE" .
£R2 BEERSNEHBIIRAGMURN “EF7 .

9-47 BEESNIRMHEIFE

F—BAIERS Spiats © + gEeEmE
. SESSHIEEEEREARN, SRSHAEISIEET 7 SHEME, FRETNSHREETNTSE
B Q
BUREE
4 INE = I ®E Iz e
HE
test: Bl IC"J; il
=
test- =) =5 | s | &l
| swizem

S|3 BpE BRI AN 07,

9-48 SHIE Rk

EESHHRLE
BFiz8
=R test-A
SAML
b =R
fEk
SREEE  httpsy//auth.huaweicloud.com/authui/federation/websso?domain_id= 79d00&idp=test-A&protocol=saml]
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ZE—BDIAIE
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B4 BUTNEaRNECIVEBRSERE .
<a href="<ZRf#E"> FLAREZNA </a>

SIS ARPERCIEERFEEIRE “CHREIAD” JUERBLEEAR

R

9.6 BHNTEHEANNIFARI5AA

BRSO IR AISONEREI . ERTLUBISHRIEISONIHSRIZEZFIN . JSSON

BT
[
{
"local": [
{
""<user> or <group> or <groups>"
}
1,
"remote": [
{
"<condition>"
}
1
}
1
SHIHBA:

o local: FREFIEFIEIZIAMBHBDER . ARSI “{0.n}” , {0}F& R
remote P FIFEERIE—1EME, {1}3FE R~remoteFHPEEMNE_NEM.

e remote: FREFAFEIMPTFRIAFER, ASEERIZEMFHEMRIFER,
BEHET=RE -
- condition: EX¥SFFRSIZEIAMES, BREEMNAIERREM . HRIiF=
EESLN

" empty: TIRH, BIFEH—EEN, REWAREMERIE, ETLUBTIE
FelocaltRAAI ST o

" any_one_of: MABMETREZAES—MESEMENEN, FHiROMR
&, REEREER T localtRpfy SAITF .

" not_any_of: WMARMEETFESHTIEEESEN, FEREGRE,
IREHEABER FlocallRARAY S FF

ik 1|
MESTEIAMPRARSMEEREES: KINEFE. K. HFIFH*=Fe ()
BARgeAEFF L,
empty 4561
empty & HFRUF R EEBIRE— B FH8(E, ZERTER ocallRAPAISMFF
“{0.n}” .
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o UUTRHFRREXFSHFPEIAMBRERZRA “remote” BIE— 1 BIHE+TIE
+E"NEM(E, BIFirstName LastName., FRi@FAF4E “remote” BIE=1E
%18, BlGroup, GroupEtEHIEREER— -

[

{
"local"™: [
{
"user": {
"name": "{0} {1}"
}
B
{
"group": {
"name": "{2}"
}
}
1
"remote": [
{
"type": "FirstName"
B
{
"type": "LastName'
B
{
"type": "Group"
}

]
}
1

RIREANUTHS, WEXHAPEIAMAPRIFEFE)ohn Smith, John Smithft
IAMFERETF “admin” FIFH., (A7THEER, EHTISSEE, ZBIR
Bl MEMNEL, FEESRR)

{FirstName: John}

{LastName: Smith}
{Group: admin}

o WIRBITAFRFEEAMAETSITRAFA, SHEERNM TR,

AT RBIFRREEIBEPEIAMRBRIFERETRA “remote” HIE— N EMHE+TIE
+ETNEMHE, BIFirstName LastName., FRIEFAF4EA “remote” HIE=1E
(&, BlGroups,

[
{
"local": [
{
"user": {
"name": "{0} {1}"
}
B
{
"group": {
"name": "{2}"
}
}
1

)
"remote": [

"type": "FirstName"

|||||

|||||
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}
]

BRIZEANLLTHS, NEFARPERSHRIEFEJohn Smith, John Smith/E
F “admin” 1 “manager” FFA,

{FirstName: John}
{LastName: Smith}
{Groups: [admin, manager]}

any one of, not any of {45l

any one of. not any of §empty&{4AE, XRNFHFRENE—NM/RE, ZEFR
e TFER local PEI ST . FRLALLTRAIA, (NE— ST “{0}” BF¥remote
RAPPE—PEmptyRHHEF, = groupI— 1 EIEAYEadmin,

o LUITRHIFREFEFPEIAMABRERESR “remote” BIE—NEME, BD
UserName., FRIBFF4E “admin” . iZMUMNIITEIdPHETF “idp_admin”
BRPHENABFREX.

[

{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}
1
"remote": [

{

"type": "UserName"

"type": "Groups",

"any_one_of": [
"idp_admin"

1

}
1
}
1

o MREFAFRFZAIAMFETZSNAFE, SHEEMNN TR,

AT RBIFRREFEF EPEIAMEREREA “remote” HIE—NEME, BD
UserName, FRi@APEH “admin” 1 “manager” . ZMUMNIIEIAPHETF
“idp_admin” FAIFANABREY.

[

"local": [

{

"user": {
"name": "{0}"

}

B

{
"group": {

"name":"admin"

}

%
{
"group": {
"name":"manager"
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}
}
1
"remote": [

{
"type": "UserName"

"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}

- BRSEANLUTES, BB FJohn SmithEF “idp_admin” BF4HE, FRLASRIEF

ZFAFBEERA=,
{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}

- BSEANUTEES, BB Fohn SmithREF “idp_admin” FBF4E, FrlliZ

MUIFIohn SMithAERL, AFtiFIohn SmithiplElfEA=,

{UserName: John Smith}
{Groups: [idp_user, idp_agency]}

BBEENRAXRIFEETE

B LAESHEERIEE— “"regex": true” AR REANTEUENRERNSLRKITE

é*% o

AR RIS RZRNS EIdPR AP E S L YEEETFL,
R, EIAMBRIERES UserName, FRlgFBFP4EA “admin”
[

{
"local": [
{
"user": {
"name": "{0}"
}
)
{
"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "UserName"
h?
{
"type": "Groups",
"any_one_of": [
" *@mail.com$"
1
"regex": true
}
1
}

FHESTH
SAEMHE, I BES” AREE

“@mail.com” EENBRE
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A FRBIZERZAMMNIIEERE FIdPAY “idp_user” tBAREFIdPHY “idp_agent” A
PEARIBEBRAF AR . STFEREFA: EIAMBRIBERER UserName, FrBRFER

“admin” ,
[
{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "UserName"
b
{

"type": "Groups",
"not_any_of": [
"idp_user"

1
%
{
"type": "Groups",
"not_any_of": [
"idp_agent"

]
LA ERNER T

[
{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}
1
"remote": [

{

"type": "UserName"
{
"type": "Groups",
"not_any_of": [

"idp_user",
"idp_agent"
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Z I MNBE TG

ZIMNES, RRESAPAEERBRARE.

ARPERE—EXMUNARE, FERNtREIE— 1 RAREMNER, &
WENZARITFIARER; MAFPANEBREESHNAFEZTRNES . —Fht
E’i%ﬁﬁﬂ’ﬂ%%ﬂ)ﬂﬂﬁﬂ%ﬁiﬁ%ﬂﬂm)ﬂ%EEE'—?%F‘%HEEE%FE’o XENEERIFESS
R

AT REIFRTESIdPHRETF “idp_admin” FPENBREX, EIAMFEBERER
UserName, FRERBR4ER “admin” ,

"name": u{o}u

"type": "UserName"

]
b
{

"local": [

"name": "admin"

1
"remote": [
{
"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}
1

BIRIENLATEIS, BBFJohn SmithiEF “idp_admin” RBP4, EULIEFMITIohn
Smith&% . 7EIAMBEIEFZ 9John Smith, FRERF4EA “admin” .

{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}
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1 O BENXSHHE

10.1 EFAEFEHEEBEX BHIEEELER

WNRIEAIEAIAPARSZIFSAML, OIDCHMY, AJLAMERBENX BHEE, BiERSRE
FEENTERNEE, FEVAPEICWIAPEITSME, BIERERNT.

gL="

AR

BEMXBPRIBERTASZIESAML, OIDCAIEIIdP, WNREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECRERBSMINESIINAFERE I EBRAKSBREREN

Lo
HURS
o DUBHPIEERS.
o RUEEREEHZ CEMRTAMEIKS (KSELDomainARAl) , HELE
IAMFEIZ A (PR LIGroupCHfl ) FHEFAgent OperatortliR, BiF
BikiESn: SIRRAPEHEN.
BAFTER

$I81 EDomainAFREIZIAMAR ( BF&LAUserBAfl ) , FHINIAGroupCAHRFEF, Bk
BiEiE2n: BRERNAER.

[MERITY:
IBEIANZIAMB R XIHRIERRIEARRS . FELNAMBRIBEAR, F5%: BF5IEN
IAMAFER.

$IE2 1EUserBRUIHIRIEIAS AP B (HEEFERHOES ) BEERIWIdPHEE G
qjj’] L‘/{EX%EHS{%Pi)\iEtoken%DiJﬁ)ﬂAPlo NTREENKSZE, ZHRMNHaZARE
WHNZETFE

$I3 FEIAMERIEENSHEIER "8 , BEaLHEH “ IEFR
$R4 EOIEZERNE, REFHSH

“FHEZTR” LA “testagency” Jf5, “ZFTHEREBY AR ‘TEKST , “&EiE
MKS " S “DomainA” , “iFERTE" RIBEARERIER, #8E “T—=£7 .
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H—BDINIE
FFism

10 BEXBHAE

F+IR5
L6

IR

10-1 BIEEFIE

EITEER testagency

et OB
SRS R A =S,
RS
SRS RS A TR,

SRS DomainA
¥R Sy M

-

Eis

F—F i

R RRERTEE, AIRFERTFERIINIR, LR,

EVIdPEIZRFEF4 “testagency” ( SEHEBATHNEIRZFRER ) , Bl At
PIEENMAARKAFE, EFEHBEXNRKEBEREN=RAENR, BREEESR
Ml IdPESENSAY .

U AEAREREVERRSE, patWIdPIBENE, NEEIIE (BLE
BESXREWHEPNEIIER, RAPRAAZEEER ) MISEMFEERANE
£, BADEES RV EERFHAHY,

AR
BEXAENEETIRZERIdPRIZINARAZ RS LN R IZIFITETIRIIRE.

EAIdPEENXREBIRIERIE, EmIAMAR userBitokeni@RIAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , 3XEXE BRI SHA9securityToken, ARG XIES
W @i EIEIRENIERTAK/SKFIsecuritytoken

(RERITY:
BT Z3EIkEsecuritytokenfy, BRIk IESsession_user.nameZS#],

I dPE R A IR SR AN BRI IRATAK/SKFIsecurity tokeni@id £ B

( iam.myhuaweicloud.com ) JEFAPI ( POST /v3.0/0S-AUTH/securitytoken/
logintokens ) SREXEFZEEloginToken , EFREHEIFResponse HeadersaIX-
Subject-LoginToken, SXEXANIEEN: KMEEXNESRER.
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H—BDINIE
FFisrm 10 BEXBHAE

[MERY::

e iEFAPI ( POST /v3.0/0S-AUTH/securitytoken/logintokens ) $XEV&FRZEEloginTokenfT,
EEFALBER: iam.myhuaweicloud.com,

o logintoken2RAMAELBEXNEBEAFPNERER, AEHEFSM. sessionFEE, B
INERERS1094 . VAFEFederationProxyUr B R=IRSBIEHIEHT, FE(EHlogintokenift
fTINIE

e ARIAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) BFRJLAIZ & logintokenfBE
AYiEl, BYHERECEN1058~12/0 0t . MRENBEXTFIGitZ 2 EiEsecuritytoken
FIRASHARTE), NIRRT Z2EiEsecuritytokenFlkATS HARTIE

FET10 BRI IdPEENXIERIEIE I =IRSEZR Mt FederationProxyUrl, {EJfILocation
IR[BIZ5N%528 . FederationProxyUrlglT:

https.//auth.huaweicloud.comy/authui/federation/login?
idp_login_url={enterprise_system_loginURL }&service={console_service_region_url}&
logintoken={logintoken}

5l

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A
%2F%2Fexample.com&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm
%2%3fregion%3dcn-north-4%23%2fapm%2fatps%2ftopology&logintoken="*****

& 10-1 SE05H

2 5iER

idp_login_url TV EBRFE R,
service BERRNE SRR,
logintoken BEXREBEERER.

ATNRR[EFRISHAST, FEBUL=ASHEHTTUrEncodewi3.

E] A2 Z L, T DemonfltliE =R S E Rl FederationProxyUrl: ERZEEH A
BrIRSEFht

(1 i8R

ZFederationProxyUrl8 & MIAMSKEHNERER, ERATFAONEFRHTEMHIGIE.
FederationProxyUrlZFEE 43 UrlEncodeZ®HS o

R EATNEERZRloginTokenpk /G, HiSzREMEEORIFELDAILNIRS
tilit, BI=ARSSCIEE Rt FserviceiRERIIMAIE, IR RLINIGIALE N =RTIEH
AN

Ho

loginTokenTAIESRM, MEE@Eidp_login_urligERYitbilt .
----$5R

10.2 (EREFEH B =IRSE Rt

ZELREEAEE SN ZEREN TR RS HKFCIEERMIAIREULHT .
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Java ~fULE

LA RBIRBE 7 2ol Fjavadmizdi A o eI E = RS E Rttt FederationProxyUrl, %
NBETFHERE Java REFFATESE (Java SDK) &

import java.net.*;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ClientRequestException;
import com.huaweicloud.sdk.core.exception.ServerResponseException;
import com.huaweicloud.sdk.core.http.HttpConfig;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/| EREREERNEELEERER

String endpoint = "https://iam.myhuaweicloud.com";

/| BEEEFikEE

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// fEFAIAM userBEdomainlD/ak/sk FIALISEIAMZE Fit {Service}Client, B BRIEIEE A “EIERIAMET
ISl
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld("domainld")
withAk("ak")
withSk("sk"))
.withEndpoint(endpoint)
withHttpConfig(config)
.build();

[*CreateTemporaryAccessKeyByAgency

B EEREGRT R 2 A F0securitytokeniZ (I3RENE B IGFT S0 H9A1B)Z B NsecurityToken,

iﬁfﬂﬁ}%ﬁmsectjri;ytokenE‘J%ﬁiAﬁﬂHﬁ?ﬂ%O%b", BR159%¢h, EUESEE1508-24/\0, XEREFEHIA

36007, BI—/h\Bd,

TR T—REEEXREERERE ogintokenlY, MNREIRETEXHA, NERHAAREATXEIRENRY

securitytokenf5I KRB KATE] .

*/

IdentityAssumerole identityAssumerole = new IdentityAssumerole().
withAgencyName("testagency").withDomainld("0525e2c87exxxxxxx").withSessionUser(new

AssumeroleSessionuser().withName("ExternalUser")).withDurationSeconds(3600);

AgencyAuth agencyAuth = new AgencyAuth().withldentity (new

AgencyAuthldentity().withAssumeRole(identityAssumerole).

withMethods(Collections.singletonList(AgencyAuthldentity.MethodsEnum.fromValue("assume_role"))));
CreateTemporaryAccessKeyByAgencyRequestBody createTemporaryAccessKeyByAgencyRequestBody = new
CreateTemporaryAccessKeyByAgencyRequestBody().withAuth(agencyAuth);
CreateTemporaryAccessKeyByAgencyResponse createTemporaryAccessKeyByAgencyResponse =
iamClient.createTemporaryAccessKeyByAgency (new
CreateTemporaryAccessKeyByAgencyRequest().withBody(createTemporaryAccessKeyByAgencyRequestBody));
Credential credential = createTemporaryAccessKeyByAgencyResponse.getCredential();

/*CreateLoginToken
REVAE XA EERZEE ogintoken,
logintoken@RFMUAEEHEX NIBBFPNERER, AEAFPHNSH . sessionFEE.
HRAEEMAEBURLIZRZRSIEFIEN, AILMERAEOIREA logintokeni#fTIAILE .
Eli)‘éfjiﬁji%’f&logintokenE’JEs‘&HH%ﬁU%OO%&", B1093%H, BUESEE/910380-12/00, XEBigE 11800
0, BI=NES,
IR BEMAEZERER ogintokenfIEMEAREEX F £ —LSIREXHIsecuritytokenBIRIREXATIE .
BidEEIkEsecuritytokenRt, iERAFRHIUEE session_user.nameZS%{,
*/
CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().
withAccess(credential.getAccess()).
withld(credential.getSecuritytoken()).
withSecret(credential.getSecret()).withDurationSeconds(1800)));
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CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new
CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[/BEXRIBE Rt

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
[T EB R FEFIIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERRNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/eI =R B Rithhit FederationProxyUrl, {EJILocationiR[EIZ5 22

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python ~EIKEE

VAT 51i588 7 NI fsE APy thon R iR B B iR = ARSS B SFithit
FederationProxyUrl, iZ~BIEFEA=FRE Python REFFAZTES (Python
SDK) %,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERAEREARRBEEXNEERER

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFinREME

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# fFIAM userBASdomainlD/ak/sk FIEALIEEIAMZE Fif {Service}Client, HFBRIBIEA A “ CIZIAMME
R &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByAgency
# AREIS ZIEIRENIGRT 5 a2 $EFsecurity token$Z OIREXYE B AT S0 AYA R 2558 F 0security Token
# iEftﬂléf‘“:’fﬂ%ﬂst%Ct{jritytokenEﬂ%ﬁﬂAﬁ?&HﬂﬂwOOﬂ‘, B159¢, BUESERE/91558-24/M\, XBIREFWEHAN
3600%>, BD—/\BYo
#ER: T—EREBENREERERE ogintokenty, MNRESETHIU, NBEKEAFREATIXEIRENAY
securitytokenfIFRIREZRATIE .
# @Id Z4E3REYsecuritytokenhy, ERAFHAESsession_user.nameS#,
assume_role_session_user = AssumeroleSessionuser(name="ExternalUser")
identity_assume_role = IdentityAssumerole(agency_name="testagency",
domain_id="0525e2c87exxxxxxx",

session_user=assume_role_session_user,

duration_seconds=3600)
identity_methods = ["assume_role"]
body = CreateTemporaryAccessKeyByAgencyRequestBody(

AgencyAuth(AgencyAuthldentity(methods=identity_methods, assume_role=identity_assume_role)))

request = CreateTemporaryAccessKeyByAgencyRequest(body)
create_temporary_access_key_by_agency_response = client.create_temporary_access_key_by agency(request)
credential = create_temporary_access_key_by_agency_response.credential

S H%hRA 46 (2023-07-07) WRIERE © HERRARBIRAT 162


https://github.com/huaweicloud/huaweicloud-sdk-python-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-python-v3/blob/master/README_CN.md

H—BDINIE
FFisrm

10 BEXBHAE

# CreateLoginToken

# KA EM R IBEREE ogintoken,

# BEMARIBERZERE ogintokenfIBMHEAZIAJ9600F>, BI1058, BUESEEIN1005H-12/\0, XEREH

1800%), BNH/NAT,

# R BEMREERERE ogintokenf B MR BEA T _E—3kEXHYsecuritytokenfIRISE ATE

login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

# FEEEMRIEEREIRURL

auth_URL = "https://auth.huaweicloud.com/authui/federation/login"
# DI SBRFAE R

enterprise_system_login_URL = "https://example.com/"

# BEIFRNE ARSI

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# BIE=IRSE Rt FederationProxyUrl, {EJILocationiREIZSNILEES
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)

10.3 {8 token FECEEEN BI0IBELEL R

HURRSRAF

BRIEL R
SE
SER2
I3
gz 2}

NRERIEAIAPARZFFSAML, OIDCHY, BILMERBEXBHAE, BEREH3
RISENTEREE, ERUAFBIEWIIPEIESSE, BIREREAR,
AR

BEMXBPRIBERTFAZIESAML, OIDCRIEIIdP, INREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECRERBSMINESINAFERE I EBRAKSEREREN

o

o NHIEBTIESERS,
o NIESERELN=LFMTAIRIIKS (KSEZLDomainAJAEl )

T’Fi:DomainA':F'ﬁ'Jfl%IAMﬁﬁFI (FBR&LAUserB A%l ) , BATSEBSR: SIZIAMA

(|Jik ) AP UserBIDNRFAES ( BFPERZLAGroupCABY ) , HARPEIRFY
ZRROR, BB ERBESN: SIZBFPEAHIEN

B UserBRYIARIZET AR 218 (EEFERIBIOEE ) BcERIEIIdPRIECE X4
?ﬂ, LMEFREVAEFIAIEtoken, AT RIEEZIIKSZE, BBIGDZBEIINEE

18 o

tIEBREFHCWESERSE, HOBEEXNKIE, NBRPIIXRDEEFTEEIREN
=W AR, BEfMRMEEES R VSRR, LA SR RiEFE 274 E
BEHAIHERFUserB 1,

MR

BEXRIEMAFIIREEEAKS TRIAMBRYIZ, SIAMABFRAREHEE R EFER
(EFERRHEEN ) REREWIAPHIREN 4+, B XEARRERTFAREWLHEF
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IR

L6

SR8

AIdPEENXIBETIAMB P UserBadtokeniEAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , ¥XEXI&ESi5i@25$BF0securityToken, ARG XES
W: BEidtokenIXENIERT 51012 8 0securitytoken,

BAldPEE X EBESIREREIR GRS H 2 $HfsecuritytokeniBid £ B3
(iam.myhuaweicloud.com ) iERAPI ( POST /v3.0/OS-AUTH/securitytoken/
logintokens ) SREVERZEEloginToken, BEREHE{\TResponse HeaderdfJX-
Subject-LoginToken, SREXAGRXBESN: KMBEENKBEREIR.

(AR

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) SKERE F=E4EloginTokenhd,
EEFEALBIHS: iam.myhuaweicloud.com,

o logintoken2REFAMALBENKIBRAFNERER, FEHAFNED . sessionFER,
INERHEA1055%H

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) RSRILAIE & logintokenf9B53%
BY8, BYEERETEN105H~12/0\0] . AWRENPEXFIGRTZEEIiEsecuritytoken
FAYITHAASE), MFERIRETZ £ EiEsecuritytokenRISAY T HARTIE] .

AdPEE X AIERIBIN TALE IR =ARSRIEERMENE, FE/9LocationiR[EI45]

(17 =1~
ag-

https;//auth.huaweicloud.com/authui/federation/login?
idp_login_url={enterprise_system_loginURL}&service={console_service_region_url}&logintoken={logintoken}

<l

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A%2F
%2Fexample.comé&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm%2f%3fregion%3dcn-
north-4%23%2fapm%2fatps%2ftopology&logintoken=*"****

& 10-2 SE0RH

2% i8R

idp_login_url P EBERFE R,
service FERIORIE A =ARSS b .
logintoken BEMREEREIR,

EAIAS L FDemoRAIBIRAIREE Rl : Eftoken5 X B SIRE TRt
mall

SRERIEZE R E MNAMIKBRIZ R EEloginToken, loginToken BBFXJiA5iaRIE it
TEMWIE. =RSLEZEFRtIHENSHAEERFTELE I UrlEncodefmiB .

EhAEEFREREoginTokenpkINfE, NiSRBMNEERIIFRILDAIELNTRSS
ok, BI=ARSIEE R FserviceiRERIMELE, BIAVBRAINBIEEAZAES
VAN

Ho

loginTokenm AIESRK, MEEE@Eidp_login_urliZERIHbLLE

.
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10.4 {£F token HBIERIRSE R

ZE TR ERoken SR BIEEREN TR RSZABFLIEERUBUAIRENLHT

Java R~ HCED

LA RBIRBE 7 2ol Fjavadmizdy A o eI Z = RS E Rttt FederationProxyUrl, %
THIRFENE Java REFETEE (Java SDK) F&.

import java.net.URLEncoder;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.http.HttpConfig;
import com.huaweicloud.sdk.core.exception.*;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/EREREZRBEEX NIEERER

String endpoint = "https://iam.myhuaweicloud.com";

[[BEBEEFinEME

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// fEFAIAM userBEdomainlD/ak/sk FIALISEIAMZE Fi {Service}Client, B BRIEIE A “EIERIAME
ISl
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld(domainld)
withAk(ak)
.withSk(sk))
.withEndpoint(endpoint)
.withHttpConfig(config)
.build();

[*CreateTemporaryAccessKeyByToken

A @i token3REXIIGAT 518125 $HFsecuritytokeniz (ISAENE B IRHT B DAY 0258 0securitytoken
ihlaZARNsecuritytokenfIBIA B RHA/900%) , BD153%%, BUESEEA1558-24/0\0, XEREGRHAN
36007, BP—/IAd,

TR T—REBEEXREEREREogintokenlY, WMNREIRETEXHA, NERBHAFBEA T XEIRENAY
securitytokenfIFRIREZRATIE .

TokenAuthldentity tokenAuthldentity = new
TokenAuthldentity().withMethods(Collections.singletonList(TokenAuthldentity.MethodsEnum.fromValue("tok
en"))).withToken(new IdentityToken().withDurationSeconds(3600));
CreateTemporaryAccessKeyByTokenRequestBody createTemporaryAccessKeyByTokenRequestBody = new
CreateTemporaryAccessKeyByTokenRequestBody/().withAuth(new

TokenAuth().withldentity (tokenAuthldentity));

CreateTemporaryAccessKeyByTokenResponse createTemporaryAccessKeyByTokenResponse =
iamClient.createTemporaryAccessKeyByToken(new
CreateTemporaryAccessKeyByTokenRequest().withBody(createTemporaryAccessKeyByTokenRequestBody));
Credential credential = createTemporaryAccessKeyByTokenResponse.getCredential();

/*CreateLoginToken

RENE E X A IEERE R ogintoken,

logintoken@REFMAEEHEX NIBBFPINERER, AEAFPHNSH . sessionFEE.

AREEXAIBURLBERARSIEHEH, AILUERAEOREElogintoken#TIAILE .

BEXREERERE ogintokenlIEXIHAZIA/I600%>, BI105 %, BUESEE10580-12/0 0, XEIRE 91800

0, BD/ES,

TR BEMAEERERogintokenfIBHAREER F E—E3REX A securitytokenAIFRIS B RIAT 8] o

*/

CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().

withAccess(credential.getAccess()).
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withld(credential.getSecuritytoken()).
withSecret(credential.getSecret()).withDurationSeconds(1800)));
CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new
CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[FREBEX N EBERZEIRURL

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
[T EB R FEFHIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERRNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/R =R E Rt FederationProxyUrl, {EALocationiR[BIZ&iN 528,

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python ~EIKEE

VAT 515B8 7 a{afsE APy thonJRIERI B B iR = ARSS B Sithit
FederationProxyUrl, iZRBIEFEA=FRE Python EFFAZTES (Python
SDK) %,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERAERESRFRBEEXNEERER

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFinREME

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# {EAIAM userBAddomainID/ak/sk ¥IAILIEREIAME i {Service}Client, FHFBRIGIERS I “ BlIFEIAMES
R &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByToken
# EAR@ T tokensXBX IRt iA1E) 2 4B  Nse curitytokeniZ O 5XEN BB IR B 5 HYiA a1 224 F0security Token
# iEftﬂl%‘”:‘f'ﬁmStJecquitytokenHﬂ%ﬁﬂAﬁ?&Hﬂﬂwooﬂ‘, BD1552%, BUESBEN155H-24/M\8, XBEISEEVHRN
3600%>, B0—/\BY,
#iF5: T—EHRBREEXREERERogintokeny, MNRFKETHERE, NEKEAFEATFIXEIREAY
securitytokenfIFRIREZRATIE .
identity_methods = ["token"]
identity_token = IdentityToken(duration_seconds=3600)
body = CreateTemporaryAccessKeyByTokenRequestBody/(

TokenAuth(TokenAuthldentity (methods=identity_methods, token=identity_token)))
request = CreateTemporaryAccessKeyByTokenRequest(body)
create_temporary_access_key_by_token_response = client.create_temporary_access_key_by_token(request)
credential = create_temporary_access_key_by_token_response.credential

# CreateLoginToken

# KENBEX R EBEREE ogintoken,

# logintoken@RFNMALE AEXNIEAFNBERER, AEAFPNSH. sessionFER,
# AABEXREURLBER=RSESI SN, aTLMERARZEOREAIogintokenE# I TIALE o
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# BEMARIBERZEREogintokenfIBMEAZIAJ9600F>, BI1058, BUESEEN10058H-12/\0d, XEREH

1800%), BNH/NAT,

# iR BEMREERERE ogintokenf B MR BEA T _E—3kE YsecuritytokenfIRISE ATE

login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

#BEENRIEBEE R

auth_URL = "https://auth.huaweicloud.com/authui/federation/login"
# W EBR SR

enterprise_system_login_URL = "https://example.com/"
#EEFANE N =IRS IR

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# CIE= RS E R ItFederationProxyUrl, {EJ9LocationiR[EIZ5NIEEEE
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)
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BPiErm 1 ZESINESEL MFA

SHFTAESEHL MFA

11.1 ZEZEIAIILE

HARSERANE

SRTNER—MIEERRNLELETTE, CrEBERPARMERZINEEIMNE
I—E&FF. BRZEZANIEGE, BRETREN, R7EERMBAABMZEDI
(B—RBHKIE) , EHRZRMIG (FTIRSMHIIE) , SERRSMHINEES
ERBHENKSHRRERESHZEFIF.
SRTNEEENAESFIIENRERIPTR, FET7TERWIENER, BRERE
HE, BRTYHEEMARFSMNERLS, CFEEEERRWIIRNEBARIED; FET
BIFRIPRE, APEITEURRIFEY, FEEAIDIERRIARIE,

ZETMESTRANRE
SEFTMEREZIFF. MAEFIERIMFARE .

ZEFNIENANZSR

ZRRNEFENATFERFIPUNRIEERF . EFEZERINE, NWEBEHIEH
REST APIIISZEIZM,

o TR BLURKSHHUIAMARERE, KT EERNEBARFRZHED
Hb, EFBASRHIEREMASETNBEREFRIKIES, BXHAERES
7, H—PIREKSZ 2.

o  B{ERP: BURKSHIIAMABFREITEURRIER, Gl RIRSE
i f‘i%ﬁﬁ)\%%i)xiftiﬁ%EFEI’\JIEIﬁiHENT;Ts{’EiEFJE%iA, B RIRIRIEHHRAIN
PRFNIRK o

BEHEXEFRFRIPTIRERIPRINGE, B2 SURHRE.

11.2 E#l MFA

AEFTENENBINMIIEELIMFA . SMITBIPEIMFA, LIRIAMABRFEYESD
HIBREEHAM FAR FRFE FRRY SR R AT E B EIIMFA,
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12.1 FEZHIRSS
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TEITIRSS, EHNSHZERRECRNOKE. FEMEiRaeE, TRTFER
2o, GMET. BRIRGMNORENEENNBIZS

AT HESBAMIEEIRESEM, FINIRAF. MBS, BYEBRTES
HiHRS .
BAFTHR
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S MBEGEUEKSBERENS, BEEHT3; NREEUNAMBPBERENR, B8
BRREERMIAMBFEFLATIR:
e  Security Administrator
e (TS FullAccess
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SETEHSNRE, (TSIEE fi—51

A ER S ENRESEHS TAE A
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FRIE =8,

TEA BF ‘EARENFTE , BASHEITRSNHA.
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o [FE{FR=EHITIRS, (NFEHBE=EHITIRSHEXIIREIT], TFiHHSecurity Administrator
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o EEENHTECTSIRSEE, RRASEMNECZUTEEERRS, ATCREESH, &
HYBEZRRRRERS, flanelE. =%, MRS
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FEIAMIHTIRIE, BINOIRAIF . FIFES, CTORRIDRIRIRE. CTSSIHERM
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F 12-1 CTS 2509 1AM #2R1EFIZER

ERMERR HiRER EHRR

RAPER user login

FRPEREM (%5 | user loginFailed
KSEREKMAIC

=)

BFRZEH user logout

_HHINER user scanQRCodeLogin
“HBEFREW user scanQRCodeLoginFailed
OIDCE R user oidcLoginSuccess
OIDCEFRLM user oidcLoginFailed
SSOEZRAIN user iamUserSsolLoginSuccess
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BRIESR RRER SHEMR
SSOEREKM user iamUserSsoLoginFailed
ITSICERHERE | user fpwdResetSuccess
ﬁf_'y
EIEERP user createUser
12;35[&151#1’@1&\ FH | user updateUser
=
fHIERAE user deleteUser
BREZSIREBIT | user updateUserPwd
(e
EERIKERAFZEND | user updateUserPwd
EIAMBFRIER | user modifyLoginProtect
FRIPRSER
JHBFEIESFANS | user changeMobileByEmail
HRFEIEEZRS | user updateUserPwdByEmail
AVEXFBEFEIRE | user tenantLoginBySamlSuccess
RN
EAEXFBREFIBIZEE | user federationLoginNoPwdSuccess
FEEERIEERIN
RAVEXFBFIF B 4E | user federationLoginNoPwdFailed
FERERMEEW
CIZRPA userGroup createGroup
EAPAH userGroup updateGroup
HERFAF4E userGroup deleteGroup
PINFEFZEIAF4AE | userGroup addUserToGroup
MEPEMIBRER | userGroup removeUserFromGroup
RUBEVIMFAIRE | MFA UnBindMFA
HERPIMFAIRE | MFA BindMFA
elEESS| project createProject
(E=| project updateProject
fHERIRE project deleteProject
elfEEgen agency createAgency
BN FSE agency updateAgency
HIFRZE agency deleteAgency
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BRESR wiFERE BB
IREE agency switchRole
HNEEEFFRBIE | agency updateAgencylInheritedGrants
ARSSAX R
BREL TRIFFBIN | agency deleteAgencylnheritedGrants
BRI R
HEEEFEBIRS | agency updateAgencyAssignsByRole
PR
HNEFIEFLBIRSS | roleAgencyDo | assignRoleToAgencyOnDomain
IR (API) main
EIEIEINR agency updateAgencyAssignsByRole
IS MR identityProvid | createldentityProvider
er
BB MmEHE identityProvid | updateldentityProvider
er
=g ] identityProvid | deleteldentityProvider
er
BB MHEERIN | identityProvid | updateMapping
er
EFIDPTTEIRE identityProvid | metadataConfiguration
er
FINRIERFZNEN | identityProvid | metadataConfiguration
|dPTCEE er
AR AR mapping createMapping
EHThReY mapping updateMapping
IRy mapping deleteMapping
ERR MY identityProvid | createProtocol
er
EHMY identityProvid | updateProtocol
er
[T identityProvid | deleteProtocol
er
IR TIERILBIRSS | roleAgencyDo | unassignRoleToAgencyOnDomain
PR main
FIEENINE roleAgencyPro | assignRoleToAgencyOnProject
ject
EREITIENINE roleAgencyPro | unassignRoleToAgencyOnProject

ject
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BRIESR RRER SHEMR
EFWSERKEE | SecurityPolicy | modifySecurityPolicy
BRI SRS SecurityPolicy | modifySecurityPolicy
EITAIAEEIFIER | SecurityPolicy | modifySecurityPolicy
EHKSEREEE | loginpolicy securitypolicy
BRI SRS passwordpolic | securitypolicy
y

EFTpEEETIE | acl securitypolicy
EUEERP domain createDomain
EHEF domain updateDomain
fRIERFEF domain deleteDomain
OIDCHAXEZRLM | domain oidcLoginFailed

EM B E X KRR Policy createRole

(&2 E E MRS Policy updateRole

B B E M ERRE Policy deleteRole
FPEFMEFINR | assignment createAssignment
(API)

FFHEFINEBINR | group updateGroupAssignsByRole
BRFBEREBNR | assignment deleteAssignment
Bl K AAK/SK credential createCredential
BEHTKAAK/SK credential updateCredential
fRIBR X AAK/SK credential deleteCredential
{ZF. BHAK/SK | credential updateCredential
AP, £WIRE. | assignment grantRoleToUserOnEnterpriseProject

SRERIEAY

BRRAF . EJlIn
H. REEENX

enterpriseProj
ect

revokeRoleFromUserOnEnterpriseProject

EHEWIRBEAFA | enterpriseProj | updateRoleFromGroupOnEnterpriseProjec
R ect t

elfEIZZ) b2z group createGroup

IR FZE group deleteGroup
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SRFRETRAYRIFICR .
AN EIMIERFRITHRS SRR S EERSE&EIT7TRAIEFCR:
o TENMREMIIREEHFITEM
o HIRNREMIIREEFITEH

(s FEPR

o EBEKSRIRNEBHTTIIBIZHIHEREE D, 2RKSHEHRETKSECH
EHINERNEEEES, EFARERREEAOBSIEFES, thall RIHRE
IS AL ERICTS /system AT R FEEEE .

o MAFBE=HIHEHAEREEERE/TRIVRECR . NREZTTBII7RAVR
fRic®, BRECEEMEEINREFMEIRSS (OBS), ZAEOBSHEREEREN
#. BN, BRBTEEMR7RLABIRIRIFICR

o = EERFE, 19HRTIUBE ZHIHEH aEREEEEMHEFCR, 59WE
ZAEE T EHIHE S ERHIEREFHRIFCR.

EFREHIIREEFITEMH

1. BEREEEFIS.

2. BEAA — , %R ‘SE5%E > ZEITRS CTS” , BAZHITRSR
o

3. BEAMNSHNE “SHIIR" , HEAFHIIREERHE,
EHRTIFBESRERREEINANRESY, EOLIEREREE—
S mISR
- BHAEIR BASHRIBIR.
- SHID: WMASEHID,

- BEREE: MARENER, SZBHMERRBELRREIREEXINAY
APIZIRERTRBRRZRESHAT, ZFEBAZ.

- %iﬁlD: BMNZIRID, JZRFERBTRRIDIRRCIELMAT, 1ZFEH
- =mRS: ETNERIEEN NSRS EIR.

- EIFRE: ETNEPEEYNAYRIRSEE,

- BERF: ETRIEPEE— ISP ERRIRIERF.
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—In,

" normal: FTRIBIERIN.
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- O, TUAENEHIIENETEE ., BRERNETTE
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(AJik ) FEfThREBMYIRIRE, 2EALEHRY “REIRMR” %8, AITEEIRR
EHFIRTE

HFIBRSEHIIREEF TSN
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BEAMSHMMAT “SHIIR" , BASHIIREERE,
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a8, FREEWT:

- SEMASEE SRR, RIRREGRSER, £ MIERRETEaEG.
. 1SRN RIRIDIHIERS, TEFNMAFETBFAIEIRID,

RRBUZEMBIRIFIEN, EFEEENBARISEGETR.

SRBULRRRAIIEEN, BRERNFNMAENTBFIIRRES
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- BERRF: ATEPGREE—BARRRERR, R ERPERP%S,
AR o

- B ANEAN “FiBEEEERE)” ¢ “Normal” . “Warning”
“Incident” , RolEFEEP—IR,
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- BE ‘SH7 HH, cHIRSSBEEIERUCSVIEIRIFRSHSH,
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EREEASME, BF ‘B .

EEMIERE, CETUSHRECR SRS .

- BE ‘SY B, SEHRSSISERERIUCSVIEINERSIESE,
ZCSVIHER T RRERERNFTESEMH, BRSSH5000%(E8,

- xEClm, TN SEHRELRNSTEES.

EFETENEHEM, BE ¥ BAZICRFMRER.

HEE FERE B 8D @ FEEE D S5 @ BERR @ AR T

EFESENCRAN, £ “EFFH , SRE— BRSNS
BRFRER .

BEESH

{

“request”: Y
“trace_id”: “676d4ae3-242b-1lee—9200-915%eeefadac”,
“ecode”: Y200,
“trace_name”. “createlockerConfig”,
“resource_type”: “dockerlogincmd”,
“trace_rating”: “normal”,
“api_wersion”: "
“meszage”: “createDockerConfig, Method: POST Url=/v2/managefutils/secret. Reason:”.
“source_ip”: " i
“domain_id”: "
“trace_type”: “ApiCall”,
“service_type”: “SWR",
Yevent_type”: "system”,
“project_id”: "
“response”: 7
“resource_id”: "
“tracker_name”: "system”,
“time”: “2023/11/16 10:54:04 GMT+08: 00",
“resource_name”: “dockerlogincmd”,
“user”: |

“domain”: {

“name”: "
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RRZE BRI T :

AEBREWHMCERRIE. IAMAR . AFPER
B, SUREE. B . Z2IREMNBEEIAMERIFCR

=z
BTlo

2019-01-22

BTRRERKEM
RRZE LRI
g (AN ) DEEENR (HEEHIHRE) &1,

2018-08-30

FHIMRERX R
RRZEGIAIIT:
ZRIGEPHIRRE “‘RIEEBRE .

2018-06-29

BT=RERKRM

RXRZEGIFINT

o BBIAMARGIE “‘BEEEEFN" TR,
o IMEFEZHITRSET.

o FMBEEHEITSEHED.
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H—BDINIE
FFisr

14 (Z1Tic®

HE

EiTicR

2018-04-30

B+TRERXE

AR EIRBBIIT:

o A 2-EIEETHRIAHIEHIANE,
o FMBEENRIEET.

2018-02-13

B+ —RERKRM
RRZEIHBAIT:
BIEREE (EIEHRIF ) PHIERIEEEIRIE

2017-12-15

BEHXREXER
RRZE LRI
MR IRIRIAE T, INRIEBFIFBESE BRI

2017-07-27

FENRERE
IR EIAIT

SR QEBRMUBP IS RFBIREFIF R
BEITHIERNE .

2017-06-28

B)UREX &R

AR EIRBAINT:

o &M “Server Administrator” BRI
o (B2 “VPC Administrator” #BRIEIR
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https://support.huaweicloud.com/usermanual-permissions/iam_01_0001.html

H—BDINIE

BFEr 14 {&81JiE%
S BiTicH
2017-05-19 FHXRELXEA
AR EIRBINT:

o FMBLITAS:
- “APM Admin” #pRHHIA o
- “CCS Administrator” X R#EIA .
- “CCS User” BURHEHE
- “CDE Admin” #pRIHA
- “CDE Developer” #XR#HA .
- “SvcStg Admin” #PRHHA .
- “SvcStg Developer” 1FR#IR
- “SvcStg Operator” #RIEA .
- “SWR Admin” fR#EHA
o {EEZ “RDS Administrator” X EHEIA
o MBRLATAZE:
- “te_devcloud_project_admin” X RfEA
- “te_devcloud_project_poweruser” iXPRHHIA ,
- “te_devcloud_project_readonly” tXfR¥gIA
- “te_devcloud_codehub_admin” tR#EIA
“te_devcloud_codehub_poweruser” tXfR#H
R,
“te_devcloud_codehub_readonly” #X[Ri@iA
“te_devcloud_codecheck_admin” $R#EA o
“te_devcloud_codecheck_poweruser” R
R,
“te_devcloud_codecheck_readonly” #XfR#®
R,
- “te_devcloud_codeci_admin” XEHIIAR
- “te_devcloud_codeci_poweruser” tR#HIAR

- “te_devcloud_codeci_readonly” tRf#iA

-  “te devcloud test admin” #RIEIAR,

- “te_devcloud_test_poweruser” tXfR¥EIA

- “te_devcloud_test_readonly” #R#EIA

- “te_devcloud_release_admin” tR#EIA .

- “te_devcloud_release_poweruser” iRIEIA
- “te_devcloud_release_readonly” #X[R#EIA .
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2017-04-27

BIORERXNE .

RREZEIRFINT:

o IMRCIEEIT (FHEHEE) BT,

o HE (EIE) DEEELUR (HERHEE) E

o
o FfZ “DWS Administrator” IXPRIEIAR,

2017-03-30

FRRIEXES

ARTEILBAIN T

. E% “CIREFIF” REAYEHT, RIFEIZIAMAR
B,

o & “Agent Operator” IXRHHA

o ¥t “CRS Administrator” #PRHEIA .

2016-11-30

BIREXE .
RRZEGIAIIT:
EE “WKARER” RENERH, RHEeRESED.

2016-09-30

BFZXREX K.
RRLEIHBFIT:
U BIESHRUBET.

2016-08-25

EIRERER
RRZEGIAUIT:
R “EEREERNE (D) 7 SEIRE.

2016-03-14

%_IAIEEEEE <
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