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B, BEN: RRENR.

MREBEREIAMZFISEAPASEZITIENAT, TEHRIBFERSIRS KRR,
FEERIZRSERNATIFIAM, SEBERALLIBITENARSZIERZTE, HiHZRS
FEIAMIRENR o
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H—BDINIE
FFisr 5 IREE

Rl - B E N RS
MERGRBETABEENER, SERATIMRBESIRE SSOENR, AlREEY

SRR, FETSRAFERTEECREREITHRMNITES, BEMRIEEXNRES
SREERYT AN e . BRIAMSITAILAIE]. JSONIREIRF B E X RESECE TS 0.

5.2 &

ABRIAMEBIIHRHA—MRIER PRI TFERAEE X ANPRAIERLZ ZAH o 12
LIRSS J9RIE , RMBIRAIRSEXABATRN . ABHAERHERFXIBMLE
RVER, TEFTERERIWIIIRE/IMEIIZEEEERK,

ATEAZZRSZEAFENSEKRXR, EtGAFRSARAETAREN, FE5
K tRe—HRFZAPSARE, RERER. BREESR: KEiRen

B
£JRSPRE!

WREERIGR TSR TR,
ABRE

SELRPAEFERERN, BRI v , JUEERBHNFHAAS, LL “DNS
Administrator” 795, iHEBRENNEA.

5-1 DNS Administrator RS

EECE0) | ARGESASESITR 2mn v | mEEEE v || mEm v || DNSAdministrator
a5 2w

DNS Administrator
P R —— Py

"Version": "1.0",
"Statement": [
{

"Action": [
"DNS:Zone:*",
"DNS:RecordSet:*",
"DNS:PTRRecord:*"

1,
"Effect": "Allow"
}

1,
"Depends": [

"display_name": "Tenant Guest"
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H—BDINIE
FFisrm 5 IREE

"display_name": "VPC Administrator"

SEUHAA
& 5-1 2R
S8 aXx =]
Version AEhIhRA 1.0: REETFTHeEaHaEs,
Statemen | Action: 1BESUR B RBZ2RREEIEE
t: AR "DNS:Zone:*": FERXIDNSHIZoneFiG
BenE 121E, Hrh “DNS” AIRES;
BIET “Zone” REEEEL; “*7 RBET,
FrxIZone R BB n] LIMATER B 1R
{’EO
Effect: {E z’E)‘éActionﬂF o Allow: FIFHIT
3 gﬁﬁﬁﬁm o Deny: FAUFHIT
ol

HRE—1ActionfyEffectBEBAllowX BDeny
Y, BiEDenyfftschIEN,

Depends | catalog KB ERT | BRSER. HIa0: BASE. VPC,

: BRS
BEEIK | display n | RIMES | AESH.
UES S ame R 5288

BRAPEEF AR “DNS Administraor”
e, YWRRRNAXZAEKENEE
“Tenant Guest” 1 “VPC

Administrator” , “DNS Administraor” 7
SHEW,

THREZAGKIMER, 52E: RFHFN
BEO

5.3 5%
5.3.1 FEERHAS

HJIBREREZMEEREMESHINE, NTH TIEARE .

=E=p NS
SE EEMSHESEE BPR” , SEFRNOAPE “BIE" ST B .

L2 ERFEIEERIREY, BERERIEAY v , oILAEERBIFEARNS, LURRRE
“IAM ReadOnlyAccess” 3l
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H—BDINIE
FFisr

5 IRETE

5-2 IAM ReadOnlyAccess SREERS

SECA0 | ARRESAASMEE | 2@aE v || mazEs v || EwEmw

B

"Version": "1.1",
"Statement": [
{

"Action": [
"iam:*.get*",
"lam:*:list*",
"ilam:*:.check*"

1

"Effect": "Allow"

}

1
}

e

5.3.2 RE&IE;

THELIOBSHBEENX RG], 1HAREEINEX.

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"obs:bucket:ListAlIMyBuckets",
"obs:bucket:HeadBucket",
"obs:bucket:ListBucket",
"obs:bucket:GetBucketLocation

n

1
"Condition": {
"StringEndWithIfExists": {
"g:UserName": [
"specialCharacter"
1
h?
"Bool": {
"g:MFAPresent": [
"true"
1
}
I
"Resource": [
"obs:*:*:bucket:*"
1
}
1
}

1AM ReadOnlyAccess

46
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FFism 5 IREE

SREGLEHE

FRRLEEHIEIEVersion ( FER&ARAS ) F1Statement ( FEIEARIER ) BB, Hep
StatementA]LAB 2, FTRARAUSIR,

5-3 ZRERLEHS

Version Effect
Action
Statement 1
Statement 2 > Resource
Statement ... Condition

REESE B EVersionFStatementfELD, FTENABRIESEIFMAE, TREKIES
HE, BEOULURBEZSEEN R, WBENRIEEREG .

% 5-2 FIESHUHEA

2% ax =1

Version REEAIRRA . 1.1: KERETFRIEEAEEE,
Statemen | Effect: {E | EXActionHJE | o Allow: RiFHIT,

t: H 1’E$2|3E7?E|;§ﬁl¢$ﬂ e Deny: FAIFHIT,

SRESRIEZ 7o =1

BES LE—MActionfEffectBEEAllow XA

Denyfd, E{&Deny{t5ca9ERN
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H—BDINIE
FFisrm

5 IRETE

axX

(=]

Action:
IR

ERAFABR

1B “IREZRBRRBRE
BN R BE A S*, BEHFSER
THA . BNIAR S ANE,
IR
"obs:bucket:ListAllMybuckets": Z&
TEEOBSHHFIFRINE, HAobsH
AR5, bucket/aRIRAEEL,
ListAllMybuckets 9#1E .
EEILMERINIRSS “APISE” R
hEHFZRSEAEFEIN, N0BS
AN

Condition
s

{(ERER RIS E
54, SEFGE
EEF .

B “‘RsEF (MR (&
HE1,&HE2]Y - HA, RE4E
AXHKINE,

MR EZNEME, RIHER
BEMRT, ZRIEAEL

~fal:

"StringEndWithIfExists":
{"g:UserName":
["specialCharacter"]}: FRIHP

HNHIFPZ LA "specialCharacter"
A% Sstatement&E .

Resource:

R,
RiIRSER

SRERFRERIRYER
o

B “BRSSE region:domainld:i&
TREBLRRRR” |, RREEIRE
oS, BRGS"RrE. RR
ERARHKRNE,

SR EENNRRSIRR
ERIBN: TIIAMEER ERE
=BRSS5

)

e "obs:**bucket*": FRETEHY
OBSH&

e "obs:**:0bject:my-bucket/my-

object/*": Fxmy-bucketfEmy-
objectER FRIFTBXIR .

o K@

FHRRRTRIEEDR Condition FTTEFRIR(E. RIBEFREE, DHERFMH
BAARSS F5E.
ERRFMRE (BRI ) ERTIAEEME, IAMIBHRMEEEME: BA
ERFHEMEMEEFRMR

BRERF&MHE: EENIEYD, cRBSIEFERUBABHER,
IAMBE BRI SN #1E5S

N BREE&FER
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H—BDINIE
FFisrm 5 IREE

" Hth2REM4E: EENNIET, IAMBEZRSRFEMHEEFE
o (MBS EXENTIRS IFEMERFEHE.

- RSBEEME (AIRARSTHES, tobs:) (NERTFIIMARSAMERIE, #FI5
52NN IRSHIFAFER, WOBSIERSEM .

& 5-3 BRzRFMHHE

EREMHE St 15388

g:CurrentTime | AYE] BWEIERUERAETIE . LA 1SO 8601 H8TF
=, BlEn: 2012-11-11723:59:59Z, R~EIZR
1,

g:DomainName | FHFE | IERENWSEIR. ~FISH2,
g:MFAPresent mRME | REERAMFAZREZRINES K Token, Rl

203,

g:MFAAge HiE BIEMFAZ EZFEINIE S TUIRENAY TokenRI A X AT
K, ZFHEEMg:MFAPresent—#e(EH , 451
&4,

g:PKITokenlssue | B/ PKI TokenB9&&H3E], LAUISO 8601#&FE =,

Time Blgn: 2012-11-11723:59:59Z,, FHIEN5.

g:ProjectName | Ff&feE | MBEM. R~AISH6,

g:Userld FHFE | IAMAERID, REIZRT,

g:UserName FHFE | IAMBER&. =~fI&N8,

& 5-4 Hith 2354
LREEHE | XH 48R

g:Sourcelp | IP 153K FRYIPiBLE
Address

g:SourceVpc | String BRAFPRIVPC ID

g:SourceVpc | String B3RP AYVPC Endpoint ID
e

g:TagKeys String TR

g:ResourceT | String | BiFrEEE
ag/{TagKey}

a. g:CurrentTime

T FRAAPEILZERTE2023F38 1H8 SRt =A18]2023FE3830H8 2
BILABIRIAMESE, i3 FHEHg:.CurrentTimeR{HBEAIRFEIREIR HUTC
Ad18] .
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H—BDINIE
FFisr 5 IREE

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"DateGreaterThan": {
"g:CurrentTime": ["2023-03-01T00:00:00Z"]
L
"DateLessThan": {
"g:CurrentTime": ["2023-03-30T00:00:00Z"]
}

1
}

b. g: DomainName

Bl BB RPzhangsanAJLABIEESE .

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g:DomainName": ["zhangsan"]
}
}
1
}

C. g:MFAPresent
Tl RREREBIRINB G EIERSRA T MFAINIEE A BT LASIRIAMZESE

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"Bool": {
"g:MFAPresent": ["true"]
}
}
1
}
d. g:MFAAge
. JRIBEREFIRENB 5 EIERT R A T MFAIAIERYRT B4 2K F-900s 4 AT
LABIZIAMZEIE,
{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
" NumberGreaterThanEquals ": {
"g:MFAAge": ["900"]
}
}
1
}

e. g:PKITokenlssueTime

R~ FREBPEILTAYE2023538 1 B8 EpiiERE &BIPKI Token®JLAS!
EIAMEFIE,
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(AR
SREEHg:PKITokenlssueTime {4 {EAYRTIEIE X A UTCRTIE
{

"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"DateLessThan": {
"g:PKITokenlssueTime": ["2023-03-01T00:00:00Z"]
}

}
1
}

f.  g:ProjectName
T RRERERRAEECESREEI LR A A LARIRIAMEIE.

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
" StringEquals ": {
"g: ProjectName ": ["cn-north-4"]
}
1
}

g. ¢g:Userld
=~ FTREPIDAxxxxxxxxxx--- B FP 7 AT LABIZRIAMZEIE .

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: Userld ": ["Xxxxxaxxox:+"]
}
}
1
}

h. g: UserName

) FRRARlisiA R LASIZIAMZESE

{
"Version": "1.1",
"Statement": [{
"Effect": "Allow",
"Action": ["iam:roles:createRoles"],
"Condition": {
"StringEquals": {
"g: UserName ": ["lisi"]
}
}
h
}
- Z(ERM4EE

i.  ForAllvalues: MHHIBRERIBNHRAVERDHFMHRENFE. IR
IERPNENTREHSREBEPHED—MERE, NRMHAFREtrue,
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FFisr

5 IRETE

{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"ims:images:share"
1y
"Condition": {
"ForAllValues:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"

I SRREHIARI X FiERE Aitett ;E’Jﬂ_,\':F'ﬁﬁﬁ HIRRIZIRE
orgPath1. org Pathzj\z%org Path3 BARTFHE,

BIE kBB HEE S G RBNRForgPath1, orgPath3 FHIEKR, A
PUECEIN .

RIS R BB ZH R AAAIRZorgPath1, orgPath2. orgPath3.
orgPath4 FHIRkR, RESILACKM

ForAnyValue: MIHIBREENEL - RESSFHREENED
— AR . INRIERPAYHT— M RESKREPIVEH T FHE
Pthc, NSHROtrue, XNFiRBLEARETHIES, FMRME

false,
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"ims:images:share"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"ims:TargetOrgPaths": [
"orgPath1",
"orgPath2",
"orgPath3"

RIS AR FERE LREHZRVARPE—PHAREZ
orgPath1. orgPath2@#&orgPath3, ABARIFHE,

BRINBRE VL= EGRAHEDKRorgPath, orgPathd FHIELR, HE&
PLECRYIN
RINBEREBHZHRAGARIRRorgPath4, orgPath5 FHIRLR, HREE
PLECEI o

FRzHZE
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FFisr 5 IREE

& 5-4 ZgizEZiEREE

FHRE
FH=E/M1:
S £M4E1A OR £M4E1B: £H4E1C
AND
SAFR2: Z{HE2A OR £{HE2B
AND
FHHzE2:
FM4E3: FME3A
a. MWFE—FRMHRISNEMHE, RAOREZEZE, INEKERBRHEER

LEENEE—NFAENRE]true .

A

SEEMRTAES XAIRHE (FIg0: StringNotEquals ) , NIEREZERS
HzE AL ECRIFRBRIRMHE.

b. E—EZEEFTHARRZMEEZE, REANDIEEIZIE. AREEEMZE, X
FHANDIz&iZ4E,
o =R

BERFSEME. M E—RARRENEEFINED, JEKEEFHFBRZEM
BF, SREEAREEN . IZEFILUGINGEE “IfExists” , TR MNIERE AT H
BEMANSREIIEHERER, T “StringEqualsifExists” FRiaRENTHKIS
KRESFTFRHEIFRBEN . BEMFAFFREZER, REPUNFREMR
BB, AXDKRNE,

- String28Y

2= 5-5 String EBIUZEF

el IERF/F 15iRH
String StringEquals BRESEE—NEEEHER (K
DRNE) .
StringNotEquals BEXRESPHERMHHERNARE (XD
XNE)
StringEqualsignoreCas | IEXK(ESEE—N&ZMEEER.
e
StringNotEqualsignor | IEKESHE&MHEEARE .
eCase
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5z =12 5 RETE
it =R ot
StringMatch BEREFSESE—NFHHERIEN

AR (KHKNE, ENFRIAR
IN3ZH7F0?) o

StringNotMatch BRENFETERMHHERENZE
X (KPANE, ERZFRIETN
ZIFE?) o

?_ﬂﬁur IEEAFB&9ZhangSanfiERE A BEBEIREVIRAR . SREIRITH
o
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:object:GetObject"
1
"Condition": {
"StringEquals": {

"g:DomainName": [
"ZhangSan"

- Numberzsg!

2 5-6 Number BI85

il IEEFF 38R

Number NumberEquals BREFTEE—EE.
NumberNotEquals BREAEFTHERME.
NumberLessThan BXRENFEE—NEMHE,
NumberLessThanEquals | iIBRE/NFHIEFE—NETFEH

&

NumberGreaterThan BREXATFEE—FMHE,
NumberGreaterThanEq | iIBREAFHEFEE—IF
uals HE.

=~ BRE—IRE&Z A LATEexample_bucketiBHFIH 10N RTR
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
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FFisr

5 BRETE

"Action": [
"obs:bucket:ListBucket"
1

5
"Resource": [

"OBS:**:bucket:example_bucket"

1
"Condition": {
"NumberLessThanEquals": {
"obs:max-keys": [

po
]
}
}
}
1

}
DateZEE!l

% 5-7 Date £BUZEG

-3t} EEAF Lol
Date DateLessThan BREBRFEE—NRHEHE.
DatelLessThanEquals BXRERTHETEE—E
HE,
DateGreaterThan BRERETFEE—RHE.
DateGreaterThanEqual | iEKk{EMFHZFFEE— 5
s B,

B ERE RBE7E202208 B 1 HRICIEE B EIR .

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"obs:bucket:CreateBucket"

1

"Condition": {
"DateLessThan": {

"g:CurrentTime": [
"2022-08-01T00:00:00Z"

BoolZEHY
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FFisrm

5 BRETE

3% 5-8 Bool BU=EH

il EERF 15d8A
Bool Bool ZHERNRE: true.

false, IBREZTFEME
B,

) EREVIERFE T MFAINERNEIEA SUESUEE XK AIBIREH

{
"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:credentials:updateCredential"
1,
"Condition": {
"Bool": {

"g:MFAPresent": [
"true"

- Nullsy

% 5-9 Null EBN=E%

Sl =EAF izl
Null Null FHERIR(E: true. false, &

{Etrue, ERIBERERNFELE
{EAnull; SHEfalse, BRI
REGRFEBRER Ul

B BERENCIREEROIERTVPC,

{
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

" obs:bucket:CreateBucket"
1

"Condition": {
"Null": {
"obs:SourceVpc": [
"false"
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- “IfExists” IZBEFER

BRNUlEE LAY, SR AT IR E R TRAIAREIRINIfExists, £l
40: StringEqualsifExists, SNRIERIASHEFESMEE, WIKERRIRATA
RHITICES . MRIZBAFE, WNZRMITTERILECERE Htrue,

5.3.3 SRERSEAGINY

RPEREHIEERE, RFERERFHRIRTRIGEREPAIactionH TERFIRT . &
AFLE0T :

5-5 REEENZIEE]

EHEN

EREER © Deny IREDeny

i
. '

e - Allow iREAllow

IREIDeny

. BRPERIBEER.
2. RHiE FHP%&&%E’J%HQEP—HMEYSUF AYaction, L5EFHKkDenyi5<S . AR
F|—MERRIDenyiE S, REHEIREIDenyRTE o

3. WRREHKEIDenyi5S, RFEIHERT BRI TAlowWIES . WNRIKEI—
MAllowig<, RFEREIAlloWRE .

4. WMRHAZIAloWIES, RERENDeny, ENER
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FFisr 5 IREE

54 RERBERIFE

B RFRREE ( BPABRIESRIREEY ) SRt TR, MAVRIRZIRETF2020/2/6

22:30:00 ( tRAYE) ) EXER . RRFEE RIS RAREZIRANER,

==

a0 sE, BRUCER . [RIRRFKEE AVersion 1.0, Br&RFHEEKEE AVersion 1.1,

SHIAMBRE T TR o

*&5-10 RARIEERFB

AR5 [RIGRARIERIR ERRRRIERIR
AOM AOM Admin AOM FullAccess
AOM Viewer AOM ReadOnlyAccess
APM APM Admin APM FullAccess
APM Viewer APM ReadOnlyAccess
Auto Scaling AutoScaling Admin AutoScaling FullAccess
AutoScaling Viewer AutoScaling
ReadOnlyAccess
BMS BMS Admin BMS FullAccess
BMS User BMS CommonOperations
BMS Viewer BMS ReadOnlyAccess
BSS EnterpriseProject_BSS_Ad | EnterpriseProject BSS
ministrator FullAccess
CBR CBR Admin CBR FullAccess
CBR User CBR
BackupsAndVaultsFullAc
cess
CBR Viewer CBR ReadOnlyAccess
CCE CCE Admin CCE FullAccess
CCE Viewer CCE ReadOnlyAccess
cal CCl Admin CCl FullAccess
CClI Viewer CClI ReadOnlyAccess
CDM CDM Admin CDM FullAccess

CDM Operator

CDM
FullAccessExceptUpdateE
IP

CDM Viewer

CDM ReadOnlyAccess
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PP 5 IRETE
ARSS RIS RS RERZR EIRRSRIEEIR
CDM User CDM
CommonOperations
CDN CDN Domain CDN
Configuration Operator DomainConfigureAccess
CDN Domain Viewer CDN
DomainReadOnlyAccess
CDN Logs Viewer CDN
LogsReadOnlyAccess
CDN Refresh And CDN
Preheat Operator RefreshAndPreheatAcces
s
CDN Statistics Viewer CDN
StatisticsReadOnlyAccess
CES CES Admin CES FullAccess
CES Viewer CES ReadOnlyAccess
cS CS Admin CS FullAccess
CS Viewer CS ReadOnlyAccess
CS User CS CommonOperations
CSE CSE Admin CSE FullAccess
CSE Viewer CSE ReadOnlyAccess
DCS DCS Admin DCS FullAccess
DCS Viewer DCS ReadOnlyAccess
DCS User DCS UseAccess
DDM DDM Admin DDM FullAccess
DDM Viewer DDM ReadOnlyAccess
DDM User DDM
CommonOperations
DDS DDS Admin DDS FullAccess
DDS DBA DDS ManageAccess
DDS Viewer DDS ReadOnlyAccess
DLF DLF Admin DLF FullAccess
DLF Developer DLF Development
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s 5 BPRETE

ARSS IR RS RERZR ERRSRIESIR

DLF Operator DLF

OperationAndMaintenan
ceAccess

DLF Viewer DLF ReadOnlyAccess
DMS DMS Admin DMS FullAccess

DMS Viewer DMS ReadOnlyAccess

DMS User DMS UseAccess
DNS DNS Admin DNS FullAccess

DNS Viewer DNS ReadOnlyAccess
DSS DSS Admin DSS FullAccess

DSS Viewer DSS ReadOnlyAccess
DWS DWS Admin DWS FullAccess

DWS Viewer DWS ReadOnlyAccess
ECS ECS Admin ECS FullAccess

ECS Viewer ECS ReadOnlyAccess

ECS User ECS CommonOperations
ELB ELB Admin ELB FullAccess

ELB Viewer ELB ReadOnlyAccess
EPS EPS Admin EPS FullAccess

EPS Viewer EPS ReadOnlyAccess
EVS EVS Admin EVS FullAccess

EVS Viewer EVS ReadOnlyAccess
GES GES Admin GES FullAccess

GES Viewer GES ReadOnlyAccess

GES User GES Development
ICITY iCity Admin iCity FullAccess

iCity Viewer iCity ReadOnlyAccess
IMS IMS Admin IMS FullAccess

IMS Viewer IMS ReadOnlyAccess

Image Recognition

Image Recognition User

Image Recognition
FullAccess
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FAF$5rs 5 BPRETE

RS FUARGRIE SR ERRFERIEER
KMS DEW Keypair Admin DEW KeypairFullAccess

DEW Keypair Viewer DEW

KeypairReadOnlyAccess

KMS CMK Admin KMS CMKFullAccess
LTS LTS Admin LTS FullAccess

LTS Viewer LTS ReadOnlyAccess
MRS MRS Admin MRS FullAccess

MRS Viewer MRS ReadOnlyAccess

MRS User MRS CommonOperations
ModelArts ModelArts Admin ModelArts FullAccess

ModelArts User ModelArts

CommonOperations

Moderation Moderation User Moderation FullAccess
NAT NAT Admin NAT FullAccess

NAT Viewer NAT ReadOnlyAccess
OBS OBS Operator OBS OperateAccess

OBS Viewer OBS ReadOnlyAccess
RDS RDS Admin RDS FullAccess

RDS DBA RDS ManageAccess

RDS Viewer RDS ReadOnlyAccess
RES RES Admin RES FullAccess

RES Viewer RES ReadOnlyAccess
ROMA Connect ROMA Admin ROMA FullAccess

ROMA Viewer ROMA ReadOnlyAccess
SCM SCM Admin SCM FullAccess

SCM Viewer SCM ReadOnlyAccess

SCM Viewer SCM ReadOnlyAccess
SFS SFS Admin SFS FullAccess

SFS Viewer SFS ReadOnlyAccess
SFS Turbo SFS Turbo Administrator | SFS Turbo FullAccess
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FAFt5rs 5 IREE
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}I
{
}I
{

1
}
]

BIRENUTHS, WEFBRARERSZFRIAF A AJohn Smith, John Smith/E
F “admin” 1 “manager” FAF4H,
{FirstName: John}

{LastName: Smith}
{Groups: [admin, manager]}

any one of, not any of {45/

any one of, not any ofS5empty&4AE, XA PMFFREINE— 1 HRE, %EFR
geRFiEFtlocal PRI S RIFF . FREALATRBIR, (RE— G “{0}” BF#remote
HRARE— N EmptyRHFEFR, F - groupI— M EIERIEadmin,

o  UUTREAFREKIAFEIAMBRIEREA “remote” BIE—NEME, BD
UserName., FRIBFIF4E “admin” . iZMUNNIITEIdPHETF “idp_admin”
FFENBFRER.

[

{

"local": [

{

"user": {
"name": "{0}"

}

B

{
"group": {
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"name": "admin"
}
}
1
"remote": [
{
"type": "UserName"
b
{

"type": "Groups",

"any_one_of": [
"idp_admin"

1

}
1
}
1

o UIRBITAFRFEEAMPETS I TREFE, SHEERANI TR,

AR RBIRREXFBAEPEIAMABRIAREZ S “remote” RIZE—NEME, AP
UserName., FRfERF4E “admin” 1 “manager” . iZ#NUMXXITEIdPHETF
“idp_admin” FAIFHENAFPEY.

[

"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name":"admin"
}
b
{
"group": {
"name":"manager"
}
}
1
"remote": [

{

"type": "UserName"

"type": "Groups",

"any_one_of": [
"idp_admin"

]

}
]
}
]

- BRZENUUTHIS, BT John SmithEBF “idp_admin” FAFH, FRLASSIF
ZFBFBEERAE,
{UserName: John Smith}
{Groups: [idp_user, idp_admin, idp_agency]}

- RIBEANLUTEIS, BT John SmithRETF “idp_admin” FBFA, FrLlix
MNXFIohn SmithA&ERL, AFeiFlohn SmithipiElfER=,
{UserName: John Smith}
{Groups: [idp_user, idp_agency]}
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BHRIENRARIFEGE

IREILAERMEBISE— “"regex": true” ARERTREATIGIAENTENSRFITE
ZFR.

AR RBIFRTFZANIIEIdPHRAREZLMEEEFL, “@mailcom” FEENBRE
M, FEIAMBRIAERE A UserName, FRigFBBFPEA “admin” |
[

{
"local": [
{
"user": {
"name": "{0}"
}
b
{
"group": {
"name": "admin"
}
}

1
"remote": [
{
"type": "UserName"
}
{
"type": "Groups",
"any_one_of": [
"*@mail.com$"
]

)
"regex": true

1
}

FIHBESTH
SAFME, Ll “2ES” iAREs.

AR REIRTZRMNRSIBEAREFIdPRY “idp_user” B AEFIdPRY “idp_agent” F3
PLANBFBRARER . JNFERAR: FEIAMPRIABRE R UserName, FriERFEN
“admin” ,
[
{
"local": [
{
"user": {
"name": "{0}"
}
%
{
"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "UserName"
%
{
"type": "Groups",
"not_any_of": [
"idp_user"

]
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"type": "Groups",
"not_any_of": [
"idp_agent"

}
]
}
]

U EMISRETF -

[
{
"local": [

{

"user": {
"name": "{0}"

}

b

{
"group": {

"name": "admin"

}
}
1

:
"remote": [

{

"type": "UserName"
{
"type": "Groups",
"not_any_of": [

"idp_user",
"idp_agent"

}
]
}
1

SN HNAES TG

ZMNAE, RRESBFRAERBERARE.

RRPERE—ESNBARE, FERlseREIE— 1 RPEMNER, &
WERNTZARIFIAFRER; MAFPANBREESFNRFEZTRNES . —Fht
REANSHNEELSNRICAFRRERESHFERENE . XHNERERIFESS

121 58

AT RBIFRREXIIdPHRETF “idp_admin” FFPENAREY, FEIAMFRIARER

UserName, FR@FBF4ER “admin” .

"name": u{o}u

"type": "UserName"
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FBFisE
1
L
{
"local": [
{
"group": {
"name": "admin"
}
}
1
"remote": [
{
"type": "Groups",
"any_one_of": [
"idp_admin"
1
}
1
}

]

BIRIEANLLTHIS, BFJohn Smith/EF “idp_admin” AP, ELLIHRNIXFIohn

Smith&% ., ZEIAMBEIEFZAJohn Smith, FREBFER “admin” .

{UserName: John Smith}

{Groups: [idp_user, idp_admin, idp_agency]}

NHShRA 48 (2024-12-12)
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1 O BENXSHHE

10.1 EFAEFEHEEBEX BHIEEELER

RERIEIWIdPARIFFSAML, OIDCHMY, AJLAMERBEEXBMHNIE, BidREH3
RISENREREE, ERIAFBEIEWIIPEIESSE, BIEREIR,

gL="

AR

BEMXBPRIBERTASZIESAML, OIDCAIEIIdP, WNREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECRERBSMINESIINAFERE I EBRAKSBREREN

Lo
HURS
o DUBHPIEERS.
o RUEEREEHZ CEMRTAMEIKS (KSELDomainARAl) , HELE
IAMFEIZ A (PR LIGroupCHfl ) FHEFAgent OperatortliR, BiF
BikiESn: SIRRAPEHEN.
BAFTER

$I81 EDomainAFREIZIAMAR ( BF&LAUserBAfl ) , FHINIAGroupCAHRFEF, Bk
BiEiE2n: BRERNAER.

[MERITY:
IBEIANZIAMB R XIHRIERRIEARRS . FELNAMBRIBEAR, F5%: BF5IEN
IAMAFER.

$IE2 1EUserBRUIHIRIEIAS AP B (HEEFERHOES ) BEERIWIdPHEE G
qjj’] L‘/{EX%EHS{%Pi)\iEtoken%DiJﬁ)ﬂAPlo NTREENKSZE, ZHRMNHaZARE
WHNZETFE

$I3 FEIAMERIEENSHEIER "8 , BEaLHEH “ IEFR
$R4 EOIEZERNE, REFHSH

“FHEZTR” LA “testagency” Jf5, “ZFTHEREBY AR ‘TEKST , “&EiE
MKS " S “DomainA” , “iFERTE" RIBEARERIER, #8E “T—=£7 .
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10-1 BIEHRIE
=5 | SRS
* ETER testagency
& FEFam E:l:] EERES
T e e BT R
=RE
SRR R A A TR
* EFEHES DomainA
# 5T FA v
= SEAETES

SIS EENREERTEE, AGEZERTFRITIMNIR, H[FETEN.

186 EIdPEIEAFE “testagency” ( SEBATHEILZFRER ) , B AL
FiIZBEIAKRERA, BFEHEEXNRBEREARNAENR, BEREiEE20
AV IdPEEENSZAS .

ST tUABAREZEIREWVERRSE, HatlIdPRIEEXKE, NEBIIE (BHEE
SESRXEHEFIIETYIER, REARPRKANZLEIER ) MEREEFERNE
¥, BB EESREWESBRSAFEINE,

(MERIY:
BEMARBIZITTIREE PRI A FEB RS A= BRI RIE B FRIIZE,

$IE8 IdPEENKIBIRIEERIE, EHIAMAR userBAJtokeniAFEAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , 3RENEHIGATE{5A9securityToken, EAAGEBES
W @i EICIRENIERTAK/SKFIsecuritytoken

(MARY:
B ZEikEsecuritytokenBt, iERIAPHIESsession_user.nameS#,

$9  mIlIdPEE X IBEHIRENEIRIGETAK/SKFsecuritytokeniBid £ 51843

( iam.myhuaweicloud.com ) JEFAPI ( POST /v3.0/0S-AUTH/securitytoken/
logintokens ) SRENEFZEEloginToken , EFREWE(IFResponse HeadershaIX-
Subject-LoginToken, SREXARXiEEN: FMEEMEEREIR.
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[MERY::

e iEFAPI ( POST /v3.0/0S-AUTH/securitytoken/logintokens ) $XEV&FRZEEloginTokenfT,
EEFALBER: iam.myhuaweicloud.com,

o logintoken2RAMAELBEXNEBEAFPNERER, AEHEFSM. sessionFEE, B
INERERS1094 . VAFEFederationProxyUr B R=IRSBIEHIEHT, FE(EHlogintokenift
fTINIE

e ARIAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) BFRJLAIZ & logintokenfBE
AYiEl, BYHERECEN1058~12/0 0t . MRENBEXTFIGitZ 2 EiEsecuritytoken
FIRASHARTE), NIRRT Z2EiEsecuritytokenFlkATS HARTIE

FET10 BRI IdPEENXIERIEIE I =IRSEZR Mt FederationProxyUrl, {EJfILocation
IR[BIZ5N%528 . FederationProxyUrlglT:

https.//auth.huaweicloud.comy/authui/federation/login?
idp_login_url={enterprise_system_loginURL }&service={console_service_region_url}&
logintoken={logintoken}

5l

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A
%2F%2Fexample.com&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm
%2%3fregion%3dcn-north-4%23%2fapm%2fatps%2ftopology&logintoken="*****

& 10-1 SE05H

2 5iER

idp_login_url TV EBRFE R,
service BERRNE SRR,
logintoken BEXREBEERER.

ATNRR[EFRISHAST, FEBUL=ASHEHTTUrEncodewi3.

E] A2 Z L, T DemonfltliE =R S E Rl FederationProxyUrl: ERZEEH A
BrIRSEFht

(1 i8R

ZFederationProxyUrl8 & MIAMSKEHNERER, ERATFAONEFRHTEMHIGIE.
FederationProxyUrlZFEE 43 UrlEncodeZ®HS o

R EATNEERZRloginTokenpk /G, HiSzREMEEORIFELDAILNIRS
tilit, BI=ARSSCIEE Rt FserviceiRERIIMAIE, IR RLINIGIALE N =RTIEH
AN

Ho

loginTokenTAIESRM, MEE@Eidp_login_urligERYitbilt .
----$5R

10.2 (EREFEH B =IRSE Rt

ZELREEAEE SN ZEREN TR RS HKFCIEERMIAIREULHT .
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Java ~fULE

LA RBIRBE 7 2ol Fjavadmizdi A o eI E = RS E Rttt FederationProxyUrl, %
NBETFHERE Java REFFATESE (Java SDK) &

import java.net.*;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import com.huaweicloud.sdk.core.exception.ClientRequestException;
import com.huaweicloud.sdk.core.exception.ServerResponseException;
import com.huaweicloud.sdk.core.http.HttpConfig;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/| EREREERNEELEERER

String endpoint = "https://iam.myhuaweicloud.com";

/| BEEEFikEE

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// fEFAIAM userBEdomainlD/ak/sk FIALISEIAMZE Fit {Service}Client, B BRIEIEE A “EIERIAMET
ISl
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld("domainld")
withAk("ak")
withSk("sk"))
.withEndpoint(endpoint)
withHttpConfig(config)
.build();

[*CreateTemporaryAccessKeyByAgency

B EEREGRT R 2 A F0securitytokeniZ (I3RENE B IGFT S0 H9A1B)Z B NsecurityToken,

iﬁfﬂﬁ}%ﬁmsectjri;ytokenE‘J%ﬁiAﬁﬂHﬁ?ﬂ%O%b", BR159%¢h, EUESEE1508-24/\0, XEREFEHIA

36007, BI—/h\Bd,

TR T—REEEXREERERE ogintokenlY, MNREIRETEXHA, NERHAAREATXEIRENRY

securitytokenf5I KRB KATE] .

*/

IdentityAssumerole identityAssumerole = new IdentityAssumerole().
withAgencyName("testagency").withDomainld("0525e2c87exxxxxxx").withSessionUser(new

AssumeroleSessionuser().withName("ExternalUser")).withDurationSeconds(3600);

AgencyAuth agencyAuth = new AgencyAuth().withldentity (new

AgencyAuthldentity().withAssumeRole(identityAssumerole).

withMethods(Collections.singletonList(AgencyAuthldentity.MethodsEnum.fromValue("assume_role"))));
CreateTemporaryAccessKeyByAgencyRequestBody createTemporaryAccessKeyByAgencyRequestBody = new
CreateTemporaryAccessKeyByAgencyRequestBody().withAuth(agencyAuth);
CreateTemporaryAccessKeyByAgencyResponse createTemporaryAccessKeyByAgencyResponse =
iamClient.createTemporaryAccessKeyByAgency (new
CreateTemporaryAccessKeyByAgencyRequest().withBody(createTemporaryAccessKeyByAgencyRequestBody));
Credential credential = createTemporaryAccessKeyByAgencyResponse.getCredential();

/*CreateLoginToken
REVAE XA EERZEE ogintoken,
logintoken@RFMUAEEHEX NIBBFPNERER, AEAFPHNSH . sessionFEE.
HRAEEMAEBURLIZRZRSIEFIEN, AILMERAEOIREA logintokeni#fTIAILE .
Eli)‘éfjiﬁji%’f&logintokenE’JEs‘&HH%ﬁU%OO%&", B1093%H, BUESEE/910380-12/00, XEBigE 11800
0, BI=NES,
IR BEMAEZERER ogintokenfIEMEAREEX F £ —LSIREXHIsecuritytokenBIRIREXATIE .
BidEEIkEsecuritytokenRt, iERAFRHIUEE session_user.nameZS%{,
*/
CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().
withAccess(credential.getAccess()).
withld(credential.getSecuritytoken()).
withSecret(credential.getSecret()).withDurationSeconds(1800)));
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CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new
CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[/BEXRIBE Rt

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
[T EB R FEFIIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERRNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/eI =R B Rithhit FederationProxyUrl, {EJILocationiR[EIZ5 22

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python ~EIKEE

VAT 51i588 7 NI fsE APy thon R iR B B iR = ARSS B SFithit
FederationProxyUrl, iZ~BIEFEA=FRE Python REFFAZTES (Python
SDK) %,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERAEREARRBEEXNEERER

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFinREME

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# fFIAM userBASdomainlD/ak/sk FIEALIEEIAMZE Fif {Service}Client, HFBRIBIEA A “ CIZIAMME
R &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByAgency
# AREIS ZIEIRENIGRT 5 a2 $EFsecurity token$Z OIREXYE B AT S0 AYA R 2558 F 0security Token
# iEftﬂléf‘“:’fﬂ%ﬂst%Ct{jritytokenEﬂ%ﬁﬂAﬁ?&HﬂﬂwOOﬂ‘, B159¢, BUESERE/91558-24/M\, XBIREFWEHAN
3600%>, BD—/\BYo
#ER: T—EREBENREERERE ogintokenty, MNRESETHIU, NBEKEAFREATIXEIRENAY
securitytokenfIFRIREZRATIE .
# @Id Z4E3REYsecuritytokenhy, ERAFHAESsession_user.nameS#,
assume_role_session_user = AssumeroleSessionuser(name="ExternalUser")
identity_assume_role = IdentityAssumerole(agency_name="testagency",
domain_id="0525e2c87exxxxxxx",

session_user=assume_role_session_user,

duration_seconds=3600)
identity_methods = ["assume_role"]
body = CreateTemporaryAccessKeyByAgencyRequestBody(

AgencyAuth(AgencyAuthldentity(methods=identity_methods, assume_role=identity_assume_role)))

request = CreateTemporaryAccessKeyByAgencyRequest(body)
create_temporary_access_key_by_agency_response = client.create_temporary_access_key_by agency(request)
credential = create_temporary_access_key_by_agency_response.credential
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# CreateLoginToken

# KA EM R IBEREE ogintoken,

# BEMARIBERZERE ogintokenfIBMHEAZIAJ9600F>, BI1058, BUESEEIN1005H-12/\0, XEREH

1800%), BNH/NAT,

# R BEMREERERE ogintokenf B MR BEA T _E—3kEXHYsecuritytokenfIRISE ATE

login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

# FEEEMRIEEREIRURL

auth_URL = "https://auth.huaweicloud.com/authui/federation/login"
# DI SBRFAE R

enterprise_system_login_URL = "https://example.com/"

# BEIFRNE ARSI

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# BIE=IRSE Rt FederationProxyUrl, {EJILocationiREIZSNILEES
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)

10.3 {8 token FECEEEN BI0IBELEL R

HURRSRAF

BRIEL R
SE
SER2
I3
gz 2}

NRERIEAIAPARZFFSAML, OIDCHY, BILMERBEXBHAE, BEREH3
RISENTEREE, ERUAFBIEWIIPEIESSE, BIREREAR,
AR

BEMXBPRIBERTFAZIESAML, OIDCRIEIIdP, INREFER T ZIFSAML, OIDCHIIdP
(SHRHE) , KEEECRERBSMINESINAFERE I EBRAKSEREREN

o

o NHIEBTIESERS,
o NIESERELN=LFMTAIRIIKS (KSEZLDomainAJAEl )

T’Fi:DomainA':F'ﬁ'Jfl%IAMﬁﬁFI (FBR&LAUserB A%l ) , BATSEBSR: SIZIAMA

(|Jik ) AP UserBIDNRFAES ( BFPERZLAGroupCABY ) , HARPEIRFY
ZRROR, BB ERBESN: SIZBFPEAHIEN

B UserBRYIARIZET AR 218 (EEFERIBIOEE ) BcERIEIIdPRIECE X4
?ﬂ, LMEFREVAEFIAIEtoken, AT RIEEZIIKSZE, BBIGDZBEIINEE

18 o

tIEBREFHCWESERSE, HOBEEXNKIE, NBRPIIXRDEEFTEEIREN
=W AR, BEfMRMEEES R VSRR, LA SR RiEFE 274 E
BEHAIHERFUserB 1,

MR

BEXRIEMAFIIREEEAKS TRIAMBRYIZ, SIAMABFRAREHEE R EFER
(EFERRHEEN ) REREWIAPHIREN 4+, B XEARRERTFAREWLHEF
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IR

L6

SR8

AIdPEENXIBETIAMB P UserBadtokeniEAPI ( POST /v3.0/0S-
CREDENTIAL/securitytokens ) , ¥XEXI&ESi5i@25$BF0securityToken, ARG XES
W: BEidtokenIXENIERT 51012 8 0securitytoken,

BAldPEE X EBESIREREIR GRS H 2 $HfsecuritytokeniBid £ B3
(iam.myhuaweicloud.com ) iERAPI ( POST /v3.0/OS-AUTH/securitytoken/
logintokens ) SREVERZEEloginToken, BEREHE{\TResponse HeaderdfJX-
Subject-LoginToken, SREXAGRXBESN: KMBEENKBEREIR.

(AR

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) SKERE F=E4EloginTokenhd,
EEFEALBIHS: iam.myhuaweicloud.com,

o logintoken2REFAMALBENKIBRAFNERER, FEHAFNED . sessionFER,
INERHEA1055%H

e ARAPI ( POST /v3.0/0OS-AUTH/securitytoken/logintokens ) RSRILAIE & logintokenf9B53%
BY8, BYEERETEN105H~12/0\0] . AWRENPEXFIGRTZEEIiEsecuritytoken
FAYITHAASE), MFERIRETZ £ EiEsecuritytokenRISAY T HARTIE] .

AdPEE X AIERIBIN TALE IR =ARSRIEERMENE, FE/9LocationiR[EI45]

(17 =1~
ag-

https;//auth.huaweicloud.com/authui/federation/login?
idp_login_url={enterprise_system_loginURL}&service={console_service_region_url}&logintoken={logintoken}

<l

https.//auth.huaweicloud.com/authui/federation/login?idp_login_url=https%3A%2F
%2Fexample.comé&service=https%3a%2f%2fconsole.huaweicloud.com%2fapm%2f%3fregion%3dcn-
north-4%23%2fapm%2fatps%2ftopology&logintoken=*"****

& 10-2 SE0RH

2% i8R

idp_login_url P EBERFE R,
service FERIORIE A =ARSS b .
logintoken BEMREEREIR,

EAIAS L FDemoRAIBIRAIREE Rl : Eftoken5 X B SIRE TRt
mall

SRERIEZE R E MNAMIKBRIZ R EEloginToken, loginToken BBFXJiA5iaRIE it
TEMWIE. =RSLEZEFRtIHENSHAEERFTELE I UrlEncodefmiB .

EhAEEFREREoginTokenpkINfE, NiSRBMNEERIIFRILDAIELNTRSS
ok, BI=ARSIEE R FserviceiRERIMELE, BIAVBRAINBIEEAZAES
VAN

Ho

loginTokenm AIESRK, MEEE@Eidp_login_urliZERIHbLLE

.

SASRRAS 48 (2024-12-12) WA © LR ABIRAE] 167


https://support.huaweicloud.com/zh-cn/api-iam/iam_04_0002.html
https://support.huaweicloud.com/api-iam/iam_14_1101.html

H—BDINIE
FFisrm 10 BEXBHAE

10.4 {£F token HBIERIRSE R

ZE TR ERoken SR BIEEREN TR RSZABFLIEERUBUAIRENLHT

Java R~ HCED

LA RBIRBE 7 2ol Fjavadmizdy A o eI Z = RS E Rttt FederationProxyUrl, %
THIRFENE Java REFETEE (Java SDK) F&.

import java.net.URLEncoder;

import java.util.Collections;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;
import com.huaweicloud.sdk.core.http.HttpConfig;
import com.huaweicloud.sdk.core.exception.*;

import com.huaweicloud.sdk.iam.v3.lamClient;

import com.huaweicloud.sdk.iam.v3.model.*;

/EREREZRBEEX NIEERER

String endpoint = "https://iam.myhuaweicloud.com";

[[BEBEEFinEME

HttpConfig config = HttpConfig.getDefaultHttpConfig()
.withlgnoreSSLVerification(true)
.withProxyHost("proxy.huawei.com")
.withProxyPort(8080);

// fEFAIAM userBEdomainlD/ak/sk FIALISEIAMZE Fi {Service}Client, B BRIEIE A “EIERIAME
ISl
lamClient iamClient = lamClient.newBuilder().withCredential(new GlobalCredentials()
.withDomainld(domainld)
withAk(ak)
.withSk(sk))
.withEndpoint(endpoint)
.withHttpConfig(config)
.build();

[*CreateTemporaryAccessKeyByToken

A @i token3REXIIGAT 518125 $HFsecuritytokeniz (ISAENE B IRHT B DAY 0258 0securitytoken
ihlaZARNsecuritytokenfIBIA B RHA/900%) , BD153%%, BUESEEA1558-24/0\0, XEREGRHAN
36007, BP—/IAd,

TR T—REBEEXREEREREogintokenlY, WMNREIRETEXHA, NERBHAFBEA T XEIRENAY
securitytokenfIFRIREZRATIE .

TokenAuthldentity tokenAuthldentity = new
TokenAuthldentity().withMethods(Collections.singletonList(TokenAuthldentity.MethodsEnum.fromValue("tok
en"))).withToken(new IdentityToken().withDurationSeconds(3600));
CreateTemporaryAccessKeyByTokenRequestBody createTemporaryAccessKeyByTokenRequestBody = new
CreateTemporaryAccessKeyByTokenRequestBody/().withAuth(new

TokenAuth().withldentity (tokenAuthldentity));

CreateTemporaryAccessKeyByTokenResponse createTemporaryAccessKeyByTokenResponse =
iamClient.createTemporaryAccessKeyByToken(new
CreateTemporaryAccessKeyByTokenRequest().withBody(createTemporaryAccessKeyByTokenRequestBody));
Credential credential = createTemporaryAccessKeyByTokenResponse.getCredential();

/*CreateLoginToken

RENE E X A IEERE R ogintoken,

logintoken@REFMAEEHEX NIBBFPINERER, AEAFPHNSH . sessionFEE.

AREEXAIBURLBERARSIEHEH, AILUERAEOREElogintoken#TIAILE .

BEXREERERE ogintokenlIEXIHAZIA/I600%>, BI105 %, BUESEE10580-12/0 0, XEIRE 91800

0, BD/ES,

TR BEMAEERERogintokenfIBHAREER F E—E3REX A securitytokenAIFRIS B RIAT 8] o

*/

CreateLoginTokenRequestBody createLoginTokenRequestBody = new CreateLoginTokenRequestBody().
withAuth(new LoginTokenAuth().withSecuritytoken(new LoginTokenSecurityToken().

withAccess(credential.getAccess()).
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10 BEXBHAE

withld(credential.getSecuritytoken()).
withSecret(credential.getSecret()).withDurationSeconds(1800)));
CreateLoginTokenResponse createLoginTokenResponse = iamClient.createLoginToken(new
CreateLoginTokenRequest().withBody(createLoginTokenRequestBody));
String loginToken = createLoginTokenResponse.getXSubjectLoginToken();

[FREBEX N EBERZEIRURL

String authURL = "https://auth.huaweicloud.com/authui/federation/login";
[T EB R FEFHIE

String enterpriseSystemLoginURL = "https://example.com/";
[[BERRNE ARSI

String targetConsoleURL = "https://console.huaweicloud.com/iam/?region=cn-north-4";

/R =R E Rt FederationProxyUrl, {EALocationiR[BIZ&iN 528,

String FederationProxyUrl = authURL + "?idp_login_url=" +
URLEncoder.encode(enterpriseSystemLoginURL, "UTF-8") +
"&service=" + URLEncoder.encode(targetConsoleURL, "UTF-8") +
"&logintoken=" +URLEncoder.encode(loginToken, "UTF-8");

Python ~EIKEE

VAT 515B8 7 a{afsE APy thonJRIERI B B iR = ARSS B Sithit
FederationProxyUrl, iZRBIEFEA=FRE Python EFFAZTES (Python
SDK) %,

from huaweicloudsdkcore.auth.credentials import GlobalCredentials
from huaweicloudsdkcore.http.http_config import HttpConfig
from huaweicloudsdkiam.v3 import *

import urllib

# ERAERESRFRBEEXNEERER

endpoint = "https://iam.myhuaweicloud.com"

# BEEEFinREME

config = HttpConfig.get_default_config()
config.ignore_ssl_verification = True
config.proxy_protocol = "https"

config.proxy_host = "proxy.huawei.com"
config.proxy_port = 8080

credentials = GlobalCredentials(ak, sk, domain_id)

# {EAIAM userBAddomainID/ak/sk ¥IAILIEREIAME i {Service}Client, FHFBRIGIERS I “ BlIFEIAMES
R &1
client = lamClient().new_builder(lamClient) \

.with_http_config(config) \

.with_credentials(credentials) \

.with_endpoint(endpoint) \

.build()

# CreateTemporaryAccessKeyByToken
# EAR@ T tokensXBX IRt iA1E) 2 4B  Nse curitytokeniZ O 5XEN BB IR B 5 HYiA a1 224 F0security Token
# iEftﬂl%‘”:‘f'ﬁmStJecquitytokenHﬂ%ﬁﬂAﬁ?&Hﬂﬂwooﬂ‘, BD1552%, BUESBEN155H-24/M\8, XBEISEEVHRN
3600%>, B0—/\BY,
#iF5: T—EHRBREEXREERERogintokeny, MNRFKETHERE, NEKEAFEATFIXEIREAY
securitytokenfIFRIREZRATIE .
identity_methods = ["token"]
identity_token = IdentityToken(duration_seconds=3600)
body = CreateTemporaryAccessKeyByTokenRequestBody/(

TokenAuth(TokenAuthldentity (methods=identity_methods, token=identity_token)))
request = CreateTemporaryAccessKeyByTokenRequest(body)
create_temporary_access_key_by_token_response = client.create_temporary_access_key_by_token(request)
credential = create_temporary_access_key_by_token_response.credential

# CreateLoginToken

# KENBEX R EBEREE ogintoken,

# logintoken@RFNMALE AEXNIEAFNBERER, AEAFPNSH. sessionFER,
# AABEXREURLBER=RSESI SN, aTLMERARZEOREAIogintokenE# I TIALE o
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# BEMARIBERZEREogintokenfIBMEAZIAJ9600F>, BI1058, BUESEEN10058H-12/\0d, XEREH

1800%), BNH/NAT,

# iR BEMREERERE ogintokenf B MR BEA T _E—3kE YsecuritytokenfIRISE ATE

login_token_security_token = LoginTokenSecurityToken(access=credential.access, secret=credential.secret,
id=credential.securitytoken, duration_seconds=1800)

body = CreateLoginTokenRequestBody(LoginTokenAuth(login_token_security_token))

request = CreateLoginTokenRequest(body)

create_login_token_response = client.create_login_token(request)

login_token = create_login_token_response.x_subject_login_token

#BEENRIEBEE R

auth_URL = "https://auth.huaweicloud.com/authui/federation/login"
# W EBR SR

enterprise_system_login_URL = "https://example.com/"
#EEFANE N =IRS IR

target_console_URL = "https://console.huaweicloud.com/iam/?region=cn-north-4"

# CIE= RS E R ItFederationProxyUrl, {EJ9LocationiR[EIZ5NIEEEE
FederationProxyUrl = auth_URL + "?idp_login_url=" + urllib.parse.quote(
enterprise_system_login_URL) + "&service=" + urllib.parse.quote(
target_console_URL) + "&logintoken=" + urllib.parse.quote(login_token)
print(FederationProxyUrl)
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BPiErm 1 ZESINESEL MFA

SHFTAESEHL MFA

11.1 ZEZEIAIILE

HARSERANE

SRTNER—MIEERRNLELETTE, CrEBERPARMERZINEEIMNE
I—E&FF. BRZEZANIEGE, BRETREN, R7EERMBAABMZEDI
(B—RBHKIE) , EHRZRMIG (FTIRSMHIIE) , SERRSMHINEES
ERBHENKSHRRERESHZEFIF.
SRTNEEENAESFIIENRERIPTR, FET7TERWIENER, BRERE
HE, BRTYHEEMARFSMNERLS, CFEEEERRWIIRNEBARIED; FET
BIFRIPRE, APEITEURRIFEY, FEEAIDIERRIARIE,

ZETMESTRANRE
SEFTMEREZIFF. MAEFIERIMFARE .

ZEFNIENANZSR

ZRRNEFENATFERFIPUNRIEERF . EFEZERINE, NWEBEHIEH
REST APIIISZEIZM,

o TR BLURKSHHUIAMARERE, KT EERNEBARFRZHED
Hb, EFBASRHIEREMASETNBEREFRIKIES, BXHAERES
7, H—PIREKSZ 2.

o  B{ERP: BURKSHIIAMABFREITEURRIER, Gl RIRSE
i f‘i%ﬁﬁ)\%%i)xiftiﬁ%EFEI’\JIEIﬁiHENT;Ts{’EiEFJE%iA, B RIRIRIEHHRAIN
PRFNIRK o

BEHEXEFRFRIPTIRERIPRINGE, B2 SURHRE.

11.2 E#l MFA

AEFTENENBINMIIEELIMFA . SMITBIPEIMFA, LIRIAMABRFEYESD
HIBREEHAM FAR FRFE FRRY SR R AT E B EIIMFA,
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BPiEm 11 ZESINESERL MFA
H4=EHL MFA

EE#AMulti-Factor Authentication (MFA) a5 6B SN BERF,

BREETIEIN—XEERE (TOTP) fnfE. MFARST AR FEEH T AE TG,

B ZiSEFHRAINELIMFA, BIEMFARNBIER, AT ERIEHESE (815

BeeFN ) bizf7, IFERE, EUMFARZSREZRINELSNFRI—,
WNMEIEPE YL MFA

EEEEEER EZE— N ELMFAN BIZEFRE (FIa0: %9 =App. Google
AuthenticatorggMicrosoft Authenticator ) , FBe4PEEHIMFAIRE o

o EXRARLENWSHENRKS
FTE1 HAREIRE
SB2 £ “w2RE>HURRMET TmE, BE “EHMFA”Y AR “RIEHE” o

11-1 EHL MFA

22igE O

EXER SRE BT SR Ll

EBMFA
il

feREToREE, AT AESERENFASIR, SEAEHECT FEMFARE, 1 HE |

FI|3 IRIEAMNGRLRISERIAMFATE, EEANMFANRREFFRINABR .

11-2 43EEHA MFA
HBEREIMFA

o £ BEETA TSR TS Ehn FIaMES

|||
i
»
i

ERILUBIS I 458 . FamARM S HEMFAIRE, TELL ‘AR FHMN
FRERF A ERETAMFA:
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1 ZERZINESEIL MFA

SER1
SER2

I3

G2y
£HE2

o T4

STRFLEDREIT0 Nz’ FHMMERE, HE “Ha-MFA-RII-HI60
I, S CUPERMPA” BERM— 4, RIS, “EhE A
RERFRERRIIRR, EHMFASIE RIS,/ IAMAF S R RAIMFAZ]

l;élc\ﬁg_! <]
o FIEIA

FIAFN LEREIFR “CAR” FINBER, &R “=Ha-MFA-ZIN-Fh
BN o IRSHEEIMFA, MIAWSHIZR; IAMBRERIUMFA, BA
IAMBFRE/MER. 28 7R FaRnEF.

(0 #A8
FHMNMIARARRIFETHEER, RNERRETFEEREREINE.

IIRPSER, & ‘AR’ FINERER “EUMFARE ™ , EFEUMFAREIE
A<SRHE, sIEOLSE3MEIEH—IX,

£ “PERAIMFA” NEMNEZNRAOS, ARRE “HBE” , SHRISERM
MFAIZ EHURIE

o EAREAKS
HANEZEIRE
E ‘RERE-EURMEET A, BE “EHUMFA” AR ‘BIEHE” .

11-3 4BEREL MFA
25T O

HEXER SURIE(E BRI EREEEEE THiEkE

EWMFA @
ST

RECEFEMFAZE, 1 FHE

B ATk S>RLWIE” W, IIRETSERLIMAA,
e

e |IAMHAPRF

IAMAIFEIE/TTEIAMESSISSSERIIMAA, IRIESERTHREAKSHER .

AEEREETIAMARIELMFASNIIAMABREXER, BIZAMBRABRTERRR
;P#iﬁ%xﬁﬂmmﬁaaﬁirtﬁit, MIAMBRERIETEEETHHEEIUMFA, 1B
A:

LIAMABRBnERESIS .
EERWIER, $E “BEEMMFA”
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FE—BPINIE
BPiEm 11 ZESINESEL MFA

11-4 ZRINIE

=l

ERIMFASFEHTE

ufE[ERsE EEEHIMEA?

IVE s el R =

TFATTEEISIE

PREEMTS

W3 AEANAREIEEIIMAARE, BIRERTIERIIMEA.
R

YN{aIFRENEEHL MFA 38FRS

PEEUMFAFFEERFIFSIRFRIPE, BPEHITERIHITERRIERN, F
ZEWAMFARN R FRIZNSIIER, TELIERIGIEAS) .

11-5 EHL MFA R8I

EFI0IE

ERIMFASREGE

RIS

RS, SREHAERRE LNEIMFANARER, EEHRARFEHERSIIN
iES, TELEAZRAppAHI,
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BPiE/m 11 ZESINESEL MFA

11-6 &F MFA I8iERS
wl FERE T 09:25 @ 9 51% [ )

< EIMFA
TAMFARNSIB S ENEAPPIKS 2T ERITX,
TEER TS HRRIORLMFART, BE2MRSEFHAPP

/ei:A--Compan

622908

N

ANMETRR SRR MFA

BHIREIMFAE BT FHAE LR E R BMIREHMFAN B FHIAMBFEKS,
|IAM BB P K-S BT LATE SR B B e s AR 4B REHAM FARJERE

o  FHIEXLHCHIREIUMFARBZFIIAMABR, BEREERESEMMFA,

o  FHEXLHEMREIMFAN BEEFIIEANZKSTIEAKS, BHEERZRAE
EEEHIMFA,

B HARERE

$E2 7 “w2RE>HURRMET A, BE “EHIMFA” AR “BIERSE” .
11-7 #R4RREHA MFA
ZLRE @

EEES iR =R e

HERP e

[MARY:E

MRECSHREAKS, BHEZLAKSKIL, BE ‘WSHI>-KSELE>RLWIE” B
& “EMMFA” 589 “ERED7
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FE—BPINIE
BPiEfm 11 ZESINESER MFA

L3 £ “BRYIEIIMFA” TUEHFEAMEHMFAIREIREVAIRIZSIGIED o

11-8 HIAEEHL MFA I8IERS
BEERIMFA

R ELIMFA

MEEFERATEXMPAMEREREFRIL. BEREREFE—HEE

R4 2F “TRE” , RIERINE, SSHRBSIMFARE,

ot
SEEH MFA
i;ﬁﬂ%iﬁzem PREEHAMFARN B2 RV ARIKSTHIEAKS, BRRERAGES
T uM FA o

FHELSCHIRELMFAN BREENIAMAR, BRASHRESEIIMFA, S8
AR EL BN TR,

£ ERFE—SHAERSEEEHS.

$E2 7 “F-BMIAERS>BER” REFRAFIIERS, BERPANN ‘Z2RE” .
$|3 £ ‘ZL2RE” TET, BE ‘EHIMFARE” A “E8” .

$]A BE “HRE’ , BEEA.

TR
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1 2 BHE IAM B{FICHE

12.1 FEZHIRSS

=H1TARS ( Cloud Trace Service, LATREFRCTS ) , REATZEBRAEESEI
HEFITRS, BHENSHRRSECRIOWE. FENEgNEE, TRATXER
9. BET. SRREHESREVEE NNETS.

AT HEEEAMEEERESN, FUNCRRAF. HRBFrS, BYEERTES
HiHRS
BIETR
SB BREWSHE.

T2 MRERUEKRSEREN=, BEEHTI; NRERUVIAMARERENR, T8
BEEESNIAMABPET LA TARE:

e  Security Administrator
e (TS FullAccess

B EES WEIAMA R
S|3 EF RBIIE > EESHRE > HITRS” , EASHITRSENTNE.
TRA BF ‘FAEENAFTRE” , EASHITRSTE.

AR

o REERTEITRSG, (NERBERHITIRSEXNIREY, TFHAESecurity Administrator
PR

o EERENHTECTSIRSEE, RRASEMNEZEUTEEERR, ATCREESH, &
HYBEZRRRVRELS, flanelE. %, MRS

-  BshESHriregiontlE1NMERERRRE, BFICRMBRRSIEESH,
- %ﬂ]&iﬁit-itﬁiIXEE@UEVP%IEEE%%& BFiCR2ERS (WIAMIRS ) ISR
1¢0
R

FEIAMEITIRE, BINCIEAF . BPES, C(TSERICRIXERE. CTSKIFCRMN
IAMABXRRIRIFSM4, WIFRAR.
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12 BE IAM B{FiCR

& 12-1 CTS ZH50Y 1AM #21E51I%R

BEER wiFRE BB

BRER user login

FRPEREM (£ | user loginFailed
KSEREKMAIC

)

BREH user logout

“HRESR user scanQRCodeLogin
THIBERARY user scanQRCodeLoginFailed
OIDCEFRRIN user oidcLoginSuccess
OIDCEREKM user oidcLoginFailed
SSOEFRIN user iamUserSsoLoginSuccess
SSOEFEM user iamUserSsoLoginFailed
B ICERBIENRE | user fpwdResetSuccess

5

elfEdzEla user createUser
(EXmBAE it . FH | user updateUser

=

fRIBRFR user deleteUser
BREZSIRERT | user updateUserPwd
(AT

EERIKERAFZEN | user updateUserPwd
EMIAMBFRIZER | user modifyLoginProtect
FRIPRSER

B HBFEIEFNS | user changeMobileByEmail
B HRFEIE RS | user updateUserPwdByEmail
EAEXFBRAFEIRE | user tenantLoginBySamlSuccess
RN

VBB FEBIEH | user federationLoginNoPwdSuccess
EXSHRIBERK

I

VBB FEBIEH | user federationLoginNoPwdFailed
EXSHRBERK

Il

CIEERPAE userGroup createGroup

EFAPA userGroup updateGroup
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12 BE IAM B{FiCR

BRIESR RRER SHEMR
R4 userGroup deleteGroup
IR EIEF4E | userGroup addUserToGroup
MEBFPEMBRER | userGroup removeUserFromGroup
RYBEHAMFAIRE | MFA UnBindMFA
HERPIMFAIRE | MFA BindMFA
SIEIE project createProject
1EIn e project updateProject
BRI E project deleteProject
SIEETE agency createAgency
BN ESE agency updateAgency
RIFRZE agency deleteAgency
REE agency switchRole
HNETIEFABEIA | agency updateAgencylnheritedGrants
ARSSHNIR
FBAEIL TRIBRAIN | agency deleteAgencylnheritedGrants
BIRSIR
NEEEFEBIRS | agency updateAgencyAssignsByRole
PR
HEIEETFLBIRS | roleAgencyDo | assignRoleToAgencyOnDomain
PR (API) main
EIEITINR agency updateAgencyAssignsByRole
BN HE identityProvid | createldentityProvider

er
EHF BRI identityProvid | updateldentityProvider

er
illEE= gyt gE] identityProvid | deleteldentityProvider

er
EHEHEEEMN | identityProvid | updateMapping

er
EIDPTTEURE identityProvid | metadataConfiguration

er
FrRRIERSZIAER | identityProvid | metadataConfiguration
|dPITEHE er
TEARRRET mapping createMapping
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12 BE IAM B{FiCR

BRIESR RRER SHEMR
EFTiReY mapping updateMapping
iR Ak mapping deleteMapping
Y identityProvid | createProtocol
er
BTN identityProvid | updateProtocol
er
B MY identityProvid | deleteProtocol
er
BIREIEHI2BIRSS | roleAgencyDo | unassignRoleToAgencyOnDomain
R main
FHEENINE roleAgencyPro | assignRoleToAgencyOnProject
ject
IR ZIEIENINE !'oleAgencyPro unassignRoleToAgencyOnProject
ject
EFKSERER | SecurityPolicy | modifySecurityPolicy
BRI SecurityPolicy | modifySecurityPolicy
EFiAaEEFIE | SecurityPolicy | modifySecurityPolicy
BEHKSERKEE | loginpolicy securitypolicy
EFTERIRAS passwordpolic | securitypolicy
y
BEimpaizEtlslEk | acl securitypolicy
edbEiza domain createDomain
EEF domain updateDomain
fHIERFEF domain deleteDomain
OIDCHXEFRLM | domain oidcLoginFailed
AR B E X ERRE Policy createRole
1B B E M ERRE Policy updateRole
IR B e X SRRE Policy deleteRole
FEPERNEFZBIR | assignment createAssignment
(API)
FFHEFINEBINR | group updateGroupAssignsByRole
FFHEREBINR | assignment deleteAssignment
BUERKAAK/SK credential createCredential
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12 BE IAM B{FiCR

BRIESR RRER SHEMR

B AAK/SK credential updateCredential

fRIBRx AAK/SK credential deleteCredential

1ZH. BBAK/SK credential updateCredential

XIS FEZESIE | credential CreateTemporaryAccesskeyFromConsole
e[RRI RS

AP, ®IIRE. | assignment grantRoleToUserOnEnterpriseProject

SRERIEAY

BRRAF . EJlIn
H. REEER

enterpriseProj
ect

revokeRoleFromUserOnEnterpriseProject

B WIRB A4 | enterpriseProj | updateRoleFromGroupOnEnterpriseProjec
R ect t

SIEEAPA group createGroup

fpRAAFE group deleteGroup

12.2 7£ CTS SYIRBE=HITEH

Brn=

{5 FR PRI

AFPEAZHITIRS AIREIERERREGE, FRATRICRTRSRRANRE. FolE
WIRRBIREEE, RATIRICRAFPOBSHEHEIERIE. mHITIRSEEEHE
SRFRIE7TRAVREICR .

(MR

EIHEFANAFRMESHESRETR, SHEmM, TSIFATHR.
A NANUERFEITHRS SRR S EESERE7RAYR(FCR:

o ENRFHIIREEHIEM
o HIRNREMIIREEFITEH

BEKSIRIEFNEATTLIBE ZHIHER &8 T, SRSHNEHREEKRSBECSHY
EHNERNEEEES, EARERSEEENOBSIEFES, thall RIHRE
IS ACERICTS /systemAE R FEEEE .

RAPBEE=EIHES S REERRE7RAUHMFICR . MIRFETIEHET 7KATE
fFic®, BB EEMHEINRFEIRSS (OBS)sk = BEARSS (LTS), A RJFEOBS
WHLTSHEHEEEERHRFHMHER . BN, BETEER7RLARIRRIEC
o

= L8R, 19WATLIBE ZHIHEH S EREEEFHE(FCR, 5919/
ZAEE mEHIHE S EREIERESFHHRIFICR.
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. ; fﬁ#&%1¢§ﬂ§$@ﬁ%ﬁ%§$i‘l‘$1¢, CEEEIRRE M IREEIELRIT
o

EFREHIIREEFITSEMH

1. EREEEHS.

2. BFAR — , %R CSES5KE > ZHITRS CTS” , BAZHITRSRA
Mo

3. BEAMSHME “SHIR" , HEABHIEREERHE.
4. BEHRZIFESELEREGNNANRIESM, EoLAEREEEE— 1
EgNviv o
- BHEW WMASHRTR.
-  E4ID: WMASHEID,
- HRESBW WMARENRR, [ZEBHEERNERLRBREZTREEXINAY
APIEIRERERTXRZMSHET, ZFBRAT.
- %iﬁlD: BMARIEID, JZRERBTERE DR REIREMET, 1Z=FBRA
=,
- =miRS: ETHHEPIEENNEIRSEIR.
- ERIFRE: ETNMEREEYNAIRIRSEE,
- BERF: ETHIEPIERE— S ERRIRIERF.
- iﬁ:?&%u: ANEINA “normal” . “warning” . “incident” , HAEFRE
—IT,
" normal: FRIERII.
= warning: FRIEERM .

" incident: FRLGBIEAMEFERIELR, HINS HEEIIE.
- &UIREID: HARWIAEID.
HIEEAID: WASEEAID (A IRSSEEERA ST ) .

RHEsEE: aaFERRET/NE . RE1XR. RE1ERVRESH, a8
EMRIE7RAIESE A RARESM

5. EFEMIIERRE, BEALISELEFCRIF. BIFsE. RENERTER

o

- giﬁ?ﬁ&ﬂhiﬁ)\&%“?&ﬁ?—, R TEnterii?, AILAESHSIIRERGSRMRY
iz

@ik CSH B, SEIHREAEEEERU SRR ST,
AT A T ERE SR EEE, BRESH0005ES,
- pxCril, TGS HRECRIRIEE,
- oxCmm, TUAENEHIIENETEE . BRERNETR
;[D,ﬂtiﬁmﬁaﬁﬁﬁ,%ﬁ%ﬁ%ﬁ%ﬁﬁix,%uﬁmﬂﬁ
6. ETFEIHEMMERTEER, 55 NSRS,

7. (ENg) AFhREMIIERRNE, REALEHRY SREIBR” %, AHREIBR
FHFIRTE

SASRRAS 48 (2024-12-12) WA © LR ABIRAE] 182


https://support.huaweicloud.com/usermanual-cts/cts_03_0010.html
https://support.huaweicloud.com/usermanual-cts/cts_03_0011.html

FE—BDINIE
BPiEm 12 BE IAM 2{FiCH

EIERSEHIIRERHITEH
1. BREEERHE

2. BEAA — , %R ‘SE5UE > ZEITRS C1S” , BAZHITRSRA
o

3. BEEAMNSHE “FHIIER" , HEASMIIREERE.

RARE8XERTEHIHEN G, EHSRARTRHIRSHIIR, BEREA LS
A9 “IRMEBRR” =, YHREIBRSEMIRRE.

5. SMYIRZIFEERmEREIIX NS . SRSMIIRSIFNNMEENAE
a8, FREEWT:

- SMASEE kR, RIRREGRSER, £ MIERERETaREG.
" IERSREURRIRIDIFIEN, BEFIMAETEARNRIRD.
" ERREREHRIRIEIRE, EFRERETBFISAETR.
" IRRRERRIERMRIEEN, ERIERENFHNMARTBRNEIRS

o
- BERRF: A TMIEPGREE—BEARRRERR, HRERPERP%S,
AR o

- EHERR: s “FrEEEERS)” . “Normal” . “Warning”
“InCident ’ /\_.I-L$:%HEF'_IHO

-  HEFEE: AEEEEsAl/\E. RE1R. REVERRMESYE, RS
EX A7 RRIESRIERARES M.

EREEARMEE, BE ‘Eim”

EEHyIERTmE, f L_JL,LvtljM’Eﬂi:ﬂ#*ﬂﬂ#ﬁﬂi@o

- BE ‘SH” B, =HiHRS 4§1’Eﬂéi%xcsv7fﬂ—tﬂ’3§7fﬂxz1¢aﬂj,
ZCSVHEE T RAERERNESHYE, HRZSH5000%(EE.

- aFCmin, TUREEISEHRECRSTEE.

8. # WEEEE’JE#E{LJ BE 7 BHZICRIEMER.

1Y) =BEH D 43 D BEAR D

=
anseoosconts P—— . oo @ama

uuuuuuuuu

9. AEFEEENCRAMN, BE ‘EFFH , fBEEOERLIRMESMLE
ERSFERER .

SASRRAS 48 (2024-12-12) WA © LR ABIRAE] 183



FE—BDINIE
BPiEm 12 BE IAM 2{FiCH

=gt

i

Yrequest”: "
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Ytrace_nams”: “createlockerConfig”,
“resource_type”: “dockerloginemd”,
“trace_rating”: “normal”,
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“message”: “createlockerConfig. Method: POST Url=/vi/manage/utils/secret. Reason:”,
Ysource_ip”: " i
“domain_id": "
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“service_type”: “SWR,
“event_type”’: “system”,
“project_id":
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