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BUtESRE
K= EB%BSS Administrator. HSS Administratori¥fR, &2 BHEMNRISFEREWKSE
NWaSERCEN S (FE A E MRS FKSHITIENEH T ELEET
BIET R
B EREERFSE.
FB2 AERmEALLAIER X, BT, %IF ‘RO > THBRRRS , EANZE
ZeRERE.

$IE3
$124

EREALA, 2F ‘WLENRE” , #A ‘BLENZEERH FE.
£ ‘BLEN R FE, EEESLATNE, SHRBNE BXENZESHR

BRI o
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1 N HSS

F 1-3 WLENZE2SHRA

28
=

SHRAA

a6

I
k2

RIESIRRIERE “GF/8R7 5 “&F” iHEER.

o BF/BR: ERAGEENANEFERMMR. TR, EIk
R BEARAR . PITARLEEIRAISRRR, SORMELEIERIMRA
(EFREHA, ZRSELL “&FE" FESAEBRAMEBE30%,
RIGKHER, BNEREMEL,

o IRFE HRIMWLICZFEIAFEEIAR, FEMiPEERERSS
FIRTTHS . IREFMERRIBHKILEE, LUNTREBAL, B0
R LSEE, FNRREHERE.

1788
FEEFEHIFLR:

1. EWIEFES, BAEREIRR, EREA TARE 28
FHE” , NEEEIRIRSRYIRRE.

2. EIRS3=RIIRR “BRET BT HEMPT , “iHEER
EiE “EHmITET , “ENRERAT EF IR .

3. WIAMEREIR, BE ‘BN TS

BF/8

o FCERRY “Xi” BINSENA “‘XiF” H8HE.

o HSSAIFEEXEFER, MREMWELT SENAER—XIE
RYBCER, BRI RS R SEEAETE X IEAIECER o

o {NfE “fedb-dtm—" . “fEdbdtmINT |\ “HER- LB
—7 . “RER-EBTT | KRN AHEANIEEATRRY
FN, BEUEXKISEAWEGPEE, FERLL XA
LIRBEZERSHIFEATETRIRAgent,

] sl
:?‘.:_

RS

iz

SIFMSERORRAR “BhthR” . “BUAR” . ‘IR |
“PEARAR” . “MIFLEAR” A “ARERT o BhRAAIINAE
EFRFRBSNRFBIREZER
il

o ERFBEMMRAIRZEAII0K, AIGEREHTWER,

o EHIESLAYZENR/EILR/EANRECER, B  BEEE >
%ﬁﬁ; RS WEFBF, FRIRIESS DEGtAR/ B kR/
I-I o

o EEWMIAZMRFLELNRECER, BE “ ExR5H > MRHEX >
PriFECE” REAEF, FMIRFES IMBESHR .

o EHIBLRIEARIRECE, BE ‘BEE > FREE > ARV
R WEHFEF.
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5z mbi=1e2]

1 N HSS

28
B

SRR

BB

=412
=]

W IRB I EFER, REFETEVBMER, 5%
ERER AW ERSHERAT R . INFEFRIZINEE, BEKER
CHNERZIBRIEHE,
TIIREE—M=RREES, W INBESERSIEHSE—
N=zBREMEEE, UKMBNNRESEE. RREE,
M THIFRAIEZEERIEIRE .
izl
o EEMWIRBE, FHEBANERISESWIREN.
o ‘“default” REVATWIRE, KSTREZRMFREZRSWIRER
BESESAWITE A
o HBEFMAIELAMSWIEHSSES, “HWIRE” THFIESATLL
1%1FE “default” ,

default

M
iNE:S

o RIFGHIIFREFIK, “IBE BALTHEEER,

o R ERSZEEARNITEESEENENERHE, &N
ik “BnhEE” .

o Wik “‘BmNiEE” 5, AWIMNENZERSEIEN, WX
KSRERE, RABENNWINENZEIRSEE, &
ZEEHA S WSLAHSARITF—EL

o EXRDILED “BnhE#E” , FERMSEIRARY, BFNEE.

1

BriF
E#

==1

;ﬁﬁ)\m@;IM?E@HE%BEIFEB%E’\J%&% , “IEE EALHE
§=o

A

o ARIERIGIFENBERER . 120 SHSREREEMEN, SH
AV IMEERCH, WENENZERSHUEZNSERRIENE
SREF—H.

o WSLRINEASZIHENNACER, NFEBINECER, BEHWLEH

20

MEBRTIRRZRIE, STHEHERXETFSZERRN, A
ARSI SMEE (FlIINAE. BESINE ) W=ER
HiTHE,

MRFBEZIRE, BHKSFEEEETMS administratoril R,
RBIZNRETEABIPREAIIcEF ERESE
“permission error” BIEIRIET o

‘BE BRALHES.

data

FEEMSEREE, REEMENENSSRTR, XLT
FNHBRT REEALRAgentZ 5, HSSEEMAEHES
RET A, (NEHECEVINEF/BREM, A2/ 4%
FRITT RN A .

o FH: & “IEAAR > EAhR > B AlhR > EAthR 7 BIRF B
HE=WIBINEF/BREE.

o B[ETR: & “BIIR> BEAKR > {BAlhR > T lhiz > B
WR” BYIF B R E =N T RYE /B B Bcit .
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ENRERS

FFisrm 18N HSS
$Ws ERELTRA, B TRWE’ , HA TREA” FE.
BRI IR,
Sie WNTETRE, WA (ENRLLEFN) 08 RERTIAR (e
J'_'\Fﬂ::'EE ” o
ST BE CETA , HAPREE, B WA, s, WM.
-
[REEHRME
RATEAIE, EBEENENREAGeNG TR, HMRIEBEIZEAgent,
FRSBAR
TEXERE
L AR A S K IIRAT, ST EITE, BELERE
&, EARIEES MATET .
1.3 &3 Agent

1.3.1 Agent #fiR

42 Agent?

Agent2ENLZERFIEMI—FIGE:, LRERRSHL, BTSENRZE2RENO=
impiP R O THIERE, SENENRILZEENGIF. INRAZRKAgent, B
ERENZERS

AgentBHERENHITLZ2IQNES, £SEENEE, TITENENHEEN
ZERE, ARRENENRSREE (AEFEMERE . FRERE. NERIE.
BHFIR. iwmO5I%R. #HEFIREER ) HIRGERIRIGIFHLO,; I AgenttI SARIESE
ECERIREREE, EIEREENENSERIWEITH.

Agent STRFAIIR(FRSE

AgentBRISIFEID ERAVR(ER R, BRBESIZISRERS . T Agent R 32
AURIERSE, SAgentdEFERDILT, BNERNEFRIIAgentSHFANRER
FhRA, LMEIRISEN LIRS EFRIIRSS A

Agent iz1TRTRIHIE

e Linux=E#l
Agentiz{TS 7 “root” , IZTRTESAHIZINZE LinuxEYAgentiz{ TR
o
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FNZLRS
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& 1-4 Linux 4 Agent iz1Ti#iz

AgentiHfZ2BTR | HTEIhEE HIZFRTEREER
hostguard ZHERTRFANZINZL | /usr/local/hostguard/bin/

2 MSEAIP. Agenti# | hostguard
FERYSHIPAOETR

hostwatch ZHHFERTAgenti#FEHY | /usr/local/hostguard/bin/
SFHRFNNEEE . hostwatch

upgrade ZHIERTFAgenthRAAY | /usr/local/hostguard/bin/
Ko upgrade

e  Windows=#,
Agentiz{TIKS /9 “system” , EfTATESAIHIEINZFE WindowsEHAgentiz]T
HEFTR o
Z 1-5 Windows E#l Agent iz1Ti#i2

AgentiHiZRTR | HIZTHAE HIZFTEREER

hostguard.exe | ZHERTREZANEZINL | C:\Program Files\HostGuard
2HMSEEIP. Agenti# | \HostGuard.exe
RPN .

hostwatch.exe | iZiHFEFTFAgenti#iZAY | C:\Program Files\HostGuard
SPHPFOATEs \HostWatch.exe

upgrade.exe ZiHtEAFAgentHK . C:\Program Files\HostGuard
\upgrade.exe

2% Agent
o H&LinuxEH|ZEEAgent
o HAWindowsEHZAEAgent
#ELinuxEHZ3EAgent

1.3.2 2& Linux E£H1&%E Agent

TiAgentfs, BABENRSBFBENEEMHIF . AETRHEN BT HEESLnux
FEHl&A=Agent,

BUIRSRE
o RSB KT K “BiTH7 , BEUEEBEAM.
o ZSRSZHRLLAEHAEANEEDIFIHIE100.125.0.0/16MEEAI10180i% ( ERIAR
FipE, AT EmBIEIE ) .

o =ARSZEEAIDNSIRSS el BECE NN =WMDNSHBlE, B{NESEEXN=IR
EERRYDNSHRSS SR FNIRE A = I DN Sttt .

o  LEAgentBIEEFIRTTHABTEKRTFI00M, BN AIEESEAgentTREM ,
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ENRERS

FBFisE 1 A HSS
o Z=ARSFEEFXFSelinuxfakiE (FHLEAgentZEELN, BFLRERINEEITH)
o WNMRERRBBELZEFZ=FZTEPHY, TR SHINZERSZAeNTIEIEER
X, BEXARHEE= AT MEEBRTEAgeNt,
£9RPR S
o  FHNZEIRSZIFHIPMILATENFIFERNTEN, FABEIF32MEN.
o FINZLRSIFERNRERSE, BEINESNSHFRIERS
o EHE=RMEWorkspaceBIRFEFIEHSS Agent, IIE=EH23.6.02LAFIRA
BeBEmTEAgent, TEEFHZTE., NREBWINEEHE=23.6.0LAR1HIAR
K, AJUSBRANFHATEEZEAgeNt,
TIRIRIZ
FELinuxdiRERFHI TN P ZEcAgently, ZRITEPMEHLZREFANEE, AR
IEPRIZSA “Jusr/local/hostguard/” .
TRTE
T EREEEHE,
S EREALBER ‘K , BHE=, % ‘22588 > TNERRS” , #HAE
NMZEFERHE,
I3 EAMSHES, ®iF “ZESEE" , #A ‘TESEE” RHE.
mEgl
NREHRSHREEICWIBEINHTEIE, SN ‘U InE " BEETUR(EEMR
IVIRE RRIEF I IEIER
$IA HEIFE “AgentBE” W,
TS SFlZFEAgentmS,
o HRIA

B “RLFEAgentIRSZHRET KIHHEIE, HitARZHEAgenthIRRSS =R,
EERIRSSERAY “IBRET 5, B “ZRiRAgent” .

1-2 &% Agent

622 745 4 763 Agenszs @D
— e Bagens DA [ ——

A unux - - =magen

c fEEET, BE “EH7 , Efl%RAgentiIES
EENTEN
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FNZLRS
5z =12

1 N HSS

AR
ERINERD KIESTFFHEAIFE N Z TN, BRRIESGESIBPLRKESTFHEAEEATE
2, BESISEAIFEATENIKESELEENIPER, AEERIEEITENN
AgentZIT5, BENURNECTARTEXEL .

a. BE “BASEE™ .

Bl 1-3 BAZS =R

EESYYCBH)EREAGent > g AgentiFAH >

w
o
o3

b. fEAgentZIIEREET, RIERSHFFRAEZEHERLRAgentAIds

<o

> B

+IR6 ITEBRGREAgentlIEN,
BT MUEHINZREGS, LrootlfRHIT, TEENHLEAgent,

[REEIR(E

EREEEEDINE AgentLRZMINAIR, NFRTAgentZIRMI .

1-4 Agent 2RI

Preparing. .. R R R R Y [188]
Updating ~ installing...
1:hostguard-3.2.8-1 T S e e [188]
hostguard starting ...
memory cgroup is disabled
your agent is in normal mod.
hostwatch is ruming
hostguard is rwming with normal mod
Hostguard is rumming...
Hostguard installed.

HITLATa<S, BEAgentiUEI TR
service hostguard status

& HRHEEIRIE AgentiZfTIEEFR, NFERAgentiZ{TIER .

B 1-5 Agent iz1TIES

your agent iz in normal mod.

hostwatch iz rumming
hostgquard iz rumming with normal mod

TEMINE, FEFSFS~0DMHEAT2RFTAgentR7E . BRIE “Br-EE>FNE
E>RniRSGSR REEE.

R

ZxAgentiINfE, BAETNHBEREMF, FHRIFESEHEMF.
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>

AR
o AgentiiSR FELIERNFMEFIES NAgent KSR FE M UL E?
o AgentZIELW, 1ESNAgentZIEL M AN{ERbIE?
o EHIFAgentBNIFEMIZ(FIES AT EIF Agent?

1.3.3 B34 Windows EH1&%E Agent
LEAGeNtS, EABN RS BFEENR LI, FEBAENBITHDEE

WindowsEHlZ%EAgent .
b s
o =ARSEEM “KRET B “iB1THR” , HulIEEBEAM,
o Z=RFBETSALFEANZERIFFIT100.125.0.0/16MEZAY10180i% 0 ( BIAFR
FAE, T EEIELE ) .
o =fRS3EEAIDNSIRS ML EECE NN =AMDNSHELE, BfESEER=IR
55 ESRIDNSHRSS RS AN SE =PI MIDNSHEE
o  LREAgentIHEFIRTTHABREARTI00M, BN REESEAgentLIEL
o =ARSSEEEXASelinuxfakiE ( FaLEAgentZEEW, ELEKINEHEITH) -
o WNR=RBFBELEE=FLEUNY, NEESSHFENEZLRSAent TEEER
X, BRXANRHEE=FLZER M EEREREAgent,
£TRPR !
o FNZRERSIFHIF6MUENTENFIIELA=EN, FEZIF2MUEN.
o FNZEeRSIFERIRIERS, BERESISHFANRER S,
o fERTZEMmWorkspaceiBEPETREHSS Agent, L= EE23.6.0%LUSHRA
BaBmEEAgent, EREFMNLE. IREWENERHE 223.6.0LARTHIAR
K, AILIBRBRANFATEmEIEAgent,
TRIEER
FEWindowsiEERFZRIEN PR EEAgentl), RIEIIEFRFRMLEIRIZANEE, B
INE&1279 “C:\Program Files\HostGuard”
LR

SR SREHEHE.

$W EREL AR CRET , BET, EE CRLAN > TNRLMRS" , HAEN
Z2IRSRE .

$|3 EEMNSHES, &R ‘RESEE™ , #A ‘TR5RE” FHE.
(1] A8

MRERRSFREBE EWIMBMERHTER, SUEERR ‘BWVnE " EEETRERR
EAVIE AR FIEIESR .

T4 EFRE “AgentBIE” IE,

SCRSRRZN 23 (2024-03-25) WRINERE © ARITERARBIRAE 10


https://support.huaweicloud.com/hss_faq/hss_01_0036.html
https://support.huaweicloud.com/hss_faq/hss_01_0069.html
https://support.huaweicloud.com/hss_faq/hss_01_0119.html
https://support.huaweicloud.com/vpc_faq/vpc_faq_0105.html#section2
https://support.huaweicloud.com/vpc_faq/vpc_faq_0105.html#section2
https://support.huaweicloud.com/dns_faq/dns_faq_002.html
https://support.huaweicloud.com/productdesc-hss2.0/hss_01_0137.html#section2
https://console.huaweicloud.com/?locale=zh-cn

FNZERS
BPFPigE 1 N HSS

SIS SHIAgentREED FE ML .
o HREM
a. B ‘RLUEAgentiRSSIEH” KIFAIHUE, iR EAgentiIBRS S,
b. TEBRSIRAY “IRIE7 I, BE “‘LEAgent”

1-6 &% Agent
o

745 4 763 4 Agemmz: @D

Agenttfs R Agentisa AgentHEHS

1 v . o=

C IEMED, BE ‘S, SHAgenIEE TR,
o IEHHEEN

mal 1
BRNERD KIS IHEAIEE A AT, BARKEES I KIESHEN IR E
2, BESEAIEENZTENIRESELZENGIPER, AEERIEENZENN
AgentZiT5, BEVURNECTAREXEL.

2 BE “BASRET .
B 1-7 BASRER

Agent=E weEE WEFME EERE RS

o e smme O e . il e i A

34 1061 4 AgentES3IF. (

b. %ﬁentﬁ%ﬁﬁiﬁ%fﬁqﬂ, RIEIRSS SRR R RGIFFHEHAgentZ KB T

$6 ITIEERFFLRAgenthIEN .

TBT FEFZEAgentiIENF, BITIENESEHIDEFRAIAgent R, TEAgent&aE
BHEE.

T8 [FREERNIRIZTAgentLERERF

£ LiRAgenthd, EFVIEBIRE, HIFENKE,
o  HRHREN: BEEER “ELAREN
o JEEAREN: BEE “Hitt=ZEN

MZEAgentREEHIOrg ID, 40E FKEXOrg ID (ELI=EN ) Fis, ERA
BIAOrg ID, AAGIZREIRR>hAgentZas,

ikl

REFREPSYRIEOrg IDIEH, BURIEESEHAgentZXERNENAERARER
Agent,
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FNLZLIRS
HPFPigE 1 N HSS

1-8 3REX Org ID (IEEA=EMN)

P —-
(3) TEEaS

1

£
=)
—

fH

R

CERSEE RS

ERToiEERieEmmiilEEs, M=, ERELEERNRET=EER. TEEX

A

hittps:/f100.95.157.194:10180/package/agentwindows/cn-north-7-

Windows outside/ostguard_setup.zip ( = )
v \ = ’

ERTE0rg IDEIEREFRIRTET, Fnt r—HitsmE,

D7z

s

FE10 ZEZTHE, £ “Windows(FSEEEE " hEEHIE “HostGuard.exe”
“HostWatch.exe” .

EHEAFE, NFRTRAgentZREN, B=HNEHMLHFAgent. LRMING, Agent
AENEER, BEEFI-SoHEGIEHET SR

----4ER
[REERAE
ZiIAgentB NG, BAFNHBZEGIR, FMIEESSEHBHHIF.
= o)
o AgentiRER B ELERFMIZEES NAgentiKEF BN AT IE?
o AgentZIELM, 155 INAgentLZIEEM N AT E?
o iENEAgentBViFMIRIEIES WANIEIEAgent?

1.3.4 #t2 Linux EA1%%E Agent

FrERFZIFEILinuxENREAgent, BEZIRAgent I ZRIATE,
BAIFEAWindowsE1Z%3Agent, HUBIRAR!

RIS
o HRSEM RE N EFF, BUESHTARM.
o  ZIRSBERLEEISEANEE £IFIHIT100.125.0.0/16MEAY10180850 (BiAF
YRR, 0T EEELE )

o =ARSZEEAIDNSIRSS el BECE NN =HMDNSHBlE, B{NESEEXN=IR
SERAIDNSIRSSEE AL A = I RIDN St .

o  LEAgentBIEEFIRTHABTEKRTFI00M, BN AIEESEAgentTREM
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ENRERS

BPiEm 1 B HSS
o Z=fRSZFEEXFSelinuxBikiE ( BiLEAgentZIREW, BLEMINEBITFH) -
o UWMRERB[RELEE=PTENHE, TJESHINLZERZAgentBEERELR
%, BERXARHEE = ST EEZEAgeNt,
o FREAgentHIIRSIEZIFSSHESR
£k PR
o FNZEIRESIFHIF6MILENTENFIEELA=EN, RBEZIF2MEN.
o FINZERSTIFERINRERSE, BENBESISHFIRERS
o HRTEEMMWorkspaceiH G EFIEHSS Agent, TISL=EMH23.6.0%AGRAE
BeBEmTEAgent, TEEFZRE ., NREBWINEEE=23.6.0LARTHIAR
K, JUSBRANFHATEEZEAgeNt,
LIRIRE

FELInUIRERZRIEN P ZEEAgentlS, ZETEPRIRBLZEBFEE, AR
B2 “/usr/local/hostguard/”

#L= Linux fR5338%% Agent (I=HI6—EH )

gz

£HE2

H£IR3

BRI
o FLEAgentlIIRSZEFIEVPCHEBE—&AgentEZLHIIRSSE . AR IEBAgent
EEIRSBSEEESERESLiInuxENRIRAgent, T A—EIRSEELEAgent,

o FREAgentHIFIBIRSHIIKSEIEE, BERBIRSHNERKS .. k.
AT

£J5RPRH
BIRRZAIN505 RS HEHERFEAgent,
BRIFEPR

EREEEHE.

ERELE LR R, BE—, EE ‘T25aM > ENRERS” , BAE
NZEFERE.

EEMSH=, EF “Br-EtE > TSR , A “ENEE” RE, &F ‘=R
S WE, BARRSHRRE,

MR

NRERRSFEBE EWIMBMERHTER, SUEFERR ‘BWnER" EEETRERR
EAVIE ARG IER .

AGEFEMEETRSE, HEIIRLARE “WEREAgent” |, B “‘HERE
Agent” IHEIE.
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1-9 #tE %% Agent

| E=Agent |

=2 ) (=
Q Agentiiz: FE¥E x  FEEEE X |Ql @
ﬂ BEEED 6 BESHETS BAIPHRE ENEE MR R E B
Esnt IR B
el £ 1] ==
) Esnt IR B
zie t Est IR B
FTIB5 MIAEERRSRER, HES “T—27 .
1-10 Ei%hRSS 2
x
tEF3_Agent

O 1 RVPCTE—SAgenTEEEYIAT, THOVPC RS . A0SR IR, EEEE IR AcentEE AT,
2 B ERESER SR FERFAE100.125.0 0/16FERAI 101800 (RUARIPAR, WETHANSEE) . SUTESEAgent,
3 ERTIEWindows BEES A= EAgent.

[1 J==tstad
AERER(68) D EiEREE (1)
frEsE v BESEER v EEAEE BEEER v EEASENRET Q
0 =EsEamD IPHEhE BIERE BESESID IPHELE BERSR BE
152 Linux 2. Linux X
s Linux
12 Linws
) @ inu
= Linuzx

=

£I6 WA “PRSS=ErootZRY” 1 “PRSZEBRIKO .
(MR
o EFZBARZKIKF22, HEBLinux SSHIRO, iTEEBEREMRSERE, ELinuxiRSsE
FHITU TSR SRITES,
cat /etc/ssh/sshd_config | grep Port
o MRBSHEMWEEFH “$7 , BEEH “\$7 .
ST BE ‘N7, IRSBIEEITAgentRE
BaiZRiEFARRLE, BoE “Br8iE > TNEE > kS5 a5LxE

5, BEITRSE “AgentihE” TER ‘AL , RRECEALIHZIRSHFEM
o

R

HEE Linux fR5588%% Agent (@aa<fTRIEAT)
AR
EREVRSHOBRUS. w0, B,
BIESH

STRERRA 23 (2024-03-25) RS © ERmI BRABRAT 12



FNZLRS

1 3% HSS

®EFE ‘RE5EM > ENRERS” , HAE

FIFiET
S BREEEEE
S FRELAESR ‘X8, BE=, i
NZLBSRE,
$3 EEMISHIES, R ‘RESRE’ , #A ‘RESRE’ RE.
(10 #5488
NREHRSHREEIEWIBEINHTEIE, SohdEREr ‘W InB " EEETRIEER
AW IRB RS FIEIER .
T4 EFRE “AgentBIR” I,

g

BF “BASTE™

B 1-11 MAZS &R~

Agent=E weEE WEFINE HERS TEAEE

taasen> ey G TR
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AR St

o FEEBRNMHIIRREZ
a. BE ‘SIECTIEIREEET , AMEHSRMEETREREEEEE.
b. EREPRETTEMAMIERE (LnuxigE) , FRE “BE” .
EEZUEEN20MERER, SRERENFAREBREZBBREFSHITOR.

-

BE SWR HE=ZBURESIRE

BREREHE, BATNRLRSTE.
EENSHISHE S > FEEE’ , HASEEENE.

PEE “BBIER > HEHE (SWR) 7 .
FEIMERITEN “RIE" 5, 8% “RRRE’ , BARLIHRERE.
R CHHAN | SEREAIIRS.
ERIUBSERAMRHOEI. RIHRE. KR, BEEEE.

R

BE& SWR HE=RGEMR&ERIRS

SER1

SEREEEHE, #SAENZERSTH,
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2 EEMSHISEE ‘K812 > SREE’ , EASHEERE.
$|3 HF “BREGR > HEHRE (SWR) 7 .
$R4 EEFREAETR “BE7 5, BE “ReilkE” , #SAREAERERE.
S5 KR ‘BMRGERT , EEEMERERIRS.
BRI EEREREMRGMERSRERIBIR. A RERRZEER.

TR

St SWR H= R ERREEZR S

AR
ZRMREAIFSHRERS
£ EREEEHE, SAENLZE2RSTE.,
£E2 EEMSHISEE ‘K812 > SREE” , EASFEERE.
$|3 EF “BREG > HE=HE (SWR) 7 .
SR BERBIIRLES ‘SH7 , BESHKREXE, SHERDHELRS.

REBESHIEERBIIRS, SRLERESIR LS RIERRESEREN
BgE, BRE ‘BH7

SIS EERREERDELHETESHRTS, FRHAINE, EENSIRONTEIFbIE,
RS HRIER.

A
SHidiED, B2XANERENE, SNESHSHES T,

R

3.5.4.4 SWR I iRESE&

SWRIEWMIR SR T B=RREARSS (SWR) BB RIEER, ENREIRGZ SIFRIXLE
WhRSRGEFIRITIRE . SR EHERE . XHER . BEERE. sMEE. &
HERMERRGEBRIEARIRERS . AEDNMEUNDXISWREIARRGH
TRERENNUEER2EERS

LR IR
o (XHSSELEIRSTIFZINGS, WTAIFHRHSSHIIRIE, 152 ML EA LR PEER
FNECHRARANTFHER
o (IEILINUEEIT R .
BE SWR DRSS

£} BEREEEHE.
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S EREE AR CRET , BET, ®E ‘R5AM > ENRERS” , WAL

NZeFEaRHE.
I3 EAMSHERE ‘RS > BRE HABESIERME,
(RERIY::|

MRERRSFREBI EWIMBRNHTER, SHEFERR ‘BB EEETRERR
EAVIE AR FIEIER .

TR HFR “BRER > BIRIER (SWR) 7, BERIRRGER.
EALBEERIWARRGRIMRA . K/ FiEHEE. ZEeXE. HEEFEXER.
B 3-26 EETIRER

SwR) 10 [ fuERE (SWR) 67

© o 001l
a8 2 tg

. EHCUERES

g  NSWRESTRIIRES" , B CARBEIIEEE.
o TRERITIRANEE

i “(EERIIRAOBE” , TRETE TSGR SEE.
R

SWR eVl RiR GRS

ERLFTEE. SRS RENEEIEE. LEABOIHKEZRIRTIRERN
Ko —RRBR FE—MERIUE=SM 2R, AETRE, 25 “22iR
5 BERERS

SWRIBMRIRE S IFHIR ST :

AR 128

i KRG PFERSRR. NARE.
TR KNRERPEEREESU
BHER FITREPIRIHER .

NHER FIHRETPRINHER
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BEEKE o FLENKE:
- ¥EMCentOS 7. Debian 10. EulerOSFIUbuntul655{%HY
REABEIN,

- KMSSHRFRECETR
o FFOSHKE: WINREPEFERIEOSL,
o NLERERE: KRR PALEHNOSCERERE,

CNREPEEHRE RIS .
o BUARGNAIEEEINT:
- Jusr/*
- /lib/*
- /lib32/*
- /bin/*
- /sbin/*
- /var/lib/*
- Jvar/log/*
- [EE#EE/node_modules/ (EEHEE 1EEZ#md
- (EZ#EZ/node_modules/ (LS test] (EZEHE
- */service/iam/examples_test.go
- [E£E&7F/grafana/public/build/ (EEZ#Hijs
588
o &%ﬁ&%&: EZHREEANEENE, JURRFEHEEZTRAVEE
=o

o (IEAM: EIRIBERIXHBIRNEENE, ATLURRSH
LA mdak js/aREERAMESETR.

o TUARERE > HRMEERE, BT “‘SRHIIBREER" ,
IREABERMAILInUXIER, REAFII20MEBRE.

o FMEMAIH=INT:

2@
¢
il
gllly

- XHKF20MB,
- MBI THE . ERHEBEMZEE,
BEEM MNARIHERIREFR TR,

BRRER | WREREMRGMENL SRR

£ EREEERHE, SAEFNEZERSTE.,

TR EENSHIS®RE “‘KBr-812 > SREE7 , EASFEERE.
FE3 &R ‘BTREE > BWMER (SWR) 7 .

£RA ABEMREHSMRERITEERRE.
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o BLMNREATIERRE. £EMIRMF,

o ZEEMERIK, BFAEEHETIETIIE, BEREF!
o BNMRBEEM

EERGPIEITRY “IRMF” 3, BE "2 , AR ERRRITRE
.

o HERGLREM

gﬁﬁﬁﬁ EMBRGHBREREGIIFR LG “WELHE” , ASTERREITR
3,

o =ZERBGLEAM
BHRRGIIFR LANEELSME, ARERGENTRZEEM.,

S5 ERLAETES, BE ‘T oIS
EERWASENE, SRR EEERNEERMRE FEEARHE.

£ SiRB “1HIRT” BN ‘13’ . B “RERIETITE” EfiARE
ESHITHIE, RREGREZEAETK.

R

BEECWRES (SWR) BEIERS
TR EREERHE, EAFNLZLRSRE,
B2 TEEMSHEEE “A-e81E > FRER” , FANSHEERA.
T3 EFE BEEG > BAAREGR (SWR) 7
T4 EEINEERAETR “BIE7 5, BE ‘“LeiRE , HEALSERIRERE.
TE5 EE CRERET , EERERS
o BERBFHE
BEREREER, #EARBFEERE, BEEREENMEERIURZZINNER.
o BEERECVEID. CVSSHELANIKEERTIE
BFEBMRRRERE v, BHFEERRFCVEID. CVSSHELRIFERE,
o EBEERABRLR

FEERRERETR “BRLR" 7, BERRLEER, WEERRGRFE
H, BEREHRLEFS.

s

BE SWR RIRBIGESIFRSE
LB SIREEEEE, HEALNRLRSTE.
SB EAMNSHSER “A-SE > SEEE’ , BASKEERE.
LI IR CRRBEK > BAERER (SWR) 7 .
S EEIRBERIETN RE7 5, BE ‘RRRE , EARSAMRSERE.
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T CEENM , SEEEXHRE.
EEILEE BiFEE B AER, KR, AVHEASEE.
-

BE SWR RIRRERHEERS

g2
SHR2
$ER3
$IR4
FIR5

EXEERHE, SAENRERSTE.

EEMSHZEE “BElE > SRE1E" , EASTREERT.

WEF “BRIRG > HE=RE (SWR) 7

EEMBERETR “IBME7 7, BF “R2iRE” , EAREABIRERE.
®EE “REHERT , BERHERIRS .

BRI EEBMNREGTRIREEIR. KB A, RETEFEE

BE SWR I AREGSHHERIRS

SEREEEHE, #SAENEZERSTE.,

EEMSHZER “B-giE > SFE1E" , EASTREERT.

EE “BREER > BAARER (SWR) 7

EEMBERRETR “IBME7 7, BF “R2iRE” , EARESABIRERHE.
HEE ‘XHERT , BEXHHERIRS.

,‘gEII«‘AEEE’Fﬁ%%{%EPE’\JSZ#/P%Z, R RNAR SR /NHERT R TR ¥

'h% <)

R

BE SWR tWRFRGEESKEIRS

gz

BEREMEEHS, EAENZERSTAH.,
EEMSHIZERE “B-giE > SFE1E" , EASREERHE.
EF ARG > BAARESR (SWR) 7
EERRGETR “BE” 7, BE “22iRE” , #AREEERERE.
iR ‘BT , BREEKREIRS.
BRI EERMMRGINEERE. OCERERBRE. RHBOSKEER.
o EERENTIFBEIIENEN
a. AELERENERNE, AiEBREL,

b. AEWMENREIETAMSNING], BE “CliFEE, ~ AEmRHIEUFER
B, JUEENIUERARESEY

o HEMEZHFHZOL
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a. MEEHFGOMENRE, 2L ‘BENSOSERE" , HABENSOLHF

B
b. WASSOLTRE, S& “HWIL .

R

&5 SWR R REGHERRE
SB BREWEHE, HAENZLRSTE.
$W2 EAMNSHEEE CATEE > SHRER7 , BASSEERE.
SH3 IR BBHR > PUAREER (SWR) 7
$BA EEITRGIETN “BE" 5, BE RRE" , BARSHMRERE.
SIS EIF CGUER , BENBEEIRE.
GEIEERIFEETSEHRSRX R, REENE. BRRE.

o REEREEIET

FE BTSRRI TR “BRIE” 5, B ‘RERT , BEEANRERISN
SRR

o EESECIHHTERE
a B CEHESHATEREZE , AELENREEERAEENE.
b, ERETREFBERUNTHEE (Lns@) , Fes B’ .
BEARENER, SEARENTEEZZ AAEEESHTHR.
.

& SWR RUREERAEERRE
SB BREBRIE, BATNEZLRSRE.
S EENSHSER ATEE > FEEE" , BASHREERE.
SWS R CARBEE > PUREE (SWR) 7 .
S|4 EEITRERFIETN “BE" 31, BF ‘REME" , BARRIIHRERE.
S|S WEE CRUEN , BERESIRS.
GEAIEET ARG, RIHRA. IR, HRRER.

R

&8 SWR R RIBGREMFERERRS
SB BREWEHE, HALNZLRSTE.
$B2 EANSHEEE CATEE > SHER7 , BASSEERE.
SB3 IR CABER > PUARER (SWR) 7
$B4 EEIRGIETN “BE" 5, BF RRRE" , BARSHMRERE.
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L5 &R ‘BMRGRERT , EEEMERERIRS.
ERLUEEREREMREIZNSIRGINEIR. RE. REREEZES.

R
S SWR fARRGIRIRSELZ RS
(10 88

ZRMRGERIFSHRERS
SE1 EXREEEFE, SEATNZLRET@E.
LR EENSHIZER ‘K812 > SRE’R” , EASSEERE,
$I|3 EF ‘BRER > DUMRESR (SWR) 7
$RA PEBHIIFRLS “‘SH” , BESHIREXE, SHREFSNELRS

MREEESHIEERGRS, SRLEREYIR LGRS REREFEEERER
B&E, BRE ‘8417 .

SIS ARREEREMELEESHRE, BSERINGE, EEVARBON TR,
RS HRIER

il
SHigED, B2XANERENE, SNESHSHESTET.

----45R
3.5.5 BEER=ER
TR EREREENEEERREE, THIFRES. EEEUNZENEER
%, AEDNRINTEESREE.
£RPR S
o (RHSSESEhRSZIRZINAL, WLANFRHSSHIRIE, 52 MWL L LHPEER
FIECERRRAF R
o {Z#5FDockers|BIAMEG FIREIENZEREZEFE .
o (WEWLinuiEETZLAM.
BET R

S} BEREWEHE.

$B EREE AR CRET , BET, ®E ‘RR5AM > ENRLRS” , BAE

MZEFEFRHE.
$|3 EEMNSHNERE “BAr-S1E > FREE” , #A ‘SREE” T\,
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WMREIRSEECBEBIEWIRNBIRNHTERE, SeEFEEfsr ‘tWIRE " REEMREBR
AR E ARSI E R
T4 &R ‘BRT , HABRERE,
TBS EESSREENZENRES.
oL ERSRIREERRBR. KT, 2EELEeNKE, EEX#. FFEPOD. Fi
BEMFHEXER.
o BERJFHEE.
%EEEEEM%F\, ANBRIFBERAEESREG. #HI2. w0, FEEEHE
HXER.

o EERHRLENRS .

BAREEIEB XIS BirSRE TR ENES], EERREFERE. $E.
B, BasXRRIEE.

3.5.6 A ENX LSBT
e S T
FNLZLRSTIFENERLENE, FBEERLENXES ALATIE:
o Hip: TEIEFE
o SfE: BERWE. TERER. Rifshell, &L, BlRGSHF
e hfg: Webshell. RERB. HiERE. 8EHHOE
o X BHKME
tﬁ?ﬁﬂlﬂf‘&k&t&éﬂﬁﬁ*%ﬁ% Hﬁﬂ SEEVIERETAER, EaLUEERE
B, EERRAR=NAENESESE
£RPR !
o (NHSSHESEIRZIFHZINAL, MWLFNFHRHSSHIRIE, 52 MWL L L5 ECER
FOECEAR A FH 2R o
o (EZHiLinuxaEE,
o (NBAHRBRILEZENKHNEEZIFNEIRE.
1B

£} SEREWEHE

$W EREE AR CRET , BET, ®E ‘R5AM > TNRERS” , WAL
NZLFERE.

$|3 EENSHNERE “BAr-S1E > FREE” , #A ‘SREE” T\,
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MRERRSREBI EWIMBRNHTER, SUEFERR ‘BB EEETRERR
EAVIE AR FIEIER .

SR BF ‘BR , BABTHRRE.

SIS ERESIE EERETAN BRE FasQ, mirareNmnEs.
£IR6 EEITNIRERAEITRY “BE" 7, EEFEHRITRILERF.
M TEHSRXITRERERME, WTRIERHRE. 5. RESEE.
(1 A8

XBEFRRIUEXHESRSIFAERE, EULSEREHNERTXIEERAEITRIREXE
5, ERRENKES .

o [REAR: ARNEELE, AERETHN, BELELESRE, Bt LEN
[AENAVERBRIARBRBSRIRAS .

a. BE ‘BB

b. FEBHANHEERNMEELIRE, BE ‘TN .
o HIZARH|: KEBHPIZITHIHE,

a. BE ‘G,

b. FEBHANHEEPINMEEEIRE, BE ‘ML .

o RBER: ARILETHIAIHEIE, FRSIMTRIDKE, IRBHEEET
AutoRemove, BELEKREIZTT,

a. BFE “REsE’ .

b. FEBHANHEERINMEEEIRE, BE ‘TN .

-

HEXIRIE
WRERER “ETR RS
AT ‘BIRE” . “BEE s ‘R REMBBIREN “BTHR RS,
(00 88
REFLIDIRSHIB IR E T AutoRemove, EEEREIET,
ST EEITABETN “BIE FIRE RE” .
$U ERHANRETIAMSEERE, BE ‘A .

.

3.5.7 &&f Agent 18
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3.5.7.1 &E8¥% % Agent
WNREIBE I CCEEERF T B2 K8sERY FTHIFTE R 8L Agent, TJLAUBIIEEfAgentE

IBINgeaERERxAgent, EAIZINREE, EEERFURTPod B, TREFHR
Ax
Z=Agent,

CCE &% 4 Agent
TH1 BEREEEIE.
S EREALBER ‘K’ , 85—, &% ‘“Re5E8 > TSRS’ , #AE

NEZEFERHE.
SI|3 EEMSHES, &R ‘Bl > fRElE” , #A ‘BRElE" RE.
AR

IRERSREBIEWRBNEHTER, GEEEr ‘CWINR" EEESURIEER
EAVIRE AR FIEIER .

LA EIF “ERfAgentE1E > CCEERE” WL,
FIES EEIRERIFTETHIIRIES, By “LIEAgent”
AT A AR E BAREERE, HaEdRA AN “LiEAgent” , ENCCEEREZL

ZEAgent,
T6 TEREPRE “HLN” , ACCEEEFBTRENLIEAgent,

LRAgentFITHHERT 1008, IBEREF100HE, BRBHE “PrAgentZRRE”
SIBET RAgentLE(G . BEAgentRLaR/EXRFRMITIRMIE, BRI R
BIENAgent LI FERE .

3-27 &F Agent ZEIKE

SETAEE  BFES 2 SHERe 58 ShAenEE

BERSEE: 202

gz-hss

-
BE&EFLIE Agent
S BREEHE.

$B EREE AR CRET , BET, ®E ‘R5AM > FNRERS” , BAE
MZEFEFRHE.

$|3 FEENSHESD, &F ‘BEE > AREE , #A ‘aREE FAE.

M ihRA 23 (2024-03-25) AR © AR BRABIRAS 115


https://console.huaweicloud.com/?locale=zh-cn
https://console.huaweicloud.com/?locale=zh-cn

FNZLRS
FFisrm 3 BrElE

(AR

RERSREBIEWRBNEHTER, GEEESr ‘CWINR" EEESURIEER
EAVINE ARYEFFIEIER .

HIFA EIR “EERfAgentEIE > BEER TR,
LS BE “BABEEET .
$I6 £ ‘BAEEEE BEP, BEEHERHRE ‘EadmeT .
BRILAMEREF, B “RE7 , RERNRERNGS.
L7 EAHITkSsan SHIEN P RIE— N EAIyam 34, FldNabed.yaml,
$8 LM SN Elabed.yaml,
$£B9 EEHHHTIUTHS, iEfTabcdyaml, ZiEAgent, ZEEAgentFRiTHERT 1095,

B OFF
kubectl apply -f abcd.yaml
£B10 SHIIETRME, REHSSIEFIS
T EENSHEE, EF “RR5ERE" , #A ‘TR5EE™ RH.
FE]I12 &R “‘AgentBIR” T, BEERHRSHF|IAgentiRES “HEL” , F£AgentRE

B
-~
ENERERHER
o g;%ﬁi%{.f&ﬁ%%ﬂ%ﬂﬁﬁE%Eﬂ%‘%@ﬁﬁ%ﬁ%, AIEEEER T TRYR(ES IR
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. éﬂ%f@’?}ﬂzﬁﬁﬁ%HSS{%ﬁ%/ﬁEEE"EﬁESE%, BB EERIFTETHVIR(ES I
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[EEEERAE
AgentZ iR, BABSETEMGIF, FMEEESIABSSREF
3.5.7.2 §R¥iEIF; Agent
MERABEEHSSHENERSRIZMZ 2GR, AR EIZEAgent, AgentiE]
B, HSSEELSRORINILR, BSRUSOSE. BRESiRme
AR o
CCE &8£i1% Agent

£E SREEEFS

S ERELE AR CRET , BET, HE CAE > ZRE3IE , BASHEIE
FH.

$|3 PEERERER, HEAERFER.
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T4 EEAMSHE, &F “TERET , #A “TIERZ RE.

SIS &R CHPHEE I8, MIBREFRA “install-agent-ds” BIT{ERAE .
FETFREFFETHRIES, ®F ‘B2 > fikR” , BRI ERZ.
3-28 ffif& install-agent-ds

< 5 Ibytest CCEStanda =) 0 i Bas ®4EIR

Kubernetes 28

nEEE

W6 EREL AR R, BET, ®E ‘R5AM > TNRERS” , WAL
NZLFERE.

ST EAMSHE, E CRESRE , #A ‘LRSRE” RE.

SIE PR “AgentBIR” TE, HIEEIRCCEERFTARET MIRSEMAgent,
HRIREES NEAgent
R

BRI Agent

B BFRKESERFINE,

B2 PUTIATarSHIBRRFRA “install-agent-ds” RITEGRAE
kubectl delete ds install-agent-ds -n default

T3 GREEEHG

$BA ERELLAEE RE , BET, BE ‘R25A0 > ENRLRS" , BAE
NEezEFaRHE.

;S EEMSHEE, 158 “Rx5EE" , #A ‘Tk5kE™ FH.

£E6 &R “AgentBIR” WE, HBBIRERERHIEAET RRSEMIAgent,
FHIRIEIES WEIFAgent,
.

3.6 [P ETE

3.6.1 EEMGIPHECER

SR LRGP ECAUR S B ECARRIE AT . BECBRPIRZ, AT RS EIHARYECEHE
174:%%, BB ERTECEAI TIRITIRE .

BCES RN BT P X W SLRIECER, EARBEVERIECER, BIDHREIEMRRIXINS
Bi#iTER.
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NZ2FERH.
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FNH, PEERARAIHITHRES.
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WMREHIRSREBE R UIREMEXHTEE, SEEET ‘WA FEEREER
AR REEFF I IIES .

£R4 EMpIPEERE, BEENEEMPEH, SHFHESIERS-13,
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ECERID AR E—4RRID, BBahECEUD, HABEIEANMSERE, IEEE

MEIEEATIE) . FUHBLMERER . RIERBITREER, tBAEZRE
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MZEFEFRHE.
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o EHEREAgent, HAgentikish ‘" , RERIFES ML EAgent,
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o —MERERGE—EN, BREEIEagentELMIEN.
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SE BREERHA.
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NEZ2FARE.
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RUH, PEERERATHITHIEES
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RERRSREBIEWRBNEHTER, GaEEEs ‘CWINR " EEESURIEER
EIVIE AR FIEIER .
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o BEMIRE
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#RPRE
EFELWAR. ETkR . MNRPEEXRNR B SEHRAE—RZA .
IRBR DRSS
=B EFREIEEHE.

$W EREE AR CRET , BET, EE ‘RR5AM > FNRERS” , WAL
NZLFERE.

$|3 EiEER ‘R2iRE" BAREREMESRE.
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X 8-3 IREEAXREESHIRAA

o HEHL: FERBERPONECRERS
HENER “LEEHHER" REREK
. BEFREHG, EALAERES.
o HEER: FHSSHIRCIZRIERR, RE
%iéié%ﬂﬁuﬂz}\o AR IS S BRI
ypII

o TFEAIXZIMPFE: FREHREEMPFE

SHBWR | SE6RA EEHH
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RERE | IRERIFITEHISRERIR, R RiE. ZE£Rik
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ESZiALL
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$E2 AER ‘RRIRE" BARSREMERE.

RS FE 7128 (default monthly security report ) F13%/& ( default weekly security
report ) FITHIMNLEIREENR, TEEER.

AR
RERRSREBIEWRBEHTERE, GEEEr ‘CWINR" EEESURIEER
EAVIRE AR FIEIER .

8-6 BELREIRG
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S8 EXEEEFE, #ENZERSTE.
SE2 it ‘R2iRE™ BALZEREWERE.
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EIVIE ARG IESR .

SASRRAN 23 (2024-03-25) WA © EARUERABIRAE 331



FNZLRS
5 =12

8 ZERE

8-71 BELREIRE

SI|3 BEERRER “WER™ , WERRSHEHTHER.
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SIARFFERIFRETURM B EREMME, HXHIELMRER. O<. BreXEER
ZEIREMESE.

ERELNE. MNAKP. WIpEX. $RMIF. NMEEN. REEEE, XH=E
M FREERFRNEGIFER, BIFRENZEMF.

o  HXARFABHIFRRSHE[EMIREENREZSMME, BTSN
REABE—ERE

o RBREAREER1BEMN, EMEMNHFELEEER, AT M.
o HEREPREMARIHFRRSERY—F, BRSNERSFIMEER
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EREEEHE.
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9 ZRIEEE

9.1 Agent E1H

9.1.1 & Agent ;K&
T ABERARSBEELEAent, AN TLENHHRSENAgent, FHRMR
SEISE R Agent FEHEE . ZAgentiUIRIEBS MZEAgent .
BRIELPR
S BREWRHE.

S EREABER ‘R , Bk, %iT ‘Re550 > TNELRE” , HAE
NZeFERE.

T3 EAMNSHPNERE “‘RESEE > AgentEIE” , HAAgentEIER@E,
(MARY::|

RERSREBIEWRBNEHTER, GaEEEr ‘CWINR " EEESURIEER
EAVIRE ARYEFFIEIER .

T4 BEAgentikE.
TS BE “BAZSTZET , JBEFAentZERRIES,
$£6 HF “AgenthRAHIE” , ATABAgentlIRITIRA . HHRRARTERS.

9.1.2 F+4% Agent

FENRERBZAFEMACGRTIRSEES], BIERIRTHIEINAE. IR, BERET
FBRS3ERRIAgent R DERITR, LMBERILIZZRBIFAENZERSS

Agent F4%i5EH
o FHRAgentE(EARE, TUEUETER.
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o  EBEWSTHETHITARIRE, BRARAgentiRAEHAgentHFE, TiEMIE

BENETEHIFEER .
Agent FEIHK
T EREEEHS.

$W EREE AR CRE, BET, ®E ‘R5AM > TNRERS” , BAE
NZ2FERE.

$R|3 EEMNSHNEE “RR5RE8” , HAAgentEERME,
(0 %8R

NRERSFREBE EWIRMBMERHTER, SUEERR ‘BWInE" EEETRERR
EAVIE AR FIEIER .

$RA BE “SHRAgent#” KIGRIEIE, MHikSFHHRAgenthIIRSS SR
SIS EEITIRSHRAY “BE” 7, BE “FARAgent” .
R L EERSDEIRRSSR, ERSRIIRELFRE “fEFHRAgent” , HIEH

fREZE2F R Agent,
TIR6 EHREPARNSHKAgentlIIRSE, IATIR, B “tBN” , FETEFH
R
BT AR, TBEEBRIRSSEN “Agenthi A’ TEAFZIHMMERFHRTTHK
-
Agent HEhHK

£} BEREWEHE.

S EREE AR CRET , BET, ®E ‘R5AM > ENRERS” , WAL
NZLFERE.

$H|3 EEMNSHNEE “LR5RE” , HAAgentEERME,
(1 i8R

RERRSREBIEWRBNEHTER, GaEEEr ‘CWINR " EEESURIEER
EWIRE AR FIEIES .

£ BE , FFEAgentBEENFHR .
FERE, HSS&=FEHAI00:00 ~ 06:004 MR R =P FH&KAIAgentH BaiFAgent
FIERHThR o
AR

RBAgentiAEH “EE” BF, AREMITEIIFAR.
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EpE =i Ee
A= 1588
%gentfii%ﬁﬂ SNEEH ERIAgentiRSR “IE5” , AISRFIAgentEEIE 5.
AgentES£E] | AN EAIAgentikFSH “E%k” , AIRFAAgentEAEIRS .
#
Agent FEZRENE;
S BRSEEHE.

S£IR2

43

SR

EREE SR R, SR, ®E ‘L2580 > ENRLRS” , BAE
NEZLFERE.

FEEMSMPNERE “LRESEE > AgentBIE” , HEAAgentBIERH ,
MARIY

MRERSREBI EWIMBRNHTER, SUEFERR ‘BB EEETRERR
EAVIE MR FIEIER .

BE ‘BRiEAgent#” XIGHIKE, EEAJentERENIRSEIIXR, FEEENE
AgentTEZL RSB ESTIRSEIRA
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= 9-1 Agent FE&RS3885RSE0HEA
SHEBR | SEURA

IRs3eRa | IRS3ERAIBRARFOID
#R/ID

IPitbiiE BrIRSS22FEREAY A M IPTRFARIIP
BERS | BIrIRSBEENIRIER R

e linux
e windows
Agentik | BIitriRSSEEHIAgentiAZ .
& o 7t
Agenthk | BItRIRSS 2R HBIRIEAIAgenthR A
PN
AgentH | BIfrBRSS B/ EAgent AHRIIEEHIVIRZE.

SIS BEBERRSEE “RIE7 FI8Y “EEAgent” , TERBFTFRANREELR, B
N7, STRREDE.

LI AIREEHAgentiIBIRIRSS 2, FHEREIIRLSGRY “HiSEHAgent” , #E
SRS EHAgent,

R

Agent BZENE;
o H#FLinuxhRAAgent
a. ERETHHINNLZEIRSAgentBI=IRSEE, FHITUI T eSS rootH

Fo
su - root
b. HIEEBEFRWMITU TS, EFAgent,
(0 #88
gj\i%ﬁ/ usr/local/hostguard/BR FHUTEIHGS, AIMERMEZER THATE
AP o

= &4%JEulerOS. CentOS. RedHatZZiFrpmZEEMLERYI0S, HITHS:
rpm -e hostguard

" £%FUbuntu. DebianEziEdebZEEMERIOS, HiTa<: dpkg -P
hostguard

LRARRBNTEIMEE, VWRFRHEHAgent5ER, THEEHITF—E. IR

HERBISHITEES,

Stopping Hostguard...

Hostguard stopped
Hostguard uninstalled.
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c. (\%) HPTEE2AEFHAgent KRS, ATSEN T AR ENFAgent,

= £XtEulerOS. CentOS. RedHatZzirpmZaEH4m0S,
1) PUTI TS, BRZRICR.
rpm -e --justdb hostguard
2) BT T&S, BiEEaahostquardiZBiHE,
ps -ef | grep hostguard
WMRERE, BHRITHESkIll -9 “HiEpid” FILFFEZRBHE.
3) BUTWIT <, &BE “/usr/local/hostguard” BREBFE.
Ul /usr/local/hostguard
!%D%iiﬁiﬁﬁ, 5 Tas<rm -rf /usr/local/hostguardifiifxE
4) HITUITE<S, BF “/etc/init.d/hostguard” MHEEHFHE
ll /etc/init.d/hostguard
ﬁ%ﬁi#ﬁﬁ:, 511755 rm -f /etc/init.d/hostguardifilfssz
" £3FUbuntu. Debian&3ziFdebZEERIEAIOS,
1) HITUTHS, BiEEEHEhostguardikBifiz,
ps -ef | grep hostguard
WRERE, BHITHESkIll -9 “HiEpid” FILFFEHRBHE.
2) TN ER<, BF “/ust/local/hostguard” BREEFE.
Ul /usr/local/hostguard

MRZEREFE, BT rm -rf Jusr/local/hostguardffiifkE
o

3) WTTER<, BF “/etc/init.d/hostguard” XHEEFE.
ll /etc/init.d/hostguard

WRZ 7, BRITaR<rm -f [etc/init.d/hostguardfiff3C
{#Q

o HIFWindowshzASAgent
a. EFHFEHHINZ2RFZAentBI=RSEE.
b. £ “i=HIEtR > IZFFITHEE” AikH “HostGuard” , AAIGERTE “iEDE:” .
(RAETY::
o AFATLU# N C:\Program File\HostGuardB & T, X& “unins000.exe” , 3
EHENEFER -

o ERIEAgentBI IR T A S T EMAgentRIES RIS, ARIAELATE
“FFe4 > HostGuard” Figki® “ElFHostGuard” #HITENE .

c. 1E “HostGuardElFm@S” 12riEF, B2F ‘27 , FHREE.
d. (%) EREN.

" NREARTMRBER, HEAgentFBEERIEN. & “HostGuardiEl
HME” wEPh, BE ‘R, EFFN.

" INRERABMRBGEN, THEEREN. & “HostGuardE#ES”
BED, BE ‘A7, FERE.
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BFiEr 0 ZESHE
e  WindowsZH#,
a. IfFEERFEIFAgentfIWindowsiR$5ESE .
b. HAWindowsfR5Z2EAIC:\Program File\HostGuardBZE T,
c. I “unins000.exe” 374, fEEAgent,
d. 7& “HostGuardifl#mS” s#&H, BH ‘" , TEMPRHostGuard RE
FrEa4,
e. (mOE) EFFEN.
" NREBABRTNRBEENR, EHEFHAgentFEEFFEN, £ “HostGuardi]
@’ #Eh, BF ‘27 , EBF .
" NRERFABENRBEN, TEEFFN. £ “HostGuardiElz@S”
MET, B ‘R, FERFEN.
f.  BEEHWindowsfR538809C:\Program Files\HostGuardBRAF1E, FTREE
Agent>eh o
FEERE
ZEEAgent
9.2 IkSEE

9.2.1 kS EIEHLIA

FHR2RFEEL I RIBEKSHIRICRMIFAUE], NRERIKSHAR
i, SRLBNREAERRKSHTR I T FREZR 2!

o SZ—XRORNEFERRKSHIENHTZEMIF, SEXFEE., KU
2. EEaslRAEENF,

o SZ—XRARAAERRIKSHIBRHITREMF
BITHSSIHBR AL R SHIT LIFRAB R 2P BEENITLATRE:

1. RINERRRES
2. EEKSER

BXRA[RFMRFIES N (BLBEFER ) .

W

9.2.2 HINBLE RS

HURESRAF

MREFETEAMRKSHITLAERHZEMIP, EAUSESETRIIKS

o CEEEAR, BXERMFEFHESNOIZAN,
o BEIRBHSSHEEMRS, RIFFHESEEMA. FRYERS.
o SRS HANASERKSHEEEERKS
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FAF¥sr 0 RESEE
£=RPR
S EIRINELNER D regionsziF, ZiFHIregioniES MINBEE S .
BIEL R
1 EFREERHE.
S FRELELAEER ‘X , BET, %iF ‘RS540 > TNELRE” , #AE
NZe¥FaRm|.
T3 E?@U%Eﬁ’fiﬁiﬁ% ‘ZESHEE > KSEIE” , #ANKSEERE, 2d R
=) )
B4 FEETUmBETIREFAEBIRKS, BalfNEAN “‘EExRsS” , WALIR,
BE ‘LN .
(] ¥ B8
RIS RE—MAERIKS , BXALRKSHNEMREESR (AAKSHLR )
ZSB5 RINEDD, ERSIIERATEERNIAIKS,

R

9.2.3 BEAHMRWKSZTE XIS

EEWSEE
B2 4
&2

I3

INARRRKS/E, SULAEKSEERE, S5CRNEIHSSHITTIEFRHERF
RIBRA RS RIENIKSH T FREZREMHFIFES.

EREEEHE.
ERELE SR R, BE=, ®E ‘RR25aM > ENRLRS” , BAE
NZ2FERH.

AEEMNSHMNERE “RESEE > WSER” , #AKSSENE, E52HKS7!
xEE . WSHREESHRASSNE WSHFRSHIRA.

* 9-2 SRS A
BB SRR
S22 WSEFR.
IREAR NS Ff/ERegion,
FHE WS TRIENEE.
mREE (HE24/0\d ) R4/ N ENFENRENE
HE&0E (HE24/0\7 ) EI24N\B ENFERI R LN EE
ZEEE (HE24/0\8 ) RIR24NFNEFENLZEEEHE.
----45R
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ENZLRS
AP o RESEE
HIFRIKS
S BEETKS “HRIE 5 B .
S FEREPHIAMSEIE, B WA, SSRMR.
.

9.3 1HIFiE
9.3.1 iHFECEMEIA

Eﬁ%ﬁﬂ]%‘Ei%iﬂ‘%ﬂ#ﬁ#ﬁﬁ%ﬂ, CRIRIER RIS HE SRR EIEFE
M ﬁ o

GHEESIS
FINSZ R Docker E IR,

Docker {f{4R HinS
FEARLZLWNE, NRCESGRSEENINGE, TEBLEDockerElt,

Dockerifff Z LIRS IBITEEDRI—MEML . RGBITE—TIERLEMENEE, ©
AJLAEDockerIME R AR EIRIETEA SRS G ZEiNERNI B R RRIIE
7o

IR PRI BRI T :

o IEFERIFHEEGNZERE, BRERHERAAFUEHEHREMNSHE
EXPERT, SRR ERGENTREE, EERMRREFRIAEE.

o HEFZEFE-LWIEMNLEER, FlgN: PCIDSS. CISFE, ERILIEE
RGPETERES, ISEEMIZEREELH ST,

o HIBFELUARDevSecOpsHIRIESLE, BRENBHMLHIRAZITHRLERR
RS IERRY, BILIRCERGHERES, SSHMELRIEIRIIZERE,

9.3.2 EEAHFE

EMFrERRIARSS REREEFS .
A EENXIHRGHITRIE . TR HEERE.

BIESR
$B BREWTHE,
S EREAL RS (R, BET, B R2S5AM > INRLRS” , HAE
NELFARE.

$|3 EEANSHMAR “RR5E > iHEE”™ , EANBHERERNE, EEHHIIRF
5. IEHIIRSEHIRIBES IR DockerfBH 5 RS EIRA .

iEHIIREARTIIARS S, WRRSZRLE TG, BHIIREREREERIIEM
B8, WRKRSHARLEEGE, BEHERNZ.
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)il 9 ZERSEE
% 9-3 Docker #@45IFRS 5 A
SHEM SHHE
%%%%?ﬂ/lD ﬂnnE’Jg?ﬂﬂle{;u r o
IPiﬂjliJJ: EJ’S nnE’JIPtmth
BERSR RS HRAVRIERGTREL,
AR ARS5 BR & AUHRIF = TR
TR A RS RR L ARIIRIFARAS -
RS L ETIE VNG
o ERIE: HHELIE, BREE,
o IEfTH: BRHFIEEET.
o EFIE: WHFEEET.
o EEH: BHHEREER.
o EPReh: HRIFIETEHMIFR .
o BBt HHEFILZET.
o JHL: BHEXERNMER.
AR AR
o KA HRHFRFRERIMRA
o IFHEFRF: HRHFEREFHR
o FEMIN: FEEFREIRARIN
o FHREM: FHHHARKK .
S
9.3.3 AN
FERRZElFE, MREFEERRGEINEE, BERAEHREDockerif
29 RPRHE!

{5735DockerXR e, BAZIFcontainerdfIEE: -
Docker EnginehRAN1E18.06.0LARZ LA E .

Docker APIRRASTET.38LARLAL .
NZHELInUIRER % .

N3z F5X86FNARMAB(EE2H
EFRENZERFZEIEZRE.
BRX<F e nntk LIRS
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BELR
SB BREWRHIE.

$B EREE AR CRET , BET, HE ‘RR5AM > ENRERS” , BAE
NZEFERHE.

£33 EEMNSHNERE “LRSEE > HHECE > Dockerdlift” , BE “fEitr&ixis
7, ERHERR “RERLR PIREZEGS, BE S .
H$]RA LlroottURITFEE RIFLAEIBHRIEN

o BAILIBFBURRS[THE, £ “BERRS:R Ik, BE ‘nEE
R BRI, FHRFEENECRSHENS LERE.

o FEWENELRYPE TP, SBrILIERTEEIERTR (Hli0: PuTTY,
XshellZ ) BREMN, FERrootKSEEN PR

LB PUTIUATaSHEAtMpAR,

cd /tmp/
$IR6 ztﬁl«‘l'lzﬁ‘ﬁ/v‘\, BUEESZ{Hlinux-host-list. ixtFIG R EI ELREIT RFABIpRINESUY
anTHEIL:

echo 127.8.8.8 22 root rootPassword >> linux-host-list.txt
gkecho 127.8.8.8 22 user userPassword rootPassword >> linux-host-list.txt

EFEZSANAREIP, NARIPRIGSZ ABIRITHERF .
<l

echo 127.8.8.1 22 root rootPassword >> linux-host-list.txt
echo 127.8.8.2 22 user userPassword rootPassword >> linux-host-list.txt
echo 127.8.8.3 22 root rootPassword >> linux-host-list.txt

BT BALERFRFIP, HiTap$cat linux-host-list txtEGZERINTEK
TR BIELRNGTETWEEGRSIE, BARZE, FHABMHIITRE.
(1 588
ELETRERRE, BIRIADNSEATIUERBT G SIS

$I89 iE “remote_install finished. [OK]” MIZ23EREIN, Z1F3-5980E “LESHRE >
it E " BEERIRSEEHIDockeriE IR -

remote_install finished. [OK]

R

9.3.4 fRlFFER

] TR B R ARSS SR AOIR I TR o
£JRFR]

o {XSZFFDockerAE, HARZIFcontainerdiI&EE.
e Docker EnginehRZA<7E18.06.0LAR LA L .
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FFisrm 9 REShE

e Docker APIRRZATET.38LAKLA L
o (NHSLInUXRIERS,

o {XSZIFX86FIARMEEHLEM

o EABENZERSZIEEMRA,

o BEIFENTEZ LIRSS,

BRIESER
SE BREERHE.

S EREE AR CRET , BET, ®E ‘RR5AM > FNRERS” , BAE
NEZLFERE.

FIE3 ELNSHIFNEE “‘RESEE > iGEECE > Dockerdlily” , B “IEEHHKIS
B’ , EBEERE “‘HREER” hIKEFRGS, B ‘S .
FIR4 Lroott fRITiZE RISFHIHERIEN

o ZRILIEFRUARRSHENG, & “BIEDRSER JiRD, BE iniEE
R BREN, FHEREESIECRSHZEFHS LBREN.

o FEEHNENERYETHMIP, BEAILMERTESIETE (fIg0: PuTTY,
Xshell& ) B2FREH, FHEArootKSIETHPHLIEH .

S| PATLATaLHEHAtmMpAR.

cd /tmp/
TI6 Ii‘:;tpl,ﬁl«‘l—ltﬁ/é\, Bl linux-host-list. txtFRISEEM EARIT SFABIpRIIEN
moiE:

echo 127.8.8.8 22 root rootPassword >> linux-host-list.txt
gkecho 127.8.8.8 22 user userPassword rootPassword >> linux-host-list.txt

EFESNIREIP, NAREIPRS ZEBIRITERF -
-

echo 127.8.8.1 22 root rootPassword >> linux-host-list.txt
echo 127.8.8.2 22 user userPassword rootPassword >> linux-host-list.txt
echo 127.8.8.3 22 root rootPassword >> linux-host-list.txt

BT BALEREFIP, HiTa<cat linux-host-list Xt EBEERINTEHK o
TE8 BMEARNGSEFMUEGIE, BALE, FHREIHMITHHR.
AR
ELETRLZES, BRADNSEREOLUIEE# T RRxmSHRIEE

L9 KRR “remote_upgrade finished. [OK]” MIHAKKTN, FF3-500I7E “LESEE
> TS SEEIRIRSEEHIDockeriRIFIRES .

remote_upgrade finished. [OK]

e
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FFisr 9 REShE

9.3.5 EPEIHAE
LOTRBRE

o {szFiDockerskaes, BHAXHFcontainerd& s
e Docker EnginehRAS7E18.06.0LAR LA L o

e Docker APIKRZATET.38LAR LA E .

o (EIELinuRIERZ.

o {NZHFX86FIARMEER(FERH

o EFBEENZRERSZB[MRA,

o BElIFHEATE LIRSS,

SR SREEEHE.

S EREE AR CRET , BET, EE ‘RR5AM > ENRERS” , BAE
NZ2FERHE.

3 EANSHNGER “2K5EE > iiHFECE > Dockerflifd” , B “iHHEHGE
F7, ERHERRY “HESR” PIREEHGS, BE S0 .
L4 LUroott Rz B RAFEEIRHFAIEN

o RILIEFREURRSZB[EHEG, £ “BUESIRSHR JIRD, BE “‘iniEE
R EFREN, FRREESIECRSSHERNS LEREN.

o FHEMMENELRYPE TP, BBoILIERTEERTAR (Fl0: PuTTY,
Xshell ) BEREMN, FEMBrootMKSETHAENFIHEL .

SIS PATLATaSHEHAtmMpAR.

cd /tmp/

£6 HITLUTHS, SIS Elinux-host-list.txtHIEEBINEHEH AT SFABIpIRINES
Ho
a8

echo 127.8.8.8 22 root rootPassword >> linux-host-list.txt
giecho 127.8.8.8 22 user userPassword rootPassword >> linux-host-list.txt

EEFESNIAREIP, NAREIPRS ZEBIRTHERFF -
o~

echo 127.8.8.1 22 root rootPassword >> linux-host-list.txt
echo 127.8.8.2 22 user userPassword rootPassword >> linux-host-list.txt
echo 127.8.8.3 22 root rootPassword >> linux-host-list.txt

FIB7 BARLIERFIP, HhiTanscat linux-host-list.txtEAE A& RN o
SR8 BHEHHNGSEFHNEDSIE, BARZE, FEERHITEE.

FIE9 iE “remote_uninstall finished. [OK]” WENEIN, EE3-504nlE “LESHRE
> i E " BEEIRIRSEEHIDockertE IR -
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et 0 RESRE

remote_uninstall finished. [OK]

R
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HPFPigE 10 §it

it

10.1 3ZFF=EHITRI HSS B{FFIR

FHZERB BT =EHITARS ( Cloud Trace Service, CTS) NHEFRH=IRSEIRAY
RFICR, ICRAAEEAPNEERT A& FRAPI LRI EIRS ERIEEIS KL
RERIERINER, HAPEE. BEIiHFIEEER,.

EITIRSS FFRIHSSIRIESIZRANER10-1F7R

#x 10-1 =HIHIRSSZIFHI HSS BIEFIZE

BRESR AN il AR

BB 2R im0 hss notlgnorePortStatus
ZB&imO hss ignorePortStatus

BB 28 Ee BT hss notlgnoreCheckRuleStat
RSB ERNIR hss ignoreCheckRuleStat

B TR hss runBaselineDetect

FREPECEN hss cancelHostsQuota
KIS hss closeContainerProtectStatus
CAN=E- ke hss openContainerProtectStatus
fEIRE=EIP hss changeBlockedlIp
REEHIRTE hss changeEvent

8 EfmE it hss changelsolatedFile

b EZERRER hss removeAlarmWhiteList
NERSERER hss addLoginWhiteList
RiprEREEQRE hss removeLoginWhiteList
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FIFism 10 it
BRIESR RRER EHE
iBARSSE54H hss addHostsGroup
HEcEIARSS2RH hss associateHostsGroup
(EeiiRSS =48 hss changeHostsGroup
fHIBRARSS #84H hss deleteHostsGroup
KIAEHNFHR hss closeHostsProtectStatus
FEENBGIR hss openHostsProtectStatus
iENZagent hss uninstallAgents
ETHRGEE hss runimageScan
%SWRHE%E%%’%{%@J hss runimageSynchronizeTask
EHFIESWRESR hss runSwrlmageScan
BHMG hss resetRiskScore
N INRRR4E hss addPolicyGroup
il SR AE hss deletePolicyGroup
EPERIEE hss deployPolicyGroup
EBERIEAS hss modifyPolicyDetail
1EMRREE hss modifyPolicyGroup
KXABMREER hss closeAutoKillVirusStatus
HEEMREER hss openAutoKillVirusStatus
REERERIP hss modifyLoginCommonlp
REFRERI hss modifyLoginCommonLocation
IRESSHERHZ R hss modifyLoginWhitelp
EERE hss changeVulStatus
SINBBIRE R hss addHostProtectDirInfo
DA hss addPrivilegedProcessInfo
RINERXAGIFEE | hss addTimingOffConfiginfo

R imim S DRSS 28 hss deleteBackupHostInfo

IR ER hss deleteHostProtectDirlnfo
BT HEE hss deletePrivilegedProcessinfo
MR ERTXABGIFECE | hss deleteTimingOffConfiginfo
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FIFigi 10 it
BRIESR RRER EHE
REEMNXAGIFER | hss setDateOffConfiginfo
ESFHPFERARBIRE | hss setProtectDirSwitchInfo
EE&EH&WEB}E%E&% hss setRaspSwitch
wEIninED RS hss setRemoteBackuplnfo
(EERTKHARGIFIRZES | hss setTimingOffSwitchinfo
XA T pE E LR R hss closeWtpProtectionStatus
HEM B E AR hss openWtpProtectionStatus
IEBOTIRE D BRSS 28 hss updateBackupHostinfo
EXRIFBE =R hss updateHostProtectDirInfo
(USRS hss updatePrivilegedProcessInfo
& Tomcat binBH= hss updateRaspPathinfo
EESZ;:’EEH“?EI‘?HBE?PE?I‘EH hss updateTimingOffConfiginfo
-

10.2 EEHITTSH
BEnS

(£ FAPRH

APRAZHITIRS AIREELERRGE, BERTRICRTRSRRANRE. FolE
HIERBIRSEE, RAFIRICRAPTOBSHEFEIERIE. ZHITIRSEEEHE
SRFRE7TRAVRFICR .

AN EIMIERFRIHRS ER R GBS E&EIT7TRAIEFCR:

ENRSEHSIREERITEMH
FIBREHIIREEH TS S

BIKSIRIFAISEHTLLBE =HIHEFEES, SKSHFHEHREEKRSECSH
EHHEXRNEEESE, EFIHANERREENOBSHEFES, tBALAFIHIE
ISR RLERICTS /systemBE R FEEEE .

BAFET =EIHES & REEEIRa7RANRMEICR . IRFETIHBI7XRAIE
EieR, B RBCERERINSRFiEIRSS (0OBS), A JEOBSIEEEEEHEX

. BN, BEEEEM7RIABIHNRIEICR

= HRMER, 198ATLIEE =EIiHEF S TS EESMHRIEICR, 5oHE
Zrah@Eig = EIHES S EaEIERSZ MRS
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ENRERS

BPFPigE 10 §|it
RS REEFHITSH
1. TREEERHE,
2. BFEALM — , %R ‘SES5KE > ZHEITHRS CTS7 , HAZEHIHRSRA
o

3. BEAMNSHE “FHIIER" , HEASMIIREEDRE.

EHRTIFBESRERKREIINANRFSEG, ELIEREREE—
e St

SHER: WASFHRIRTR.
EHID: BASEHID,

BEE: WARFRNER, JZFHE R R ELRFERMRERINATY
APIERFRE R B FEBMSEET, &FRAT.

RRID: WMARIRID, HZRFERBETRRIDSRFEIELMET, ZFRA

=iRSS: E FRAEFIEFET A =IREZZBFR .

TR A THAEFIEENTNAVRIRIEE

RERF: ETFREPIEFE— NS IOERRIERF

EHEHRF): BEIA “normal” . “warning” . “incident” , RANEEFEE
F—IR,

= normal: FTRIEIERIN.

" warning: FTRIEERM .

" incident: FRHRIEAMETEOER, HIEN3EEMHEE,

BHEsEE: aaFERRa/E . RE1XR. RE1ERVRIESH, a8
EM R ERESE ERAVRESMG

5. HEFMIIERE, BEALISELEFCRIE. BiFblE. RENERTER

==
=JFo

gf&?*&qﬂﬁﬁﬁ)\ﬁ%‘\?ﬁ@?—, D ime, AEEHSIRE RS ASRH
=

BF ‘S 2, sHITRSSBEBERUXISHIEIRIRE UG ST,
ZXSXXHEE T RREERNAESEM, B&RZSH50005%ER.

g Clatl, TURIEEHREERRESR.
O, TUEENEHTIRNRREE. BRARERSIR TR

QO Sirmienmmans, SRESSHITE, BASmILHT
%,

6. XTHEMENRIXREFRIFR, BEUSMEIFIEEEH
(B ) AEhREMIIRRTE, £EALEHFA “IREIAM™ &5, IYHEEBR

FFIRTE
EIHREHIIREEHITEH
1. BREEERHAE,
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FNZLRS
5z =12

10 §it

%EEZ-EJ:% — , &R ‘EBRS5REER5EE > =HITIRS C1S7 , #A=®H
RS

BEAMSMMAT “SHIIR" , BASHIIREERE,

RARE8XERTHIHEN A, EHaRARTRHIRSEHIIR, BEREA LS
A9 “IRMEBRR” 2, YHREIBRSEMIRRE.

FEHFRTIFBIS RS NAYRESM, WE10-1F7R. JRIFEHEFIIRS
PO ERRESER, FRERWNT:

10-1 fizehE

Trace Type | Management

- BMASEE BEKRR. RIRREGRSER, £ MIEPRETEEREG.
PR BURRIRI DI, EHEFaMAENTBARIIRIRID.
" THIESRENR MR IRGIAN, EEEERENBRINEHETR.

|
=
T

. ﬁ;%é BURRIRBTRIGIERT, THEEFRFHMARETBERINERS
N o

- BFAF: A TEPGREE—BARRRERP, WRERPERPEA,
AP %R .

- BHERAN: AES “FRrASEERSEIT ¢ “Normal”  “Warning”
“Incident” , RAENEFEFP—IR,

-  HiEFEE: FEEEaRa7XRRESIERIRIESHE.

- B ‘S =, cEITRSSBERERUCSVESIIRSXEST,
ZCSVHEE T RXRERERNAMESEM, B&RSSH5000%ER.

EEEERRMYE, BE ‘587 .
AEMYIRNE, SEIIUSHBRFCRIEHRIFHIIR.

- B ‘S =, cEITRSSBERERUCSVESIIRSXEST,
ZCSVHEE T RXRERERNATESEM, BE&RSSH5000%ER.

- xEClam, TSR RNSEES.
rﬁgégaﬁ#&m %ﬁ Eﬁuﬂiﬂ’hﬂﬁﬂ;u .

=EE
anseposaconts P—— - wowngors @ noma
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5 =12

10 §it

9. HEREEENICRAMN, BE ‘BFFM , SHE— I ENERZRFEMLE

HRYFEAER .
EESH

i
Yrequest”: "
“trace_id": “BTEddae3-842b-1lee-9299-915%9ccc6a3ac”,
“code”: Y200,
Ytrace_name”: “createlockerConfig”,
“resource_type”: “dockerlogincmd”,
“trace_rating”: “normal”,

Yapi_wersion”: "7

“message”: “createlockerConfig. Method: POST Url=/vZ/manage/utils/secret. Reason:",

Ysource_ip”: "
“domain_id": "
“trace_type”: "ApiCall”,
“zervice_type”: "SWR,
“event_type”: “system”,
“project_id": *
Yresponze”: M
“resource_id”: ¥
“tracker_name”: “systen”.
“time”: “2023/11/16 10:54:04 GMT+08: 00",
“resource_name”: “dockerlogincmd”,
“user”: |

“domain”: [

“name”: ¥

bigt. ®

-

10. XTFEHEMIXRFRIFE, FENEHEN “THITRSSEUSE > SHE

4" ERHEEES  ZEHITRSEHSE > FHE67

=z

BT

1. (&%) EIBRFMEFIRRTE, BEA LB AR 128, JHRERR

EHFIRTE
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FNRERS
52 =152 11 8%

P
H

11.1 HSS =48 4Rik a8

THEEiSER
AHEN T ENRERS HRASRRSNMIESRDREE, KEERsIEng
EEN, AFILBE SRR B A APIEORE RN R LIRS E
RIS BER.

AR
SYS.HSS

HEIEIEAR

& 111 ENREMRS TSR

fSFRID FEFRRFR Bira X BEEHE MERTH W= EHE
(Rua3E
¥R)
host_num | fRSBEEEE | ZIERETF | 200 IRSS5 23 3007
FIThRSS2E
S
unprotecte | RXFBHIF | ZIBIEETF | 201 ARSS 28 300%
d_host nu | RBRHE=E | ZitFFHE
m BE?F‘EI’JHEAz
segpe
risky_host_ | BXIEIRSS | ixi8t=BF | =201 IRS5 22 300%%
num = FIHEEN
HIEFEN
FEAYARSS =22
EE
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ENRERS

5 =152 11 585
$8kRID et EiRg X ECE MEXTHR IS EHA
(RtakE
=)
uninstalled | KR&LE/E | ziExAT | 201 iRS5=s 3007
_or_offline_ | B%agent | FitFkLE
agent_num | & agentai&
KRENEL
AYagentdy
H=
HERE
=112 HEHE
key Value
hss_enterprise_project_id I IRE, BEAEIREID,

11.2 1€E S EEN

BITIREHSSEZEMN, ARTBEENX EiEBERSBRE, RESZEMNZTR.
ENR. WiEiEn. SEEE. BRERNEEREBHISFSH, %EEJJ‘TEZEJ‘TE:F
HSSEEHFIRSE, MTRREIFREER o

FTE1 SREEEHG
£R2 PEEEEHEAE AN -, BREKEHINE.

B3 BETEAE LS =, %% “SRS%E > =KEIRS CES” .
SIEA TEAEMSHIS, BT 5% > S8R0 | #A “SERN” NE.
SBs EREGLT, B OEREEMNT , HA ERSERN RE.
%6 REREMIESRRESH,

KPSHT, ESRELKES, B NORSERUAED:

o LSEEIR: RASEH—ASH, BALHTER.

o EEE: TNRLES

o HEE: ENZR

o WEEE: SENUERNSEEE, TheBaRRISEaE.

o REANIN: MEETIGELSIE. SSRGEE VSR,
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FNRERS
52 =152 11 M85

(10 #5488
EERXREEIRE, FTRBMEIRANBIERE, ZEZHNPiRE 2RIt IRIEER
o IR MASENNS B,
L7 WERERT, RESSENSH
HREE IR, ES. HTTPRIHTTPSEBR SR SSEN, MgE “H%E
s o7 O |
EERESHES, B2 NUREEINED.
S MESHE, B UINR’ , RSN,
-

11.3 EEGERER

ZEAREIZNERSS, JUANENRZERSHIFIRSRIERE TR, ZRLL
BEEEEHES, EREEIRERSIISIUEEER.

$E1 SREEEHG
R PEEEEHEAE AN -, EBREKEHINE.

$E3 BEREAELAN =, %iE “SBS5UE > ZSEIES CES” .
SIA NS, W “SRSLE > TNRLRS” , BA ‘SRSLE" TE.

S5 AEBIREWIREIDPREITRY (" 5Ush, S “EFMERER” , EEEWAT
RIARSS 2ERhIPIEIRFS

-
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ENRERS
FFisrm 12 (REE

1 2 IREE

TR

12.1 SRR FHRUER HSS

MR EFEEXEFRBRIHSSHITEMEISIREE, BLUERZ—SMIAERSS
( Identity and Access Management, f&#RIAM ) , EBIIAM, EaTLA:

o IRIEMENAIIISEALR, EENEATKSH, B[l HARREREEIRIINR T
IAMER, itRTIHEH—Z2EIE, FHEAHSSEIR.

o RIEDVWAFRIEREE, REARANHENIRE, LUXEIBR ZERIRIEES -

o BHSSEEZITAEL . SHNEHMEN KRS HE RS, XEKSHES
RS BT LRIESRE 1Tz

MRENZRSEREHEZNER, FEECEMZAIAMAR, EaTlAIAE

T, FIEERHSSIRSINEBINAE,

RETHENEBYAPERIGE, BRERENE2-1F7x.

LLRAPAERNZE, BETEBFEATLURINAIHSSIR, F4ESSEhrd Rt Tik
B, HSSRFERIBINF12-1A7R. BEFBEXIFHSSZIMIEEIRSZ RN, IAMZHR
SHFBRIRIESLRESRIR .
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FNZERS
5z =12

12 NRETE

% 12-1 HSS AR

RBAe/R
B&ZFR

%3

(OTUES S

HSS
Administrato
r

FNRERS
(HSS) &2

&, ABEZKS

TRIPFEBR

AR
=)

o {K#fiTenant Guest@Et,
Tenant Guest: £FRAEE, EL25
IREH 4%,

o MEHSSFHIFECENRZRATEBECS
ReadOnlyAccess. BSS
Administratorf0TMS
ReadOnlyAccessEB &,

- ECS ReadOnlyAccess: Z&#R
gﬁ, M= ARG5S 2SRV R4
R

- BSS Administrator: R&fE,
20 (BSS) BER, WA
AR5 TFRIFRBEINR

- TMS ReadOnlyAccess: EFi5
Eié, R EIERSHRIZAIER

HSS
FullAccess

FNLZERSF
BIR .

R
SREK

MASEHSSEHIPBCERE E BB BSS
Administrator@8t .

BSS Administrator: R&RAE, ZAT
i (BSS) BiE&, WEZIRS TR
BYR,

SMN ReadOnlyAccess: RFEHERE,
BIEAIARSZHIRIEIHR o

HSS
ReadOnlyAcc
ess

FRERSZHY
RiipER .

Rz
SRR

SMN ReadOnlyAccess: RZFHRME,
BIEARSSHI XA AR
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FFisr 12 (REE

BRI
12-1 ARPEAURS IR TR

Fg

BIEZFAPEFHEN

ARZEFRFINIETR

l

+
=

1. CIERAFPAHEN., EIAMEFIGEIZEAPEH, HIEFHSSIRSIEIERINR
“HSS Administrator” .

2. SIEAFHIINBFE. EAMEHGEIZRRF, FEEMANHEIZNERE,
3. RAPERHFKIERR.
EIEMNARERIETE, IREENKIE, INIEFR:

£ “IRBIIER" PIEEHFRENZLRSI (BRIZHURIRENEE “HSS
Administrator” ) BYE—HRSS, EIRTRARE, F = “HSS Administrator” £
48

12.2 HSS BEN FIE

WMBRRFTAEHIHSSIIR, FHBEHINER, FJLULIREENEREE . BENRE
FE]LARINAYIEAUIR ( Action ) IE2 HSSIEAIRIREA .
BEIEATZIFUA TR S EIE B E N R :

o FAIIHMERIEZBENRE: THTEREEE, KUNCIRESIEIRERR
5. BF. BR. FMEERIBRE, JEIEMRRE .

o JSONWIEICZBEEMNRE: JLMEEERBRRG, RIEEAERRIERIEN
7, YU ERAREBENRSISONBIRIREBAS

EROIREEESN: IREENER, ASNENBEBIHSSEE SIS,
HSS BE N &85
o BN BIEPEEENHRGIE
{

"Version": "1.1",
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ENRERS

FBFisE 12 RS
"Statement": [

{

"Effect": "Allow",

"Action": [

"hss:hosts:list"
1

}

]
}

o Rf52: 1B EIFAgent
EERERERNESHMRRER, SWRBXIRMEA. AFPEIEFRIZREE
f, —PMEIREIERWNRERZEAlowf1Deny, WE{EDenyffi5t.
WRBERAFIEF “HSS Administrator” FIRZRES, (BRAFEAFEE “HSS
Administrator” FRxE M AYEIEAgentAIRR ( hss:agentuninstall ) , &ATLAGIEE
—&ERActionfIBE XK, FEEENKIERIEfectiRE N “Deny” , AR
EATE “HSS Administrator” FIHELZRESIE AR, RIEDenyL5EENIAEFATLA
STHSSHITIR T ENEAgentBIFRBIRIE. AT REEHEGIZRR: BERPEE

Agent,
{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"hss:agent:uninstall"
1
h

]
}

o S IRINERES
— P EEXRBEPILUSSZSMERIR, BIRT OIS NRSAIERIGN, iE
LB S EMRSZAEINIR, ATLESHEMRSGRIRSRSERENE, BIEZE
IMBEHARSS . SN EIEDREEERINT

{
"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"hss:hosts:list"

1

B
{

"Effect": "Allow",

"Action": [
"hss:hosts:switchVersion",
"hss:hosts:manualDetect",
"hss:manualDetectStatus:get"

1

}
1
}

12.3 HSS #EfUii5 A8

RIS EEN S HAERIHSSHI TSRS, SaLMERSE—BMAILERS
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