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T

IZD%T CentOS_EEZ%x2hce-ca, EIEFEAZE1LTEHAY x2hce-ca-hce TEEZ
%, i®idyum install -y x2hce-ca-hce-1.0.0-53.hce2.x86_64.rpmas LT

B, IEBRASEIRNELIR FEREIRIRT

3. Jffix2hce-camn S 4R, BIRBRLESTHREINERETIENERE . 12 FFnE
4-1F7R, lttlxekﬁiﬁﬁ):'?ﬂ?‘_f’:ﬁi/v\allas x2hce-ca="x2hce_python39 /usr/
local/x2hce-ca/x2hce-ca.pyc" S EFIRIER F{Fx2hce-cais SE o

E] 4-1 x2hce-ca-hce LRGSR RFE

Total 52 MB/s | 407 MB 00:07
Running transac
Transaction che
Running transaction te:
Transaction test s
Running transac
Preparing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
.0.0-51.hce
0.0-51.hce

/local/x2hce-ca/x2hce-ca.pyc"
ct immediately!

Verifying : 2 4.r6.hce2.x86_64
Verifying - -

Verifying

Verifying

Verifying

Verifying

Verifying

Verifying

Verifying

Installed:
bz ip2-dev 2 - libgerypt-
ibgpg-er e = 6 L 2- 5 4 ibxslt-de
sqlite-de 6 hce- - xz-devel-5

Complete!
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5z =12

4 BETE

4.1.4 FHERERETE

FEHE I

x2hce-ca TEIFAMRGEIEA TN, IBIRHAEERRIES VARTERYR G

@10

BFPRR

N —

HERIRM RS LR S N N ARG .
HERIRMERFE LRSI BER FRIFBNAREE .

ZRANBEZRIHNRE oot R NMEHRTI R,
FERN TSN REE TR MR,

x2hce-ca scan <option> [-0s_name JEXZZ# [-target_os_name FnEAZES#]

AR

R TSIt avaBRi bR A :
java -version
o EBiTHIR LEXR%E)aval 8.0, NBEHAITHELEM.
o EHBRMRR EARZKIaval.8.0, RIBRIERFENRELIELREFRAE .
o BERHEHCE 200, SEILERER)avalkifi: java-1.8.0-openjdk-devel.
java-1.8.0-openjdk#ljava-1.8.0-openjdk-headless .
o BRERHAZHCE 2.08f, aEIUREEERTTERLR avalkii . EFHRITLL
TaSETRR,
yum -y install java-1.8.0-openjdk-devel
o EHBRMRLFESMavahkd, BEOARETZ1.8.08f, AFRFEHITIATa<SF o
"EavaBliARA/91.8.0,

update-alternatives --config java

<option>BII MRE:

Dir_Name/App_Name, 38R ARKGE .
LAx86_64%Naarch642{E R F L2411
348/ mnt/ B8 12 TR R4 B NetworkManager-1.18.8-1.el7.x86_64.rpm.,

x2hce-ca scan /mnt/NetworkManager-1.18.8-1.el7.x86_64.rpm -os_name centos7.9 -
target_os_name hce2.0

A/ mnt/B812 TRINARRHEE
NetworkManager-1.18.8-1.el7.aarch64.rpm,

x2hce-ca scan /mnt/NetworkManager-1.18.8-1.el7.aarch64.rpm -os_name EulerOSV2.0SP8arm -
target_os_name hce2.0arm -arch aarch64

(1 %

Hrh-archf92RIAEx86_64
Dir_Name1/App_Name1 Dir_Name2/App_Name2, 13&EZ NN BI4E .,
LAx86_6MEER G LM /91 :

131/ opt/x2hce-ca/scan/E&1E FRIN B
grep-3.4-0.h3.r3.eulerosv2r9.x86_64.rpm#/opt/x2hce-ca/scan/rpm/E&E T
ROR BRI groff-1.22.4-5.h1.eulerosv2r9.x86_64.rpm,

x2hce-ca scan /opt/x2hce-ca/scan/grep-3.4-0.h3.r3.eulerosv2r9.x86_64.rpm /opt/x2hce-ca/
scan/rpm/groff-1.22.4-5.h1.eulerosv2r9.x86_64.rpm -os_name centos7.9 -target_os_name hce2.0

MAERRAS 01 (2025-08-26)
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Huawei Cloud EulerOS (HCE)
FAFisE 4 RITR

- -b Dir_Name, HiEENBRTRENALE.,
Blgn, fAEdirectoryl BR TFRIFFENESE.

x2hce-ca scan -b directory1 -os_name centos7.9 -target_os_name hce2.0
- -b Dir_Name1 Dir_Name2, 1S 1BR FRIFMENAR.
a0, $FtEdirectory1#0directory2 BR FRIFFEMNAEE .
x2hce-ca scan -b directory1 directory2 -os_name centos7.9 -target_os_name hce2.0
(AL
BINBENER THEARABI 7501034, BXMHRAKNTEBIZI00M, iFZRIRHAER]
RRSHTAENE.
- -lrpm_Name, fFEARIMZI=AIRIG .
fian, #tEopenssl,

x2hce-ca scan -l openssl
- -lrpm_Name1,rpm_Name2..., IHESPARMLERIRG
f51%n, $FGopensshilopenssl,

x2hce-ca scan -l openssl,openssh
() #eA
x2hce-caRTECentOSEFHF T IF- 1S5,

= 4-5 SHERR

B8H S5 | A
B

-0s_name String | IRIRERSA,

ANESE, EASE Hcentos7.9, EftsHrsET
BhA,

FlENiR B 9-0s_name centos8.2, 1BIEIFRIBIER S
J3CentOS 8.2,

- String | BANMRIER S

target_os_na oiES%,

me
HCE 2.0FhEHASE Ihce2 OB S ¥R SE& T EME
R

BIANiS & J9-target_os_name hcel.1, ISikEEIRE
EZ& % IHuawei Cloud EulerOS 1.1,

3. HRD.
LAFF$E/tmp/x2hce-ca_testBR TRI=RPME I, SSHITEHVHHINEAS-2
Ffrzo

4-2 LR

[x2hce_ca@localhost ~]$ x2hce_ca scan -b /tmp/x2hce_ca_test/ -os_hame centos/.9 -target_os_name hcel.l
2022-08-31 04:21:59,808 - USER_ID: 10

01 - INFO - Log save directory: /var/log/x2hce_ca
91 - INFO - x2hce_ca scan /tmp/x2hce_ca_test/ -os_name centos7.9 -target_os_name hcel.l -arch x86_64 -b
1 - INFO - Start analyse /tmp/x2hce_ca_test/qt-4.8.7-8.el7.x86_64.rpm
- INFO - Start scanning Jar Package...
- INFO - No jars found
- INFO - Start analyse /tmp/x2hce_ca_test/texinfo-5.1-5.el7.x86_64.rpm
- INFO - Start scanning Jar Package. ..
- No jars found
- Start analyse /tmp/x2hce_ca_test/zip-3.0-11.el7.x86_64.rpm
- Start scanning Jar Package...
- No jars found
- The excel report is saved: /opt/x2hce_ca/output/software/batch-20220831042159/batch-2022083104
2159. x1s
2022-08-31 04:22:05,069 - USER_ID:1001 - - Generate Success! The Archive file results are saved: /opt/x2hce_ca/output/software/batch-2022
0831042159. tar.gz
2022-08-31 04:22:05,069 - USER ID:1001 - -_Analyse finished, total 3 items, 3 success, 0 failed
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Huawei Cloud EulerOS (HCE)
BFiEr 4 REEe

- REEFREMHET IR ERFE/ opt/x2hce-ca/output/software/ BR T, 15
BT FTHEEENTELER.

" EPREERREBHTMUSIHNG, REERFINTLERNEA-3,

4-3 M FESAITHEER
TEIRES  BStmatiE: 2022/08/31 04:34:53

‘ TSR HEALIES=EET . BrallsEka-Eigopentuledi<a.

Rt 2ip-3.0-11.17.x86_64.rpm
FEEER centasT.9

BirEitER heel 1

EiRSa x86_64

B EARSITEERINEL-4,

4-0 PRSI
PRAREhRE  meeaiadia: 2022/08/30 21:25:45

iHEER: ot ias, BIEE, siaftiss | BrllasihitSitopentulersiit.

R MetworkManager-1.0.6-27.e7.x86_64.rom
IFERIERSG centos7 .6

heel.d

x86_64

" igéEEIE’\Jﬁ‘Zﬁﬁﬁ@%ETE\ EOFEMFEEIEREERBAXIEI G+
85,

& 4-5 (KERFERZEOFEMLER

AR IRERS: |EUREERS| RS AR BN | IBEERAE wHAE [ERMEEROE| SwilED | EONEES [fReseEn|  Ewt BiFRtE

- X‘HZE?E%WETJ_ ﬁHEMfF@, {&57E/opt/x2hce-ca/output/software/ HFE &
EXI R ExceliiRE

4.2 BIRERSTEZE HCE 2.0
4.2.1 Z9ERR4!

o ZEMARRSHEMPOSHRASHTIBHIATZRBINRPI, AIFRFRTE

o BERFIBIETERRPMEEE,. RENEF, BERAGESEERHN
I8, EFBRSBmMBNIRERSFNRZEE, B IWREEE=RSESS
BIPLMFERNED -
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Huawei Cloud EulerOS (HCE)

PSR

4 BETE

4.2.2 T RIF

TR

i

BEIURMERFDTHRFAT128MB, RFEZAIAZTEATFSGB (IEEBTRIE T
FENRGRETE, TEAMESHRIZE ) , bootsy XA FAZEIAXTF200MB,

5B B E X HIRPMEIIRIERFEMRPMES . NIRRT, BEXAIRPME
ST T AR

IRRERARTITERARENRIERZEE,

REpEmidiEd, SFEBRRDFESDIPRE . TR TESEmRIRPRELL
STRARGTRE . PREIIRIFENPEREIIE.,

R EPaERAdnfAlt, REFFEBIIANFEMFRANIESZIH D
2, BARERZAINfEME,

1. I TIERRIRERT, BFHAINZRATRSREIIRIMEXNE, FRIECAISSR
WS IERRHERERERIBERRERINIGH R, REIIRAFMEERSL;

2. TR WA EROGMRBITEER, MEEFAR, BSMEH
ERMRIE SHCER SRR, IMBEBRSIER;

3. ERRIBHIF L BRIR S SEIESD, PIERIFFERER S SZiR.

TR T EAEAEEE

ERFEIEZEED, TRTEWSENEMBENRFESHEERR, A TNERG
BNERSHRVESTIF,

1.

IAEER T BRIRIER SR
RIERMERIRSBIEH SIRMERES, TEERIGFIBEUINAEE, TEERM
BxEE, B2NERATMR, FHRREIIEE S ERNWEIIEEEE.

KREFIFERANEREEREIEEISAHCERN repoiR, HIFTE TEALIKEE!
HRAERAERIEE ( SREIHCERIrepoi )

#1755 curl https://repo.huaweicloud.com/hce/2.0/0s/x86_64/7r 515 M2
BREBISIAHCERIrepoil. EARLUNTFMEES, NALEREHCE repo
i o

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 3417 0 3417 0 0 373 0 --:--:-- 0:00:09 --:--:-- 696

<!doctype html>

<html>

<head>

<meta charset="utf-8">

<title></title>

<link rel="stylesheet" href="/repository/static/css/style.css" type="text/css"/>

<style>

font-family: 'Verdana', sans-serif;
margin: 0;

padding: 0;

-webkit-box-sizing: border-box;
-moz-box-sizing: border-box;
box-sizing: border-box;

BcErepoiR (IERIRIER S repolR ) , RRTETEILEREEWKIRAYERG .
FBRER G AIrepoiEHBIEAE, 1BECEIEAAIrepoi/Rithilt .
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Huawei Cloud EulerOS (HCE)

5 =12

4 BETE

4. FTEREKBFAOIEE .
a. =3

ZeiEpythonERHE4E ,
[root@localhost ~]# yum install -y python /{EFEBRHNTLEGS

b. (FNE) BIEIIESE.
(1] %83

CentOS 8&%I K EulerOS 2.10/2.9\RAFEHITIUTEIR, HRERFIRESR
=98

i.  ZEEpython3EME4E,

[root@localhost ~]# yum install -y python3 //{EEERHIITEEGS
i. PITTRGSKNERSFEpythonikitz
[root@localhost]# L /usr/bin/ | grep python
o AHEXR “python -> Jusr/bin/python3” , {EREx “python3 ->
python3.9” , M{XFEpythoniksEHECFE, (BiRBEHER
python3, FEHITU TaSHERREEpythonikEE, BHHITEIE

pythonfRikiE
[root@localhost]# unlink /usr/bin/python

o AR “python -> Jusr/bin/python3” , HHE/R “python3 ->
python3.9” , BHEITRTB TREHICETESRME.

o E%Li&ﬁﬁﬁ, MRy thonREEHERTFE, HITEIEpythoniXi

iii. BliEpythoniRikiE
[root@localhost]# python
-bash: /usr/bin/python: No such file or directory //pythonfREERFERIRRIEE
[root@localhost]# cd /usr/bin/  //AEEZFRZE/usr/bin ™
[root@localhost bin]# Ln -s python3 python //8li&#R{tEpythoniRégiE
[root@localhost bin]# python
Python 3.6.8 (default, Apr 16 2020, 01:36:27)
[GCC 8.3.1 20191121 (Red Hat 8.3.1-5)] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>>

//iBidctrl+DiBH HIARE

RIBIEANEIBEMN

MNERATFRERIL FEEFIRAIERE TER RS centos2hce2-*.rpm,

- [root@localhost test]# yum download centos2hce2 --nogpgcheck --
repofrom=centos2hce2_repo,https://repo.huaweicloud.com/hce/2.0/updates/x86_64/ //TZ;
centos2hce2-*.rpm
[root@localhost test]# ls /ASERE FEMI, LEEREASTRESAE
centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm

- [root@localhost test]# echo -e "[centos2hce2]\nname=centos2hce2_repo\nbaseurl=https://
repo.huaweicloud.com/hce/2.0/updates/x86_64/\nenabled=1\ngpgcheck=0" > /etc/
yum.repos.d/centos2hce2.repo && yum install centos2hce2 --downloadonly --
downloaddir=. && rm -f /etc/yum.repos.d/centos2hce2.repo && yum makecache // &
centos2hce2-*.rpm
[root@localhost test]# ls /ASEEE FEMIN, LEEIREASTRESTE
centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm

ZERIFBTHE,

[root@localhost test]# rpm -ivh centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm --nodeps // iE=IGhRA
SEIRNEERR FEEIRRRS

warning: centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm: Header V4 RSA/SHA256 Signature, key ID
a8def926: NOKEY

Verifying... HHHHRH AR AR AR AR AR HR AR SRS [100%]

Preparing... HHHRHH AR HHRHHRH AR HR SRS AR S AR #HH [100%]

Updating / installing...

1:centos2hce2-1.0.0-0.0.6.hce2  #####H#H#HHRHHBHHRHHAHHHHHARHHRHHH [100%]
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Huawei Cloud EulerOS (HCE)
FBFiErm 4 ZEERe

3. EREGIBRFNRFUNHHENSNHER.
ERFRET, TR TESENEHRARENIEEIEESHEER.

H1f7vim [etc/centos2hce2.confin<, fEcentos2hce2.conficEN(EFEE
backup_dirE%, BERMHIER. backup_dirBIAJ3/mnt/sdb/.osbak.

# backup dir
backup_dir = "/mnt/sdb/.osbak" #EEERAIEEIEIISEH IR
(MEEY::

o NBGEIRIEFRFAHIENELX, BNERERHBER.

o ERGIRN, TR ITESEmNERNEFRNTE, BiINEERMOEIES
(tn/dev/sdb/, FHEZHXKEZES/mnt/sdb/ ) , BBEEINTDARESHNCETLY

o BEEtmpfs RIS RS (W/dev. /run) (FASHBER, RFEERGtmpfs
BVHRFANNIEEESK,

4. REERFGIBESH.
a. ®EwebiIFEH .

webiFE A NEIT FERPMEHRITREAR TR, FRItERETEHRPMEIZRZ

RABERRTM o

fEcentos2hce2.confEeEN 4, SESEHIHBHITIRE:

[repo_relation]

#"default yum source, val: web or iso

default_yum_source = 'web'

#If web as source, web link config as follow

web_link_dir = "https://repo.huaweicloud.com/hce/2.0/0s/x86_64/;https://
repo.huaweicloud.com/hce/2.0/updates/x86_64/"

* 4-6 TESHUHA
2% 1588
default_yum_sou | i85, &EN'web',
rce
web_link_dir HCERYbase repoiEflupdates repojEtthilt, 24 repo

B2 BFBR D SR

& E https://repo.huaweicloud.com/hce/2.0/os/
x86_64/;https://repo.huaweicloud.com/hce/2.0/
updates/x86_64/

FEIFECERIHCE repoiEittit & EITEIS IR B AT &R
EHEIHR SR repoilf . IFETHRE, REHEIRAY
repoi®, IETRGEHISTFEEHCERN repoiBXIESIHER
FHrepoilESZ, FEiXIG/etc/yum.repos.d/BR TR
gﬁﬁﬁ repoiE (R ITEIE, RIFEBHCERrepoiR

b. FcEisclose_modules&#, {¥CentOS 8ERIIEERIH .
CentOS 8&RFIZERGRPMBEERL ImodulelI A L ELERPME , HCER
T RERR . FILRSTEE, SXxAmodulelgE,

= Yyes” BREFITIRAISEEFKARS LA Imodules, BKIAS

l{yeS” o

STREFRA 01 (2025-08-26) IR © ERRBRABRAT 15



Huawei Cloud EulerOS (HCE)
BFEr 4 ZEEe

" “no” BRERFIBEASENXAZRS LMWmodules, BERNEIE
modulesHERT, FRBERIEFRT,

[system]
# whether close modules, if value is no, system may be not migrate
isclose_modules = "yes"

[MERTY
o HfTa<dnf module listA BEEFHEFE RS FFABEIETAIModule,
o H1T45<dnf module list | grep "\[e\]' I EEFIRRSEFFHImodule,
5. fTcentos2hce2.py --check allis s, MEHRIR AR EEE HETEEHF.

- 2R “Environment check passed!” BY, ¥RHEITEENE, TEIEHITIT
R,

- 1&R “call migration failed” BY, RRAHBIREM, BIREBESF6ERL
BEXFREEE, Error NumberR BTN EIREEIBES WFL-7,

2 4-7 Error Number X% Z&

Error E=ER

Number

10001 Eroot IR THITIER T EMmSY, BEYIEZEroot,

10002 URLTZTEIEIER, /etc/centos2hce2.conflieE {4
web_link_dir. web_link_tar&#iBSHIZREHLiE TEH T
[repoX 4. rpm3{4oiE TIEIERE o

10003 HitianS®rek, Flairpm. yum, yumdownloaderds<

10004 TEREXY, HETEREHEAFZKNAE.

10005 FERZTAyumBSREBYUMBERE, EESHACE.

10006 BirREZyumBRECEHIR, 1E/etc/centos2hce2.confiiE
X{fshweb_link_dirg#iEEE2EHIR.

10007 LHEsutskl, & /etc/centos2hce.conflii & {4
web_link_dir8#lEERAaHEI=.

10008 sutifS LM

10009 IKEE B, EBE S Tcentos2hce2.py --install all&ZE
K,

10010 chrootFAHE AT, BIERAchrootSX4IEM, IR
/etc/centos2hce2.confECE X 44HAYchroot_path,

10011 chrootI&RBEH IR, /etc/centos2hce2.confliE 4R
chroot_pathFeBHIR.

10012 chrootA4 /5=, HERE 7 EINEtare NEdtit,
[EtarB LM, & /etc/centos2hce2.conflic &BIZ{4ERHY
web_link_tar2#H2581%.

10013 /etc/ld.so.confAS B, FTEBIE/ etc/ld.so.conf3i4Afk

“include ld.so.conf.d/*.conf” ZHMYFES.
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FFigfE 4 RETRE
Error EREE
Number
10014 Y RFAFERIASEE, SEEES,
10015 [etc/fstabMHEH B RAFEINE, TEIG/etc/fstab3 it
FIELVMBER RIS R S H X LAUUIDHTIESR .
10016 FEXEEEHICER, RFAFEImmutable/

7.

Append_OnlyE 1489314, MWFREBLIIXHE, FEMA
%l /etc/centos2hce2.confBe & {EFHHYexclude_dir=zER

10017 Jetc/sysconfig/ntpd STH1ZIE-u ntp:ntplcEH, EEM
F&/etc/sysconfig/ntpd3{4H-u ntp:ntp=ER .

10018 Jetc/ssh/sshd_configBe &4 1FFEHCE 2. 042 & E,
BT RIPRX L L,

10019 RBZFPERBEENpME, BEHEABERIERArpm

BEBXNE., (NRRFEHHEESCHNSHZn=S
kernel. kernel-develZs, BEiE#HITHE, JLUBIZH
B/etc/centos2hce2.conf3X{FHaYextra_check_switch =
falseiltln, BhIEIMEE, )

LT TR .

HfTcentos2hce2.py --install allip S, T TERGHITED, BEERKBR
ZRIBTERBAVIEE, FTERaitEiRabIBRIE.

LI RRERIE, EREEKMAIIREERAXTMERIE, FBRNITEESHITIR

=

2022-08-19 03:12:58,373-INFO-centos2hce2.py-[line:832]: Dependency packages already exist!
2022-08-19 03:12:58,373-INFO-centos2hce2.py-[line:891]: migrate install depend options finished

fEcentos2hce2.confEe B4, BT TRE:
[check_config]

# backup switch before upgrade
backup_available = ""

Hrhbackup_availableFEizFI 2 G Einstallf EHITRMEME, BHABRERS,
- Hbackup_available AT A S falseAUTEER(ERT, EinstallfEHITHRMD -

- Hbackup_availablegfalse(false AX D A/NE)BS, installfERAHITED
FEupgradeftER &5 -

- ¥JFcentos8.0LAERIES, HiiTcentos2hce2.py --install alléps, T T
BLERITED, EEXFcentosAERPUG S EIENS], MNRARB T LE
BN, HITERENERSNERESIEYEIRAZR <A

(FJik) EEED -

#ifTcentos2hce2.py --backup force <, T T ESRELSEIPEEISMHE
2, MEHRRFPRIEFHITED

AR

FRPLIRAITEKIIXEE, TGRS ZEHESEED

STREFRA 01 (2025-08-26) RS © ERmHBRABRAT 17



Huawei Cloud EulerOS (HCE)

FAFiER 4 RG5EH
ERESRZE HCE

1. HITIERE S centos2hce2.py --upgrade all HITREZITR .

H M migrate successiB =R, RIPRFTEAIN. i
FRRFZEEESE

l46§%¢@

t succeed
x service switches to permissive mode and has been temporarily closed!

EREFORERRE,

/bin/python3.9

NFO-centoszhce2.py- [line:1644] : migrate es

AR
o IRWBLABERBEALINUXEETSIIT.

o TJffFIN--simple_nameZ&#, {F51FEEAIgrubzzEHERHuawei Cloud EulerOSHY

&R

o EFARIEPURBEIERIMEHET. KEQPREFBZSHIARLY, FLIBIE

HHUTIER G SERETRRTR .

o HEFREREPINRBEEIRIEWNEA-8F, RI|ARIRZER Pk, FELEDR

BEBRITHE . HRELEIESNhRESIER.

4-8 s EiiRiE

warning: Converting database from bdb_ro to ndb backend

Unable to detect release version (use '--releasever’ to specify release version)

Error: Transaction test error:

file /usr/share/squid/errors/zh-cn from install of squid-7:4.9-20.hce2.x86_64 conflicts

with file from package squid-7:3.5.20-2.2.h10.x86_64

file /usr/share/squid/errors/zh-tw from install of squid-7:4.9-20.hce2.x86_64 conflicts

with file from package squid-7:3.5.20-2.2.h10.x86_64

2. RIS, HifTrebootinS ( FHrebootlf,
B

H1Treboot -f ) ERHT

ZAFRG, HiTcat /etc/hce-releaseipSEETIRGEIIRIERAREE, T

uname -afSBEERFNIZEE

& E~Huawei Cloud EulerOSI{ER %, NHFFERIT;
ARIFREHEE.

BNEREY, BEAR

ocaldomain 5.10.0-66. 0.50.h425_1.hce2.x86_64 #1 SMP Thu Aug 18 16:31:04 UTC 2022 x86_64 x86_64 x86_64 GNU/Linux

AR

IR RAIBEIHCEE, EHAMARTIRRRERARTR. CFNEHZFE
BRERGFENR, BMRMEEIIBRSRE, MTESEHSIRMERARIR?

SASHRRAS 01 (2025-08-26) WRIERE © EARITERAREIRAF

18


https://support.huaweicloud.com/hce_faq/faq_system_0001.html

Huawei Cloud EulerOS (HCE)
BFiErm 4 REEe

3. PIEIBMRANEHRI .

FFERRESRIBIIHCES, FARAEMEIRIBMRAEM, BIRIBRAEHRIS
HRAMRIFERFP . H1T6<S centos2hce2.py --precommit upgraden ;5
|BRRASZE RIS

IREUSE IR~ “upgrade precommit success” FRRIMEESIERKIN

4-10 ;BIZ|BhRABHRISS

871-INFO- tos2hce2 [Line:1112]: remove geclite2-city-201 05-1.el8.noarch succeed
NFO- 2he ne:1112]: remove subscriptiol tificates-1.26.16-1.e18.0.1.x86_64 succeed
2]: remove cockplt-ws-2
: handle clean rpi
4] : remove i

link

tem finis d migrate succeed
precommit

MERL

BEEMERTHITS IR
4. (%) &k Cloud-initilBXELE .

- EFBZENR(ERSHTFEECloud-init, BRBIRESIEE, BCloud-inith
rpmBE, B8P,

- ETFRBZERERATZEECloud-inithRsE, IRBIRSIEE, BCloud-inith
EAHErpmBREER (#CentOS 7%l ) , iFFiEiEXT/etc/cloud/
cloud.cfgSHFHITA FELE -

a. REHFRrootZBIniEERFH S root AP AYsshis R

1Z8 “disable_root” J3 “0” AZHrootFHF; “ssh_pwauth” 3 “17 |3
FBZEIEiEER; “lock_passwd” J9 “False” REHFRAPZER.

users:
- name: root
lock_passwd: False

disable_root: 0
ssh_pwauth: 1

b. #11F/usr/bin/cloud-init init --localf&$, TiEIRAS, HBBCloud-initEeE
I0.

IEffsZEMICloud-init2 E7~Cloud-initAUNRAIFMHER , FEEBHAIERE

SN0

4-11 Cloud-init E2&RIN

[ru:-u:ut@_ ~1# Jus |_—_,.-’I::.1|-"..-'c'_l-::.u::| init init local
21.4 running 'init-local’ at Fri, 22 Jul 2022 ©7:43:21 +8000. Up 662150.81 seconds.

c. WREAESRELIcloud-intARTBRER, SEEHHEIcloud-initik
%, BINR(ESIRZECloud-InitTHE,

5 (A ) RAEBisBaixkdselinuxigss, WiFEEFEZHselinux, mﬁ,_

centos2hce2.py --precommit upg-selinuxés <, LLAF<SH A NMER, B

1TEEHFERRS (FEBRIARTSselinuxizRERLLEE ) .

a. HfTcentos2hce2.py --precommit upg-selinux#ps,
[root@localhost ~]# centos2hce2.py --precommit upg-selinux
2022-08-21 23:46:23,891-INFO-centos2hce2.py-[line:1239]: precommit migration
2022-08-21 23:46:23,891-INFO-centos2hce2.py-[line:1149]: begin to set selinux
2022-08-21 23:46:23,892-INFO-centos2hce2.py-[line:1157]: grub path is /boot/grub2/grub.cfg
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RmR

6.

2022-08-21 23:46:23,895-INFO-centos2hce2.py-[line:1162]: sed selinux succeed

2022-08-21 23:46:23,897-INFO-centos2hce2.py-[line:1167]: create autorelabel file succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1172]: modify selinux config succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1174]: create phase 1 flag file succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1184]: selinux has been set, please reboot
now

2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1206]: upgrade precommit selinux success
[root@localhost ~]# reboot

b. R#ZKERE, BXHITcentos2hce2.py --precommit upg-selinuxap<,
[root@localhost ~]# centos2hce2.py --precommit upg-selinux
2022-08-21 23:57:07,576-INFO-centos2hce2.py-[line:1239]: precommit migration
2022-08-21 23:57:07,576-INFO-centos2hce2.py-[line:1176]: now begin to set selinux phase 2
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1181]: modify selinux config succeed
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1183]: create phase 2 flag file succeed
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1184]: selinux has been set, please reboot
now
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1206]: upgrade precommit selinux success
[root@localhost ~]# reboot

. SBIXERR, HiiTgetenforceEFselinuxikZ, EnforcingZRBBselinux/aFF
BIRE.
[root@localhost ~]# getenforce
Enforcing

(Al ) AEB=ERE, BEERAHIE.

ERBRERME, ERENRFZFIRMARBENRSZS, HERARANE. &
W fTcentos2hce2.py --commit allip $iSTREHE

Q;iﬁ@fé, AR~ BREEERANRAIE, SELSEIPENERETHNRR
R

kil
WiTmeE, BIFERRTERIR,

[root@localhost ~]# centos2hce2.py --commit all
2022-08-22 04:45:32,601-INFO-centos2hce2.py-[line:1242]: commit migration

RAMIR,
ERIRMFIFRAEIR, SUREFTEREESGRIRERRFRS,.

a. HfTcentos2hce2.py --rollback allégs$ TR ALIER, BIRE, T
reboot SRR ER

/

4-12 RFE[OHEREF

[root@ ~]# centos2hce2.py --rollback all
2022-08-22 04:03:12,107-INFO-centos2hce2.py-[line:1236]: Start rollback
[ INFO - [sut]:

INFO ] - : skip system version check during rollback

INFO ] - : start to do rollback before reboot

[

[

[ INFO - : set dracut module for rollback.

[ INFO ] - [s : reboot aborted.You need reboot as soon as possbile
[root@ ~]# reboot

b. #1fTcentos2hce2.py --precommit rollbackip<, REREE,

4-13 IRERR

sut not b
rollback

ac
precommit
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2. (A% SERRIEFHBselinux, IFEISEIXselinuxiks . IBRE, [

(
BEBFEREselinuxikzE,
a.

#1Tcentos2hce2.py --precommit rbk-selinuxds<
[root@localhost ~]# centos2hce2.py --precommit rbk-selinux
2022-09-05 03:58:37,015-INFO-centos2hce2.py-[line:1401]: precommit migration
2022-09-05 03:58:37,047-INFO-centos2hce2.py-[line:1319]: now begin to set selinux
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1324]: modify selinux config succeed
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1325]: selinux has been set, please reboot
now
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1340]: set rollback selinux succeed
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1365]: upgrade precommit selinux success
b. #HifTrebootdi<, HITRRER.
[root@localhost ~]# reboot
¢ ERHREFFE, aJEFRselinudKERIFBIRE,
[root@localhost ~]# getenforce
Enforcing

3. BERAHE.
#117centos2hce2.py --commit all&s$iEEEIE .
TR, RASENEEETRARIRRARNRRYIE, SRESRIPEMRR
FETHRFHIE,

[root@localhost ~]# centos2hce2.py --commit all
2022-08-22 04:45:32,601-INFO-centos2hce2.py-[line:1242]: commit migration

4.2.3 HRBIFE
(AR

o MREIRXFERRFPFESHCERFDENNEE, SEMFHRISE.

o MREBSAARIEFENHHHBEFISHELEL, ARMEHIRRFKBIIRGEES
FELLMSRTIZRA, LARIERFHRSTRRIR MR o

o WRRUARBRHEESR, DILABEyumss SLERMARAE .

o WRFHEIIERSRIEMhsSaER, TLUEK etc/centos2hce2.confER BN, SEAET
PERETRIEINRE XA HREZR,
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& 4-8 CentOS 8 R¥IhzeaFIE

CentOS
kA

HRETIZR

CentOS8.
0

rust-dog;intel-gpu-tools;netcf-libs;redhat-rpm-
config;asciidoc;gnuplot-common;perf;tigervnc-icons;libpg-
devel;paratype-pt-sans-caption-fonts;scala-apidoc;java-11-openjdk-
devel;java-11-openjdk-headless;java-1.8.0-openjdk-
headless;dovecot;systemd-journal-remote;pcp-manager;pcp-
webapi;libguestfs-java-devel;libguestfs-javadoc;icedtea-web-
javadoc;systemtap-runtime-java;java-1.8.0-openjdk-
accessibility;java-1.8.0-openjdk-demo;ant;tigervnc-server-applet;java-
atk-wrapper;java-11-openjdk;guava20;javapackages-tools;jboss-
jaxrs-2.0-api;maven-shared-utils;tagsoup;cdi-api;libbase;geronimo-
annotation;pentaho-reporting-flow-engine;maven-resolver-
api;apache-commons-codec;maven-lib;jansi-native;maven-wagon-
provider-api;libguestfs-java;apache-commons-cli;istack-commons-
tools;jline;plexus-cipher;istack-commons-runtime;jcl-over-
slf4j;apache-commons-io;maven-resolver-spi;maven-wagon-
file;httpcomponents-core;icedtea-web;glassfish-el-
api;aopalliance;hawtjni-runtime;plexus-containers-component-
annotations;flute;jboss-annotations-1.2-api;liblayout;java-1.8.0-
openjdk;postgresql-jdbc;mariadb-java-client;plexus-sec-
dispatcher;google-guice;libformula;jdeparser;ant-lib;maven-wagon-
http-shared;jboss-logging;plexus-
classworlds;slf4j;librepository;ongres-scram-client;sisu-
plexus;libfonts;plexus-interpolation;java-1.8.0-openjdk-src;plexus-
utils;scala-swing;maven-wagon-http;ongres-scram;maven-resolver-
impl;libloader;httpcomponents-client;atinject;apache-commons-
logging;maven-resolver-connector-basic;jansi;jsoup;maven-resolver-
util;jboss-interceptors-1.2-api;libreoffice-ure;byteman;sac;apache-
commons-lang3;libserializer;scala;maven-resolver-transport-
wagon;jboss-logging-tools;sisu-inject;libreoffice-core;java-1.8.0-
openjdk-devel
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4 BETE

CentOS
hRAs

ImREYIZR

CentOS8.
1

kernel-rpm-macros;intel-gpu-tools;netcf-libs;redhat-rpm-
config;asciidoc;gnuplot-common;perf;tigervnc-icons;libpg-
devel;paratype-pt-sans-caption-fonts;java-1.8.0-openjdk-
headless;java-11-openjdk-headless;java-11-openjdk-devel;pcp-pmda-
rpm;pcp-pmda-podman;scala-apidoc;libguestfs-java-devel;libguestfs-
javadoc;icedtea-web-javadoc;systemtap-runtime-java;java-1.8.0-
openjdk-accessibility;java-1.8.0-openjdk-demo;ant;tigervnc-server-
applet;java-atk-wrapper;java-11-openjdk;jansi-native;hawtjni-
runtime;ongres-scram;jboss-annotations-1.2-
api;liblayout;atinject;plexus-utils;istack-commons-tools;jline;apache-
commons-io;ongres-scram-client;maven-shared-utils;maven-
resolver-impl;libfonts;jsoup;apache-commons-codec;glassfish-el-
api;jdeparser;maven-resolver-util;scala-swing;tagsoup;google-
guice;istack-commons-runtime;jcl-over-slf4j;pentaho-reporting-flow-
engine;maven-resolver-api;maven-resolver-connector-
basic;libloader;slf4j;apache-commons-cli;maven-wagon-provider-
api;maven-resolver-transport-wagon;byteman;httpcomponents-
client;jna;java-1.8.0-openjdk-devel;maven-lib;libreoffice-
core;java-1.8.0-openjdk-src;javapackages-tools;plexus-cipher;cdi-
api;jboss-logging;sisu-inject;httpcomponents-
core;guava20;sac;libbase;jboss-jaxrs-2.0-api;java-1.8.0-
openjdk;libserializer;plexus-containers-component-
annotations;jboss-interceptors-1.2-api;jboss-logging-tools;libguestfs-
java;ant-lib;libreoffice-ure;maven-resolver-spi;maven-wagon-
file;jansi;maven-wagon-http-shared;apache-commons-
lang3;postgresql-jdbc;mariadb-java-client;plexus-sec-dispatcher;sisu-
plexus;scala;plexus-classworlds;flute;maven-wagon-http;icedtea-
web;libformula;plexus-interpolation;aopalliance;geronimo-
annotation;librepository;apache-commons-logging
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4 BETE

CentOS
hRAs

ImREYIZR

CentOS8.
2

python-psycopg2-doc;exiv2;llvm-googletest;adwaita-qgt;llvm-
static;rust-doc;intel-gpu-tools;netcf-libs;flatpak-session-
helper;asciidoc;perf;tigervnc-icons;paratype-pt-sans-caption-
fonts;java-1.8.0-openjdk-headless;java-11-openjdk-devel;java-11-
openjdk-headless;scala-apidoc;libguestfs-java-devel;libguestfs-
javadoc;icedtea-web-javadoc;systemtap-runtime-java;java-1.8.0-
openjdk-accessibility;java-1.8.0-openjdk-demo;ant;tigervnc-server-
applet;java-atk-wrapper;java-11-openjdk;jboss-annotations-1.2-
api;cdi-api;ongres-scram;maven-resolver-util;apache-commons-
codec;istack-commons-tools;icedtea-web;plexus-classworlds;plexus-
utils;maven-wagon-http-shared;atinject;javapackages-tools;istack-
commons-runtime;jline;geronimo-
annotation;jansi;jdeparser;byteman;liblayout;maven-resolver-
transport-wagon;jmc-core;ant-lib;libreoffice-core;jansi-native;jcl-over-
slf4j;slf4j;eedj-parent;libfonts;maven-wagon-http;jboss-logging;jboss-
interceptors-1.2-api;tagsoup;httpcomponents-client;plexus-
containers-component-annotations;apache-commons-
lang3;jaf;java-1.8.0-openjdk-src;jsoup;guava20;flute;apache-
commons-cli;libbase;ongres-scram-client;jboss-logging-tools;plexus-
interpolation;libloader;librepository;libreoffice-ure;scala-swing;jboss-
jaxrs-2.0-api;maven-resolver-spi;maven-lib;apache-commons-
io;hawtjni-runtime;google-guice;aopalliance;libguestfs-
java;postgresql-jdbc;jna;glassfish-el-api;maven-resolver-
impl;java-1.8.0-openjdk;directory-maven-plugin;mariadb-java-
client;httpcomponents-core;maven-wagon-file;maven-wagon-
provider-api;owasp-java-encoder;libserializer;maven-shared-
utils;plexus-cipher;java-1.8.0-openjdk-devel;plexus-sec-
dispatcher;pentaho-reporting-flow-engine;maven-resolver-
api;sac;scala;libformula;sisu-inject;apache-commons-logging;maven-
resolver-connector-basic;sisu-plexus;centos-logos-httpd;pcp-pmda-
rpm
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CentOS | zsa3l%k

hiz7s
CentOS8. | netcf-libs;rust-doc;git-credential-libsecret;texlive-context;intel-gpu-
3 tools;flatpak-session-helper;asciidoc;perf;tigervnc-icons;paratype-pt-

sans-caption-fonts;java-1.8.0-openjdk-headless;java-11-openjdk-
devel;java-11-openjdk-headless;libguestfs-java-devel;libguestfs-
javadoc;icedtea-web-javadoc;systemtap-runtime-java;java-1.8.0-
openjdk-accessibility;java-1.8.0-openjdk-demo;ant;tigervnc-server-
applet;java-atk-wrapper;java-11-openjdk;exiv2;llvm-
googletest;adwaita-qt;llvm-static;python-psycopg2-doc;scala-
apidoc;libXau;libappstream-glib;jmc-core;byteman;libfonts;jaf;jcl-
over-slfdj;mariadb-java-client;tagsoup;libguestfs-java;jsoup;apache-
commons-cli;sisu-inject;jansi-native;jna;apache-commons-
lang3;flute;librepository;javapackages-tools;cdi-api;ongres-
scram;java-1.8.0-openjdk-devel;sisu-plexus;istack-commons-
runtime;jboss-logging;guava20;java-1.8.0-openjdk-src;maven-
resolver-util;geronimo-annotation;hawtjni-runtime;jboss-
annotations-1.2-api;ongres-scram-client;maven-resolver-connector-
basic;slf4j;sac;apache-commons-codec;atinject;maven-wagon-
http;libreoffice-ure;plexus-cipher;jboss-interceptors-1.2-
api;jline;pentaho-reporting-flow-engine;httpcomponents-
core;liblayout;istack-commons-tools;jdeparser;maven-wagon-
provider-api;eedj-parent;apache-commons-io;maven-resolver-
spi;jboss-logging-tools;plexus-sec-dispatcher;plexus-containers-
component-annotations;jboss-jaxrs-2.0-api;scala;libbase;libreoffice-
core;httpcomponents-client;directory-maven-plugin;java-1.8.0-
openjdk;libformula;maven-wagon-file;maven-shared-
utils;aopalliance;glassfish-el-api;owasp-java-encoder;postgresql-
jdbg;libloader;google-guice;plexus-classworlds;ant-lib;maven-
resolver-api;plexus-interpolation;java-1.8.0-openjdk-
slowdebug;maven-resolver-impl;java-1.8.0-openjdk-headless-
slowdebug;prometheus-jmx-exporter;maven-resolver-transport-
wagon;jolokia-jvm-agent;maven-wagon-http-shared;maven-
lib;jansi;HdrHistogram;apache-commons-logging;plexus-
utils;icedtea-web;libserializer;scala-swing

M H%kRAS 01 (2025-08-26) WA © EARTERABIRAE 25



Huawei Cloud EulerOS (HCE)
AP 4 RITR

CentOS | zsa3l%k

hizs
CentOS8. | python-psycopg2-doc;anaconda-install-env-deps;hwloc-gui;python3-
4 lit;exiv2;cups-filters;cups-filters-libs;gutenprint;adwaita-qt;cups;cups-

lpd;hplip-common;hwloc-libs;gutenprint-doc;gutenprint-
libs;gutenprint-libs-ui;hwloc;foomatic-db-ppds;foomatic-
db;python39-pip;python39-setuptools;python39-numpy;python39-
chardet;python39-psutil;python39-urllib3;python39-
requests;python39-wheel;libasan6;paratype-pt-sans-caption-
fonts;python39-six;python39-idna;python39-ply;python39-
pyyaml;python39-pycparser;python39-Ixml;python39-pysocks;rust-
doc;netcf-libs;git-credential-libsecret;texlive-context;flatpak-session-
helper;asciidoc;intel-gpu-tools;tigervnc-icons;jmc-
core;byteman;libfonts;jaf;jcl-over-sif4j;mariadb-java-
client;tagsoup;libguestfs-java;jsoup;apache-commons-cli;sisu-
inject;jansi-native;jna;apache-commons-
lang3;flute;librepository;javapackages-tools;cdi-api;ongres-
scram;java-1.8.0-openjdk-devel;sisu-plexus;istack-commons-
runtime;jboss-logging;guava20;java-1.8.0-openjdk-src;maven-
resolver-util;geronimo-annotation;hawtjni-runtime;jboss-
annotations-1.2-api;ongres-scram-client;maven-resolver-connector-
basic;slf4j;sac;apache-commons-codec;atinject;maven-wagon-
http;libreoffice-ure;plexus-cipher;jboss-interceptors-1.2-
api;jline;pentaho-reporting-flow-engine;httpcomponents-
core;liblayout;istack-commons-tools;jdeparser;maven-wagon-
provider-api;eedj-parent;apache-commons-io;maven-resolver-
spi;jboss-logging-tools;plexus-sec-dispatcher;plexus-containers-
component-annotations;jboss-jaxrs-2.0-api;scala;libbase;libreoffice-
core;httpcomponents-client;directory-maven-plugin;java-1.8.0-
openjdk;libformula;maven-wagon-file;maven-shared-
utils;aopalliance;glassfish-el-api;owasp-java-encoder;postgresql-
jdbg;libloader;google-guice;plexus-classworlds;ant-lib;maven-
resolver-api;plexus-interpolation;java-1.8.0-openjdk-
slowdebug;maven-resolver-impl;java-1.8.0-openjdk-headless-
slowdebug;prometheus-jmx-exporter;maven-resolver-transport-
wagon;jolokia-jvm-agent;maven-wagon-http-shared;maven-
lib;jansi;HdrHistogram;apache-commons-logging;plexus-
utils;icedtea-web;libserializer;scala-swing;java-1.8.0-openjdk-
headless;java-11-openjdk-devel;java-11-openjdk-headless;libguestfs-
java-devel;libguestfs-javadoc;icedtea-web-javadoc;systemtap-
runtime-java;java-1.8.0-openjdk-accessibility;java-1.8.0-openjdk-
demo;ant;java-atk-wrapper;java-11-openjdk;scala-
apidoc;libappstream-glib;PackageKit-gtk3-module;gnome-
software;flatpak-libs;PackageKit-glib;PackageKit-gstreamer-
plugin;libpg-devel;poppler;perf
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4 BETE

CentOS
WA

ImREYIZR

CentOS8.
5

bluez;python-psycopg2-doc;perl-Devel-Peek;OpenlIPMI-
libs;anaconda-install-env-deps;postfix-mysql;perl-Devel-
SelfStubber;metacity;bluez-libs;libicu;vte-profile;qt5-qgttools-
examples;exiv2;cups-filters;cups-filters-libs;gutenprint;gnome-
session;cups;cups-lpd;hplip-common;hwloc;gnome-session-wayland-
session;gutenprint-doc;gutenprint-libs;gutenprint-libs-ui;gnome-
session-xsession;foomatic-db-ppds;foomatic-db;gnome-classic-
session;gnome-shell-extension-apps-menu;gnome-shell-extension-
auto-move-windows;gnome-shell-extension-drive-menu;gnome-
shell-extension-launch-new-instance;gnome-shell-extension-native-
window-placement;gnome-shell-extension-places-menu;gnome-
shell-extension-screenshot-window-sizer;gnome-shell-extension-
user-theme;gnome-shell-extension-window-list;gnome-shell-
extension-windowsNavigator;gnome-shell-extension-workspace-
indicator;python39-six;python39-idna;python39-ply;python39-
pyyaml;python39-pycparser;python39-psutil;python39-
urllib3;python39-Ixml;python39-pysocks;xorg-x11-server-
Xwayland;compat-hwloc1;bluez-obexd;bluez-hid2hci;netcf-libs;git-
credential-libsecret;texlive-context;flatpak-session-
helper;asciidoc;intel-gpu-tools;tigervnc-icons;libasan6;paratype-pt-
sans-caption-fonts;pcp-pmda-podman;jmc-
core;byteman;libfonts;jaf;jcl-over-sif4j;mariadb-java-
client;tagsoup;libguestfs-java;jsoup;apache-commons-cli;sisu-
inject;jansi-native;jna;apache-commons-
lang3;flute;librepository;javapackages-tools;cdi-api;ongres-
scram;java-1.8.0-openjdk-devel;sisu-plexus;istack-commons-
runtime;jboss-logging;guava20;java-1.8.0-openjdk-src;maven-
resolver-util;geronimo-annotation;hawtjni-runtime;jboss-
annotations-1.2-api;ongres-scram-client;maven-resolver-connector-
basic;slf4j;sac;apache-commons-codec;atinject;maven-wagon-
http;libreoffice-ure;plexus-cipher;jboss-interceptors-1.2-
api;jline;pentaho-reporting-flow-engine;httpcomponents-
core;liblayout;istack-commons-tools;jdeparser;maven-wagon-
provider-api;eedj-parent;apache-commons-io;maven-resolver-
spi;jboss-logging-tools;plexus-sec-dispatcher;plexus-containers-
component-annotations;jboss-jaxrs-2.0-api;scala;libbase;libreoffice-
core;httpcomponents-client;directory-maven-plugin;java-1.8.0-
openjdk;libformula;maven-wagon-file;maven-shared-
utils;aopalliance;glassfish-el-api;owasp-java-encoder;postgresql-
jdbg;libloader;google-guice;plexus-classworlds;ant-lib;maven-
resolver-api;plexus-interpolation;java-1.8.0-openjdk-
slowdebug;maven-resolver-impl;java-1.8.0-openjdk-headless-
slowdebug;prometheus-jmx-exporter;maven-resolver-transport-
wagon;jolokia-jvm-agent;maven-wagon-http-shared;maven-
lib;jansi;HdrHistogram;apache-commons-logging;plexus-
utils;icedtea-web;libserializer;scala-swing;java-1.8.0-openjdk-
headless;java-11-openjdk-devel;java-11-openjdk-headless;libguestfs-
java-devel;libguestfs-javadoc;icedtea-web-javadoc;systemtap-
runtime-java;java-1.8.0-openjdk-accessibility;java-1.8.0-openjdk-
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CentOS | zsa3l%k
IR

demo;ant;java-atk-wrapper;java-11-openjdk;scala-
apidoc;libappstream-glib;PackageKit-gtk3-module;gnome-
software;flatpak-libs;PackageKit-glib;PackageKit-gstreamer-
plugin;coreos-installer-
bootinfra;OpenlPMI;rust;cargo;perf;flatpak;hplip-
libs;nautilus;gutenprint-cups;libgtop2;PackageKit;libsane-
hpaio;PackageKit-command-not-found;xorg-x11-drv-wacom-serial-
support;clutter;clutter-gtk;clutter-gst3;cheese-libs;cheese;gnome-
initial-setup;gnome-control-center;clutter-gst2

% 4-9 CentOS 7 K% hseE 5%k
CentOS | HhzE@3lE

RS
CentOS7. | texlive-kpathsea-lib;libdhash;libref_array;libbasicobjects;gemu-kvm-
0 tools;texlive-dvipdfm-bin;texlive-dvipdfm;tomcat-servlet-3.0-

api;gnuplot-common;postgresql-devel;tigervnc-
icons;squid;perf;dovecot;dovecot-mysql;dovecot-pgsql;dovecot-
pigeonhole;lvm2-cluster

CentOS7. | texlive-kpathsea-lib;libdhash;libref_array;qemu-kvm-tools;texlive-
1 dvipdfm-bin;tomcat-servlet-3.0-api;gnuplot-common;squid;tigervnc-
icons;postgresql-devel;perf;dovecot;dovecot-mysql;dovecot-
pgsql;dovecot-pigeonhole;lvm2-cluster;texlive-dvipdfm;libcacard

CentOS7. | texlive-kpathsea-lib;libdhash;gemu-kvm-tools;rdma-ndd;texlive-
2 dvipdfm;texlive-dvipdfm-bin;dstat;tomcat-servlet-3.0-api;gnuplot-
common;perf;squid;tigervnc-icons;tigervnc-icons;postgresql-
devel;dovecot;dovecot-pgsql;dovecot-pigeonhole;lvm2-cluster;ipa-
server-trust-ad

CentOS7. | spice-glib;texlive-kpathsea-lib;libdhash;gemu-kvm-tools;rdma-
3 ndd;texlive-dvipdfm;texlive-dvipdfm-bin;dstat;tomcat-servlet-3.0-
api;gnuplot-common;perf;squid;tigervnc-icons;postgresql-
devel;dovecot;dovecot-mysql;dovecot-pgsql;dovecot-
pigeonhole;lvm2-cluster;pcp-pmda-kvm;pcp-pmda-rpm;spice-
gtk3;vinagre;ipa-server;ipa-server-trust-ad

CentOS7. | spice-glib;texlive-kpathsea-lib;libdhash;gemu-kvm-tools;texlive-
4 dvipdfm-bin;texlive-dvipdfm;dstat;tomcat-servlet-3.0-api;gnuplot-
common;perf;squid;tigervnc-icons;postgresql-devel;lvm2-
cluster;spice-gtk3;vinagre

CentOS7. | spice-glib;texlive-kpathsea-lib;gemu-kvm-tools;texlive-dvipdfm-
5 bin;texlive-dvipdfm;dstat;tomcat-servlet-3.0-api;gnuplot-
common;perf;squid;tigervnc-icons;postgresql-devel;lvm2-
cluster;spice-gtk3;vinagre
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CentOS | hzef3is

AR
CentOS7. | shim-x64;spice-glib;adwaita-gtk2-theme;texlive-kpathsea-lib;gemu-
6 kvm-tools;texlive-dvipdfm-bin;texlive-dvipdfm;dstat;tomcat-

servlet-3.0-api;gnuplot-common;cockpit-ws;perf;squid;tigervnc-
icons;postgresqgl-devel;java-11-openjdk-headless;lvm2-cluster;spice-
gtk3;vinagre

CentOS7. | shim-x64;spice-glib;openmpi;adwaita-gtk2-theme;exiv2;texlive-

7 kpathsea-lib;gemu-kvm-tools;texlive-dvipdfm-bin;texlive-
dvipdfm;dstat;tomcat-servlet-3.0-api;cockpit-ws;gnuplot-
common;perf;squid;tigervnc-icons;postgresql-devel;java-11-openjdk-
headless;lvm2-cluster;spice-gtk3;o0penmpi-devel;vinagre

CentOS7. | shim-x64;spice-glib;openmpi;adwaita-gtk2-theme;exiv2;texlive-

8 kpathsea-lib;gemu-kvm-tools;texlive-dvipdfm-bin;texlive-
dvipdfm;dstat;tomcat-servlet-3.0-api;cockpit-ws;gnuplot-
common;perf;squid;tigervnc-icons;postgresql-devel;java-11-openjdk-
headless;lvm2-cluster;spice-gtk3;openmpi-devel;vinagre

CentOS7. | spice-glib;openmpi;adwaita-gtk2-theme;exiv2;gnuplot-

9 common;texlive-kpathsea-lib;perf;gemu-kvm-tools;texlive-dvipdfm-
bin;texlive-dvipdfm;dstat;tomcat-servlet-3.0-api;cockpit-
ws;squid;tigervnc-icons;postgresql-devel;java-11-openjdk-
headless;lvm2-cluster;spice-gtk3;openmpi-devel

% 4-10 HCE )thzea%%E
HCE Pz

HCE 1.1 spice-glib;openmpi;exiv2;sg3_utils;spice-gtk3;o0penmpi-devel;kernel-
hcek;tomcat-servlet-3.0-api;kernel-hcek-devel;dstat;gnuplot-
common;cockpit-ws;perf;squid;postgresql-devel;java-11-openjdk-
headless;lvm2-cluster;fcoe-utils;libblockdev;udisks2;python-
blivet;device-mapper-multipath;device-mapper-multipath-
libs;libblockdev-crypto;libblockdev-fs;libblockdev-loop;libblockdev-
mdraid;libblockdev-nvdimm;libblockdev-part;libblockdev-
swap;libblockdev-utils;NetworkManager-team;NetworkManager-
bluetooth;NetworkManager-wifi;libstorage-uio-static;kiwi-dlimage

2 4-11 EulerOS jhs2B31%
EulerOS | /hs8E%IR

EulerOS euleros-release;euleros-latest-release;kiwi-systemdeps;python3-
29 kiwi;NetworkManager-team;NetworkManager-
bluetooth;NetworkManager-wifi;libstorage-uio-static;kiwi-
dlimage;systemd-udev-compat
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4 BETE

EulerOS

PSRBTz

EulerOS
2.10

euleros-release;euleros-latest-release;kiwi-systemdeps;python3-
kiwi;NetworkManager-team;NetworkManager-
bluetooth;NetworkManager-wifi;libstorage-uio-static;kiwi-
dlimage;systemd-udev-compat

£ 4-12 1 FH I REECEIN

B EIEIN MREFIR
specific_conflict openssl110f-libs;openssl110h-libs;openssl111d-libs

1P B R B IS e {Tcentos2hce2.py --check allipSRHHITIRLE, MNRR %K+
FELARZIRIRE, TRIEPSHCE a4 s, T TESRREHT
EHEZE B BHTHEK

4.3 BIRERFIEZE HCE

4.3.1 295RR4

o XIFHCE 1.14B1&R, {XZHFMCentOS7.9EFRBEIHCE 1.1, HEARZIFREERA L
REAICentOS7.IRFZRITFE

o BRFRHIVIRETINRPMEEE . LENEH, BIFRRFEREERAIX
b, AEIRRSEMNFHIRMERANRRRIE, LULIBTRESZZIRSE
BREMFDED

o EINRFRANGFRIRATI28MB, RARTEFIRAT1GB,

4.3.2 ITER(F

ATENE M CentOS7.9:FEEIHCE 1.1H9RIETIE,

HEFIE TERBRIEEE

1. IEERGIRIHRERSR.

RIEE MR IRSHITFNSRFES, mREERIGTREIVIRES, TEERAY
BRI, BENEEHRIER, FRFREUIEEESEERMNEIEEEES

2. $XiACentOSE St /etc/yum.repos.d FRIFTBERIrepoficE , fAfRCentOSHIrepoiR
R5HCERrepoiBE A4 Hss,

l 4-14 X7 repo B &

=-2d53 - gl glm re| p d]u 1s
repo  Cent0S-Debuginfo.repo CentO05-Media.repo Cent05-Vault .repo

epel .repo
CentDS-fasttras k repo  Cent0S-Sources.repo Cent0S-x86_64-kernel.repo epel.repo.rpmne:

hce-ecs-2d53-g1 yum.repos.d1lf
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BFiEr 4 REEe

LACentos_Base.repoafil, EEEIIE N FINRIAAIrepoiR M7 Nenabled=08Y
BB, WNTEFR.

& 4-15 70 enabled=0 PIBEC IR

[basel

name=CentDS-Sreleasever - Basze
#imirrorlist=http://mirrorlist.centos.org/?release=5releaseverfarch=5basearché&repo=os&infra=Sinfra
baseurl=https:/srepo.huaweicloud .comcentos/Sreleasever-os-Sbasearch/

apocheck=1

enabled=A

spakey & 1/7/ete/pki/rpm-gpy/RPM-GPG-KEY-Cent05-7

#released updates

[updates]

name=Cent0S-Sreleasever - Updates

#imirrorlist=http: /mirrorlist.centos.org ?release=5releasever&arch=Sbasearchérepo=updates&infra=Sinfra
baseurl=https: repo.huaweicloud.com centos/Greleaseverupdates-Shasearchs

gpgcheck=1

enabled=0

gpgkey=file: s etc/pki/rpm-gpy-RPM-GPG-KEY-Cent0S-7

#additional packages that may be useful

[extras]

name=Cent0S-Sreleasever - Extras
#imirrorlist=http://mirrorlist.centos.org-?release=5releasever&arch=9basearchérepo=extras&infra=5infra
baseurl=https://repu.huaueicloud.cnnvcentos/Sreleaseuer/extras/Sbasearch/

gpgcheck=1

enabled=#

gpgkey=file: ssetc/pki rpm-gpy-RPM-GPG-KEY-Cent0S-7

#additional packages that extend functionality of existing packages
[centosplus]

3. BCEHCEKIrepoi&.

BINTABRMNEhce.repof, Fihce.repoic BN HFMITE/etc/yum.repos.d/B
=3 N

[centos7_everything]

name=centos7_everything

baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/

enable=1

gpgcheck=0

priority=1

#released updates

[updates]

name=hcel1_updates
baseurl=https://repo.huaweicloud.com/hce/1.1/updates/x86_64/
gpgcheck=0

enabled=1

gpgkey=
4. 1EBECentOS7 IR FGMEZ R EEEISIEFE1HBIHCERIrepoiR o

#17d5< curl https://repo.huaweicloud.com/hce/1.1/0s/x86_64/irSHE IR
EREEIAIEIHCERrepoiE . EBEXRLITMEES, WEEEZEBITIHCERNrepo
o

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 3417 0 3417 0 0 373  0----:-- 0:00:09 --:--:-- 696
<!doctype html>

<html>

<head>

<meta charset="utf-8">

<title></title>

<link rel="stylesheet" href="/repository/static/css/style.css" type="text/css"/>
<style>

font-family: 'Verdana', sans-serif;

margin: 0;

padding: 0;

-webkit-box-sizing: border-box;

-moz-box-sizing: border-box;

box-sizing: border-box;

SA4RRZA 01 (2025-08-26) WRIXERE © EARTERARBRAE 31



Huawei Cloud EulerOS (HCE)
BFfEr

4 BFFE

P

R

A

RIIBIR

%

WITEN T ap$&3Epython3,
[root@localhost ~]# yum install -y python3 //{EEBERHIITRESRS

(10 588
WNERCentOS 7.9RFE R ZEEpython3, B52RRILEEE,
FKiAselinux .
ATHRIEBEFEHERFAEEH—, FEXAselinux,

a. {&i&/etc/selinux/config3is, ¥GconfigS{H-HRSELINUXBYEIRE R
disabled,
SELINUX=disabled

b. ERREIERSG FEselinuxBtEE

NERZFREGUE T EIER T A% centos2hcel-*.rpm,

*RERBTEIRA, AT5LAcentos2hce1-1.0.0-0.0.2.x86_64.rpmZ 26
[root@localhost test]# wget https://repo.huaweicloud.com/hce/1.1/updates/x86_64/Packages/
centos2hce1-1.0.0-0.0.2.x86_64.rpm //T&icentos2hcel-*.rpm

[root@localhost test]# s //MEERE FEALIN

centos2hce1-1.0.0-0.0.2.x86_64.rpm

ZEIBIE,

TEHZRESNE, RStBsh&ERk/etc/centos2hcel.confEcE (4
[root@localhost ~]# rpm -ivh centos2hce1-1.0.0-0.0.2.x86_64.rpm

BicEcentos2hcel.confX {4,
BREHCERIrepoifittlt, AT HMirepolRREALIEIERISIN, FHEHRPME.

#iso as yum source link
[repo_info]
base_yum_url =https://repo.huaweicloud.com/hce/1.1/0s/x86_64/

#iso as yum source

repostr_hcel_1 =
[base]
name=hceversion
baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/
gpgcheck=0
enabled=1
#released updates
[updates]
name=hcel_updates
baseurl=https://repo.huaweicloud.com/hce/1.1/updates/x86_64/
gpgcheck=0
enabled=1

gpgkey=
(1 %88
centos2hcel.confER B {HABIEMIR: confBLEST{&5RE,

BINRIERR.

E%EE@EHCH ARSZHFER, BERDCentOSEIMEMERSR ( BERARNEIE

HiTcentos2hcel.py@s<, HITRFTE.
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it 4 RITR

RETRAIFER ZEHAIRPMBEE . K/\FlMrepolR FHIEESFKIN, —RE
;£2O§J_J:€¢§U1/|\/J\E?EE%EJZ, BRI ESEPRIARISE , FUTRIFIIEMER
BRIBTIE .

[root@localhost home]# centothce1.py

BUTEEER, RRIBTH . EXREMIBEREHIEIRE.

4-16 EIEEE

Complete?

2823-84-18 15:57:22-centosZhcel.py [3271: redhat-1sb is replaced by system-1sb on hcel 1,centos-logs is replaced by hce-logs
"gpg-pubkey-f 4aBBeb5-53a?f f 4b"'gpy -pubkey-352cH4e5-52aehBBIpackage #{PACKAGER}n" is not installed

package | is not installed

"grep-2.208-3.hcelcpackage Cent0S is not installed

Z20823-84-18 15:57:27-centosZhcel.py [3471: remove left rpms

2023-84-18 15:57:27-centosZhcel.py [358]1: remove rpm list: kernel-3.10.8-1168.e17.x86_64 kernel-devel-3.18.8-1168.e17.x86_64 ift
op-1.8-8.21.pred.el?.xB6_64 kernel-devel-3.18.8-1168.53.1.e17.x86_64 centos-release-7-9.2089.8.el1?.centos.xB6_64 kernel-3.18.8-1
166.53.1.e17.x06_64

2823-84-18 15:57:34-centosZhcel.py [3571: Removing yum cache

2823-84-18 15:57:41-centosZhcel.py [3881: Sync successfully, update grub.cfyg.

[root@centos? homel# _

(11 588

CentOSEBEHFLEHCE 1.12<$E=14¢E’9RPM’@ #iTcentos2hcel.pymSiTFR RS, TET
B4BERIXEERPME . NRFIEREBIXLERPME, EEM-s skipSEHTREATE .

3. (Hi&) MRFTARIRPME,

HD'FﬂﬁARPM@.EE%ﬁEEP#Eﬁﬁﬁﬁ, WAERREREITEE AN, £
X AT BEF R BE R THERR

& 4-17 %ﬁﬁﬁ’ﬂ RPM &

[root@local t homel# 11

total 24

-MW-r--r--. 1 root root 15972 Jul 1 86:31 h
. 1 root root 5832 Jul 1 86:31/h
T t homel# I

homel# rm hce- 5 23. 86_64. rpm hce-repos-2.108-2 . hcelc.x86_64.rpm
lar file ‘hce-rel ] . pm?_v

: remove reguhr file ‘hce-rep .10-2.heelc. xeu 64.rpm’? y
gme]#

4. m«-}rebootnp &5 EF‘I MERSG
5. #1iTcat /etc/os-releasemnSHBEEZITEKIN.
S0 FHuawei Cloud EulerOS{E BEFEIN

& 4-19 T8I0

[root@localhost centos2hcell]l# cat fetc/os-release
NAME="Huawel Cloud Euleros®

VERSTON="1.1 (x86_64)"

ID="hce"

VERSION_ID="1.1"

PRETTY _NAME="Huawei Cloud Euler0s 1.1 (x86_64)"
ANSI_COLOR="8;31"

[root@localhost centos2hcel]#
6. (AE) Fiaselinux,
RGERERIXA T selinux, BRIERERIEEREE S Sselinux,
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a. f&H/etc/selinux/configSZid, ¥config3ZfEARSELINUXAYEIR B R enforcing
SELINUX=enforcing

b. ERBIERSF(FselinuxBtEE

B4R conf BCEI{Fi%EA

#rpm lists for os migration

[rpm_lists]

#origin system must need rpms

baserpms_list = "basesystem initscripts hce-logos plymouth grub2 grubby" //REZFEKERIRPME

#old rpm and default conflict rpms //iFE1352H, REAKOBAFENTRE

oldrpms_list = centos-backgrounds centos-release-cr desktop-backgrounds-basic \
centos-release-advanced-virtualization centos-release-ansible26 centos-release-ansible-27 \
centos-release-ansible-28 centos-release-ansible-29 centos-release-azure \

centos-release-ceph-jewel centos-release-ceph-luminous centos-release-ceph-nautilus \
centos-release-ceph-octopus centos-release-configmanagement centos-release-dotnet centos-release-fdio \
centos-release-gluster40 centos-release-gluster41 centos-release-gluster5 \

centos-release-gluster6 centos-release-gluster7 centos-release-gluster8 \

centos-release-gluster-legacy centos-release-messaging centos-release-nfs-ganesha28 \
centos-release-nfs-ganesha30 centos-release-nfv-common \

centos-release-nfv-openvswitch centos-release-openshift-origin centos-release-openstack-queens \
centos-release-openstack-rocky centos-release-openstack-stein centos-release-openstack-train \
centos-release-openstack-ussuri centos-release-opstools centos-release-ovirt42 centos-release-ovirt43 \
centos-release-ovirt44 centos-release-paas-common centos-release-gemu-ev centos-release-qpid-proton \
centos-release-rabbitmg-38 centos-release-samba411 centos-release-samba412 \

centos-release-scl centos-release-scl-rh centos-release-storage-common \

centos-release-virt-common centos-release-xen centos-release-xen-410 \

centos-release-xen-412 centos-release-xen-46 centos-release-xen-48 centos-release-xen-common \
python3-syspurpose python-oauth sl-logos yum-rhn-plugin centos-indexhtml \

libreport-centos libreport-web libreport-plugin-mantisbt libreport-plugin-rhtsupport \

libreport hunspell-en-US hunspell-en policycoreutils-gui libcanberra-gtk2 cups \
NetworkManager-libreswan-gnome plymouth-graphics-libs avahi cups-lpd pinentry-qt \

librsvg2-devel libcanberra-gtk3 gnome-themes-standard wodim gsettings-desktop-schemas-devel \
avahi-ui-gtk3 freerdp-libs pulseaudio-utils gstreamer1-plugins-bad-free-gtk ghostscript-cups \
setools-console libxkbcommon-x11 cups plymouth-plugin-two-step pulseaudio-module-x11 ImageMagick-c+
+\

cups-devel policycoreutils-sandbox PackageKit-gstreamer-plugin gtk3-immodule-xim avahi-glib avahi-
autoipd \

mesa-libGLES foomatic libcanberra-devel plymouth-plugin-label PackageKit-gtk3-module colord avahi-
gobject \

pinentry-qt4 avahi-ui-gtk3 plymouth-plugin-two-step ghostscript-cups ImageMagick-perl firewall-config \
plymouth-plugin-label redhat-redhat-Isb-corelsb vim-X11 dbus-x11 pulseaudio PackageKit-command-not-
found libproxy-mozjs \

pinentry-gtk nm-connection-editor gtk2-immodule-xim wireshark-gnome pulseaudio-module-bluetooth
pidgin-sipe freerdp kmod-kvdo \

redhat-lsb-core

#The following list contains the same symbol as centos/redhat
dstrpms_Llist = "hce-release hce-repos"

[log_conf]
# migration tool log common dir
migrate_common_dir = "/var/log/migrate-tool/" //BEFHIERE

# migration tool classification log dir
migrate_classification_dir = %(migrate_common_dir)s/centos2hcel/

#iso as yum source link
[repo_info]
base_yum_url =https://repo.huaweicloud.com/hce/1.1/0s/x86_64/ //EftlyumiEI&2, ATFIREMZIRE

#iso as yum source
repostr_hcel_1 = /ARMLEBARLATRERER
[base]
name=hceversion
baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/ //EhtyumiRi&iZ, FAFIXEXRPME
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gpgcheck=0
enabled=1

gpgkey=

#released updates
[updates]
name=hcel_updates
baseurl=
gpgcheck=0
enabled=0

gpgkey=

#additional packages that may be useful
[extras]

name=hce1_extras

baseurl=

gpgcheck=0

enabled=0

gpgkey=

# plus packages provided by Huawei Linux dev team
[plus]

name=hce1_plus

baseurl=

gpgcheck=0

enabled=0

gpgkey=
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E§ HCE %1 RPM &

5.1 FHERMhE

HCEfRMHRIERRFIRPMEIATSE AP, SIEEEHCELAIRPME ., ZEEHITR
HRPMEFNIFIEIEE . A TIERIERFMRPMENERENZSE, BERIIAR,

HCESZ3FHERdnf/yumas SFIOSMT T EFMHHAR S .

o LinuxBEX#rdnf/yumap<, AIXIRPMEHTHRAMENR, ARIRIEESE,

o OSMTRENTRBEMIHCERFARRPMBEARMEIRINTER, aTHENXHAHKE
EfIEHNE. ERER.

PR X BT :

& 5-1 ALHXH

InH

{ERdnfayumiSFHK

(FFHOSMTT EFE

RPMEFH#

o IFEERIARIES
FHIRPME,, BFELEE
i8R AIRPM B FNRRNE
£,

o ZIFNHARLZEEFIIR
BIRPMEL,

o IFEERIFARPIEITEHRAIRPM
8, SRREENMSRARPMEF]
RRES.

o XIFHEMAITE:

o XIFEHEMIEBEEHRPME .

ARAFZEEBHIRPME,
FREFEESERAIRPME,
FREENEZBYEHZET
FHHIRPME ,
AhLEEHTRIIRPME
mEEE .
FHRHIEINEERIRPMEL
BEHHERIRPME .

FEIRER .

MAERRAS 01 (2025-08-26)

WRIERE © LEARITERARERAF

36



Huawei Cloud EulerOS (HCE)
BFEr

5 BE# HCE &%t%0 RPM &

mE FEAdnfelyumis SHE (FEFHOSMTTEHE

EFREF | A SHFEFIREFR - T RGRRAF

%

TIEFRA | STEEHCE 1.IMNEIRAESAR | SZIFHCE 2.0 MR AR S RAHIF

RS EFHR 588

B SEOIRFRE A SRR RS RPM BN IFRIE— IR
EHER

5.2 {&F dnf 2 yum s HRFENR

AHNEHCE 1.1 MERRA RS IRAFIFARFNEIRIRIE, dnfAlyumas<SAIERTSIEE

CHESENEN ST

(AT
e HCE 2.0RLAEMRAZFyumildnfiz s,
o HCE 1.1RA(ZHFyumidn <,

lfy
il
i
¢

DNF (Dandified YUM) %1 YUM (Yellowdog Updater Modified) #2&F RPM §9:
BETEH, BT%E. ERFfMGRREE. YUM 2BRERIE, m DNF 2 YUM i
HIE, SERHEFOMEEINESNINGE, WMERASTIFIIFITTH . HCEARIE
EIFRFEAN, ERHEyumSmSHdnfEd,

TR

1. KBERFEHIIRPME.

#47dnf list updatesan SEFMERFEMAIRPMESIZE,
[root@localhost bin]# dnf list updates

Last metadata expiration check: 6:49:11 ago on Tue 28 Jun 2022 01:55:35 PM CST.
hce-config.x86_64 3.0-66.hce2

hce-latest-release.x86_64 2.0-1656179342.2.0.2206.B032.hce2
irgbalance.x86_64 3:1.8.0-7.h9.hce2

kernel.x86_64 5.10.0-60.18.0.50.h316_1.hce2
kernel-tools.x86_64 5.10.0-60.18.0.50.h316_1.hce2
kernel-tools-libs.x86_64 5.10.0-60.18.0.50.h316_1.hce2
kexec-tools.x86_64 2.0.23-4.h8.hce2

libcurl.x86_64 7.79.1-2.h4.hce2
libssh.x86_64 0.9.6-2.h3.hce2
libstdc++.x86_64 10.3.1-10.h10.hce2
libxml2.x86_64 2.9.12-5.h5.hce2

openssh.x86_64
openssh-clients.x86_64
openssh-server.x86_64
Obsoleting Packages
dnf-data.noarch
dnf.noarch

8.8p1-2.h12.hce2
8.8p1-2.h12.hce2
8.8p1-2.h12.hce2

4.10.0-3.h6.hce2
4.10.0-3.h5.hce2
dnf-data.noarch 4.10.0-3.h6.hce2
dnf-data.noarch 4.10.0-3.h5.hce2

#47dnf list updates --security@n <, (NEEFLZEEIMLZKAIRPME,
[root@localhost bin]# dnf list updates --security

Last metadata expiration check: 0:00:03 ago on Fri 08 Jul 2022 04:45:56 PM CST.

No security updates needed, but 2 updates available
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2.

2.

FHRAFTEFAIRPME 5

- #f7dnf updateBSHREFEIHNRPME, SIELLEIMSRAIRPME

imEESE . HiT
) .

LHHER

[root@localhost bin]# dnf update
Last metadata expiration check: 7:12:18 ago on Tue 28 Jun 2022 01:55:35 PM CST.

Dependencies resolved.

S ERAHHIBEIRIRAEE (Version

Package Arch  Version Repo  Size
Installing:

kernel x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 47 M
Upgrading:

hce-config x86_64 3.0-66.hce2 hce2 13k
hce-latest-release x86_64 2.0-1656179342.2.0.2206.B032.hce2 hce2 52k
kernel-tools x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 230k
kernel-tools-libs x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 62k
kexec-tools x86_64 2.0.23-4.h8.hce2 hce2 400 k
libcurl x86_64 7.79.1-2.h4.hce2 hce2 284 k

libssh x86_64 0.9.6-2.h3.hce2 hce2 194 k
libstdc++ x86_64 10.3.1-10.h10.hce2 hce2 535k
libxml2 x86_64 2.9.12-5.h5.hce2 hce2 659 k
logrotate x86_64 3.18.1-1.h2.hce2 hce2 60k
mdadm x86_64 4.1-5.h2.hce2 hce2 331k
nftables x86_64 1:1.0.0-1.h3.hce2 hce2 303 k

perl x86_64 4:5.34.0-3.h5.hce2 hce2 32 M
perl-libs x86_64 4:5.34.0-3.h5.hce2 hce2 1.8M
Installing dependencies:

grub2-tools-efi x86_64 1:2.06-3.h5.hce2 hce2 472k

Transaction Summary

Install 2 Packages
Upgrade 72 Packages

Total download size: 105 M

Is this ok [y/N]:

- 347dnf update --security®@r <, (XFAERLZEETHMERAIRPME
[root@localhost bin]# dnf update --security
Last metadata expiration check: 7:15:16 ago on Tue 28 Jun 2022 01:55:35 PM CST.
No security updates needed, but 73 updates available Dependencies resolved.

Nothing to do.
Complete!

FHRANIE, ERATH

H17dnf historyas <,

~1# dnf

upgrade chrony
history undo 3
upgrade chrony
install createrepo

#147dnf history undo

INSBIETEIR

ENREORIHEIREIDS,

history .
Date and time

<IDS>ap <RIt EHFERE

Action(s) | aAltered

Upgrade |
Downgrade |
Upgrade |
I
|
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5.3 {EF OSMT T B

5.3.1 HhiR

OSMTE2E RN =IEMAIRTHCERR AR RPMBARFIEEHNITE ., OSMTaIEHENEE
RP)L/I@,E;;JHZ&?E, HZAFEEMERHE . EIEERBRERFHR. ERTFHRFHF
EE%I ﬁgo

o IRAFHRFELE: MMANEIRHCERFRIAR R ENRIRIE,

e BEHRPME: NE(XIIRPMEIIFRFNENEIRIE

(D8

OSMT{XNZ#5$tXFHCE 2.05% LA ERYRRAHITHRFEIR . 12T EXEHRGErepoilR LASREER 4
ISR, NTTEMKRE ., Eai@idsystemctl stop osmt-agentas$EIEIZIRSS, FHEiD
systemctl disable osmt-agent&as$ZRIZRSZ BB .

5.3.2 Z95RRH

o  FHEFENRRIFERNSZEFAIRPMEHEE . K/FlMrepolf FTEIRESZN, —iR
SE300 P A5TRL, BERETEMISEIRIAMERE, PTIRIER ST BI5r98T
&,

o OSMTIE(XXIEXIEHrepoildHFHIRPMBIHITHE, 15FaRrepoilREcERIIER
., [EXrepoiBfEaEEHITsystemctl restart osmt-agentEfZosmt-agentfR
22

FJo
tll#2/etc/yum.repos.d/hce.repoSX{FFHEC BN THE:
[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

o ZEiETosmt configip S RIENECENE, FEREMARNIENEENE, TS
HOSMTINEERE .

o FERIREWIR{ERroot B,
o ZREWRPMEIFAREIENIFIFTEIEK:
- FFRAEFED512M,
- RORFR=EEDSG,
-  BIHOABHEFEESR (store_path ) FIL=@ZE/DS8G,
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- E%dh/bootH XFIFRZEZE/D100M,
(0 A8

o FAKEE. BIFRATRE, FrmFE=ERE. FHRIFOSMTTESEMEEF
RETE=TE, MRFR=ENE, REHENBRETR.

o LILEXWAEF. TENEEER, RETARIEDRELENE, FE2INAPE
ESZE_JJEMEQE, RENRED/)\, SREFRFATF. TEATPOHTERSSHT
RITFEERM

MRAFHR . [ElEXTselinuxik ZHISZ0E :
- WREHEIIselinuxRERF=EZ0N, BIRAHKRIE, selinuxikE—.
- AEREIRSRIselinuxikSenforcing, EIRERFBwIE selinuxik&Z Kk

permissive,

-  AEFBselinux, BFELselinuxiPIRESenforcingHBIRER RS, 0
kEFenforcingdkZ&,

- AEhEaselinuxikZAdisabled, [EIRE{3AAdisablediRZ, LEATRFEIR
XFselinuxiKSA LR

- EHEHSselinux, FEGselinuxBPIRSSEIRE Sopermissive, HERBERT
tliE.autorelabelXHFHEER, B selinuxikEE HenforcingHHE
=

FRFFEET, OSMTLESMRFEREIGSHTTEG, LIESHERAKIEEE. W0
Hﬁﬁuﬁég&m&, BIRIBIRREEHTHE, B FiTieEG ST
&, FHOSMTHSHRIENEE.

OSMTI EHEIRREKIHIN TR, ATHEHIIRENIRE, OSMTTESKEdnf
REAKIHRPMBFHRERT . WNFLIEXLRPME, BJ2REREE.

WMERERPMBEHE, RABEWRIEN (sysctl -anfEERARE ) , WEEE
EFEROSMTTEHERIIER . BIFsysctlipSRIFTRRECE, sysctl -p <file>a]
IBEERAIECES S o sysctl --systemAJ iz ﬁﬁﬁﬁﬁ%%ﬁi?ﬁ’maﬁwﬁh ane
FRZWS, FERAMAMBRZER TRINZEEX .

Rt R T DRIREERBIIS MRA . REF—NEBEISMRA, WE
OSMTIBMERENERY, BEHBEAFTEZRAEERHTARES.

ves chronyHE&ﬂ]ntpHEjg,J_ FHHchronyfgEAtFactivelKSRIER T, OSMT
ﬁéﬁﬁﬁﬁ SR B, 1BEZLEchronyiRSakENF chrony. ntpEF— M IRSBEER
Ko

5.3.3 IRAHLFNEHE

WRAFHER

AN ESBIRHCERRARIFH R R AR IRF o

RAFHR T ENRRY, SEPERPMEEFFEIBIRESAXNAIRPMEIRA, Flosmt.conf
BB X HRIERRRErpmIIERTX,

fikrepoiRECEIEE -
B EEIARY/etc/yum.repos.d/hce.repofit E XS ERIEH, [EHRIECE
WT.

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1
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gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

(1 #8A
o RN BASTLLL SR OSMTHE LM RN FHRITH -
2. EFFOSMTERIERRA

OSMTHAIRAFIHCERRAFEREXER . HCEENMAZELBIRFAIOSMTTE,
EFBTFHRAT, FEEOSMTEHZEBIRREFMRAITRAIOSMTIRA

#17dnf update osmt -y --releasever [ ZZ kA S] BFHOSMTEUGRRA .
(1 #5488

HIRBOSMTHIER, #1Tdnf install osmt -y --releasever [ RZ Gk ZAS] BITL%,
g0, BHETRSFFHCE 2.0, WHITdnf install osmt -y --releasever 2.065$ %%
OSMT2.0hRZ .

3. FHRHCERZIRA
osmt update --releasever [ XZ 54k 7A =] --reboot_config [ ESHE]

BIREREREAER, BESENIARLR. ESAOFARIER, Fosmt
update -h,

- Y8HCE 2.0HKEBFRRA, HCE 3.0,

osmt update --releasever 3.0

RIS, i Trebootin SERRE, BIRRRRIF8EER
- FBHCE 2.0AREIBIRRA, WIHCE 3.0, AZAER.

osmt update --releasever 3.0 --reboot_config always

- YBHCE 2.0AEZIBfriRA, WIHCE 3.0, FISEERERTE, a0 “2022-12-30
23:00:00” .

osmt update --releasever 3.0 --reboot_config "2022-12-30 23:00:00"
4. BERTHE, KEEREHHEMA.

HiTcat /etc/hce-latest&=EhceversionF (R, &EFERHARAZHD 2--
releaseverfS ERINRAS , FRRFAKMII.

5. (\IiE) MIBRFEREFBHE
IAHREINEEIERS, HiTosmt removefflBREFD I,
(1 #88

BIAFR TS EEBHITosmt remove, HiiTosmt removelSHIRFTEHRBHDELE,
WITRLTEBHITEIR,
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WRZS[EHE

BREEAREVZER, BESENEERSG.
- [ERERRSZ, FUZER.
osmt rollback
- [EREFRRGHIZER. ERALSIH, BRERER2.
osmt rollback --reboot_config always
#iTrebootip LERRE
WREBRES 7 8EEERIHCERRRFHRA
NEEEER/MAIN.

AJ#fTcat /etc/hce-latest&EEhceversion=FEy, HUFEEHFIRAED 2FHKAEN
EIJHEZK’Sa %TE@ ESZIJJO

5.3.4 EH RPM &

5.3.4.1 £8TE

RPMBRIEFTSEB M : {E£Fosmt updateas SEHFNER/SEosmt-agentiRSZH
NEHT. WWFFAIE, EBRSEHITATIRIE.

1.

fiArepolRECEIER -

BIeEEIARY/etc/yum.repos.d/hce.repofc EXFHSEE B IEMR, EHRIEE
nr.

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

(10 %88
o HEIRNE BRI SHOSMTHREMEIEFRHIRFHRITH .
#147dnf update osmt -yar$EFHFOSMTHETE,

Bc&/etc/osmt/osmt.conf3 {4,

OSMTRIEECE X {Fosmt.confANIRE , IIRPMERITEH . BIRIEEELLE
osmt.conf3{4 .

[auto]

#if auto_upgrade is True, the osmt-agent will auto upgrade rpms use osmt.conf and reboot between
time interval we specified

#the value of cycle_time means the osmt-agent will check upgrade every cycle_time seconds, default
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86400s(1 day)

#When a configuration item has a line break, you need to leave a space or tab at the beginning of
the line

auto_upgrade = False

cycle_time = 3600

minimal_interval = 3600

auto_upgrade_window = "22:00-05:00"

auto_upgrade_interval = 1

[Package]

# There are three rules of filters, all enabled by default. severity will be effect only when the types
contain security, it is the subtype of security.

# The following are the three rules:

# 1. white list has the highest priority, if whitelist is configured then ignore other rules and filter out
the whitelist packages from the full list of packages to be upgrade

# 2. Filter the update range by types, when the types contain security, further filter the severity of
security updates severity, only upgrade the severity level of security.

# 3. Filter blacklist to remove packages in blacklist from types filter results, and packages which
depend on packages in blacklist will also be removed.

# filters must contain at least one types rule, if the types rule is empty, the -a option will not upgrade
any packages (by default all 3 filters are enabled).

filters = "types, blacklist"
whitelist = ""

# types include: security, bugfix, enhancement, newpackage, unknown/other

# if types is empty, no package will be upgrade

types = "security"

# severity is the subtype of security, include: low, moderate, important, critical

severity = "important, critical"

blacklist = ""

# The rpm package that requires a system reboot to take effect after the upgrade
need_reboot_rpms = "kernel,kernel-debug,kernel-debuginfo,kernel-debuginfo-common,kernel-
devel kernel-headers,kernel-ori,kernel-tools,kernel-tools-libs,glibc,glibc-utils,glibc-static,glibc-
headers,glibc-devel,glibc-common,dbus,dbus-python,dbus-libs,dbus-glib-devel,dbus-glib,dbus-
devel,systemd,systemd-devel,systemd-libs,systemd-python,systemd-sysv,grub2,grub2-efi,grub2-
tools,openssl,openssl-devel,openssl-libs,gnutls,gnutls-dane,gnutls-devel,gnutls-utils,linux-
firmware,openssh,openssh-server,openssh-clients,openssh-keycat,openssh-askpass,python-
libs,python,grub2-pc,grub2-common,grub2-tools-minimal,grub2-pc-modules,grub2-tools-extra,grub2-
efi-x64,grub2-efi-x64-cdboot,kernel-cross-headers, kernel-source,glibc-all-langpacks,dbus-
common,dbus-daemon,dbus-tools,systemd-container,systemd-pam,systemd-udev,grub2-efi-
aab4,grub2-efi-aab4-cdboot,grub2-efi-aa64-modules,openssl-perl,openssl-pkcs,kernel-tools-libs-
devel,glibc-debugutils,glibc-locale-source,systemd-help,grub2-efi-ia32-modules,grub2-efi-x64-
modules,grub2-tools-efi,grub2-help,openssl-pkcs11,grub2-efi-ia32-cdboot,osmt"

preinstalled_only = False

# Due to security requirements, the following packages need to be uninstalled during the upgrade
need_uninstall_rpm_Llist = "elfutils-extra,gcc,make,tcpdump,binutils-extra,strace,gdb,gdb-
headless,cpp,rpm-

build,cups,ypserv,telnet,ypbind,libtool,appict, kmem_analyzer_tools,mcpp,flex,cmake,llvm,rpcgen,wiresh
ark,netcat,nmap,ethereal"

[backup]

store_path = /var/log

backup_dir = /etc,/usr,/boot,/var,/run
exclude_dir =

recover_service =

#the minimum resources required(MB)
[resource_needed]
#min_req_boot_space = 100
#min_req_backup_space = 8192
#min_req_root_space = 1536
#min_req_memory = 512

[emdline]
cmdline_value =
skip_swap = True

[conflict]
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#conflict_rpm = test1,test2

# These rpms conflict with the upgrade and must be removed if installed.

conflict_rpms_list = "esc,initial-setup,python3-crypto,setroubleshoot,setroubleshoot-
legacy,setroubleshoot-server,setroubleshoot-plugins,openresty-openssl111,openresty-openssl111-
asan,openresty-openssl111-asan-devel,openresty-openssl111-debug,openresty-openssl111-debug-
devel,openresty-openssl111-devel,openresty-zlib,openresty-zlib-asan,openresty-zlib-asan-
devel,openresty-zlib-devel,dleyna-connector-dbus,dleyna-connector-dbus-devel,dleyna-core,dleyna-
core-devel,dleyna-server,trackertracker-devel,tracker-miners,kabi-dw,sblim-
sfcb,apull,elara,secpaver,ksh,python3-sssd,python3-editor,python3-Flask-SQLAlchemy,python3-bind"

[strategy]
timeout_action = "stop"
timeout_action_before = 0

[check]

daemon_whitelist = "sysstat-collect.service, sysstat-summary.service, man-db-cache-update.service,
systemd-tmpfiles-clean.service"

check_systemd_running_jobs = True

# the timeout of query systemd services

query_timeout = 30

check_rpm_packages = True

check_file_attr = True

[chroot_config]

chroot_switch = False

chroot_path = "/root/sut_chroot"
rpm_tar_name = "hce-upgrade_pack"
sut_config_file = "/etc/sut/sut.conf"
web_link_tar =
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% 5-2 osmt.conf TERIEIR

=10

il

[auto]

o motd_setup: IREBERIERESHE. BKIAATrue,

e auto_upgrade: IEETIHRPMEBEEH AN, BilHFalse,

- True: {FFHosmt updateds< EHFHFERESosmt-agent
RS Boh B ARz o

- False: {N3z#FFFHosmt updateds S EFHRPME

e auto_upgradeATruelt, BCEM TS,

- cycle_time: MEREEFEMXEGENER, B2
. ERAEF36007,

- minimal_interval: }§Eosmt update -bap S SE PR
AYiEfn&; LEAYiEAYE/\BdiEafs, Bf2ER . EAMESN
3600%),

- auto_upgrade_window: BtEfE&osmt-agentfRSSZHnh
FRHIRHEE, BXA"HHMM-HH:MM", RRARIIFF
SaRB)FN#EL LERT (8]

YNRELLERY B/ NFFFIaRTE), NIFRRAIRFHRATBIER S
BAH. a0 “22:00-05:00" FrFATEIE92H22:00
XA ZZE5:00,

- auto_upgrade_interval: 18ERXBEIFHRZEHVER/INE
bR (Bf: X) .

e auto_upgradeSFalseld, NECEM TS, HITHCESUHRT

[auto] BeEINHFEMSEH AL

- cycle_time: NEREEFEMXEGENER, U2
. ERAEF36007,

- minimal_interval: }§Eosmt update -bip$SE PR
AYiEfn&; LEATiEAYE/\BdiEafs, Bfi2ER . EAMERN
3600%),

- True: ABRERER.

- False: XAERIETR, REESVZMRERIER, HE
AEEIRER . REHAR, FEEFosmt update -s
WEEHRGBSEMMALERN .
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2)

BoEIR

ol

[Package]

o filters: IEEEHAVBEE, BiEtypes. blacklist. whitelist,
Bignfilters = "blacklist", EFERATREFHEZEHRIRPM
.

- types: fFEHFHAIRPMEIZEE,
- blacklist: RPMBEZ®EFIZE,

IRBERBREE, THESRPRIRPMEHITEH . INRE

RPME I EZ B HIE, WASFHRILLRPME,
- whitelist: RPMBEZE%ZE,

MRTREARPEERRRIIFR, BAEFRETER

AIRPME

AZRMERATESE, IRERPMEENEEREHS

BMERE, USHRILRPME,

152RA
WIREAGOEE T BERMNERE, anSiseiIRaRing
g%ﬂﬂ)ﬁ, T BRERE XM HRIES BAZRYIREHRPM

e need_reboot_rpms: AEEEEFAIRPME
[E&osmt-agentlRSZSEMFARKES, FLEH
need_reboot_rpmsHHEIRPME, , EEEF

need_reboot_rpmsFIFRFHIRPME, W/R{FEFHosmt update

--auto --reboot_config alwayszosmt update --auto --
reboot_config “EGATE" S EH .

e preinstalled_only: ZiRERETrueld, RFHEK/etc/osmt/
preinstalled.listAIRPME .

[backup]

e store_path: EiZERTFEIEZSFMHER.

HRidrEH, OSMT&TEstore_path FEliE.osbakER, R

[REFEZER, WEESLFERHosmt removelSEMIFR,

e backup_dir: FEZBHIBF. HH/etc. /usr. /boot. /
var. /runIRANFESMIER, BEFRTLMIR. XLE
RETEWATIRAFHRINEEMIRHEE EIRITED . IFEARBEE
exclude_dirhPEcERIEFER, BUAKRTESTEEFAE
AP AR LA RRAE o

o exclude_dir: AFEEFMIER. BOANZBEE, —MREIX
BB SEIEE R, 2T 8E5backup_dirpEcERNE
FiEE, SUHKITIESEBRIBER=E hSMELEFHR

PHTY =8

e recover_service: OSMTEISBEFRFIGIYIEFIRSAIEH
RERE—H, NRRSHBREIRSHIER, OSMTEE R

BRSPS
152BA

[backup] PRI IZFEAENEIREZAIH .

[cmdline]

cmdline_value: IEEHARZERANBIM . BECEIEFRRIE
IR, HHRRFEBIEESE . BOMEIIHCERENABENIN.

[conflict]

conflict_rpm: IEEFFIZFIPRAVREE, FRERFEE
SHMBRIPSRAYER R o
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BoEIR

ol

[check]

e check_systemd_running_jobs: 8B EEEAHRIIMERS
FEIEERMIEEEIERIIRSS, BAATrue,

- True: FHERRINBRFAPELHIEEREIEEFLEAIR

%o

- False: MEBRFPESEIEERISIERFLIEAIIRS

e check_rpm_packages: RBRBEFRIINER G FrpmE

3347:’5 BIEENKRERIRE. EaFEEENE.. A
HNTrue,

- True: FEREHEEpMEBAVRE.
- False: ARBIRAEEPpMEAVRE.

e check file_attr: RERBEHRRIKNERANIHEREERIE

HEE. BHARTrue,
- True: FHREMBERFETNHEETERIZEM .
- False: AREIAMEBRFTINHEETERIZEL,

[chroot_conf
ig]

e chroot_switch: EBFFBturbo IR AFHL, EAAS

False,
- True: WRAAERIERFSturboZTAIFAL
- False: WRAFAEKRIEFAFGturboTEIFAK

e chroot_path: €&turboH& S iRTFEHAIchrootIMEH
i o

e rpm_tar_name: iZ&turboHS I PFUHIEAtarEIR
$ o

e sut_config_file: IZEsutAIBCEXHIRE, EAIAZE/ etc/sut/
sut.conf,

e web_link_tar: &&turboHR AL T EHFEEAItarE&/url

ik,
48R
[chroot_config|FRIFFBEEE{NIEATEEMmAIHCERAH K G,

turboZ5 TUISHYEfE FBFERE L KA BFrhR A RItar& &8 chroot S 1S

EER FHTREFA R

AR

HittAcEIAENEN, $EiES 0 /etc/osmt/osmt.confELE AR .

5.3.4.2 osmt update SsSEH

FEFHRPMEERMHE R
o RIBECE N Yfilters=EEREFIRPME .
osmt update --auto --reboot_config [ ESH&]
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& 5-3 ERECESHRA

28 138H
never E%?EEEEEBE%?&, SIEE Aneverflt, EfERE, A=

AL T, need_reboot_rpms3IFEHIFIRPMEARSH R -
XHERT, EEH%Kneed_reboot_rpmsFIZEFAIRPME, 15
$Efilters=ERELE J9"whitelist" ISR AYRPM E EL B Z
"whitelist"iEINF, IRESSUT . EXMERT, FRTHK
&, BFENEFRS, ERPMEEHE.

osmt config -k filters -v "whitelist"
osmt config -k whitelist -v "rpm7, rom2, rpom3"

always FFRPMESS ( BiEneed_reboot_rpmsFIRFHIRPME, ) , 37
BIBEmER,

<specific EHRPMESS ( B¥Eneed_reboot_rpmsF|EXFHIRPME, ) , 7
time> IEENEEEEMER. fEgtan "2020-02-02 2:02:02",

o (FRAEZRMBZRNLAEHRRPME,
osmt update --pkgs [rpm7 rom2 rpom3 ... ] --exclude_pkgs [rpm4 rpm5
rpmé6 ... ] --reboot_config [ ESAE]

- --pkgs: A%, IEFEFHNEZRIIER, RPMBLITIEDE.
fian, TN TmSEFHFERBEFEIhce-logos. hce-Isb. tomcatfl,
osmt update --pkgs hce-logos hce-lsb tomcat
- --exclude_pkgs: AJi%, EFEMAIEZRIIER, RPMELIZ=HEDR.
fan, WATH TFHSAEHEREHRongres-scram. llvm-statict,
osmt update --exclude_pkgs ongres-scram llvm-static
- )—:—Ire_JIL:)oot_config (EEAE]: nlik, sEERAR, B88always. never, &
|:|E|‘ |E|o

=  always: EfERE, AEERBZEENIIRPME, NZBIEMER;
5528, URER.

" never : EERRE, FER,

= <specific time>: 1BSEERBRE. EfERE, G8ERAeENY
RPME, NEEERTEIEER; &i%8, WAER. Atagztal
"2020-02-02 2:02:02",
(11 %88
o WRFEAEZBENAZENEFS, --pkgsFl--exclude_pkgsZE/MEH—,

o WRFEMBSIETE F BRRNARE, LndEENERISNaRRNE, THIRER
BEXHPIEZRNBRRIIREHRPME.

5.3.4.3 osmt-agent [RSZBEIEH

osmt-agentlRSZ XIS A EREBTEMAIRPME , FBEMEFHRPME, LB
BRI T EFRIB ER AT LIBEXIRE
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1. HUTLUT#HS, HiRosmt.confX{fauto_upgrade=FE&ATrue,
osmt config -k auto_upgrade -v True
2. HiTsystemctl status osmt-agent.serviceip SifiiAosmt-agentl RSB 2B IEETFF

B
- ActiveJ9active (running)ikZ, FRosmt-agentlEEFHE.

- W% osmt-agent;i&B4bFactive (running) IR, BHITsystemctl start
osmt-agent.servicedp < [Falosmt-agent,

5-2 ffilA osmt-agent [REZE2ETEEFE

E 1474 /bin/bas
32445 sleep 36

3. BTN TSR EBMEFHRPMEIETEERSHKREHA

- EEAEshHARARTEER .
wEHER: osmt config -k auto_upgrade_window -v
"auto_upgrade_window"
auto_upgrade_window: EoEfEHosmt-agentfRSSBaIFARAIATIEIE, 8=
A"HHMM-HH:MM", RRFHERAIF RS EF0#, LAt E .
GNSRELLERS BN NFFrIaRTE], NIFRRARARATEIRES®EAR ..

“22:00-05:00” FRFHRATEIERFZH22:002)XHi%&&E5:00,

f5an, BeE=H23:00%)XHO01:0087/8E IR FHERATIEE :
osmt config -k auto_upgrade_window -v "23:00-01:00"

- IEEEHEKRATEENRE .
S8, osmt config -k auto_upgrade_interval -v
auto_upgrade_interval

auto_upgrade_interval: 15ERXBEohHAHKZ BRISRNER (Bf: X) .
Bign, RESRIXETEIARNGSH:

osmt config -k auto_upgrade_interval -v 1

5.3.5 ARIGEEHRE
1. FERBINE, BREEALSEZSZTER, NRWSIETIER, BESEER
f7osmt removef s SHIRRMNAD, MREIBELEEERRAIARANE.

2. ZEHEBEEKchronydRFBEZE/FA RGN FdisableddA7Z, FFLIAM
HCE-2.0.2206 R AFRELMRAE, chronydiR$EZS4bFdisabledikZS. WNBEE
E, Za@idsystemctl enable chronyd(FAEiZIRSS, FiEidsystemctl start
chronyd/EshiZiRSS -

5.3.6 [OiE RPM &

H4Tosmt rollback --reboot_config always#s$[EIRRPME . {NSZ#FEIESRIA—IX

EFHIRPME .
--reboot_config always: @&, & _EIXFHEneed_reboot_rpmsFIZERFAIRPME,
BERLLESE,
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WNERAT--reboot_config always, EIXFEKE ¥ Kneed_reboot_rpmsFlIZRFHHIRPM
8, FEFIEREAEELEIEEN.

(MARIY:
BFERRIIRAINOSMTT A TIRE, FAENEITOSMTITARROSMTEBERA

5.4 BgsR

5.4.1 OSMT &3S #BHER

o HifTosmt -hds$, EROSMTRIFENER..
[root@localhost SOURCES]# osmt -h
usage: osmt [-h] {update,rollback,remove,config,job} ...

positional arguments:
{update,rollback,remove,config,job}

update update packages
rollback rollback last upgrade
remove remove backup files in store path
config modify config file by command line
job handle upgrade task.
options:
-h, --help show this help message and exit

& 5-4 osmt S %R

e itz

update FHIRERFZHRPME

rollback EHRIRERFHRPME,

remove IBR TR BRI RRIED S

config Bigs g E N .

job RN EEARES

-h, --help AN%SH, RtosmtinSHIANEE.

o HifTosmt update -h@p$, BRAFIMERRIRPMERIEENEE
[root@localhost SOURCES]# osmt update -h
usage: osmt update [-h] [--nosignature] [-s] [--all] [--security] [--version] [-a] [-p PKGS [PKGS ..1] [-
e EXCLUDE_PKGS [EXCLUDE_PKGS ...]] [-v RELEASEVER] [-r REBOOT_CONFIG]
[-b BETWEEN] [-j] [-c]
optional arguments:

-h, --help show this help message and exit

--nosignature ignore the signature of packages

-s , --show show updateinfo

--all show all pkgs which can update, 'osmt update --show --all'
--security show security pkgs which can update

--version show all version can update to

-a, --auto auto update use config file

-p PKGS [PKGS ...], --pkgs PKGS [PKGS ...]
specify the packages to upgrade

-e EXCLUDE_PKGS [EXCLUDE_PKGS ...], --exclude_pkgs EXCLUDE_PKGS [EXCLUDE_PKGS ...]
specify the packages not to upgrade

-v RELEASEVER, --releasever RELEASEVER
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specify the release version to upgrade
-r REBOOT_CONFIG, --reboot_config REBOOT_CONFIG
you can choose between always, never or a specific time. 'always': reboot os after
update ends if need. 'never': never reboot os automatically. '<specific time>":
reboot at specified time, format like "2020-02-02 2:02:02".
-b BETWEEN, --between BETWEEN
start upgrade time and end upgrade time, format like: '2020-02-02
2:02:02','2020-02-02 4:02:02'

-j, --job run upgrade in background.
-¢, --check check upgrade task.
-V, --verbose show more log to screen

-0, --preinstalled-only
upgrade preinstalled packages only

-t, --retry retry previous upgrade action
--nocheck do not check before upgrade
-f, --fix auto fix some system problems checked out

2% 5-5 osmt update =ES#i50H

2 2kl

-h, --help 2fftosmt updateds SHIFENEE .
--nosignature FHRATARIEE NS A mitFEFAIRPME ,
-s,--show ERIFIRSUBNALSEREE .

o --all: BRFAIBHEHIRPME,
o --security: BRFEMNIREE,
o --version: BRFAEFHEINMRAES

-a,~-auto IEEEHRPMEEFHX, 5-v. -p. -eEfF.
-p,--pkgs IBEEEEMIIRPMEBHAZRIIE, 5-v. -aBR,
-e,--exclude_pkgs BEAEEFTHHORPMEEZERTIE, 5-v. -aBRF.
-v , --releasever BESFEARZIRHCERAS

-1, --reboot_config | IBEERBHR -

e always: BEHERE, HEEERTREENIIRPME,
NZBNBmER; &i'E, UAER.

e never : BHERGE, FER.

e <specific time>: 1EEEFE,. FfMERE, &8
BRAREEMBIRPME, NITEISEHEBMER; &
28, WAER, BHakgztin "2020-02-02
2:02:02",

-b, --between IEEosmtITEFIAOFIRATBIFN4ERATE), B

"HH:MM-HH:MM"

WNRELERYE/ NFFARYE, WERRAXFHRATEIERE

HMEAH. 0 “22:00-05:00” FRAKFEERNKNH

22:00%);xHZ=5:00,

-j, --job ea#ER U TR R .
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1538

FRESBERFRS, WARREEEAR. QTR
ERHIZRY, EEMARNESBRIITHERIEE.
BNAARBEN-SH, MHEBSHTEE. FI

a0, #HiTosmt update -aH1THIE]I, HiTosmt
update -a -ciEBERFIKE

BFiEr
2
-¢c, --check
-V, --verbose

w2, ERFERARER.

-0, --preinstalled-
only

aliES%, (NFH%K/etc/osmt/preinstalled.listPHIRPM
BIF, BTN IRAHRERL

-t, --retry

RS, HITHAKEL,

--nocheck

WS, ARBMHITNE, BEEHEAFAERRE

-f, --fix

RS, RAFARRETENEERSINRILERID

o

e HiiTosmt rollback -h7<, EREIREIERAFLRPMERIFEINER

usage: osmt rollback [-h] [-r {never,always}] [-V] [-t] [--nocheck]

optional arguments:
-h, --help

show this help message and exit

-r {never,always}, --reboot_config {never,always}
whether to reboot after rollback

-V, --verbose
-t, --retry
--nocheck

show more log to screen
retry previous upgrade action
do not check before rollback

2% 5-6 osmt rollback %58

2% 1588

-h, --help 2{tosmt rollbackdn SHIR NS R .

-1, --reboot_config IBEERAanIFER.

-V, --verbose RS, EFANEERE.

-t, --retry mESE, #HITERER.

--nocheck ED_J" ®2¥, EIRRIAHTRONE, BREENLEIERM
228

e HiTosmt config -hdp<S, B RENELEINERECEMAVEIER.
usage: osmt config [-h] [-k KEY] [-v VALUE] [-V]

optional arguments:

h, --help show this help message and exit

-k KEY, --key KEY
-v VALUE,

key of config item
--value VALUE

value of config item

-V, --verbose

show more log to screen
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& 5-7 osmt config 2#5EH

e 15iRH

-h, --help 2{itosmt configip SHIFANEE .

-k, --key BEEEETENAYkeyE,

-v, --value IEEXINEK key{ERIvaluefE .

-V, --verbose kS, ERFEMAIRERE.

1 88

BN RiETosmt configinSRIEMECE M, FREMBEREENH, TS
OSMTIRERE .
e igxEosmt job -h@H<, BRIESEENTEIERE.
usage: osmt job [-h] [-s] [-c] [-d DELAY] [-y]

optional arguments:

show this help message and exit
show task info.

cancel current task.

-h, --help
-s, --show
-¢, --cancel

-d DELAY, --delay DELAY
delay task

-y! --yes
-V, --verbose

never ask for yes.
show more log to screen

2= 5-8 osmt job S#{iEA

e 15288

-h, --help 12fitosmt jobar SHIRENEE .

-s, --show ETrEeESER.

-d, --delay PG EREFESRESEE—ERE, BfERA
“1:50:00” , FREERERIEHER1/NF505 .

-¢, --cancel EYiE=Hijob,

-y, --yes NP ESAIRIEE.

-V, --verbose %S, EmFEARNEREREE.

5.4.2 [etc/osmt/osmt.conf EeESC{4iAR

AP IFOSMT T ERYEEE ST {Hosmt.conf AR IEMR IR BT Ti 8

[auto]

# if auto_upgrade is True, the osmt-agent will auto upgrade rpms use osmt.conf and reboot between time

interval we specified

# the value of cycle_time means the osmt-agent will check upgrade every cycle_time seconds, default

86400s(1 day)

# When a configuration item has a line break, you need to leave a space or tab at the beginning of the line

auto_upgrade = False
cycle_time = 3600
minimal_interval = 3600
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auto_upgrade_window = "22:00-05:00"

auto_upgrade_interval = 1

[Package]

# There are three rules of filters, all enabled by default. severity will be effect only when the types contain
security, it is the subtype of security.

# The following are the three rules:

# 1. whitelist has the highest priority, if whitelist is configured then ignore other rules and filter out the
whitelist packages from the full list of packages to be upgrade

# 2. Filter the update range by types, when the types contain security, further filter the severity of
security updates severity, only upgrade the severity level of security.

# 3. Filter blacklist to remove packages in blacklist from types filter results, and packages which depend
on packages in blacklist will also be removed.

# filters must contain at least one types rule, if the types rule is empty, the -a option will not upgrade any
packages (by default all 3 filters are enabled).

filters = "types, blacklist"
whitelist = ""

# types include: security, bugfix, enhancement, newpackage, unknown

# if types is empty, no package will be upgrade

# types = security, bugfix, enhancement, newpackage, unknown

types = "security"

# severity is the subtype of security, include: low, moderate, important, critical
severity = "important, critical"

blacklist = "mysql"

# AR EREERRAAELINrpmE

need_reboot_rpms = kernel,kernel-debug,glibc,glibc-utils,dbus,dbus-python---
preinstalled_only = False

[backup]

store_path = /var/log

backup_dir = /etc,/usr,/boot,/var,/run

exclude_dir =

recover_service =

[resource_needed]

#the minimum resources required(MB)

#min_req_boot_space = 100

#min_req_backup_space = 8192

#min_req_root_space = 1536

#min_req_memory = 512

[cmdline]

cmdline_value = crashkernel=512M resume=/dev/mapper/hce-swap rd.lvm.lv=hce/root rd.lvm.lv=hce/swap
crash_kexec_post_notifiers panic=3 nmi_watchdog=1 rd.shell=0

[conflict]

#conflict_rpm = test1,test2

[strategy]
timeout_action = "stop"
timeout_action_before = 0

[check]

daemon_whitelist=sysstat-collect.service, sysstat-summary.service, systemd-tmpfiles-clean.service
# the timeout of query systemd services

check_systemd_running_jobs = True

query_timeout = 30

check_rpm_packages = True

check_file_attr = True

[chroot_config]

chroot_switch = False

chroot_path = "/root/sut_chroot"
rpm_tar_name = "hce-upgrade_pack"
sut_config_file = "/etc/sut/sut.conf"
web_link_tar =
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2 5-9 osmt.conf FAEINEXRIEC R IR

=l 1585
types %B8security. bugfix. enhancement. newpackage.

unknownANMECEIHEERPMBRIEHTEE, FEMNENR. 18
1SRRI LIRIERGLIRERHEITIES

severity FHRZSEH, FRNEN . BRAFRZLER. WEEHEES
ALURIBRASEIRE R TIER .

[resource_need | IEARSEFHBIFHITINENRARZRRTE, FEMEN ., 16
ed] SR EE N LUIRIE R F LRSS T8 .

[chroot_config] | BFEEEEH Tturbo SR ARMBXEEIR, (XBATFEER
HCEF, HHAFRFEARER, BRSHAERE.

1. {FEAyum/dnf/osmtTEEZESGFHKIEF, HIRE, BIREEN: package
<a> conflicts with <b> provided by <c>, u0:

5-3 {BIRER

Error:

oblem with installed package mysql-8.0.37-1.hce2.x86_64
8.0.37-1.hce2.x86_64 conflicts with mariadb provided by mariadb-4:10.5.22-1.hce2.x86_64
8.0.28-1.0e2203.x86_64 conflicts with mariadb provided by mariadb-4:10.5.22-1.hce2.x86_64

- package my -
- cannot install the best candidate for the job

BRRE: RHEPLRETE—RENEEINRINAEREE, XM REEZEF
itz (@imysqlFlmariadbiXF NGB 2 [EfFE s )
ERIGE: Bidrpm -e/ yum remove/ dnf removeds < fIffEHF— P RIEE, R
REBEEITEE,

2. fERyum/dnfloomtTEEZEFHIIES, HIRE, HEIREEN: file <
from install of <y> conflicts with file from <z>, #0:

5-4 {HIR(ER
E

: Transaction test error:
file setc/my.cnf from install of mariadb-config-4:10.5.22-1.hce2.x86_64 conflicts with file from package mysql-config-8.08.37-1.hce2.x86_64

BEEE: FNFROREEPEFERERESEENG, S80hsR (2mysql-
configilmariadb-configFi M HERE S T /etc/my.cnfiX N4 ) &

fERFAZE: Bidrpm -e/ yum remove/ dnf removefs SHFREF—PIREGE, R
REFZNTEE .
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6.1 LELEHIELA

R EBENEINAERyumsdnfis SEBHZEHCEFRIREEH .
BIRAISyumFldnfas SRISZIFERAR, AT5LYyumasRBINaE.,
(1) 88
dnffERyumpIERE, RHUBEFAIMEE, dnfllyumasSaIERTSIEER .

o HCE 2.0 EIRAZFFyumFldnfin s,
e HCE 2.0Z IR Fyumass .

NN )
6.2 X T BRI E (CVE)
CVE ( Common Vulnerabilities and Exposures ) EEATHEZENZIITENLZETRF
A, RN NEREEHE— 1 EENCVERS ., HCEARER LM, BZFET
REBHPCVEREE, HEREERFZAZERERE, EREANETEMN., BT
HCEHNZ AN ETEELZEFTHMCH.
e Huawei Cloud EulerOS 1.1&£&,1E
e Huawei Cloud EulerOS 2.0&Z& s
FR#ECVSS ( Common Vulnerability Scoring System ) ¥4y, HCESLZEEHH AN
E:
e Critical (BXP&, VAT )
e Important (RSN, BEGRINEEE)
e Moderate ( hEXE, HEZLE)
o Low (1EXIFE, mIikZeaE)
HIREBIEZEHCE 11 RULRE, Se]LIRIBEN MR EEOHZELZEEH, BE
ARFRE . ANETLAHCE 2.0982445135%88
(RERTY:
HCERRAARRE, SR ETRIBESANEFEES, UELRETE.
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Huawei Cloud EulerOS (HCE)
FBFisEs 6 X4 HCE 722 E#H

6.3 yum PSS

SRR yum <command> [option]

% 6-1 command IEESH

B ol

help ETREWER.
updateinfo ETRHEEREERE.
upgrade FHERBREE .
check-update En ARG B ER.

% 6-2 option IEZESH

25 5EA

-h, --help, --help-cmd ERmSEWER.

--security ERZEBEXINTEEER.

--advisory ADVISORY 1EEADVISORYIEXHE S, ATRFER

<. EEEER.
ETRHEZEERRES SR,

--cve CVES IBECVEREXIEEE, TRTEE. &
B E#H o
ZENEE 2 BFEREXGESHIR.

--sec-severity BELEEMERBXNEE, TH

{Critical,important,Moderate,Low} FZRE. EENEH,

{(IPHNLZEERFRSHAEEES

(D %8R
BEZFMER, BEFAyum --helpiREFEES

6.4 EIHREEMN

S yum updateinfo <command> [option]

o H1Tyum updateinfoin<s, EREEIIBNLEEMES.
[root@localhost ~]# yum updateinfo
Last metadata expiration check: 0:03:05 ago on Thu 08 Sep 2022 05:30:23 PM CST.
Updates Information Summary: available
12 Security notice(s)
4 Critical Security notice(s)
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6 XJ HCE it TR 2E#

6 Important Security notice(s)
2 Moderate Security notice(s)

o <command>HEESE,

list: FRHFIDTANREERIIZER.

[root@localhost ~]# yum updateinfo list

Last metadata expiration check: 0:03:32 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64
HCE2-SA-2022-0011 Moderate/Sec. gnupg2-2.2.32-1.h6.hce2.x86_64
HCE2-SA-2022-0002 Important/Sec. kernel-5.10.0-60.18.0.50.h425_2.hce2.x86_64

info <SA ID>: HiFISESA IDIILZ2EHFIE.
[root@localhost ~]# yum updateinfo info HCE2-SA-2024-0262
Last metadata expiration check: 0:01:07 ago on Wed 26 Mar 2025 11:08:19 AM CST.

An update for wget is now available for HCE 2.0

Update ID: HCE2-SA-2024-0262
Type: security
Updated: 2024-09-23 18:09:48
CVEs: CVE-2024-38428
Description: Security Fix(es):

2 url.c in GNU Wget through 1.24.5 mishandles semicolons in the userinfo subcomponent
of a URI, and thus there may be insecure behavior in which data that was supposed to be in the
userinfo subcomponent is misinterpreted to be part of the host subcomponent.
(CVE-2024-38428)

Severity: Critical

o [option]BIEESH,

--sec-severity={Critical,Important,Moderate,Low}: IEEZE2EHKFI, {3
FZEEHFERSHOERES.
fBIan, {s$EFE--sec-severity=Critical AR N LEEHKI .

[root@localhost ~]# yum updateinfo list --sec-severity=Critical

Last metadata expiration check: 0:10:15 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64
HCE2-SA-2022-0003 Critical/Sec. libarchive-3.5.2-1.h2.hce2.x86_64
HCE2-SA-2022-0006 Critical/Sec. libcurl-7.79.1-2.h6.hce2.x86_64

fBI40, {$EFE--sec-severity={Critical, Moderate}&AIZ N LLEHKI .

[root@localhost ~]# yum updateinfo list --sec-severity={Critical, Moderate}

Last metadata expiration check: 0:11:07 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64

HCE2-SA-2022-0011 Moderate/Sec. gnupg2-2.2.32-1.h6.hce2.x86_64
HCE2-SA-2022-0003 Critical/Sec. libarchive-3.5.2-1.h2.hce2.x86_64

--cve=<CVE ID>: EifgERICVE ID,
[root@localhost ~]# yum updateinfo info --cve=CVE-2024-38428
Last metadata expiration check: 0:11:10 ago on Wed 26 Mar 2025 11:08:19 AM CST.

An update for wget is now available for HCE 2.0

Update ID: HCE2-SA-2024-0262
Type: security
Updated: 2024-09-23 18:09:48
CVEs: CVE-2024-38428
Description: Security Fix(es):

:url.c in GNU Wget through 1.24.5 mishandles semicolons in the userinfo subcomponent
of a URI, and thus there may be insecure behavior in which data that was supposed to be in the
userinfo subcomponent is misinterpreted to be part of the host subcomponent.
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FBFisE 6 X3 HCE #1TZ 2 FH

(CVE-2024-38428)
Severity: Critical

(11 #%88
BZFMER, iBFFyum updateinfo --helpIREXEEIEE -

6.5 NERZEEH

e H1Tyum check-update --security®s<, MBERSGLUFIIBNLZEEH.

[root@localhost ~]# yum check-update --security
Last metadata expiration check: 0:13:32 ago on Wed 26 Mar 2025 11:08:19 AM CST.

c-ares.x86_64 1.18.1-1.r5.hce2 hceversion
curl.x86_64 7.79.1-2.r34.hce2 hceversion
dnsmasq.x86_64 2.86-1.r20.hce2 hceversion
expat.x86_64 2.4.1-5.r8.hce2 hceversion

e  H11Tyum check-update --sec-severity={Critical,iImportant,Moderate,Low}dp
<, NEEERIINEZEEH.
PR ERERSHTESAHS

[root@localhost ~]# yum check-update --sec-severity=Moderate
Last metadata expiration check: 0:15:20 ago on Wed 26 Mar 2025 11:08:19 AM CST.

c-ares.x86_64 1.18.1-1.r5.hce2 hceversion
curl.x86_64 7.79.1-2.r34.hce2 hceversion
expat.x86_64 2.4.1-5.r8.hce2 hceversion
gnutls.x86_64 3.7.2-2.r31.hce2 hceversion
gnutls-utils.x86_64 3.7.2-2.r31.hce2 hceversion

6.6 ZRZEEHN

e #14Tyum upgrade --security®p$, RESIPLEEH,
[root@localhost ~]# yum upgrade --security
Last metadata expiration check: 0:16:41 ago on Wed 26 Mar 2025 11:08:19 AM CST.
Dependencies resolved.

Package Arch Version Repository  Size

Installing:

Kernel x86_64 5.10.0-60.18.0.50.h498_2.hce2 hceversion 49 M
Upgrading:

Curl x86_64 7.79.1-2.h6.hce2 hceversion 147 k

Transaction Summary

Install 1 Package
Upgrade 22 Packages
Total download size: 69 M
Is this ok [y/N]:

e HfTyum upgrade --sec-severity={Critical,Important,Moderate,Low}#s <,
REEERNRZEEH.
(PR EFERSHAEEEHS.
[root@localhost ~]# yum upgrade --sec-severity=Moderate

Last metadata expiration check: 0:32:27 ago on Thu 08 Sep 2022 05:30:23 PM CST.
Dependencies resolved.

Package Architecture Version Repository Size

Upgrading:
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gnupg2 x86_64 2.2.32-1.h6.hce2 hceversion 22 M
python3-unbound x86_64 1.13.2-3.h2.hce2 hceversion 96 k
unbound-libs x86_64 1.13.2-3.h2.hce2 hceversion 505 k

Transaction Summary

Upgrade 3

Packages
Total download size: 2.8 M
Is this ok [y/N]:

e HifTyum upgrade --advisory=<SA ID>7p<, ZiI5ESA IDINZEEH .
SR EZBERERESHIE.
root@localhost ~]# yum upgrade --advisory=HCE2-SA-2022-0033

Last metadata expiration check: 1:48:44 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Architecture Version Repository Size
Upgrading:

python3-rpm x86_64 4.17.0-8.h13.hce2 hceversion 87 k
rpm x86_64 4.17.0-8.h13.hce2 hceversion 498 k

rpm-libs x86_64 4.17.0-8.h13.hce2 hceversion 376 k
Transaction Summary

Upgrade 3 Packages
Total download size: 962 k
Is this ok [y/N]:

e #1fTyum upgrade --cve=<CVE ID>5<, LHHEECVE IDRIREEHH .
SR B2 EEREES DR
[root@localhost ~]# yum upgrade --cve=CVE-2021-28861

Last metadata expiration check: 5:16:36 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Architecture  Version Repository  Size

Upgrading:

python3 x86_64 3.9.9-7.h10.hce2 hceversion 8.0M
python3-unversioned-command x86_64 3.9.9-7.h10.hce2 hceversion 39k

Transaction Summary

Upgrade 2 Packages
Total download size: 8.0 M
Is this ok [y/N]:
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FBFEr 7 HCE $KBY openEuler ¥ Bi{46,

HCE 3XEX openEuler i Ei4FE

HCEBRAFRINE FFE L X openEulerfirepoil, Bt openEulerfyER{EEFIHCERER {4
Bise,

ZBIHCE 2.0BRA XA openEuler 22.03 LTSHRA . ATINMAHCE 2.0iRAANIZRER
openEuler 22.03 LTSHYY BIGHE . KBNS 2B, BIREREEESIENAE.

REAE ERTE | ZEKHRPME | repoS{EIEH RIKE
Eidwgetis$ T | ERTLE | EBFDTHHF | Tk
HRPME RPM@,E’J LEEKERAIRPM

T, o

BEidrepoXilt | ERTREZ | BaIREEKHAY | 501 /etc/yum.repos.dB R
ETHRPME RPMEAJ | RPME, TFHEE | TEEHrepoXHifiTE

TR R TE n, FHRLEBERTREEN
repo3 4. LXERPMESS,
MR IREIX e repo3Zft .
Eid wget ipS T RPM &
ATLATE hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpmafil, 7B {EBwgetds
LSTEHAZERPME,

1. EBEHXEBEFopenEuleritX,

2. f£ “0S/” 8 “everything/” BT, &% “aarch6d/” si& “x86_64/" FEBZR
HWBZR, FHHIF “Packages/” B=-
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7 HCE 3XBY openEuler ¥ B4E

6.

& 7-1 Packages BR=fl

i repo.openeuler.org,

@ OpenEuler

Index of /openEuler-22.03-LTS/0S/x86_64/

File Name | File Size | Date |

Parent directory = -

EFI - 2022-Apr-01 08:22
= 2022-Apr-01 08:24
docs = 2022-Apr-01 08:22
images - 2022-Apr-01 08:22
isolinux - 2022-Apr-01 08:22
ks - 2022-Apr-01 08:22
repodata - 2022-Apr-01 08:22
RPM=GPG=-KEY=-0openEuler 2.1 Kig 2022-Apr-01 08:22
TRANS.TBL 2.1 KiB 2022-Apr-01 08:22

BXFrEERRPME, fAla0hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpms,

7-2 hadoop Y rpm &</l

h2-javadoc-1.4.196-2.0e2203.noarch.rpm 149.2 KiB 2022-Apr-01 07:56
hadoop-3.1-client-3.1.4-4.0e2203.noarch.rpm 80.4 MiB 2022-Apr-01 07:52
hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpm 29.2 MiB 2022-Apr-01 07:48
hadoop-3.1-common-native-3.1.4-4.0e2203.x86_64.rpm 65.3 KiB 2022-Apr-01 07:49
hadoop-3.1-devel-3.1.4-4.0e2203.x86_64.rpm 16.1 KiB 2022-Apr-01 07:48

ERILBEATES THEE, AiTwgetind TFHRPME,

7-3 wget apS NP

LrootBecs-zty - 14 wget https:/.repo.openeuler.org openkuler—22 .H3-LTS everything. <bb_b4./Packages hadoop-3. 1-common-3.1.4-4 . oe22H)
3 .noarch.rpm

--2823-85-18 21:31:18-- htips:srepo.openculer.org openEuler-22.03-LTS /everything/xB6_64-/Packages-hadoop-3.1-common-3.1.4-4.0e]
283 .noarch.rpm

Resolving repo.openeuler.org (repo.openculer.org)... 49.8.238.196

Comnecting to repo.openeuler.org (repo.openeuler.org)l49.8.238.1961:443... comected.

HTTP request sent, awaiting response... 288 OK

Length: 38588853 (Z9M) [applicationx-redhat-package-manager]
Saving to: “hadoop-3.1-common-3.1.4-4.0eZ283.noarch.rpm’

hadoop-3.1-common-3.1.4-4.0e228 1088::[=: ==>1 29.16M 243KBrs in Zm 155

2823-85-18 21:33:25 (221 KBrs) - ‘hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm’ saved [38588853-385880531

MERA NI MET7-4FRERRN FEEIN.
7-4 pRIN T HH)

[rootPecs-zty "1# 1=

hadoop-3.1-common-3.1.4-4.0e22B83 .noarch.rpm
[rootRecs-zty “1# _

{&rpm -ivh hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpmis $Z3ERPM

&, WME7-5PRRREREM,
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FFisr 7 HCE 3XKBX openEuler ¥ B4

MRLZRIEPRTHFEMMEMNLEE, BRIBEFRIRFLRELIRMK
HHIZ B

7-5 rpm GREER

[rootBecs-zty “1# rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm
warning : hadoop-3.1-common-3.1.4-4.0eZ283.noarch.rpm: Header U3 RSA-SHA1 Signature, key ID bZ25e?f66: NOKEY
error: Failed dependencies:
apache-zookeeper is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
leveldb is needed by hadoop-3.1-common-3.1.4-4.0eZ283.noarch
protobufZ- java is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
[rootRecs-zty “1# rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm --force

warning: hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm: Header U3 RSA-SHAL1 Signature, key ID b25e?f66:
error: Failed dependencies:
apache-zookeeper is needed by hadoop-3.1-common-3.1.4-4.0e2283 .noarch
leveldb is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
protobuf2- java is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
[rootBecs-zty “1# rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm --nodeps
warning : hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm: Header U3 R3A-SHAL Signature, key ID bZ5e?fb6: NOKEY
Uerifying. .. HHHHEHHHE I HEHHH T (16821
Preparing. .. HHHHEHHHE R T e T [160:2]
Updating ~ installing...
1:hadoop-3.1-common-3.1.4-4.0e2203 #HHHIHHHE T EHHNEE I H T [160::]
[rootRPecs-zty ~1#

B repo MI4HEETE RPM €

AF5L openEuler-22.03-LTSAYX86_64Z2t9 /95, M4BT & openEuler-22.03-LTSHY
x86_64ZR{RIRPM B FERyumir £ %%,

1. BESERIRELNASAEhttps://repo.openeuler.org/openEuler-22.03-LTS/K
1] 8

2. BeEyumio,

BN/etc/yum.repos.dBR, #iE—openktulerrepo3f4, HELUATABTEFIZE!
ZXHEM .,

AR

e M TFrepo.openeuler.org/openEuler-22.03-LTS/update/x86_64/HJopenEuler.repo3
HFIHCER G MIrepoX B IMEE, iB5TIE/etc/yum.repos.d B R FHCEREHIrepo3Zit
H1TES, FMPRHCEREBRIreposX 4, FHeliZopenEulerrepo3Xft.

[openEuler-everything]

name=openEuler everything repository
baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64/RPM-GPG-KEY-openEuler
[openEuler-update]

name=openEuler update repository
baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/update/x86_64/

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64/RPM-GPG-KEY-openEuler

3. #fTyum clean alliBFRERyumiBERIEFER.
H1Tyum makecacheEZHBcERYIE , GNE7-6FZFRRrepoiRiEiZ L

& 7-6 yum ap ST

s-18ce-5818 ~1# yum clean all

8 “1# yum makecache
ng repository Z. B/s MB 88:87
epository 977 kBss J ] 81:29
ion check: 8:88:11 ago on Thu 27 Mar 2825 82:12:27 PM CST.
d.

[rootBecs-18ce-

5. ZRHERPME, Llhadoop-3.1-common& A,
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7 HCE 3XBY openEuler ¥ B4E

#4Tyum list | grep hadoop-3.1-commonis $EE 2

BFEZE.

& 7-7 &if] hadoop-3.1-common B2 & FERA!

[rootRPecs-zty

hadoop-3 . 1-common . noarch

“1# yum list | grep hadoop-3.1-common

4.0e

3.1.4~
3.1.4-4.0e

2203
2283

B3ystem
everything

6.

i

hadoop-3.1-common-native .xB6_64
gQ - — ~ 1}

H47yum -y install hadoop-3.1-common&s <3k

TzBes

LA

LIS, WET7-8FRE

] 7-8 yum %2 hadoop-3.1-common I

Installed:

alsa-1ib-1.2.5.1-1.0e2203.x86_64
cairo-1.17.4-1.0e2283.xB6_64

de javu-fonts-2.37-1.0e2283 . noarch
fonts-filesystem-2.8.5-2.0e2283 .noarch
gdk-pixbuf2-2.42.6-1.0e22083 . xB6_64
graphitez-1.3.14-5.0e2283.x86_64
gtkZ-2.24.33-1.0e2283 . xB6_641
harfbuzz-2.8.2
Jjava-1.8.8-open jdk-1:1.6.8.312.b87-11.0e22083 .x66_64
Javapackages-filesystem-5.3.8-6.0e2283 .noarch
leveldb-1.28-4.0e22083 . x86_64
libXau-1.8.9-2.0e22083.x86_64
libXcursor-1.2.8-1.0e2203.x86_64

.0eZ283 . x86_64
libXft-2.3.4-1.0e2283.x86_64
libXinerama-1.1.4-5.0e2283.xB6_64
libXrender-8.9.18-18.0e2203 . x86_64

l 1hdﬂtr ie-8.2.13-1.0e22083.x86_64

libXext-1.3.

lksctp-tools-1.8.19-1.0e2203 . x86_64
nspr-4.32.08-1.0e2283 . xB6_64
nss-help-3.72.08-2.0e2283 . x86_64

nss—utll 3.72.8-2.0e2203 . x86_6%
48.8-1.0e2203 . x86_64
va-2B21e-Z.0e2283 . noarch
xorg-x11-fonts-others-7.5-24.0e2283 . noarch

tzdata-

Completet

xErepo3lif,
L4 FhFEJopenEulerBfE, MiBRopenEulerrepo3fd, FHEE

fontconf ig
fribidi-1.
gdk-pixbuf

hadoop-3.1-
0e2283.x86_64

va-1.8.8-
Jblgklt 1i
1ibX11-1.7.
libXcompos

1ibXF ixes-
1ibXi-1.8-
1ibXrandr-
libXtst-1.

libthai-8.
libxch-1.1
lua-posix-.
nss-3.72.8
nss-sof tok

protobufz-
xorg-x11-f
zookeeper-

BIDRE.

atk-2.36.8-
copy- jdk-conf igs-

gtk-update-

libXdamage-

libfontenc-

pango-1.49.

1.0e2283 .x86_64

-1.0e2283 .noarch
-2.13.94-1.0e2283 . x06_64
0.18-1.0e2283. xB6_64
Z2-modules-2.42.6-1.0e2283.xB6_64
icon-cache-3.24.38-5.0eZ203 . xBo_64
common-3.1.4-4.0e2283 .noarch

lut:nlnr icon-theme-8.17-4.0e2283 . noarch

open jdk-headless-1:1.8.8.312.b87-11.0e2203 . xB6_64

bs-Z.1-17.0e2283 . x060_64

2-2.0e22B3 .x86_61

ite-8.4.5-1.0e2283.x86_64

1.1.5-1.0e2283 . x06_64
-1.0e2283 . xB6_64

032283 xB86_64

5.2-1.0e2203 . xB6_64

2.3-18.0e2203.x86_64

1.1.4-2.0e2283.x86_64

1.28-4.0e2283.xB6_61

4-1.0e2283 . x066_b4

35.8-1.0e2Z2083. xB6_641

-2 .0e2283 .x86_64

n-3.72.8-2.0e2283 . x060_64

3-2.0e2283 . x06_61

Java-2.5.8-3.0e22083 .x86_64

ont-utils-1:7.5-43.0e2283.x86_64

3.6.2-2.4.0e2283 .noarch

27 ffiERAYrepo
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BFiEr 8 H#HI1E Docker $BIEFH BTN ES

8 #{E Docker JREHEENE =R

AFLAHCE 2.0738MEEHCE_ EHIEHCERIDockeriRIGHBENERR o

£JRPRH]
o EITABEGRIHCERGRAT IS ERIHCER R HRIR AR —

FHEEGR IS
1. HaikrepoiRBECEIEE

BIeEEIARY/etc/yum.repos.d/hce.repofc EXFHSEE B IEMR, EHRIIEE
nr,

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

2. IR B RIEADockeriZGRMBER A E R, FERHELEIIRIHER.
rm -rf /tmp/docker_rootfs
mkdir -p /tmp/docker_rootfs
yum --setopt=install_weak_deps=False --installroot /tmp/docker_rootfs --releasever 2.0 install
bash yum coreutils security-tool procps-ng vim-minimal tar findutils filesystem hce-repos hce-
rootfiles cronie -y
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5z =12

8 HIE Docker BIGHENEEE

A EE

Likyumadeh, BIASTELE HCE ROURAFBINIEE, MBI
HCEH&KE’JE’X#@, AN@ I --releasever2 M B RIEEBRERA . 30, J:pré

FBBFZ2EHCE 2. 0FFEEEE .

chroot /tmp/docker_rootfs

a. f{EHsecurity-tool. shEXFHRUEIRS .
export EULEROS_SECURITY=0
echo "export TMOUT=300" >> /etc/bashrc

Jusr/sbin/security-tool.sh -d / -c /etc/hce_security/hwsecurity/hce_security_install.conf -
u /etc/hce_security/usr-security.conf -l /var/log/hce-security.log -s

HITIIRES, BUES-1ERITEMYAERENR, KRENEREDS:
" BROERSS M. FEchroot RS MSBRHMIRSSH .
" BRDSISRGHIN/etc/sysconfig/init, TEERGBEM XA

%, E&rootfsNER RGP

= FR/D/proc/sys/kernel/sysrq, X2
chroot X4 &Gt FAF1E

81?&% Elx=

/1# Jusr/sbin/se
.conf -u fetc/hc

to disable unit, unit a
to able unit, unit

h -d / -c¢ /fetc/hce
r-security.conf -1

REREERERT S, &

ecurity/hce
/log/hce-security.lo

rvice doea not
/1ce does not
service does not ex
rvice does not

to disable unit, unit
to able unit, unit
to able unit, unit
to able unit, unit
to able unit, unit
to > unit, unit
has not been booted with

=d to connect to bus: Host 1
has not been booted with temd as 1nit system (PID 1). Can’

to connect to bus: Host is down

disable unit, unit rpcbind.service does not exist.

le unit, unit slapd. : does
able unit, unit dhcpd .
has not been booted with temd as 1nit stem (PID
to connect to bus: Host is down
to enable unit, unit haveged.service does not exist.
has not been booted with temd as 1init stem (PID
to connect to bus: Host is down

to disable unit, unit postfix.service does not exist.

not exist.
stem (PID 1). Can'

operate.

operate.

operate.

operate.

has not been booted with temd as init s

to connect to bus: Host 1 own

to disable unit, unit chronyd.service does
has not been booted with temd as 1nit s

=d to connect to bus: Host 1s down

has not been booted with temd as 1init

to connect to bus: Host 1s down
cannot open '/
age at 1s not 1in

config/init' for reading:

stem (PID . Can't operate.

not exist.
stem (PID 1). Ca operate.

system (PID . Ca operate.

No such file or directory

package at does not exist

o such file or directory

arget.wants/hce-security.service.

Eﬂi‘zsecurlty tool. cronie. systemdiX{4-& K EKESEEE

cp -af /etc/pam.d /etc/pam.d.bak

rm -f /etc/yum/protected.d/sudo.conf /etc/yum/protected.d/systemd.conf

yum remove -y security-tool cronie systemd

rpm -e --nodeps logrotate crontabs
rm -rf /etc/pam.d
mv /etc/pam.d.bak /etc/pam.d

sh -c 'shopt -s globstar; for f in $(ls /**/*.rpmsave); do rm -f $f; done'
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FAFiER 8 HIfE Docker SIS

[ -d /var/lib/dnf ] && rm -rf /var/lib/dnf/*
[ -d /var/lib/rpm ] && rm -rf /var/lib/rpm/__db.*

c. Tk&/bootBR.
rm -rf /boot

d. RESSFEBKIES Hen_US,
cd /usr/lib/locale;rm -rf $(ls | grep -v en_US | grep -vw C.utf8 )
rm -rf /usr/share/locale/*

e. BRMHEE=ESH man. doc. infofdmime,

rm -rf /usr/share/{man,doc,info,mime}

f. BREFREXH.
rm -rf /etc/ld.so.cache
[ -d /var/cache/ldconfig ] && rm -rf /var/cache/ldconfig/*
[ -d /var/cache/dnf ] && rm -rf /var/cache/dnf/*
[ -d /var/log ] && rm -rf /var/log/*.log

g. BjavaZeiEP.

rm -rf /etc/pki/ca-trust/extracted/java/cacerts /etc/pki/java/cacerts

h. #8F&/etc/machine-id,

rm -rf /etc/machine-id

i. #8F}/etc/mtab,

rm -rf /etc/mtab

5. j1BHichroot,

exit

6. ITEEHEIGTBER, E£rDockeriE{&FRS{4hce-dockerx86_64.tarxz.

JFHYBRIZ 9 /tmp/docker_rootfs/hce-docker.x86_64.tar.xz

pushd /tmp/docker_rootfs/
tar cvf hce-docker.x86_64.tar .
xz hce-docker.x86_64.tar

popd

ERERIIESG S S
1. HikrepoilRECEIEE .

B EEIARY/etc/yum.repos.d/hce.repofic E XS EERIEH, [ERAIIECE

yu—F o

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1

gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates

baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/

enabled=1
gpgcheck=1

gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]
name=HCE $releasever debuginfo

baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/

enabled=0
gpgcheck=1

gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

2. ZEdockerfii4tE,

yum install docker -y

3. (FERBERIIENHFEIEERER
mv /tmp/docker_rootfs/hce-docker.x86_64.tar.xz .
docker import hce-docker.x86_64.tar.xz

SASRRAS 01 (2025-08-26) WRIERE © LEARITERARERAF

67



Huawei Cloud EulerOS (HCE)
BFiErm 8 H#HI1E Docker $BI&FHF BTN ES

#fT7docker imagesip SR BEERIDEIZRID, Flan6cfefae3a541,

8-2 BEEARREM/RID

t /1# mv /tmp/docker_rootfs/hce-docker.x86_64.tar.xz .
/1# docker import hce-docker.x86 64._tar.xz
10e3b48208f8a%:0a28fce8Talbla62ad39b27196a742969d5b e

t /1# docker 1images
TAG IMAGE ID CREATED STZE
=rnone= 6cfefae3as4l 6 seconds ago 181MB

(1] #88
B RGA RN T LB ERGAIREPOSITORYFITAGSH .
docker import [OPTIONS] file|URL|- [REPOSITORY[:TAG]]
4. (EREERRGIETERFEANEDbashifE,

BTN TS, MRshelMRENEE, RrINHEANBZEAIbashifE
6cfefae3a541 9 EIRRRID,
docker run -it 6cfefae3a541 bash
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9.1 EERIRiFeR

£YER PR

EeF4RiFe2 ( bisheng compiler ) BHEENIRMIAI—FNRMES RS, SRIERSYT BIYR
¥R TEE., BERRmZFFESIANTSMHRFIA, IFC/CH+/FortranfRiFES .

HCER&RIclang/miF e NEe R miF SR M HIclangmiF B A BEEINMER . MRIEER
ZERBEENclangmFSRHEEFERE, A ETEERRFR,

ELRETERmERZE, NREEFRREENclangfmiF:E, AlHITrpm -e
bisheng-compilerip SHIPREER fmiFes, REHTFHZiR. EHMZRE, MATLUER
B4R clangfmi®es .

1. HailrepolBECEIEE .

BIeEEIARY/etc/yum.repos.d/hce.repofc EXFHSEE B IEMR, ERIEE
nr,

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2
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2. #H1Tyum -y install bisheng-compilerap$ZET H,
3.  HifTsource /usr/local/bisheng-compiler/env.shis<, SARETSE,
(MEEY::
WRFTH 7T#REIR, SEERNERERSANEEE S RIEEFRER wmiEE.
4. KMETHRELEMIN.

#iTclang -vEETERIRAFS . SROEREEESRERRAMER, TRL
BRI,

RIRIBITC/C++I2F, LICEERE )
a. HINEATARAZEZhello.cSX&H,

#include <stdio.h>

int main() {
printf("Hello, World! This is a C program.\n");
return O;

}

b. #miFhello.c,
clang hello.c -o hello

c¢. #iThello.o.
./hello

2. YRiFi={TFortrantiE%
a. HINLATREEhello.foo3z 4,

program hello
print *, "Hello, World! This is a Fortran program."
end program hello

b. #®iFEhello.f0,
flang hello.f90 -o hello.o

c. #iThello.o,
./hello.o

3. IEEE=R.
B R RiFsmE R IEZRELLVMBIID, EREEBNERROAR,

clang -fuse-ld=lld hello.c -0 hello.o

./hello.o
FR[ElHR
1. F&
yum upgrade bisheng-compiler
2. [EhR

yum downgrade bisheng-compiler

AT ERRFERBIRATR, AIREAERTIUHPRSHEIRKVWAIFEH . AL
FaRRs S, BENHIT LRRIREGS

9.2 NAEIETER

9.2.1 #hiR
RPN T AR 4 R — IR A T AR T .
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RN RIE T BN BEFERIE .

o EHSHNIE:
BSINIR R FEEERN BEFIE THSREMECPU LM pmulsizEE, EFRES
RIS E SN R MERSERSIE, SRS EEER BERER T . 1Zid
EK%&ES@F_\Z%Er%1Jc‘EE_’;13&1!%&&%12&?%&%%%@1&@%o S INERE AT
{'l./lTj_I‘o
- (FRRENBOLTIEMMRARER: REFREESHEBSHIRA.
- {#Bhce-wae-autofp SN RIER: TILURIEEENSECEE, £AE

M2 EEE D BIRIIRIA

o HZSNNEE:
SR TEEZN BfrNRHEHITINE, THEPELSS, FElSTRAIE
S RSERARIC ITAE

& 9-1 EESINEFNENSINEN R =

RIFRIE | A R
PE:"

BSINE | ITHBIARITEARERTTN | MR EERNAERF.
i, EHRESGEFRE.

SINE | LAEERRIEHTMW, BFEBN | SRiFm o iRESER
FBiERF, FREBBERMMNRRBREMN | (NREEHIT XL

WEER . BERIRIE S5 RRRE
7, BEBABMECIMCNRRE, B
EXFMEREM AR o

PRILLZSN, FHRFEREME920 V200is s, iRBHECPURBRHFIHIRET B . AFRALURIES
BlEins, GEBERETHSNE, REHESHITMIL.

£9RPR !
o {NHCE x86Z2437 13{FE P A S INIERFN RIS INE o
o {XYHCE armZ2tas7iS1EERE920 V200 L {ERCPUREHS S E T A,
o {NrootFIPZIHFERNEMET R,

RERIE

. SB— RENAMETR.
2. PR RAHSIESESINES AN

922 ZETH

1. HaArepoilRBcEBIEE

BB ERIARY/etc/yum.repos.d/hce.repofie B NS EEEHs, [EHREE
MNT.

[base]
name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
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enabled=1
gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

2. #fTyum -y install hce-waedp$ZEIMET R,
METHRERAREM.
PATLA T an SR BUMES-1mEER, T RTEZRKI.

llvm-bolt --help | more

& 9-1 HIHEE B

[root@localhost sdb]# Llvm-bolt --help | more
OVERVIEW: BOLT - Binary Optimization and Layout Tool

USAGE: 1lvm-bolt [options] <executable> <executable>
OPTIONS:

BOLT generic options:

- add any string to tag this execution in the output binary via bolt info section
- <data file>

- <data file>
g - disables parallel execution of tasks that may producenondeterministic debug info
-path=<string> - Path to where .dwo files or dwp file will be written out to.
- print execution info based on profile
- write BOLT Addre lation tables
--hot- data - hot data symbels supp (relocation mode)
--hot-functions-at-end - if reorder-functions is used, order functions putting hottest last

(AR
RERARG eI ReBrES, BEARLISCiRmE .
9.2.3 FFSIME

EETIE

1. PTH T REFRAN ZHE XGRS TR EMN . AIUEREMERR
BILUEH TR AL o

Hrh “application” AIEEAFFGERN ZHHIHE .

readelf -a application | grep .rela.text

9-2 readelf s $HITMA

[root@hce2 shard]# readelf -a gemini-redis-server | grep .rela.text
RELA 0000000000000000 0750a490

Relocation section '.rela.text' at offset 0x750a490 contains 241690 entries:
[root@hce2 shard]# i

- WRITHEBIN AP relatextBRFE, TR LAEFEN,

- WMRAEFE, AT RVFBOLTEIEFHEHAFIEL, FEIGIEIT--emit-
relocssl-qiRINEH9EE —HHI RIS o
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2. RENAEITHRESEE,

SEHMMNARG, BIal{EAlIlvm-bolt -instrument -o -instrumentation-file
R ENBNAERERR .

fian, EoEtest.soX{HFETRERIMKE—XHE, HEFRZFEIE{THItest.log
XERIEFERIN TGRS

llvm-bolt tests.so -instrument -o testd.so -instrumentation-file=test.log -instrumentation-sleep-
time=30 -instrumentation-no-counters-clear

- instrument: BeESTHERERNEERAIFIAIEIESEN . AFEIPFER
BYEhASE testd.so,

- instrumentation-file: HEREFEAISIERZTFR. Aflatest.log,

- instrumentation-sleep-time: REREHIATEENE, BAAF . AFHEE
3O*I/I\§Té7!<_}x E EI:’:\ o

- instrumentation-no-counters-clear: FrEXAEREEAESKRAZITE
BRER, FRIFHEEB LT OEE

3. 1&fTtestd.soXNMAIN IR, NAERZTHESBREFEtest logEFF,
N ANNE T BatRiEtest log A HIEhSEURFRMA N A o

R R
o (FABELMBOLTTEMILNEBIER.
EEiFtest.logS R, FMAILMEREESBOLTIINBREREHTMI . 0T .

llvm-bolt <executable> -o <executable>.bolt -data=test.log -reorder-blocks=ext-tsp -reorder-
functions=hfsort -split-functions -split-all-cold -split-eh -dyno-stats

() 88
LU ERm SR, FHIERESHAS.
o {#Fhce-wae-autois SN IR .
hce-wae-autois $1RIER E X AVECE MR FRFERF -

ot hce-wae-auto [-h] [-c <Path>] [-s <Keyword>] [-e <Pattern>] [-
l] [--free] application

(1] %83

o HiThce-wae-autoi$ /5, FENSHEERRFRASEE 4 ZHHIHmERE
—3, B12JH: /data/hce-wae-auto/hce-wae-auto.data.

o HiiThce-wae-auto<fE, REBMTEREH, BIAEERA: /var/log/hce-wae-
auto/hce-wae-auto.log,

& 9-2 SRR

2 | BE |BE | &/ | 28aX
& | ®mE | % |k
e
-h a |/ % | ERaSSHEMER.
-C = |strin | A& | EXEENHIEE, BOAKEN/etc/hce-wae-
g auto.conf,
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BPiErm 9 TE:
2% |28 |BE | g/ | 28HEaNX
2 = XK | ik
T®{E
-s = strin | AliE | EMTHEEAYKEEE, BT EIER DRSHER
g B
MR ZEFRFHSHE, WAL,
-e = strin | Al | {RIBE LDASHERNDS, WITEENSHES.
g BEFS.
o BENHFIEENNFESHSHES.
o U7 HBIRFSEHE. Hn:
- ‘46”7 BRFSIEFS6;
- Y7 BREFESI1EIFREST;
- 57 BRFSSEIRE—;
- 97 BREE,
o ENHFUISEFESEE ‘7 —EFEH, H
“” %, flan:
- 146K RFS1. F54. FS5HFS6,
-1 = / ok | RIBREXEE RS HEFIIE, A8ai T
<, TMRESHEER.
-- = / Ak | AMREECENEHSHE LM,
free RIFEINE T EAERE RS S TR e
I8, FMsHERETFboltiLHESE ., &S
z:égree?é’%\, NEGEIZAREE, FSFEAIERL
appli | & / Wik | BT THFINUE, ATLURINERT RS ek
catio RE. flan:
n e mysqgld
e /usr/bin/mysqld
e ../bin/mysqld
(11 #%ed

-C.

-s. -e. -l BHEEMEAT, RERA-s>-1>-e> -

hce-wae-autofp S{FERARAINIT .

2 9-3 hce-wae-auto S {ERRAIZE

Nl

il

hce-wae-auto mysqld

MECARZIZENECE, RIBECESHERSHE,
HESHTHS . wPUTREBRMRFSHE

B/cho
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FBFiEr

¢ /etc/my.conf -l

9THZ
Gl 15488
hce-wae-auto mysqld - | N\IEEIER/etc/my.confiEEEECESE, £/SH

SFHTENERG S« FHUTIHSHENMREFSHE

=1y

hce-wae-auto mysqld -
¢ /etc/my.conf

MISTERRIZE/etc/my.confiZENECESH, £MEH
EHBMTERS . ITHEENRESHER

CN 0

hce-wae-auto mysqld -
s align

M ERERRISHEE S PRI R X REFalign,
FTEDICECRISEAS .

hce-wae-auto mysqld -
e 4:6

N ERERRISHERERF, EEFS4. 5. 689
SHES, ETHEI

hce-wae-auto mysqld -
e 1,46

M ERERISHERERH, HEEFS1. 4. 5.6
RSEEBS, ERHHIMMHE,

hce-wae-auto mysqld -
e:

N LERERISHERERT, EBEMESHES,
S B T IHHIS

hce-wae-auto mysqld -
e 4:6 -1

N EREBISHERERT, EEFS4. 5. 689
SHAG, HEE/MGS, FEFRITHS.

hce-wae-auto mysqld -
e:-l

N EXRERRIZHERERT, ERMESHES,
IENEmRE S, FREFRITHES .

hce-wae-auto mysqld
--free

MECARZZEVECE , AXSEHITIREE, RIEk
BSYENSHE, HBITwS . wdiTR
e EHREFESHERER

hce-wae-auto -h

ETIESHEMER

9.2.4 FF&NNE ( R373F HCE2.0)

HEETIE

TEMANSINELZ A, BT MEE . FANFREEHE, e AR TS

jE38

1. PUTH Fas SR BRI RGP ST UAEFEN . AILEREMFRR

BILGH TR AL o

Eioh “application” ARG EAYZHEHISTHE .

readelf -a application | grep .rela.text

9-3 readelf sp$HITAI

[root@hce2 shard]# readelf -a gemini-redis-server | grep .rela.text
RELA 0000000000000000 07502490

Relocation section
[root@hce2 shard]# fi

'.rela.text' at offset 0x750a490 contains 241690 entries:

- WRTHEISEEAF relatextERTFE, FRRILUAEREN
- WBRAREE, AT AFBOUTERERFTEFHIFIRE, TEIFIEIR--emit-

relocsal-qinINZEITFEE—

IS RIS
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b3

2. #HliThce-wae --check /data/apps/mysql-8.0.28/bin/mysqldés S EENFE
AFRIASINR

MRIEELERN3, XA LUERDSINETR . BUARZIFHEIMNE

9-4 {BELER S 3 7R~

[root@ ~]# hce-wae check /data/apps/mysql-8.0.28/bin/mysqld
2023-09-14 20:41:21,968-INF0: Log level: INFO

2023-09-14 20:41:38,425-INF0: check /data/apps/mysql-8.0.28/bin/mysqld result: 3

BRIELR

KEILAEAL/data/apps/mysql-8.0.28/binB R FHImMysqldiZFE , RENBEIZSINES
AR FAIRIE

1. EpERMRNAFHIET

a. 17d5</data/hce-wae/dbo/gen_instrumentation /data/apps/

mysql-8.0.28/bin/mysqld4E B iFHHERR A A
SRR /data/hce-wae/dbo/gen_instrumentation fFHEE

9-5 /data/hce-wae/dbo/gen_instrumentation &S 1773:4

28/bin/mysqld

at address Ox: offset
d from the binary. Use - to keep it.

for instrumentation
1 since no profile was spe

lete_dictionary_tablespacev.cold/1. The support is limited in re

0 out of 69377 functions in the e
LT INFO: the input contains 6637 (dynamic ¢ 0 i o-fusion optimization that are going to be

LT-INSTRUMENTER: Number
LT-INSTRUMENTER: Number
LT-INSTRUMENTER: Number
LT-INSTRUMENTER: Number
-INSTRUMENTER: Number
-INSTRUMENTER: Number
T-INSTRUMENTER:

BOLT-TINSTRUMENTER:
BOLT-TINSTRUMENTER:
BOLT- INSTRUHENTER:

IETRAE, SESRIEREMXINAILLinstHFERAMEES 4
mysqld.inst,

& 9-6 FifLA.inst JERAVENES RG]

[root@localhost ~]# 1s -al *.1inst
-rwxrwxrwx. 1 root root 304995968 Sep 15 10:24

[root@localhost ~]# |J

b. IE{THEAESHIREUHFZEPID, AfFIH87042,
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AP o TE

9-7 IETTHEMES (H3RENHFE PID 7-fY

# /data/apps/mysc /bin/mysqld. inst -u

[System] [MY 6] [Server] /data/apps/my: 8/bin/mysqld. inst (mysqld
576] [InnoDB] InnoDB ir

d

e gned.
Channel mysql_main ? port TLS. Encrypted now suppo

1z 0 [System] [¥ e X Plugin ready for it oport

17 0 [System] [MY-81893 3 [ /bin/mysqld. inst: ready for connectic
3366 Sou

2. GUEmysqlda9 R FINNERNSEE XS -

B NMFRAHINBEHEES — M WRMEEXH, NMAMERTEREEES

X R PR TR IR o

a. WU THSEF—MHEIARECE 4 /9/data/hce-wae/config/
mysqld.conf,

[root@localhost]# cp /data/hce-wae/config/hce-wae-tmp.conf /data/hce-wae/config/
mysqld.conf

b. &&/data/hce-wae/config/mysqld.confEcE X {4+HHorigin-exe=FER
origin-exe IR FERIIE, AfI)9/data/apps/mysql-8.0.28/bin/

mysqld
[root@localhost]# vim /data/hce-wae/config/mysqld.conf

9-8 origin-exe FEE~ I

]

[mission]

log-type=instrument

hotpatch-type=model

snapshot-path=/data/hce-wae/snapshot

origin-exe=/data/apps/mysql-8.0.28/bin/mysqld

[stop-strategy]
run-times=1

3. (FREENHMXIMANHIZPIDEEERSINET R,
oI hce-wae --conf [PID] [/path/to/config]

9-9 Bc &= NNE T ERAI

478-INFO: Log level: INF

9-INFO: m n will stop after run 1 t1i

4. BIENESINER, MHEERRmMysqUEITH .
S : hce-wae --start [PID]
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9-10 BENEISINERS!

run dbo for /data/apps/m

BaifE, ALUBE--statusSHEBFEIRMIAS . ZREHRunningls, FRid
FRIETEMfAL; FinishedlY, RRHEEZMMAMTE .

St hce-wae --status [PID]

& 9-11 EFSRIAIRETRG)
[root@localhost ~]# hce-wae --status 87042
2023-09-15 10:44:48,379-INFO: Log level: INFO
2023-09-15 10:44:48.384-INF0: status: {
"status": "Running",
"sub status": "DataCollecting",
"run_times": @,
"falled code": "NoFailed"
}
[root@localhost ~]# hce-wae --status 87042
2023-09-15 10:45 066-INFO: Log level: INFO
2023-09-15 10:45:22,072-INF0: status: {
"status": "Finished",
“"sub_status”: "Done",
“run_times": 1,
“falled code": “"NoFailed"

5. fiftfE, BiI--snapshotSEERMILIERY.dbo —i#tHIIRERSIH, 28610
mysqld.dbo,

5 9-12 EEWEHGJ:E’J dbo i RBRSZ AR

87042, path: /data/hce-wae/snapshot

y _ata/hz e- wawsrwapshut/

1 root root 1485936512 Sep 15 10:46 my

TREZERLAHIBIAERIZ 9 /data/hce-wae/snapshot/, BITEBCE S {FHXTRIBAIEiH
giaﬁz RSB FERIL SR REBS - mysqld.dboizfTR A, TFH
it

6. ZILSIMETE, MAMAER,
oI hce-wae --stop [PID]
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)i le o THE%

& 9-13 &IEF)SINET Bl

[root@localhost w~ op 87042
2023-09-15 10:46:20,867-INF0: Log level: INFO
stop dbo server fully!

19-15 10:46 ,8?1—INFG: dbo stop for 87042 succeed
99-15 10:46:20,871-INFO: mission stopped, target pid: 87042

ESNAINETBErAFRZERA
il]%}ﬁﬁ%hﬂﬁlﬁi%?f&&ﬁﬁﬁ , XEREMZIFHESUE-14. E9-1551FK9-4F
No

9-14 FENABINE T BEEIRE

[root@localhost ~]# hce-wae --console

Welcome to hce-wae!

Releas :
Architecture: »

Type: ‘h' or ‘help' for help with commands
‘quit’ to quit

hce-wae= I

9-15 &N AINE TEHBENFRE
hce-wae> help
h, help Show this help m ge and exit

list List the proc nformation of the current environment,
including PID, PPID, and command

check <Binary file path= Check if the application support static or dynamic
acceleration. B: both not support; 1: static only; 2:
dynamic only; 3: both are supported.

show <Pid= Show all non-kernel proc which contain one of the
shared-object libraries that the target proc
depends on.

conf <Pid> <Config path> Config the target proc by pid

conf <Proce Set the Config of the target proc

start <Pid- Start dynamic acceleration for process

stop <Pid= Stop dynamic acceleration for proces

status <Pid= Show the status of the dynamic accelerating process
its pid

snapshot <Pid> Make a smapshot for the dynamic accelerating proc
by its pld

quit Exit console
hce-wae> [
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)il 0 THE%

X 9-4 pENAINERTEFHREREES

fﬁi‘iﬁﬁﬁ?ﬁ FERBIU BSEA

<

list list RENHBIERHIZEE, 88PID. PPIDLAK
command{Z&,

status status <PID> | BEHBIEEFHITAIEISINRIES KRS WA
EEFAFREERMEESE:
o LAHHFEPID
o NWAHIER
o HHISMMIXEL
o HEINIERIKZE

check check <PID> | &M H BT EREIFRAS/ISINE, BRNXN=F
ZR,

show show <PID> | EiEHEHMKERIX R

conf conf <PID> | ABEHZEEENSINESE], BMARBSEKRX
SEHECEIRIN, RIBREETEERNA

start start <PID> | BaIEiZINE

stop stop <PID> | &IFEhZSINE

snapshot snapshot 4 RIS IR TRAR

<PID>
quit quit BHFARERHE
h/help h/help STREUER

9.2.5 FeE {4
AR E T ERSIDEAE Nz IR & P E N ECE IR

aSINEECE S
RN T EBASS SRR EESAT, EIAEE R E SRR .
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BFEr

9-16 NAINE T BERIAGFSINEREEERRA)

E
[binary]

binary_out_path = "/data/hce-wae-auto”

binary_num_threshold = 100

binary_file_suffix = "blot.auto"

[parameter]

parameters =
align-blocks
frame-opt

align-functions=1

[include]

align-blocks=

[exclude]

frame-opt=none

% 9-5 L &S B
ERZ iR
binary ENX THEISERIEXEM . binary2#FEE2N+E-6,
parameter | ARPEXHSHES, TERBERESERSHE . EVEXN—S
#.
Bidllvm-bolt -has SR BEEFMESE
include BREXSHEFEEENSEH, RITFEXSISH, 215528
XA ‘57 255,
EIRLASEZ key, FEEMEAvalue, i, frame-opt=none,
izl
o FEkeyLHIEEENATEIEEEN, MEEL “=" 4R, Flanframe-
opt=,
e includefllexcludeBcEGER—MSEET, excludeBIEsEkAFinclude,
exclude BREMSHEFLREZTELSHSH . RIFEXNSITSH, B13H

ZERA ‘57 248,
1588

o EkeyTXISEEIAFTEIEEEMT, PEEL “=7 LR, Fltframe-
opt=,

e includefllexcludeBit EBER—MESHAT, excludefIfEsckAFinclude,
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R o TE

% 9-6 binary %1588

i i EJ?S HINE TR
pid]
binary_out_path | strin | "/data/hce- | EENX BRI ZHHISEHHIRTFEE
g wae-auto" =
binary_file_suffi | strin | "blot.auto" EX BoERMA iR HI B EER
X g

FHSINERECE A

[binary]

binary_out_path = "/data/llvm_auto"
binary_num_threshold = 1000
binary_file_suffix = "blot.auto"

[parameter]
parameters =
--align-blocks # SRS EEIS--
frame-opt # FAPENNESHESTERBRISESHIE, NEBL=45H
align-functions=1 # APENSHESHIEE TSHNMNAYE, WERNSHES, MESHEEF
ZEHEE I
[include]
align-blocks= # SHTXISEENEIU=LE
[exclude]
l;[jge-ipt:none IBESHRXNANE, £RNSHEFSTIIRSE Hframe-opt, BfEAnonefd
SHET
indirect-call-promotion= # IEESHZSHINERE, WERNSHETRSTIRFIEESE/sframe-opt
EEE AR

s INERCE S 4
RIFBN0iE T BBARSILREE ST, EHLAEE BB SRR .

9-17 NAMNIE T BEUANSINREEERRG

"
[mission]

log-type=instrument
hotpatch-type=model

snapshot-path=/data/hce-wae/snapshot

origin-exe=/path/to/origin/executable/file

[stop-strategy]
run-times=16

BeE X HHERE
[mission]: EITHRIMEFEERENSE .
[stop-strategy]: MAELIEEE, SEEET—MES.
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5z =12

& 9-7 BEERIRHA

B | 283 A
[missi | log-type | BETHTEERER, SpNXdFinstrumentzT,
N otpatch- | #ANTHERL, MAINmode] Blptracesyzt
type
snapshot- | BRI A HIREE UG FHAYE R
path
origin-exe | [RIGNFIRINE, {FRinstrumentHERERAT, TUEELL
2.,
[stop- | run-times | IBEMMAIRE, ARFNZREATSINETESELIE S, 2
strate BINZAF 1R
S N L T
{BESEE1~600,
condition | IBEMAEME, KREZFETELIEMLMK, HEFAZiE.

9.2.6 CPU TE&{H4F iR E®

BIIAFESTE UcpuHconfigii#{TCPURBHFITIRE, TRIIHEECEIFI{ERSE

(718

UcpuHconfigas SHATRINERFRFECE, osEREEmIKE.

2 9-8 UcpuHconfig (& 158

Ihge

{sEFHAR 280 282

fl &

LIEFEDR
Pt

MEZNL3
RIRE .
FL3RE
1y, &Y
Zxspill; L3R
E—8b5
=, —abn
=R, i
Frspillo

UcpuHconfig
--spill on
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FPiEmE 0 THE%
Thee {EFi<ER ¥ 2¥0 il &
;‘I
EHRECPU | MzRIISZ# | write_unique | [on|off] UcpuHconfig | -
EFMIwrite | SFNEIE _share -
unique share | o write_unique
R BESES _share on
cachelinefy
779 (fign
memcpy ) ,
Saets1tae
MAHS
cache line® | Topdownil | cacheline B (KE UcpuHconfig | 0O:
WmEE HE G RHEE ) --cacheline 0 | &
bound 50% G
E, #8 =]
L3 =
bound, =iz 1:
(e Eing drri
%, L% =1
PMRIERISE *
FRsBR
2:
plru
3:
)
f
5
=
L3Mddri9F% | Topdowni | prefetchtgt_ | [on|off] UcpuHconfig | -
HY 22 f5iR en -
bound 40% prefetchtgt_
ME, #8B en on
AL3
bound, #H
mzeadie
DDRF &
(20GLA
£) . XA
prefetch B
LAT5E5DDR
.
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FBFisE 0 TH%
Inge 5B AR 21 252 5l &
p=
ZIFIXZEAT | TopdownIl | reg_evict_dis | [on|off] UcpuHconfig | -
E&EBMddr | E3Ei% able -
bound, B reg_evict_dis
=LY able on
meE, Hl
L3imERDD
THEBHE
T, $JFEC
B,
ZIFIXZEAT | TopdownIl | reg_evict_sel | [on|off] UcpuHconfig | -
=RBNE | RIGE fsnp_disable -
fthcpu bound 40% reg_evict_sel
UL, #EH fsnp_disable
BL3 on
bound, ¥TFF
[iT=19
cpuML3A9FR | Topdowni | prefetch_L3 [on|off] UcpuHconfig | -
BY B3GR --prefetch_[3
bound, #}H on
B3
bound, WIE
DDR&F &=
X, A=
1L X FREN
B BEBEHYEF | show [IhEE4Z | all] | UcpuHconfig | -
HFIREIER --show spill
UcpuHconfig
--show all

9.3 Pod v EIETH

HURSR{

LYRSIRE!

FUSREEERNZR T, Pod

T oo 2 LRV AEIRIBEQOS A RN RIRH T IERAE, =2
MLEHEEF AR, HCERRffoncn-tbwmTFEEIETH, ERtbwmclitgLIW L ET5E
RIRILEPRIERINRE, SEEIMIZRQOS.

AINBERIEAERIfDO, (ERRIBIHEREIM-RIfbORMWER, FiIl&ifbIXza.

e {XHCE 2.0 x86Z2fax7 FEHtbwmclids < o

o (XA iFrootAHFP#HIITtbwmclids s,
FE—MRfHBEQosINEE, BNM-RASIFHITHEEM

o tbwmclisg<$E—RTE

#£QoS,

ol
/I:]\Bb
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5z mbi=12)

9 TH

ERT5E

XX'E?)}??%?EE%EWMEE, RFRIZRERIQoSMNEEL, FEFNEHBCEML
QOSI ﬁbo

Az FFcgroup v2,

FKoncn-tbwmiRHEASIMARBIREREIRS . ElEoncn-tbwmEHFREX
XS FREIRERIERE

NIFRBIETF . BNFE. Pl “-7 T 7 MEFREBIN-R
7, EhFRFRERIM-RAHIRG o

SEfRMEREEF, FRIREGHEEMMERTFRE, IHKEERENYE

1TRE, MFudpFXRENFIRIMNIGS, AIELIIESR. ENOBUFS, BRIEA
iz

B 75 BRI MESIRIERIR T TCPRIRERES], AAFTCPIMXAIARF, MEEEE
WZEBIRM-R, RS2IFXFHE TS RAIMZEPRE o

Az#Ftbwmcli. tcapSFIM-RHSIER, REcRMERtbwmci TEHEITIRE,
Flan, EANEEESRI8ETtc qdiscRUAIERT, XFM-RFEFEMEEQoSINAE
EIEESE S

ZEEoncn-tbwmiR {4 .
fiArepolRECEIERE o

B EEKIARY/etc/yum.repos.d/hce.repofic EXFHSEEEIEM, 1EFRY
ECEWT,

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

o

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

b. #4Tyum install oncn-tbwmds<Z&oncn-tbwmik4E ,
c. B&iFoncn-tbwmik{4-EIEHlE

" JTtbwmcli -vas<, IEMfRRNERERNT, BIRMRALASERRS
1o

version: 1.0

= ALl Tonen-tbwmBRSSAE M, EEER FATRSEHIIFE.
Jusr/bin/tbwmcli
/usr/share/tbwmcli
/usr/share/tbwmcli/README.md
/usr/share/tbwmcli/bwm_prio_kern.o
/usr/share/tbwmcli/tbwm_tc.o
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2. RIEEEHITtbwmclifs S,

£ 9-9 tbwmcli 55515 AR

AN
Ap<Z

il

tbwmcli -e ethx
tbwmcli -d ethx egress

{Fae/ AR MR AZE S EQosIIAE
T {FaEethOM-RAYA B 5 EQosINEE

tbwmcli -e eth0
enable ethO egress success

5 XKiFethOM-KAYA B S EQosINEE .

tbwmcli -d ethO egress
disable ethO egress success

tbwmcli -i ethx online/
offline

tbwmcli -d ethx ingress

{Ege/RAEAM-REMLET5 R QosIEE »

5 {EBEethOM-RULEL TS [EQosINRE, FRENTE
ZHMR o

tbwmcli -i eth0 online

enable ethO ingress success, dev is online

Bl fEEEethOM-RIKEI S @QosINgE, FHRENE
2K,

tbwmcli -i ethO offline

enable eth0 ingress success, dev is offline

1588
R 5ER ﬁhﬂﬁjlxﬁjj%/\%é%lmfﬁ’ﬂ'fﬁﬁ, X
IBEEM RIS ML R

Bl XKiAeth0o) .\HSZ@,HF@QosIJJE“éO
tbwmcli -d ethO ingress
disable ethO ingress success

tbwmcli -d ethx

Eiﬁﬂilﬂ%/\ﬂ RHYFTEQosINgE, FXiAifbIl

Hbo

Bl SEHIKAethOM-RAIFTE QosIgRE, FXiF)

ifbIhEE,
tbwmcli -d ethO
disable ethO success

tbwmcli -p istats/estats

FIEN/ & BB RRREIHER .
Bl FTEN RS ERERSEIHER

tbwmcli -p istats

offline_target_bandwidth: 943718400nline_pkts:
36261900ffline_pkts: 2658070online_rate: 0offline_rate:
135800ffline_prio: 0

=~ TENARB R RREBFRITHER

tbwmcli -p estats

offline_target_bandwidth: 943718400nline_pkts:
48054520ffline_pkts: 3739610nline_rate: Ooffline_rate:
19307offline_prio: 1
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P
A

1588

tbwmcli -s path <prio>
tbwmcli -p path

1R E/EifcgroupfIQoSHEFedk »

P HFIRE B IELA T QoSIL5EH .
e 0: iREcgroupIELQOSILIEH -

o -1: i®EBcgroup IE&EQOSILELR

T~ i8Btest_online cgroupRIEsERFI0,
tbwmcli -s /sys/fs/cgroup/test_online 0
set prio success

~fl: Eifjtest_online cgroupRIft5EER o
tbwmcli -p /sys/fs/cgroup/test_online
prio is 0

tbwmcli -s bandwidth
<low, high>

tbwmcli -p bandwidth

IRE/ERABRATH R EE.

M IREBR&ETEEA30mMb~100mb,
tbwmcli -s bandwidth 30mb,100mb
set bandwidth success

fl: EWEETEEEE.
tbwmcli -p bandwidth
bandwidth is 31457280(B),104857600(B)

tbwmcli -s waterline
<val>

tbwmcli -p waterlin

IRE /BN TR REK .
B IREEEMAE T EEKE/320mb,

tbwmcli -s waterline 20mb
set waterline success

T BEREEMNE TR .
tbwmcli -p waterline
waterline is 20971520 (B)

tbwmcli -p devs

BERG LFEM-RAVERSRE
tbwmcli -p devs

lo  Egress: disabled

lo  Ingress: disabled

eth0 Egress : disabled

ethO Ingress : enabled, it's offline

ifb0  Egress : enabled

tbwmcli -c

sEFIMPRETE M -RAYQoS, 1EE(EM.

modprobe ifb
numifbs=1

hngkifb,

rmmod ifb

ENEifb,
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BFiEr 10 AZINeESHEO

1 O RizINaES O

10.1 A% memory B9 OOM HFEi=HISREE

dbEa ==

B R1El§\
NERIERZS, HFEREEELISINELWS ., BREFEAEOOMET, SMALEIFER
A EZIEFIHPAERERERSHHE, SRHELKNE, EENTFRLEEZIS
twEZOWSS, FittSIEMEXROENN,
FHIXHXANERR, HCEEZEE T OOMBYEIWAFRIRES, 1EINT BC& cgroupftscZkaITh
BE. ABEEKBR TFTRZER®Hcgroup, XHMEMERIcgroupEaiEtiz, FHEWA
7, FEZUSHEEISTLAFE TR,

BUIRSRE

vm.panic_on_oomZIAXAEE N0, RFHOOMBTARE KL panic, TEFHEmMemcyg
OOM{ft AR ECERT ( Blmemcg_qos_enableft&E 182 ) , N5 vm.panic_on_oomiE
O#FTH, FrcifTsysctl -w vm.panic_on_oom=0<, XIARKSH
vm.panic_on_oom,
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BFEr 10 AZINeES#EO

memcg OOM {it5c&kiE O ThRE R AR
& 10-1 ZOTHEEHA

O A8 BVE

memcg_qos_e | memcg OOM{RLFcRERBEFF X o B,

nable o 0 TIHBSAMEE. HOOME, shzsm | NERES
BRIOOMISELETRHIZ, ERAFTHERAN 7;0, AL
HiZ, EE. =He

o 1: FEMEREEFH L AcgroupIRiE ., H
OOMRTY, ZERILARIEAIcgroupFrE#HEE, F
EIlqzspean

o 2: HEMEREEFILENHENRE, X
OOMEHY, ZEERIfERIEAIcgroupRIRAKHI—
MR, HEWAEF.

memory.qos_l | Bc&cgroupBIU5ERK .. Btk \cgroupBIUERE | BEER,

evel Ko EWE?@

e memcg OOMRT, £LAXFicgroupBART j9'19¥%f1~10
=, SHTERERRENgoupBsnE | 3 RIME
FRRKANHE, ERIZHE, BKRE. IV

o HOOMEY, XFIEHREEFRNcgroupH, SR
RENRFEERSIHIT R, SRREER
BAHIHITOOMIZIE,

izl

e f{FHHmMemory.qos_levelAURHESRMES
memcg_qos_enableBYEF 1842,

o FEIEERcgroupEiImemory.qos_leveUEHERIA S LR
R mRImemory.qos_levelf9{E, (EE2F =R
RAZR T HRIPRS o

o MNER{EKcgroupBRT =AML, FT =AMLk
SHEEE, MXHRERE—H.

EOEERH

BRI TRErREIE6 N cgroupFH=A. B. C. D. E. F, EtEmemcg_qgos_enable#
A, Fi@Ememory.qos_leveliEIREOOMBIMIER, RICHREUEUEFR.

10-1 L5 EVE

root
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FBFisE 10 AZINeESHEO
%= 10-2 FENL
cgroup | memory.qos_levelEY | A
H =]
A -8 HTEroot R TOOMIRIERTY, AtxiEHrooth
BcgrouptH, RZBFRMEREREAIA. E. H
B 10 FARIEMRSERIER, PRI ARIEERAIM
C 1 FHITHER .
o NERiIZEmemcg_qos_enable=1, {f5cxd
D 2 A/EFRFTFEREAA— 1 cgroupEEIHA
E 3 ?T%, ghRcgroupBHRIEREHIE, FEIKWKH
? o
F 3 o WNERiZEmemcg_qos_enable=2, {L5EXT
A# EPAFFERERAN—HZRILA
? o

1. EARFKSEHvm.panic_on_oom,

sysctl -w vm.panic_on_oom=0

2. FFEBmemcg OOMI S SEREINAL .
echo 1 > /proc/sys/vm/memcg_qgos_enable
3. BEfTLATHSEIEM N cgroupTm A, B, HDEIZEA. BHmAYImemcg OOM
R R(ESN-8. 10,
mkdir /sys/fs/cgroup/memory/A
mkdir /sys/fs/cgroup/memory/B
cd /sys/fs/cgroup/memory/A
echo -8 > memory.qos_level
cd /sys/fs/cgroup/memory/B
echo 10 > memory.qos_level

4. BIFLUTGHRSORIEAT R FEIZEC, DFHs, BT = FEIREE. FFH=, F
ﬁ%”iﬁgc\ D\ E\ F?%)ﬁﬁgmemcg OOM{t%g&{Eﬂg‘l N 2\ '8\ 30
mkdir /sys/fs/cgroup/memory/A/C
mkdir /sys/fs/cgroup/memory/A/D
mkdir /sys/fs/cgroup/memory/B/E
mkdir /sys/fs/cgroup/memory/B/F
cd /sys/fs/cgroup/memory/A/C
echo 1 > memory.qos_level
cd /sys/fs/cgroup/memory/A/D
echo 2 > memory.qos_level
cd /sys/fs/cgroup/memory/B/E
echo -8 > memory.qos_level
cd /sys/fs/cgroup/memory/B/F
echo 3 > memory.qos_level

10.2 B#% memory B2 4 PIFEIUIERES

BRE=

EaReEERGHENST, I0IXERZIIBEISHEKXSEpage cache, SHHR
HZRARNFREE, KEERTZRAAFKUEEMLEEERFEI, BEELESHIS
RFIHENAFOURIEIREZ, SIRBIERE.
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JFRILERR, HCE 2.08Es7iFSRAFOWERES . BRISAFR, RENFZE,
HJARAREFEWES, RETRAEFETE; BIKRER, RESHAFRFKULZ,

RIP(ES TR,

LR SIRE
memory.minflmemory.low REMFH a4, ElEmemory cgroupld, SRR
AYmemory.minflmemory.low;5=

ZRAFEIEEZORE

memory.min. memory.lowflmemory.hightZOEIEFEAIMemory cgroup FTEEZIAE
£, JEXHASERES, thILUSEEEEE .. SERNBUEX/NRES
memory.min<memory.low<memory.high, =&RIH37{ER, tWaJEXE&EA.

REFEMHLEIINTE.

10-2 RTFEIANE

WNFER=
limit
high cgroupEiERTFE, HFER=

*Ehighlald, RAPRfFEMELE .

cgroupEIRfFES, AFER=E

low —| | FEEEllow(ERY, (fscllE
cgroupAEERIPRIARTE .
min cgroupEIKRAET, RTFFERZE

TEEEIMInERT, A8BEWRE.

% 10-3 EOSH0RA

#0 15208
memory.m | EERIFAFRIPE, BMEN0. RFERAAEWAFENIHE, BFs
in [EAEZERR R TRIRE, Z5iREINT:

o EZIEOTLIEFFEFRIFPAEFEA), B{ifbyte,
o EiZiEO0JLUSEFEFRIPAFEARN, BRI,
e FECESEE: 0-memory.limit_in_bytes,
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#0

15208

memory.lo
w

RAOMARIAFRFE, BIMER0,

AR SE LR RIFRIcgroupBIIAE . NRAFEARE, BEU
memory.minZlmemory.low2Z [BIFIRE,

EEIRBET:
o HZIEOTILIBEEBest-effort I7FRIFME, B Abyte,

o SiziEOLUIR EBest-effort ATFHRIPME, SENAHIRS,
o ECESEEl: 0-memory.limit_in_bytes,

memory.hi
gh

AEFEEWERE, EiAFImax. HegrouptBRTFFERASEIAZhigh(E,
Sft&ITZcgroup R F T IR NEEIRIES, BRERERFIE
highz &, BEEfEAEmemorylimitfREISEHOOM, EEHIBIIT:

o EZIEOFLIEE Throttle limitRI7FRIPME, S fbyte,
o SiziEOnILligEThrottle limitIFRIPE, PAAFHMIRS .
o FCESEE: 0-memory.limit_in_bytes,

#ORA)

RANI T RERREIE6 N cgroupTimA,. B, C. D, E. F, BZ&memory.miniE, =~HR
BEZ R ITZEINERES o

10-3 2R AFEIKERES

% 10-4 HIEML)

cgroupfH | memory.limit_in_ | memory.min memory.usage_in_bytes
bytes

A 200M 0 -
- 0 -

C - 75M 50M
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FF$5rs 10 AEIRESHEO
cgroupfl | memory.limit_in_ | memory.min memory.usage_in_bytes
bytes
D - 25M 50M
E - 0 50M
F - 125M -

1. BlEcgroupT=A, FHECEmemory.limit_in_bytes=200M,
mkdir /sys/fs/cgroup/memory/A
echo 200M > /sys/fs/cgroup/memory/A/memory.limit_in_bytes

2. tliEcgroupT =B,
mkdir /sys/fs/cgroup/memory/A/B

3. BlEcgroupTHEC, HEZEmemory.min=75M, 7ELFITISEIEEIE50M cache
HOBHEZ o
mkdir /sys/fs/cgroup/memory/A/B/C
echo 75M > /sys/fs/cgroup/memory/A/B/C/memory.min

4. BliEcgroupT =D, HBCEmMemory.min=25M, EHBIT = eI#EERIBE50M cache
AOBEZ o
mkdir /sys/fs/cgroup/memory/A/B/D
echo 25M > /sys/fs/cgroup/memory/A/B/D/memory.min

5. flEcgroupT=E, HBECEmemory.min=0, EXFIT SEIZERIE50M cachefJiH
=Fo
mkdir /sys/fs/cgroup/memory/A/B/E

6. tliEcgroupTi&=F, HEZEmemory.min=125M, ERiE125MIFFRTE, AR
11588
mkdir /sys/fs/cgroup/memory/A/F
echo 125M > /sys/fs/cgroup/memory/A/F/memory.min

IR[EIZE

CT5Ememory.min=75M, memory.usage_in_bytes=50M,
DT smmemory.min=25M, memory.usage_in_bytes=25M,
ET¥sEmemory.min=0, memory.usage_in_bytes=0,

BT smmemory.usage_in_bytes=75M,

10.3 %% cpu cgroup HIBLGREDIERE

ERE=R

FWSFESTRETD, LnuxRRAERZEZANSHARESZHFESHREENS, HFE
BIERIMERESTRLBETRIZMEIRE. FENTEZ. BERLRENREE
TixmedZHEK,

FRRRIGIEIRE, HCE 2.0M#Z%cpu cgroup S RRERAE, 1RftcgroupiEl/sys/fs/
cgroup/cpu/cpu.qos_leveliE{ESZRERBIT REISN RSB, XIFHFXIE N cgroupd
B EMER.
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HRSRH

HBicpu.gos_level{N3ziFcgroup-vl, AxziFcgroup-v2,

LIRS IEEREZO5AA
cpu.qos_level IR :
o CFSAESH LM MEREEZEtask_group, B— 1R P EANFTS2ZIE
cpu.qos_level&E3L .

o  FcgroupBIZRTBAIA L FE L cgrouplicpu.qos_level, ZiFEFRECECpu.qos_level
=

o [EMf5ERAIqos_level ZERIR IR FARM CFSTHERRAISRES -

e [E—cpul, qos_level < 0 RYESIHE S qos_level >= ORUES THEMBH,
FEZBERLIR

TERESMERES:

o HEHMASULEFHEOBLES, ESEERN, ELASAUMmARSEbZLE
HIBL(ESS . #B%F2 (Hyper Thread ) 175, SERII2RIELIESIIKIESMT
LRIBEAESS .

o SINFERAVESHWIGEERIRIG— BB R INE, BISZZE SR RANESS
( BEECFSHIR/NETTRE R ) , SRISEIRAIRTEENDNT .

Z 10-5 cpu.qos_level #Z 15 AH
=0 58H

cpu.qos_level | BeEcgrouphIcpulfiscdik . BUEZRELAREH I, BUETEE H[-2,

2], BUAEAO,

e cpu.qos_level >=0
Ei,‘:lcg roupZHRIES HESEES, ERESULERHEOEEE
FJo
fo5ek 0 <1 <2, ERELIWSAIES, SMERIELAELL
RIUSERAIE L RIIRENEE ZRICPURIRIE 1= o

e cpu.qos_level <0
#RRcgroupBRRYES ABEES, -1UERST-2. -143!
AUESEE- 2R ABIRES RIS ESRICPURRIE 5= .
RURIBITREESN, FURRBERERXTRAINER, FZ
FHESUIEAMIUER

#OA

AT AR EUEE3 N cgroupT A, B. C, BLEH&EZEqos_leveliz[,
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10-4 cgroup 5= A. B, C

[ task1 ][ task2 |( tasks | { taska ][ tasks |

% 10-6 ZUEMK

cgroupf cpu.qos_level

A 1

B -2

C 2

1. BUf#cgroup ARFTH=B. C, {KKIZEA. B. CHIcpulEMER 1. -2, 2,

cgroup Afflcgroup CHREVESS RIBEHIE Scgroup BIESSAICPURIR, cgroup C
Rk AFcgroup A,

mkdir -p /sys/fs/cgroup/cpu/A

echo 1 > /sys/fs/cgroup/cpu/A/cpu.qos_level

mkdir -p /sys/fs/cgroup/cpu/A/B

echo -2 > /sys/fs/cgroup/cpu/A/B/cpu.qos_level

mkdir -p /sys/fs/cgroup/cpu/A/C

echo 2 > /sys/fs/cgroup/cpu/A/C/cpu.qos_level

$Gtask1. task2. task3@#FENNAcgroup B,

task1. task2. task3i#FENNANcgroup BfS, taskl. task2. task3i#HERYcpuidE
R SI-2,

echo $PID1 > /sys/fs/cgroup/cpu/A/B/tasks

echo $PID2 > /sys/fs/cgroup/cpu/A/B/tasks

echo $PID3 > /sys/fs/cgroup/cpu/A/B/tasks

$Gtask4 . task5#FENINAcgroup Co

task4. taskSHIENIANcgroup Cf5, task4. taskSiHFERIcpUBEM RS2,
echo $PID4 > /sys/fs/cgroup/cpu/A/C/tasks
echo $PID5 > /sys/fs/cgroup/cpu/A/C/tasks

&&cgroup BHcpulEM LR RIFHIZ .

[root@localhost cpu_qos]# cat /sys/fs/cgroup/cpu/A/B/cpu.qos_level
-2

[root@localhost boot]# cat /sys/fs/cgroup/cpu/A/B/tasks

1879

1880

1881

BEcgroup CHYCpUlBAEM AR RIHIZ,

[root@localhost cpu_qos]# cat /sys/fs/cgroup/cpu/A/C/cpu.qos_Llevel
2

[root@localhost boot]# cat /sys/fs/cgroup/cpu/A/C/tasks

1882

1883
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10.4 ARFESHS ISR

Bk

soft lockup

HCEZ1THY, AalgRittSHEI—LERZE M, Flalsoft lockup. RCU(Read-Copy
Update) stall. hung task. global OOM. cgroup OOM. page allocation
failure. list corruption. Bad mm_struct. 1/O error. EXT4-fs error. MCE
(Machine Check Exception). fatal signal. warning. panic. oops, ANT5REN

BXERNZEUHRRIEN AT X,

soft lockup2PRZAGNCPUTE—ERIEA (EUA20%) ) iIREREREIIE, EHRAY

E,PJ-‘-
Frrbo

[RIE

soft lockup®lFBLinuxitZwatchdogil#lfit’s . RixERB—CPUREI— 1M
LR R HIFIFOSCRYRiZ&iEwatchdog, FFRIwatchdog/0. watchdog/1LALLE
EifE, XN EHIESEREBwatchdogiR#, BIABAMHIT—IX. BITEREERE
SEE— hrtimerERT2E7E2(ZA9watchdog_threshRTEIFZEIRA
watchdog_thresh@ S, XS BNIAGEATATE920%)

EEEITRTEIA, WRAZZIEwatchdogi&@ R, hrtimerElize2IEA, BNftA
RZFTENSE AN T AYsoft lockupHRE o

BUG: soft lockup - CPU#3 stuck for 23s! [kworker/3:0:32]

AR TSE
KAFER A, REHRITIRER

RCU(Read-Copy Update) stall
RCU stall2—FrcussfREAMrcutB X R EAIE R BB EIAENSE

hung task

[FiE

FERCUMNEIA, readerFAERF, mILUMEEIZEEUE, RCUICRreaderfIEE;
writer B EURERT, EEFH—DEIA, TEIRLTHIEN, EFFFiGreaderniBH
&, B—IRMERIBEUE.

writerBE B2 & GreaderdB(Z1ES | “|IBEHE" 7 aeEieIBEIR. XEHFEHETX
Lreader— MAHHRHAYZEIREE, X NEFAIRTBI#EFR I grace-period, fEFR
GP,

HreaderiHYEZBIRY, writerEFAIRTEEIZEPREAAT, BI_EHRRCU Stall,
AT E

WizfEDocumentation/RCU/stallwarn.txt3Z44%1 T o] gEfit & RCU stallgYin=:
EEuErcu readerllfRX—BEEIR, cpufExiAPEiEXAIC =P —EEA

==
=JFo

HAZAENEHFZFDIRSE T IR ERIRT AT, E3Rhung task&E
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global OOM

cgroup OOM

JRiE

HIEEP—PMIKESRTASK_UNINTERRUPTIBLE, tBIUDIRZ, AbFDIREAIHEIZ
DgEtiwake_upliefZ . RZSIADIREES, BRATIHHESFIORM . IEEER
T, IOIEEAME, HEFRMZIKHIREFDIRZES .

hung taskiGNHIZ<HIEFDIRSHIRIE, Wizatl@ — 1 &kiEkhungtaskd,
KREBHREFHNFAEHE, REREEEATORSETIZRENK (2HA120
) BOHZ . NRFEXEAHE, NITEPH HIREXZEEFHIZ K . INRES
& Thung_task_panic (Bdprocsk Rz BoIS#EcE ) , NEZEApanic,
Y= ahr

BIEMZ&EIZ, IRDIRE, schedulerBErBdE A,

LinuxgJOOM killerfFiE2—MAFEIENE, ERATARERDIBRT, REA
RIERGEREBRELIZIT TR, [ERER—LHERNE—ERF,

[RiE

BEoom_killerfIftgimizR: AR NMHESEIAT, JEMWHIIEREFAR

AT, fAZOOM, OOM killerEHHEIPFEHE, RIBHENREFERERHET

1193, AREMNPIEZFE— D HRSHHTE, RIEHERKRAE.

OOM killerg94tIBFE&Eh#Emm/oom_kill.c, O EE out_of_memory, &

HIERIES:

a. BHERZFEM T oom_notify_listAEIREEM—LEATE, IR XLEERG
BT —LRE, EiEtioom killeritig; WMREEM, HAT—2.

b. ft’Zoom killeriBEEHIRHEHITREFLEA . MRImHEEEE
T —1SIG_KILLESEEEARL, BEEEPIaHE, KILHERKA
7 BUHENT—L,

c. tu&Epanic_on_ comEARERRANZE, REOOMETEiHiToom killerik2
panic, #NREEpanic, WRSRHEHER,; WNRiEEoom killer, HANT—
1B

Zo
d. #HAoom killer, BRFIRE, RASERMNZERIEYFI=AOEARE.
SlEOOMAYH iz eIz . WNREFAIEHEIHFE, oom killerigR; &
}n\UJ\&)\-F—io
e. @Hselect_bad_processithEiEHIE, SAEIEMHoom_kill_process#&1bikH
AYHIE . U0 select_bad_processig Bt {E@AtizE, Atz Apanic,

Y P SPES
PATHRAXRFER, BEIRERE

5global OOMIX 3l

cgroup OOM5global OOMBIRFCE AR . ZFS cgroupZBAHZ{ERRTFIE
ETIRER LR, cgroup@iIKILLENASHIZRBEMNEF

bR TE

1EEcgroup FEMHEIFEHRAANFEEREFRE.
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page allocation failure

page allocation failure 2EETRREAMAT, RF LIRAVEIR. HEEFBHIBEEINME

(order) BOITF, BRGAMET, RAELLRBNEBN=AR, AMANZRE.

o [RIE
LinuxfEERIKEERSE ( buddy system ) RESEEE . BEABNTHRE (—P R
FRHIK/NP4AK) DREEZERIEE T 11N TRBOEAF, HEFIB N TERERN
TERIAELLIREMN — kR, TTRIIEET. 20 4. 8. 16, 32, 64, 128,
256, 512, 1024, FRLA—RMERILASD BRI AIELEAF 10241 ELLRIAKTT
x, BEN4AMBRIRTE.
RIZERE— 1 EIE2561 TIRIINE, 1BEMEorderse, EASMREREEF
AYZE9. 10, 111MER, L—1 AT, TRBUMHBIT=HRNE, B T—
T, BEIRE— R
WMRMBHEFRIYNZT, WERIEXK, Atz EHRpage allocation failuref§iz. #Hith
IREBER, HMARIBMEN6AINZFREM:
page allocation failure:order:6

o BRI
FHalloc_pagesiELEFRIERMEAITFR ( Flilorder=10) , ¥, EHEIRBEEX

o

list corruption

list corruption@RtZICEERE LW AIIRTE, REEZEEHS Hlist_add corruption
Flist_del corruption,
o [RIH

PIRZRAtlist addfTllist_del, SHENAIHETRSCIREHERAVENM (valid) , HEE
T, (BRI S, MERGEHEEAN, N CiBcorruptions&iz, &
EHIREALIDERIb/list_debug.c.
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B 10-5 fR$E2EH list_add corruption 0 list_del corruption

bool _ list_add_valid(struct list_head *new, struct list_head *prev,
struct list_head *next)

tio d be next (%px), but w
=next, prev) ||
UPTION(new == prev || new == next
nex
return false;
return true;
EXPORT_SYMBOL{_list_add valid);
bool _ list_del_entry valid(struct list_head *entry)

struct list_he

prev = entry->
next = entr

ATA_CORRUPTION(nex

uptio
ry, LIST_POISON1) |
CORRUPTION(

return

return true;

}
EXPORT_SYMBOL(_ list_del_entry valid);

XiHRERENNERERESE, HIRERE. AFRTRE.
o MKRFIE

FAlist NP RZAR IS I BUEREER, AEEISRsERTI Sprevaknextigtt, BIAH
M#zlist_add/list_deli,

Bad mm_struct
Bad mm_structiSiRiB E R TFHZFAI— P2 mm_struct BB SRR TIRIR

PRSH .
o JRIE

mm_struct2ZLinux xR — 1 BEEEHIRSH, BT IREREZAIENAFXE
NRIZEGREAERIR, T SEHBRERRNARE R, XMMERBEHRT
FESH, fliimm_struct XIFRIREFRERE . AFEHRE,

o MKRFGIE
TARMETE, SEHER, HELnERRZABERINSMABad

mm_struct,

1/O error

Linux 1/O errorifiRigBHEFRBN/BIHREFRN, MK, BHEFIOREKDRE,
BN HRFEFHEIREFTENX M EIR

o JRIf

Aim/REBURTACRBHITRMAIR S . ERAMASERIRERSEEHIE. #E
IR, XHZEFEIR. IKEIEFTR. URIEE . FIINBRFZRIZEEEA
#E EREUERY, MREREEIR, MEHII/OFEIR.
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EXT4-fs error

A TTiE
ROSEWETRE, RE#E, SEWMEHIERIA.

EXT4-fs error@EH FextMBLRINHRGH, MHEDRAYEIRSH .

[RIE

XIHEFNOR/IMFERMM “BX” (sector) , EEZEXAER “tR7
(block ) o inodeT HEFXHRITTER, SIEXENEIESE. BIREA. X
N B EFRFERIEEESR ( block number ) . EXT4(EAYInode(E 2505
W£ i AZEXT4-fs error,

10-6 EXT4 SIEE G451

AlEIfilel

inode table
Vhlelfile1Er7E B block0
EAPER SR
inode0 blockl blﬁ*im
. ) oc
fileO inode0 block2 HEF T
filel inodel block
block3 block3
file2 inode2
inodel block4 block4
(57
inodeith block5 block5
hkifi[R)
inode

A ZzextMZIEFER checksumikiginodelE 8, JHMHXEFHEIR. WEEHIRIR
BY, PIROR[E-EIORIRED, RZ_EIREXTA-fs error checksum invalidfig .

PSP
(ER#ESRERERTRE, EFENZRE.

MCE (Machine Check Exception)

MCERCPULIEHEIRATAIAIRE (exception) , LiIRFPESE18, BERIFER
=abort,

JRIE

EMMCENRERTES: SEHIE. NFECCRILTE. cachefgiR. TLBHEIR. A
ZPATENEIRS ., AMUEHSIESSIFEMCE, REHAYBIOSELE .. firmware bug.
Ri4tbugth BaIEES [#EEMCE,

MCErRRlf HIR, IRERFE—HSFEFRIMachine-Check MSR, 1RIES 1738
BUEEIRIDHATXI R AV IR R L ( BRESCIUR IR A R0 R ERM95CH ) o

AR TSk

TARMETE, BEo&giE, NFECCRIGHE . cachetfiR. TLBEIR. MERAT
fhEIR SRS SR AMCE,
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fatal signal

warning

panic

oops

fatal signali§(ESUEBEH RN AEERIEE NP HITEE X IBRHNESHE, &
FESIGKILL. SIGSTOP. SIGILLEE,
o [HIH

LinuxfSS (signal) #liEl, AFRSEDHEZEEN, S—FRLABMIE . 3
—MESKIEL—NTHE, MRMERGHRT T HEIEREHRER, HTIFR
TR RIS TER

MRSIGHFEFRM, BENAfataliES:

10-7 fatal (=5~

o MKRITE
RPSERFTIEERES . Kill -9F#E,

warning 2ISIRERREIRTAIL VIR R AN SAIPIZIAR (issue ) , TIRENAY
LIREIE, ICRFHTENRERIERKES . e, REREET.
o [FIE

warning 2B HFWARN. WARN_ON. WARN_ON_ONCEEZ AR .

SHwarningtIREBZM, FEIRIEFEBLENE, #HEEMBwarningZZRIERR
E o warningaHASSHRERISITRERENE, BAREHEIEWarninghY4E
=]

o fRRITIE
RIBRSAREIEwWarningSi4,

Kernel panic2fSRFRFARNEINIBRIEIRIR, FLEALZ 2 RIEIRATREAY
E. RZAZEIEMSEBR, &fTkernel_panic®#l, FHRAIGHESFEASRITRE
IEEMEEFTEDER.

o [RIE

SHEENERSMSE, BEREIEREARER, #2EAkernel_panichI/R
H, ENNRERSERZELEL . ARTERR0RE. AFLTMA . A%k
NTEHE o

o MKRITE
PRZIZOMBAIE o

oops BRI NZEI=ERIRITERAERIRS . XERIRERESERRABFARIIE
ERFILE. FEEIR. TRRESH

o [BIF
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SHPIZACNEIXLEEIRAY, SERR— oops RS, ICREIRAENNLETXE
5, 8REFFERRE. ARk, AEIRESF. oops IREBESITENZIRFHE
B, FEAILUET dmesg 59 EE . ARESZRIKENT, BURERTERL
ERE, JREESHERRHERNERS.

P SPES

a. IBZAFLE: IBARSEERBAIAT.
b. RZEIR: ARRABTRHITIRERE,

¢ TRIEL: PUTIEESREMAIES .

d. RIS MAFHIE. CPURIES.

10.5 AZALRE K

B

{sEFRAA

ZYSRPRE!

MF—LERBRRK, HEUXREINE, SSEEEHITIb miss, HCESZTHHMTRIA
THFE(RERESH, MAXAAFIIFR), SHFSNBEFIITHITED RN
R, LABEAEFRITLE miss, 1#FHEERE(MySQL) . KRB ABEREEF AR

E3=1

MERZEMNSHEE B Zexec_hugepages, HFTNERIN LA REfERZINEE
(REER) -

NENMEFFBRLBAR
HUGEPAGE_ELF=1 ./app [/ ZHEZEASHEEFIEIFHIZE, HUGEPAGE_ELF=0RF R FRFIZFAERX
o

HEhugepageeditfricHIREFFHRRIE AR

export HUGEPAGE_PROBE=1 // S HIFEZEHUGEPAGE_PROBE, ZIMEZ S0 EHIZIFiHE .
hugepageedit ./app // fEFhugepageedit T EtricARFERERRFRIHHIS, glibc-develBiRfE
hugepageeditT &,

./app /] BEhfERER B KA .

ERHFBRBAR

echo 1 > /sys/kernel/mm/exec_hugepages/enabled // echo ORT%iF, HERIA0. FBRERIHIFEE
HHvE RS EohfERBAR

BEEAEH

cat /proc/it#2S/smaps | grep eh  // HBE#EIxICehRINGBARTNER

BRFARIZIR2MBY T RIERT, BRI AE2MBIED TEFERAARIT, EINIITHE
F.

mprotect RFIFAERENFIIHE2MITTF . KINFI2MASEER, EFRBEE
HITIERCES

2MBIIENS SRR B WIFIER, FAEREERREIFIIN"-WI,-zcommon-page-
size=2097152 -W|,-zmax-page-size=2097152",

KUMERAEREZHRIBEMBR, NRBTRFRREFEERISEKE, BF
ZERENR, BFPSNEERANOR/NTRIES A SIGBUS,
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10.6 =& TCP ELHEHL

B=ikiA

TCPIRN EEBEIEEIREEN, E55MinR FREEEREIR, HIERS. FILHEE
TIRIEROEHITCPEERISHIAES, BIEEHIEHREIXE . ZAEERE. &RKE
fZEfREE, LMAHIEsMIZ=AIEEIAZRFBILE .

AR

o BiIsysctigETCPEERIZINGE
net.ipv4.tcp_sock_retrans_policy_custom, FIFIEHIEH TCPEERISINEERT
HiE.
0: XAEHITCPEEHIKINGE.
1: FFREHITCPEIERBINAE,

sysctl -w net.ipv4.tcp_sock_retrans_policy_custom=1

o iFFsetsockoptEtXttErEsocket EHI TCPE LR

#=0O:
int setsockopt(int sockfd, int level, int optname, const void *optval, socklen_t optlen);
int getsockopt(int sockfd, int level, int optname, const void *optval, socklen_t optlen);

optnamef&iEiaE, optvalf&iBLEtafciattilt ,
e

TCP_SOCK_RETRANS_POLICY_CUSTOM 100

LA VAN
struct tcp_sock_retrans_policy {
uint8_t tcp_linear_timeouts_times; /* number of times linear backoff */
uint8_t tcp_retries_max; /* maximum retransmission times */
uint8_t tcp_rto_max; /* maximum RTO time, unit:second */
uint8_t unused;

L
i. tcp_linear_timeouts_timesFRREZLMEIEREREL, SEE: EUERE0RI32Z
&
0: {FERARBNIAKEE (IBEUEEE) .
IE0: EHILMHIEEIRES
(11 i%EA
o IEHUEE: REIRNEERT, RTOBEEZEIE
o HLMHEB: AKHEIRIEER, RTOBFISAE
ii. tcp_retries_ max3R R AEERE, BE: BYERE0RI64ZE,
0: FHRRFEENSRAEERE (BHA5R) .
JE0: EFIRKEIEIREL
BRAREERHEE KT sysctliftlinet.ipv4.tcp_retries1 ( &R/NEIEIRE,
2N )
iii. tcp_rto_maxF R AEEERANE, BLAAT, FRVPRE/N, B
: BER0mE7E205120Z218)
0: FREARKEZEIRATE (120%)) ,

mb'f’

\
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Huawei Cloud EulerOS (HCE)

5z =12

10 RtzIRE SO

{sEFBiEA

£YER PR

3F0: EHERAEEERATE

FETCPEIERIEEFIEEN . B TarS, 1§
net.ipv4.tcp_sock_retrans_policy_customBg&91:

[root@localhost ~]# sysctl -w net.ipv4.tcp_sock_retrans_policy_custom=1
WEXRMHRBAR, RRKEE100R, ZAE(EEIRATIE20%):
tcp_sock_retrans_policy policy = {0};

policy.tcp_linear_timeouts_times = 4;

policy.tcp_retries_max = 10;

policy.tcp_rto_max = 20;

setsockopt(sockfd, SOL_TCP, TCP_SOCK_RETRANS_POLICY_CUSTOM, (const void*)&policy,
sizeof(struct tcp_sock_retrans_policy));

RE NN :

tcp_sock_retrans_policy policy = {0};

setsockopt(sockfd, SOL_TCP, TCP_SOCK_RETRANS_POLICY_CUSTOM, (const void*)&policy,
sizeof (struct tcp_sock_retrans_policy));

KA TCPEIERIBEHRE

[root@localhost ~]# sysctl -w net.ipv4.tcp_sock_retrans_policy_custom=0

A E=

EHI TCPEEERIRINBEEHCE2.ONRAPIIZIAITIEI, TEHCE2.0iRAglibcH{sEi%
ke, EEXAPSAIBRINTCP_SOCK_RETRANS_POLICY_CUSTOM ZELAK
X RIAYEERI{Atep_sock_retrans_policy o

EHIFESTABLISHEDIRSHITCPSEZELEN -

ZH5IPVARIIPVE, ATFHSRIRE, TCPHEXsysctiEIREM EEnet.ipv4 T, SEFRIA
net.ipv4.tcpFTkA9sysctliklin, XFIPvAFOIPV6II4ERT .

N ARTCPEERIMAR S THMEBRTCPEERE.
EHITCPEERIEUTRSIBIR AR, TERBERAZTESIEEH, EIEH
HMRBOREABITOIR o

NREFIRKEBIEXRE N Fnet.ipvd.tcp_retries ( BRIME3 ) , MNETiRfLAN
IR, RS ERD NETEIFSIRYAE,

NREFORAEEREIE0, NEORATFETFERMEREIRE, SNREEIR,
NRRAEFRAEZEIEATE, FEGRAKEEXRE, IPBALRRKEEIEE
BES KT net.ipva.tcp_retries2 ( BOIAME1S, AR AEEXEELATE, TEFR
R2) . RFC6069MIE, UNERR2ERIRENA, WA ERLATE, SRR ERE
INRERTCPIZ BEME, ZIREIIZERRFELIATCP_RTO_MAX (120s ) MIARE
FIREKEERTE, FELIIINRMALREEZREZTFR2,

HFTCP-TLPEX, KRIEIACKRIE B RS Loss ProbeERT 2Rk it—ixE
&, BFREMARREE ., WREENMTARDEEHNEEREA
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5z mbi=12)

10 RtzIpae SO

10.7 CPU EX4B%E

BH=iie

AR

{sEFBiEA

MNUMAEIIMSSER, BRUOmANVMRERS, BEMVMTH, TRCPULER
FE. MEARAMLEE, NEEERFANUMAZEIL, THENSITERT, e
BT, TICHASLEEERME, LR TRIESER:

fsclEApreferred CPU: Zpreferred CPURIBZE(RTFHERTS, U5cFEH
preferred CPU,

iF{EHallowed CPU: Hpreferred CPUFIBZIEZEERT, EFABallowed
CPURI% o

e ERFERTESRDR .

AR

e preferred CPURNRGIERIARAECPU,
o allowed CPUAEiTsched_setaffinityakcgroupZig BEHISFERICPUFIE.

A7 eeEEMHINNZIARGSERIAT, BN T B EREIHEIE; A THERKIANE
5L FSEEFF R/ R GRETRE, 1IN T RIBEREFF X .

RYBEINREFIBAY, cgroupBIENN/sys/fs/cgroup/cpuacct/~Fcgroup/
cpuacct.nr_select_allowed_cpusit#{E, #titcgroupZBRIAYESEMRERIEIZAT,
EEHEZANRE

RYPEINREFFSAT, cgroupfBiEN/sys/fs/cgroup/cpuacct/Fcgroup/
cpuacct.nr_select_prefer_cpusit#&, FtitcgroupBRRNESIEMRERIEZAT, &
BRINEZANRE

RYPEINEEFZAT, cgroupfBIZhn/sys/fs/cgroup/cpuacct/Fcgroup/
cpuacct.nr_smoothed_prefer_cpusit#{H, #titcgroupHPIANTESSTEMREEEZ
B, AFFBRELEMUSZIARNHEZAZAIRE .

121t /proc/sys/kernel/sched_dynamic_affinity_disablet&[, FAFZERMRYEEIN
B8, SHENONERTIPIIEFS, SHENNEREBRYIE.

RSERERIRE:

(EFZEER

a. {#H/proc/$PID/task/$TID/preferred_cpusetsl&/sys/fs/cgroup/cpuset/ THI
cpuset.preferred_cpusaiHiEakcgroupHE B IUFECPUTIZE

b. 18id/proc/sys/kernel/sched_util_low_pctigEpreferred CPURIBE=RIFE, &
preferred CPURI AR FHERT, BRHISEpreferred CPURIEZ, &R
ffallowed CPUREZ , EFRpreferred CPUFIFBERAERMITE G NANE, 1¥F
WEE3,

c. J@8jd/sys/kernel/debug/sched_featuresshFi5ak %A DA_UTIL_TASKGROUP
EHIEE Ftaskgroupfpreferred CPURIAZRIAZEE Fpreferred CPUZEFIF
R TIEZEERSR
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Huawei Cloud EulerOS (HCE)
BFErm 10 WzINeESHEO

o ZFEpreferred_cpusetig &z, BFHECEIGBECPULst, cpulistEcpuiZiEdR=
—1EIE, LUESHRF. tbaiCcPu{1,3,5,6,7}8cpulisth “1,3,5,6,7” , Hix
FENRSZIFLCCENERES, tban “5,6,7” al@msR “5-7",

preferred_cpuset# /i mallowed cpusetF£,

Ypreferred_cpuset kL& . BLBENTEECE Sallowed cpusettBEIRT, R4E
TEAER
BEEO:
cat /proc/$PID/task/$TID/preferred_cpuset
SBEOWERM:
echo 5-7 > /proc/$PID/task/$PID/preferred_cpuset
e cgroup cpusetiZHIZEETHIENE R, #ieBcpuset.preferred_cpusiREiE, B
Fegrouptif= N4 ERE . EASEF & Epreferred_cpusetifE—H .

a. ZHaicgroup cpuset.preferred_cpus #7R/9 allowed cpu ( Blcpuset.cpus ) F

<o

b. cpuset.preferred_cpusklicE. BB NTREIE Scpuset.cpustEERT, X
PBERER

c. cpuset.preferred_cpus 532 Fcpuset.preferred_cpusEl LI X R o
BEEO:
cat /sis/fs/cgroup/cpuset/cpuset.preferred_cpus
SO BRI

echo 5-7 > /sys/fs/cgroup/cpuset/=Fcgroup/cpuset.preferred_cpus

e sched_util_low_pctig &M, BUEEEO-100 (5% ) , BAIAH85, SH0FE
™, ABEZEER, EEZITKASMEERETRAIpreferred CPU, ££{100
F M = Bidpreferred_cpus capacityfd 7 & Mcpuset.cpusHikiz .
sEEO:
cat /;'oc/sys/kernel/sched_util_low_pct
R OMRERA:
echo 90 > /proc/sys/kernel/sched_util_low_pct

e DA_UTIL_TASKGROUPF %, /sys/kernel/debug/sched_featuressEris
DA_UTIL_TASKGROUPH X, BRIAFFE. FERT, @idiallltaskgroupt®
preferred_cpusHAIFI FBERFITIRISEEIRS . XY, W@
preferred_cpus#I SR FEER ( BIE1EIFtaskgroupiiZtEpreferred_cpusHifEFa
£ ) TS EERS
FFE: echo DA_UTIL_TASKGROUP > /sys/kernel/debug/sched_features
X4: echo NO_DA_UTIL_TASKGROUP > /sys/kernel/debug/sched_features

RAREIEE ISR KR ERIRE:

o IXYPEINREFERT, EFETHENO:
BEEO:
cat /sys/fs/cgroup/cpuacct/Fcgroup/cpuacct.nr_select_allowed_cpus //iEiREE=ZAREL
cat /sys/fs/cgroup/cpuacct/Fcgroup/cpuacct.nr_select_prefer_cpus /AR 5EA0REL
cat /sys/fs/cgroup/cpuacct/Fcgroup/cpuacct.nr_smoothed_prefer_cpus //BFFB8E X &E M IR
FIHZIZANREL
EEEO:
echo 0 > /sys/fs/cgroup/cpuacct/=cgroup/cpuacct.nr_smoothed_prefer_cpus

e  X¥/proc/sys/kernel/sched_dynamic_affinity_disableiZ[, BJLAHcatfIsTHIT
BE, thaTlli@EdecholIARIEREE.,
HFEHEO: cat /proc/sys/kernel/sched_dynamic_affinity_disable // #2[{E7308%1, JIORTRTRIKIBETFF
B, NINRRERRYIE
EOME: echo 0 > /proc/sys/kernel/sched_dynamic_affinity_disable

o  TEBNHIEETHIE T /proc/$pid/task/$pid/selected_cpuseti®Z[, nILAEEHIZE
EBEE1THICPUSEHE .
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Huawei Cloud EulerOS (HCE)
BFEr 10 RzIeESHEO

(AR

&R cgroup vIEKEEcpuFHET BIFHERFETF cpuFEF, WERICHXEEHE, HEZE
Mpreferred_cpus S FI FZRHITIEIZEEIRS .

£95RPR
1. FBEEIrootFBFPHURER, rootFIRFEERFRSINR, EERArootlF i TiE
{ERY, 1BSIRIRIREIS S TIRIE, BREMBREERRABTERZENK
& &preferred_cpusetfg, REHIEEREESEEAGREHIYENN I SEMEZ.

3. YBEEIEEpreferred CPUTLallowed CPURT{KEpelttaZiitE, 1msEH—IX,
FRrLASNR R ESRET, 25 EnZ i%Epreferred CPUZ}allowed CPU,
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FBFigr 11 XGPU HZ=HAK

XGPU =45

11.1 XGPU HE=HFARHLHAR

XGPUHZRAREATETAXEMGPUIFARITEZIRAR . XGPUBRSSAILIFREGPU
RR, SUWSIERHA—KER, NI SHILREES, REGPURRHEIRAY

AR RIS IR AN o
XGPU HEHARZE

XGPUBZ B fIR#ZIKEN A B s IEMEMRIGPUIRS , ERIEMREHRIRE FREER
MBEH, ARDFAGPUEHRIRE TISGFIERREERURIE. EaTLIBE&H<SH
(Bt E AR RRIEIGPUIRE o
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Huawei Cloud EulerOS (HCE)
FBFigr 11 XGPU HZ=HAK

11-1 XGPU HEH ARZEGE

GPU
XGPUEEHI{K CHANNEL
RE®EIR

NVidiatnTEaEzsh

T4/V100 GPU#E{F

Pt ®
o TR
MEERREANAMARE, PKGPURMNE DR, RFMIEtLHEES.
BEERZHOUSIFET, —MAINBAHAZTE—EKAIGPUR . XGPURIEHILILES

EIJZ i?,\;—ﬁkGPU , MsCI B HZ iR, hHGPU*U%+, REER)EE NS

o HREDERIR
XGPUSLHI THIEGPURIRIFERN S, S LURIEARLAIRIEECE
- XIHEREFHNENRNMERLYSD, SRILURERERESE.
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Huawei Cloud EulerOS (HCE)

5 =12

11 XGPU H=#K

11-2 GPU &iEHEC

- —— =7 - - —— - — - — —— 7~ — — — — — — — — — — — — —

SfFET

B

]

-  XGPUFRIBEEEFMAREENRE, RITESETRENTSE
REg . BTSRRI WBHERNYD, HEERNEDTMETFT4%.

FEEMF
AMUEBCtRERIDockerflContainerd TES T, MHAFEAKubernetesTIEST(,
1R{EEER

THRERFAINE, 12T TEERCUDAE,

11.2 ZEEFFEH XGPU

£YER PR

L% XGPU fg55
BRXGPURRSS BB RIARZ .

BTN RIMULR = ERAXGPURRSS

XGPUINRE{YFENvidia Tesla T4, V100, L2 E3i%,
HCERItZAR A /95102 LA ERRAS o

XGPUINgES $Fcuda 12.2.0512.8.0bR A

GPUSL{B 2 %2£535.54.03. 535.216.035570.86.15 R AHINVIDIAIRES ,
GPUSL{H 2 2:2£18.09.0-3008 E = kR AAddocker o

SZGPUBHUMEIZARRIIRSI, XGPURNE HIREINEE ERASLIAFER, BRIG=
BEREREAERE.

SZGPUREMMEIRARRIRE, BRANAREFRAES, Bidnvidia-smitgl THiS
MERISERBE DRI sE BT B rl BRIE N LR

HCUDARN FERZFEIEZERY, SEGPURLERIBE—/EBDUVMETRE ( FENvidia Tesla
T4 EXKAR3IMIB) , XD EFEBTEEFHEH, ~ZXGPURSER.

FAZRENERNIMEURIZIMEE B -RAE R RS ER .

XGPURREZ IR EREA T IHFLAUVMEI A RIS E7F, BNJEFECUDA API
cudaMallocManaged(), ESE8, B2 WUNVIDIAES X, iBEAEMSR
BRiEE%F, Fla0iEAcudaMalloc()Z,

(1] %83
o XGPUARIFRFHEFERUVMEILHRIEETF, FERAKGESEuvm_disableiZMiRA,
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Huawei Cloud EulerOS (HCE)

11 XGPU H=#5K

HEEFERBE AR5 I ERSZEMXGPUREIMUIRSS , BXRIFES WGPUEMML

XGPU [R5 {75l

FMOXGPUBRSS NGRS RN, ERILIERIESS
5|ZEALAIBEXGPURRSSIRISEIFIRF

F 11-1 ¥ XGPU IREHINET S

FHEENRRERE. S

METEZFR HYE3E | %88 ]
ﬂ
GPU_IDX Integer | IEERXFEANGPUE | IR FE—KEE:
o GPU_IDX=0
GPU_CONTAINER | Integer | &ERSATFERANET | ABRDEMERFA/N
_MEM K\, B MiB, $95120MiB:
GPU_CONTAINER_ME
M=5120
GPU_CONTAINER | Integer | isEEBEEHHPEES HAENES0%HIEH
_QUOTA_PERCEN ko bl
T SRS %RER | GPU_CONTAINER QU
X9, HESRNEHRE | OTA_PERCEN=50
F4%,
GPU_POLICY Integer | IEEGPUFERNENIRE | RESNEERIEAE
AOSREE o EEHAE:
e 0: Figasess, ApE | GPU-POLICY=T
HRE,
o 1: BEICEHRAE,
o 2: EIAE,
e 3: IBHEE.
o 4: NEISHAE.,
o 5: BRIAE,
e 6: WNESAE,
BHIRERIEROER
XGPUEHRERA
GPU_CONTAINER | Integer | I8 ERSEHIMER o SIS ImER DS
_PRIORITY o 0: (LR GPU_CONTAINER_PRI

NVIDIA Docker— 1A LUERAGPURIdocker, FFTE

caog

“En

fx#E NVIDIA GPU, T

ELAEFRNVIDIA DockerBIZRN S22 06, NMEXGPUBRSSAIERT X, EIEMLIN

To
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Huawei Cloud EulerOS (HCE)
BFEr

11 XGPU H=# K

& 11-2 HENL

28 75881 | &/822 54AR

GPU_IDX 0 0 BEEMITARFERE—KEFR.

GPU_CONTAINER | 50 30 HNBER19ESB0%NEH, IBEE2HE

_QUOTA_PERCEN 30%E /7,

T

GPU_CONTAINER | 5120 1024 FE2L15E5120MIBETR, IESE29

_MEM B2 1024MiBE1F.

GPU_POLICY 1 1 REF—KERFERABREENRESR
B,

GPU_CONTAINER |1 0 IEERRINSMERERE, Be2HK

_PRIORITY hecipasee

i=r K

docker run --rm -it --runtime=nvidia -e GPU_CONTAINER_QUOTA_PERCENT=50 -e

GPU_CONTAINER_MEM=5120 -e GPU_IDX=0 -e GPU_POLICY=1 -e GPU_CONTAINER_PRIORITY=1 --shm-

size 16g -v /mnt/:/mnt nvcr.io/nvidia/tensorrt:19.07-py3 bash

docker run --rm -it --runtime=nvidia -e GPU_CONTAINER_QUOTA_PERCENT=30 -e

GPU_CONTAINER_MEM=1024 -e GPU_IDX=0 -e GPU_POLICY=1 -e GPU_CONTAINER_PRIORITY=0 --shm-

size 16g -v /mnt/:/mnt nvcr.io/nvidia/tensorrt:19.07-py3 bash

&E procfs T

XGPURRSSIZITHI S 1E/proc/xgpu FERFEEIEIE /|\procfs
procfsTs REEFIECEXGPURSHEXER . TEN %procfs

1. WTLUATHRS, BEETRER.
ls /proc/xgpu/
0 container version uvm_disable

BHRABIRPIN TR

£ 11-3 BRASIRA

L, 1&:71«1‘ )0
S SR FiR

BHR Z5X | 7
i)
0 =5 XGPUBRSS = XS GPUSLAIFRRIE K E-RERR— I

=, HERBFFIERSBIR, FIa00.
I:Fl ﬁ '.-:HxJ.L (] ijﬁggilDngo

1. 20 236

container | iE5 XGPUBRSB & B TIEGPUSE AR BN BB E i —
THER.
version s XGPURIKRZ .
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Huawei Cloud EulerOS (HCE)
FBFigr 11 XGPU HZ=HA

Bx X5k | iR

i)
uvm_disa | 15 ERZHUVMHIAEXBIBER, EBNE, BAMER
ble 0,
o 1: ZH

2. PTLATa<, EEREKERMNABRAS.
ls /proc/xgpu/0/
max_inst meminfo policy quota utilization_line utilization_rate xgpu1 xgpu2

BHRABIRBIN TR

& 11-4 BRABIRP

B =53 | 1A
pic|
max_inst | iE5 BFRERSENRAHE, BUETEEN1~25, NERE
REETHER X,
meminfo | RiE IWWE-RSHETHNEFK/N,
policy Ed=] IBEGPUFERANENIRERIRES, EWAERNT,
e 0: I IRE&EH, BIRERE.,
o 1. EEENAE.
o 2: FIHRE.,
o 3: IEHAE,
o 4: NEIHAE.,
[ ] 5: Itbéiﬂgo
[ ] 6. *yiaalnr;o
IR E RIS RAIENXGPUERERS .
quota i BHENE,
utilization Fa=] BRI RIE N EHIKIZ
line LGPUERFIBRBITIREN, TARETLEHES
R, BNELBSEIND EHIELSE.
utilization | Risk GPUZE-RFI A==
_rate
xgpulndex | i85 BT LE-REIXgpuFBER.
Arfd, BFE15KERIIxgpuIxgpulFixgpu2

3. HfFATS, BEcontainerBRASR
ls /proc/xgpu/container/
9418 9582

HRABIRPIN TR
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Huawei Cloud EulerOS (HCE)
FBFigrE 11 XGPU HZ=HA

= 11-5 BRARIRAA

B EEk | e
Al
containerl | i£5 AEEMID,
D (EFAXGPUBIZZSEMIRHESEIIID, B SR R—
D,

4. B1TLATE<S, EFcontainerDERAS
ls /proc/xgpu/container/9418/
xgpul uvm_disable
ls /proc/xgpu/container/9582/
xgpu2 uvm_disable

HRABIRBIN TR

xF 11-6 BHRASIRA

B=® 5k | kA
il
xgpulndex | iE5 BFIEEEIXgpuFER.
KRBlR, BFEE9418/9xgpuaxgpul, BFEE
9582H9xgpuAxgpu2,
uvm_disa | 1E5 ERZAUVVMBIAXERBER, BRNE, RAERS
ble 0.
o 0: AEH
o 1: ZH

5 HATUAT®S, BEExgpulndexBRAR
ls /proc/xgpu/container/9418/xgpul/
meminfo priority quota

HRABIRIPIN TR

£ 11-7 BRASIRA

B=R E5 | A
ﬂ
meminf | JisE LtEXGPU R ECRIRAI M EF R/ NIHBIRIFATBAEFER/N,
0 4N3308MiB/5120MiB, 64% free, 55> E2 75120MiB, 3l
£64%0]{FMH .
priority | 1Z5 BFeERSNNER, BINMERO,
o 0: {EMLFEK
o 1: SFHK
ZEEATFRELBEL RSERDS, SMEAERBEATLUE
LRI RSN E
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PSR

OS (HCE)

11 XGPU H=#K

B E53E | ik
g!
quota | RiE LEXGPUDECHIE LB L.
%50, IEIEXGPUSEL Y B-R50%MIE .

T#Eprocfsh RBYFERE, ERILAEGPUSEAIHITar S TIIIRER R . EEINE
FiRME, REESSU TR

% 11-8 R=fAGHS

PN
AP

BR

echo 1 > /proc/xgpu/0/policy

(B E— K E-RAVAE RIS IINE
.

cat /proc/xgpu/container/$containerlD/
$xgpulndex/meminfo

BEEEERREGPUDEHNERFK
N,

cat /proc/xgpu/container/$containerID/
$xgpulndex/quota

EEIEEARExgpunEHIE IR
E o

cat /proc/xgpu/0/quota

BEF—KERELRRITBNES
*RE o

echo 20 > /proc/xgpu/0/max_inst

IREFEIKEREZSALIBIE201
Bl

echo 1 > /proc/xgpu/container/
$containerID/$xgpulndex/priority

REIEEAEEXgpuUItAER IS
o5k

echo 40 > /proc/xgpu/0/utilization_line

IREE KRB RRITERLREE S
[EHIK(2£5940%

echo 1 > /proc/xgpu/container/
$containerlD/uvm_disable

R EISEREEXgpuEZEAUVMIS
NEREEF

FHE XGPU RSZ
XGPURRSS RIS FHRAIA

1.

2.

KA THRIER .

docker ps -q | xargs -l {} docker stop {}

FeRxgputIRPMEL .
rpm -U hce_xgpu

E0% XGPU RS

1.

KA THRIER .

docker ps -q | xargs -l {} docker stop {}
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Huawei Cloud EulerOS (HCE)
FBFigr 11 XGPU HZ=HA

2. El#ExgpullIRPME,
rpm -e hce_xgpu
1Bid xgpu-smi T RSN

EAILAE@IIxgpu- smilaégxepugééﬂﬁffaéé%%, BIERRID. EHFEA. DS
R, EEEARSERERS

xgpu-smify =R E R FAR:

11-3 xgpu-smi BIEIERERMER

XGPU Version: 1.6

0% / 30% |
0% / 18% | oM / 6000M |

&a{ERxgpu-smi -hiz S EExgpu-smi LERIEEES.

& 11-4 xgpu-smi TERJEEENEE

]# xgpu-smi -h
b 1 pro des monitoring information about xgpu containers.
The data 15 presented in either a plain text or & json format, via stdout or a file.

Usage:
xgpu-smi [flags]
xgpu-smi [command]

containers and us
PU contalners' info

--contalner string 0

--filename string 1cg to a ﬁpElelEd 'Fﬂe r her than
, --gpu string filter the specific GPUS* info n
, --help help for xgpu-smi

--remote-runtime-endpoint string endpoint of remote runtime endpoint (default "unix:///var/run/containerd
Jcontainerd.sock”

Use "xgpu-smi [command] --help® for more information about a command.
1#

11.3 XGPU &1iAEREI

é’l@ﬁHXGPUHE%ﬁUEXGPUH?, XGPUIRS£IZIBRAARHE ( max_inst ) K
SERREMER (Xms) BFABRRNPEGPUE S, LI Bt2--BITNER,
ATmax_instbA208%1, N AERARREERIEIINEDEERAG

[FEERE (policy=0)

[REBEERRERNVIDIA GPUABIEDRESR . HRERERIETXGPURAXR
HMEFNRE.

SHSRRZ 01 (2025-08-26) WIS © AT BRABRAT 17



Huawei Cloud EulerOS (HCE)
FBFigr 11 XGPU H=ZHAR

11-5 [REAE

| K I I
sEEn : -- H H---:
| K N I
' | i '

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

EEEEE ( policy=1)
B8 AEERUEENENEL L IR EE N . Il ABR 1 IER2055
E25%F015%A9E 1, WTEMfR.

11-6 EEEHRAE

—_————— e e —— — —_——————————————

EFEn

- - S

F9EE ( policy=2)
S REERENAEEIERE /max instlI& . Umax_inst=20041, S S2EE
EIRTS1/max_inst, BI5%HIEH, WNTEFR.

1-7 FI9EE

- — — — — — 3 — - — = — — — — — — — — — — — —

EFgR

L=k

]

#HIEE (policy=3)

BHRAERTENEREERFBINIELE, XGPURRSENEHRTI AR B4
RENBHBTRENREEN TR, WBBRNREHEITAGPUIRE, NBkdE
BRI T— 1 E R . EFRREHSHNENRTERIRIEIRSE5EE.

SIASRRZN 01 (2025-08-26) WA © EARTERARBIRAF 118



Huawei Cloud EulerOS (HCE)
FBFigr 11 XGPU H=ZHAR

AbE=E1. 2. 3HBANCRENBE S EITH833.33%,

11-8 I HIAE

*********************************************************

| \
! || || | 1
FESE [ P a ET ==
! N ] I |
| II I‘ [ |
w | i X :
o } - I: = Il - Il = |
I I I |

‘ al I I

- 4w

EIO SR (policy=4)

NES HEERTZREB N ARSI TR S At EF . XGPURRSZEMNEHE
TIFHREE, BNRENENRTEEPEAENSE, NS EEDREIT— 0T
BE . FIa0RE2R1. 2. 3P89 E5%. 5%. 10%HIEH, MR, 2. 3935
1. 1. 29NE N8, BRRESsHNENRTERMEERS5RAE.,

APHIFERT. 2. SHANRENBESDEII25%. 25%. 50%.

11-9 (NEILHIAE

e T T e T B

SRR

BhER

BaEE (policy=5)

BARAERREKGPURSZIIREFRENSEHEFRERE , HHEHEFRERN
R HREMRREEES (policy=1) Z2—H, BREGFRENSSEHLZ=ZHEFR
ENRESEERIRINGPUE ., max_ inst=2073/41, 281, 2NEHEEFRES
22, HOBWEADBIH5%. 10%, BEE3. 4NBREFRENSE, NEE1. 295
ST, 20NEHETT, B3, AHEFR17NEAETT, o, YBRsR24igaiis
gﬁepuiﬁﬁﬂa‘, MZE=R1. 295581, ON&EHET, BFEE3. 4HERIRI191MES
JCo
ERABEET, RIEGPU_CONTAINER_QUOTA PERCENTEEHORXHNBRESE
BEHRE, GPU_CONTAINER_ QUOTA_PERCENTHOMIFIE B2 H=GPURITHE
AP

SIASRRZN 01 (2025-08-26) WA © EARTERARBIRAF 119



Huawei Cloud EulerOS (HCE)
FBFigr 11 XGPU H=HAR

11-10 B&EE

,,,,,,,,,,,,,,,

BHET

Lyt

EAEERBASISSMARER

NEFERE (policy=6)

NESRAERRRBEENARNELH AR ENER, REEIETNEIESE
FE. XGPURRSENENRETIFREE, BUNRENEHETRENELAENTE,
HEBRRSEHIEFTAGPUIRS, NS RAEIRE T— b8k . flaniassEl.
2. 3D ES%. 5%. 10%89E 1, MEE1. 2. 395G 1. 29M& 8T,
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BPiErm 12 HCE A9 REPO [ERc B 5kt &5%

1 2 HCE B9 REPO JRECES¥IG %=

HCEXXFRPMB A EIERY, HEEH T ERARENESREPOIZRAMIRGE N
HEH . Sa@iddnf/yumip SSEIERAREEIRINGEE, BiF%es. AR, B

=
=~JFo

B/ repo EEcE

BT R AR S5 B WSERIHCERRIAIR R, #E/etc/yum.repos.d/hce.repo3Z 4= ERIA
EcEETrepoi. LAHCE 2.0iRAJ941, HASIT:

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

HpEFREMT:

e name: XfrepoiRAIEIR

e baseurl: GEERTERIBRSSEEMUBIL, XiFhttp://( ftp://. file://=FH&= o
e enabled: EEEAZMGCE, 1F~EH, 0FT~ERH,

e gpgcheck: 2EHITopgRH, 1R REHRE, 0RRERRE,

o gpgkey: RIFREFAIMBLL, AT gpgiit.

A ER
Bz RIS R BRI RR . FAR~ERN, FEVEBIZUS .
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$£=7 repo JRHcE

HCE 2.0UN1REHEE =TFrepoiR, AR AT TECE ( LlopenEulerit XAYE&

BA)

1. 7£/etc/yum.repos.d/BER#iEopenEuler.repox 4 ( ZFREILIBEN , MHEHR
FELA.reposLE ) . fEAvim /etc/yum.repos.d/openEuler.reporn S i TiRiE o

2. BLEBGESZF, WopenEuler-everything, BEZWAE—, TIRIELIREHT
FEE,

3. FEgEnamei®Il, HMopenEuler everything repository, FRREENEMFEIR, 7]
RIEEIRE R TR

4. BEcEbaseurliIn, Itt4b79: https://repo.openeuler.org/openEuler-22.03-LTS/
everything/x86_64, FRIGBMIZHEEHREN, BA0]&E openEulergEXIi
repoiRtEE SR,
BcEgpgchecki®Il, F1FRUGLRAITIGEIHITIpgRE .
BcEenabledi%lf, 71FREHBiZrepoi&.

BcEgpgkeyikln, LtkAbJ9: https://repo.openeuler.org/openEuler-22.03-LTS/
everything/x86_64/RPM-GPG-KEY-openEuler, Frgpgiki&{FERANAHEEIR

Tz,
1RB8 FiA A%, BRIl LopenEuler update repojff, F2f2openEuler.repo3{433ERaN

T

[openEuler-everything]

name=openEuler everything repository
baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64/RPM-GPG-KEY-openEuler
[openEuler-update]

name=openEuler update repository
baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/update/x86_64/

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64/RPM-GPG-KEY-openEuler

ikl

AJLGBISE & RIpriorityFERIEHlIrepoilRRIMSEHK . UNIRMSTERHCERNAIR, AITE
hce.repoBc EHERAN L priority=1 ( MEM/IMLSERMS ) , AREE=TSRECESIN
LEpriority=2, HERELIREREITHZE.

AR
MREBAERMEE, AISERAFEREHRHCERSGFIRPME,

yum/dnf ERERGZ

HCE 1.1 FFByumas LTI EIEEXERE, HCE 2.0ER S FyumSdnfas
<. BRNRHSERXAGIUT:
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12 HCE BY REPO JRECE 5Hd-& i

Ihge

yumap$

dnfips

Nl

TR

yum install <3

He>

dnf install <&
%>

Z4Egec: yum install gec

ENEEREE

yum remove <3X

He>

dnf remove <&

He>

EMFgcc: yum remove gec

PR
RYER 4B

yum list
installed

dnf list
installed

FIEARSFABIIE: yum list

installed

NN LY

yum search <&

He>

dnf search <&

He>

fErepoiEH#¥ZRgcectd: yum

search gcc

'S
=g

=y

yum info <&
>

dnf info <#x{&
>

EifgcdRHEER: yum
info gcc
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CFSIEERS

CFS (RN FAESE ) RBMMEIBER TSI, MRT(EajiffiesstEEHZIB
XHIMTS . B, CFSAESRABGZRNAESRIMEES ‘Hiak” S, tFaes
FHuEAEX, E—AIAES% (FEREH CONFIG_SCHED_DEBUG ) 2:

/proc/sys/kernel/sched_min_granularity_ns

BTFHE, CFSAERASZIHIMERAEREANBEENUE “‘E” , W
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FAER: XEETERBIREMLERIT EHRRAEE, XFRS4LIE (SMP)
HIYEIMET TERNBE: AEYERBPIABESETINIIERNERE, W
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BEERERREA BB
IR, M\MmSHBFE
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FEHBER FTEEZER
BIHETHEEMEERE
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PY_MC, /proc/sys/ BB}
kernel/
machine_check_safe{& g
1IEFEIDSERE, XA
OXFTAERE, EHMESIN
Ex,
T RHNBEIERERICTEIRASITEDR 1P dbhk
HEREBEEIREMEZES LR, NZSWEIRIEERINEHIEEHERE
F, TEEMNEIEEFRE. AFTHRMEN EFE= T EMEED: RGN, X
FHEEPITENZEUREAYIRIPHELL
2 13-17 kernel.net_csum_debug 2158
2 iR BYE
kernel.net_csum_debug | BCEiZSHER1TFFELL | BRHAEO
Y5, JO0BTKIALEFE
ZEBHNFETFarmif
5,
AR
% 13-18 E£EHAES R
S iR g
kernel.sched_cluster EBERIEFEERIAE, 7 | HKAMET
ORYKIAERFRAE .
net 2#{

LA 2FrE 347 /proc/sys/netER FHISEL:

TCPEEFEFES
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2 13-19 net.ipv4.tcp_rx_skb_cache 2#{iAA

¥ R Ba

net.ipv4.tcp_rx_skb_cac | $=#|— 1 skbl9ENTCPE | BRIAMEO (FREA)

he BFER, XAseBmT
WEFL T EREIIMY

gt. XIEEBKAETCPE
EFNRSK LR ERK
1, RAESIEMREE
H.

RZ5 RS =S alE ]

2 13-20 netfilter.nf_namespace_change_enable 2#i5iEH

B2H fHR &
net.netfilter.nf_namesp | ANRILFEINIZE 0, WE | EAINEO
ace_change_enable VIR E B = E

B, SRTEARIER

1CN O

EEVHMESEREREHIHER

% 13-21 &8 VF SR B BitiHEEFF%
28 iR g

net.core.vf_attr_mask | FAFiEHnetlinkiEE &R | BAIAET
VFEERS (70 “ip
linkshow” #< ) 2EE
OEHNHES . BAME
1, BT BIIHER, 5
HXRF—H

B4l TCP SIL5HS

HCEOSRITCPIR N GG RIEEURERN, E55Min= FREIARKRIR, RS
ElLLF R iz I EHI TCPEERIZAIAES] , BIREHIZIHREIRE . RAERZR
. XEZEREE, LAAIERIZRAIEEIASFIIIE.
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X 13-22 TEH TCP BEHIRFFX
2% (i35 V]
net.ipvd.tcp_sock_retra | FBFISHIESITCPEIESE | BRIAEO
ns_policy_custom BRINBER B R, 0: X
EHITCPEERAEINGE
1: FEERITCPEERE
Ihge.
IPv6 repath HHZEHEER
ZDCNMEEFEEENZKRIR, MEEZDCNRMEREECMPA TS BRRED
MR, ENSEEIMARNA—HIBERT, KIBSHRGHFOTRERS
IPv6 Re-path7s @i inUAZEIG N SRS RLMM B R EIE, BAUSRE
it, PEEMATIE, RXHNSBAMNERERE, FEEERFEHTIRER, W
REE, WHITRe-pathil, HEEIIZHIRE, MMEHRMERE “Bl” .
2 13-23 IPv6 repath FAZEIRIERIZSEREE
2% ik V]
net.ipv6.tcp_repath_con | = RAHSERIHZEICIRE | BUESEE: [1-8192]
g_thresh B, EEEASEERBE | eii@E: 10
Z(ENHITHRES
net.ipv6.tcp_repath_ena | #F4FX ((EROFRRHE | BUESEE: {0,1}
bled jquﬁ‘é, ERRTIEE | gri0@E: o
BE
net.ipv6.tcp_repath_idle | IE=HATIEERVAERIR | BUESEE: [3-31]
_rehash_rounds B, EEERERRE | e@E: 3
IZENTHRES
net.ipv6.tcp_repath_reh | ITHiFE—MORNESL | BUETEE: [3-31]
ash_rounds R SAILEBIRIEIE, | mrinqE: 3
B S E N FI T ARG
=
net.ipv6.tcp_repath_tim | S AIFHNRAIRIIX | BUETEE: [1-10]
es_limit # ZRNE: 2
vm S#

AT ZFrES47E/proc/sys/vmB R RIS EL:
[BEAEEI
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% 13-24 FHAM O SEIRA

24

fEk

EYE

vm.cache_reclaim_s

cache_reclaim_sFfBFi&
EEEA AR FEIKAYEI
R, HERBEEMERE
ERT, B8
cache_reclaim_sfb[E]i

—UTWT?O

ZIAEO

vm.cache_reclaim_weig
ht

cache_reclaim_weight2
R EER R FRIEI
EF. SERERERE
[BIRT, BIREAIEIU
SLIBELA AT
=%
reclaim_amount =
cache_reclaim_weight *
SWAP_CLUSTER_MAX *
nr_cpus_node(nid)
o SWAP_CLUSTER_MAX
1£ include/linux/
swap.hFEN .

e nr_cpus_nodeFFFKEY
T anid_ERICPUEL
=,

ATF I A T ERAFIHL

&, WRAFEIWIESFE

AR, SBEZERETE

91T, MieJaEsZnRd

BB TAE

BIAMET

vm.cache_reclaim_enab
le

cache_reclaim_enablefH
FEREREEENE
Bl IhEE

BOAMET

WEEF LR

2 13-25 cache_limit_mbytes 2#i5i0H

2%

A

N

vm.cache_limit_mbytes

cache_limit_mbytesFH7F
REREEFH LR (LA
JKFTHAHEN) . WNRRA
HEFEIIRS, $=
EHREI I ER

BAIAMEO

EAHEMEAR /NIRRT
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2K 13-26 percpu_max_batchsize 2#iAA

28 iR B8

vm.percpu_max_batchsi | It BHATEEEIXE | ¢ TANEZEN (64 *

ze FhENCPURIR AL IR 1024) / PAGE_SIZE,
pNAN =Y ves A

o AXERFIH (512~
1024) / PAGE_SIZE,

o H/MERFIIY (64 *
1024) / PAGE_SIZE,

NEEALLH

2 13-27 percpu_pagelist_fraction 2#5AA
2% R V]
vm.percpu_pagelist_fra | LtSHENTEIMXIEF | BIAEO
ction RENCPUTRESIERDED

T EAIERKLLA (=K
fzfRigIpcp->high ) »

LHERIESR/REI8, XE
RETE IR
per_cpu_pagelist, A5
FoEcEEE X1 1/889
A, WEBNEF A
A9EANCPU @Y. B
FPrILIEE— 1 #FE, 6l
an100, LMESEACPU
REYERSEEN XA
1/100,

B/ CPURMEIZRAIHLAL
BEtRSEER, 188
53 pcp->high/4 , #LALIE
A9_EBRJ9 (PAGE_SHIFT *
8) .

IIEERE . RZERED
HASERLERRES
ANCPUTREISIZERRIS KL
%, MNRAFBISAILL

%sctl, eERERIZAT

RFLIER DRI
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2 13-28 memcg_qgos_enable 2#iAA
2% fEiA Ba

vm.memcg_qos_enable | ZiSHABREMLLERS | BHAMEO
JAFE, ORNFRIANFE,
RERFBFE,

mmap/IIEAIRERIELEEIHE

2 13-29 mmap_rnd_mask 24588
2H iR Y&

vm.mmap_rnd_mask ZSHALUEmMmapiig; | BHAENull
RO ERS L bitE
B0, LAtE3zHEImmaphng:

BYEEIAB I EEE
AREE
7+ 13-30 KNEESHIRA
2¥ ()5 EYg
vm.hugepage_mig_noal | move_pagesiEFKIRM— | BHAEO
loc NUMA NODEF#$3I5

—/1*NUMA NODE, #HB
#RNUMA NODE_EHI=T
gﬁﬁiﬁﬁiiﬂi, RiES
hugepage_mig_noalloc
AMERERSHRIBHAIA
W, ERRASHISHHAY
AR, MeEETEHE

M. ERORNSEBR

NUMA NODE _EERiE#HfY
KR, HREBBIETZAIK

T,
vm.hugepage_nocache_ | X86Z2#J, move_pages | ZKIAEO
copy IFREATRZIAEPRT RIAY

NUMA NODERY, 1RiEZ

”

hugepage_nocache_cop
YyRIBERERFEN S,
EA1BIRERNTHE
SHITAFENR, EJ9087
2fERRENMovIESH
ITREFENL,
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2% ik VL]
vm.hugepage_pmem_al | TEAEPIIRZAINUMA ZINMEO
locall NODE_EHiIEXRAY, 1R

EEH

hugepage_pmem_alloc
alliYERER A KINiH
1TEERE . {B/90BF 71T
IR NI ANHEZIIRN
ok&aYEH . BT
PR FTERYR] BRTFERE
BAKRA,

vmemmapRlREEKR

2 13-31 vmemmap_block_from_dram £#§ii<A8
2 iR BYE

vm.vmemmap_block_fr | FFAEPRIRFEUEEIRSE | BHAEO
om_dram NUMA NODERHY, RiE
S8
vmemmap_block_from_
dramfY{EREMAEP_LER
BAvmemmapBIAFAY
kiR, [BA18FSMDRAM
FRERIS . {[EA0RTIEFEMNIT
MNHIAEPHERIE,

RFEH
2 13-32 swap_madvised_only 2#i5iEH
2% ik VL]
vm.swap_madvised_onl | BIFERF*. & FRINEO
y swap_madvised_only{&
MEFIABAEFER. &
ROXRTZKARNFER.
QemuiAE it
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& 13-33 enable_hotreplace 2#AA

ZINBE SIS RNV B A T
AYTER M HRIEFH R Qemu
ARA, (ZZHFEHOStOSEK
FEANT RIS ER,
GuestOSIZEAT I
=B

XIFBE: 0/1.

2% R &
vm.enable_hotreplace | {FEEQemuiEifiae FRAEO ( AfERE)

BRENET

IR EREMENEFNSE, slab allocation2—FHRFEIRNEI,

TIIRTES

RIZAVEUENIR, IR REFRRIRS RSt (EMEHENHTT, sllbijgis
HRAXEREF. Baidrop_slabsBMEFLUAZIEINEN AT ARFRIBE.

X 13-34 B ENEEFSHRH

2%

i

g

vm.drop_slabs

HEROFRTKBIE, HE
M ERTEDFERIE

EESBEN0,1}, BUAMEDS
1

vm.drop_slabs_limit

FUkR, BEHKNZE
RE/DEHIRslabsBF
BE, XER TR EIE
13 Zslabsii<AdiEl & B
CPURYIE o

EVESBREI[0, 12] AIRYEE
#, BAMERT

zram FE4ESZHF cgroup [RE

AEFHEELImemcgS5zramig & 2 BIRV4IE, ZHFEEmMemcgfERIEEzramig s, #
Bzrami& B {ERIIAEMNZEN BN EFILEL .
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% 13-35 45X

2H

1953

EE

vm.memcg_swap_qos_e
nable

AEn SO, BIAR0X
AEE, EizEOmAN 1S
FEFrBEmemcghy
memory.swapfileiZ&H
all, MzEOBMN20TE
KRB memcgly
memory.swapfileiRE
none, HEOE1,2
B, EEESUZO/E,
?EE?E#%%D%OEEE%

EEEE: {0, 1, 2}
ZOME: O

XIFRALR swap, EHIEBRTAEEL

HXAZBIEBswappinessBtE 0T, HFAEZE—EAFASIREERR ., WiH
swap_extensionFfx, BFXiFEBswap, EHIEZRAEL

2 13-36 vm.swap_extension 2#5iHH

2 iR BYE
vm.swap_extension BF*AEeBswap, &% | BUESEE: {0, 1, 2, 3}
ER/RAHL

swap_extensionig &
1, XAEBEEARE,
EREZ AR SHIE
&, BRIEHEENEAR
madvisef$EEswapZidl,
cgroupRATIHIZEEZ AL
RSN o
swap_extensioniZ &7
2, &fEswap=SaA5ehd
i&=swapcache, ItkIhRE
S5XRSHTX
swap_extensioniZ &
3.; =[ERJ{ERETNRE1 R
BE2,

KINE: O

RIZIKESE

MAERARAS 01 (2025-08-26)
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2% 13-37 vm.lowmem_reserve_dma_ratio &1 E8

28 iR g
vm.lowmem_reserve_d | IR GEEIGFPIrE | BOAEO
ma_ratio B P FED BChYsE S IUED

FRZE (21GFP_DMA
£), BB4H
ZONE_HIGHMEMfR%E
AERY, ATANEIRAZAY
ZONE_NORMALAH 4R,
ZONE_NORMALFRHEA
ERS, AT NERZAY
ZONE_DMA32h 4 EE, X
B “IRf1” 2iszoney
YIIEAFAIMBIEE N, X
BB ‘A8 RN
BIzoneI=RHNEFRTF T
RIXAFHDBANERK
I BRT Ex= 1Ay
ZONE_HIGHMEM, Hfth
zonestfe ALt EE S
AYzoneEBHKI D H—FHIW
FENTE, XEPDHEF
HWIRME “lowmem
reserve” . HBIBGAEA
“DMA/normal/
HighMem: 256 320" ,

U =Zpage,

ocomZEHETE

ARLERT, HBMNELEoomEAENIHMEARERILHIE, S BNEEF LIRS
4, BESANA crashRENITIRA,

2= 13-38 vm.enable_oom_killer 2#58A

2 iR g
vm.enable_oom_killer | {ER1RFBIZIFE, EH | BRIAMEO
OB K IAILLAEE
A7F UCE HFERE FiRk

{EBEFUCERERE EIRIRSS /S, ERFUCERIERER, REEASREBRKIES
B, BEEANSESHREEESERLRIRS, ZRITARNFUCEHIESHIIERE
KEILLEZEHTEENAE, WMt AFUCESIE(S B SCrY AN8EN
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% 13-39 WiZATF UCE & _LiReeHFFX
2 iR BYE
vm.uce_handle event e | EF{FEERZAFEUCERTL | BMIAEO
nable fE 3R, OFRAMERE, JE
0~ ERE
ZAF M (N FEarmIfE
mce 2%
VAN 2ATE S 47E/proc/sys/mce R RIS
UCEHHIE R
& 13-40 mce_kernel_recover 2#{i5iAH
2 R BE
mce.mce_kernel_recove | HiZUCEH$IIERINGE EANERT
r *x, [BA1FRRUCENFILE
sRINAEt FFEEIRE
AnE
echo 0 > /proc/sys/mce/
mce_kernel_recover
KA
debug 2%

LA T EREX41E/proc/sys/debug B R FHISE:

RAEREEN

LLinuxRtz &L Oopsht, £EEHAZIdietiEEpaniciiies, WAtSIERE s
EAEIdie@XNsER panicBAIEEAYEIEREL, HEHEAREPFEFESHIZAEOpsEY
SEN, AZEBEXHNOopstiE, MEEOopsiieFEXERZEIRRENRS, X
FZ4Oops, IXPHERZRL 7 HRERIOOps, ToixEH Oopsints, RS,

ATERRFUEUME, BeUEN, SINRRREENESE, EREFEMY
panic/diel@XN5EP HIEREOopsHFEAT, ITENFEIRBAEF M TcrashiiZEU RS

xR 13-41 ZRBRESEIRA

24

10

B8

debug.nest_oops_enhan
ce

paniciBXIEEAIEREOops
g,

BIANMERT (FFB)

debug.nest_panic_enha
nce

die@BF15EA9#REOopsiS
sBiE .

BANERT (FB)

MAERARAS 01 (2025-08-26)
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1 4 HCE EH R FRNSEREA

nohz

mitigations

HCEfE#&CentOS 8FARIDEFIRFRNSH, BMRIANBAIENT.

ELiNuXAI#Z2.6 1 7hRAZ R, LinuxRZAEACPUIRE—NEEAEAIAT Rl
LinuxPI4ZR BIX RN E—LETERTESS, EERES . XESEFECPUREE
TERTEEAIRHER, tBEBRSAITEFRT, SHEEIRIRE . LinuxlWiZ2.6.17RAS|INT
%nq?:'l]ziﬂr&ﬁﬂ, PR LA e AR RTAYRT BT dREE, FECPUSSIHRYIE R N b AN ERIAT
W o

nohzINBEXICPURIBEREBTRAVER , (B REINEMSAARIF, ESD I Sin=s
THEnohzE SR TR, ELERINERIAXFnohzIhEE, HLUBISERARBINESE
iR Iinohz=of fHER R FMNMXAZINEE

A R

nohzINBEEES D45k IAS TXIEREBTIRIER, BlINZ N EIERRTFH A&1EEY/proc/
cpuinfol9iz= .

2018018, &FkProject ZeroAHIMXIESEFELR L IRHESpectre5Meltdown, X
HERRLFERHSKELEREIESE (BiEIntel. AMD, ARMESHZET ) . B
&, SFELnuxERNERBMERSEESREEHT THEMAYREEE, mitigationsEN2
ZHEIXLECPURIRIEE RB B X

BT REF LIRSS AT ( Speculative Execution ) ARELF#1T ( Out-
of-order Execution ) 4Ftf, MXEA4FMEITFICAMERRAOMEEIRTH BB AT efRAYE
. FitFECPURRIEESE—EIMRE T, ERLRIGAS TR TEESE
1350%, HERHEEN G EZREEEBRAIRARBIOM, FLENIKIAXA
mitigationsIigg, AILABIEIERSABNSE P IRIImitigations=offHEFRFZMMX
FZINEE
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cstate

HCE2.0M 241 2k ATz #Fintel GNRIRSZZECIKESEEN, FFBRARSESHNTEEE
o, ENIIRIZEEEEES TR, 1ZIEEABIOSENANIRE, FAFRE I cpupower
idle-info BEREHRBURT, REEEWNTE:

[ _ i
CPUidle driver: intel idle
CPUidle governor: menu
analyzing CPU 0O:

“1# cpupower idle-info

Number of idle states: 3

Available idle states: POLL C1 C1E
POLL:

Flags/Description: CPUIDLE CORE POLL IDLE
Latency: ©

Usage: 27

Duration: 163

Cl:

Flags/Description: MWAIT 0x00
Latency: 1

Usage: 66

Duration: 11541

ClE:

Flags/Description: MWAIT 0x01
Latency: 4

Usage: 1323:

Duration: 63065904

HrAiNumber of idle statesFRRZIFAICIKSELE, Available idle statesFzR>ZIFIE
KRS, BEIEANo idle statesHIFRRAFBCIRES . EEMBEERRSHET, &
iBidcpupower idle-set --disable level(level HCIRZESES, 0FNumber of idle
states - 1, WXAFIEZLEERBHE)E SNSRI
intel_idle.max_cstate=0(EERB4E) KEFRS.
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BPiErm 15 W-KEdp
EEo
-REEAp g
BIS
ERHBNRAHRIER % (4Fedora 13, Ubuntu 15, CentOS 6 EERARA ) &, ML
EOSBE A "eth0, ethl. eth2Z, LinuxRiZEBIZH S EERIZRFZR5 | IMERiE
A9 BLBIR. ERAWIAKE, NZSRIERS|INFEANEZREDEETR, Fliletho
REZZZAHENRIBIE—PDLAKMIZEO . RN T ESMIMNSZIEL, REBR
NP EINFUARBERE, BARARERERETESIZARBHINRFIEN
NTERX—EFES MR FI R I —2E, BMELinux&1ThREA T —X
HIMERIREFRRINE, HEZudeviRBEIERERELIIX—IE. udevisZiHman
=, RWABRT, SREEGHER. GIMEEMKSIRVE D ECMEZZONZTR,
REFHIN-RIREEaRRSZHsystemd-udevdi2 sz 1, LIBRMNEIZEZIRAI—
HIEFIRRENE o
— MR RN
WEAEN: REXRE + 18BUE,
REFF,ER:
e en: LKW
o wl: T&BiEM
o ww: & EMN
REMNE
x& 15-1 —HHIINEGRMUESMNES NE
=5 aX
o<on-board_index_number> FtbiosHERIM
s<hot_plug_slot_index_number>[f<func | F#rbiosPJEHRIPCI-EME
tion>][d<device_id>]
x<MAC> MACHb1E
p<bus>s<slot>[f<function>] PCI-E¥fxZ &
[d<device_id>]
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=52 aX

P<domain_number>]p<bus>s<slot>[f<f | USB}J-&
unction>] [u<usb_port>][.][c<config>]
[i<interface>]

MREETE
FNBEANBN-REBETTE. LiGensSEXHeth0Ffl.

SE1 EW-REEN .

o UNEM-FHIBECE {4 /etc/sysconfig/network-scripts/ifcfg-ens5iz1E, BRECEN
fHifcfg-ens5E @ Aifcfg-ethO:
mv /etc/sysconfig/network-scripts/ifcfg-ens5 /etc/sysconfig/network-scripts/ifcfg-ethO

fmigifcfg-ethOBCESE, ENAMEFIDEVICESHHYBEEX IFM-KZeth0,

o WNERM-FHIBLE S/ etc/sysconfig/network-scripts/ifcfg-ens5ANFE, 15E1ED

$EFLE {4 /etc/sysconfig/network-scripts/ifcfg-eth0, FHFEMMUUTRES:
DEFROUTE=yes

BOOTPROTO=dhcp

NAME=eth0

DEVICE=eth0

ONBOOT=yes

2 (B GRUBECE

“mtg/etc/default/grub, #FDNnet.ifnames=0 biosdevname=0%|

GRUB_CMDLINE_LINUXIRH , {Ee45Emkfa, HUTIA T o< EFINEGRUBECE:
grub2-mkconfig -o /boot/grub2/grub.cfg

TE3 CUBIFARNSIE,
7£/etc/udev/rules.d/FElEE70-persistent-net.rulesX &, FRIMLATRUAZE:

SUBSYSTEM=="net", ACTION=="add", DRIVERS=="?*" ATTR{address}=="xx:xx:xx:xx:xx:xx", NAME="eth0"

TR ERTR.

TR

Ite5h, FAPBATLABSHATLA TR RIENM-REZMR, HUTHIARE, REBERBAE
E‘jﬁ;ﬁﬁggg;ﬁ%ﬁ*ﬂﬂ%&% RIM-RER. STRIRIEE, EFMREMRSE, N-REHRERS
) %ﬁ M N o

#!/bin/bash

function check_networkcard() {
while true; do
echo "ERMAEEXHIM-TZFR (HIR0: ens33) : "
read interface_name
if [[ -z "$interface_name" ]]; then
echo "BIAFEERZ, BEFEMAN"
continue
fi
ifconfig -a | grep -q "$interface_name"
if [ $? -eq 0 ]1; then
break
else
echo "M $interface_name F~1Z7E, HEE=HIMA"
fi
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done
}
function modify_grub() {
sed -i 's/resume/net.ifnames=0 biosdevname=0 &/' /etc/sysconfig/grub
grub2-mkconfig -o /boot/grub2/grub.cf
}
function modify_adaptername() {
while true; do
echo "IERINEXEHIM-TEFR (FIE0: etho) : "
read new_interface_name
if [[ -z "$new_interface_name" ]]; then
echo "BIAFBERZ, BEHBMAN"
continue
else
break
fi
done
cd /etc/sysconfig/network-scripts/
if [[ -e ifcfg-$interface_name ]]; then
mv ifcfg-$interface_name ifcfg-$new_interface_name
sed -i "s/$interface_name/$new_interface_name/g" ifcfg-$new_interface_name
else
sudo cat <<EOF >/etc/sysconfig/network-scripts/ifcfg-$new_interface_name
DEFROUTE=yes
BOOTPROTO=dhcp
NAME="$new_interface_name"
DEVICE="$new_interface_name"
ONBOOQOT=yes
EOF
fi
}
function reload_network() {
mac=$(ip link show $interface_name | awk '/ether/{print $2}')
echo "SUBSYSTEM==\"net\", ACTION==\"add\", DRIVERS==\"?*\", ATTR{address}==\"$mac\", NAME=
\"$new_interface_name\"" >> /etc/udev/rules.d/70-persistent-net.rules
}
function clear_variable() {
unset interface_name
unset interface_cardname
unset mac
}
function main() {
check_networkcard
modify_adaptername
modify_grub
reload_network
clear_variable
echo "M-REFKMELSTR, B{EMrebootiiSHE R REEL"
}

main
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BFiEr 16 BEAXRTUEXIEMN G

1 6 ER KRB S

16.1 #Hix

iEBHKTA ( Transparent Huge Pages, EFRTHP ) RLinuxPIZRHIN—ILLNES
B4 EeRIH o

CEEHKIARI4KB/NR, EHEFHNERTEMSHARKKIR (BEAN
2MB) , LU TREIREE . I2HTLB ( Translation Lookaside Buffer, % ) dph
, NMEEARFROFE, MERFREAMLEE.

16.2 \AXEE

ThReFFX
THPRINREFF KIZH R R BB RIERATINRE .
BCERKIS
/sys/kernel/mm/transparent_hugepage/enabled
SHNETSEA:
always: FTEEENAEFESECEBROIAEERAKXI.
madvise: {XSAFEFEIEIImadvise() RFEBFIBEXRES A ERKRR.
never: HIREMAEPKR.

B REIE

AFARDEESEEEAIYIBAEX, KITEETHRSETFERZSENENS
HNEER . BHEEIE (defragmentation ) RiERZBIREIREFRSHETH
R, MR BB KINEEX AT ARSE. HHREER s SMERFILER
7, BRIREREHITRT

ECEIRE

/sys/kernel/mm/transparent_hugepage/defrag

SRR
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e always: YHEIRIERASSNZBIBRAEESEXAR, nJagr=Easmhmad
78

o defer: HEIZEASES, BREBEBEEREERESWIT,

e madvise: {EHXIELIAAmMadvise ()1ERIINFXIGHTEEIE,

o deferrmadvise: HRILIEAEFR, BRBERERES, (EXIBHBERERKR
RIRE,

e never: TEAREIERE, ELEEESEAR, WEIRINK,

S =N=RaRs7:3
khugepaged2WiZFHEELE, EHITHESNEFX, SAENIKBRENEGFH
F2MBRIKT

BXEENHERUT,

/sys/kernel/mm/transparent_hugepage/khugepaged/

KgEcEN

o defrag: INEEFFX, OlERIBCEIRUIT:
- 1: fifkhugepaged EFHEIBRTEE o
- 0: XxHkhugepaged EENEIBRTFRE B THRE

e alloc_sleep_millisecs: Z|idiaElfg ( Bf: =7 ) , AP ECATIEMEAT,
khugepaged F—XEik S ECHINIZEFATE), ZXIAMEFI60000,

e pages_to_scan: 3#HIEL, khugepagedEXIGEEFIAHHRITIEL, FINMEDT

4096,

e scan_sleep_millisecs: fHEE (Rfz: 28 ) , BFATESHRMENER, BA
{87910000,

MARLE

SNAVSSISIEREURR, FIESNAIINEENR, sXAkhugepagedEEIEIIRE

16.3 Ela=SREIEN

HWEICE: BRWSIZE
Fiamadviset®z, (RIEFERSIAFERKR:

echo madvise > /sys/kernel/mm/transparent_hugepage/enabled

AFEIE[FEHdefer+rmadvise, FEEEHBENETERIBEK:

echo defer+madvise > /sys/kernel/mm/transparent_hugepage/defrag

R e el AR SRR SS
HIREEAIMYSQL. PostgreSQL. RedisxiMAERITNENE:, FENKHITHP:

echo never > /sys/kernel/mm/transparent_hugepage/enabled

FTRAKE, AIEENSEFIIN:
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sudo grubby --args="transparent_hugepage=never" --update-kernel="/boot/vmlinuz-$(uname -r)" sudo
reboot

1= khugepaged JEERE

WNR R FFkhugepaged<FFHFZERICPUERRKERT, TJLAZELATEERFRK
khugepaged<FiF#IZBRE .

F&{kkhugepagedi STz

echo 30000 > /sys/kernel/mm/transparent_hugepage/khugepaged/scan_sleep_millisecs
1AM B R MUSRIEIH B |

echo 120000 > /sys/kernel/mm/transparent_hugepage/khugepaged/alloc_sleep_millisecs
D EIRIE L

echo 2048 > /sys/kernel/mm/transparent_hugepage/khugepaged/pages_to_scan
ZMkhugepaged BZhZIETNAL (ANMASEEE ) ¢

echo 0 > /sys/kernel/mm/transparent_hugepage/khugepaged/defrag

16.4 &F& THP BY(EAER

BETHPEEFERER:

cat /proc/meminfo | grep AnonHugePages
REENIEERRREA LRI EEPBPATER.
BERSEHERSBERTHP:

cat /proc/<PID>/smaps | grep AnonHugePages

FE<PID>ERNLIRHIES, ITERZAEPLAFRIEEERAR,
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FARiERs 17 NetworkManager R R FERIES

1 7 NetworkManager B! (ERIES

NetworkManager i%&841 48

NetworkManger{EAnetworkf9E X5, INEEERK, EFTiRosHRERERZLL
NetworkManagerfEAER. a3k, networkiRSEESAPLARRSITHIFaNED
BRFF, mNetworkManagerllEiESEBREFNHEERMNEEMEZERZIER.
FERZBHLinuxA1ThR*, NetworkManagerE AEIARIMEEIETE,

A EE
NetworkManagerfInetworkA~m] G {#FEHH -

NetworkManager {EFIES
o BEHZENetworkManagerfREZIRE:

systemctl status NetworkManager

e X[FNetworkManagerfg55ap<:
systemctl stop NetworkManager

e ESNetworkManagerfg5Zam<:
systemctl restart NetworkManager
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