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B

R 4-1 STHFRBMTERY x86 AR BK
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%

REER A

BRRERSE

HCE

64bit: Huawei Cloud EulerOS: 1.1

Huawei Cloud EulerOS 2.0
FRAERR 6441

EulerOS

64bit: EulerOS:
2.10/2.9/2.8/2.5/2.3/2.2

Huawei Cloud EulerQOS 2.0
FrifERR 6413

CentOS

64bit: CentOS 7:

7.9/7.8/7.7/7.6/7.5/7.4/7.3/7.2/71]7.

0
64bit: CentOS 8: 8.3/8.2/8.1/8.0

Huawei Cloud EulerOS 2.0
FrERR 6444

64bit: CentOS 7: 7.9/7.6

Huawei Cloud EulerOS 1.1
CentOSFEBIR
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& 4-2 IFRBHTERT Arm RHIRE

oJSZ&‘ﬁ% RIRER R BfME(ER S

]

EulerOS 64bit: EulerOS: 2.10/2.9/2.8 Huawei Cloud EulerOS 2.0
VRERR 6442 ArmhR

4.1.2 29REH

o HTFx2hce-cal BZELBIIIMRRESIN, FENEWSIMEFIEIT. x2hce-
ca LESTIFEHCE 2.0f1CentOSHURER ST R E(EA

o x2hce-caTEFHHHISTHRE Ajar. py. pyc. bin. sh. rpm. ko, H,
DSBS IC. C++. JavaFlPythoniB=SHIrpmi&TCITi

o x2hce-caTBAZIFOIZR, ESREHRMIESTE/opt/x2hce-ca/BFRE TFr=4EikEBX
%, AFEZWTEBXER. SERRIESBERNT

o  ZREHE{TX2hce-caLENRFSEHERIUTENA

& 4-3 1517 x2hce-ca TERNRIERFSHEK

2R oLl

28t x86_64

CPU Wiz LA £

<3 RE=RANEFEKRSGBRLLE
1EE 20GBRLALE

4.1.3 Z3E x2hce-ca

1. HiArepolRECEIEE .

B EEIARY/etc/yum.repos.d/hce.repofe EXHHSEEEIEH, EMHRIEE
LI

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

2. Z&Ex2hce-ca,

1Bidyum install -y x2hce-ca-hce.x86_64m<S LR T B, RR=MG, EME
4-4,
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* 4-4 HFEXBRYIE
Bz 588
Jvar/log/x2hce-ca ERTEREENER.
Jvar/log/aparser FEEW SRS BEHNBER.
Jopt/x2hce-ca/output RERANBEER
Jopt/x2hce-ca/scan FREN RS ENENERE R,
Jetc/x2hce-ca/config FRERSECENHIBE R,
/etc/x2hce-ca/database_2.0.0.630 EFEUEESERIE R .
Jusr/local/x2hce-ca R X FIERR o
Jusr/local/x2hce-python-3 TEHBHpythonZERF

3. ERERERZIEHITHSalias x2hce-ca="x2hce_python3 /usr/local/x2hce-
ca/x2hce-ca.pyc”, {#x2hce-cafmpSHER.

4.1.4 RS

BT
%2hce—caIEi%ﬂﬂEPE’MfF@ETE’ET:‘EE , BRI EE BRI ARG
o REREFRFLBIHSINBREE.
o HPEREFRALEITSSITERTHEENAREGE.
BIFE R
1. ERINBERIIET oot AR THITTEER.
2. [ERWTFa<SHREERITRE DM,

x2hce-ca scan <option> [-0s_name /EZE#7%5# [-target_os_name iR Z5#
(ALY
{EARALATa<$ i8I avaBi R A :

java -version
o EBIFNIER LER%)aval 8.0, NEEHAITHELERME.
o HBEIMIZR ERZHEaval.8.00Y, IRIBEMERANTRALCIELXBAR .
o B{ERGAEHCE 200, SEMZEHERavalki: java-1.8.0-openjdk-devel,
java-1.8.0-openjdk#java-1.8.0-openjdk-headless .
o IBMERHRRHCE 200, SHIUREESIDTIEHREN avalkit. BERTIU
TaSBITRE.
yum -y install java-1.8.0-openjdk-devel

o EHBRIFHEE LEFEMET1.8.0iRANavahRARS, AFRZEHTLA TS FNgEavaZil
hRA91.8.0,

update-alternatives --config java
<option>BII &
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4 BETE

Dir_Name/App_Name, 8B PRARKEE .
PAX86FNArmIEIER F LT S5

3/ mnt/IR12 RN AR 4B NetworkManager-1.18.8-1.el7.x86_64.rpm
(x86)

x2hce-ca scan /mnt/NetworkManager-1.18.8-1.el7.x86_64.rpm -os_name centos7.9 -
target_os_name hce2.0

134 /mnt /IR TR B4+ B NetworkManager-1.18.8-1.el7.aarch64.rpm
(Arm)

x2hce-ca scan /mnt/NetworkManager-1.18.8-1.el7.aarch64.rpm -os_name
EulerOSV2.0SP8arm -target_os_name hce2.0arm -arch aarch64

Dir_Name1/App_Name1 Dir_Name2/App_Name2, FHEZS NG,
LAXBOIERIER F LT Saf5l:

134 /opt/x2hce-ca/scan/E&1E FRIN FIERI4E
grep-3.4-0.h3.r3.eulerosv2r9.x86_64.rpm#/opt/x2hce-ca/scan/rpm/i&E T
AR FBER4Egroff-1.22.4-5.h1.eulerosv2r9.x86_64.rpm ( x86 )

x2hce-ca scan /opt/x2hce-ca/scan/grep-3.4-0.h3.r3.eulerosv2r9.x86_64.rpm /opt/x2hce-ca/
scan/rpm/groff-1.22.4-5.h1.eulerosv2r9.x86_64.rpm -os_name centos7.9 -target_os_name
hce2.0

(RARTY::
Hrh-archf92tAE9x86_64

-b Dir_Name, HiHEBENBRTIRENAE.
flgn, fAiEdirectory1 BRTEIFFERNAE .

x2hce-ca scan -b directory1 -os_name centos7.9 -target_os_name hce2.0

-b Dir_Name1 Dir_Name2, 2P BERTEIFMEMNAEL.
fBlgn, fAtEdirectory1Fdirectory2 BR TFHIFRFENEE .

x2hce-ca scan -b directory1 directory2 -os_name centos7.9 -target_os_name hce2.0

(MERTY::
ENENTBRTHERBI 750X, BXHRA/NFEIT00M, TZREREE
FEESHITENE.

-l rpm_Name, A MZZAVERIF
{yuyug EHﬁOpenSSlo

x2hce-ca scan -l openssl -0s_name centos7.9 -target_os_name hce2.0

-l rpm_Name, @SN AHZLRAVRIE
%N, $JiGopensshilopenssl,

x2hce-ca scan -l openssl,openssh -0s_name centos7.9 -target_os_name hce2.0

MERE
B HUTIFCentOSIRIER S .
£ 28 | RN

it

-0s_name | String | EIRER%,

EESE, BHASHHcentos79,

FIaNIZE 9-0s_name centos8.2, FEEIEBIRIER S
J3CentOS 8.2,
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e S | B

- String BirERR
target os_n AliESE, HIASEIhce2.0,

ame BN & 3-target_os_name hcel.1, 18iERBIRE
EZ& % IHuawei Cloud EulerOS 1.1,

3. ZERSH.
LAFE/tmp/x2hce-ca_testBR TFHI=1"RPMEB %I, asSHITREEWN T

o

[x2hce_ca@localhost ~]$ x2hce_ca scan -b /tmp/x2hce_ca_test/ -os_name centos7.9 -target_os_name hcel.l

2022-08-31 04: :1001 - INFO - Log save directory: /var/log/x2hce_ca

2022-08-31 , - INFO - x2hce_ca scan /tmp/x2hce_ca_test/ -os_name centos7.9 -target_os_name hcel.l -arch x86_64 -b
Start analyse /tmp/x2hce_ca_test/qt-4.8.7-8.e17.x86_64.rpm

2022-08-31 - INFO -
2022-08-31 - INFO - Start scanning Jar Package...
2022-08-31 , - INFO - No jars found

2022-08-31 - INFO - Start analyse /tmp/x2hce_ca_test/texinfo-5.1-5.el7.x86_64.rpm

2022-08-31 - INFO - Start scanning Jar Package...

2022-08-31 - INFO - No jars found

2022-08-31 - INFO - Start analyse /tmp/x2hce_ca_test/zip-3.0-11.el7.x86_64.rpm

2022-08-31 - INFO - Start scanning Jar Package...

2022-08-31 _ - INFO - No jars found

2022-08-31 H B USER_ID:1001 - INFO - The excel report is saved: /opt/x2hce_ca/output/software/batch-20220831042159/batch-2022083104
2159.x1ls

2022-08-31 04:22:05,069 - USER_ID:1001 - Generate Success! The Archive file results are saved: /opt/x2hce_ca/output/software/batch-2022
0831042159.tar.gz

2022-08-31 04:22:05,069 - USER ID:1001 -

- REERFEEMETHLIRERTFE/ opt/x2hce-ca/output/software/HRE T, &
BT THEEENT SR,

" FMEEERZHMISR Y, REERSIIHEERNT.
T PEIRS  Besasa:

‘ R StaaLUFEEanET . Srlias it sopentulergiat, ‘

zip-3.0-11.el7.x86_64.rpm

centos

heeld

x86_64
AESHIHHERNT
PRGBS masmeE: 2

iR e fEs ElEE, it Te=s . Srlllssit=iRopentuleriizt.

MNetworkManager-1.0.6-27.el7.x86_64.pm
centos7 6

heel.d

x80_64

" igﬂa@mm@%@& EOFBFMFEEITEREERE ExcelU 4
55,

SR EEERS | ] THER BT | IREEREE ke [ERsnEOR| cwilEl | BOREES B Bt

2ip-3.0- direct 2ip-3.0- 2ip-3.0-
centos7.9 | heel.d | x86.64 | dependence, | 0.477 | 20220831043453 2 o 100 o 100% 100%

11.e17.x86_64.rpm 11.617.x86_64.rpm|11.hcec.x86_64.rpm|

function interface

direct

2ip-3.0 zip-3.0- zip-3.0-
centoi7.9 | heell | x86.64 | dependence, | 0477 | 2020831043453 | 2 3 100 3 100% 100%
11.017.x86_64.rpm pene 11.017.x86_64.rpm|11.hce1c.x86_64.rpm
function interface
2ip-3.0. direct 2ip-3.0. 2ip-3.0.
e centos7.9 | hcel.d | x86.64 | dependence, | 0477 | 2020831043453 2 o 100 ) 100% 100% e P
11.617.x86_64.rpm 11.617.x86_64.rpm| 11.hcec.x86_64.rpm

function interface
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- XFHEEEMAIN BIEE, 1B1E/opt/x2hce-ca/output/software/BRTE
EXTRExcellRE o

4.2 BIEMERFTEZE HCE 2.0

4.2.1 295R PRI

4.2.2 1 TERE

SR AR SS R SE BB AIE AV OS R AT STAFRYSEBFIRIB NSRRI
RBIIRFE, AZIFRATZ.

RIFRSTRI RS RrpmEls . ENEH, BMERAFESEERIIN
b, IBETRRIMIFRERANRRRSH , LB TRECIZREIRSHFED .

BIMURMERAREFRIFRAT128MB, EARTEFIRATSGB (I8EBTHIET
FENRFETE, FTEAMESHI=E ) , bootsy XA FHZEAF200MB,

HER HEXNRPMEBFIRIERFA M rpmES . BNIERE, BEXMrpma
wiEr TEmIER.

ERBRFRRETISERR AR RERER,

RpIpidiEd, FEBRRDFESDIPRE . TR TESBmRIRRRELL
STREFRTRE . HRETIFRFNPRETIER.

RFpERIEPERdnfEH, MRRFFEEIINFEHIRANIREZIMART
12, ALUEEEERSRIINTE G

HEFITH TRRBRIEGE

ERGIRERETD, IR TEWSFENEMRENRASHEERS, FAONBRE
BHNERSHRVES TIF,

1.

ARIER T BRIRIER SR .
RIERMERIRSRITH RIRMERES, TEERIGIBEUNAEE, TEEERM
BRE, BEUERSER, FHEREMTIRES Internettlii,

KRBEFIBRFENEEEEEBIEREIHIHCEN repoiR, HFTER TEILIREE!
(RIRATERAE ( SREIHCERIrepold ) .

#1T7d5< curl https://repo.huaweicloud.com/hce/2.0/0s/x86_64/#pSHE IR
BREIEIHIEIHCERrepolli, EBEXRMU T MELER, NEEEREIBIEHCERNrepo
i o

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 3417 0 3417 0 0 373  0----:-- 0:00:09 --:--:-- 696

<!doctype html>

<html>

<head>

<meta charset="utf-8">

<title></title>

<link rel="stylesheet" href="/repository/static/css/style.css" type="text/css"/>

<style>

font-family: 'Verdana', sans-serif;
margin: 0;

padding: 0;

-webkit-box-sizing: border-box;
-moz-box-sizing: border-box;
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4 BEFE

box-sizing: border-box;

BcErepoi (FERIRIERSMrepoiR ) , FRRTE T ETLEREENKIRAYEG .
ZRERF R IrepoiEttBlit AR [E, {BEECEIEAIrepoiRithilt,
TRRFAVILE .

a. L&EpythonEftEx4a .,
[root@localhost ~]# yum install -y python /{EEERZIITLEGS

b. (FNE) SIS,

(11 %8
CentOS 8Z&%IKEulerOS 2.10/2.9iRAFEHITUUTEIR, EMIRERFIRAEZ
B

i.  ZEEpython3EME4E,

[root@localhost ~]# yum install -y python3 //{(EEERIITEEGS
i. MEEGAFEpythoniikix.
o ABNFE, BEHITEIEpythoniRiEE.

o HBEFE, BIgFEEEpython3, FMITUITHSHRES

pythonikiEs, BHfTRIEpythoniRHEE
[root@localhost]# unlink /usr/bin/python

o BEEE, HESESpython3, BHEHITRETRTEHICE
FBEE,

iii. BUEEpythoniXsikiz,
[root@localhost]# python
-bash: /usr/bin/python: No such file or directory //pythonfR§EERFIERNIRRIEE
[root@localhost]# cd fusr/bin/  //¥IEZRZE/usr/bin~
[root@localhost bin]# In -s python3 python //GlIZk{&pythonikiEiE
[root@localhost bin]# python
Python 3.6.8 (default, Apr 16 2020, 01:36:27)
[GCC 8.3.1 20191121 (Red Hat 8.3.1-5)] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>>

/B ctr+DIRE AR

RRIBTITEANEIBEMN

1.

NERZFHEER FEEFIRARERE TEZ &S centos2hce2-*.rpm,

R TEIRA, AT5LAcentos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm&EEE R
5, AF IR ITERMNEN, IRASHEZAKEH, BRESEREEE LR
LR,

[root@localhost test]# wget https://repo.huaweicloud.com/hce/2.0/updates/x86_64/Packages/
centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm //T&icentos2hce2-*.rpm

[root@localhost test]# ls //A&BE2E FEI
centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm

ZETBIE,

[root@localhost test]# rpm -ivh centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm --nodeps
warning: centos2hce2-1.0.0-0.0.82.hce2.x86_64.rpm: Header V4 RSA/SHA256 Signature, key ID
a8def926: NOKEY

Verifying... HHRHHHHHHH AR AR AR AR HRHHH AR [100%]
Preparing... BARHBHRHHH RS AR AR AR AR AR B RS RS SHH [100%]
Updating / installing...

1:centos2hce2-1.0.0-0.0.6.hce2  ###H##H#H#HHHBHBHBHRHHHHH#H#H#ARHH#H [100%)]

REFIRRFENESREEIENSHER.
TERFDERET, TR TEBENSEHRANENPIEEIEESHER.
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Hi1Tvim /etc/centos2hce2.confips, fEcentos2hce2.confiic & {HELE
backup_dirEs, ECESMHI&R. backup_dirBkiAJ9/mnt/sdb/.osbak.

# backup dir
backup_dir = "/mnt/sdb/.osbak" #EERRFGIHEIEHISHIER

AR
o FBRIBIREFRAMENEL, ENRESHER.
o HERFIBAE, IBRTHSBMINEEMBERNTE, BiXEERIRIEIER
(gn/dev/sdb/, FigiZH KiEHE/mnt/sdb/ ) , BREATEFESHANEELK .

o IBDIBtmMpfsEBIRSII RS (/dev. /runZ ) (ERBINESR, EAZEREtmpfst
BVHRFHPINESESL.

4. REBRFGIESH.
a. BBwebiFEH.
webiFE A BIE FHRPMBESTRSFITR, FLERE FHRPMEAT
T2 BERT
fEcentos2hce2.confleBEXHH, SESEHIBHITIRE:

[repo_relation]

#'aefault yum source, val: web or iso

default_yum_source = 'web'

#|f web as source, web link config as follow

web_link_dir = "https://repo.huaweicloud.com/hce/2.0/0s/x86_64/;https://
repo.huaweicloud.com/hce/2.0/updates/x86_64/"

& 4-5 2HRA

S¥ 15488

default_yum_sou | i85, &EN'web's,

rce

web_link_dir HCERYbase repojEFupdates repojEtthilt, 24 repo

B2 BERARX D SR

&8 Ahttps://repo.huaweicloud.com/hce/2.0/os/
x86_64/;https://repo.huaweicloud.com/hce/2.0/
updates/x86_64/

FEIFERERIHCE repoiEitilit & EIFREITiEh Hah &R
ELRIHRE S repoiR, IFETHE, EETIEEE
HCERIrepoiB M4 5 IHER ZRrepoila S, X
¥&/etc/yum.repos.d/BER T A EBERRIrepoilE {4
7518, RIRBHCERrepoiEsli4 .

b. EcEisclose_modules&#, {XCentOS 8RIIEEHE .,
CentOS 8&FISTIHERPMBER ImodulelI A R ELZEERPME, , HCER
T RER . EILRFERE, kiFmoduleIfsge.

= fyes” RRAEFIBAISBEIMXARF LBmModules, BIAS

l(yes” o

= “no’ RREATIBAASBIFKARS LAImodules, BEENEIT
modulesHERT, FEIR{EHRR
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[system]
# whether close modules, if value is no, system may be not migrate
isclose_modules = "yes"

(%88
o TS dnf module lista] BEEFHIB RFEFEABEIETHIModule,
o #14745<dnf module list | grep "\[e\]'TEE TR RATFFEHmodule,
5. ifTcentos2hce2.py --check allis S, MEHRIRARERH HETBRM .

- 12/ “Enviroment check passed!” it, RnN#EERRME, ATEEHRITIER
1R

- 1&R “call migration failed” BY, RRAHBIREM, BIRESF6ERL
BIEXSEEE . Error NumberR EXNEIRIERIEESNE4-6,

2 4-6 Error Number I3 X E&

Error E=ER

Number

10001 JEroot AR THITIER TEG SR, FEYEroot,
10002 URLTZEEITRR, /etc/centos2hce2.confELE A4

web_link_dir. web_link_tar&#iBES GRS T E TS
[Nrepo3 4. rpm3fs, SETLiEFER,

10003 HitanShRsk, Flfrpm. yum. yumdownloaderds<,

10004 TEREELM, BETEREXEAFRNNAE,

10005 RESZLAMyumREEYyumiBERE, EESEHECE.

10006 BirREFZyumRECEEIR, 1E/etc/centos2hce2.confiiE
X{&rpweb_link_dir8#EEEBEIR

10007 LESutsk, & /etc/centos2hce2.conflic & S {4
web_link_dirg#lEE & 8=,

10008 SUttE &L,

10009 KEICE LW, TBESHITcentos2hce2.py --install allZZE
RER o

10010 chrootAR AT, BIERGchrootS{4ILM, STEFER
D /etc/centos2hce2.confEE & 32{HHdchroot_path,

10011 chrootIRRBELEEIR, /etc/centos2hce2.confliE {4
chroot_pathBtBHIR.

10012 chrootFH# /=, HEEE 7T EtarE TEttblE, #

[Etar@ M, 18 /etc/centos2hce.confle B {EAY

web_link_tar82# 2881z,

10013 /etc/ld.so.confiGELW, FEBFIE/etc/ld.so.confS iR
“include ld.so.conf.d/*.conf” Z4MIYFER,
10014 N HRZFERASERE, TEEE.
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Error E=ER

Number

10015 Jetc/fstabXHER B RAKTEINE, FEE/ etc/fstab3i4
FIELVMBE IR S5 X LAUUIDE THER

10016 FEXHEMNER, RFEMFEImmutable/
Append_OnlyE 1489314, MWFREBLIIXHE, FEMA
Fl/etc/centos2hce2.conflit B 3 {4FAYexclude_dir=ER .

10017 Jetc/sysconfig/ntpd SAHFFIE-u ntp:ntplc s, T
F&/etc/sysconfig/ntpd3{4=-u ntp:ntp=ER .

10018 Jetc/ssh/sshd_configBc & )4 FEHCE2. 0 HIEIX,
SEIRERETHRXEEE,

10019 REPEEEENpME, BEHETBEERNEMRArpm
BEBEMEE., (NEFEHHESEMNSRZITS
kernel. kernel-develZ, BEIZ#HTHE, oTLUBLHES
B/etc/centos2hce2.conf3{FHaYextra_check_switch =
falsei®If, BhTEIMEE, )

6. LRIBIEKMAYRIE,
Hf7centos2hce2.py --install allipS, T TERSHITED, EERXRBN
ZRIIRTERBRIIEE, FHTERaiETmabBRE.
ATNRTERE, SR KBRS RIEXTIMERERIE, SENITERHITIA
BaE,
2022-08-19 03:12:58,373-INFO-centos2hce2.py-[line:832]: Dependency packages already exist!
2022-08-19 03:12:58,373-INFO-centos2hce2.py-[line:891]: migrate install depend options finished

7. (A]i%) EEEMD -

#1fTcentos2hce2.py --backup force <, T T ESRBELEIPHEAISME

2, WHBIRRPRIEHITHD o

(D) ieA
FTROPREN T EEKIIREE, ERTHGSZEEEEER
B ESZE HCE

1. HITiIEFEd S centos2hce2.py --upgrade all HITRFITE .
dH¥migrare sucessie™MER, RIBRFRTHEMAIN . IREXZHEIRERRESR, ¥

WELSE .

centos2hce2.py --upg
060-INFO-centoszhce2.py-[line:1233]1: start migration
1g sut s

675-INFO-centos2hce?.py-[line:425]: config sut s e
:21,006-INFO-centos2hce2.py-[line:901]: SELlinux service switches to permissive mode and has been temporarily clesed!

) 1 - [initramfs]: set command line value done
8 30:35,117-INFO-centos2hce2.py- [line:1032]: migrate succes:

usr/bin/python3.o

32-INFO-centos2hce2.py-[11ine:994]: create python link succeed
32-INFO-centos2hce2.py- [line:1844] : migrate excute finished

N#5hRZA 01 (2025-01-02)
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MERTY::
o EBMISABEREALInUXEEHITHER.
o TOIffFA0--simple_name&%f, {FEEFEEMgrubzEFE RHuawei Cloud EulerOSHY
&R,
o TEAFIZPNTERESMEFRE . REEPREBRSHOARLY, AJLUBTE
FHITERGSERRITRERTE.

o ERRIEPIREZIRIEUNEAL- 1R, RIAARIEZR P HET, FEALEDR
BEBRPITHE . HRELEIES NHEESIR.

4-1 hseEREE
warning: Converting database from bdb ro to ndb backend
Unable to detect release version (use '--releasever' to specify release version)
Error: Transaction test error:

file /usr/share/squid/errors/zh-cn from install of squid-7:4.9-20.hce2.x86_64 conflicts
with file from package squid-7:3.5.20-2.2.h10.x86_64

file /usr/share/squid/errors/zh-tw from install of squid-7:4.9-20.hce2.x86 64 conflicts
with file from package squid-7:3.5.20-2.2.h10.x86_64

2. REFETEERE, HifTrebootinS ( ErebootXlghi, #ifTreboot -f ) {FERF5
Bt
EFERG, HiTcat /etc/hce-releasetnSEEIBERURERAEE, T
uname -anpSEERFZRNZEE.,

EE~Huawei Cloud EulerOSIZEZR S, WIFRAIN; BUIEBEW, 1BECERER
*I*Eﬁﬁ Z3V:] N

ost ~]# una
t.localdomain 5.10.0-60.18.0.50.h425_1.hce2.x86_64 #1 SMP Thu Aug 18 16:31:04 UTC 2822 x86_64 x86_64 x86_64 GNU/Linux

(1 588

BIERZITFE IHuawei Cloud EulerOSfg, 1=HISIMARTRIRAIAMNRMERAZBZIR. &
;ﬂ@%ﬁ?ﬁ%ﬂé‘ﬁfﬁ%%g?, BMRMEFENTRRSE, IMTEXITHSRERSS
R? o

3. PEEIBMRANBHRIS

FEBRRTBEIHCER, HARAEMEIE BRAEBY, (BULRIHMRABHFIIS
HAMRFER S H . HiTar$ centos2hce2.py --precommit upgradern];5iE
|BhRALE RIS

&@'fn:u\EPj:IET upgrade precommlt success’ %Tﬂig}%ﬁﬁkl}]o

2.
FO-centos2hce2.

(1 A8
BIERNEITHITEIR .
4. (Hi%) &M Cloud-initlBXEE .

- EFBZEIERERSHIFEECloud-init, IREBIRSIEE, BCloud-inith
rpmBH, BHLIILEE,
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- BIBZEIRNRERFAEECloud-inithRSS, IRSBZIRSIEE, HCloud-init)
EANE (g0CentOS 7R85 ) , IErpmBFER, 1FFEE1EXT/etc/cloud/
cloud.cfg3fFHI TN FECE -

a. REHKrootZBIRiEERFH S root BPAYsshi R
Z8 “disable_root” J3 “0” AZHrootFlF; “ssh_pwauth” 3 “17 |3
FBEEIniEER; “lock_passwd” J9 “False” REHFHPZER.

users:
- name: root
lock_passwd: False

disable_root: 0
ssh_pwauth: 1

b. #117/usr/bin/cloud-init init --local®<, THEIRASE, HBACloud-initFiE
BI0.

[EHfaZEICloud-initE2 BRCloud-initARRAIFMER , FEEHAIERE

N 0

[root@ 1# Jusr/bin/cloud-init init local

Cloud-1nit v. 21.4 running 'init-local® at Fri, 22 Jul 2022 07:43:21 +0000. Up 602150.81 seconds.
[root@ = t~1#

¢ WMEBREARESMAELIcloud-initARrIBRYER, TEE#HEi=cloud-initik
4, BFEESEZECloud-InitTE,

5. (HE) EFsisBmixAselinuxiRss, EBEFRBMselinux, mﬁ,_

centos2hce2.py --precommit upg-selinuxés< . LS H AT NMER, BXH

1TEEFERRS (EIBRIAR SselinuxiBRERILLEE ) .

a. HiFcentos2hce2.py --precommit upg-selinux&p<
[root@localhost ~]# centos2hce2.py --precommit upg-selinux
2022-08-21 23:46:23,891-INFO-centos2hce2.py-[line:1239]: precommit migration
2022-08-21 23:46:23,891-INFO-centos2hce2.py-[line:1149]: begin to set selinux
2022-08-21 23:46:23,892-INFO-centos2hce2.py-[line:1157]: grub path is /boot/grub2/grub.cfg
2022-08-21 23:46:23,895-INFO-centos2hce2.py-[line:1162]: sed selinux succeed
2022-08-21 23:46:23,897-INFO-centos2hce2.py-[line:1167]: create autorelabel file succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1172]: modify selinux config succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1174]: create phase 1 flag file succeed
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1184]: selinux has been set, please reboot
now
2022-08-21 23:46:23,901-INFO-centos2hce2.py-[line:1206]: upgrade precommit selinux success
[root@localhost ~]# reboot

b. RHKERBRE, BXHiTcentos2hce2.py --precommit upg-selinux#ps,
[root@localhost ~]# centos2hce2.py --precommit upg-selinux
2022-08-21 23:57:07,576-INFO-centos2hce2.py-[line:1239]: precommit migration
2022-08-21 23:57:07,576-INFO-centos2hce2.py-[line:1176]: now begin to set selinux phase 2
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1181]: modify selinux config succeed
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1183]: create phase 2 flag file succeed
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1184]: selinux has been set, please reboot
now
2022-08-21 23:57:07,580-INFO-centos2hce2.py-[line:1206]: upgrade precommit selinux success
[root@localhost ~]# reboot

CEIRERG, HiTgetenforceEEselinuxik7, EnforcingZRBAselinux/
FREIRE,

[root@localhost ~]# getenforce
Enforcing

6. (°&) MAEB=ER, FEERALIE.
ERIRETRE, BERENRARLHIENARBEMRSZF, HEARAAR. &
W iTcentos2hce2.py --commit allis $iETREGE .
g;iﬁ%\ o, AASBEMFERRFNREAHIE, SESE3PEDNEETHNRSR
iz
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M
MiTSE, BIERAZLEEIR

[root@localhost ~]# centos2hce2.py --commit all
2022-08-22 04:45:32,601-INFO-centos2hce2.py-[line:1242]: commit migration

R4 EIDIE]
1. ZRH[MOR,
IBRMEIFRARER, EaiRIEEELAER *@@E@}%{’E?éﬁo

a. iTcentos2hce2.py --rollback allés$iHITRARLIR, EIRfE, HT
rebootT S RAES .

[root@ ~]# centos2hce2.py --rollback all
2022-08-22 04:03:12,107-INFO-centos2hce2.py- [11ne 1zsﬁJ Start rollback
[ INFO ] - [sut]:

INFO ] - : skip system version check durlnq rollback

INFO ] : start to do rollback before reboot

[
[
[ INFO ] - : set dracut module for rollback.
[
[

INFO 1 - [s : reboot aborted.You need reboot as soon as possbile
root@ ~]# reboot

]: sut not backup no need
rollback precommit s

( ATk )EL%%EUEFF'selmux $§EJ“\EEJJ9EI7BselmUXHE% WMEFE, [0
BEBEFkEselinuxiAZ.

a. HiTcentos2hce2.py --precommit rbk-selinux@p<
[root@localhost ~]# centos2hce2.py --precommit rbk-selinux
2022-09-05 03:58:37,015-INFO-centos2hce2.py-[line:1401]: precommit migration
2022-09-05 03:58:37,047-INFO-centos2hce2.py-[line:1319]: now begin to set selinux
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1324]: modify selinux config succeed
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1325]: selinux has been set, please reboot
now
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1340]: set rollback selinux succeed
2022-09-05 03:58:37,051-INFO-centos2hce2.py-[line:1365]: upgrade precommit selinux success

b. #ifTrebootirS, HITRERER.

[root@localhost ~]# reboot

¢ E#KERE, AaEEselinuxiKSHFBIRE.

[root@localhost ~]# getenforce
Enforcing

3. FERFHIE.
HfTcentos2hce2.py --commit allsp $iETEEEE

WTmeE, RAcENBFEETRANREFNRAHE, SESE3IPEMHE
RTHRFEHIE.

[root@localhost ~]# centos2hce2.py --commit all
2022-08-22 04:45:32,601-INFO-centos2hce2.py-[line:1242]: commit migration
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4.2.3 HRB5%

(MR

o MNREIRXFERRFADFESHCERFDRNNEE, SPMFHRISE.

o MNMRESAFARIRFENHHHEFSHELEL, AREHIERFERBIIRGERES
FELLMSREIZRA, LARIERFHRSTRRIR MRS o

o WREMARBRHEEER, FJLABLTyumssSLERMMRAREE .

o MNRFAFIIERIBEE SR, AILUER etc/centos2hce2.confBtEN I, SEAET
IPERETIFRIBINEE X PREETR.

% 4-7 CentOS 8 Rl hzea1FI%

CentOS
KA

HRETIZR

CentOS8.
0

rust-doc intel-gpu-tools netcf-libs redhat-rpm-config asciidoc
gnuplot-common perf tigervnc-icons libpg-devel paratype-pt-sans-
caption-fonts scala-apidoc java-11-openjdk-devel java-11-openjdk-
headless java-1.8.0-openjdk-headless dovecot systemd-journal-
remote pcp-manager pcp-webapi libguestfs-java-devel libguestfs-
javadoc icedtea-web-javadoc systemtap-runtime-java java-1.8.0-
openjdk-accessibility java-1.8.0-openjdk-demo ant tigervnc-server-
applet java-atk-wrapper java-11-openjdk guava20 javapackages-
tools jboss-jaxrs-2.0-api maven-shared-utils tagsoup cdi-api libbase
geronimo-annotation pentaho-reporting-flow-engine maven-
resolver-api apache-commons-codec maven-lib jansi-native maven-
wagon-provider-api libguestfs-java apache-commons-cli istack-
commons-tools jline plexus-cipher istack-commons-runtime jcl-over-
slf4j apache-commons-io maven-resolver-spi maven-wagon-file
httpcomponents-core icedtea-web glassfish-el-api aopalliance
hawtjni-runtime plexus-containers-component-annotations flute
jboss-annotations-1.2-api liblayout java-1.8.0-openjdk postgresql-
jdbc mariadb-java-client plexus-sec-dispatcher google-guice
libformula jdeparser ant-lib maven-wagon-http-shared jboss-logging
plexus-classworlds slf4j librepository ongres-scram-client sisu-plexus
libfonts plexus-interpolation java-1.8.0-openjdk-src plexus-utils
scala-swing maven-wagon-http ongres-scram maven-resolver-impl
libloader httpcomponents-client atinject apache-commons-logging
maven-resolver-connector-basic jansi jsoup maven-resolver-util
jboss-interceptors-1.2-api libreoffice-ure byteman sac apache-
commons-lang3 libserializer scala maven-resolver-transport-wagon
jboss-logging-tools sisu-inject libreoffice-core java-1.8.0-openjdk-
devel
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4 BETE

CentOS
hRAs

ImRETIZR

CentOS8.
1

kernel-rpm-macros intel-gpu-tools netcf-libs redhat-rpm-config
asciidoc gnuplot-common perf tigervnc-icons libpg-devel paratype-
pt-sans-caption-fonts java-1.8.0-openjdk-headless java-11-openjdk-
headless java-11-openjdk-devel pcp-pmda-rpm pcp-pmda-podman
scala-apidoc libguestfs-java-devel libguestfs-javadoc icedtea-web-
javadoc systemtap-runtime-java java-1.8.0-openjdk-accessibility
java-1.8.0-openjdk-demo ant tigervnc-server-applet java-atk-
wrapper java-11-openjdk jansi-native hawtjni-runtime ongres-scram
jboss-annotations-1.2-api liblayout atinject plexus-utils istack-
commons-tools jline apache-commons-io ongres-scram-client
maven-shared-utils maven-resolver-impl libfonts jsoup apache-
commons-codec glassfish-el-api jdeparser maven-resolver-util scala-
swing tagsoup google-guice istack-commons-runtime jcl-over-slf4j
pentaho-reporting-flow-engine maven-resolver-api maven-resolver-
connector-basic libloader slf4j apache-commons-cli maven-wagon-
provider-api maven-resolver-transport-wagon byteman
httpcomponents-client jna java-1.8.0-openjdk-devel maven-lib
libreoffice-core java-1.8.0-openjdk-src javapackages-tools plexus-
cipher cdi-api jboss-logging sisu-inject httpcomponents-core
guava20 sac libbase jboss-jaxrs-2.0-api java-1.8.0-openjdk
libserializer plexus-containers-component-annotations jboss-
interceptors-1.2-api jboss-logging-tools libguestfs-java ant-lib
libreoffice-ure maven-resolver-spi maven-wagon-file jansi maven-
wagon-http-shared apache-commons-lang3 postgresql-jdbc
mariadb-java-client plexus-sec-dispatcher sisu-plexus scala plexus-
classworlds flute maven-wagon-http icedtea-web libformula plexus-
interpolation aopalliance geronimo-annotation librepository apache-
commons-logging
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CentOS
hRAs

ImRETIZR

CentOS8.
2

python-psycopg2-doc exiv2 llvm-googletest adwaita-qt llvm-static
rust-doc intel-gpu-tools netcf-libs flatpak-session-helper asciidoc
perf tigervnc-icons paratype-pt-sans-caption-fonts java-1.8.0-
openjdk-headless java-11-openjdk-devel java-11-openjdk-headless
scala-apidoc libguestfs-java-devel libguestfs-javadoc icedtea-web-
javadoc systemtap-runtime-java java-1.8.0-openjdk-accessibility
java-1.8.0-openjdk-demo ant tigervnc-server-applet java-atk-
wrapper java-11-openjdk jboss-annotations-1.2-api cdi-api ongres-
scram maven-resolver-util apache-commons-codec istack-commons-
tools icedtea-web plexus-classworlds plexus-utils maven-wagon-
http-shared atinject javapackages-tools istack-commons-runtime
jline geronimo-annotation jansi jdeparser byteman liblayout maven-
resolver-transport-wagon jmc-core ant-lib libreoffice-core jansi-
native jcl-over-slf4j slf4j eedj-parent libfonts maven-wagon-http
jboss-logging jboss-interceptors-1.2-api tagsoup httpcomponents-
client plexus-containers-component-annotations apache-commons-
lang3 jaf java-1.8.0-openjdk-src jsoup guava20 flute apache-
commons-cli libbase ongres-scram-client jboss-logging-tools plexus-
interpolation libloader librepository libreoffice-ure scala-swing jboss-
jaxrs-2.0-api maven-resolver-spi maven-lib apache-commons-io
hawtjni-runtime google-guice aopalliance libguestfs-java postgresql-
jdbc jna glassfish-el-api maven-resolver-impl java-1.8.0-openjdk
directory-maven-plugin mariadb-java-client httpcomponents-core
maven-wagon-file maven-wagon-provider-api owasp-java-encoder
libserializer maven-shared-utils plexus-cipher java-1.8.0-openjdk-
devel plexus-sec-dispatcher pentaho-reporting-flow-engine maven-
resolver-api sac scala libformula sisu-inject apache-commons-
logging maven-resolver-connector-basic sisu-plexus

N5k 01 (2025-01-02)

WRIERE © LEARITERARERAF 22



HCE FBF{5r

4 BETE

CentOS
hRAs

ImRETIZR

CentOS8.
3

netcf-libs rust-doc git-credential-libsecret texlive-context intel-gpu-
tools flatpak-session-helper asciidoc perf tigervnc-icons paratype-pt-
sans-caption-fonts java-1.8.0-openjdk-headless java-11-openjdk-
devel java-11-openjdk-headless libguestfs-java-devel libguestfs-
javadoc icedtea-web-javadoc systemtap-runtime-java java-1.8.0-
openjdk-accessibility java-1.8.0-openjdk-demo ant tigervnc-server-
applet java-atk-wrapper java-11-openjdk exiv2 llvm-googletest
adwaita-qt llvm-static python-psycopg2-doc scala-apidoc libXau
libappstream-glib jmc-core byteman libfonts jaf jcl-over-slf4j
mariadb-java-client tagsoup libguestfs-java jsoup apache-commons-
cli sisu-inject jansi-native jna apache-commons-lang3 flute
librepository javapackages-tools cdi-api ongres-scram java-1.8.0-
openjdk-devel sisu-plexus istack-commons-runtime jboss-logging
guava20 java-1.8.0-openjdk-src maven-resolver-util geronimo-
annotation hawtjni-runtime jboss-annotations-1.2-api ongres-
scram-client maven-resolver-connector-basic slf4j sac apache-
commons-codec atinject maven-wagon-http libreoffice-ure plexus-
cipher jboss-interceptors-1.2-api jline pentaho-reporting-flow-engine
httpcomponents-core liblayout istack-commons-tools jdeparser
maven-wagon-provider-api eedj-parent apache-commons-io maven-
resolver-spi jboss-logging-tools plexus-sec-dispatcher plexus-
containers-component-annotations jboss-jaxrs-2.0-api scala libbase
libreoffice-core httpcomponents-client directory-maven-plugin
java-1.8.0-openjdk libformula maven-wagon-file maven-shared-utils
aopalliance glassfish-el-api owasp-java-encoder postgresql-jdbc
libloader google-guice plexus-classworlds ant-lib maven-resolver-api
plexus-interpolation java-1.8.0-openjdk-slowdebug maven-resolver-
impl java-1.8.0-openjdk-headless-slowdebug prometheus-jmx-
exporter maven-resolver-transport-wagon jolokia-jvm-agent maven-
wagon-http-shared maven-lib jansi HdrHistogram apache-
commons-logging plexus-utils icedtea-web libserializer scala-swing
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CentOS
hRAs

ImRETIZR

CentOS8.
4

python-psycopg2-doc anaconda-install-env-deps hwloc-gui python3-
lit exiv2 cups-filters cups-filters-libs gutenprint adwaita-qt cups
cups-lpd hplip-common hwloc-libs gutenprint-doc gutenprint-libs
gutenprint-libs-ui hwloc foomatic-db-ppds foomatic-db python39-
pip python39-setuptools python39-numpy python39-chardet
python39-psutil python39-urllib3 python39-requests python39-
wheel libasan6 paratype-pt-sans-caption-fonts python39-six
python39-idna python39-ply python39-pyyaml python39-pycparser
python39-Ixml python39-pysocks rust-doc netcf-libs git-credential-
libsecret texlive-context flatpak-session-helper asciidoc intel-gpu-
tools tigervnc-icons jmc-core byteman libfonts jaf jcl-over-slf4j
mariadb-java-client tagsoup libguestfs-java jsoup apache-commons-
cli sisu-inject jansi-native jna apache-commons-lang3 flute
librepository javapackages-tools cdi-api ongres-scram java-1.8.0-
openjdk-devel sisu-plexus istack-commons-runtime jboss-logging
guava20 java-1.8.0-openjdk-src maven-resolver-util geronimo-
annotation hawtjni-runtime jboss-annotations-1.2-api ongres-
scram-client maven-resolver-connector-basic slf4j sac apache-
commons-codec atinject maven-wagon-http libreoffice-ure plexus-
cipher jboss-interceptors-1.2-api jline pentaho-reporting-flow-engine
httpcomponents-core liblayout istack-commons-tools jdeparser
maven-wagon-provider-api ee4j-parent apache-commons-io maven-
resolver-spi jboss-logging-tools plexus-sec-dispatcher plexus-
containers-component-annotations jboss-jaxrs-2.0-api scala libbase
libreoffice-core httpcomponents-client directory-maven-plugin
java-1.8.0-openjdk libformula maven-wagon-file maven-shared-utils
aopalliance glassfish-el-api owasp-java-encoder postgresql-jdbc
libloader google-guice plexus-classworlds ant-lib maven-resolver-api
plexus-interpolation java-1.8.0-openjdk-slowdebug maven-resolver-
impl java-1.8.0-openjdk-headless-slowdebug prometheus-jmx-
exporter maven-resolver-transport-wagon jolokia-jvm-agent maven-
wagon-http-shared maven-Llib jansi HdrHistogram apache-
commons-logging plexus-utils icedtea-web libserializer scala-swing
java-1.8.0-openjdk-headless java-11-openjdk-devel java-11-openjdk-
headless libguestfs-java-devel libguestfs-javadoc icedtea-web-
javadoc systemtap-runtime-java java-1.8.0-openjdk-accessibility
java-1.8.0-openjdk-demo ant java-atk-wrapper java-11-openjdk
scala-apidoc libappstream-glib PackageKit-gtk3-module gnome-
software flatpak-libs PackageKit-glib PackageKit-gstreamer-plugin
libpg-devel poppler perf
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CentOS
WA

ImRETIZR

CentOS8.
5

bluez python-psycopg2-doc perl-Devel-Peek OpenlIPMiI-libs
anaconda-install-env-deps postfix-mysgl perl-Devel-SelfStubber
metacity bluez-libs libicu vte-profile qt5-gttools-examples exiv2
cups-filters cups-filters-libs gutenprint gnome-session cups cups-lpd
hplip-common hwloc gnome-session-wayland-session gutenprint-
doc gutenprint-libs gutenprint-libs-ui gnome-session-xsession
foomatic-db-ppds foomatic-db gnome-classic-session gnome-shell-
extension-apps-menu gnome-shell-extension-auto-move-windows
gnome-shell-extension-drive-menu gnome-shell-extension-launch-
new-instance gnome-shell-extension-native-window-placement
gnome-shell-extension-places-menu gnome-shell-extension-
screenshot-window-sizer gnome-shell-extension-user-theme gnome-
shell-extension-window-list gnome-shell-extension-
windowsNavigator gnome-shell-extension-workspace-indicator
python39-six python39-idna python39-ply python39-pyyaml
python39-pycparser python39-psutil python39-urllib3 python39-lxml
python39-pysocks xorg-x11-server-Xwayland compat-hwloc1 bluez-
obexd bluez-hid2hci netcf-libs git-credential-libsecret texlive-context
flatpak-session-helper asciidoc intel-gpu-tools tigervnc-icons
libasan6 paratype-pt-sans-caption-fonts pcp-pmda-podman jmc-
core byteman libfonts jaf jcl-over-sif4j mariadb-java-client tagsoup
libguestfs-java jsoup apache-commons-cli sisu-inject jansi-native jna
apache-commons-lang3 flute librepository javapackages-tools cdi-
api ongres-scram java-1.8.0-openjdk-devel sisu-plexus istack-
commons-runtime jboss-logging guava20 java-1.8.0-openjdk-src
maven-resolver-util geronimo-annotation hawtjni-runtime jboss-
annotations-1.2-api ongres-scram-client maven-resolver-connector-
basic slf4j sac apache-commons-codec atinject maven-wagon-http
libreoffice-ure plexus-cipher jboss-interceptors-1.2-api jline pentaho-
reporting-flow-engine httpcomponents-core liblayout istack-
commons-tools jdeparser maven-wagon-provider-api eedj-parent
apache-commons-io maven-resolver-spi jboss-logging-tools plexus-
sec-dispatcher plexus-containers-component-annotations jboss-
jaxrs-2.0-api scala libbase libreoffice-core httpcomponents-client
directory-maven-plugin java-1.8.0-openjdk libformula maven-
wagon-file maven-shared-utils aopalliance glassfish-el-api owasp-
java-encoder postgresql-jdbc libloader google-guice plexus-
classworlds ant-lib maven-resolver-api plexus-interpolation
java-1.8.0-openjdk-slowdebug maven-resolver-impl java-1.8.0-
openjdk-headless-slowdebug prometheus-jmx-exporter maven-
resolver-transport-wagon jolokia-jvm-agent maven-wagon-http-
shared maven-lib jansi HdrHistogram apache-commons-logging
plexus-utils icedtea-web libserializer scala-swing java-1.8.0-openjdk-
headless java-11-openjdk-devel java-11-openjdk-headless libguestfs-
java-devel libguestfs-javadoc icedtea-web-javadoc systemtap-
runtime-java java-1.8.0-openjdk-accessibility java-1.8.0-openjdk-
demo ant java-atk-wrapper java-11-openjdk scala-apidoc
libappstream-glib PackageKit-gtk3-module gnome-software flatpak-
libs PackageKit-glib PackageKit-gstreamer-plugin coreos-installer-
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4 BETE

CentOS
WA

ImRETIZR

bootinfra OpenIPMI rust cargo perf flatpak hplip-libs nautilus
gutenprint-cups libgtop2 PackageKit libsane-hpaio PackageKit-
command-not-found xorg-x11-drv-wacom-serial-support clutter
clutter-gtk clutter-gst3 cheese-libs cheese gnome-initial-setup
gnome-control-center clutter-gst2

% 4-8 CentOS 7 K% hseE 5%k

CentOS
WA

IPSEESIZE

0

CentOS7.

texlive-kpathsea-lib libdhash libref_array libbasicobjects gemu-kvm-
tools texlive-dvipdfm-bin texlive-dvipdfm tomcat-servlet-3.0-api
gnuplot-common postgresql-devel tigervnc-icons squid perf dovecot
dovecot-mysqgl dovecot-pgsql dovecot-pigeonhole lvm2-cluster

1

CentOS7.

texlive-kpathsea-lib libdhash libref_array gemu-kvm-tools texlive-
dvipdfm-bin tomcat-servlet-3.0-api gnuplot-common squid tigervnc-
icons postgresql-devel perf dovecot dovecot-mysqgl dovecot-pgsgl
dovecot-pigeonhole lvm2-cluster texlive-dvipdfm libcacard

2

CentOS7.

texlive-kpathsea-lib libdhash gemu-kvm-tools rdma-ndd texlive-
dvipdfm texlive-dvipdfm-bin dstat tomcat-servlet-3.0-api gnuplot-
common perf squid tigervnc-icons tigervnc-icons postgresql-devel
dovecot dovecot-pgsql dovecot-pigeonhole lvm2-cluster ipa-server-
trust-ad

3

CentOS7.

spice-glib texlive-kpathsea-lib libdhash gemu-kvm-tools rdma-ndd
texlive-dvipdfm texlive-dvipdfm-bin dstat tomcat-servlet-3.0-api
gnuplot-common perf squid tigervnc-icons postgresql-devel dovecot
dovecot-mysgl dovecot-pgsql dovecot-pigeonhole lvm2-cluster pcp-
pmda-kvm pcp-pmda-rpm spice-gtk3 vinagre ipa-server ipa-server-
trust-ad

4

CentOS7.

spice-glib texlive-kpathsea-lib libdhash gemu-kvm-tools texlive-
dvipdfm-bin texlive-dvipdfm dstat tomcat-servlet-3.0-api gnuplot-
common perf squid tigervnc-icons postgresql-devel lvm2-cluster
spice-gtk3 vinagre

5

CentOS7.

spice-glib texlive-kpathsea-lib gemu-kvm-tools texlive-dvipdfm-bin
texlive-dvipdfm dstat tomcat-servlet-3.0-api gnuplot-common perf
squid tigervnc-icons postgresql-devel lvm2-cluster spice-gtk3 vinagre

6

CentOS7.

shim-x64 spice-glib adwaita-gtk2-theme texlive-kpathsea-lib gemu-
kvm-tools texlive-dvipdfm-bin texlive-dvipdfm dstat tomcat-
servlet-3.0-api gnuplot-common cockpit-ws perf squid tigervnc-icons
postgresqgl-devel java-11-openjdk-headless lvm2-cluster spice-gtk3
vinagre
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CentOS
WA

PRSI

CentOS7.
7

shim-x64 spice-glib openmpi adwaita-gtk2-theme exiv2 texlive-
kpathsea-lib gemu-kvm-tools texlive-dvipdfm-bin texlive-dvipdfm
dstat tomcat-servlet-3.0-api cockpit-ws gnuplot-common perf squid
tigervnc-icons postgresql-devel java-11-openjdk-headless lvm2-
cluster spice-gtk3 openmpi-devel vinagre

CentOS7.
8

shim-x64 spice-glib openmpi adwaita-gtk2-theme exiv2 texlive-
kpathsea-lib gemu-kvm-tools texlive-dvipdfm-bin texlive-dvipdfm
dstat tomcat-servlet-3.0-api cockpit-ws gnuplot-common perf squid
tigervnc-icons postgresql-devel java-11-openjdk-headless lvm2-
cluster spice-gtk3 openmpi-devel vinagre

CentOS7.
9

spice-glib openmpi adwaita-gtk2-theme exiv2 gnuplot-common
texlive-kpathsea-lib perf gemu-kvm-tools texlive-dvipdfm-bin
texlive-dvipdfm dstat tomcat-servlet-3.0-api cockpit-ws squid
tigervnc-icons postgresql-devel java-11-openjdk-headless lvm2-
cluster spice-gtk3 openmpi-devel

% 4-9 HCE jhzef3%

HCE

IPREIZ=E

HCE 1.1

spice-glib openmpi exiv2 sg3_utils spice-gtk3 openmpi-devel kernel-
hcek tomcat-servlet-3.0-api kernel-hcek-devel dstat gnuplot-
common cockpit-ws perf squid postgresqgl-devel java-11-openjdk-
headless lvm2-cluster fcoe-utils libblockdev udisks2 python-blivet
device-mapper-multipath device-mapper-multipath-libs libblockdev-
crypto libblockdev-fs libblockdev-loop libblockdev-mdraid
libblockdev-nvdimm libblockdev-part libblockdev-swap libblockdev-
utils NetworkManager-team NetworkManager-bluetooth
NetworkManager-wifi libstorage-uio-static kiwi-dlimage

2% 4-10 EulerOS H328513E

EulerOS

PRESIZR

EulerOS
29

euleros-release;euleros-latest-release;kiwi-systemdeps; python3-kiwi
NetworkManager-team NetworkManager-bluetooth
NetworkManager-wifi libstorage-uio-static kiwi-dlimage systemd-
udev-compat

EulerOS
2.10

euleros-release;euleros-latest-release;kiwi-systemdeps; python3-kiwi
NetworkManager-team NetworkManager-bluetooth
NetworkManager-wifi libstorage-uio-static kiwi-dlimage systemd-
udev-compat
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4.3 BIRERFTIREZE HCE 1.1

4.3.1 95 R#

4.3.2 ITBIRE

IFFHCE 115818, (XZIFMCentOS7.95FFRIHCE 1.1, FEARZIFEEEAL
HHERYCentOS7 9RFZHNTFS

RIFERSIERIRER S RrpmEls . ENEH, BMERRFEFEERIIN
bS . IBETRRIMIFRERANRRREND , TLIBTRECIEZIRSHFED .

BIURERZREFERISZ KT 128MB, RERTEFRIKKTF1GB,

ATENEMNCentOS7.95FEEIHCE 1.1HIRIETIE,

HEFIE T ERBRIEGE

1.

TAEEEFIT IR ER S
RIRRMERIRS BT IRMERES, TEERIGIREUNAES, TREERM
BREME, BENEELIURR, FHREMANERS InternettBiE .

FeXACentOSHE S /etc/yum.repos.d FHIFFERIrepoficE, #AfRCentOSHIrepoii
AEHCERIrepojEA 4z,

[rootBhce-ecs-2d53-g1 gum:repns:d]u 1s
CentD5-Base.repo Cent0S-Debuginfo.repo Cent0S-Media.repo CentD5-Vault .repo epel .repo epel-testing.repo

CentDS-CR.repo Cent0DS-fasttrack.repo CentDS-Sources.repo Cent0S-x86_b4-kernel.repo epel.repo.rpmnew
[rootBhce-ecs-2453-g1 yum.repos.d1t

LACentos_Base.repoaffll, EEmEAIENFIRIGH repoiE B A Nenabled=0f9
BB, WNTERR.

[base]

name=CentDS-Sreleasever - Base
#imirrorlist=http://mirrorlist.centos.org/?release=5releaseverfarch=5basearché&repo=os&infra=Sinfra
baseurl=https: srepo.huaweicloud .comcentos/Sreleasever-os-Sbasearch/

apucheck=1

enabled=A

gpgkey=file s eto/pki/rpm-gpy-RPM-GPG-KEY-Cent0S-7

#ireleased updates

[updates]

name=Cent0S-Sreleasever - Updates
#imirrorlist=http://mirrorlist.centos.org/?release=5releaseverfarch=5basearchérepo=updates&infra=Sinfra
baseurl=https: repo.huaweicloud.com centos/Greleaseverupdates-Shasearchs

gpgcheck=1

enabled=8

gpgkey=file: ssetc/pkisrpm-gpy-RPM-GPG-KEY-Cent0S-7

#additional packages that may be useful

[extras]

name=Cent0S-Sreleasever - Extras
#imirrorlist=http://mirrorlist.centos.org-?release=5releasever&arch=9basearchérepo=extras&infra=5infra
baseurl=https:/ repo.huaweicloud .com/centos/Sreleasever/extras Sbasearch/

gpgcheck=1

enabled=#

gpgkey=file: ssetc/pki rpm-gpy-RPM-GPG-KEY-Cent0S-7

#additional packages that extend functionality of existing packages

[centosplus]

BcEHCERIrepoi

BUTRERINEhce.repodh, Fi&hce.repolic & E7FMTE/etc/yum.repos.d/B
=T

[centos7_everything]

name=centos7_everything
baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/
enable=1
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gpgcheck=0
priority=1

#released updates

[updates]

name=hcel_updates
baseurl=https://repo.huaweicloud.com/hce/1.1/updates/x86_64/
gpgcheck=0

enabled=1

gpgkey=
4. 1EECentOS7 IR FGMEEZ R EEEISIEFE1HBIHCERIrepoiR o

#1785 < curl https://repo.huaweicloud.com/hce/1.1/0s/x86_64/a5 S 1aNE
BREIEIHIEIHCERrepoili . EBEMU T MELER, NaEEREBIEIHCERrepo
1/

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 3417 0 3417 0 0 373  0----:-- 0:00:09 --:--:-- 696

<!doctype html>

<html>

<head>

<meta charset="utf-8">

<title></title>

<link rel="stylesheet" href="/repository/static/css/style.css" type="text/css"/>

<style>

font-family: 'Verdana', sans-serif;

margin: 0;

padding: 0;

-webkit-box-sizing: border-box;

-moz-box-sizing: border-box;

box-sizing: border-box;

5 WATWI TS % &Epython3,
[root@localhost ~]# yum install -y python3 //{(FEERHITRERS
(ALY
R CentOS 7.9RF LR python3, BRRELLLZE.
6. XFselinux,
NTHRIEBEIRERESRECENEH—, FEXFselinux,

a. {&/etc/selinux/config{4, $config 4R SELINUXAHEIZRERY
disabled,
SELINUX=disabled

b. EREERS FEselinuxBtEER

b

®IBIHE

i

1. MEAEFREGGTHIER T ELEcentos2hcel-*.rpm,

*RRERBTEIRA, AT5LAcentos2hce1-1.0.0-0.0.2.x86_64.rpmZ2EE M

[root@localhost test]# wget https://repo.huaweicloud.com/hce/1.1/updates/x86_64/Packages/
centos2hce1-1.0.0-0.0.2.x86_64.rpm //F&centos2hcel-*.rpm

[root@localhost test]# Is //AGBEER TERLIH

centos2hce1-1.0.0-0.0.2.x86_64.rpm

2. HRIFBIER,

THLETHE, RSBmNER/ etc/centos2hcel.confEiEN
[root@localhost ~]# rpm -ivh centos2hce1-1.0.0-0.0.2.x86_64.rpm

3. fgEcentos2hcel.conf3f4,
BcEHCERYrepoiEithilt, FAFHENrepolR R EEEISIER LT, HEFHRPME
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4 BETE

RE

A

%

4.

#iso as yum source link
[repo_info]
base_yum_url =https://repo.huaweicloud.com/hce/1.1/0s/x86_64/

#iso as yum source

repostr_hcel_1 =

[base]

name=hceversion
baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/
gpgcheck=0

enabled=1

#released updates

[updates]

name=hcel_updates
baseurl=https://repo.huaweicloud.com/hce/1.1/updates/x86_64/
gpgcheck=0

enabled=1

gpgkey=
(MARTY:
centos2hcel.confBe B 4 IRABE MR : confELE {4 .

BIDIRIERSE
%if;ﬁ& FBZEHCE1.1ALIEENE, B8 HCentOSEIMRER S ( BIERAEINEIE

HifTcentos2hcel.pyins, HITRFAFE,

RETBENSERIRPMEHE . K/\FMrepoilR FEHRESHM, —KRE
R0 EN AN AR, BRI EMSERAERE, WITIRERFEMBE
I5R9RTIE] .

[root@localhost home]# centos2hce1.py

BUTRIEER, #rEBTN. SERAWEERSHEERE.

Complete?

20823-84-18 15:57:22-centosZhcel.py [3271: redhat-1sb is replaced by system-lsb on hcel_l,centos-logs is replaced by hce-logs
“gpg -pubkey-f 4aBBeb5-53a?f £ 4b"gpg -pubkey-352chH4e5-5ZaebBB4package #{PACKAGER}n" is wot installed

package | is not installed

“grep-Z.28-3 .hcelcpackage CentOS is not installed

2823-84-18 15:57:27-centosZhcel.py [3471: remove left rpms

ZB823-84-18 15:57:27-centosZhcel.py [35681: remove rpm list: kernel-3.10.8-1168.e17.x86_64 kernel-devel-3.108.8-1168.e17.xB6_64 ift
op-1.8-8.21.pred.el?.xB6_64 kernel-devel-3.18.8-1168.53.1.e17.x86_64 centos-release-7-9.2089.8.el1?.centos.xB6_64 kernel-3.18.8-1
166.53.1.e17.x86_64

Z2B823-84-18 15:57:34-centosZhcel.py [3571: Removing yum cache

ZB23-84-18 15:57:41-centosZhcel.py [3881: Sync successfully, update grub.cfg.

[rootBcentos? homeld

(1 588

CentOSEHEELEHCE 1.1 R2HEHIRPME,, H1fTcentos2hcel. pynw:j%%é?ﬁ}ﬁ, FsT
B BmiERXLERPME , IREEREBIXLRPME, 15{FH-s skip2EHTEFZTE .

(HJiE ) MIBRFFRIRPMEL

&D'F?@'ARPM@Z‘ IR HEEFER, BARENEFEITE O, £
LRSI B] BEF= S RIZE R 1 TRERR o

[root@localhost homel# 11

total 24

-rw-r--r--. 1 root root 15972 Jul ;
-rwW-r- . 1 root root 5632 Jul 1 86:31 h
[root@localhost homel# |

#iTrebootin SERRIFRS .
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5. #1Tcat /etc/os-releasefp SO E R BT
E R0 TFHuawei Cloud EulerOS{ZE TN

[root@localhost centoszhcell# cat fetc/os-release
NAME="Huawel Cloud Eulergs®

VERSION="1.1 ﬁxﬁﬁ_ﬁ-—l] "

ID="hce"

VERSION_TID="1.1"

PRETTY NAME="Huawel Cloud Euler0s 1.1 (x86 64)"
ANSI_COLOR="0,;31"

[root@localhost centoszhcell#

6. (|%) FEselinux,
ARk T selinux, 1BRIBZSEIEFE ST Bselinux,

a. f&H/etc/selinux/configSZid, $config3ZfEARSELINUXAYEIR B R enforcing
SELINUX=enforcing

b. BERIRIERSF(EselinuxBcELER
fisR: conf BCES{H5AH

#rpm lists for os migration

[rpm_lists]

#origin system must need rpms

baserpms_list = "basesystem initscripts hce-logos plymouth grub2 grubby" //REZIFEIKERIRPME

#old rpm and default conflict rpms //iFE1352H, REAKOBAFENTRE

oldrpms_list = centos-backgrounds centos-release-cr desktop-backgrounds-basic \
centos-release-advanced-virtualization centos-release-ansible26 centos-release-ansible-27 \
centos-release-ansible-28 centos-release-ansible-29 centos-release-azure \

centos-release-ceph-jewel centos-release-ceph-luminous centos-release-ceph-nautilus \
centos-release-ceph-octopus centos-release-configmanagement centos-release-dotnet centos-release-fdio \
centos-release-gluster40 centos-release-gluster41 centos-release-gluster5 \

centos-release-gluster6 centos-release-gluster7 centos-release-gluster8 \

centos-release-gluster-legacy centos-release-messaging centos-release-nfs-ganesha28 \
centos-release-nfs-ganesha30 centos-release-nfv-common \

centos-release-nfv-openvswitch centos-release-openshift-origin centos-release-openstack-queens \
centos-release-openstack-rocky centos-release-openstack-stein centos-release-openstack-train \
centos-release-openstack-ussuri centos-release-opstools centos-release-ovirt42 centos-release-ovirt43 \
centos-release-ovirt44 centos-release-paas-common centos-release-gemu-ev centos-release-gqpid-proton \
centos-release-rabbitmg-38 centos-release-samba411 centos-release-samba412 \

centos-release-scl centos-release-scl-rh centos-release-storage-common \

centos-release-virt-common centos-release-xen centos-release-xen-410 \

centos-release-xen-412 centos-release-xen-46 centos-release-xen-48 centos-release-xen-common \
python3-syspurpose python-oauth sl-logos yum-rhn-plugin centos-indexhtml \

libreport-centos libreport-web libreport-plugin-mantisbt libreport-plugin-rhtsupport \

libreport hunspell-en-US hunspell-en policycoreutils-gui libcanberra-gtk2 cups \
NetworkManager-libreswan-gnome plymouth-graphics-libs avahi cups-lpd pinentry-qt \

librsvg2-devel libcanberra-gtk3 gnome-themes-standard wodim gsettings-desktop-schemas-devel \
avahi-ui-gtk3 freerdp-libs pulseaudio-utils gstreamer1-plugins-bad-free-gtk ghostscript-cups \
setools-console libxkbcommon-x11 cups plymouth-plugin-two-step pulseaudio-module-x11 ImageMagick-c+
+\

cups-devel policycoreutils-sandbox PackageKit-gstreamer-plugin gtk3-immodule-xim avahi-glib avahi-
autoipd \

mesa-libGLES foomatic libcanberra-devel plymouth-plugin-label PackageKit-gtk3-module colord avahi-
gobject \

pinentry-qt4 avahi-ui-gtk3 plymouth-plugin-two-step ghostscript-cups ImageMagick-perl firewall-config \
plymouth-plugin-label redhat-redhat-Isb-corelsb vim-X11 dbus-x11 pulseaudio PackageKit-command-not-
found libproxy-mozjs \

pinentry-gtk nm-connection-editor gtk2-immodule-xim wireshark-gnome pulseaudio-module-bluetooth
pidgin-sipe freerdp kmod-kvdo \

redhat-lsb-core

#The following list contains the same symbol as centos/redhat
dstrpms_Llist = "hce-release hce-repos"
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4 BEnE

%

[log_conf]
# migration tool log common dir
migrate_common_dir = "/var/log/migrate-tool/” //BEFHEER

# migration tool classification log dir
migrate_classification_dir = %(migrate_common_dir)s/centos2hcel/

#iso as yum source link
[repo_info]
base_yum_url =https://repo.huaweicloud.com/hce/1.1/0s/x86_64/ //EffyumiEI&R, ATREMRIRE

#iso as yum source

repostr_hcel_1 = /ARMLEBEXATRER

[base]

name=hceversion

baseurl=https://repo.huaweicloud.com/hce/1.1/0s/x86_64/ /[/EityumiEI&E, FBTFIKENRPME
gpgcheck=0

enabled=1

gpgkey=

#released updates
[updates]
name=hcel_updates
baseurl=
gpgcheck=0
enabled=0

gpgkey=

#additional packages that may be useful
[extras]

name=hce1_extras

baseurl=

gpgcheck=0

enabled=0

gpgkey=

# plus packages provided by Huawei Linux dev team
[plus]

name=hce1_plus

baseurl=

gpgcheck=0

enabled=0

gpgkey=
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5 BE# HCE &%t%0 RPM &

E§ HCE £%#1 RPM &

5.1 FHERMhE

HCEfRMHRIERRFIRPMEIATSE AP, SIEEEHCELAIRPME ., ZEEHITR
HRPMEFNIFIEIEE . A TIERIERFMRPMENERENZSE, BERIIAR,

HCESZ3FHERdnf/yumas SFIOSMT T EFMHHAR S .

o LinuxBEX#rdnf/yumap<, AIXIRPMEHTHRAMENR, ARIRIEESE,

o OSMTRENTRBEMIHCERFARRPMBEARMEIRINTER, aTHENXHAHKE
EfIEHNE. ERER.

PR X B0 T

& 5-1 ALHXHY

=

{ERdnfeyumBSTFHE

(FFHOSMTT EFAE

RPMEFHLK

o IFEERIARIES
FHIRPME,, BFELEE
i8R AIRPM B FNRRNE
£,

o ZIFNHARLZEEFIIR
BIRPMEL,

o IFEERIFARPIETEHRAIRPM
8, SRREENMSRARPMEF]
RRES.

o XIFHEMAITE:

o XIFEHEMIEBEEHRPME .

ARAFZEEBHIRPME,
FREFEESERAIRPME,
FREENEHZLZHZES
FHHIRPME ,
AhLEEHTRIIRPME
mEEE .
FHRHIEINEERIRPMEL
BEHHERIRPME .

FEIRER .
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mE {FEAdnfelyumis SHE (FEFHOSMTTEHE

EFREF | A HFEFIREFR T4FHCE 2.0 LA EARASAIFHR

%

TIEFHRAY | STIFHCE 1.1 R LA ERRAR HFHCE 2.0 LA ERRAAIRPME T

hRZAR RPMEFHE 588

B SEOIRFRE A SRR RS RPM BN IFRIE— IR
EHER

5.2 (8 dnf 3 yum @< HK

ATENBHCE N RLAEMRARRBIRPMBHRIENRERIE. dnfilyumasSHIERGIEE
@, ATELAdnfas$ 9, HCE 1.1ByumfdERIGFSHIT,

AR

e Huawei Cloud EulerOS 2.0%2Z [BiRAS Sz iFyumFldnféss .
e Huawei Cloud EulerOS 1.1iRA(ZIFyumas <,

BURESES
HCEFREZRZEdnfiH{F, dnfipd eI,

[root@localhost bin]# dnf
usage: dnf [options] COMMAND

List of Main Commands:

alias List or create command aliases

autoremove remove all unneeded packages that were originally installed as dependencies
check check for problems in the packagedb

check-update check for available package upgrades

clean remove cached data

deplist [deprecated, use repoquery --deplist] List package's dependencies and what packages
provide them

distro-sync synchronize installed packages to the latest available versions

downgrade Downgrade a package

2
T
i
G

yum{EACentOSHIBEIEREEH T RVENARE, B—LOB<EIREEIBR, B1F
HeeE . NELHZ. KEBIMERIESE . dnflEAyumIECE, 1I2MHEFRIEEE.
RNTREFRSMN, HCEERARRMYyum&ES,

1. KRBEHFEHINRPME,
- H7dnf list updatesss SEEFBSFEMAIRPMETIZE

[root@localhost bin]# dnf list updates
Last metadata expiration check: 6:49:11 ago on Tue 28 Jun 2022 01:55:35 PM CST.

hce-config.x86_64 3.0-66.hce2
hce-latest-release.x86_64 2.0-1656179342.2.0.2206.B032.hce2
irgbalance.x86_64 3:1.8.0-7.h9.hce2

M H%kRAS 01 (2025-01-02) WA © EARTERABIRAE 34



HCE FBF{5r

5 BE# HCE &%t%0 RPM &

2. FRIFEFHAIRPME,

kernel.x86_64

kernel-tools.x86_64
kernel-tools-libs.x86_64
kexec-tools.x86_64

5.10.0-60.18.0.50.h316_1.hce2
5.10.0-60.18.0.50.h316_1.hce2
5.10.0-60.18.0.50.h316_1.hce2
2.0.23-4.h8.hce2

libcurl.x86_64 7.79.1-2.h4.hce2
libssh.x86_64 0.9.6-2.h3.hce2
libstdc++.x86_64 10.3.1-10.h10.hce2
libxml2.x86_64 2.9.12-5.h5.hce2

openssh.x86_64

openssh-clients.x86_64
openssh-server.x86_64
Obsoleting Packages

dnf-data.noarch
dnf.noarch

dnf-data.noarch
dnf-data.noarch

8.8p1-2.h12.hce2
8.8p1-2.h12.hce2
8.8p1-2.h12.hce2

4.10.0-3.h6.hce2
4.10.0-3.h5.hce2

4.10.0-3.h6.hce2

4.10.0-3.h5.hce2

H1Tdnf list updates --securityip<, (NEEZE2EINERAIRPME,
[root@localhost bin]# dnf list updates --security

Last metadata expiration check: 0:00:03 ago on Fri 08 Jul 2022 04:45:56 PM CST.

No security updates needed, but 2 updates available

#17dnf updateds SHEFABFEMAIRPME , BIELZEEFNLRAIRPME

MimEES .. PITHSEhER

5) .

SERAHHIBEIRRASE (Version

[root@localhost bin]# dnf update
Last metadata expiration check: 7:12:18 ago on Tue 28 Jun 2022 01:55:35 PM CST.
Dependencies resolved.

Package Arch  Version Repo  Size
Installing:

kernel x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 47 M
Upgrading:

hce-config x86_64 3.0-66.hce2 hce2 13k
hce-latest-release x86_64 2.0-1656179342.2.0.2206.B032.hce2 hce2 52k
kernel-tools x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 230k
kernel-tools-libs x86_64 5.10.0-60.18.0.50.h316_1.hce2 hce2 62k
kexec-tools x86_64 2.0.23-4.h8.hce2 hce2 400 k
libcurl x86_64 7.79.1-2.h4.hce2 hce2 284 k

libssh x86_64 0.9.6-2.h3.hce2 hce2 194 k
libstdc++ x86_64 10.3.1-10.h10.hce2 hce2 535k
libxml2 x86_64 2.9.12-5.h5.hce2 hce2 659 k
logrotate x86_64 3.18.1-1.h2.hce2 hce2 60k
mdadm x86_64 4.1-5.h2.hce2 hce2 331k
nftables x86_64 1:1.0.0-1.h3.hce2 hce2 303k

perl x86_64 4:5.34.0-3.h5.hce2 hce2 32 M
perl-libs x86_64 4:5.34.0-3.h5.hce2 hce2 1.8M
Installing dependencies:

grub2-tools-efi x86_64  1:2.06-3.h5.hce2 hce2 472 k

Transaction Summary

Install 2 Packages
Upgrade 72 Packages
Total download size: 105 M
Is this ok [y/N]:

#47dnf update --security@p %, XFARLZEEHLZKAIRPME

[root@localhost bin]# dnf update --security

Last metadata expiration check: 7:15:16 ago on Tue 28 Jun 2022 01:55:35 PM CST.

No security updates needed, but 73 updates available Dependenci

Nothing to do.
Complete!

ies resolved.
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5 BE# HCE &%t%0 RPM &

EHEZZ

2.

AEINE, BRIFEALSETER.

ARSI FERIBERIRYE W :
ZEITEERchronyd RSB EZ L/ FHREE AL FdisableddRZ, FRLAM
HCE-2.0.2206 R AFHREHMRAE, chronydfR$EZS4bFdisabledikzS. WNBEE

, fRanE@dsystemctl enable chronyd(F8EiZRSS, Fi@idsystemctl start
chronydSaZARSS -

#17dnf historyas<, ERFEORIIHEE(FIDS.

st ~]# dnf history _ _
Command line Date and time Action(s) | altered

upgrade chrony 2022-10-09 11:38 | Upgrade

histery undo 3 2022-10-89 1 Downgrade

upgrade chrony 2022-10-089 136 | Upgrade

install createrepo 2022-10-89 11:30 | Install
2022-10-089 115 | Install

#147dnf history undo <IDS>ar S EIRILRHFIR(E,

5.3 {5 OSMT T EH %

5.3.1 ik

OSMTRAEANTIRHIIIHCERZ R RPMEHKIEIRNTH, OSMTHIBENXEE
RP)LASE}’;J%&TE, FHS AR EIEERREREXAR. EIIFHRFHF
Elﬂk T ﬁbo

WRAFHEFELE : MMARIBIRHCERFRIFH RN EIRIEE .
EHRPME: N B{IRPMERIFHRFIELRIRIE

(AR

OSMTXSZFETXIHCE 2.0 2 IRRIARA I THRANEIR . 2T B EHAEIrepoil R LASRENER {4
BHER, NFEMNSERE. ErlBidsystemctl stop osmt-agentfnSEIEIZARSS, FEE
systemctl disable osmt-agentds SZERIZIRS BB

5.3.2 Z95R R

FRFNEIRAVFERSZEFAIRPMEEE . K/FIMrepold FEHIRESZMN, —A
213005, BRI EMSEFRIAERE, MITIRIER SRR Bisand
8],

OSMTIE{Xz#FxIbase. updates@NE FHrepolEHHIRPMEBHITHE, 1BHIF
XA NEECERIERY . 18X repolREEEH{Tsystemctl restart osmt-agent
EFosmt-agentfg53 .

BT osmt configin S RIEMECEXH, FREMANENEEXY, TS
HOSMTINEERE .

FHERIEELIERroot FHF

RS RPME I FHREIRXIRIR T @RIZEK
- FxEREZELDL512M,

- RoXRF=EEN.5G,
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ZIHNESHFEBRSR (store_path ) S EELSG,
- RH/bootn XFIR=TEZE100M,
(MERiY::
o HITE. BIrRAAE, FrEEETEARE. FRITOSMTIESBRHET
REFETE, IRFRTEHARAE, SAHENAYEIRIER.

o LIEXAEF. TEHNEEER, RETARIEPRMESLENE, FE2INAFE
BENABCE, NREKRISER/)N, BRFEFFRF. AT PHTEESHFH
SN EE S

o IRAFRK. [ERITselinuxiRZSAIZIND :
- WRAFEESIselinuxKEARF=4RE, BIRRAFREIE, selinuxh&E—.
- ARBRRSZRselinuxikZ&genforcing, [EIRERFB G selinuxiR&ZE )k

permissive,
- BEFEselinux, BEFEFERselinuxiiRZ AenforcingF BIRERR S, o
k& Zlenforcingk.

- AlEhBRTselinuxikZSadisabled, [EREAAIdisablediRZ. LERTRSEIE
XFselinux{R SR =420

- BEFBSselinux, FEGselinuxBPIRET&E Apermissive, HERBRT
Bl autorelabelSTHFHBEER, BiselinuxikZgenforcingHFEHER

o  FHEFFART, OSMTITEESWNERFREBRSHTIEME, IBERERASIRRIEE. W
FREIEELMY, BRIERTEEHTWIE, Sl FiTiEsSHTh
B, FHNOSMTRSHEIER.

e OSMTIEAFIEKIHANTE, ATHERALKIENIRE, OSMTTESEdnf
REKBHRPMBARER . WEEHRXLRPME, a2 NEIREE.

o WRAERPMBEHGE, RAREWIENK (sysctl -aAITARGHE ) , WEEL
AEFOSMTIEHRRIIE R . AIsysctlapSRIFTRAECE, sysctl -p <file>a]
BEEMHIEEN . sysctl --systemB] B RAZBR TRIEENX A, 1R
FRZwS, SERMANMBRSKBER TRINZEENX

o Az, AEHAANT D BIARBEBIISMRA . ANREF—NMEIISNRA, NTE
OSMTIEBEMRSIRELN, BRHEAFTENRAEEINHITHRIEE,

e fEchronyfntp?E, FHchronydtFactivelRSHIIER T, OSMTIRBEMEBER
B, 1582 1EchronyfRS3akEIE chrony. ntpEAR— RSB EEFHFHLK -

5.3.3 IRAFHRFEHE

AN BEIBIRHCERFGRIFHR R ERIRE o

IRAFREEIREY, =ERMSRPMEEHZEIBRRESKXINAIRPMELLERZAS, Flosmt.conf
BCEHFRIEAR R rpmFIERTEX .

WRATFHR
1. HikrepoilRECEIEE .

B EEIARY/etc/yum.repos.d/hce.repofic E XS EERIEH, [EHRAIECE
QD—F o

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
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hRZS[EHE

gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

EIRNEEANB IS SBOSMTHEREM, SHAEFRHBIIFHERITA .
EFTOSMTERIFIRA

OSMTERIGMRAFIHCERRAFEREX R . HCERNAZELFIRFNOSMTIE,
EFEFHRAT, FEIEOSMTEHZEBIRRFMRAITRAIOSMTIRA

#47dnf update osmt -y --releasever [ Z# ik A=) BHOSMT, Flan, 1%
HCE 2.0FHRZIHCE 2.1, MHITdnf update osmt -y --releasever 2.15p < E#H
OSMTERIERFHARA .

(1 AR

EIZIEOSMTHIER, #4Fdnf install osmt -y --releasever [ EZ Gk AS] 1755,
B0, BERFAKRZEHCE 2.1, MHITdnf install osmt -y --releasever 2,155 %%
OSMTEZHTHRA o

FHRHCERFhRAS o
osmt update --releasever [ K% 5#r4k A =] --reboot_config [ £/547E]

BIREREREVAER, BESENARLSR . ESRIARIED, Flosmt
update -h,

- ¥BHCE 2.0HREIBRhMRAS, WIHCE 2.1,

osmt update --releasever 2.1

HRfE, FiTrebootin SERRSR, BIrRRRAZ8EER
- BHCE 2.0H4KEIBtRhRAS, #0HCE 2.1, HMIZIER.

osmt update --releasever 2.1 --reboot_config always

- YBHCE 2.0HEZIBfriRA, WOHCE 2.1, FHiSEERATE, a0 “2022-12-30
23:00:00” .

osmt update --releasever 2.1 --reboot_config "2022-12-30 23:00:00"
BRxRE, KBEREHEMIN.

HifTcat /etc/hce-latest&=EhceversionFES, & FEEFRRAZ D 2--
releaseveriS EAINRA S, FRFHRMIN.

(A ) MBRFHERED U
HIAFARBRINEEIEERS, HiTosmt removelflBREZH 314
(1 388

BHAFRTREEBHITosmt remove, Hl{Tosmt removelSHIBRETEHRZDEIE,
WITRTEBHITEIER,

BRIERSHEVXER, EESENEELR.
- @@éﬁ%éﬁ J Z:X\ZZUE% o
osmt rollback

- RERERRGHIVNER. FRLHEN, BRERSER2,
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osmt rollback --reboot_config always
HiTrebootiiSEREA
WREFR R BEEIREIHCERNR R FhRA .
mESEERMKI.
al#fifTcat /etc/hce-latest&BFhceversionFE, HILFERPIRAID 2 HKAI
HRAS, FREEIRMII,

5.3.4 EFf RPM &

5.3.4.1 HFITIE

RPMERIEHH GG/ {FHosmt updaters S EHFFAF Sosmt-agentfRESH
IEH. LERTSE, ERRSCHATARTSIRME,

1.

fiArepolRECEIESE o

B EEIARY/etc/yum.repos.d/hce.repofe EXHFSEEEIEH, EMRIEE
LI

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

EIRNEEN B UL SHOSMTHREM, sdFFEARARITH
#117dnf update osmt -yas S EFHOSMTHE T A,
B & /etc/osmt/osmt.conf3Z{4,

OSMTIRIERCE X {osmt.conflUiRE , XIRPMEBFHITE . BIRIEEERE
osmt.conf3 {4,

[auto]

#if auto_upgrade is True, the osmt-agent will auto upgrade rpms use osmt.conf and reboot between
time interval we specified

#the value of cycle_time means the osmt-agent will check upgrade every cycle_time seconds, default
86400s(1 day)

#When a configuration item has a line break, you need to leave a space or tab at the beginning of
the line

auto_upgrade = False

cycle_time = 3600

minimal_interval = 3600

auto_upgrade_window = "22:00-05:00"

auto_upgrade_interval = 1

[Package]

# There are three rules of filters, all enabled by default. severity will be effect only when the types
contain security, it is the subtype of security.

# The following are the three rules:

# 1. whitelist has the highest priority, if whitelist is configured then ignore other rules and filter out
the whitelist packages from the full list of packages to be upgrade

# 2. Filter the update range by types, when the types contain security, further filter the severity of
security updates severity, only upgrade the severity level of security.

# 3. Filter blacklist to remove packages in blacklist from types filter results, and packages which

M H%kRAS 01 (2025-01-02) WA © EARTERABIRAE 39



HCE FBFi8r 5 B HCE &%i51 RPM &

depend on packages in blacklist will also be removed.
# filters must contain at least one types rule, if the types rule is empty, the -a option will not upgrade
any packages (by default all 3 filters are enabled).

filters = "types, blacklist"
whitelist = ""

# types include: security, bugfix, enhancement, newpackage, unknown

# if types is empty, no package will be upgrade

# types = security, bugfix, enhancement, newpackage, unknown

types = "security"

# severity is the subtype of security, include: low, moderate, important, critical

severity = "important, critical"

blacklist = ""

# The rpm package that requires a system reboot to take effect after the upgrade
need_reboot_rpms = "kernel,kernel-debug,kernel-debuginfo,kernel-debuginfo-common,kernel-
devel kernel-headers,kernel-ori,kernel-tools,kernel-tools-libs,glibc,glibc-utils,glibc-static,glibc-
headers,glibc-devel,glibc-common,dbus,dbus-python,dbus-libs,dbus-glib-devel,dbus-glib,dbus-
devel,systemd,systemd-devel,systemd-libs,systemd-python,systemd-sysv,grub2,grub2-efi,grub2-
tools,openssl,openssl-devel,openssl-libs,gnutls,gnutls-dane,gnutls-devel,gnutls-utils,linux-
firmware,openssh,openssh-server,openssh-clients,openssh-keycat,openssh-askpass,python-
libs,python,grub2-pc,grub2-common,grub2-tools-minimal,grub2-pc-modules,grub2-tools-extra,grub2-
efi-x64,grub2-efi-x64-cdboot,kernel-cross-headers, kernel-source,glibc-all-langpacks,dbus-
common,dbus-daemon,dbus-tools,systemd-container,systemd-pam,systemd-udev,grub2-efi-
aab4,grub2-efi-aab4-cdboot,grub2-efi-aa64-modules,openssl-perl,openssl-pkcs,kernel-tools-libs-
devel,glibc-debugutils,glibc-locale-source,systemd-help,grub2-efi-ia32-modules,grub2-efi-x64-
modules,grub2-tools-efi,grub2-help,openssl-pkcs11,grub2-efi-ia32-cdboot,osmt"
preinstalled_only = False

[backup]

store_path = /var/log

backup_dir = /etc,/usr,/boot,/var,/run
exclude_dir =

recover_service =

#the minimum resources required(MB)
[resource_needed]
#min_req_boot_space = 100
#min_req_backup_space = 8192
#min_req_root_space = 1536
#min_req_memory = 512

[emdline]
cmdline_value =

[conflict]
#conflict_rpm = test1,test2

[strategy]
timeout_action = "stop"
timeout_action_before = 0

[check]

daemon_whitelist = "sysstat-collect.service, sysstat-summary.service, systemd-tmpfiles-clean.service"
check_systemd_running_jobs = True

# the timeout of query systemd services

query_timeout = 30

check_rpm_packages = True
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% 5-2 osmt.conf TERIEIR

=10

il

[auto]

o motd_setup: IREBERIERESHE. BKAATrue,

e auto_upgrade: IEETIHRPMEBEEH AN, BilHFalse,

- True: {FFHosmt updateds< EHFHFERESosmt-agent
RS Boh B ARz o

- False: {N3z#FFFHosmt updateds S EFHRPME

e auto_upgradeATruelt, BCEM TS,

- cycle_time: MEREEFEMXEGENER, B2
. ERAEF36007,

- minimal.interval: f§Eosmt update -bip<$SEHFFIA
AYiEfn&; LEAYiEfYE/\BdiEiafRs, Bf2ER . EAMESN
3600%),

- auto_upgrade_window: BtEfE&osmt-agentfRSS3Hnh
FHRHIRHEE, BXA"HHMM-HH:MM", RRARIIFF
SaRB)FN#EL LERT (8]

YNRELLERY B/ NFFFIaRTE), NIFRRAIRFHRATBIER S
BAH. a0 “22:00-05:00" FrFATEIEH=2H22:00
ERXRBZZE5:00,

- auto_upgrade_interval: 1EERXBEIFHRZEHVE/INE
bR (Bfu: X) .

e auto_upgradeZFalseld, NECEM TS, HITHCESUHRT

[auto] B BTN EMMSEH AL .

- cycle_time: MEREEFEMXEGENER, U2
. ERAMEF36007,

- minimal.interval: f§ZEosmt update -bip<$SEHFFIA
AYiEfn&; LEATiEAYE/\Bdiaiafs, Bfi2ER . EAMERN
3600%),

- True: ABRERER.

- False: XAERIETR, REESVZMRERIER, HE
AEBIRER . REHAR, FEEFosmt update -s
WEEHRGDSEMMELER .
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BoEIR

ol

[Package]

o filters: IEEEHAVBEE, BiEtypes. blacklist. whitelist,
Bignfilters = "blacklist", EFERATREFHEZEHRIRPM
.

- types: fFEHFHAIRPMEIZEE,

- blacklist: RPMBEZ®EFIZE,
RERZRE, TYEZSBEPIRPMEHITER, IIRE
RPMEIRIMEZEHIE, NASHRURPME,

- whitelist: RPMBEZE%ZE,
ﬁﬂ%ﬁzgﬁﬁgﬁﬁﬁ%ﬁ%ﬁ BIX, BAEHETUEH
AIRPME,,

AZRMERATESE, IRERPMEENEEREHS
BMERE, USHRILRPME,
153
WIREAGOEE T BERMNERE, anSiseiIRaRing
g%%)ﬁ, T BRERE XM HRIES BAZRYIREHRPM

e need_reboot_rpms: AHREEEIFAIRPME,
[E&osmt-agentfRSS BaIFRAT, ASEH
need_reboot_rpmsHAIRPME ., EEEH
need_reboot_rpmsFIZEHFHIRPME, %7R{FFHosmt update
--auto --reboot_config alwayszosmt update --auto --
reboot_config “EEEE" HSEH.

e preinstalled_only: ZiRERETrueld, RFHEK/etc/osmt/
preinstalled.listAIRPME .

[backup]

e store_path: EiZERTFEIEZSFMHER.
HRidrEH, OSMT&TEstore_path FEliE.osbakER, R
FEEFEZER, WEESFERHosmt removelSEMIER .

e backup_dir: FEZBHIBF. HH/etc. /usr. /boot. /
var. /runARANEEZESMHINER, BERTUME. XLE
RETEHITIRATFHRINEERIFHE B s TED -

e recover_service: OSMTEIBEFRFIGILYIEFIRSHIEH
RERE—H, NRRSBHBEIRESHEIEN, OSMTES=A 1k
SIRSZAIRES
izl

[backup] PRV R EERE NEITIERAIFR .

[cmdline]

cmdline_value: IEEARZERFZNBNN., iBhcEIEMHRYE
IR, BIREFEEBIEERN. BKAMBEAHCERZIASBEIIR,

[conflict]

conflict_rpm: IEEFFIEFIPRAVRHEE, AREHRFEE
SHMPRIPSRAVERF B
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BoEIR 1588
[check] e check_systemd_running_jobs: 8B EEEAHRIIMERS

P BEIEERMHIEAFLIEAIRSS, EBiATrue,
- True: FHERRINBRFAPELHIEEREIEEFLEAIR

&z
JJo

- False: FREBRAPERBEREBNHIEEZLLEAIIRS .

e check_rpm_packages: RERBEHAKICERFFrpmE

5347:’5 BIEENKRERIRE. EaFEEENE.. A
JTrue,

- True: AEREHEErPpMEAVAZE.
- False: FREIAEEPMBAPRE.

(11 %A
HibE EAENEN, F1EE2 N/ /etc/osmt/osmt.confELE S Hi%EA

5.3.4.2 osmt update (s SEH

FriEFHRPMEERM A .
o IRIEBCEXHFaIfiltersFEREFRPME
osmt update --auto --reboot_config [ Z/SFA/&]

& 5-3 ERECESHRA

28 i=lilz]
never EXRIEEEREESH, igEneverly, BERE, A=
B

LtEF BT, need_reboot rpmsFHIZFRHHIRPME A .
XHERT, EEH%Kneed_reboot_rpmsFIZFFAIRPME, 15
Efilters=ERELE S "whitelist" BIS R AIRPM B ECEZ
"whitelist"iEINF, IREFSUT . EXMERT, FHRTHK
&, BFENEFRRS, ERPMEEHE.

osmt config -k filters -v "whitelist"
osmt config -k whitelist -v "rpm71, rom2, rpm3"

always FHRPMESS ( BiEneed_reboot_rpmsFIRFHIRPME, ) , 37

BNBmER,
<specific FEHRPMESS ( BiEneed_reboot_rpmsFIFRFHIRPME, ) , £
time> EENERIEEmER . BFEgztan "2020-02-02 2:02:02",

o (EREZRMARRENHLEHRPME,

osmt update --pkgs [rom7 rom2 rom3 ... ] --exclude_pkgs [rpm4 rpm5
rpmé6 ... ] --reboot_config [ E/SAE]
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- --pkgs: %, IEGFEHNEERIIER, RPMBLI=IEDRR.
Bign, HATIN TR EFTREAEHRIhce-logos. hce-Isb. tomcatfl,
osmt update --pkgs hce-logos hce-lsb tomcat
- --exclude_pkgs: AJi%, EFEMAEZRIIER, RPMELIZ=HEDR.
fan, WATH TS SAEHEREFRongres-scram. llvm-statict,
osmt update --exclude_pkgs ongres-scram llvm-static
- )—:—Ire_JPoot_config (EEAE]: nlik, IsEERAR, B88always. never, &
|:|E|‘ [Ejo

" always: BEHiERE, ERERABEERAIRPME, NZENBHMES;
=788, NFRER.

" never : BFERGE, FER.

= <specific time>: ISEERME. EMERE, GEEEAEEIRY
RPME, NITEIEERBIBEmIER; &i%8, WAER. BfEgtul
"2020-02-02 2:02:02",
() #BA
o NMRFEAEBRINHZRAIERS, --pkgstl--exclude_pkgsZEMERA—1 .

o WIREAGTIEETEZIRNARE, UanSlEENRERNBRRNE, TBIRIEE
BEXHPRESRNRRRIIREHNRPME.

5.3.4.3 osmt-agent fREZBEEH

osmt-agentlRSBS XIS AHIHCEREBTEMIRPME , FBEMEFHRPME, REH
BRI T EFRIB BRI LIBEXIRE

1.

PITLL TS, ffRosmt.confX{fauto_upgrade=2E& ATrue,
osmt config -k auto_upgrade -v True
H17systemctl status osmt-agent.servicedp S ifiAosmt-agentiREB 2B IEE

=1

- ActiveBactive (running)Rz, FRosmt-agentlIEEHS.

- WNRosmt-agent;gB4Factive (running) Xz, 1BH11Tsystemctl start
osmt-agent.serviceds < [Falosmt-agent,

; vendor preset: disabled)
go

ve
smt-agent

PATAN T aSIR EBREHRRPMERIRTBERSFHEREEE

- BT EARAIRTEER
o8I, osmt config -k auto_upgrade_window -v
"auto_upgrade_window"

auto_upgrade_window: BtEEHosmt-agentfRSSEEIHARAIATEE, &=
A"HHMM-HH:MM", FRRARBFFIEAT [EF0# LERTIE] .

WNR& LA E/NFFIERTE), NFRRARFARATBDERE#S®EAH . 1
“22:00-05:00” FRRFHRASEERFZH22:008)XHi&R5:00,
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f5an, BeEZH23:002))XHO01:00RBIE AT FHLRAYEE
osmt config -k auto_upgrade_window -v "23:00-01:00"
-  IEENEAHRANEENE

&8, osmt config -k auto_upgrade_interval -v
auto_upgrade_interval

auto_upgrade_interval: 15ERRBohHARZ BRIERNER (8Bf: X) .
Bign, RESRI XS TEIHARNGSA:

osmt config -k auto_upgrade_interval -v 1

5.3.5 ARIGEERE

1. FERENE, BRIEEALSETER. SETIEE, BESERIHMERIT
osmt removei SHIFEHN RS . BRERLEEERNIARAS .

2. ZEWTBEKchronydRBELRE/FAREEKINLFdisabledikZ, FrLAN
HCE-2.0.2206 R AFHREFMRARE, chronydfR$EZS4tFdisabledikZs. NBEE
&, {&nli@idsystemctl enable chronyd{F&EiZARSS, FFi@idsystemctl start
chronydSsNZARSS -

5.3.6 [E]iE RPM &

#11Tosmt rollback --reboot_config always&s < B} ERPME , {XZIFEIERRIA—IX

EHAIRPME ,
--reboot_config always: ®Ji%, &H_EXRFALKAEneed_reboot_rpmsFIFRFHIRPME,
BEALLESE,

WNERAF--reboot_config always, EIXFALKE ¥ Kneed_reboot_rpmsFlIZRAHAIRPM
8, SEFNERREARERIEEY

(MR

ISERARFTRARIOSMT TERITIRE, FRINBIEOSMTTAEEIROSMTESRA .

5.4 BgsR

5.4.1 OSMT < #EEIER

o HfTosmt -hwp<s, EROSMTHIESENEE .
[root@localhost SOURCES]# osmt -h
usage: osmt [-h] {update,rollback} ...
positional arguments:
{update,rollback}

update update os version or packages
rollback rollback last update
remove remove backup files in store path
config modify config file by command line
job handle upgrade task.
optional arguments:
-h, --help show this help message and exit
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& 5-4 SHURA
2 152EA
update FHRIBERRHRPMEL
rollback EHRIBERFHRPME,,
remove MR BRI PRI S -
config R E A=Y
job B EEF RIS
-h, --help k2%, EitosmtpSHEHER.

e HifTosmt update -h@p<$, BRAFIRMERRZIRPMERIEENEE
[root@localhost SOURCES]# osmt update -h
usage: osmt update [-h] [--nosignature] [-s] [--all] [--security] [--version] [-a] [-p PKGS [PKGS ..]] [-
e EXCLUDE_PKGS [EXCLUDE_PKGS ...]] [-v RELEASEVER] [-r REBOOT_CONFIG]
[-b BETWEEN] [-j] [-c]
optional arguments:

-h, --help

--nosignature

-s , --show
--all
--security
--version
-a, --auto

show this help message and exit
ignore the signature of packages
show updateinfo
show all pkgs which can update, 'osmt update --show --all'
show security pkgs which can update
show all version can update to
auto update use config file

-p PKGS [PKGS ...], --pkgs PKGS [PKGS ...]

specify the packages to upgrade

-e EXCLUDE_PKGS [EXCLUDE_PKGS ...], --exclude_pkgs EXCLUDE_PKGS [EXCLUDE_PKGS ...]

specify the packages not to upgrade

-v RELEASEVER, --releasever RELEASEVER

specify the release version to upgrade

-r REBOOT_CONFIG, --reboot_config REBOOT_CONFIG

you can choose between always, never or a specific time. 'always': reboot os after

update ends if need. 'never': never reboot os automatically. '<specific time>"

reboot at specified time, format like "2020-02-02 2:02:02".

-b BETWEEN, --between BETWEEN

start upgrade time and end upgrade time, format like: '2020-02-02

2:02:02','2020-02-02 4:02:02'

-j, --job
-¢, --check
-V, --verbose

run upgrade in background.
check upgrade task.
show more log to screen

-0, --preinstalled-only

-t, --retry
--nocheck
-f, --fix

upgrade preinstalled packages only
retry previous upgrade action
do not check before upgrade
auto fix some system problems checked out

£ 5-5 SR

e

158

-h, --help

$Eftosmt updateds SHIFENE R .

--nosignature

FERB A RIE R RS R R EHIIRPME .
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2 izl
-s,--show ERITRATHPOARLEFREE

o --all: ERFAEFEFAIRPME,

o --security: ERFEHNLZEE,

e --version: ERFIEFHEIRIIRAS
-a,--auto BEEHMRPMEEFH LS, 5-v. -p. -eBRF,
-p,--pkgs IEEFEFHMPURPMBEEZRIE, 5-v. -aBR,

-e,--exclude_pkgs

BEAZEFTHPRPMEBEZRSIE, 5-v. -aBR,

-v , --releasever

EEREAREINIHCERAES

-r, --reboot_config

BEERA

e always: EFERG, EEERAEEIHIRPME,
N:ZBNBmER; &'E8, UAER.

e never : BHIEEERE, FEB.

e <specific time>: ISEEFE. EFfERE, &6
BRAEEMHIRPME, NITEEERBIBMER; &
%8, WAER., BiEsgztan "2020-02-02
2:02:02",

-b, --between

IEEosmtMITEFIAFIRRTBFN4ESRATE), B
"HH:MM-HH:MM"

NS ELLERTiENFFIGETE, NFRRAIRFHRATEERES
HMERBA. 0 “22:00-05:00" FRFAKATEER KA
22:00F/XHiz=5:00,

'jl __jOb

U a#ER I TARIR AR .

-¢, --check

FREEBERFRS, MIARRREEEFR. ZEEER
ERANEN, ELFRARNESEITHREIEE,
BINTEFARGIEIN- B, WHEHISHTIOE., §l
a0, $iTosmt update -aFtiTHIRAS, EHKEHAIT
osmt update -a -ciZgiteE .,

-V, --verbose

g, ERFHNARER.

-0, --preinstalled-
only

A%SE, (XFK/etc/osmt/preinstalled.listHAIRPM
BIF, ZETXITREAHREN -

-t, --retry RS, HITHKER.
--nocheck w2, ARAUETEE, BEEAFRRE.
-f, --fix

RS, WRAFARRETENEEBOINRLERIID
a5

2

[>=]

#iTosmt rollback -hap<, ERENRZRIERFHRPMEAIEENER

usage: osmt rollback [-h] [-r {never,always}]

optional arguments:
-h, --help

show this help message and exit
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-r {never,always}, --reboot_config {never,always}
whether to reboot after rollback

-V, --verbose show more log to screen
-t, --retry retry previous upgrade action
--nocheck do not check before rollback

%= 5-6 SHUKAA

e izkilz

-h, --help $2{ftosmt rollbackas SHIEEENER o

-1, --reboot_config EERETFER.

-V, --verbose oS, EFANEERE.

-t, --retry O[S, HITERE .

--nocheck g&%ﬁ, EIRRIAHITROURE, EiFHALEIERM
= o

o ififTosmt config -h@p<, ERNEXRBEN B REEIIEREE
usage: osmt config [-h] [-k] { minimal_interval,cycle_time---} [-v VALUE]
optional arguments:
-h, --help show this help message and exit
-k {minimal_interval,cycle_time---} --key {minimal_interval,cycle_time---}
-v VALUE, --value VALUE
-V, --verbose show more log to screen

& 5-7 2H0REB

2 i5HA

-h, --help 2{tosmt configip SHIFEANS S,

-k, --key EEEETIIE I keyH.

-v, --value ?E‘x’ENMﬂ%EﬁZkey{EE’\Jvalue{Eo

-V, --verbose ®SH, BERFEANTERE.

(1 5288
ZiNHiBidosmt configapSHKIEKECEN M, (ERAEMBSIVENEEN Y, AIEESE
OSMTIIEERE

e iETFosmt job -hin<S, ERESEREREENEE.
usage: osmt job [-h] [-s] [-c] [-d DELAY] [-y]

optional arguments:

-h, --help show this help message and exit
-s, --show show task info.
-c, --cancel cancel current task.
-d DELAY, --delay DELAY
delay task
-y, --yes never ask for yes.
-V, --verbose show more log to screen
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% 5-8 2R

2% iRA

-h, --help 12iftosmt jobar SHIFENEE .

-s, --show ErEEESBER.

-d DELAY, --delay AP HEIFFERINESIERE—ERATE, BiMERA
DELAY “1:50:00” , FREEEREHER1/NF505 .

-c, --cancel BV;HHgijob,

-y, --yes EABRREBRARIXIEE.

-V, --verbose %S, EFMANTREEE.

5.4.2 [etc/osmt/osmt.conf EeES{4i5iAR

ATXFOSMT L EMBCE S Fosmt.conf AN ENRIECE IR

[auto]

# if auto_upgrade is True, the osmt-agent will auto upgrade rpms use osmt.conf and reboot between time
interval we specified

# the value of cycle_time means the osmt-agent will check upgrade every cycle_time seconds, default
86400s(1 day)

# When a configuration item has a line break, you need to leave a space or tab at the beginning of the line
auto_upgrade = False

cycle_time = 3600

minimal_interval = 3600

auto_upgrade_window = "22:00-05:00"

auto_upgrade_interval = 1

[Package]

# There are three rules of filters, all enabled by default. severity will be effect only when the types contain
security, it is the subtype of security.

# The following are the three rules:

# 1. whitelist has the highest priority, if whitelist is configured then ignore other rules and filter out the
whitelist packages from the full list of packages to be upgrade

# 2. Filter the update range by types, when the types contain security, further filter the severity of
security updates severity, only upgrade the severity level of security.

# 3. Filter blacklist to remove packages in blacklist from types filter results, and packages which depend
on packages in blacklist will also be removed.

# filters must contain at least one types rule, if the types rule is empty, the -a option will not upgrade any
packages (by default all 3 filters are enabled).

filters = "types, blacklist"
whitelist = ""

# types include: security, bugfix, enhancement, newpackage, unknown

# if types is empty, no package will be upgrade

# types = security, bugfix, enhancement, newpackage, unknown

types = "security"

# severity is the subtype of security, include: low, moderate, important, critical
severity = "important, critical"

blacklist = "mysql"

# A REREERRAAEEIRIrpmE

need_reboot_rpms = kernel,kernel-debug,glibc,glibc-utils,dbus,dbus-python:---
preinstalled_only = False

[backup]

store_path = /var/log

backup_dir = /etc,/usr,/boot,/var,/run

exclude_dir =

recover_service =

[resource_needed]

#the minimum resources required(MB)
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#min_req_boot_space = 100

#min_req_backup_space = 8192

#min_req_root_space = 1536

#min_req_memory = 512

[cmdline]

cmdline_value = crashkernel=512M resume=/dev/mapper/hce-swap rd.lvm.lv=hce/root rd.lvm.lv=hce/swap
crash_kexec_post_notifiers panic=3 nmi_watchdog=1 rd.shell=0

[conflict]

#conflict_rpm = test1,test2

[strategy]
timeout_action = "stop"
timeout_action_before = 0

[check]

daemon_whitelist=sysstat-collect.service, sysstat-summary.service, systemd-tmpfiles-clean.service
# the timeout of query systemd services

check_systemd_running_jobs = True

query_timeout = 30

check_rpm_packages = True

2 5-9 osmt.conf AEINEXBIECEIR

[iT=li1 k)2
types ZMBsecurity. bugfix. enhancement. newpackage.

unknownBANMECETUEERPMERIEITEE, AENIEXK ., WE
R EE N L IRIE R A LFRE H T8 .

severity HRRLZEEH, FENER . BMAARZEEH . NBEFKE
AILMRIE R A LR ERHITIER

[resource_need | AR EHBIHTHEENRFAZRIREIE, FEUENR. W08
ed] YR EE A LRI R ARSI TIES .
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XJ HCE T2 EHT

6.1 LLEHIELA

ABEENBUTERyumzkdnfip S EiGFHLEHuawei Cloud EulerOSHRIZEE
o

BhRAXGyumFldnfas SHIFERAE, ATLYumisSARINE,
AR

dnfERYyumBIEE, IREEFAIERE, dnfilyumds<SRYERAEER.
e Huawei Cloud EulerOS 2.0% 2 B Az #FyumFldnfas< .
e Huawei Cloud EulerOS 2.0ZBiiRANMY Sz iFyumss s,

6.2 X T EFRERE (CVE)

CVE ( Common Vulnerabilities and Exposures ) EEATHEZENZIITENLZLTRF
i\, FrERNENEREEE— N EBHICVELZRS . Huawei Cloud EulerOSH{RIEZR St
Zet, EEXFIREHBHNCVEEE, ASKIMEERFAZTERGRE, IZERR
Bzt . &aJfEHuawei Cloud EulerOSHIZENEFEELZEFTHMICR.

e Huawei Cloud EulerOS 1.1&Z&,E

e Huawei Cloud EulerOS 2.0&2&

FR#ECVSS ( Common Vulnerability Scoring System ) 4>, Huawei Cloud EulerOS
BLeBMP ANUNER:

e (Critical ([ SXBE, HRELE)

Important ( KX, BEIEINES)

Moderate ( REXE, HEEFZE)

Low (XIS, mIikZEs)

HIRBrIEZ%EHuawei Cloud EulerOS 1.1%LAEIRA, SeTLIRIELA T REEiaH
ZRLZEEH, BERSRER. AETLAHuawei Cloud EulerOS 2.0 86125511508
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HCE FBF{5r 6 3F HCE TR EH

(AR

Huawei Cloud EulerOSKRARE, EHDERAIBESANEEFEES, LRERE,

6.3 yum p S

SRR yum <command> [option]

% 6-1 command BIEESH

T 5288

help EREIER
updateinfo ETRHEEREEHEE,
upgrade HERERGE
check-update wEN BB ER .

2 6-2 option FIEESH
S5 1588

-h, --help, --help-cmd ErmSEIER.
--security ERZEBEXINTEEER.
--advisory ADVISORY 1SEADVISORYIEX:HEEE, afAFER

<. EEEER.
ETRHEZEERRES SR,

--cve CVES IEECVEEXHNRGE, oTRTLE. &
THEEHT o
SR BZ EFERESGES DR
--sec-severity IBEZETMERBXNEE, oIH
{Critical,Important,Moderate,Low} T ERS%EH.

{(IPHNZREERFRSHAEEES

AR
BZFMER, BEMAyum --helpiREVENES

6.4 BT EEH

<M yum updateinfo <command> [option]

o H1Tyum updateinfoin<s, EREEIIBNLEEMES.
[root@localhost ~]# yum updateinfo
Last metadata expiration check: 0:03:05 ago on Thu 08 Sep 2022 05:30:23 PM CST.
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Updates Information Summary: available
12 Security notice(s)

4 Critical Security notice(s)

6 Important Security notice(s)

2 Moderate Security notice(s)

o <command>HIEESH,

list: ERHFIOTANREEMIIER.

[root@localhost ~]# yum updateinfo list

Last metadata expiration check: 0:03:32 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64
HCE2-SA-2022-0011 Moderate/Sec. gnupg2-2.2.32-1.h6.hce2.x86_64
HCE2-SA-2022-0002 Important/Sec. kernel-5.10.0-60.18.0.50.h425_2.hce2.x86_64

info <SA ID>: EGIEESA IDIILZEEFNFIE.
[root@localhost ~]# yum updateinfo info HCE2-SA-2022-0029
Last metadata expiration check: 5:09:15 ago on Tue 13 Sep 2022 09:43:13 AM CST.

An update for python3 is now available for HCE 2.0

Update ID: HCE2-SA-2022-0029

Type: security

Updated: 2022-09-08 22:08:34

CVEs: CVE-2021-28861

Description: Security Fix(es):

: Python 3.x through 3.10 has an open redirection vulnerability in lib/http/server.py due to no
protection against multiple (/) at the beginning of URI path which may leads to information
disclosure. (CVE-2021-28861)

Severity: Important

e [option]BIEESH,

--sec-severity={Critical,Important,Moderate,Low}: IEEZEEFHKA, {}
FHZEEHRERSHAESES.
540, {$EFE--sec-severity=Critical BIAIE N L BRI .

[root@localhost ~]# yum updateinfo list --sec-severity=Critical

Last metadata expiration check: 0:10:15 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64
HCE2-SA-2022-0003 Critical/Sec. libarchive-3.5.2-1.h2.hce2.x86_64
HCE2-SA-2022-0006 Critical/Sec. libcurl-7.79.1-2.h6.hce2.x86_64

fBI4n, {$EFE--sec-severity={Critical, Moderate}&AIZ N LLEHKI .

[root@localhost ~]# yum updateinfo list --sec-severity={Critical, Moderate}

Last metadata expiration check: 0:11:07 ago on Thu 08 Sep 2022 05:30:23 PM CST.
HCE2-SA-2022-0006 Critical/Sec. curl-7.79.1-2.h6.hce2.x86_64

HCE2-SA-2022-0011 Moderate/Sec. gnupg2-2.2.32-1.h6.hce2.x86_64
HCE2-SA-2022-0003 Critical/Sec. libarchive-3.5.2-1.h2.hce2.x86_64

--cve=<CVE ID>: &EifgERICVE ID,
[root@localhost ~]# yum updateinfo info --cve=CVE-2021-28861
Last metadata expiration check: 5:10:38 ago on Tue 13 Sep 2022 09:43:13 AM CST.

An update for python3 is now available for HCE 2.0

Update ID: HCE2-SA-2022-0029

Type: security

Updated: 2022-09-08 22:08:34

CVEs: CVE-2021-28861

Description: Security Fix(es):

: Python 3.x through 3.10 has an open redirection vulnerability in lib/http/server.py due to no
protection against multiple (/) at the beginning of URI path which may leads to information
disclosure. (CVE-2021-28861)

Severity: Important

(1] % B8
BHZIFMER, B(FFAyum updateinfo --helpIREVEENEE .

N5k 01 (2025-01-02)

WRIERE © LEARITERARERAF 53



HCE FBF{8r 6 3F HCE 7L EH

6.5 BT EEH

e H1Tyum check-update --securitydp <, HEBRFIBIIBENLZEEHH.
[root@localhost ~]# yum check-update --security
Last metadata expiration check: 0:11:39 ago on Thu 08 Sep 2022 05:30:23 PM CST.

curl.x86_64 7.79.1-2.h6.hce2 hce2

gnupg2.x86_64 2.2.32-1.h6.hce2 hce2
kernel.x86_64 5.10.0-60.18.0.50.h425_2.hce2 hce2
unbound-libs.x86_64 1.13.2-3.h2.hce2 hce2

e  HifTyum check-update --sec-severity={Critical,Important,Moderate,Low}#p
<, REEERIINEZEEH.
PRIZeERERSHAERAS.

[root@localhost ~]# yum check-update --sec-severity=Moderate
Last metadata expiration check: 0:23:57 ago on Thu 08 Sep 2022 05:30:23 PM CST.

gnupg2.x86_64 2.2.32-1.h6.hce2 hce2
python3-unbound.x86_64 1.13.2-3.h2.hce2 hce2
unbound-libs.x86_64 1.13.2-3.h2.hce2 hce2

e H{Tyum upgrade --security@ <, TREHLZLETH,
[root@localhost ~]# yum upgrade --security
Last metadata expiration check: 5:21:24 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Arch Version Repository  Size

Installing:

Kernel x86_64 5.10.0-60.18.0.50.h498_2.hce2  hce2 49 M
Upgrading:

Curl x86_64 7.79.1-2.h6.hce2 hce2 147 k

Transaction Summary

Install 1 Package
Upgrade 22 Packages
Total download size: 69 M
Is this ok [y/N]:

e HifTyum upgrade --sec-severity={Critical,Important,Moderate,Low}&5 <,
TRIBERNEZEEHN.
(PR ZeEHFERSHAEEAHES.

[root@localhost ~]# yum upgrade --sec-severity=Moderate
Last metadata expiration check: 0:32:27 ago on Thu 08 Sep 2022 05:30:23 PM CST.
Dependencies resolved.

Package Architecture Version Repository Size
Upgrading:

gnupg2 x86_64 2.2.32-1.h6.hce2 hce2 22 M
python3-unbound x86_64 1.13.2-3.h2.hce2 hce2 96 k
unbound-libs x86_64 1.13.2-3.h2.hce2 hce2 505 k

Transaction Summary

Upgrade 3

Packages
Total download size: 2.8 M
Is this ok [y/N]:

e HifTyum upgrade --advisory =<SA ID>%<, ZiI5ESA IDIILZEEH,
21 B2 EFERESOES SR
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root@localhost ~]# yum upgrade --advisory=HCE2-SA-2022-0033
Last metadata expiration check: 1:48:44 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Architecture Version Repository Size
Upgrading:

python3-rpm x86_64 4.17.0-8.h13.hce2 hce2 87 k

rpm x86_64 4.17.0-8.h13.hce2 hce2 498 k

rpm-libs x86_64 4.17.0-8.h13.hce2 hce2 376 k
Transaction Summary

Upgrade 3 Packages
Total download size: 962 k
Is this ok [y/N]:

e #H11Tyum upgrade --cve=<CVE ID>5<, LHHIEECVE IDRIREEHH .
SR B ZEERERESHIE.
[root@localhost ~]# yum upgrade --cve=CVE-2021-28861

Last metadata expiration check: 5:16:36 ago on Tue 13 Sep 2022 09:43:13 AM CST.
Dependencies resolved.

Package Architecture  Version Repository  Size

Upgrading:

python3 x86_64 3.9.9-7.h10.hce2 hce2 8.0 M
python3-unversioned-command x86_64 3.9.9-7.h10.hce2 hce2 39k

Transaction Summary

Upgrade 2 Packages
Total download size: 8.0 M
Is this ok [y/N]:
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HCE 3XEX openEuler i Ei{4FE

HCEERAARINEFFE#t XopenEulerfyrepoi&, BFopenEulerf93X{4EFIHCERTERHF
s,

LBIHCE 2.0kRA{XFERopenEuler 22.03 LTSRN . ZK*ﬁﬁ@’HCE 2.0%N{aI3kEY
openEuler 22.03 LTSHYY BIHE . KBNS 2B, BIREREEESIENAE.

REAE ERTE | ZEKHRPME | repoS{EISEH RMIKE
Eidwgetis$F | ERTLE | EBFHTHHF | Tk
HRPME RPM@,E’J LEEKERAIRPM

T, o

EidrepoXilt | ERTREZ | BRIREEKHAY | 501 /etc/yum.repos.dBR
ETHRPME RPMEAJ | RPME, TFHEE | TEEHrepoXHifiTE

TR R TE n, FHRLEBERTREEN
repo3 4. LXERPMESS,
MR IREIX e repo3Zft .
Eid wget ip$ T RPM &
ATLATE hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpmafil, 7B {EBwgetds
LSTEHAZERPME,

1. EBEHXEBEFopenEuleritX,

2. fEOS/everythingBRT, i%iFaarch64/ai&Ex86_64/RFLEMBZR, FHIIF
“Packages/” B=.
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HCE FBF1Er 7 HCE $KEX openEuler ¥ Bi{4E

i repo.openeuler.org,

@ OpenEuler

Index of /openEuler-22.03-LTS/0S/x86_64/

File Name | File Size | Date |

Parent directory = -

EFl = 2022-Apr-01 08:22
= 2022-Apr-01 08:24
docs = 2022-Apr-01 08:22
images - 2022-Apr-01 08:22
isolinux - 2022-Apr-01 08:22
ks - 2022-Apr-01 08:22
repodata - 2022-Apr-01 08:22
RPM-GPG-KEY-openEuler 2.1 Kig 2022-Apr-01 08:22
TRANS.TBL 2.1 KiB 2022-Apr-01 08:22

3. BEHHEERIRPME, #Hlilhadoop-3.1-common-3.1.4-4.0e2203.noarch.rpm,

h2-javadoc-1.4.196-2.0e2203.noarch.rpm 149.2 KiB 2022-Apr-01 07:56
hadoop-3.1-client-3.1.4-4.0e2203.noarch.rpm 80.4 MiB 2022-Apr-01 07:52
hadoop-3.1-comman-3.1.4-4.0e2203.noarch.rpm 29.2 MiB 2022-Apr-01 07:48
hadoop-3.1-comman-native-3.1.4-4.0e2203.x86_64.rpm 65.3 KiB 2022-Apr-01 07:49
hadoop-3.1-devel-3.1.4-4.0e2203.x86_64.rpm 16.1 KiB 2022-Apr-01 07:48

4. ERNBEAEEFITHIHE, HiTwgetii$ THRPME,

[root@ecs-zty ~1# wyet https:/srepo.openeuler.orgsopenEBuler-22.83-LTS/everything xB6_b4-Packages- hadoop-3.1-common-3.1.4-4.oe22H|
3.noarch.rpm

--7@23-85-18 21:31:18—- https://repo.openeuler.org openEuler-22 .B3-LTS everything/xB86_64-Packages hadoop-3.1-common-3.1.4-4.0e2
263 .noarch.rpm

Resolving repo.openeuler.org (repo.openeuler.org)... 49.8.238.196

Comnecting to repo.openeuler.ory (repo.openceuler.org)l49.8.238.1961:443... commected.

HTTP request sent, awaiting respomse... 288 OK

Length: 305800853 (29M) [application-x-redhat-package-manager]
Saving to: ‘hadoop-3.1-common-3.1.4-4.0e2283. noarch.rpm’

hadoop-3.1-common-3.1.4-4.0e228 1860 ==»1 29.16M 243KBrs in Zm 15s

2823-85-18 21:33:25 (221 KBrs) - ‘hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm’ saved [385880853-385880531

5. KRERATNHI. WFERERR FHI.

[rootlecs-zty "1# 1=

hadoop-3.1-common-3.1.4-41.0e22B83 .noarch.rpm
[rootPecs-zty "1# _

6. {FEMHrpm -ivh hadoop-3.1-common-3.1.4-4.0e2203.noarch.rpm&s $Z24RPM
8, NTFARERREZER .
NREFRSEPIRTRERREMIIRRE, BRERFEINRIEL BRI
MRRES.,
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[rootRecs-zty “1# rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm

warning: hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm: Header U3 RSA-SHAL Signature, key ID b25e?f66: NOKEY
error: Failed dependencies:
apache-zookeeper is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
leveldb is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
protobuf2- java is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
[rootBecs-zty "1 rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm --force
warning : hadoop-3.1-common-3.1.4-4.0e2283.noarch.rpm: Header U3 R3A-SHA1 Signature, key ID b25e?f66: NOKEY
error: Failed dependencies:
apache-zookeeper is needed by hadoop-3.1-common-3.1.4-4.0e2Z83.noarch
leveldb is needed by hadoop-3.1-common-3.1.4-4.o0eZ2B3 .noarch
protobufZ- java is needed by hadoop-3.1-common-3.1.4-4.0e2283.noarch
[rootBecs-zty ~1# rpm -ivh hadoop-3.1-common-3.1.4-4.0e2283 .noarch.rpm --nodeps
warning : hadoop-3.1-common-3.1.4-4.0eZ283.noarch.rpm: Header U3 RSA-SHA1 Signature, key ID b25e?fb6: NOKEY
Verifying. .. WU R R e e [168:]
Preparing. .. HH R R R s [1098:2]
Updating ~ installing...
1:hadoop-3.1-common-3.1.4-4.0e2203 SHIGEEEHBEEEHHI R R R [1682]
[rootBecs-zty ~ 14t

BT repo M{GHEETE RPM &

AT LLopenEuler-22.03-LTS/everything/x86_643f5, 1148 ~&openEuler-22.03-LTS/
everything/x86_648 R FHIRPMBFH EHRyumas S &%,

1.

B SERIRENAE S alhttps://repo.openeuler.org/openEuler-22.03-LTS /K
ik,

FeEyumiz,

BN /etc/yum.repos.dEF, #iE— 1 openEulerrepo3f4, FEIATARABTEHZ
Z3 4 EHE

AR

EiFopenEuler.repo X HFIHCER Sirepo XA /H5E, 154E#/etc/yum.repos.dER FHCE
BB repoX {4 TEM, FHMRHCERGMrepost, HelEopenEulerrepoXff.

[openeuler]

name=openeuler

baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/RPM-GPG-KEY-openEuler
[everything]

name=everything

baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64

gpgcheck=1

enabled=1

priority=3
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/everything/x86_64/RPM-GPG-KEY-openEuler

H1Tyum clean aliBFRERyumBERIEFER .
H1Tyum makecacheiEZFELERR , W FEFIRE RrepoiliEZMNIN

[rootBecs-zty “1# yum clean all

12 files removed

[rootBecs-zty ~1# yum makecache

openeuler 235 kBss

everything 229 kBrs
HCE 2.8 base 59 MB/s
HCE 2.8 updates 1.8 MBss
Last metadata expiration check: B:88:82 ago on Thu 18 May 2823 B89:55:83 PM CST.

Mctadata cache created.

ZHRRPME, LAhadoop-3.1-common&/9fi,
a. HiTyum list$BEEREEFEZE.

[rootRPecs-zty “1# yum list | grep hadoop-3.1-common
hadoop-3.1-common . noarch

-4.0e2283 @3ystem

3.1
hadoop-3.1-common-native . xB6_64 3.1.4-4.0e2283 everything
gQ - ~ 1}

b. #1Tyum -y install hadoop-3.1-common&s$ KL E, W TFRESR
ZBERTREMIN.
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Installed:
alsa-lib-1.2.5.1-1.0e2203.x06_64
cairo-1.17.4-1.0e2283.xB6_64
de javu-fonts-2.37-1.0e2283 . noarch
fonts-filesystem-Z.8.5-2.0e22083 .noarch
gdk-pixbuf2-2.42.6-1.0eZ203.xB6_64
graphiteZ2-1.3.14-5.0e2203 .x86_64
gtk2-2.24.33-4.0e22083 . xB6_64
harfbuzz-2.8.2 oeZ283 .xB6_64
Java-1.8.8-open jdk-1:1.8.8.312.b87-11.0e2203 .x86_64
Javapackages-f ilesystem-5.3.8-6.0e2283 .noarch
leveldb-1.208-4.0e2203.x86_64
libXau-1.8.9-2.0e2203.x06_64
libXcurso .2.8-1.0e2283.x86_61
libXext-1.3.4-2.0e2283.xB6_64
libXft-2.3.4-1.0e2203.x06_64
libXinerama-1.1.4-5.0e2283.x86_61
libXrender-8.9.18-18.0e22083 . xB6_64
libdatrie-8.2.13-1.0e22683.x06_64
lib jpeg-turbo-2.1.1-1.0e2203 . x86_64
libtiff-4.3.8-9.0e2283.x86_64
lksctp-tools-1.8.19-1.0e2203.x86_64
nspr-4.32.8-1.0e22083 . xB6_64
nss-help-3.72.8-Z.0e2Z83 .x86_61
nss-util-3.72.8-2.0e2203.x86_64
pixman-8.48.8-1.0e2283 . x86_64
tzdata- java-2B821e-2.0e22@3 . noarch
xorg-x11-fonts-others-7.5-24.0e2283 . noarch

Complete?

6. &Erepo3lit.

i JopenEuler@/g, fiBRopenEulerrepo3fd, FHEE T2 MIFRAYrepo
XiHBEEDIRE .

atk-2.36.8-1.0e2283.x06_64

copy- jdk-conf igs-4.8-1.0e2283 .noarch

fontconf ig-2.13.94-1.0e2283 .x86_64
fribidi-1.8.18-1.0e2263.x06_64
gdk-pixbufZ2-modules-Z.42.6-1.0e2283 . xB6_64
gtk-update-icon-cache-3.24.38-5.0e22083.xB6_64
hadoop-3.1-common-3.1.4-4.0e2283 . noarch
hicolor-icon-theme-8.17-4.0e2283.noarch

Jjava-1.8.8-open jdk-headless-1:1.8.8.312.b87-11.0e2283 . x86_b4

Jjbigkit-libs-Z.1-17.0e2283.x86_64
1ibX11-1.7.2-Z.0e22083 .x06_64
libXcomposite-8.4.5-1.0e2283.x86_64
libXdamage-1.1.5-1.0e2283.x86_64
1ibXf ixes-6.0.8-1.0e2203 . xB6_64
1ibXi-1.8-1.0e2283.x06_64
libXrandr-1.5.2-1.0e2Z83.x86_64
libXtst-1.2.3-18.0e2203.xB6_64
libfontenc-1.1.4-2.0e2283.x86_6b4
libthai-B.1.28-4.0e22A3.x086_64
libxch-1.14-1.0e2283 .xB6_64
Iua-posix-35.8-1.0e2203. xB6_64
nss-3.72.8-2.0e2283 . xB6_64

nss-sof tokn-3.72.8-2.0e2283 . x86_64
pango-1.49.3-2.0e22083 .x86_64
protobufZ- java-Z.5.8-3.0e2203 . xB6_64
xorg-x11-font-utils-1:7.5-43.0e2283 .xB6_b4
zookeeper-3.6.2-2.4.0e2283 .noarch
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8 HI{E Docker JRBHEENE =R

AONBEHCE LFIFHCERZRIDockertR SR FHERIEER -

ZJSRPRE!

R ITAE

1.

BT ERRGAIHCERFIRADFIFERIHCERRIRERIRARRIT—H

HaiArepolRECEIEE .

BIeEEIARY/etc/yum.repos.d/hce.repofc EXFHSEE B IEMR, ERAIEE
nr,

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

#EIGET B RIENDockeriZERIMER RIS, FERHFEZEDIGITER.

rm -rf /tmp/docker_rootfs

mkdir -p /tmp/docker_rootfs

yum --setopt=install_weak_deps=False --installroot /tmp/docker_rootfs --releasever 2.0 install
bash yum coreutils security-tool procps-ng vim-minimal tar findutils filesystem hce-repos hce-
rootfiles cronie -y

A EE

o _FiRIB{EHreleaseverEEit IHCEXI MAIARAS ,
o HOIFEIZREMEAFIVEGE, (BREMIFR/tmpXE TRITEEE.

chrootHENIGRTE R, #HITUWTEE-

chroot /tmp/docker_rootfs

[root@localhost tmpl# chroot /tmp/docker_rootfs

[root@localhost /1#
[root@localhost /1#
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{EFHCE security-tool.shX AN ERS .

export EULEROS_SECURITY=0

echo "export TMOUT=300" >> /etc/bashrc

Jusr/sbin/security-tool.sh -d / -c /etc/hce_security/hwsecurity/hce_security_install.conf -
u /etc/hce_security/usr-security.conf -l /var/log/hce-security.log -s

WITEREF, BUAMERITEIANIERINR, KBRIREREDS:
" BROERSSI M. FEchroot RS MSBRHIRSSH .

" BROSISEFRIH etc/sysconfig/init. TEERZBIMERXAMR
55, ERrootfsRiEREKB .

= §RD/proc/sys/kernel/sysrq, XRRSBNEEMRNEARTR, &
chrootSZ#F%éﬁS'FT =,

'shin/security-too
'etc/hce_security

to disable unit, unit ava

to disable unit, unit

to disable unit, unit .service does not

to disable unit, unit 1d.service does not ex

to disable unit, unit .service does not ex

to disable unit, unit vs 1

to disable unit, unit . 5 x1st.

to disable unit, unit er.se ) not exist.

has not been booted with ystemd as 1nit system (PID 1). C operate.
to connect to bus: Host

has not been booted with stemd as 1nit system (PID 1). Ca operate.
to connect to bus: Host is down

to disable unit, unit rpcbind.service does not

to disable unit, unit slapd.service does not

to disable unit, unit dhcpd.service does not

has not been booted with systemd as 1nit system EPID . Ca operate.
to connect to bus: Host 1

to enable unit, unit haveged.service does not exist.

has not been booted with systemd as init system (PID 1). Csz operate.
to connect to bus: Host

to disable unit, unit po .service does not exist.

has not been booted with systemd as init system (PID 1). Ca operate.
to connect to bus: Host 1s down

to disable unit, unit chronyd.service does not exist.

has not been booted with md as y ) . C operate.
to connect to bus: Host

has not been booted with s 1nit sys ) . Can't operate.
to connect to b 5

cannot open '// 0§ ile directory

N security-tool. cronie. systemdiﬂ{#@,&ﬁﬁ‘i%ﬁi’ﬂ#@,o

cp -af /etc/pam.d /etc/pam.d.bak

rm -f /etc/yum/protected.d/sudo.conf /etc/yum/protected.d/systemd.conf
yum remove -y security-tool cronie systemd

rpm -e --nodeps logrotate crontabs

rm -rf /etc/pam.d

mv /etc/pam.d.bak /etc/pam.d

sh -c 'shopt -s globstar; for f in $(ls /**/*.rpmsave); do rm -f $f; done'

[ -d /var/lib/dnf ] && rm -rf /var/lib/dnf/*

[ -d /var/lib/rpm ] && rm -rf /var/lib/rpm/__db.*

F2h&/bootB R,

rm -rf /boot

IREARBERES en_US,
cd /usr/lib/locale;rm -rf $(ls | grep -v en_US | grep -vw C.utf8 )
rm -rf /usr/share/locale/*

BRaHZ=324 man. doc. infoflmime,

rm -rf /usr/share/{man,doc,info,mime}

BIREFETUS .

rm -rf /etc/ld.so.cache

[ -d /var/cache/ldconfig ] && rm -rf /var/cache/ldconfig/*
[ -d /var/cache/dnf ] && rm -rf /var/cache/dnf/*

[ -d /var/log ] && rm -rf /var/log/*.log
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g. BhRjavaRiEP.

rm -rf /etc/pki/ca-trust/extracted/java/cacerts /etc/pki/java/cacerts

h. #PF&/etc/machine-id,

rm -rf /etc/machine-id

i. #&8B&/etc/mtab,
rm -rf /etc/mtab
1BHchroot,

exit

T8 E4GEIRITBE SR, SrDockeriEZ RIS {Hhce-dockerx86_64.tarxz,

JFH4ERIZ 9 /tmp/docker_rootfs/hce-docker.x86_64.tar.xz

pushd /tmp/docker_rootfs/
tar cvf hce-docker.x86_64.tar .
xz hce-docker.x86_64.tar

popd

BEGAI SR TR layerE BRI

ARG RBVRGRIIE U E g B layerER, A8efFFdocker loadip S NIEIRIR
FEZEFdocker importf S FiGITRUFER IER, BRdocker savein S{RF
A— 1 wBlayerEEREE)Y, XEFILAFEFdocker loadis S RINEER
T o THLARERZ My _image, VA4 docker_save.tarxzzf ,

docker import hce-docker.x86_64.tar.xz my_image:v1
docker save -o docker_save.tar.xz my_image:v1

LERTA4E R AYdocker_save.tarxzl|3t432 {45t r] LAFHdocker loadds S RINEIER

docker load -i docker_save.tar.xz

ERRGIIEEEE=R

1.

tikrepoiRECELIEE -

BB ERIARY fetc/yum.repos.d/hce.repofit XS E R, EHRIIES
WT.

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

Zidockeri 48 .

yum install docker -y

FRBGRAIENH OISR
mv /tmp/docker_rootfs/hce-docker.x86_64.tar.xz .
docker import hce-docker.x86_64.tar.xz

HifTdocker imagesip S OB BB E R ID "6cfefae3a541,

Lhost /1# mv stmp/docker rootfs/hce-docker.x8
'1# docker import hce-docker.x86_64
410e3b48208f8a%e0a28fcaBfalbla62ad38b27196a742869d5bfc

1#
t /1# docker images
T IMAGE ID CREATED
<none> Gcfefae3as4l 6 seconds ago
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AR
BB IRER AR T i SIEERIKAIREPOSITORYFITAGEH
docker import [OPTIONS] file|URL|- [REPOSITORY[:TAG]]
4. #EBEHPIETIRKRbashU4.
BTN TSR, RshelMENE, FRRAIEASZEDbash,
docker run -it 6cfefae3a541 bash

[root@localhost f1# docker run -1t 6cfefae3as4l bash

[root@sc639b63fcoe /1#
[root@sc639b63fcoe /1#
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£YSR PR

°
.
LI IRi¥as
1
4.

K
e

fRi¥=% (bisheng compiler ) RUNRHUII—IRMSIRE. SUENZT BIR
THE., EREFRSINT SHRERZA, 7H5C/C++/FortranfgiFE=

{YHCE 2.0 x86ZR437 4 {EF R EE R fmiFee o

HCERERIclangfmiFiE S FIEE R miR SR HAclang/RiFES A BERIAMFER .. W
RIGEARRZERENclangmFESHEEFHE, A EREERRmFES,

ALRETERRmERZE, WRFEFEREENclangfmiFES, JHITrpm -e
bisheng-compilerfs SHIPREER fmiEes, ARFIHIEZIR . EFHZIRP, BalL
FREERclangfmFES .

HiArepolRECEIESE o

BB IARY/etc/yum.repos.d/hce.repoft EX S HEE1EM, [EFRRIECE
{1

[base]

name=HCE $releasever base

baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/

enabled=1

gpgcheck=1

gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

#147yum install bisheng-compilerfs $SZETH,

HiTsource /usr/local/bisheng-compiler/env.shir s, SARETE,
WNRITH THNZL, SETHMNEZRERSAKNELTESEIERFERERRIE
25,

METEHERLEMI.
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#i7clang -vEETBRNRASS . BROERGSEFRERRAER, FRL
BZmI.

(G2

I
3

i

Ti
_ B

IRIFIEITC/C++iEfF .

clang [command line flags] hello.c -o hello.o
./hello.o

clang++ [command line flags] hello.cpp -o hello.o
./hello.o

2. YmiFizfTFortrantg=.
flang [command line flags] hello.f90 -o hello.o
./hello.o
3. fExEHEEERS.
EE R miEsS e ERIiHEEERLLVMAIIL, B EEENIEREGARI,

clang [command line flags] -fuse-ld=lld hello.c -o hello.o
./hello.o

9.2 NAILETH

9.2.1 itk
Rz FEINE T HREAIRIAI—FAXI N AT R T
RN RIE T BN BEFERIE .

o ERSHME:

FSINE R BEAEN R TR RERTECPU LApmuisiRER, BT RER!

RS E RIS N B FMEHSENRHIE, ERFTIISMEREN RIER i 12d

Tjiczzf;%ﬁ_\?%EF‘%’PCEB{Eﬂlﬂ%EﬁZEE%&%‘%%N%&%%’%%&MU%%o LRV STET R
‘{‘b I\o

-  (EARENBOLTT RN ARERF: RetERBEESHASHINA.

- {#Fhce-wae-autofp SR EIER: TJLURIERENSECEE, AR
RSB S BIKMIRA

o EAFSNNE:

NSINE TEBEZX BinN A TINE, TR, EISTRAAIIE
it RSER LI R

& 9-1 BHSIEFNEISINEMNIR =

RIFRILE | = R
B

BSINE | UTEHEIARITEARERTN | MEEEERNAERF.
t, THELEFEI.

SR | NBHENNESRITIN, THEE | SRiCHTmoURERER
[ENFITER, FREOSERMMNARIRGR | (NEEISHIT IR .
FIMUWER . BRIRIE_HHI LT
IRAES], REOS B ARkt
12, EERFIHREMAARIN
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2YRPRH

BAERAE

e {NHCE 2.0 x86Z24a373FERMNAINET R,
o {NrootFIPZIHERNEMET R,

LR— ZENAINETR.
2. PR RAFHFSINERNESINES AN

922 Z¥&ETH

1. HailrepoilRBECEIEE

B EEIARY/etc/yum.repos.d/hce.repofe EXHFSEESEIEH, EHRIEE

LU

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

#1Tyum install hce-waef$ZENNETE
METHREEREMI.
HATIvm-botEBBIAF SBU FMEER, RRTELERI.

[root@localhost sdb]# Llvm-bolt --help | more
OVERVIEW: BOLT - Binary Optimization and Layout Tool

USAGE: 1lvm-bolt [options] <executable> <executable>
OPTIONS:

BOLT generic options:

--bolt-id=< = - add any string to tag this execution in the output binary via bolt info section

- <data file>
- <data file>

--deterministic-debuginfo - disables parallel execution of tasks that may producenondeterministic debug info

--dwarf-output-path=<string> - Path to where .dwo files or dwp file will be written out to.
--dyno-stats - print execution info based on profile

--enable-bat - write BOLT Address Translation tables

--hot-data - hot data symbols support (relocation mode)

--hot-functions-at-end - if reorder-functions is used, order functions putting hottest last

9.2.3 FEIMiER

EETIE

BILAEA TR AL -
readelf -a application| grep .rela.text
- WRITHFIE A rela textBRIFE, TR UAEFREN.

[root@hce2 shard]# readelf -a gemini-redis-server | grep .rela.text
RELA 0000000000000000 0750a490

PATA Fas AR B F AN —HE P RETUEREM . JIUEFREMRT

Relocation section '.rela.text' at offset 0x750a490 contains 241690 entries:

[root@hce2 shard]# ]
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- WRAEFE, AT RFBOLTEIEFHREFHIIRE (fRT EFHIIREHH
K83 ) , BEIE--emit-relocsti-giINEIN BREFNREIHELES,

SREN TR B EEE

EREHALNARE, BIal{fEALUvm-bolt -instrument -o -instrumentation-file

TEENANBERER.

fian, BeEtestsoMHzfTEER3MIE—XEE, BEFRFIIE THTtest.log

XHPISERIN TS .

llvm-bolt tests.so -instrument -o testd.so -instrumentation-file=test.log -

instrumentation-sleep-time=30 -instrumentation-no-counters-clear

- instrument -o: EeESEHERELNEEMAIFRITISES S . RFIHHHE
R HIBhZSEE J9testd.so

- instrumentation-file: HEREFEAIERZTFR. Al atest.log,

- instrumentation-sleep-time: REREAIRTEIENR, BAAT . AFIHEE
30*’/"%5%—}53 E Ella:\ o

- instrumentation-no-counters-clear: FREXBAEREGFAESMREEITE
BER, RIFATERE LT 0ES

iz{Ttestd.soxd NI FBIER, MAEERIz{THESBmiRFEtest log &+,

R FANNE TR SR Etest.log PRI EURERM AR o

RN IR

{FARE4AIBOLT T EMI R FBfER
E&ETFtest logM e, MAILMERESBOLTY N AREFHTHK . 26T,
llvm-bolt <executable> -o <executable>.bolt -data=test.log -reorder-
blocks=ext-tsp -reorder-functions=hfsort -split-functions -split-all-cold -
split-eh -dyno-stats
(11 588
PAEARACSERA, HIERNSEHAS.
{Ahce-wae-autofp SALN AR -
hce-wae-autoas SHRIE B E M AVECE SR IUIC R FBRE R
8L hce-wae-auto [-h] [-c <Path>] [-s <Keyword>] [-e <Pattern>] [-
l] [--free] application
(11 588
o fThce-wae-autofp /g, FERISHERERREMANSERENHH TETmHIRE

—&, B&12H: /data/hce-wae-auto/hce-wae-auto.data.
o HifThce-wae-autods$fa, RABMFEREXH, BIAKE: /var/log/hce-wae-

auto/hce-wae-auto.log.
%= 9-2 SHULA

2 |28 | BE | T&/ | 2SN
& wE | KB | Bk

TR{E
-h a |/ it | BRasSSEEIER.
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2 |28 | BE | &/ | 288X
g |mE | xm |
®E
-C = |strin | A% | EXEEXHER, BIARER/etc/hce-wae-
g auto.conf,
-s 2 strin | AIE | EXTEIERIXHEE, AFEMER DRSHER
g o
MR EBRFHSEHE, WAL,
-e = strin | A% | {RIE LRSHERS, WTIEEISHAES. &
g BERFS.
o BENHIEENNFSHISEHAS,
o UV RTFSTEE. U, 46K RFS4E
F=6; TRRFSI1EFST; SRRFS5E
®E—1; FTrEeEb.
o BANHFOISFSEE ‘7 —iFEMR, B
“7 DR, BlEd, 1,46FRFS1. F=4.
FS5/ 1756,
-l B / Ak | RIBERCESXHEMSHEFFITE, FEohitiTan
2, FMERESHERER.
-- B / AiE | ATREGREXHFSHE R,
free RN FBINE T ESXECE XA PRISEHITEER
I8, ¥ HEEETboltliieE ., &S
E--freetg S, NBUEIZIRN, IFBNIELKL
appli | & / Wi | ERITHIOTESISNE, ATLURIIEXT B8Rk 4 Xy
catio &2, a0, mysqgld, /usr/bin/mysqgld, ../bin/
n mysqld .
(MEEY::

-C.

-s. -e. -l BHEEMEA, REHRA-s>-1>-e> -

hce-wae-autof s S{FRARAINIT .

Nl

ol

hce-wae-auto mysqld

MEVARBRZIZENECE, RIFRESHENSHE,
HEHITHS . wPUTREBMRFSHE

=/G 0

hce-wae-auto mysqld -
¢ /etc/my.conf -l

MISEIRZ etc/my.confIZENELESE, £HESH
%#HEDEEJZ@%\ TMTHRSHERTMRESHE

=1y
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¢ /etc/my.conf

9THZ
]l 15488
hce-wae-auto mysqld - | N\IEEIER/etc/my.confiEEEECESE, £/SH

EHBMTERS . ITHEENREFSHER

oM 0

hce-wae-auto mysqld -
s align

M ERERRISHEE S PRI R X EFalign,
FTEDICECRISEAS .

hce-wae-auto mysqld -
e 4:6

N EXRERIISHEERT, EEFS4. 5. 6HY
SHBE, ERTHEISE

hce-wae-auto mysqld -
e 1,46

M ERERHISHEESED, EEFS1. 4. 5. 6
HSEAE, £ TSI,

hce-wae-auto mysqld -
e:

N LERESISHERERT, EEMESHES,
S pY IHHIS

hce-wae-auto mysqld -
e 4:6 -1

N ERERISHERERT, EEFS4. 5. 689
SHAG, HEEMGS, FEFRITHES.

hce-wae-auto mysqld -
e:-l

N ERERIISHERERTD, EBEMESHES,
FIENEmAE S, FEFRITHES .

hce-wae-auto mysqld
--free

MECARZZEVECE , AXSEHTIREE, RIEkR
BSUERSHE, HBITHS . wdiiTR
e EHREFSHERER

hce-wae-auto -h

ETIELHEMER

9.2.4 FFNNE
HEETE

TEMANSINEZ A, B TR MEE . FNFEERE, 7R AR TS

jE38

1. PTUFaSRBERFMAN —HE XA PESUUEREM . ATIUENREMERT

AILARAT M AL o

readelf -a application | grep .rela.text

- WIRTHBIE A rela.textBRIFE, RRAIAEREN

[root@hce2 shard]# readelf -a gemini-redis-server | grep .rela.text
RELA 0000000000000000 0750a490

Relocation section
[root@hce2 shard]# ]

'.rela.text' at offset 0x750a490 contains 241690 entries:

- WBRAREE, AT ARFBOUTEREFTEFFHIFIRE ((R7T ZFHPIRE G
K13 ) , EES--emit-relocssi-giRvINEIN FREFHRGEELS RS,

2. #fThce-wae --checki $EE N ARE IFNSINE,
WMNREEER N3, TrRILUMERDSINETLR ., EUARSIFEISINE,

[root@l 105t ~]# hce-wae

check /data/apps/mysql-8.0.28/bin/mysqld

2023-09-14 20:41:21,968-INFO: Log level: INFO

2023-09-14 20:41:38,425-INF0: check /data/apps/mysql-8.0.28/bin/mysqld result:| 3
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BIFSR

KEILAEAL/data/apps/mysql-8.0.28/binB R FHImMysqldiZFE , RENBEIZSINES
AR FBATIRIE

1. SEREEARN FEFIETT .

a. Hf7d5<$/data/hce-wae/dbo/gen_instrumentation /data/apps/

mysql-8.0.28/bin/mysqld 4 BB RR N A o
gt /data/hce wae/dbo/gen instrumentation A//HEE

8/bin/mysqld

to keep 1it.

ntation
no profile

ctionary_tablespacev.cold/l. The support is limited in re|

® out of 69377 functions in the binary ( e e execution profile
: the input contains 6637 (dynamic count : ©

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER: Number

BOLT-INSTRUMENTER:

BOLT-TNSTRUMENTER: i c s i ¢ memory)
BOLT-INSTRUMENTER: i
BOLT-INSTRUMENTER:

BE)LT INSTRUHENTER'

from a total of @ while removing © double jump
tion count is @ and the number of times CTCs ar]

61620

RIE TG, SEARBREMIIMAILLinst AfERAEIES
mysqld.inst,

[root@local T n 1s *_1inst
-rwxrwxrwx. 1 root root 4995968 Sep 15
[root@l

8/bin/mysqld. inst -u
1522172 © [System] [MY erver] /data/ / q /bin/mysqld. inst (mysqgld
013576] [InnoDB] InnoDB

[Server] XA
[Server] CA certif

1 to support TLS. Encrypted connections are now suppo

[Server] X Plugin ready for connections. Bind-address: *::' port 8, socket: /tmp/mysq

1] [Server] /data/apps/mysql bin/mysqld.inst: ready for connections. Version: * 8"
stribution.

2. GUEmysqlda9 R FINNERNSECE XS -

B—NMFRAHNBEREE — M WRNEENXHE, NAMERTEREEES
XTJ_LFH ﬁ'E}J/L,JJﬂL_o

a. WMITUTHSEF—MHEANELEX 4 9/data/hce-wae/config/
mysqld.conf,

[root@localhost]# cp /data/hce-wae/config/hce-wae-tmp.conf /data/hce-wae/config/
mysqld.conf

b. &&/data/hce-wae/config/mysqld.confEcE {4+ Horigin-exe=FER

origin-exe AF LN RV E, AFI/9/data/apps/mysql-8.0.28/bin/
mysqld
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[root@localhost]# vim /data/hce-wae/config/mysqld.conf
E

[mission]

log-type=instrument

hotpatch-type=model

snapshot-path=/data/hce-wae/snapshot

origin-exe=/data/apps/mysql-8.0.28/bin/mysqld

3. (FREENHIXNAYHIZEPI DECEMSINE TR
18I0 hce-wae --conf [PID] [/path/to/config]

[root@ hce-wae --conf 87042 /data/hce-wae/config/mysgld.conf
4?"‘ INFO: Log level: INFO
479-INFO: ssion will stop after run 1 times
479-INFO: record mission from config succ

4. BEIISINE, XEERmysquE T
S : hce-wae --start [PID]

irectory/mysqld.inst(pid: 87842) succeed

ding d mission ir
start mission wo
0: mission worker for started

BaifE, AILUBE--statusSHEEIRMIRE . ZREHRunninglY, FRid
FRIEFEMAL; Finishedly, FRHECEMMTE -

K& hce-wae --status [PID]

[root@localhost ~]# hce-wae ——status 87042
2023-09-15 10:44:48,379-INFO: Log level: INFO
09-15 10:44:48,384-INF0: status: {

"status": "Running",

"sub status": "DataCollecting",
"run_times": 0,

"falled code": "NoFailed"

}

[root@localhost ~]# hce-wae --status 87042
3-09-15 10:45:22,066-INFO: Log level: INFO
i 10:45:22,072-INFO: status: {
"status": "Finished",
"sub status": "Done",
“run_times": 1,
"falled code": "NoFailed"
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5. fiftfE, BiI--snapshotSEERMILIERY.dbo —i#tHIIRERSIH, 2861
mysqld.dbo,

o snapshot for 87042 su

snapshot generated, targe :i: 87042, path: /data/hce-wae/snapshot
1 Mata/hzu wae/snapshot/

-rwxrwxrwx. 1 root root 148936512 Sep 15 10:46 m ibo

TRERERLHIBIAERIZ 9 /data/hce-wae/snapshot/, BITEBCE S {FHXTRIRAIEiH
g;?z RS BFERIL SR REBS - mysqld.dboizfT R A, TFHE
‘to

6. RIFFNSINETER, NMAMAER,
o8I hce-wae --stop [PID]

hce-wae - p 87042
. g level: INFO
stop dbo server sTully
-09-15 10:46 dbo stop for ?04’ sucC
-09-15 10:46 0: , targe Ld: 87042

SIS R INE TR F AR ERME
HSNAEINETESHFHRERE, SEREOZHESME-1. Eo-270%0-3/
o

9-1 SN AINET BEIFRHE

[root@localhost ~]# hce-wae --console

Welcome to hce-wae!

Type: ‘h' or 'help' for help with commands
‘quit’ to quit

hce-wae= I
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9-2 FIFSNAINE T BA BN RE

hce-wae> help
h. help

list

check =Binary file path>

show <P1d>

conf <Pid> =C
conf <Proc
start <Pid=
stop <Pid>

status <Pid=

snapshot <Pid=>

quit
hce-wae>

onfig path>

Show this help message and exit

List the proc
including PID, PPI

nformation of the current environment,
and command

Check 1f the application support :
acceleration. ©: both not support:
dynamic only; 3: both are supported.

atic or dynamic
static only; 2:

Show all non-kernel proc which contain one of the
shared-object libraries that the target proce
depends on.

Config the target process by pid

Set the Config of the target process

Start dynamic acceleration for process by 1ts pid

Stop dynamic acceleration for process by 1ts pid

Show the status of the dynamic accelerating proces
1ts pid

Make a snapshot for the dynamic accelerating proc
by 1ts pid

Exit console

2 9-3 IS NNE FHXERAEES

fﬁ’rﬁ"iﬁﬁﬁ?ﬁ EERAIC Bk

<

list list RENVHBIERHIZEER, 88PID. PPIDLAK
commandZ &,

status status <PID> | EiGHBIEEHTHIEIESINERES RIRES. @A
EEFEGREERMEEEE:
o [N FHHFIEPID
o WHHHIER
o HFISMMHIXE
o HEINIERIRZ (Initialized/DataCollecting/

Optimizing/HotPatching/Done/Failed)

check check <PID> | M HBIHERE STIFS/ASINR, BRXFE
=R,

show show <PID> | EiAHERKEREER

conf conf <PID> | ABEFHEECE NSRS 73 BNBLSEIOX
SRHECEIRIN, RIBEETEERNA

start start <PID> | [BEhEHZANNE

stop stop <PID> | &IEFINNE
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fﬁs“iﬁﬁﬁ?ﬁ ERB E<k
2

snapshot snapshot S R TSR IRER
<PID>

quit quit BHFHARERHA

h/help h/help EREBHER

9.2.5 e {4
AR T R SINEL B ) E s S IMERE E A N ECE IRV

AR IMERECE
RIFBIME T A\ SIEREEBIT, SR EE BB AR AR .

g
[

binary]

binary_out_path = "/data/hce-wae-auto"

binary_num_threshold = 100

binary file suffix = "blot.auto”

[parameter]

parameters =
align-blocks
frame-opt
align-functions=1

[include]

align-blocks=

[exclude]

frame-opt=none

& 9-4 BLEERIRA
&REZ fik

binary ENX THFIERIEXEM . binarySHiEESWFE-5,
parameter | BFENXISHES, TERIBHESERSHE . EPEN—E
.,

EiZllvm-bolt -his S EEFRESE.
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ERZ A
include BEREMSHEGTZTEENSH, RIFEXSISH, 2125 2E
XA ‘5”258,
EIRLASEZ key, FEEMEAvalue, i, frame-opt=none,
Ll

o EkeyTiXISEEHAEEISEEN, PEELL “=" £3R, flfframe-

opt=,
e includefllexcludeB EBER—MSEET, excludeBIEFERAFinclude,

exclude BREXZHEDITZTEESISH . RITENSISH, S15H
ZIERA ‘57 B4,
i5A8

o FEkeyTXIEEEWAFTEEEEN, PHEEL ‘=" &R, flalframe-
opt=,

e includefllexcludeB EBER—MSEET, excludeBIEsERkAFinclude,

% 9-5 binary #1588

A EJ;'S BINME Al
pic]

binary_out_path | strin | "/data/hce- | EXBEIERMAI ZHHISERIRFRE
g wae-auto" =

binary_file_suffi | strin | "blot.auto" EXBRIERII T HEIEEER .
X g

EHSINEEC B 4P

[binary]

binary_out_path = "/data/llvm_auto"
binary_num_threshold = 1000
binary_file_suffix = "blot.auto"

[parameter]
parameters =
--align-blocks # SRS EEIS--
frame-opt # AREXNSHESTENSEIEESHIE, WEFEU=ER
align-functions=1 # ARENSHESHIEE TSHNNNE, WERNSHEF, FIESHEEGT
ZSHREE /I
[include]
align-blocks= # SHLKISEBINPTIU=ER
[exclude]
f;j\ge—%hnone # IBESHRUNAE, £RSHEFRTIESE Aframe-opt, BEHnonefy
SHER
indirect-call-promotion= # IEESHZS AL, WERNSHEFSITRAESEUframe-opt
NSHAES

ESINEECE S

NARILE TERADSINEREERINT, ELIEEXEEX RN
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=
("]

[mission]

log-type=instrument

hotpatch-type=model

snapshot-path=/data/hce-wae/snapshot

origin-exe=/path/to/origin/executable/file

[stop-strategy]
run-times=16

;EE S)'(; Egaigi{égﬁgiiFﬁﬁia

ErSZ R
[missionEAIE TN BFFrER ERIS
log-type BITITEERERR, HaHSiFinstrument 5,

hotpatch-type | #&MNTHRIU, ZRIXSZHFmodelBlptrace’5z(.

snapshot- AR Z i HIRERSUF AV B R .
path

origin-exe [RIAR AARIMIE, FRinstrumentHEREERAT, MSEILS
.

[stop-strategy] I FB{fEL IS LESRRE , iEIEFREF—FEE .
run-times BEMAXRE, KRENZAHHNSIDETIESEIEf, HEE

R,

period IEEMAER, KEIZATEERRRHE LM, SR8, BETEE
731~600,
condition EEMAFEM, KRZFEHHELEML, SIAE.

9.3 Pod v IETH

HURSR

HRSRE

ESESREREEHENFSET, PodmeIBINRREQOSH IR R ITESIBAE, =7
W& T R, HCEfRRHoncn-tbwmsHREIET R, ERtbwmclifp S AR SE
AIMIZEPRIERTIDAE, SCIIMIZZQOS,

RINBEREIESERIfbO, (ERRTBIHERIM-RIfbORMWAER, FIl&kifbIXza,

e {XHCE 2.0 x86Z2437 FEAtbwmclifp S .
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ERT5E

{XFtiFrootFHF#ATtbwmcligp < -
Ezwmcliﬁélﬁ—ﬁil‘ﬂl:\'%&—/l\m-EE%‘EQOSIJJ%‘E y BPREARZIFFHIT(FEREN
22Qo0S,

XX%?)%?%?EE%WXEE, [FERIZERNQoSMINIEESL, EEFEFHAEMLE
QoSIakE,

ARZ¥Fcgroup v2,

FHRoncn-tbwmiKE B A IMFHRBIEIFEEEIRS . ElEoncn-tbwmiFESX
XS EIRERIERE

SRR E . BXYFE., BRI “-7 MTRIE “7 MEFRAEEEIMN R
2, BB A MRS .

SCRMERISRES, T eafRiRA nALiSMERRERE, WAHKBEREMNYE
TRE, JWFudpELRREVGIMNMUAS, aTaeIIES. ENOBUFS., RIRA
SR,

W B 5 EA M BRI F TCPRIRERE ST, EIETCPHMYAIASEH, MEEEE
WZEBIRNE, AT IRE S EHIMERE

AZ#Ftbwmcli. tcip SRS, RecMERtbwmcdi TE#EITIRE,
fFlEn, EANEEESRI8E It qdiscRUAIERT, XFM-RFEEMEEQoSINAE
ARESkM .

Z#oncn-tbwmi4dE .
a. fHfaiArepoiRECEIEE

B EEIARY/etc/yum.repos.d/hce.repofic EXFHSEEEIEM, 1EFRY
BT,

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/Sreleasever/os/RPM-GPG-KEY-HCE-2

[updates]
name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/Sreleasever/updates/$basearch/

b. #4Tyum install oncn-tbwmas<$ZZEoncn-tbwmik{4e .
c. IiiFoncn-tbwmiEk{EEIERME .

= Hifstbwmcli -vip<S, IFALTENERERUNT,

version: 1.0

= IALA TFonen-tbwmBRSSAE Y, EEER FLATRSHEIIZFE.
Jusr/bin/tbwmcli
/usr/share/tbwmcli
/usr/share/tbwmcli/README.md
/usr/share/tbwmcli/bwm_prio_kern.o
/usr/share/tbwmcli/tbwm_tc.o

RIEEZEHITtbwmclidp .
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£ 9-7 tbwmcli 555158

P
AL

1528A

tbwmcli -e ethx
tbwmcli -d ethx egress

{ERE/ AR M- A B S EQosINEE
T {FaEethOM-<AYA B 5 EQosINEE

tbwmcli -e eth0
enable ethO egress success

Bl XiAethOM-RAYAZ B T5[EQoSIIAE .

tbwmcli -d ethO egress
disable eth0 egress success

tbwmcli -i ethx online/
offline

tbwmcli -d ethx ingress

{ERE/XAEAM-REMLE T3 RIQosTRE »

B fEEethOM-RILEI S @QosINgE, HIRENTE
57 S

tbwmcli -i ethO online

enable eth0 ingress success, dev is online

5 fEREethOM-RULEL 5 [EQosINRE, FHIRENE
A S

tbwmcli -i ethO offline

enable eth0 ingress success, dev is offline

1588
WEBRAZHFRINRENZS N BEM-RRIER, F—
IBEEM RIS ML R,

Bl KiAethOM-RULET5RIQosIRE »

tbwmcli -d ethO ingress
disable ethO ingress success

tbwmcli -d ethx

ﬁr&ﬁ']?épﬂ%/\ﬂ REYEFBEQosIgE, FXAifbl

Bbo

Bl SEHIKAethOM-RAIFTE QosIfgE, FHXiF)

IbejJﬁb o
tbwmcli -d ethO
disable ethO success

tbwmcli -p istats/estats

TN & BB RAREIHER .
hl: FTENR BB ERERIHER .

tbwmcli -p istats

offline_target_bandwidth: 943718400nline_pkts:
36261900ffline_pkts: 2658070online_rate: Ooffline_rate:
135800ffline_prio: 0

T FTENRE B RAESRIHER

tbwmcli -p estats

offline_target_bandwidth: 943718400nline_pkts:
48054520ffline_pkts: 3739610nline_rate: Ooffline_rate:
19307offline_prio: 1
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wme izl
tbwmcli -s path <prio> | 188 /&iflcgroupBIQoSHEFEL -
tbwmcli -p path HEMN IR EREMNEEAE T QoSER .

e 0: I®Ecgroup ATEZEQOSHEFEEK -
o -1: i8Ecgroup IBELQOSHLTEH -
ME: i&Etest_online cgroupRIt 5k /90,

tbwmcli -s /sys/fs/cgroup/test_online 0
set prio success

~fl: Eifjtest_online cgroupRIft5EER o
tbwmcli -p /sys/fs/cgroup/test_online
prio is 0

tbwmcli -s bandwidth | 88 /BB EEE0E.

<low, high> T~ R BB BEI30mb~100mb,
tbwmcli -p bandwidth tbwmcli -s bandwidth 30mb,100mb
set bandwidth success

fl: EWEETEEEE.
tbwmcli -p bandwidth
bandwidth is 31457280(B),104857600(B)

tbwmcli -s waterline RE/EAEENEETEKE

<val> B BB ERKE20mb.,

tbwmcli -p waterlin tbwmcli -s waterline 20mb
set waterline success

T BEREEMNE TR .
tbwmcli -p waterline
waterline is 20971520 (B)

tbwmcli -p devs BEXR LB RHESIRES.
tbwmcli -p devs

lo  Egress: disabled

lo  Ingress: disabled

eth0 Egress : disabled

ethO Ingress : enabled, it's offline

ifb0  Egress : enabled

tbwmcli -c sEHIMIBREFE M -<HYqos, 1ZE(FER.
modprobe ifb hnELifb,

numifbs=1

rmmod ifb ENELifb o

9.4 ZENETER

Bz

;(;.JE 2.0/ nEmEEITAFPIEALINUXARITIR, BOIARRIOS ISOREERHITE
DE o

security-tool 2 BRI S ENEXEMZEINEZERMNE T ES®, BAFREEHCE
20%%, SFENTNERNEEGLE, RERKREEOSERBITHITENMLIN
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&, AFERILISE (HCE 202 EE% ) BRNERES, SEEFEINERBXYE
CERNOSHITINE, HCEXFIAMIEILIZR,

FANMNERNZESIEE Wsecurity-tool RPMEBRAVEFINEE S, HHEiekaiE:
o EHIRSS: FIUISSHECE . MIBRpostfix.service. FAhaveged.service

o MNZSH: FIUNZRLEIMNEINE

o KSOS: FIMIPAMSEINE

o EBUAIE: flg0warning banner. umask

o IHINPR: flgNcronEE

security-tool TEfEFH

g

JJ:5§§1

ZiEsecurity-tool TEE
ErepolRHHIZTEE, NWAIEEERyummpIHITRE.

yum install -y security-tool

%8, NeJEELATEM repo JRIKEY security-tool TEE: https://
repo.huaweicloud.com/hce/2.0/updates/

7£/etc/hce_security/hce_enhance_type.confrE NFEENNERIECEZLE,

LPISE3FEIE . cybersecurity ( ZHRINEERE ) . hwsecurity ( =PRSS INERD
&) . general (BANMEEE ) , #EFFERgeneral (BRENNELERE ) . 25FILA
general g,

echo general > /etc/hce_security/hce_enhance_type.conf

851 hce-securityfRs%

systemctl start hce-security

WIT5eRkfE{ERsystemctl status hce-securityBBIRSIRZ, IR active(exited)
BP9 NNE RN -

[root@localhost ~]# systemctl status hce-security
¢ hce-security.service - HCE Security Tool
Loaded: loaded (/usr/lib/systemd/system/hce-security.service; disabled; vendor preset: disabled)

Active: active (exited) since Sat 2023-1@-28 14:13:@9 CST; 7min ago
Process: 42457 ExecStart=/usr/sbin/hce_security-tool.sh (code=exited, status=8/SUCCESS)
Main PID: 42457 (code=exited, status=@/SUCCESS)

HINEIBER /var/log/hce_security.log,

FIFR] 817182 /etc/hce_security/usr-security.conf BEEEE SHIMNEIR, S MENL
M@, EEXHEMESTSINT:

B T R B R R R B i B R B R R R R R A i R
#

# HowTo:

# delete key, and difference caused by blankspace/tab on key is ignored

id@d@file@key

# modify option: find line started with key, and get the value changed
id@m@file@key[@value]

# modify sub-option: find line started with key, and then change the value of key2 to
lue2(prepostive separator should not be blank characters) in the line
id@M@file@key@key2 [@value2]

# check existence of commands
id@which@command1 [command?2 ...]

HHEHEHRG HHHHHHRHR
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pa

Notes:

HHEHHHHO HHHRHREHR

#

3. When item starts with "d",
objects(separated by blankspace) are allowed.

# execute command on the files found
id@find@dir@condition@command

"m" or "M

1. The comment line should start with '#'
2. "value" related with "key" should contain prepositive separator("=","
", "file" should be a single normal file, otherwise multi-

# any command(with or without parameter), such as 'rm -f','chmod 700','which’,'touch’, used to
tend functions, return 0 is ok
id@command@file1 [file2 ...]

"and so on), if there is any.

HARHRHBHBHRHRHRBHB AR HRHRHRHRH R R AR ARHRHRH R R HR AR HRABHRHRH R R HR AR HRHRH

TEZMREMERE, JUS%E (HCE 2.02£ERBEL ) ¥EH

NR=IRS
EEWJOS&%?JHEI%)WBO
TR
(AL
SElinuxHFR&5

MR SEIERE, HCEQJW)\?EPBO BRSEinuFEEZXERIFERE, FTHE—H
FERIEED, MIRFEAR, BESEUTFRHCEERERFAISELInUXINEE? -

general/hwsecurity/cybersecurity =ffZBIER

MEINSEE KMEIRZTR RERAS ge | hws | cyber | 2
ne | ecur | securi | &
ral ity |ty 2
N
i
£
IsEECE NERFAE F“ HWNRFXEER |- |- - B
BT XEE
WIRZERATENX |- |- - B
HRS%
RIREFIEL D - |- - B
RERER
BIRLTEEHREN |- | - - B
DX LAnodevAiE
37
RIRLAITSUERY | - | - - B
DX LAnoexecHiE
37
HBRFTCESUIDFD - - - N
SGIDAYZ X LA
nosuid A =EEE,
B (FE R USBE & v |- - =
RSB E 2 FL%EX Window | - | - - =
B2
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HCE FBF{5r 9 TH
£ FfF5Fdebug- v |- =
shellfRS%

Z\FEArsynchRsS |V | - =
= \FEavahifRss |V |V 2
) FEBASNMPERSS |V |V =
ZIFERsquidigss |V |V =
BREHEsambafRss |V |V y ==
2\ FEFAFTPRRSS v |V =
Z\FERTFTPERS |V |V =
2| FIEFDNSHRSS v |- =
2| FIEFANFSIRSS v =
2| FEArpebindfiR | Y &
%
2 |FIFALDAPERSS | V =
) IS FADHCPERS | v =
2 FLEECUPSHERSS - - =
B4
2 FREENISIRS TR | - - =
s
2 FZ&telnetiRiF |- | - =
B FLRENISERUE | - - 2
P3| DAPER | - - =
i
B FLEENERTE | - - =
B\ FREFERRFE | - - =
Ia
B PR EERIRIRSE | - - =
ITE
BUEHRECE HIRECEGPG AR - - =
BiRECER B - - =
gpgcheck
BIREEREGCER | - - =
NN E | HIRKTEEAIDE - |- S
NI ENHT | - - =
it
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(o)
H
i

K

B RHENE]

i

IR FASLR

Jali

HafRcore dumpic &
R

Jali

MHSERGI R
A HEE

iy

HRBER S HRIFEC
EIFf

il

Ha{RdmesgifialifR
Ao B 1EHf

iy

HRRAZAF S
BRiIE]

il

NS S IRPREHE

ptracegg

iy

Z LS RINMEE RS
FLE ALEGACY

il

RRERSS

RYEIEEARSS

NS 1EEACE ntpdAR
5

iy

VE=NRGT =
chronydfs3%

il

ERHESIRSS

fB{RcronfRBIEEIE
7

Jali

ffRcronBc ENPRIE
i

i1y

SSHERSS

tfafR/etc/ssh/
sshd_configiXfREL
EHIFA

Jali

FIRSSHFATASZIHN
PRECE 1EH

iy

BERSSHATAS 4N
PRECE LEFH

iy

WRER

IgnoreRhosts

il

NESEREINEER
=E1d]

iy

FIRSSHI{FEEPAMIA
ik

il

2% |FSSH root& %

BIFSSHEOSER

HD | O
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HCE FBF35R 9 TE%
2\ HFER =
HostbasedAuthentic
ation
R{RECEWarning &
Banner3{4i#&12
BIRIEFRECESSHH =
PRt Nl
N BB SSHARSS () =
0fIP
N IERBCESSHFF &
RARINIEEEE
2\ =
X11Forwarding
N EHFECESSH =
MaxSessionsAtBid
10
N YIRS B
MaxAuthTries
2\ =
PermitUserEnviron
ment
NHEE &
LoginGraceTimeA~
#Bid60F>
BIRECE T BT B
(=R
I\ HFER =
AllowTcpForwarding
ffa{RSSH =
KexAlgorithmsEt &

SRELE
H{RSSH MACSEZE =
sRELE
H{RSSH Ciphersfig =
BElEik
2R ESSHIEE R =
AYIFEIR

M£&ARSS EREAERN | BRI =

LIMNFIE R I
B (5 T2 4% =
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RSN | ZEIERFIWAICMP
3%

Jali

2 IHZIICMPERE
CIEi-3%

iy

B RICMPEE
CIEi-3%

i

NS ZEEPFEICMP
=R

iy

TRIR 2RISR
ICMPHRZ

il

HRE A& EtILT
i

iy

%Ptk

2| HEWCRER RS

HBIRIZAETCP-SYN

cookief®iP

AD | DM | RO

NEERBEICEA
FERIMLEE]

iy

=

tcp_timestamps

Iy

HRTIME_WAIT
TCPMYERGRTEIE
=1

Jali

NLESIEEE
SYN_RECVIRZSBAGY
H=

iy

2 IFEFIARPILEE

Jali

FaKISECE foEfirewalldik | M= HfirewalldiR
2 22

73 73

i

HafRiptables kB

ali

fA{Enftables kB8

ASTiT= W= SESNAN
X1

0N | HD

IRz BRI LR 1 146
TELEXIE

1y

BRI R B ERIAR
Sliw

iy
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O
H
i

Bc&iptablesfk
22z

23

2475 Aiptablesfi
2

73

iy

ffaiRfirewalldkZ B

ffafRnftables kg B

MY IEFffCE
iptablesBRIAIELE SR
i3

0N | fO | ON

VENRG: =
iptables loopbacksk
i3

iy

N HIFREE
iptables INPUTZERE

iy

V=Nl
iptables OUTPUT#S
i3

1y

IV
iptables INPUT.
OUTPUTREXZRES

i1y

EcE&EnftableshR
%5

M EHnftablesig
2

73

Iy

ffafRiptables> k[

H{Rfirewealld k3
==

0N | FD

MY BE2E nftablesZk
TANIE4ESRRE

i1y

N7 4EZE nftables
loopbackZlg

iy

VENRG: =
nftables inputZig

iy

R S IEHECE
nftables outputZRi&

iy

VENIR =1
nftables input.
outputXBXZRHEE

iy

auditd

BiRauditdE=ItER
B

ali

N ERMERER
auditd

17

N IFHRECE
audit_backlog_limit

iy
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WRECERTAEK
1)\

Jali

iRE LT HErotate
S)=)ss

iy

HREITESTMEE
sMIPR

i

NESERERET
E1[E3E]

ali

B A ERHEITATR
& EIS N

il

M EEeE sudoersE
THmY

iy

NHEEEEREIT
I

il

NEECESTARIT
y

Jali

IVE M=t e
THLY

Iy

N AL & SELinuxEs
THR M

iy

N S EC & W R R E
THALY

Iy

N HECE N aE

iy

i1y

iy

i1y

iy

iy

il

HIBSPREE RN
VT8 =shIEIES
WCER T

N AECE S IpRER
THR M

N EWRSEEE
TN

N HECE R FE
BT

NHEC BRGSO H
THIRY

N7 4 Ee & AR R TS
EETHIN

N EFE &K sudoH
o8 v o=z n g I

iy
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HCE FBF{5RS 9THZ
rsyslog ffafRrsysloglRZER &
H
BIERESAIEEXSE =
HHEHEEIER
ffafRcronfRSHEE =
Tar=a
MNEIFRECERIRS =
FicH

N A IFHEcErsyslog &
FRIASERR
HaiRrsyslogHE N
rotateEfcE&
NABCEAZXHEER =
iz BER S5 28
NENEEENEE B
FH Rz
rsyslogig &
tfRrsyslogh&tié &
journaldHEEEE

KE509F | KSEE B EFEZNKS S

] BBEEREESD
2 FFEAFE RO B
=
NEEHRERSE )
A
2 FF#EUIDIH0HY =
IErootk=
FA{RUIDME— =
FA{RGIDME— =
RIFEKSAE— =
TRiREZHE— =
Ha{R/etc/passwd 2
AYLEERFTE
RIRKSHEEESH =
HomeHZF
BIERKSHomeHZ =
PR Z 7508 =4
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HCE FAF$sr 9 TE%

ERKSHome AR =
TFE forward 44
EEEKSHome AR =
TFE netrcXX
RIREBFPPATHEEE =
HWIEHEENX

O<SEHE WRECEOSERE &
RIRHIERREO &
IR
WROSHAE MK =
SFRFE
HRO<SER &
SHAS12&:N0%
RO < HARTENR B
BI1EH
RO HAS Z0 =
BN E1E
N HigEOSEE &
HRRE 1
HRAEROSHE =
RIEAEBIS30K
HIRGrubEig & =
SHFP
wREAFPEXER =
BEOSFP

SRIAIE SREHE HRERKM—EIR &

HEUEKS
B root R At &
N34
iR AIEEATAENR &
EIFtf

H#afEWarning BRI ESR =

Banner&&&1E | Warning Banner

MER SEENER
BIRITEER B
Warning Banner&
SEENER
BfERmotd X H8E B
SENER
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HCE FBF$5R 9 TE%
ffafR/etc/issuetl iR =
ECE1Efs
TR /etc/issue.nettl g
FRECELETA
iR /etc/motdiX R =
BCE1EfR
BIaEH SELinux N 245 Aenforcets =1

=
N IFifECE =
SELinuxZ&Hg
BEIRESH B
unconfined_service_
tHIIRSF1E
H{RSETroubleshoot s
RS K%
FRIRMCSEEIRIRSS R =
Tk

SIS fRfRsuZIREA )
RfRsumSHEREF B
KETEARS5IANE
3%
RiFEERFEY B
sudoiEf TSGR
iR EsudoBAEL B
fias
25 | H{FFESysRq#E &

RAF SR ffafR/etc/passwdil =
IRECEIER
tfafx/etc/passwd-1X 2
FRECELEA
Ta{%/etc/shadowiR =]
IRECEIER
F{R/etc/shadow-#1 s
PRECEIER
ffafR/etc/groupt PR =
BCE 1
tfatR/etc/group-tX R 2
[iy=aaiz
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HCE FBF4ERs 9 TE%
ffafR /etc/gshadowitR =
IRECEIER
iR /etc/gshadow- =2
NRACEIER
mrEFEIERRE =
R Estickyfi
B ItFELELTNE =
HRI L BER
=y |w ez SRRz =
X5
B IHFET IR =
2| FFTERS IR AT =
X
IRiRIMER U E =
AISUIDFISGIDA
HaiRumask 202785 =
B
(RAgITY:
V7 BT
. 7 ERRMAT,
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10 RtzIpaE SO

1 O RizINaESiEO

10.1 A% memory B9 OOM HFZHEHISREE

MERMERGF, ZIFRERLISHEZISS, SRFAKEOOMEY, SERER
2 SSiEFI TR EERTRSAEE, SERHELDRRE, BEENTFREEELIS

It SIS RARARISZD o

FIXHX AN, HCEFE T OOMBY AT RTFRIZSRES, 1EI1 T EcE cgroupfLsEdkAILa
BE. AREFEKBIR TRZ=EHcgroup, IHEMEHRAIcgroupERiHE, FEIKA
7, EBELWSHPEERWSAILIFE TR,

BRER
SIS
AR

vm.panic_on_oomiZOENATFE, EZOOMHBdpanic, #{FEFEmMemcg OOM{EFERED
Eid (Bmemcg_qgos_enableBtE 1812 ) , ZRAEHITsysctl -w
vm.panic_on_oom=0#5<, FKIFRFZZSEvm.panic_on_oom,

memcg OOM {5 ek O IR

ROEHE, EWATE.

o 1: FBRMIEREEFLAcgroupIRiE , 2
OOMRY, ZER{FARIEAIcgroupFiE#HEz,
HEWHZF,

o 2: AEMEREEFILRMNHENE., X
OOMRY, ZERIIERIEAIcgroupREIERAKHY
— iz, HEKRE.

&0 348 ER{E

memcg_qos_e | memcg OOM{E SR EEREFF X, B,

nable o 0: FHARGHERE. BOOME, wiaxRs | MEEEN
EAHIOOMIBIEETRIHE, ARATEEESA 3;3 AIME
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10 RtzIpaE SO

#0

iz

BYE

memory.qos_le
vel

?Eﬁcgrou pEf R . Eifd/\cgroupBIftFcikits

Ko

e Zmemcg OOMAY, &=L HBIcgroupBART
=, BERFRMER&ENcgroupBE+HRTF
FRRAKRIHEE, SGRiZAE, BIKRAE.

o HOOMHY, MFAIEHIEEMcgrouptl, &
RIBENAFERSEH T ORHF, EEREF
{EFRRARIFHITOOMZIE

588

o {FAmemory.qos_level IBTHESEHES
memcg_qos_enableBYERI182,

o  FolEEAYcgroupBAImemory.qos_leve{EENIAS
AR =AImemory.qos_levell9(E, BEFH a0
RAERAZ LT =AIRS

o NR{EKcgroup R T REIER, F5 =A%
R=BohEAZE, MR RE—H.

s,
BECE
73-1024~10
23, BOAME
730,

EOEETRA

RUN AR EIE6 N cgroupFTH=A. B. C. D, E. F, EZ&memcg_qos_enableZ
O, Fi@Edmemory.qos_leveliEIREBEOOMBIMEF R, HKIAREUEINEFIR
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HCE B4R 10 RtIpRESEO

& 10-1 =X

cgroup | memory.qos_levelEY | iR
H =]
A -8 HTErootFHITOOMIEIERS, MiXiEHroothf
Begroupi, EREZERMTTR=ECAIA. E. BH
B 10 FAMEGRSERIER, PR ERIATIEEFIR
C 1 FHITLER
o HNERiEEmemcg_qos_enable=1, {f5cxd
D 2 A/ERRFFEREXA—cgroupEEH A
E 8 Tr:, £ERcgroupBHRIFRBEHTE, FEIWA
; o
F 3 o NERiIZEmemcg_qos_enable=2, {f5cxd
A# ERRFFERERAN— P HEZREIA
? o

1. FARFKSEHvm.panic_on_oom,

sysctl -w vm.panic_on_oom=0

2. FFEmemcg OOMLEISRREINAE .
echo 1 > /proc/sys/vm/memcg_qos_enable
3. BTSSR N cgroupt s AL B, HHBIEEA. B EMImemcg OOM
REREH-8. 10,
mkdir /sys/fs/cgroup/memory/A
mkdir /sys/fs/cgroup/memory/B
cd /sys/fs/cgroup/memory/A
echo -8 > memory.qos_level
cd /sys/fs/cgroup/memory/B
echo 10 > memory.qos_level

4. BEIFLATGRESDREAT R TEIEC, DFHR, EBTRTEIRE. FFB=R, F
PEIgE&EC. D. E. FFH=Amemcg OOMIEFERENT. 2. -8, 3,
mkdir /sys/fs/cgroup/memory/A/C
mkdir /sys/fs/cgroup/memory/A/D
mkdir /sys/fs/cgroup/memory/B/E
mkdir /sys/fs/cgroup/memory/B/F
cd /sys/fs/cgroup/memory/A/C
echo 1 > memory.qos_level
cd /sys/fs/cgroup/memory/A/D
echo 2 > memory.qos_level
cd /sys/fs/cgroup/memory/B/E
echo -8 > memory.qos_level
cd /sys/fs/cgroup/memory/B/F
echo 3 > memory.qos_level

0.2 At memory HIZ R FCIKSRES

“Z%?Eaﬁ

A

3

ERRSEERSIBI=F, IOIEERZMNELISSZHIEKEpage cache, SR
FERAEFRE, XELBETRARFEKULEMEAEBERER, FEELISHIS
AEHENANZEEWAYIEIRER, 5I&TIERE,
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ARILERR, HCE 2.08Es7iFSRAFOWERES . BRISAFR, RENFEZRE,
HJARAREFEWES, RETRAEFETE; BIKRER, RESHAFRFKULZ,
RIPIESS AT AR

HRSRH

memory.minflmemory.low REMFT 4., BllEmemory cgrouplt, £ERT S
A9memory.minflmemory.low;5=

ZRAFOIECI5AR

memory.min. memory.lowFlmemory.highiZOEIEHREAImemory cgroup FEZIATE
£, JliRXEREEEE, tBALUSEHEEIEE . SENEEXR/NIRFES
memory.min<memory.low<memory.high, =Zo[Es7{FAH, tHLABKESER.

REFEMHLEIINTE.

WFERE

limit:

high__| | COroupHtiSAIfE, WiFRERE
KEIhighMERT, BlA rfZEIKHEH .

cgroupEl I RfFES, RFERE

COroupAEERIPRIATF
min | | coroupEMIRTFRS, WTFERE
TREEIMInBR, ABEWRE.
0
0O 4B
memory.m | EMRIFPAFERIPME, BOAMEHN0, RFESFORAENIHE, BAs
in BIKTEZELREIATHINE ., E5iRBIT:

o EZEOULIEEBRIPAFRI, Bfibyte,
o EiZziEO0LUSERFRIFAFERN, BURMIRES .
o BCESEE: 0-memory.limit_in_bytes,
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=0 i8R

memory.lo | RAOMANREFRIAE, FIAMEHO0,

w AR SE LR RIFRIcgroupBIIAE . NRAFEARE, BEU
memory.minZlmemory.low2Z [BIFIRE,
SRR T:

o HZIEOTILIBEEBest-effort I7FRIFME, B Abyte,

o EiziEOnLligEBest-effort ITF{FIFE, B{IAMRE .

o ECESEEl: 0-memory.limit_in_bytes,

memory.hi | BFERIKERE, BAAmMax, HcgroupBRFFERSXFIhighiH,

gh S Zcgroup R FHRIIRIEREFEIRIES, BATREREIE
highz ™, B#EfigmemorylimitfREISHOOM . E5IRAIT:

o EZIEOFLIEE Throttle limitRI7FRIPME, S fbyte,
o BiziEOnLligEThrottle imit IR RIFE, BAAMIES .
o FLESEE: 0-memory.limit_in_bytes

My

RANI T ERREIE6 N cgroupTimA,. B, C. D, E. F, Be&memory.miniE, =R
BEZ R TFEINERES o

% 10-2 HIREML)

cgroupfH | memory.limit_in_ | memory.min memory.usage_in_bytes
bytes

A 200M 0 -

B - 0 -

C - 75M 50M

D - 25M 50M

E - 0 50M

F - 125M -
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1. Bl#cgroupT=A, FHECEmemory.limit_in_bytes=200M,
mkdir /sys/fs/cgroup/memory/A
echo 200M > /sys/fs/cgroup/memory/A/memory.limit_in_bytes

2. BlEcgroupT =B,
mkdir /sys/fs/cgroup/memory/A/B
3. BlEcgroupTEC, HEZEmemory.min=75M, 7ELFITSAIEERIE50M cache
RUHEE
mkdir /sys/fs/cgroup/memory/A/B/C
echo 75M > /sys/fs/cgroup/memory/A/B/C/memory.min
4. BlEcgroupT=D, HECEmemory.min=25M, EXHa17T5=IZ2HIE50M cache
HUHEZ
mkdir /sys/fs/cgroup/memory/A/B/D
echo 25M > /sys/fs/cgroup/memory/A/B/D/memory.min
5. @l&EcgroupT=E, FHEZEmemory.min=0, E3HBIT =EIZERIBE50M cachefyi##
2o
mkdir /sys/fs/cgroup/memory/A/B/E
BliZcgroupTT =F, HEcEmemory.min=125M, ERiF125MFIFAE, MAREF
[EIK

mkdir /sys/fs/cgroup/memory/A/F
echo 125M > /sys/fs/cgroup/memory/A/F/memory.min

IREIER:

CT5sEmemory.min=75M, memory.usage_in_bytes=50M,

o

DT &Ememory.min=25M, memory.usage_in_bytes=25M,
ET5 =mmemory.min=0, memory.usage_in_bytes=0,

B¥5 s=memory.usage_in_bytes=75M,

10.3 N cpu cgroup HNBHREFEE

ERE=R

YRS RE!

FWSFEESmRETD, LnuRRAERZENSHARESZHTFESHREENS, HFE
BIBRMERESTRLRETROZMEIRE. FENTEZ. BERLREINREE
TirwmEWSHEK,

JRRARLEAER, HCE 2.0M9#%cpu cgroup3ZiFBEafiAE, 12fitcgroup/sys/fs/
cgroup/cpu/cpu.qos_leveliSESZAERAIT BEISNKE, ZIFHPXIE N cgroupid
EMIREMER

M#Zcpu cgroupfIB R ERAE T 5.10.0-60.18.0.50.r692_16.hce2.x86_64 kR4
FA&, Haicpu.qos_level{¥sz#Fcgroup-vl, ARxziFcgroup-v2,

E 20w )

cpu.qos_levelFILERGRMY :

o CFSAESEH M TMZEREEFtask_group, B— 1R P EANFTSZIE
cpu.gos_level&E .
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e  FcgrouptlIZRTBIALF L cgrouplicpu.qos_level, ZIFEFRBCECpu.qos_level
B

o [FffE5RAYqos_level 2B RTR=ZFIRM CFSTEEESEAISRES .

e [E—"cpulk, qos_level < 0 BIESIAER S qos_level >= ORUES THEIE S,
TEERAR,

ERESMAERIEST:

o HEHMASULEFHCHBLES, ESEERN, EEESAUmAeSE bz
MBS . B2 (Hyper Thread ) 155, MERA2MEZ(ES AIIKESMT
LFRIBEAESS .

o SMERIVESHIREERIIRIS—ERIRIEI R INE, A ZIE HRMERAVESS
( BEECFSHIB/NETTRIER ) , SRISEIFAVRATEENTAL o

2 10-3 cpu.qos_level #1508
=0 1588

cpu.qos_level | BoEcgroupAJcpuffiscil . BUBREL NEHH, BUEEE H[-2,

2], BUAMEAO,

e cpu.qos_level >=0
E@ch roupZHRIES HEXES, EXESULRMHEOREE
)
fo5edk 0 < 1 <2, EAELWSAIES, SMHERNELBELL
RILSERAVE LA REVE ZRICPURTRIB HHl= o

e cpu.qos_level <0
tRiRcgroupfBRRNES IBLEES, -1KRaeT-2. -14%5!
AYESEE- 2R ABIRMES RIS EZSRICPURIRIE 5= .
RETRANBEESE, FORREBERRITDRAHNER, 72F
1B EMERITER

OB
RANTTFRRREIE3 N cgroupT A, B, C, EcEHEZEqos_leveliE,

[ task1 ][ task2 |( task3 | { taska | tasks |
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= 10-4 ZUEMKY
cgroup cpu.qos_level
A 1
B -2
C 2

1. BlEcgroup ARFTE=B. C, HRIZEA. B. CAYcpuiAEMALR AT, -2, 2,

cgroup Afllcgroup CHRIES RIERMIE hcgroup BIESSAICPURIE, cgroup C
ALK K Fcgroup A,

mkdir -p /sys/fs/cgroup/cpu/A

echo 1 > /sys/fs/cgroup/cpu/A/cpu.qos_level

mkdir -p /sys/fs/cgroup/cpu/A/B

echo -2 > /sys/fs/cgroup/cpu/A/B/cpu.qos_level

mkdir -p /sys/fs/cgroup/cpu/A/C

echo 2 > /sys/fs/cgroup/cpu/A/C/cpu.qos_Llevel

2. Y&taskl. task2. task3iHFENNAcgroup B,

task1. task2. task3i#FZI0Acgroup BfF, taskl. task2. task3iHiZAYcpuidfE
&R S-2,

echo $PID1 > /sys/fs/cgroup/cpu/A/B/tasks

echo $PID2 > /sys/fs/cgroup/cpu/A/B/tasks

echo $PID3 > /sys/fs/cgroup/cpu/A/B/tasks

3. YGtask4. task5HFENNAcgroup C,

task4. task5#HFEINAcgroup CfE, task4. task5HIZERIcpuiAEM RS2,
echo $PID4 > /sys/fs/cgroup/cpu/A/C/tasks
echo $PID5 > /sys/fs/cgroup/cpu/A/C/tasks

4. BEEcgroup BRYcpulEMER IR
[root@localhost cpu_qos]# cat /sys/fs/cgroup/cpu/A/B/cpu.qos_level
-2

[root@localhost boot]# cat /sys/fs/cgroup/cpu/A/B/tasks

1879

1880

1881

5. &&cgroup CHYcpUuiAEMERRIHIE
[root@localhost cpu_qos]# cat /sys/fs/cgroup/cpu/A/C/cpu.qos_level
2
[root@localhost boot]# cat /sys/fs/cgroup/cpu/A/C/tasks
1882
1883

10.4 ARFESHS g

B=ikiA

HCEIZfTAY, Aot EM—LRZEY, Flilsoft lockup. RCU(Read-Copy
Update) stall. hung task. global OOM. cgroup OOM. page allocation
failure. list corruption. Bad mm_struct. 1/O error. EXT4-fs error. MCE
(Machine Check Exception). fatal signal. warning. panic, AT RN EIXL

RSB RIER AR TS
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soft lockup
soft lockup 2 RAZAGNICPUE—ERTIEIA ( BRIA20%) ) IR B RLRETIGRY, HiRAY

Lo
o [Rif

soft lockupF A LinuxPtZzwatchdoghilFlfits . Az RB— 1 CPUFEI— ML
SR iR HIFIFOSCRY Rtz LkiEwatchdog, B#RJIwatchdog/0. watchdog/1LALLL
EifE, XNEIEETERRAAwatchdog®#, BAB4MHIT IR, BIFERERE
SEE—hrtimeriERT 22 E2(ERIwatchdog_threshATEIFZIEE
watchdog_thresh2WiZz&%l, XIREIAEBRTHIE 92050,

EBRIATIEA, WNERAZZLIEwatchdogiRAE, hrtimerERI2EZIHE, BPfitA&
RAZFTENZEEN T HIsoft lockupHE o
BUG: soft lockup - CPU#3 stuck for 23s! [kworker/3:0:32]

o MKRFIE
KATBTERAE S, RERITIRER .

RCU(Read-Copy Update) stall
RCU stall@—#rcuzEfREAN rcuiiBX AR RIS B 15 EIAERNER

o [RIE

ERCUNLEIF, readerFFEEE, AILUMEEIEEENEUE, RCUICHEreaderfI(EE;
writerSEBFEIERT, L£EF—PRIAKR, ERIALZMRIEN, FEFFhareaderiBH
B, B—RtihEiR AEUE,

writerFEBEFiGreadergME1E5 A “IBEUR” A aeBRIBEUE. XEHTFELETX
Lreader—MAEMIRLAYZEIRER, XANEFAOATIEMEFR Agrace-period, {EFR
GP,

HreaderiAH B BB, writerZFHIAT BB ZPREAAT, BI_E3RRCU Stall,
o MMARFIE
A 1EDocumentation/RCU/stallwarn.txt344%1 4 T ol et A RCU stallpyin=:

cpufrcu readerlfFRX—BEEIR, cputEXAFRrEXFAie HinSH—BEHK
%,

hung task
LRI T DIRSEBIT IR ERIRSERY, E#fRhung taskRE .

o [RIH
HIEEHR—MAZTZETASK_UNINTERRUPTIBLE, tBIUDIRZ, FDIRESAIHIZ
Ribiiwake_uplEg , S |IADIRTESET, BATILHESFIORM . IEEER
T, IOIEEAE, #HEERARMZIKHEIREFDIRES
hung taskiGNHZKHIC FDIRSHIRIE, Wizatl@— 1 iEkhungtaskd,
XREHBHRAFNFEHE, KEREFEATOIRSETZRENK (EA120
) BOHE . NRFEXEAHE, NITEPH HIREXZEEFMHIZ K . INRES
& T hung_task_panic (BidprocskRzBohS#EcE ) , NEZEApanic,

o RBUEFIE
BIERIZETRE, REDIRZ, schedulerfERBdialF -
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global OOM

LinuxAIOOM killert$ER—HMAFEIENG], ARATAATRIOIBRT, Al
RIERGEREBRELIZIT T E, [EFER—LHERNE—ERNF,

cgroup OOM

[RiE

BEEoom_killerfVfta iz ARAENMNHESEART, JEUHIERER

gAY, AEAZOOM, OOM killeriBAHBIFFEHE, RIBAENAFERERHT

119, RENPEE— D ESHE, RIEHERRAE.

OOM killerf94bEFEEEHREMmM/oom_kill.c, ZOEFEEout_of memory, B

HRIERIES

a. BHEZFEM T oom_notify_listAEIREEM—LEATE, AR XLEERG
BT —YLRE, HiEgtkoom killeriig; MNEREKEM, HEANT—,

b. fitA&oom killerlBE 2HAHERIHEHTHEDEASE. INRHaHEESRE
T —SIG_KILLESHEEAEERY, BEiZEPHFIHE, KRILHEREKAN
7, BUHENT—E,

c. tu&Epanic_on_oomAFREERANRE, REOOMBTZH{Toom killerid2
panic, f1RiEFEpanic, MRFFEEHER,; WIRIEFoom killer, HANT—
1=

v o

d. #HANoom killer, BRFIZE, RASERANIZERIEYFIEXHSERTE.
5E2OOMAYHIZET HEHIZ . MR EFLIEHFIHIZ, oom killeriiR; &
MHENT—E,

e. AMselect_bad_processitHEEHIE, AFIAAHoom_kill_process#Z 1Lk
AUHFZE . UNSRselect_bad_processig Bt (T @A iz, AixiHtApanic,

s A

WITHRAKRENER, BEEIREARE.

5global OOMAIX 3!

cgroup OOM5global OOMBIATFEEEIARRE . ZFS cgroupZBRHIEERARNTFE
B TIRER LR, cgroup@IKILLENASHIZRBEMNEF

LYY mbr

WATEBEARGFNRER, BEIREARAE.

page allocation failure

page allocation failure2ERIETRREMAET, R LIRAVEIR. HEFRIBEEINME
(order) MAE, BRZNEFD, ZBLLRBEMBENTHRT, RIfLARZIRE .

[RIE

Linux{#ER{kEERSE ( buddy system ) IELDECEL. BEIEMNTHRE (— R
FHARNFAK) DREEHERIEE T NN TENOHES, HEFHIENITEEAN
ERIAELTRFRAN— 1 ER, RENHEN1. 2. 4. 8. 16, 32, 64, 128,
256, 512, 1024, FRLA—RMERILADBCAYSR AELERIF 1024 MELERY4KTT
%, BMAMBRIARTZ.

BIZEIBE— 1 EIE2561TENATF, IEEMEorderht, ERASRREHELAF
9589, 10. 117NER, —1MAZT, FRREUMBNTRAE, X T—
/|\5 Eé”%ﬁ_ﬂ\%\iio
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WNERFFEHRIOAZT, BIEEW, NAZ EiRigIRpage allocation failure, it
IREBEE, WIARRIBMEN6AINFIREM:

page allocation failure:order:6

o MKRITIE
Flalloc_pagesiE4EHRiERMEAFR ( Flglorder=10) , FEM, HEIRIBFK
'8

list corruption

list corruption@ RZASERERBBEXRMAVRSE, IRiE2EE45 Alist_add corruption
#0list_del corruption,

o [RIE

MiZiRtlist_addFlist_del, SHEANRIERENEHERNBIUE (valid) , KWEB
HfE, EERIEINSEMFET =, NRGEHEREIM, N EfRcorruptionf&iR. &
EFREECIBEMLib/list_debug.c,

bool __list_add_valid{struct list_head *new, struct list_head *prev,

struct list_head *next)

return
return true;
EXPORT_SYMBOL (__list_add_valid);
bool _ list_del_entry_valid(struct list_head *entry)
struct list_head *prev, *next;

prev = entry->prev;
next = entry-=next;

if (¢

entry, nex
return false;

return true;

EXPORT_SYMBOL(__ list_del_entry valid);
XMERBEANERERESHE, AINRERE. RFERITE,
o MRTIE

FBlist  PIRZAREZ O BIERNESR, IEEEBMERT =iprevaknextiSst, BIEH
M#zlist_add/list_deliZ,

Bad mm_struct
Bad mm_structf&iRiBE 2B T AZPII— DB P mm_structEBLEE IR SRR

RS,
o [RIE

mm_structZLinuxAZFII— N EBHIREE, BT REHENENNEFEX
WNRIZEREWIRILR, e SRR RN ERESE T, XMMEREERER
BEEH, Hlimm_struct XIZAIFEHERR . NEBRSE,
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o MKRAE
TASfETSE, HEEER, SELinuxRFERZALEEIRINSMABad
mm_struct,
1/O error

Linux I/O errorfRiEEERTEN/BIHRERW, EMK. BEFIORERNZE,
B X R GEHBE A REF TEDX M EIR -

EXT4-fs error

[RiE

ERREEBUR TR TRMAIRE G . ERAMASEREREZEEIE. #E
IR, XHRGEIR . WafEFial. MIRERESE, IS RFA=HIZMEEA
HE EREUERY, MREREEIR, MEHII/OEIR.

AT
RERSHETRE, hitWE, SEEEHERA.

EXT4-fs error@E Text4SNIH RS, XHEHHRANERSH.

[RiE

NAHEFRR/IMFEERMAM “BX” (sector) , EEZSNBXAER “HR7
(block) o inodeTTREENHRITTER, SIEXHIGIEE . CIZHEA. X
N B, SEFREFERIEELR (block number) . EXT4(&=HYinode(S B85k
K< A&ZEXT4-fs error,

ilafilel inode table
VhRfile1FT1E B blocko
SRR
inode0 blockl bliifi "
file0 inode0 block2 FEse S
filel inodel block
block3 block3
file2 inode2
inodel block4 block4
1RiE
inodeith block5 block5
HEifE]
inode

AiZextaRIGEAchecksumiXiginodelF 8, HHMHOXFREIR. WEBEHRIR
BY, POROR[E-EIORIREE, R _EIREXTA-fs error checksum invalidiig .

A TTE
(ERHEISRETETRE, EFEANZE.

MCE (Machine Check Exception)

Machine Check Exception (MCE) 2CPULINIEHEIZATALAZ IR E ( exception) ,
LIRS 218, BEAISEEIRabort,

[RIE

N5k 01 (2025-01-02)
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fatal signal

warning

panic

SHMCEREREES: S&EHMIE. RWFEECCRILTE . cachefgi®. TLBiEIR. A
ERATENERIRE . AIBHEESEREMCE, REMAIBIOSERE . firmware bug.
Hi4bugth BERIEES [REMCE,
MCERRl HIR, IRERFE—HSFEFRIMachine-Check MSR, 1RIES 178
AYEIRASHATXI M AYRM IR R AL ( RECECEURER A RAYC 5 52A95EH ) o

o fMEFAE
TARMEE, BE&kHiE, NFECCRIHE . cachetfiR. TLBEIR. MERAT
fhEIR SRS SRt AMCE,

e

fatal signaligESAIE S X ARERIRBE N RIS HITEEX LIERMRESEE, &

$ESIGKILL, SIGSTOP. SIGILLE,
o [RIE

LinuxfS5S (signal ) #liHl, AFHRSEHHEZEEN, S—FRLABMIH . =
—MESKIEE—THE, MRMERGHET T HEIERREHRER, HTIFE
FRIFERISHR T o
MRSIGHEFM, BlAfatali5S:

o MKRTIE
RRPESEFHITIERRES . kil -OFR#HE.

Warning2#{ERGHEIZITRY, HNEIRZZELESAIPILIARA (issue ) , TREAT
LIRENE, STENRERRIABERES. HkE, RAREETT.
o [RIE

Warning 2i&3HFAWARN. WARN_ON. WARN_ON_ONCEEZRALARY.

SXHWarningIRRESH, SERBERKRLEN, FHEAAWamingZ=ZREAKR
A, WarningZHASESHEZRIZTRERERT, BRIRHLEWarningfYs
=

o MEFBE
RIBRSEBEEWarnings:4 .

Kernel panic2iSIEER AT NEINENHGEIR, HLZLe IR RENY
E. IMARIEMEEIER, EfTkernel_panicBRE, FHROIRHLSE & LATIREY
HEEMSEITEDE K,

o [BIE

SHESENRRESHZHE, BIREHENRAREE, HEIEBkKernel_panichIR
A, ;ﬁiﬂ'ﬂlﬁ@%lﬂ’fiiﬁﬁiﬁ?ﬁ\ MIZZTERIPR0RE . AFHIOER. Zka
AT

o MKRFIE
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XGPU H=HR

11.1 XGPU HE=HFKARHLAR

XGPUHZRAREATETAXEMGPUIFARITEZIRAR . XGPUBRSSAILIFREGPU
RR, SUWSIERHA—KER, NI SHILREES, REGPURRHEIRAY

AR RIS IR AN o
XGPU HEHARZ

XGPUBZ B fIR#ZIKEN A B s IEMEMRIGPUIRS , ERIEMREHRIRE FREER
MBEH, ARDFAGPUEHRIRE TISGFIERREERURIE. EaTLIBE&H<SH
(Bt E AR RRIEIGPUIRE o
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11-1 XGPU HEH ARZEGE

_ GPU
XGPUEEHUE | CHANNEL
i 2E: S

NVidiatEagzn

T4/V100 GPURBEH

miis

o TR
MERRRANREAR, BIKGPURNE DRGSR, EIMMSEHENS.
BERSHOWSHRT, —MAINBHAFTE—EKAIGPUR . XGPURIHIIILZ
%ﬁ%ﬁ?-EKGPU-ﬁ, MMsEBSHZ2IRE, AGPURIAR, HLIAH

o HREDERIR
XGPUSLHL THIEGPURIRIFERN D, S LURIEARLAIRIEECE -
- XHEREFHNENRNERLYSD, SRILURERERIESE.
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- —— =7 - ———— —— —— —— 7~ — — — — — — — — — — — — —

EFET

BhEr

]

- XGPUSRIBEEFMAMEEONIRE, FIEISETNENENSE
K. BRI WHERYD, HEERNEDMET4%.

FAELF

AMUEEFRERIDockerflContainerd TER T, MBS KubernetesTIEAT -
BR{EER

TREmFAINA, BT ERERCUDARE,

11.2 Z3EFHFEA XGPU

£YER PR

2% XGPU fg55
BRXGPUIRSS BB RER o
I =885 SRS EFXGPUBIILIRSS , EXIRIFBSIGPUREIIL

RETNEINTLEFERXGPURRSS

XGPUINAE(X#ENvidia Tesla T4. V100374,
HCEPRIAZARAS95.10 82 LA ERRA o
XGPUINEE(Xz#Fcuda 12.2hR A
GPUSL{I| B %2£535.54.03kR ASAINVIDIAIRE] .
GPUSL{5I 2 %2%£18.09.0-3008 EE s kiR ANAdocker ,

ZGPUREIMEEARRIPRSE], BEEAMNBEFMRART, Bidnvidia-smilsN TR
MERYSERE DB AT ANE N LR,

HCUDAN FEfEFEIERY, £7EGPUE ERBE—/N\EFHUVMETFE ( £ENvidia Tesla
T4 EKAH3I MIB) , XEDEFETFTEEFH, FZXGPURRSBERE.

FAHRENERNIMEURZIME BRI R R RS ER .

XGPURRS IR B INEEATIFLAUVMII AR BB E7E, ENEAAECUDA API
cudaMallocManaged(), EZEE., {52 INVIDIAES K., BEAEMA
RIEER, #laniEAcudaMalloc()&.

(11 588
XGPURTFRFRIESERUVMB S RIBEER, ARG ES%Euvm_disablefZ A
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HCE FBF{5r

11 XGPU H=#K

XGPU B55{E Rz

IIXGPURRSS IS T BN TR, ERLIERIESS
5|ZERLABEXGPUBRSS SRISEIFMEZ

% 11-1 I XGPU IRSMIETE

RHEEIMNE R ERE,

coog

aaEe

METEZFR &k | %88 5
it
GPU_IDX Integer | IEEDXFEANGPUE | hBRSE—IKEE:
o GPU_IDX=0
GPU_CONTAINER | Integer | RERERIERNERF | AERSEHEFAN
_MEM K\, B{iZ MiB, $95120MiB:
GPU_CONTAINER_ME
M=5120
GPU_CONTAINER | Integer | IEEEFENDEED | AERDES0%HES
_QUOTA_PERCEN kv bl
T BRI %RIER | GPU_CONTAINER QU
X5, EES/NEHAME | OTA_PERCEN=50
F4%,
GPU_POLICY Integer | IEEGPUERNEIRE | REENEERIEAE
AISREE o EELHAE:
o 0: FIgaess, ApE | GPU_POLICY=T
FIRE,
o 1: EEENRE.,
o 2: FIHAE,
[ ] 3: ;@IJ—__I-IEEO
o 4: NEISHAE.
o 5: ;Eéiﬁrgo
e 6: WNESIAE,
BHIRE R ROER
XGPUEHRAERA,
GPU_CONTAINER | Integer | IS ERSEHIMTER SIS MR AE:
_PRIORITY o 0: {EME5ER GPU_CONTAINER_PRI

LAnvidiafYdockerBIZ2R NS 61, NMBEXGPUBRSHIERTE, HIEMXIAT

& 11-2 FENL

28 75881 | &§B82 izl
GPU_IDX 0 0 IBERm N B FERE—KEER,
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2% N2 | 5822 otz

GPU_CONTAINER | 50 30 FBEE1DES0%NE ], HEE2HE

_QUOTA_PERCEN 30%E ],

T

GPU_CONTAINER | 5120 1024 FE2R19HE5120MIBER, FASE2HD

_MEM f21024MiBE7F.

GPU_POLICY 1 1 REF—KERFEABREENRESR
=

GPU_CONTAINER |1 0 IEERR1ANSMERERE, B2HK

_PRIORITY RLeRase |

=Nk

docker run --rm -it --runtime=nvidia -e GPU_CONTAINER_QUOTA_PERCENT=50 -e
GPU_CONTAINER_MEM=5120 -e GPU_IDX=0 -e GPU_POLICY=1 -e GPU_CONTAINER_PRIORITY=1 --shm-
size 16g -v /mnt/:/mnt nvcr.io/nvidia/tensorrt:19.07-py3 bash

docker run --rm -it --runtime=nvidia -e GPU_CONTAINER_QUOTA_PERCENT=30 -e
GPU_CONTAINER_MEM=1024 -e GPU_IDX=0 -e GPU_POLICY=1 -e GPU_CONTAINER_PRIORITY=0 --shm-
size 16g -v /mnt/:/mnt nvcr.io/nvidia/tensorrt:19.07-py3 bash

&E procfs 5=

XGPUBRSZIEITRISTE/proc/xgpu FERF BN EIEZ MprocfsT =, ,e;_JL,L
procfsTo B EMBCEXGPURRSBEXAIERE . TEINM AR procfsT AR
1. HFUTHS, BEEPRER.

ls /proc/xgpu/
0 container version uvm_disable

HRABIRIPIN TR

H= =53 | A
il_]
0 =5 XGPUBRSZSEXIGPULAIRI TR E-REMR—TEE
R, FHERHAERLERBIR, FIa00. 1. 2, KRB
EF'/\E '-.:HxJ.L I~ ijﬁggilD?goo
container | iE5 XGPURRSZ £ XNz TEGPUSEH BN B e L —
TMIBER.
version sk XGPUBIERZ
uvm_disa | iE5 EARZAUVVMBIERBIBER, £BNE, EAMER
ble 0,
o 0: %
o 1: EH

2. BT TS, BEEFE—KERWNAIBRAS.
ls /proc/xgpu/0/
max_inst meminfo policy quota utilization_line utilization_rate xgpu1 xgpu2

HRABIRIPIN TR
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B# E5k | 7B
B
max_inst | iZ5 RFRERSNRAHE, BUEEEN1~25, XESE
BRETHER FEER
meminfo | RiZ W E-RSHATBNEFRN,
policy =5 IBEGPUFERNENIRERIRES, BIAMESAT.
o 0: FREEAN, MELAE.
o 1! EEENRE.
o 2: FYRAE.,
o 3: IBHAE.
o 4 NEBHRAE.
o 5. BHIFEE.
o 6: NEFEAE,
HHRE RIS R IXGPUEIEETRG
quota HiZ BHENE,
utilization | iE5 ER&RINENIEHIKAILZE.
line HGPUBERIFREBINIZEN, TASERSEHEL
BeE, BUELSHABDEFEESHE.
utilization | RiZ GPUERFIAR,
_rate
xgpulndex | iE5 BFILE-RExgpuFER.
A, BFSHE1KERAIxgpuIxgpulflxgpu2

3. WFUTHS, &&FcontainerBRENA,

ls /proc/xgpu/container/

9418 9582
ERAS B R R
EES B | #88
B
containerl | &5 A=ERIID,
P [EFIXGPURIES SAIHESD BRIID, S/ BRI —
D,

4. HITLATE<S, EEcontainerl DEBRAS
ls /proc/xgpu/container/9418/
xgpul uvm_disable
ls /proc/xgpu/container/9582/
xgpu2 uvm_disable

HRABIRIPIN TR
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Bx X5k | REA

xgpulndex | &5 BTt EEMIxgpuFE R
AR, BFER41880xgpuiixgpul, BFEE

9582H9xgpuAxgpu2,
uvm_disa | 1E5 ERZAUVVMBIAXHRIEER, BeE, BIAER
ble 0.

o 0: FEH

o 1: ZH

5. BITLATE®<S, E&xgpulndexBRAE
ls /proc/xgpu/container/9418/xgpul/
meminfo priority quota

BHRABIRBIN TR
B =5 | A

it}
meminf | JisE LEXGPUSECHIRT M EF K/ N IHBRIFTREEFERN,
0 1N3308MiB/5120MiB, 64% free, 359 #c ¥5120MiB,
£64%n0[{ER,
priority | 5 FRFigEaesiEd, BNMES0,
o 0: {5k

o 1: StFHk

ZINRERTEXBELRESFERTS, SMEARA=RLUE
MR REI=NE

IEXGPULECHIE LB L.

50, 1BILXGPULEL Y B-R50%RIE S,

7

quota =

T#Eprocfs T RBIFERE, ERLAEGPUSEAIHITar S TIIER R . EFINE
FRE, REIESSU TR

e R

echo 1 > /proc/xgpu/0/policy (& E— K ERRIEERIEHNE
EE .

cat /proc/xgpu/container/$containerlD/ BEIEEAREXgpuNEHNERFEK

$xgpulndex/meminfo I,

cat /proc/xgpu/container/$containerlD/ BEEIEEREExgpunBEchIE IR

$xgpulndex/quota &,

cat /proc/xgpu/0/quota BEE—KERLRKTRNES
WNE,
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W R

echo 20 > /proc/xgpu/0/max_inst REFSKERRZSAILCIE20
=g,

echo 1 > /proc/xgpu/container/ REIEEA S ExgpulIERk s

$containerID/$xgpulndex/priority 5k

echo 40 > /proc/xgpu/0/utilization_line REFKERNERRESEN
[EHI7K{I£57940%

echo 1 > /proc/xgpu/container/ REIEEAEExgpuZHUVMEYA

$containerID/uvm_disable EHEERF

FH% XGPU RS

XGPURRS AR AERIIE -
1. XAMBETHHNESE.

docker ps -q | xargs -l {} docker stop {}
2. FxgpulIrpmE,

rpm -U hce_xgpu

{EN#E XGPU FRS3
1. XHAMBIEITHNSER,
docker ps -q | xargs -l {} docker stop {}
2.  HEFHxgpuldrpmal,

rpm -e hce_xgpu

Eid xgpu-smi TEisiszsse

fEaTLlEId xgpu-smi TEBEEXGPURSERIEXER, BiFa8ID. EHFEH. DicB
. EFEERARSEERE.

xgpu-smily iR RNME 2 A

8% / 30% | eM / 2e008M |

0% / 10% | aM / 6008M |

ol {FEAxgpu-smi -hiSEEXgpu-smi LEREER.
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pu containers. )
son format, via stdout or a file.

mi [flags]
m1 [command]

Available Commands:
clean 1 se XG
ntainers and used

sk contaliners and GPUs' available resource information in JSON format

--contalner string
lename string
tring

) fo
remote-runtime-endpoint string po1l frun/containerd
‘containerd.sock")

smi [command] --help® for more information about a command.
~#

11.3 XGPU &1iAERHGI

L{FAXGPURRS EIEXGPURY, XGPURRSSIRIBRARSEHE ( max_inst ) HEFIK
ERIRENEE (Xms) BFABESEGPUES, LIBTT1. B2 BitNETR.
ATmax_instLA20861, N AERARRERIEISEDIEETRG .

[FEERE (policy=0)

[FERAEFRRERANVIDIA GPURBHEDRELR . EREEEREE TXGPUREX
HMEFHIPRE .

fmict

i

@
—---c-z

8
__
P

il

il
o
=

1

|
o

EEENBEE (policy=1)

BEEENRERTUBENENBES L ABESEED . fIIlAER1ER295059
BE5%F015%RIE ], W FEFR.

e e e ———————————————

Eren

[
|
[
|
|
[
EhEn }
|
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FIEE ( policy=2)

I RERRENAERETERE /max instlE&E I, Umax_inst=20541, 1SR
EIRE1/max_inst, BIS%AIEH, W TFEFR.

—_— e e T e g e gy

[
| 1 |
| | |
-~ D & | ()
| I |
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HCE FIF5Rg 12 HCE B9 REPO [RECE S A&

1 2 HCE B9 REPO [RECES¥IG %=

HCEXXFRPMB A EIERY, HEEH T ERARENESREPOIZRAMIRGE N
HEH . Sa@iddnf/yumip SSEIERAREEIRINGEE, BiF%es. AR, B

=
=~JFo

B/ repo EEcE

BT R AR S5 B WSERIHCERRIAIR R, #E/etc/yum.repos.d/hce.repo3Z 4= ERIA
EcEETrepoif. LAHCE 2.0iRA9%1, HASIT:

[base]

name=HCE $releasever base
baseurl=https://repo.huaweicloud.com/hce/$releasever/os/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/os/RPM-GPG-KEY-HCE-2

[updates]

name=HCE $releasever updates
baseurl=https://repo.huaweicloud.com/hce/$releasever/updates/$basearch/
enabled=1

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/updates/RPM-GPG-KEY-HCE-2

[debuginfo]

name=HCE $releasever debuginfo
baseurl=https://repo.huaweicloud.com/hce/$releasever/debuginfo/$basearch/
enabled=0

gpgcheck=1
gpgkey=https://repo.huaweicloud.com/hce/$releasever/debuginfo/RPM-GPG-KEY-HCE-2

HpEFREMT:

e name: XfrepoiRAIEIR

e baseurl: GEERTERIBRSSEEMUBIL, XiFhttp://( ftp://. file://=FH&= o
e enabled: EEEAZMGCE, 1F~EH, 0FT~ERH,

e gpgcheck: 2EHITopgRH, 1R REHRE, 0RRERRE,

o gpgkey: RIFREFAIMBLL, AT gpgiit.

A ER
Bz RIS R BRI RR . FAR~ERN, FEVEBIZUS .
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https://repo.huaweicloud.com/hce/2.0/

HCE FIF5Rg 12 HCE A9 REPO [RECE S H&%

$£=7 repo JRHCE

?lﬂ;%g%ﬁi%EHrepoi}E, A AT ERTECE ( LlopenEulertt XHYE&IR S
) :

1. 7£/etc/yum.repos.d/BER#iEopenEuler.repox 4 ( ZFREILIBEN , MHEHR
FELA.reposLE ) . fEAvim /etc/yum.repos.d/openEuler.reporn S i TiRiE o

RECESF, W[openEuler], BEZVAE—, AIRIELIREREITEZE.
BoEnamei&linl, fMopenEuler repository, FTREENEAIEAR, nliRIESLIRE
SUHITIREE

4. fcEbaseurlikln, Itb4hJ9: https://repo.openeuler.org/openEuler-22.03-
LTS/0S/x86_64/, FRIPIHEMIZIEREIREY, BAISE openEuleraE XTI
repotettEHIE S5

EEgpgchecki®If, 71T/ R LEAIIIEEIHITpgRLE .
EeEenabledi®ln, HA1FREEIZrepoi&,

EeEgpgkeyiflin, LkAbJ9: https://repo.openeuler.org/openEuler-22.03-
LTS/OS/x86_64/RPM-GPG-KEY-openEuler, F£Rgpgtia{FHIAAEETFIZ
HERE

Ex#2openEuler.repo X 43R T :

[openEuler]

name=openEuler repository
baseurl=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/

gpgcheck=1

enabled=1
gpgkey=https://repo.openeuler.org/openEuler-22.03-LTS/OS/x86_64/RPM-GPG-KEY-openEuler

ikl

BJLUBE B EFRpriority=FERIEHIrepoilRAILER . ANRMI(FERHCERLANR, AIE
hce.repoBic EFERNN_Lpriority=1 ( BEMIMLLERBS ) , REER=FIREESN
Ltpriority=2, ¥ERELIRERHEITEE ., AXAR6, TEAJopenEulerGZEHL
Bi55#HCEfkE openEuleri B4 .

[MARY:E
WMREARRMEE, JSERFIERHERHCERFHIRPME .

yum/dnf EIERGT

HCE 1.1{33Z3FBETyumap ST S IBEXIR(E, HCE 2.0EB S FyumS5dnfas
S, BRI EEEXNGSUT:

Ih&e yum#pd dnf&d R

ZEMEE, | yuminstall <& | dnf install <3k | Ze2Egcc: yum install gcc
“e> HE>

ENEEHE, | yum remove <8 | dnf remove <3t | ElEgcc: yum remove gec
He> 48>
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https://support.huaweicloud.com/usermanual-hce/hce_obtain_expandrpm.html
https://support.huaweicloud.com/usermanual-hce/hce_02_0020.html

HCE FBF{5r

12 HCE By REPO JRECE 5Ht-Z o

Inge yummpd dnf&d sy

FEERE yum list dnf list FIHEARSFABIIE: yum list

RS E) installed installed installed

WEWEE | yum search <t | dnf search <% | TErepoiEHi¥Zgcctl: yum
46> 48> search gcc

EGWHE | yum info <@4 | dnfinfo <@ | TifgccHE(EE: yum

=5 > > info gcc
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