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o TLS_AES_128_GCM_SHA256

e TLS_AES_256_GCM_SHA384

e TLS_CHACHA20_POLY1305_SHA256
o TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8_SHA256
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SRS
FFisr

1 =R PR

2R

SSTLSkRA
%1

(ERINEEHSIZE

tls-1-2-fs-
with-1-3

TLS 1.3
TLS 1.2

o ECDHE-RSA-AES256-GCM-SHA384

o ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
o ECDHE-ECDSA-AES128-GCM-SHA256
e ECDHE-ECDSA-AES128-SHA256

e ECDHE-RSA-AES128-SHA256

o ECDHE-ECDSA-AES256-SHA384

o ECDHE-RSA-AES256-SHA384

e TLS_AES_128_GCM_SHA256

o TLS_AES_256_GCM_SHA384

o TLS_CHACHA20_POLY1305_SHA256

e TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8_SHA256

tls-1-2-fs

TLS 1.2

e ECDHE-RSA-AES256-GCM-SHA384

o ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o ECDHE-ECDSA-AES128-SHA256

e ECDHE-RSA-AES128-SHA256

e ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384
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M AEYE
FFism

1 J=R PSR

2R

SSTLSkRA
%1

(ERINEEHSIZE

hybrid-

policy-1-

TLS 1.2
0 TLS 1.1

o ECDHE-RSA-AES256-GCM-SHA384
o ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256

o ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

o ECDHE-ECDSA-AES256-SHA384

o ECDHE-RSA-AES256-SHA384

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

o ECDHE-RSA-AES256-SHA

e ECDHE-ECDSA-AES256-SHA

e AES128-SHA

o AES256-SHA

e ECC-SM4-SM3

e ECDHE-SM4-SM3

no-cbc

tls-1-2-strict- | TLS 1.2

o ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
e ECDHE-RSA-AES256-GCM-SHA384
e ECDHE-RSA-AES128-GCM-SHA256

(MR

LIRTIFRAELBIFRINIZEH, ERNEFIRESIESMIZREH ., ELRMERR, INEEER
%?:%Ejj ELBINZE FinsiStINZEMRIE, MEEHIERINFS: ELBSIFHINEE
R o

AR EREEFTL
&,

W RERSEE, X7 BRI
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M AEYE

HPFPigE 1 ME=RHEPIERE
£ 1-70 ZLFEEESIRIE (TLS BHY )
TR tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 (1-1 | 1-2 | 1-0 | 1-2 | -0O- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
Protocol-TLS | x X x x X v v v x X
1.3
Protocol-TLS | v v v v v v v v v v
1.2
Protocol-TLS | v v X v X v X X v x
1.1
Protocol-TLS | v x X v x v X x x x
1.0

FR1-711 Z2RBEFEA (NEEH)

ZLFRE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-

10 (11 ({1-2 [1-0 [1-2 | -O- -2- 1-2 | d- 1-2

- - with | fs- -fs | policy | -

inh | stri | -1-3 | with -1-0 stri

erit | ct -1-3 ct-

no-

cbc

ECDHE-RSA- | V v v X v X X X x v
AES128-
GCM-
SHA256

ECDHE-RSA- |V v v v v v v v v v
AES256-
GCM-
SHA384

ECDHE-RSA- |V v v v v v v v v x
AES128-
SHA256

ECDHE-RSA- |V v v v v v v v v x
AES256-
SHA384

AES128- v v v v v v x x v x
GCM-
SHA256
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PP AEIYE
FFism

1 =R PR

RERE

tls-
1-0

tls- | tls-

tls-
1-0
inh
erit

tls-
1-2

stri
ct

tls-1

with
-1-3

tls-1

fs-
with
-1-3

tls-
1-2
-fs

hybri
d-
policy
-1-0

tls-
1-2

stri
ct-

no-
cbc

AES256-
GCM-
SHA384

X

AES128-
SHA256

AES256-
SHA256

ECDHE-RSA-
AES128-SHA

ECDHE-RSA-
AES256-SHA

AES128-SHA

AES256-SHA

ECDHE-
ECDSA-
AES128-
GCM-
SHA256

ECDHE-
ECDSA-
AES128-
SHA256

ECDHE-
ECDSA-
AES128-SHA

ECDHE-
ECDSA-
AES256-
GCM-
SHA384

ECDHE-
ECDSA-
AES256-
SHA384
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M AEYE

HPFPigE 1 M=RHEPIER
ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 {1-1 (1-2 [1-0 | 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
ECDHE- v v v v X v x X v x
ECDSA-
AES256-SHA
ECDHE-RSA- | x X X v X v v v v x
AES128-
GCM-
SHA256
TLS_AES 256 | x x X x X v v v X x
_GCM_SHA3
84
TLS_CHACHA | x X X X X v v v X x
20_POLY130
5 SHA256
TLS_AES_128 | x X X X X v v v X x
_GCM_SHA2
56
TLS_AES_128 | x X x x X v v v X x
_CCM_8 _SHA
256
TLS_AES_128 | x X x x X v v v X x
_CCM_SHA2
56
DHE-RSA- X X X v X X X X X X
AES128-SHA
DHE-DSS- X X X v X X X X X X
AES128-SHA
CAMELLIA12 | x X x v X x x X X x
8-SHA
EDH-RSA- X X X v X X X X X X
DES-CBC3-
SHA
DES-CBC3- X X X v X X X X X X
SHA
ECDHE-RSA- | x X X v X X X X X X
RC4-SHA
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M AEYE

BPiEm 1 =B HPIER
ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 {1-1 (1-2 [1-0 | 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
RC4-SHA X X X v X x x X X X
DHE-RSA- X X X Vv x x x X x x
AES256-SHA
DHE-DSS- X x X Vv X X X X X X
AES256-SHA
DHE-RSA- X X X v X X X X X X
CAMELLIA25
6-SHA
ECC-SM4- X x X X X X X X v X
SM3
ECDHE-SM4- | x X X X X X X X v X
SM3

& 1-72 ZERBFINERR/Z R iRSE1HA

BRI tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 (1-1 |1-2 [(1-0 | 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
Android 8.0 v v v v v v v v v v
Android 9.0 v v v v v v v v v v
Chrome 70/ |V v v v v v v v v v
Win 10
Chrome 80/ |V v v v v v v v v v
Win 10
Firefox 62 / v v v v v v v v v v
Win 7
Firefox 73 / v v v v v v v v v v
Win 10
IE8/XP v v v v X v x X X x
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SRS

FF$5rs 1 B=R PSR
ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 |1-1 |1-2 | 1-0 [ 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
IE 8-10 / Win | ¥ v v v x v x X X x
7
[E1T/Win7 |V v v v v v v v v v
IE 11/ Win v v v v v v v v v v
10
Edge 15/ v v v v v v v v v v
Win 10
Edge 16 / v v v v v v v v v v
Win 10
Edge 18/ v v v v v v v v v v
Win 10
Java 8u161 v v v v v v v v v v
Java 11.0.3 v v v v v v v v v v
Java 12.0.1 v v v v v v v v v v
OpenSSL v v v v v v v v v v
1.0.2s
OpenSSL v v v v v v v v v v
1.1.0k
OpenSSL v v v v v v v v v v
1.1.1c
Safari 10 / v v v v v v v v v v
i0S 10
Safari 10 / v v v v v v v v v v
0OS X 10.12
Safari v v v v v v v v v v
12.1.1 /iOS
12.3.1
BB E X REE

SR EIIEROASTISRI D E AR TLSZERIBIAREEATER, BITERNENZE
KA, GINFBENIFAFTERAITLSIMNY . ZRFLNERZENSE, SILIEIE
BENXTLSZEREEHECERMITERT, NME—FRAISHZEMN.
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SRS
5z =12 1 =R PSR

HENR M RIS IZRTTH .

BEREEBN “TLSZERE”

ATLSHRERIENE, SEREA LAY “SIZBEMERE .
EEREXRIESH, SHHRASIER-T3.

A w N =

= 1-73 BENKRIESEURA

2% =1z

2R BE N FBIRHIZIR,

BRI AR ZS BE M RIS IFAOTLSHMY AR ARZEEY , TiFER S MMUR
o

85:

e TLS1.0

e TLS1.1

e TLS1.2

e TLS1.3

eIIRE BIZBENX RN, JLUSENAEERNIEIWIRE.

TWIMER—MaRREESI, BUIR E éﬁﬂﬁ%&%ﬁi\éﬁ
—HN=RRIEZMBEEE, UKBRNZEREE. NRE
EE o

%?:%HD”’E%%E J‘ggi’ﬂ}iﬁ{ﬂﬁzﬁﬁﬂﬁﬁ’ﬂﬂﬂﬁﬁiﬁﬁo SIFRESIINER
f 2B

fk B M ERESFEXE BRI .

5 WASHEE, BF ‘HE” .

EERENRERE
EENRERISORESAE, SIS ER TS SRIMRIRIE

BN BEXZEREE

O LUWRIRER SRR IR AN B EN T2 RIEHTIEY, STIFHENBTR. MR
zl: INZEEEEHF IR,
BN ERIIESIZRIME .
BERERNEAILN “TLS;?@%H%” o
ATLSZERIETE, FEXNEENZEHRIEETIIREY, B ‘& ¢
= “1|*EQEIEM§$%H£ “HE, BREENZEREE, SEIRBESIE-73,
WASHEE, BF ‘AT’ .

HFRBENX R 2R
AN BRSO E R R THIIR .

s W=
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SRR
5z =12 1 J=R PSR

(AR

WRBENZERIECHKEKEITRER, NWAERITHRR, BB EITRAIZ 2R
1. ENEMRBIESIRRE.
2. BEAEMSHIZN “TLISRE2HER .
3. HETLSZERERRE, FRRANEEXZERIBEAEITANRES, BE ‘WK “.
4. FEWHAMIRREE, BE “HE

79 HTTPS HIRESRINZ LKA

HEN BRI &5 R TE .

R RHIEDIETE, PHEEARRL ST R IEsE SR,
EZRRIEREN WIFE" Xis, 2E FINKIRE" .

T SRINMAIRSE” R, BUESGEE “HTTPS” |

7 FINSIFSE” RiE, %R BRERE > RO%" .
TISHEIRBAR S ST RS

tNERFIErh BN R, ERILSR R E = R

6. EE=R, BE “BE .

79 HTTPS SIS ENZ 2RI

HEN BRI 5 R T .

ERMERHIIEDIERE, PEEEENRLRIEILIFEREIIE RS,
PIRE “MIFSE” %, PEEEENRLRINSIFESIR.
EMIRSEASERE, B “RIENIFE” .

7T “URIBIAIRE RE, BASKEE, HERSESH,

B HEET .

1.8.3 /5 SNI IEBLMSEZ 15D

SNI ( Server Name Indication fRSZE2ERFRIER ) —MITLSIMYEYY B, AFRERRE
—NERRFTES MBS, EERBERARBEXIGESTEIEBHTAERER,

ok N =

S

SNI ##hA
W E— NISIRSE FERE N HTTPSSIRIEREY, S RS IAEmREE
SILEH, HEBSBERD EEFRNGIHESSEA,
SNERHTTPSSIRSE R4bE— MRS EIES, MRS ARSI E RIS S
SR M ASTEBHHTAE, SHSEHSFSINTEE .,
FFESNITHAS SIS RIS SE FRRSASTS, SCISIRSRIE S i Z R E B 5hik
BRI BE R P TN . ZPHESESSLEESRIHERE RIS
B, ELBEMEIS RGBS RIS EHIIMAGER, NRIAIRSESH IR E Xt
RIHGTES, ELBE{ERBNANBRSSSEEBEITIAE .

SNI iFH

o SNHEBEATSHZNEARAIRSIIETS, BMEE 7 SN RISSEAIBRSS Z:IE
F . EELBIEHISIEERISNE BIHR U R SIUEBSEFRSTHIAERIE B R IF—E
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SRS

HPFigE 1 M=EHEPIER
o HEIIF— MR T LAREPEECCEEANIERFIRSAZERIANER , EIEFEIAUEIE
FEt, MNREIFZHE T MNER, ELBEMIIERECCERANESR,
HR5IRT
o (YHTTPSFOTLS 450f2e, ZiFFESNITNEE., FABESNIG, BEENKIFEEEE
D—ANSNIER, INREFEEHEEPISEELER.
e ELBRZHEHmMEFIER, NREHITEPIHT, EEFaFiRsERERER, 1£5
B 4BE/EHEH
o —PHTTPSAIFEEBRIASTIFECE30SNIEP, MIFsEXBHIFRESNIERENAT
iR 2593017,
(11 =8
=R ARG SRS R B IHEEE 50N SNEES, MNEEER, e T T
E,
UER LR
e  SNEEHBITEFRN:
HIUEPBRYE R /9% test.com, FBARIZFa.test.com. b.test.comZF, A37iF
a.b.test.com. c.d.test.comZx,
BRIEREKESRITE: HEP+YiE S EEEb.test.comfl*.test.comfy, A
a.b.test.com&ff5EICHEE* b.test.com,
o cert-default IBIEHTTPS S IrESAT 4B ERIBMIAIRS EZIES, cert-testO1Fcert-
test020FEIEZEAIATFSNIAGIES .
Hrh, jFHcert-testO1EBRIEZ Iwww.test01.com. cert-test02IBEBHILEZ 79
www.test02.com,
WNRiGIE REISERYS R SSNBERIECRLTL, MESERASNEERIAESEN . 118
PCECEM, MIS(FEREARIRSSIERINESE
1-41 B EIEH1REA
SIrE8 = SNI

1.

vk N

NS RIS 2RI .

R EISEYIRTE, BHERABIYERR,

£ “mfsR” ¥, BEFEARSNIRETRER.
ERITRENSERE, BESNIGN “BE” .
FFESNIRIFX, EEFEERERISNLES,

M #%hRA 01 (2025-09-15) AR © AR BRABIRAS 155


https://console.huaweicloud.com/ticket/?agencyId=ed9de0b5e3ac4322a529ac43e44d3872&locale=zh-cn#/ticketindex/serviceTickets
https://console.huaweicloud.com/vpc/?locale=zh-cn#/elb/list

SRR
5z =12 1 =B APPSR

Bl 1-42 B & SNIIER

BB SNIES ”
@ sni
1R HTTPSERATES & SRR AL EBsEREAL. MFEETIRY IH, WS
SNEESR
S v || Q| emEs ¢ =8 O
Cw o) G
6, $$ “E E” o
XS
o GUEEIES

o ROOTLSYSITEE
o RINHTTPSYANFSE

1.8.4 IFPEIE

1.8.4.1 iFHHLA
EM R e IR S B B B A AT SRS, 1REE I HTTPSE, TLSMIF SR E T
H, WHERSENE PRI A RIS o B EIR RS T — SR
SSLERSSSRITFH, thariHE HEmAIRERITS .

B (ERGS
R R R IIH T TPSER TLS MA IR S skat B WV SSiERAT, B BIkIRSSLARMT

INERTR . ERIAEEENNIFEERERSEITER, WaIAIEERNEERSSHIE
HICAIFE .,

% 1-74 SSL Bt A=

EA[EIAE NZ= P imdd RS sRimdt TIAE, BREENEITREERSS=HIE
B, BTRIERSHRSD.
S EIAE s AHIIE LIS E R IR ERRESMIANE, AMairEd

INERIRBFIBRISER] . (SFEE R ITER4iERSS 2R HFICAILE
B, DRBTFRIERSFNEFIHRINSD, FEiniRSELHN
HMECE N EIAILE

SR EIIESTIS IR =MERRTIES, IRSBI|/EB. CAILEB. RSBF[SMIVES .
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SR
5 =12 1 =R APPSR

£ 1-75 IFHE

ARSZERHIEH TE{ERIHTTPSEL TLSHMYAT, BRSZESUEPB B FSSLIEFNEIZZ
IIEARSSEEIE 1, HIRGHEBASFIFAR
CAIEH NIREFIHCANEITER, BFRIEEFIREBEATENEG

7. EERENENAMENRER, RESE iRt BEECAR
RHIIEPRS, ZFREPKINERIIER

ARSS=ERSMBUIER | TEERHTTPSIMYES, ERARESSLIMNY, FRANIES. W
IFREESRIEBIIMNELES, FAERER.

o HFUP: EXZER, (NBTRIESMHER, HRHM
FAAYIRMRS SRR %, HHRSSEECHRE, IEBMA
¥#3 ( Certificate Authority, f&FR “CA” ) AAFEHRE
£5-

o MNENES: EZRPINEIIGER, HIABMARIHECAFE,
FHCAMRE (FR) »

REREL
FRSSRESMIIEP T4 E4h, IBLUEHIBSERNtE.

RBAN BEELBIRSS AT EIHIES

(EFREBREREIN
o [FE—NMEBELRFMYER ERFLEIR, JUERESNREIERLEF,
o MNROIEAIRSZ[EPATONI, WFEEEEEHS, BiEErEEZ8RSIERHAY
BEAFRF—H. —NMEBTLUEES MEZ
o HANBRT, —MEIFRESMHERRNERREEHE—, ER2—MERLIES
MEITEREDE . WIREINEFFE T SNITIEE, NZRHEIES RS EIES.
o DEIIERRRSGSREIGIES, FUFRIEBHRITINE

o TLUEABRZRER, FRESZIIBME=SHMEMAINERT AEi9E:E
:li‘gIZ%U, EREAEERIERFELERE, BNEPERNENEMARNE

o AHNERRSIFPEMBAGER, HERANIRERIERAPEMSE, 7
BE LAERITA R 1Y1E

o ELBA=BXEED, NREHIEBIHT, FEFERIERIRES.

IERASTUEK
FERIEERAS, SRS EBRSH TR,

MR EBIARIEBTMRATIES, EZRNRNEBERE—/—D, FFEHIMIE
H, EERLREIAHRNSRFNTRFANTE.

ARSZEFIED . CAIEBAY “EBAE" BHFRIUTERK,
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SRR
5 =12

1 =B APPSR

FASARSTUER

BTl

ARS3ZRSMIBUEFRHRY “SMEZIEBAR” 1 “SMIIZEBAR" BUSFRIUATE
Ko

o Ll “e- BEGIN CERTIFICATE-----" {ERFFL, “----- END CERTIFICATE-----"
ERGER.

o  TIT6AFER, RIE—1TFBII64FRF,

o FBZEREEETIT.

RN

RS FIEBEARSS2ESMIUEBEY, ShFER LEIEBAIFAA . ETEERATA
A ARE LR ERIVRIFATRN M

%%%%SMS&EE%EFE’\J “SMEZIEBFATE” M “SMONEEBTAR” SIUIFIRIATE
HEEWIETERBRIFATE, FASBREHERA:
o FFEPEMIET, GITRAL:

- LA “-----BEGIN RSA PRIVATE KEY-----" {E3FFsk, “-----END RSA
PRIVATE KEY-----" {ERLE.

- LA “-----BEGIN EC PRIVATE KEY-----" {E9FFsk, “-----END EC PRIVATE
KEY-----" {EREE.

o FASRZEIARRERZT, FEBITOAFR, RE—1TAEBE64FH.
AN
----- BEGIN RSA PRIVATE KEY-----

[key]
----- END RSA PRIVATE KEY-----

S R RIS E(NSIFPEMABTURDIE S, HERRNEPERIEMMPEMISIE, Z8E
LERERERBIVERSS . AT EEIRMPEMASIURI LM ERNE.

DER 349 PEM

DEREXBREEAE avaF¥ &,
ETLA T G S TIE PR

openssl x509 -inform der -in certificate.cer -out certificate.pem
ETLA T a1 TRASARR L

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

P7B 4%i%9 PEM

P7BR& B E {FEHEEWIndows ServerfdTomcatda,
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SRR
FFisr

1 =R PR

EITLA TSt TIEREE L :

openssl pkcs7 -print_certs -in incertificate.p7b -out outcertificate.cer

PFX ¥i%28 PEM

PEXt&TViBEFHEWindows Serverda,
BEITLA TN e TR :

openssl pkes12 -in certname.pfx -nokeys -out cert.pem
ETLA T an S TRATR IR

openssl pkes12 -in certname.pfx -nocerts -out key.pem -nodes

1.8.4.2 BIZEIEH

Brn=

AT XFEFHTTPSEIREMNNZEIAIE, EIZEHTTPSHMNISITRIRHERSPEIES, A%
PERAGIEREIERINRE, RCSRNEREE .

BlUEARSSSRIED
1,

ARSSEIEE: TEERHTTPSHMYAT, IRSFIEBATSSUBEFINE. RIFAIE
BEERSREARSHHFAEBNENEB/ILES.

CAIEH: NIREFIRCANEIEE, ATFRIEIEFIHEPHISAE . EFEHTTIPS
WENAIELDEERT, REJIEFinseEHEISECAR KINIERAY, HTTPSIEZAEE
BTN {NF EEERBECAILES,

fRSZEESMIUIES : TEFERAHTTPSHMYAT, EXRERZESSLIMY, FREIGER.

SOEBEREEZIEBIINZER, SREFEH, HEASIFSMIUEBANIIERTE,
RN F I P ERRSIRHAVRS SZHFIE RGN BEBIES .

MR

o WREAHFBEFIIP LETRAFIESR LHTERE, SYLUSEREREIERRSSE L, &
[EECEREIRORITCPEITERIEHTTPS REEEEIFIRRS SR . BRRIESITCPIENTRE
HTTPSREEEEEiRIESSRR .

o MREMNXEERFERR—MIER, FEEMNTXEDSERINEREEIZERMNMES.

HENR RIS ESIZRTTE
EEMSHit=SE EREE .
BE ‘CIREIER” , BESHIEENER1-76,

& 1-76 [RS[UEBSHURB

2% 152AA
IEFH3EE BIEIERRIER!, IBEIRSZRIER .

ARSSESIES: EEERHTTPSHMYAY, IRSEEBRAT
SSLIEF I, FREIEBASIIFAR.
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&, ATRAEmIRS ARG IMERED T .
e HTTPSHEHRX(SE: #ssl_protocol. sni_domain_name#certificate_id&E=FERICH
THTTPSIMYIERIER, ATFHFEEHTTPSIER,
o EHfth#BANMSE: access_log_topic_id. log_verfltenant_idZEFERICHE 7 RAFH
SINREER, BTFEHSEE,
5 FRiRER
ELBIEAZ=HE TRBFREATEIERE. HEFHEE. HEENRREE T
%, =H IL:\HE&E,J.EFQE-L-I-E{; BiEs %z: EI uﬂE%E?ll‘l‘ﬁIﬁ o
LRSRH
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o ERFITHRNAEBREFABEEZIREREH40089EK, ENZEESRATESHTTPHL
B, TIEMIEBE,
EBTE
o GEIFHTTP/HTTPS/QUIC/TLSIMYAIAREDERR . BUAIR(F, 1SS NELH=
B EI9EEE
o FE=HERS. BINEE, B RER=EHERS .
L4 QUEEMWHE%%QH#EE'uu\\ﬂ[]):lﬁﬁﬂﬁjj C1-8] rEﬂﬁﬂE%%EPE“B%TJ.ijO ,\12'-:
B4, BEltlBEIRRSRE.
o TEELBHEIZEHTTP/HTTPS/QUIC/TLSIAMIFES .
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1. ENMEREIETIRRE
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1-48 FcEipIaHEAL
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b. & “CZATHIATA” MiEY, REATHEZR. BERSFHATE
f&RgiE) o

1-49 7f ELB fRBi=FI B CIZHEEMNBER

QEERTEL SR x

BFASHR

BHREEHR L SHitb A FRERASHER.

BEFREGHR

BRFFERE (K)
— 30+

BFHURERAFIE0R, AILME1~365KZIERE, BUFRIENEFESMEMMR, SRIULHEATEIREE
ZEOBSIERKEHRF. BlRAERZ, FENRIEREGENE, THRINHE

¢ BE ‘HE’, THATEMNBSREIE.
1-50 EahAEICR
EESEiRRBEE

0 HERFEHERE SRS I . TS
ThiE HERE 73 - b EAFISENE T IARBRIHARS, B FE=HERET.

BEEIAEER

H#EE

lts-group-elb v || Q| eEsEnETR EZEATE O
Hi&im

Its-topic-elb-TEST v || Q tEfAEE EEOEn (3

5 BE “HBE’ , kBT

SHNNEHE
EEILAEIS LA R R EE D B S E R
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BEETERNM TR, AIFHERESTE,

$msec $access_log_topic_id [$time_iso8601] $log_ver $remote_addr:$remote_port $status
"$request_method $scheme://$host$router_request_uri $server_protocol" $request_length $bytes_sent
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"$upstream_response_time" "$upstream_addr" "$http_user_agent" "$http_referer" "$http_x_forwarded_for"
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1644819836.370 eb11c5a9-93a7-4c48-80fc-03f61f638595 [2024-02-14T14:23:56+08:00] elb_01
192.168.1.1:888 200 "POST https://www.test.com/example/ HTTP/1.1" 1411 251 3 0.011 "200" "0.000"
"0.011" "0.011" "192.168.1.2:8080" "okhttp/3.13.1" "-" "-"
loadbalancer_295a7eee-9999-46ed-9fad-32a62ff0a687 listener_20679192-8888-4e62-a814-a2f870f62148
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ARS3284HID” Tk -e3a551034c46
I pOOI._” + “Eﬁ#‘ﬁﬂﬁ%
224HID* A EII 2
ID” ),
member_na | [FiRfRZBEEIZIR (KB | =54
me A member_ (LFREEA
JBAERD AT EME, BME
j:%) o E.]-ﬁgﬁg/l\{ga %BIEEmember |d
BT EalEmember id -, RESE
oE-, BESTIER 1=IEFF)
o
tenant_id FBFID, FrIER f2bc165ad9b448
3a9b17762da85
1bbbb
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NEHEIR, T2
X R SSTENL
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ed: ZEPuRIER
LB PR o
WAFRequestBod
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body{A<E 90
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EXwafiREIRVZER
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eSS

WAFNoBackend
Available: waf
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[RimTES
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[RimBRSS 2R ERIRTR

"B GRS EE
gﬁn

ICRBEN header
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WindowsFILinuxfRs%
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BE,
netstat -an
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s =5 RO AOERE R nt/s | i& h
&
mb5_in_p | A | NENHKEEWEIE |20 Cou | A |THEKX |19
ps BEH | EEOE nt/s | & h
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m6_out | mEE | NEHEWELEE >0 Cou | A~ |HABEX |19
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BIRE AT FMSIERR.

M #%hRA 01 (2025-09-15) AR © AR ERABIRAE 212



MR

FAF¥sr 1 JM=RI PSR
IBtRID | #Et5 | AN BE (88 |# |2 | &&=
R Bl ([ |® | (% | B
) (&
Yaig
¥x)
4 out b | 4B | AEAIELBELAIETZEFE | =0 % |A& |TgEX |19
ps_usag | Eafd | AZE, %7 £h
e BE | a= N4
e RERARIAR
100%, IREEELKEE
ELBHUASERIZ AT HERER
&, SRS aTLAdR e (E
BAEews, BFws
BHAYERYD, ELBTEE
BIRS AT MHIER.
4_ncps_ | 425 | 4ERIELBLAIFRIEERE |20 % |4& |FHHAX |19
usage EERE | BERE, 37 h
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lbaas_instance_id
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lbaas_listener_id

IRZ=RIAITEIEITERAYID

Ibaas_pool_id

[EimpRSS R4HAYID

available_zone
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BRIESMR RRER SHEW

=]l = logtank createLogtank
BRI EE logtank deleteLogtank
BUEBIES certificate createCertificate
BEINED certificate updateCertificate
FRHIBRIES certificate deleteCertificate
ellfEfedE Fivi) healthmonitor createHealthMonitor
EEREE healthmonitor updateHealthMonitor
iR ESE T iy healthmonitor deleteHealthMonitor
elfEn o i [7policy createL7policy

B AR [7policy updateL7policy
FRIRREE A SR B [7policy deletel7policy

el W [7rule createl7rule

EER g W (7rule updateL7rule
ilERr = YW (7rule deleteL7rule
BUERISIEE listener createListener
BEHTIEITEE listener updateListener

il A= listener deleteListener
ek A loadbalancer createLoadbalancer
BEFtaziyEss loadbalancer updateLoadbalancer
IR A& ISE 2 loadbalancer deleteLoadbalancer
SRR RS 2E member createMember
ERiR=iRSES member updateMember
BIREm=IRSES member batchUpdateMember
tIEEimIRS3HE pool createPool
EifEiniRSSE5HE pool updatPool

bR R iRk S 254H pool deletePool
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AN EIMIERFRIHRS ERER G BN SERIE7RANRMFICR

BRIFERR

1. EREEEHA,
2. mEmEsiarrfes ¥ ER, ERRKENRS.

3. BFEAEALAN — , %R CESES5UES > =HEITRS” , BASHITHRSE
B R,

4. BEEMSHMA “SHIIR" , EAFHIIREERNHE.

5. SMPIRZIFEIREREIAXNANRESME . SRISMIIRSIFN RN
a8, FREEWT:

- SR KRR, RIREEmRSEE,
ETRAEPIEEEEFRMG
Heppie B RE U2, BRERENBRRNSEHETR.
ERRIRIDEY, BHEESEFHBMARENEIRRIFIRID,
ERERREIRE, EREFESFIMAETBERNRREEMR,

- BERRP: A TMIEPREE—BARRRERR, R ERPERP%S,
AR .

- B anslh “FrEEER&s)” o “normal” ¢ “warning” |
“incident” , RuE[EFEEF—IR,

-  HESEE: #REALA, JEEEERIIEXAESIERARIESHE.
6. ERZEFICREMN, £F ~ BHZICRAFMEE . B BRI

B 1-55 RFHCR
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FHIHES
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B 1-56 554

“context™:

\"name\": \"9646e73b-338c-.

: "9646e73b-338c-4d27-al7c-219be532812c",
": "1569321775983",

"id": "@503ddas78000fedof75c0096d70a968"

iiéﬁi‘l‘ﬂﬁ%%#%@E’ﬂé&%@?ﬁﬁiﬁﬁ, B2 ( ZHIHRSHFER ) 95

b =t
o Gl

request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffa40025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}

o MBRGAEIYESS
request
code 204
source_ip 124.71.93.36
trace_type ConsoleAction
event_type system
project_id 05041fffa40025702f6dc009cc6f8f33
trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec
trace_name deleteLoadbalancer
resource_type loadbalancer
trace_rating normal
api_version v2.0
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service_type ELB

response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags™: [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:58:03 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:58:03 GMT+08:00

request_id

user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a"}
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o (NEBUERNAIHZEISLASITHR

o (BB B A HIIEIEHEI SFNAPICIEAISTEIH S, EHihs = CIEAELBLAI
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J ﬁﬂ%%ﬁu,\;iELB;kWJE',%)S’ZCCEEﬁH, BN TEEITHRRE, SriRISH—
218,
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Fj’ o
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o FINIES, ELBRSIEIIET R IR SEEUES SR, BNEXERS
W SSHISERRIEITIRR « FRFeR/EmEEIRSIREIER .
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FHAFRED, BiREIRIRSEAIZEBNNFMEACLRAN AL BRI TELBIRinF
METEME, SUESHRRNERE, WSRE.

FENEERIRIRSFRIIZSEINMBACL (H=E) ,
o FAREMZRL)IE, SIERIFSEIRFESLAIENEN.

FréfitZeiaA
. ﬂfﬂjﬁﬂﬁfa‘, SEBESRLOIEANGE, EETHECHESITNEES
SRS
o FHRMMZEIELB, TEANENITERR (HER) .
HREEEIR
o EEHSRAUDPHNBTFERYS HEH, NENREFHLG, TS
2BR.
o EOFRIRRURDHARERENLS, FREARETEHEREERS
R
o FHRESRESR, BOENXBEREER.
BAERE

2-1 Az~ EE

N SR E 5 R T
R RAHIETIRNE, ERINEZEAHIIERAETR “#BE" 71,
BE ‘AREMRZE
2. “FHRGNT BE, THRARMIIRE, @it ‘HEMRLEARIE .
3. B “ERERT , ENEEHEERERE. SEWAFRERIREELGRE,
FBH&R2-1,

1. BT EHASEAIFHRRE .
a
b
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& 2-1 B RABYEREARRE

e

158

ATAHX

HREHIESH .
FEE—XET, BH. MEREIMIEXE, JRXZERMN
BB, FAETARZEMERS.
MRISHFEEBERESN, BNEERESITHAK, ESRS
RyETAtE . S— 1" IAXEISEsA TR, ASSAILIRE
RS — AT X AR HIE R R AR SS
EESANTAKZE, YNARSHREIRE (FdiEEs/H+
RIEENE ) 2IE. flal: RLPIBAZESZEFAAHE
&z, BBABRLANAZESXIFATAHRIERE,
EESAAXAESEMRYEZHATAHK.
31
SEHIFARSS, 1EXA BXEERRER SEUZEAIRNSSINMERD, 5
FEFARAHEIF R o

AR EHIESH,

“RZFEBY (HTTP/HTTPS ) ” #0 “MIZZE ( TCP/UDP) ” iB&E

DAy E—F:

o NFERY: BREEHTTPRIHTTPSRIEEEIMY, 1258 ARrIr B
B4 Bae hIIETF B RABHNSRIE L RIS

o MEHE: EHETHNEARESHAWS, WI{4EH. BN
AB(E. TEEIRESS,

HSRIE| B TECCIZEEITEE, NIBIASZIFEIFEEXT AT

ELBSCHIAIARSEEY,

BEIRIEE B SMENEFEIE, WMEREIIF =R

FI9EROLEIHINE .

TiFZik, RIBERIIMLESEE, Joe i adeE o B MER
S bl
o IPv4 M TAEIOEEEIEITIPVAAMIPRIIMEMIRSS, &
KB AMIE FPiniaRIZBIEEN R EINE RIS LG
inARSS e TAME
o IPv4 FAM: fRZkIYESRIEITIPVATARIIPIIIMEMIRSS, &
EKBR—1VPCHIZE FinisKIZIBIEEN R HIE RIS
AEEimfREZeHI TR,
o IPV6 WZE: RS ALAISBECIPvElBlE, E&KEIPV6E
FimagiSE=K.
- BOASZIALESR BRI —1VPCRIIPVEE FiRATER .
- FAR5ERE, IMAIPVeREER SRS IFIERB A MIPV6
ZRiIRANER .
R
2R SEIPVEIBEER, EWEEFRITDEIPVE ML, FH&
5ERkE, AZIEFRINIPVEINEE
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MERIGFIIERENFN, FIFTE, NizF Mo
ELBSLAINTSMRSZAIIPIHELL o

EMERSERIERFFIPVeMES, NiZFMFEFEIPV6IIEE .

TAIRE “BHEEIFRIFRR PEEEIZFMAIEMEER
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FREHIESE .

GRS SLAEE R iR F W PRI SR iRk SS 832 E
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o BUAIEE: ShiimFMERT—E.

o TIFIRRR: AHIERRATEVPCTRIEMF M,

o IIFHREE: NINFM.

4. tRIERERR, FELBELAIXEAEIRIRSS SRIREEMNFIRMBACLIINH, B
BIRZ=AELB/Sin T METEMER o

BRI BB ERIRIRS SRR SENNFIREACLRN (=) ,

a. BFE ‘RELRSENN” , FEENEELSHETIERR,
OB iR S EEFAT ML, RIEREELBXEXGIRIRS IR EE.,
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[172.16.1.171_ ~]#

[172.16.1.171_ ~]#

SASRRAS 01 (2025-09-15) WA © EARUERABIRAE 225



s AEIYE
5 =12 2 H=RRFEmR

[E 2-4 5 ELB 37 TCP &L M E Z=~F!

[172.16.1.171_ ~]# socat tcp:172.16.0.227:81,connect-timeout=3 /dev/null
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{
"Effect": "Allow",
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"Version": "1.1",
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{
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"ecs:cloudServers:delete"

1

}
1
}
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W MBEAIXRSTIRNARinRIRSS SEHBITCPIERE .
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VhiEE RS
R BIRR AR R B e B E

o HEH: RBEAZEPMIPTILUATIELBRIMITES . (N4E A KB FmikifIaEHIPih
HHBHIRERIIPHENE S ERAIIE K o

BE7RZE, ERAERZENIPHEELRERIRS:E, IJRENRERRIZERE
HKEE, FEEFhERRSH/ETZIEE.
o EZH: EZPARYIPRILSIIELBRIEITES . AR AREFMEIhIEEH RESE
A EA0IPHEAE SR I ESAOTEK .
[MERY:E
o IENEHIRBRFISLITISSAORER R, TIRFIpingan SHRIE, HIRFIAIIPIRILAPIngIEELB
4BERYIPHBLL

o WFHERGHINELHIKIN, TECIRKITEHFFINGIR=RSE, A allApinglBELBST
EBYIPHBLE

o JIAREMIPLEI EITEIAIEHIRIEAIRS, AREAERIRRSE, MLAGRIRSSE
Z AR BERSRN RIS REHSRES .

IREIGIEGIREE
1. ARG SIRRE .
2. (ERMEREISESIRRE, PERBIGER, EANKTEEERE.
3. EEIABSIATAMIBEAD, Jik M%uﬁﬁ@hﬁﬁm
- {EBfRMIRES mrnm“ﬁ@hﬂ”w BE RE” .

- %E&Eh”" IFEe 2R, HABITRNERMEENE, RHBEEFHIEMRY
“ }'LE ”

4. #®"“ iﬁﬁiﬁl‘tﬂﬁ?ﬁﬂ 7 BOsRE T, WNFR2-38FRECE LIRS

= 2-38 ifaiEHIS HURA

24 ol
islaliE AILUEERSSVFFEIPIGIE.. BRSRMNEZER,

o RIFFTEIPIHIE: SIFFIBIPIHIRIRAEIIE LTS
o HEEH: (NAITIPHIAFRIIPHE AR E SRR .
o EEH: AAUFIPHIHEFRIIPISRIAEIIESITE
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HAYEEIBES IPHENEE

Ll P S SiplaiEflitEERREERZEN, ALFESREXE

ipEEHIFFX .
. EE FREBEERIFX, RENBIBEMNEZIRAR
o
. il?ﬂ KApEERIFX, RENARRMEBEZBRRE
o

B, BE “HE” .

2.8.4.2 ipialEl 1P HEhiEEE

IP #hhiFZB &N

IPiENHBR ZNMPHINERIEE S, ARG —EEEAHEREERUFERIME(ENAYIPith
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s AHIIE I MITEhR BN EIREE . WTFEEERARIRTNERE, £l
=5 CIREHITHEFIRERAAR, FEER 8RS B IUEE— 1 IPHIEE.

HYRSIRE!

GUEE IP HuditeH

A N =

AR AIFIPHIEAFRYIPISE RIS RIEEITES . ANRIPHENMARE SHTIP
sk, MRS RZAY A EE M ITEREE LE(E I PiEsE A E)

ERE: REIPHEHB AP RIREIIERISRITES . SNRIPHBIHERE S(E(TIP
sk, MRS REDE IR SOITRRA IPHELEAIE)

AUAMBRT, —TRPALABIZES0MPHELEE
R—MPHEHE, REALAKEXS0M RIS .
EISITERAOISIEHIRES, RESFAESIPHILIE . IPHIIMER SRS AR
N300/ IPHENIERMIES o
MERL
HERIEAS B KIPHAHE SRR IR S MBS S, ATLURRS T Bt TRME

NSRRI ESIZR T .

FEEMSAH=E, EF ¢ BHREiYE > IPIbIE” .
£ “IpititaR” R, $E “QUEEIPHBIIET
EcEIPHIIASE, SHIRASIER2-39.
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o TT—NIPHEItER—WER, LAE]
ZELETR,

o B/ IPHBLtEREMEEERRT LR
“I” PlRRINEE, FERKEDR
ER0FI255FFF, FaeEa<>;

o BNIPHENHARRZ AIARANZ0014NP
HBUEEEMIES .

o AryIPHEitHEIA:
10.168.2.24

o HIPHbBYHEIAR:
10.168.16.0/24 |
ECSO1

faig

IPitELHZEE (S B RYEIRIR A o

5 WASHEE, BF ‘HE” .

=18 IP HEht4ARIAY IP Hbhik
\PHENHABIZRS, (EATHRIE G SKIT4E IR PHENE T

o FRANNIPHELE
o HtEEuPibit
o [RERIPHELE

\PHBIEE PRSI IPHELE, SZHFAIREZCUNT:

o BT IPHEUIE—MIEE, LABIZELER,
o  SAIPHELEREMEERILIE “|” SRR bu%& 40 “192.168.10.10 |

ECS01” , SiFRESBERORI255FFF, TRE

E’l<>

o B NIPHBNMARZEIRIN300NPHELETEER .

SO0 1P ik

(B, STIFRUECIRIFANT:

IPittIE2E Bl S AR [ EARANIPHELL , ARE20mIPitEH AP EFRIIPHELE

1. HNRMEGREISESIZRITE .
2. HEEMSHEE, &F ° PiEaRaE > IPHikR”

3. f£ “IPiehteR” RE, BEFERINIPHILATIMIFARR,
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4. FEIPHIIRE TS, 8F i
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BENIPHILEERTIFIZ TR

o TE “YRINIPHBLE” BIE, FRONIPHELL,
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3. £ “IPHEhHE” RE, SPGB LA TRMME(EAND, #HtSIE50PHELL,
a. tEEXPHHREERNEE:
i EEEEXPHUAIHENIHBFRTEITARIES, Bk B . SIHEXUP
HHHBRIRFR, ARFREIPHENEFIMEIA o
i. BE ‘HaE” , ThBX.
b. {UtEIEKIPHELLE:
i.  EPEEEEXIPHINEAMIIAZFR, HANIPHEIHARFIERE .
i. {EIPHBUTRE TS, #d “IBsPttit” . STIHEXIPHbUHARINFTEIP
btk
ii. BE “HaE” , THIBK.
B 1P ik
AR EHEMIER PHENHB AR Z AN IPHBLE, BESEHSIEXUPHELL
AR IRZS BN I PHEHE A PO RV SR | PHENEEITINESR, 152 ELITRE.
1. FHNEHEREIHEFIERRM.
2. EEMNSHEZE, &R “ @Rz > 1Ptk ”
3. 1F “IPHEtE” RE, PEEEEKIPHIIAHEIHEZTR, N IPHELHAREET
EO
. TEIPHBNEZIZR S, B EFRIPHELEERFEITAY “MIBR” , SEERIBREAIHEIE.
5 MATIRE, BE ‘K7, MkRPHblL,
BE IP HhHATFS

O EEIPHIHARFEE, WRRTHRRIPHUHERERER, SEUTER:

IPHELHAREAEE, SI5IPHUERIZFR. ID. BIZERIEFIEA .
|PHBIFZE 7R INAYIPHBAL .

|PHBAEE REXAY IS T e R

HNREREIIEFIRIM.

EEMSHE, 15B1F “ s2iaiiae > 1Pt ”

£ “IPibtR” RE, SEFEEEFHBIMILESZIR, HAIPHIHARNFER
Mo

XHEFEEIPHUIHARAKER.
a. f& “IPitit” WET, EFIPHUHARAIIPHBNIEE .
b. # “XEGIEE" WET, EEIPHIHEEXEXAISEITE
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FAFIER 2 HERIFPISHE
RS 1P HbiteH

HNERIPHENHE DR XL IS IR SRS MRS E(ER, ToESeRMmIng .

SR EIPHEEAS R e B IS EEIPHIHAF R E B IPIIHEAE KBRS R IR,
BRIPHBIME S I ERAY KBNS S E IR EISI T RES -

1. HENEMEREINESIERE.
2. TEAEMSHES, &R ¢ o9zt > IPHtR” |
3. 1£ “IPHulteE” R, EEMIBRAVIPHENERRTEST, 2 “WIR” .
4. IAEERFRRYIPHELIIAE, B ‘B
2.8.5 NFBEHE

2.8.5.1 iIFHH#ELA
M R e R S B B B BTSSR, (RSB HTTPSE, TLS IS i & T

B, BEREIIEIIBEERES ST N RIEREERS P RE—EEN
SSLARSSERIED, A EEERIAERIIES,

EPRERT=

S AR AR INHTTPSE TLS IS ITRa ke R W SSIBKEY, (SRR SSLERT
INER R . BEIANEREANGRERERSRIES, NEAEFZENEERSHIIE

HFICAIEH,

=% 2-40 SSL Bt A

B AE NZEFin I IRSB 2 imE TIALE, BEENGIFEESEIRSSHIE
B, BFRIFRSESH .

W EHAE S REIYELA SEFIRERIRESMINE, NTRFED

INERIRBFIBRISER] . SFEE R ITEE4iERSS 2RIEHFICAILE
B, DRBTFRIERSFNEFIRNED, FEiniRSELHN
SMECE X EIAILE

S ARIIESTISEIBR =M RIANIE S, IRSBER. CAILER. IRSB|ISMUUES .

x 2-41 iFPER

ARSS=RIEH FEERHTTPSELTLSHMXAY, BRSS=RIEBRATSSLIBFREITIE
IEARSS RIS, FIRALIEBASMFAR.
CAIFH NIREPIRCARNIHIES, AFRIEEFIREBERTEINS

0. EERENENMIERER, RIEIEFIRRESLEEECAR
RANERRS, ZRERINESLER
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ARSSERSMBUIER | TE(ERHTTPSIYETS, ERARESSLIMNY, FRANIES. W
IFREEERIEBIIMEES, FRERER.

o HFUP: EXZMER, (NBTRIESMHER, HRHM
FASAYIRMRSS SRR %, FHHRSSEECKRE, IEBA
H#3 ( Certificate Authority, f&FR “CA” ) FAAFHRE
£5-

o MNENES: EZRINEIIER, HIABMARIHECAFE,
FHCARE (FR)

AR
FRSSRESMIIEB T4 L4, BLUEHIBSERNtE.

BTN BEELBIRS P AT EIRIES

(EREBRNESEIR
o EFE—NERERFEIGER ERFLEIR, JIUERESAREIYE=RTEF.
o MNRBEAIRSZ[ELATONI, UFBIEEEHS, BiEErIEERSIERFRY
HEFREF—H. —NMEBAILUEESMAE
o HIABRT, — N RITRSMHEAGTEBRERE—, ER—MEBILIES
MNMEITEEBE . NRIETEEFFS TSNITHEE, NIFHES MRS |IED

o RAHWERITGRINIER, RAIFHEBHTINE .

o HLUERABEEMNES, FRBSZIEBME=SEMAINERXIAEIIE:E
:I?_EIZ%U , BEREAEERIIRPRFRERERE, BNEFERNENEMARNIE

o AHNERFSHFPEMBAGESY, HERIANIBERIERAPEMSE, 7
BE LIERI RS

o ELBRZBHEMILES, MREHIERIHT, FEFNERIERFFES.

UERASTUESK
FEOIEIERAS, SRAERBNEBRSH TR,

NRBEIRIEBTNDINLRGES, SEFEBEME——D, FHFEIMNYLE
B, RENESEIAHRSEESFNEREANNAE.

PRSI, CAIEBH “IEBRE” KAWBRIUTER,

ARSSHSMILERFRY “SMEZIEBAS" M “SMIMIFEBRE" BUOFRUTE
Ko

TR ) Q— BEGIN CERTIFICATE----- T ERFL, “----- END CERTIFICATE----- ”
ERER .

o BI64FFF, RE—ITABIZ64FHN,
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5 =12 2 H=RRPiER

o FBZEREEET,
NI

FATAREZUEEK

RS FIEBEARSSZRSMIUEBEY, SEFER LEIEBRIFAA. ETEERATA
AXHARRE LEFFERIVBIFATRN M

ﬁ%%%SMS&iE%EPEI’\J “SMEZIEBFATE” 1 “SMAIZEBTAR” SUIFIRIUTE

HEIBWNETERBRIFATE, FABREEIA:
o FFHPEMISIN, Al

- LA e BEGIN RSA PRIVATE KEY-----" {fEAFFL, “--—--- END RSA
PRIVATE KEY-----" {ERLEE.
S )y BEGIN EC PRIVATE KEY----- T ERFFL, “----- END EC PRIVATE
KEY-----" {ERER.
o FASAZIEIAREBEEZTIT, HEET64FR, RE—ITABIZ64FR,
AN
----- BEGIN RSA PRIVATE KEY-----

[key]

RBIAER
B A EIIENSIFPEMIETURVIES, HERNINERFEEMMPEMISE, ZaE
EERRRMRABINEIRSS . AT 2R PEMISIURY LI E BTE .
DER 4&49 PEM
DER{EHIBHE(EAElavaFa.
EITLA TS TIEREE L :
openssl x509 -inform der -in certificate.cer -out certificate.pem
EITLA T ap S TRATRERL :

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

P7B 3&#%J3 PEM
P7BI& B E(EFREWindows ServerflTomcatd,
ETLA TN s S TIEPRaR{L

openssl pkes7 -print_certs -in incertificate.p7b -out outcertificate.cer

PFX 389 PEM

PEX{& LB E (FEREWIndows Serverd,
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BEITLA TN e TR
openssl pkes12 -in certname.pfx -nokeys -out cert.pem
BEITLA T eI TRASREE (L :
openssl pkes12 -in certname.pfx -nocerts -out key.pem -nodes
2.8.5.2 GIIERIES
BMEn=R
AT ZIFHTTPSEWREIMMNZIAUE, ECIFBHTTPSIMIEITRIAIHERSIEIET, aE
WERAHEREENRE, EHERNEBEE.
o MRSSEIUER: EFEAHTTPSIMNYEY, RSF|[IEBATSSUEFINE . BITIFHIE

PEEIRSIRHEAIRS SFHAEBNENEBILES.

o CAIEH: NIEFIRCARNFIES, ATFRIEEFIREPIIEAE . EFFEHTTPS

WERAEINRERY, RBEUEFinseisH B CARZRAGIERRY, HTTPSIERA AL

B N EEERBECAILES,

o [RSBJ|SMIER: FEFRAHTTPSHMYAT, ERARESSLINN, HIRMXGES,

XOUEBEFREZIEBIINZILES, FREMH, SRIARIEFSMIGEBRYERSHE.

B S F IR EE RS R HEAIIRS SR EBNENEEILES.

(RAREL:

o MREAFHFBERIES LETIGIYER LFITER, BULUSIEREREIERRSEL, 2
EEEERmONTCPEITEREHTTPS REE LRI RiniRSS 2 . EFFRIESITCPEINERE
HTTPSEEE(E R FinRSS2E -

o MRARNMXFEZFERR—MNER, FEERNXEDIERINERERIZER MES.

BIEIRSS2RIES
1. BREEEHE.
2. mEBEsar et Y BiF, BERGNRE .
3. BEHNEALAN — , &R CME > WEREINE” .
4. FEEMSHI=2E ERER" .
5. BE “CIEIER” , RESHIBESNR2-42,

& 2-42 RSB SHIRA

24 15AA
IS eSSt BIEBIERRIER!, IEEIRSRIER .

BRSBEEIFH: E(ERAHTTPSHNYAY, IRBSEIERATF
SSLIZFiNiS, HREHEBABFIFAR.
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5z =12 2 H=RRFiER
e ol
IEPKIR RS =REB AN SIS IE B EERS PSSUIEBEIRR

HAYEFIEBIEHBEEIES.

o SSUFREE: mIEBEERSHH—STEAISSLR
SRHFIIP, BFEEIITIPEERSEHEE R

IEPeL LEEBBIES.
o BHRILF: BREEEAVIEEH S LEB/IEBRY
IEBASHIFAR .
1588
R EARIE RS RSEER R TR —SE.,
IEH NAEREERS FSSUER EBRMANER I F%S
o
EREERIEBEERSHE—EEIES,
IEBRR NEBIERFHZE .

BRIEBIEPEMR, RPN, BXFH. HF. T
. R ERL .

IR TAWIMHR—M=RREELS, BWINEEERSE
HE—HNZTREZMEEE, UIRREANRREE.
FRREE,

IEBARE NBEBIERIFZEH

TERREBFIPEMIST .
gk ¢ HE” | IR LEEBYY, BRREALSS
SERIHHRA.

TERREERT:

FA$H NBEBIEBZFZEEH,
B “ HE7 , EIREEFAANE, BRSNS EE
BEThRAR .
if%ii%ﬁ%éﬁ%%ﬂ”ﬁﬁ%ﬂgﬂx%ﬁ o TFEPEMIET, FAEEHEZC
AF:
----- BEGIN PRIVATE KEY-----
[key]

----- END PRIVATE KEY-----

SNIF i (& AR BEANEBATFSNI, NEBIEEHS .

i) HERESHTR . B, PRISER, FRISREUETF
SRR, BAPHETBITEINFR, FHBEUS
ya) =

REAIF1000ES, HREBUESHR; 2MES
KEREZ100MZFR, BHRIKEAREI 1000010
o

fig IIRNZIEBRIERMER, IFLIEIR,
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B3 CA B
1. HRSEREIE,
2. EEERflar taes Y BiE, SRR,
3. BEREALAEN — , %R WK > WEREE”
4. EEMSHERE IHEmE” .
5. Hit ‘QIETR” , RESHBESNE2-43,
% 2-43 CAFHSE5HA
S5 =Lz
4527 BIESTHBHIZERY, EIRCAITH,
CAIEH: NIREFIRCANIBIER, BFRIEEFimiE
BHELE; EFRHTTPSTUSINEDSER], RE%E
Frikaeis E EISTECAR B IERAY, HTTPSERARY
WIJJO
FHER TEHICAEBETR.
TRE MUHRE— = SESEA, CWHREZERSIE
HE—mEEERRESE, URRERNEESE.
EEJI:\ EEO
EBRE BRI SRAPEMIE, .
BE CHE | IR HETEXH, BHREERSsE
SRIHRA,
EBASIERIN T
----- BEGIN CERTIFICATE-----
Base64-encoded certificate
----- END CERTIFICATE-----
A FIFHZEBAHIASE, JEETR.
6. HE “HE’ , =0l
LIRSS SM JUIEH
1. EESEEHES
2. rEEmEsiarfes Y ER, ERERKSNES.
3. BEREALMN — , %R WK > WEREINE”
4. TEEMNSHZSEE STHSE”
5. BE QTR , BEEsHBEENR2-44,
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= 2-44 [R552% SM SUEBSEUREA

e

152A

IEF3EE

BIEIEPRIEE!, EFEIRSZ2ESMBLES
ARSS2ESMIUIES: FEERHTTPSIMNYAY, ERAEE
SSLIMNY,, FRMIIED . WIEREIELEZIEBINE
EH, BREER, SRIAFIFSMIUEBINER .

IEFKIR

ARSS BHIEP EIRY 25 SSLIE R SRR SR M AV
MENBEBILES.

o SSLIFBEERS: mIBEERSPH—SEN
SSLHEQ““%@&%, BEBRTITFPEIERS IS
aERIEHs HEBFIER.

e HAEIH: BEEELIFHIYEERTIS LEBRIER
WEBABFFATE

i5AR
AT RS ERESN SIS BT 5 —EE,

IEH

(XSSUEREEANER LS
SSRGS EREPEERS A —EEITES.

IEBER

NEBIERHZE .
B REIUEBER,

A=

PUIMHR—FM=RREEA, EWINES EEHE%?E
141223’6 N=BREMBEE, LIRINBRAE
}E o

SMZEZIFBRES

NEBIERHHZE .
SMEZIEBRBTLRIPEMIET

BE CHET, EEEERXE, BRSNS
EEHTARZS o

IEPASET:

SMEZIEBFAH

NEBIERHZE .

B “ EE7, EmERE EEFANXH, BRSNS
EEHATARAS o

FIFEVRZTEBIIFAR . FFEPEMIEIL, FASAREC
nr:
----- BEGIN PRIVATE KEY-----

[key]
----- END PRIVATE KEY-----
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£ A8

SMANZEIEBARE NEBIEBFHZE .
SMINZEIEB AT LNAIPEMIZT o

BE  HE7 , R LEERXY, BRSNS
EEFTRAS o
IEBREHELNT:

SMANZEIEPBFATE NEBIEBHZEH.
B “EE7 , EEEEFAXH, BRSNS

EEThRA .

FIEVIETEBIFAR . FFEPEMIEIL, FASHREL
T

----- BEGIN PRIVATE KEY-----

[key]

----- END PRIVATE KEY-----

& NROZAVEBATFSNI, VWFSIEEES
ERREERFE . HF. PULERY, PRLRGEET
;%EJZEEJ-'% BENFHBENBE63NFR, FRHRELR
el

REAFF100MEE, HRELESHR, B MEE
RKEREI 100754, BRIKEABIT 1000010
Fo

fi AINAHZIEBRUEIRER, FIEIR.

2.8.5.3 EHIEH

BFin=

?;@EME%W%E?L*@@%E?, EALWRIET SRR ST G 9T HI S U
‘iIE ~°

LYRSIRHE!

ERHTTPSIEITRAPEMEBRNES, TiEHITHIRRRIE, B ARSI TER
IEPERIE.

R EIEE PR SIS
1. AR ETIRRE .
2. EEMSHERE TBER
3. {OEBSIER, £ KA (BRINY/RE) " FATED), SEIsIRaEEiR, BIas
BRIREEMER
UXBISINRBBATSA, /£ “WITEE (RURMNY/IRO) " FiFES), S ‘B8
", SHRINEERN, MTEERITEHEREE.
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1. EAMREHEFIERE.
2. EEMSfEes IRSE” .,
3. 1EERFIES, EEBIERIGEBRET, Bk “BX .
4. TE “IECER” SHEET, EECIBEXES.
5. HRAMEXISE, BE “HBE, SSHRIEX.
2.8.5.4 4p7E/EHIEP
BlEr=

AT XFEFHTTPSEMREINZEIAIE, ERSZHTTPSHMNISITRYEHERSPEIES, &0
USEASTHREIES .. WREMAFIIELOERISIBIHERCRERFEE
g, EAUSERNETERIES,

INSREEEtAIBRSS thER TS ERAGIES, FIaWebNFFEXIERSS . IBEFBIR
55 Lo EIEBRYRE, DRIERERAEEMSEWSATR.

AR
SR A RNEBFABRE LR SIS B RN .

HYRSIRH!
o {NHTTPSIMYAYMSIFER 7 ST IF4PE /B HHIES o
o ELBRSEMERAKISHINGIES, MREHIEBTET, TSEFHTRERRE
:Bo
o IUEBRUEEN, EEEVAINERSREFERZIT, TEYAEREEE
FRFRAGIES .
ElE=-Sts
EEEEMRHISER EBEE” NEeIZFERIINETS, RIEKREIE, 55k
BIEES .
PEED
B RINHTTPSEE I ZeREBEIER » FILARINHTTPS IR .
S

HEN R RIS SR A E o

R EIYETIRTE, PEFRENHTTPSHITRAIRHIIERTR.
£ “IIFER” RET, BEBERERSIETREIIN “RE .

£ “RSBI|ER” 3k “CAIER” TIREFEEHIEANESR,

£ “imiEiaIrER” JHEES, f2E “HWE” .

vk w2
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FAP1ER 2 HERIEPISE
2.8.5.5 ItEFHITEH
LS s
BRI B E ECEREEER, EaBEsOEBIne S BRI
SEFRAREROIES
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PP AEIYE

s 2 HE=RIBFER
EiRaiR | 83X BEEE | MR BiEE
(R
51
tx)
ERRE | ZIEmATRIBANSR | 2 0 bytes | HERIGRMELR | 1958
HEFEIMERE (R MIIP,
EIRALTRE) o
ARRE | ZERRTRITUEXIR | 2 0 bytes | HiEaERMER | 1578
A=FEHINERE (R KIIP,
EIRATTRE) o

ERRMREIIEERRE
1. BN
2. ERMAHIIETIER, SERESERBNRBIIESREN.
3. IIRE ‘MR RE, PERESENBRNE, EENGRNRRMNNERS

b == b Tl W \V: N 5 71 1\: ) NI i 2 \: N i B S B T/ Sl
iR

2.12 {s£F8 CTS &11 ELB HRR(E
2.12.1 ELB SZ3FHITHICHEIR(E

BERFITRS, EBULNCRSE M RHIIERXRRESE, ETARNER. &

THIEL .

ZEISHFRR M AR EIRF R IRINER2-49F 7R .

&R 2-49 THIURS ZIFAGRIERHIIEIRFIIR

BRERR RRER EHAW
BeEipm A& logtank createLogtank
IERIBIEIHE logtank deleteLogtank
BUERIEF certificate createCertificate
BN certificate updateCertificate
FRIBRIES certificate deleteCertificate
elfE e e i) healthmonitor createHealthMonitor
EifERGE healthmonitor updateHealthMonitor
illESESE S i) healthmonitor deleteHealthMonitor
elfEL o s [7policy createL7policy
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PRI

FFism 2 H=RIFPER

BRIESR RIRER SHEMW

B R RS [7policy updateL7policy

FRIBREE A SR B [7policy deleteL7policy

B &AM (7rule createl7rule

2k g S (7rule updateL7rule

illE3 g YW (7rule deleteL7rule

BUEBIEITES listener createListener

BRI listener updateListener

fRIBR UG I ES listener deleteListener

Bl EIIEES loadbalancer createLoadbalancer

B RAE9Es loadbalancer updateLoadbalancer

il RES AL loadbalancer deleteLoadbalancer

NSRS S member createMember

EiEinaiRSES member updateMember

BIiREiRaiRSS S member batchUpdateMember

i EiRiRSe54A pool createPool

EiEiniRSSeSH pool updatPool
bR R imiR S 34H pool deletePool
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SRR
FFisrm 3 HHZHTE

3 BHEmZE T2

\A \
3.1 Bz ZEfhHA
M R EISE BRI DRIZ Ko LA B ISR E R RO, BB EIHERE
WIERR, BIHERREHIOENMEER ., LHZEERan seX Tt Zg ERISLAIH TIRMFN
ZWotT, AEXIEEFIRIEEE BTN SSERKRNT .
B2 0% 3- 1Ry g 8uH T2 B o
(AR Y]
BEnasiZiREE Fékh, BEAHXIEESNEENENSH .

& 3-1 AFITELHNZHRIRAA

2 AR IS HF5EE
RERE RIS o RLEMURE: LURIHRS BHRSANNE
EO
o« MEACINEE: LUEHIRSSAIMAEACLAN
KR .
o RENEERE: SHREREHORE.
ELB}H 34 TARELBAGIT AN . SEELBAIASHII B .
ELBAYEFAE) THRELBIINASIEES

3.2 EREEREIZH

BFnR
ELB{R ARG B RIS MiA A A S R IR B B AR B R IRS ST HR s S5
W
AN BRI ER BB ELB R BRI B RS AL R BAAISHIRE .
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(AR
BBRFRCESESHIGE L&+, ERHXEFSNERIEREZH

HUIRRSR

RERBREEREISHE, BHREELEIZ T ELBLAIH FiniRSS 2 KEXE IR
IR

BIRRFER, BF20:

o ClERIRRSHRAFNNGRRSSS.
o NGIIEGERRMKINS, FREIRRSRAXKERTRT .
o EiRiRSGHAEEHERERNE.

£JRSPRE!
o (AXIFHERNEERRBEIEHRSBRISH .
o (IO XBERITSERNERRS BRI,
o FREMIPABIERKIREENEREISH.

BIFSRR

NS RIS S IZR T .

EEMSHE, &R “ BETZE .

ERMREIYEEMSIRRE, BE “ELBERNERE" 1X.

iR R ISR AR SS 2E REARY AR IESLA
EERBRZHSE R RIRSS S

BE “FHRigHr” , EORZETRE, EEIZSENEELREKINZENFES.

ERINZSHER N ERRSFZTFERE, BREHEE .. SHFRIZHINES
20532,

o U~ wN =

3-1 BERUBZH—RREERE

iR B

=
[ N

ELBI3E8 SIS BRIERRE
THRELBEIT AN, STELBSMSI S TRELBEI R

RS ERT RSHESID IR EA/ID
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SRR
FFism

3 BENZHITR

% 3-2 BRAEREIZHIN

SRS | RERER | LHREEE =iy
S =
CREN | RERBEN | BRRSEOESANSE | BMRSHIRSEE
NERE | pEhi: | AUKRERRGENG | BREZEHN,
& FEREN o REEEESN:
REREA | ERESENZSANSE | ¢ BRESELE
BEEE | MUKAERERERIP z2dd (0=
o B
REREN | ERREENESANT || DARoiE
BRO | MUK SRR A0 M) .
REOEY | ERESENRSELEH
Bl | MRS R SRR
& FEMEN o
REREY | ERESENRSELSH
e
REOEY | ERESENRSELEH
BRSO | MRRE RO
MEACL | (REBIREN | FIRIRSROMEACLNS | EHIREHIRSEER
MNEE | FEME | ERNRGERERE | BRIBREACLI
& Yo N, BE#HEES
W
REOEN | EiRBSEORSEACLAT "
BEELE | Bk SRR | ¢ SRS
R fit, ?ﬁACL (=
RERSS | CHRESBOREACNS |,
OEEON | DUNAHESENRRL . | oo T
5 ®),
REBREN | EiRBSEORSEACLAT
BEIR | EHNRR S E E
iHeEs b .
REBRBN | EiRBSEORSEACLAT
BEIRME | ERNRRERE S E
Otes .
REOSE | BHESEIORMSACLES
BEME | ENRA SRS BT
& BTSN o
REOSE | EHESEIORSACLES
PRI | AR
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SRS

AP 3 EBLH A
LHTS | REREE | SHREERE Y
% g
REFIEL | ERRSSEIMEACLLS
AERHD | EARE R R SR
s O.
REFIEL | ERRSSEIMEACLLS
AEIEME | EAUKRBREREE
fHes | bt
RO | SRS BOREACLLS
AEIEME | EAUSREIES DR A
Oies a.
RENS | RENSE | EEORRRERONES | RNUSERRESS
RE | ORESS | BESROLSHROA—H. | QLSHOsEER
Sk, REEIES
2 MEH BRI EAL
E.
(10 28
o BUNZHINERE, BESERBEERBNTHE? H—F5i2kH.
o ZHRKN, fERIBE “EIMSH NESERBOEREITHIE? H—22k.
[SEalE

o IMAEKRSHEREELERETA “KM” ?
LERRSREAFBRBREEERKKELITRE, BECEERETN ‘K

pSTR

3.3 HtBENa=ZHA

o

e ELBitERTIRR,
o JERIHZRIELBRFERAXE,

ELB 2% 0t

INREFEERELBRSRERISEILI T, thal@idse it asa@&ans T BiHiTi2

THEELBRYTTZEMNY . SZEELBRIAEAIT ZE, FIBERE&RS-3,

& 3-3 AHIETERD

IHEETR

2ENH

THERI

o IHEI (JM=HE) ,
o THEIN (HEH) .
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SRR

P45 3 BENZHITH
HEERTR SENH
iHEEEl TETHEE.
THEERAS IR SLBIAE -

IMZ=RIFNHZRY ELB FYFERX !
THREELBIIIRERSIEER, FIRIEE R34,

® 3-4 EISEX BT
SHEISER G P

EIIETIRERILL MR RE G SHERIRE A EE
AIXE o

SRS B R iRARSS 254 o SIE/EIRARSS=RE.
o BIEEIRARSS=RA
ISR B RIRARSS =8 o JGURARSSERMEIA .
o JSURARSSEREEA .
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SRR
FFisrm 4 PR

4 s

4.1 TOA 1HIFECE

Brn=

ELBATLASTRIZ FiAaRl s oina& 2 ML S TRERES, FIERIRZ BB EIkEL
KIFEBVESLIP, TOARIZAEIR =B FSRIRENELBEE AT A5 & ESLIPHELE ({N3ZF
IPv4 ) , 1ZIGEHZEEELBRIRIRSEE.

AEGERTIUE (TCPiY ) BRSS, JEFFBEERFRFDRETOARZIEIR
B, AISERMAEHITRE.

LinuxP#ZhiR 28 792.6.32FLinux IR A J93.0LL EAYRIER ST, TEECETOARZIEIR
RUIRMFE IR EBXA, BRSPS SRENARELRHITERE .

(MR

o TOARSZIFUDPHMYAIMSIRES .

o TOABRELUMEERFHIRIEATIAEETIE, BftRRIRAZRETIEEM.
e  CentOS 6.8 ( Kernel version 2.6.32)
° Suse 11 sp3 (Kernel version 3.0.76)
° CentOS 7/7.2 (Kernel version 3.10.0)
° Ubuntu 16.04.3 (Kernel version 4.4.0)
° Ubuntu 18.04 (Kernel version 4.15.0)
° Ubuntu 20.04 (Kernel version 5.4.0)

° OpenSUSE 42.2 (Kernel version 4.4.36)
° Debian 8.2.0 (Kernel version 3.16.0)

RIS

o  REAZERFLIMNEESHBINZRAFTEIMNE—E, FIaNRZMRASD
kernel-3.10.0-693.11.1.el7, NFEBLEXNIRABIARZFF A Ekernel-
devel-3.10.0-693.11.1.el7,

o TRREMIETLUBIEFER.
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o UNERREdFrootRlIF, FAAsudofR,

BMELR
o TR FLBEHMILinuxRZARA3.0LL LRYIRER %
1. ESEwERERE.
(11 588
o TERARERALBAIEESR, IREFEEEXAZIINAZRANEZES, FEBITE
W ETHFENLZE
. ggaamﬂyéumzw&@ (kernel-devel ) BB, BERKRFGIREERINAZFF
AT R AR ELinux & TR AANRIEIRER, iBRIBREEE NG 2R,
- CentOSIME THURIELE
i PUTINTR RS, &EgcchmiFes.
sudo yum install gcc
ii. BITUITHS, ¥EmakeI H,
sudo yum install make

ii. PUTHI TS, RRARERRITLRE, FREANHSERNRTEES
RIZhRE—EL

sudo yum install kernel-devel-'uname -r’
(AR
o NMRETHRERBMNAIMNZILE, FJLARIINFibiFZE FHIINAIrpm

o

#dik:  https://mirror.netcologne.de/oracle-linux-repos/ol7_latest/
getPackage/

L3.10.0-693.11.1.el7.x86_644f1, THEHITUATHSRE
rpm -ivh kernel-devel-3.10.0-693.11.1.el7.x86_64.rpm

o WFLEERENFMZFALEE (kernel-devel ) BIIER, EERREGIEHE
SRENARZFFAE .

- Ubuntu. DebiantiiE FAUR{ELE .
i PUTIN TS, &EgcchmiFEs.
sudo apt-get install gcc
ii. BITHWITRS, ¥EmakeI H,
sudo apt-get install make

ii. PUTHT S, RRARBRRITARE, FREANEHSERTERES
RIhRE—EL.

sudo apt-get install linux-headers-"uname -r°

- SUSERETRYRIEZSE.

i PUTUNTRERS, TEgcchmiFas.
sudo zypper install gcc

i. PITW TS, ZEmakeI B,
sudo zypper install make
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iil. PUTNTHS, LENERFLE, FROLTHSEORAEES
PIRZARA— B

sudo zypper install kernel-default-devel
2. URIFERIZIEIR
a. fFRQtTH, HiTUTa<, TEHTOARKERIFENAS.
git clone https://github.com/Huawei/TCP_option_address.git
(MR
MRAKRLEtTH, EHNATHEE TR TOAMERERT .
https://github.com/Huawei/TCP_option_address

b. HITUIT#S, HENRBER, RMFEER,

cd src
make
RFRTIERIERwarningei&Zerror, IRBERIERTT, KEHFIBRTES
249 pitoa. koS4,
(MARLY:

—_—

o WRRFEIET “config_retpoline=y but not supported by the compiler,
Compiler update recommended” , FAHgcchRAIZE, EIIGgcTFHRABETIR

o

o MNREIRELINUXCEITIRAFRFNARIRZIRAE, BRIFTOAMIREY, EHK
GCCHHRIVBHTRRES o

3. INEHAIZIER
a. HUTINTE<, DNERIRIER,
sudo insmod toa.ko
b. HITWTar<, WIHERINEER, EERZMLER.
dmesg | grep TOA
ERTREEEE “TOA: toa loaded” , HBARIZIEERANEALIN

AR

CoreOSTEBHTHNRMFTALIRRG, FEHAREREHIBTERS, AREEE
EBEPIIHAZRIR . AT REFERZERISRABERFLZ/lib/modulesB R,
AJLERRTRERREREFIZIZERT, MUMMBEERSER.

4. BEIiERRER

AT ETOARZIERERRENATERL, BILUSINE TOARIZIERAESINZEIE
PRI
BaNERIZIERIY S EZB A TG E:
- %PEJL‘ME?EE%%K, FEBEEXBEEI AR ININE TOARIZIE RIS
~ o
- SEUTNMRESREERIHA
i. 1E “/etc/sysconfig/modules/” BR T~#hiEtoa.modulesX{4, ZXHEHE
BT TOARZAERATINEMI A
toa.modulesSXfAE, BESEWTRA:
#!/bin/sh
[sbin/modinfo -F filename /root/toa/toa.ko > /dev/null 2>&1
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4 B3R

if [ $? -eq 0 ]; then
/sbin/insmod /root/toa/toa.ko
fi
Elrh “/root/toa/toa.ko” JTOARIKIERN MHAIEER, EFRRESEE
B CmFINTOARIZIERERZ .
i. BWITLAT®S, Htoa.modulesBEIBIATINATHITIUR -
sudo chmod +x /etc/sysconfig/modules/toa.modules
(11 % BB
%;ﬂ?&mZE, SESHMETOAPUZIERA LA, RItFEESHmETOANIZ
SR,
TRZTR
MREFEERNEFIRERS IS RZER, aTllStoa ko N EIEE
DREUHERAIEIA A, RESIR3ITBINFERIZIER,

PRIZARRINFBLINLAIE , NI LAERIRENAIERIESERIPHELE .
(1] %83
T RARER BRI THRE AR LR o
IETOARIZAIER
TOARZIERZ RN ERIRT B RN R, LA H—AIERIBIF .
WITAIT A<, EREBpythonlIEInARS2EFREEI— 1N EZAIHTTPIRSS
python -m SimpleHTTPServer port
Heh, portBE SELBRINZISIHIRS BB ENHO—5, BHiAK80.
BN E, EIEPRATELBMIPE, RSHITADRTMT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -
MERLY::
EiRi5aHE4192.168.0.90, Z/EiRARSSZRAILEREREIRZ FimiRIPHEIL, BIZFi51E
[EimBRS32RAYESEIPHEL o

PTRELRRHTILinuxPiZhiRA792.6. 328U ERSE .

(11 %A
TOAKRIHFS7352.6.32-xx IZMRAHIRIER B ( CentOS 6.8i51% ) . SEBWTEE, #HiTE
%O

MEAT MG FREN S B TOABERAIRZRICIEE
( Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz ) o

http://kb.linuxvirtualserver.org/images/3/34/
Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz

R ETOAEIRRINIZIRISE
EXmFIRXSE
a. HA “linux-2.6.32-220.23.1.el6.x86_64.rs” {43,
b. %48 “net/toa/toa.h” {5,
¥&#define TCPOPT_TOA200EC EL{E L 9#define TCPOPT_TOA254
c. frshelllim, HATIAT®HZL,
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sed -i 's/CONFIG_IPV6=m/CONFIG_IPV6=y/g' .config
echo -e '\n# toa\nCONFIG_TOA=m' >> .config

BCEZSIPVOIRERIS AR mIFHRZF , TOASWIRIFHRIRRIZIER, o]
DA ERFZLE

d. ZgtEMakefile,

AJ7E “EXTRAVERSION =" &SEINLEBENXI—LREE, SSE “uname
_r” EFIME.Iia_Ty {ﬁuyﬂ-tho

4. PUTLATaS, WmiFEREHE.

make -j n
(MEEY::
Jrf_fL‘,LWE%@}ECPU’fZﬁEEEEF_\YE'\J%%SZ, Bign: 4#zCPU, BIECE D4, MMANRGRIFEE

5 WATUUAT®S, LRAZIER,
make modules_install

B LHITERUNE4-1 PR

& 4-1 LIRAIAIEIR

INSTALL slib/firmware/kaweth/ rlgger'_cnde_flx_.t-ln
INSTALL /lib/firmware/ti_ 3

INSTALL /lib/fimware/ti_5

INSTALL /lib/ flrrm.ar»- /mts_«

INSTALL /lib/f1

INSTALL /lib/

INSTALL fllhﬁflnnwary—udQHPDrt huﬂg.fw

INSTALL /lib/fimware/edgeport/boot2. fw

INSTALL /lib/ ware/edgeport/down. fw

INSTALL /lib/firmwa geport/down2. fw

INSTALL /lib/ i geport/down=.bin

INSTALL /lib/ vare/whiteheat_ loader. fw

INSTALL /lib/fimware/whiteheat. fw

INSTALL /lib/fimware/keyspan_ pda/keyspan_pda. fw

IN‘;Tu.J_I_ /lib/fimware/keyspan_pda/xircom_pgs. fw
5§ 37_%

6. ;ﬂ'iju-l—uﬂ?; '_H’H:I*.M: Ao

make install

L HATERINE4-2 7R

7. FJF “/boot/grub/grub.conf” X4, ECEFANIBNASEN, WNE4-3F7<.

a. BANEKASHIHZASZE—IPHRIZIERIEETINZ, B) “default=1" &KX
73 “default=0" ,
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b. EHIENESBtoatEZkAGvmlinuz-2.6.32-toaItZITERESID “ nohz=off” &
#H., MBEARXHAnohz, KEHDTFCPUORRESIEFETE, SMELFTES

4-3 FeEN

Haf3iil+
Jeldli

nin

lashimage=(hd©, 1) /boot/grub/splash.xpm.gz

ernel /boot/wvmlinuz- . . ~-toa|ro root=UUID
et nohz=ofifj

i /boot/initramfs-. . . -toa. imf

c. BUEMERFERL, ERRIERSR.
BRASK, RFENHvmlinuz-2.6.32-toall#%.
8. HEZKEZTHZE, PUTLATIEIINETOAERIR,
modprobe toa

gi¥modprobe toads LAIAFFHUSIA, LARRFERN ImizIAH, w0E
4'4FE7J_T o

4-4 modprobe toa 5%

[root@SZX16000167219 ~1# modprobe toa
[root@SZX1000167219 ~1# 1lsmod |grep toa

toa 4203 ©
[root@SZX1000167219 ~1# B

TOAERNINESERE, EiRRZERNEA4-5F7R.

4-5 EFiEWZ

L
L1

9. ISIFTOARIXIELR
TOARZIRIRZ 3 A TN BN O] B RRENE RN, IEAMEH— N IRIERIBIF .
PUTINI TS, EREBpythonfiIEiRIRS SR BN — 1 EZAIHTTPIRSS .
python -m SimpleHTTPServer port
Hrf, portmESELBRINZEinIRSS SEIEENRO—3, #AIA7880,
BaizfE, BEEFimAEELBRIPE, RSZiHEEEBEENT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -

(MEEY::

EiRipiaIHH1192.168.0.90, 2/EiHARSS 25 A LARENEIAIE FimiRIPibit, BIZFIGE
[EiRBRS32RAYESEIPIHEL o
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