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% ~ AJEMATS, WPSRENK. |
o SRR %, SREISEHTIEEL.
I £EEY TLS o NMEEMHIE, I | EHETEEESHE IR
DARBLESREZIENRY | TLSEIZEAIAS .
HE.
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1. ELBPRRIERENERE, QEmRSE (IPHEREEIRD ) RIXTCP SYNIR
X,
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TLS-1-0 TLS 1.2 o ECDHE-RSA-AES256-GCM-SHA384
TLS 1.1 o ECDHE-RSA-AES128-GCM-SHA256
TLS 1.0 o ECDHE-ECDSA-AES256-GCM-SHA384
TLS-1-1 LS 12 o ECDHE-ECDSA-AES128-GCM-SHA256
TLS 1.1 o AES128-GCM-SHA256
o AES256-GCM-SHA384
TLS-1-2 TLS 1.2

e ECDHE-ECDSA-AES128-SHA256
e ECDHE-RSA-AES128-SHA256

o AES128-SHA256

o AES256-SHA256

e ECDHE-ECDSA-AES256-SHA384
e ECDHE-RSA-AES256-SHA384

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

e ECDHE-RSA-AES256-SHA

o ECDHE-ECDSA-AES256-SHA

o AES128-SHA

o AES256-SHA
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tls-1-0-inherit | TLS 1.2 e ECDHE-RSA-AES256-GCM-SHA384
TLS 11 e ECDHE-RSA-AES128-GCM-SHA256
TLS 1.0 e ECDHE-ECDSA-AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256
o ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

o ECDHE-ECDSA-AES256-SHA384
e ECDHE-RSA-AES256-SHA384

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

e DHE-RSA-AES128-SHA

e ECDHE-RSA-AES256-SHA

e ECDHE-ECDSA-AES256-SHA

o AES128-SHA

o AES256-SHA

e DHE-DSS-AES128-SHA

o CAMELLIA128-SHA

e EDH-RSA-DES-CBC3-SHA

e DES-CBC3-SHA

o ECDHE-RSA-RC4-SHA

e RC4-SHA

e DHE-RSA-AES256-SHA

e DHE-DSS-AES256-SHA

e DHE-RSA-CAMELLIA256-SHA
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TLS-1-2-Strict | TLS 1.2 e ECDHE-RSA-AES256-GCM-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
o ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384
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o ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384

TLS-1-0- TLS 1.3 e ECDHE-RSA-AES256-GCM-SHA384

WITH-1-3 TLS 1.2 e ECDHE-RSA-AES128-GCM-SHA256
TLS 1.1 e ECDHE-ECDSA-AES256-GCM-SHA384
TLS 1.0 e ECDHE-ECDSA-AES128-GCM-SHA256

o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256
e ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

e ECDHE-ECDSA-AES256-SHA384
e ECDHE-RSA-AES256-SHA384

o ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

e ECDHE-RSA-AES256-SHA

o ECDHE-ECDSA-AES256-SHA

e AES128-SHA

e AES256-SHA

o TLS_AES_128_GCM_SHA256

e TLS_AES_256_GCM_SHA384

e TLS_CHACHA20_POLY1305_SHA256
o TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8_SHA256
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TLS-1-2-FS-
WITH-1-3

TLS 1.3
TLS 1.2

o ECDHE-RSA-AES256-GCM-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
o ECDHE-ECDSA-AES128-GCM-SHA256
o ECDHE-ECDSA-AES128-SHA256

e ECDHE-RSA-AES128-SHA256

o ECDHE-ECDSA-AES256-SHA384

o ECDHE-RSA-AES256-SHA384

e TLS_AES_128_GCM_SHA256

e TLS_AES_256_GCM_SHA384

o TLS_CHACHA20_POLY1305_SHA256
e TLS_AES_128_CCM_SHA256

e TLS_AES_128_CCM_8_SHA256

TLS-1-2-FS

TLS 1.2

e ECDHE-RSA-AES256-GCM-SHA384

o ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
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hybrid-
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0 TLS 1.1
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e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
o AES128-GCM-SHA256

o AES256-GCM-SHA384

e ECDHE-ECDSA-AES128-SHA256

o ECDHE-RSA-AES128-SHA256

e AES128-SHA256

o AES256-SHA256

o ECDHE-ECDSA-AES256-SHA384

e ECDHE-RSA-AES256-SHA384

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

o ECDHE-RSA-AES256-SHA

e ECDHE-ECDSA-AES256-SHA

e AES128-SHA

o AES256-SHA

e ECC-SM4-SM3

e ECDHE-SM4-SM3

no-cbc

tls-1-2-strict- | TLS 1.2

o ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES128-GCM-SHA256
e ECDHE-RSA-AES256-GCM-SHA384
e ECDHE-RSA-AES128-GCM-SHA256
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TR tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 (1-1 | 1-2 | 1-0 | 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
TLS ¥
Protocol-TLS | x X X x X v v v x X
1.3
Protocol-TLS | v v v v v v v v v v
1.2
Protocol-TLS | v v x v X v X X v x
1.1
Protocol-TLS | v X x v x v X X x x
1.0
n=EH
ECDHE-RSA- | v v v X v X X X X v
AES128-
GCM-
SHA256
ECDHE-RSA- |V i v v i v v v v v
AES256-
GCM-
SHA384
ECDHE-RSA- | vV v v v v v v v v X
AES128-
SHA256
ECDHE-RSA- | ¥ i v v v v v v v x
AES256-
SHA384
AES128- v v v v v v X X v X
GCM-
SHA256
AES256- v v v v v v X X v X
GCM-
SHA384
AES128- v v v v v v X X v X
SHA256
AES256- v v v v v v x X v x
SHA256
X H5hRA 01 (2024-08-09) RS © LRI ERABIRAT 114



M AEYE
FFisrm

1 =R APPSR

RERE

tls-
1-0

tls- | tls-
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ZERIE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 (1-1 |1-2 [1-0 | 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
TLS_CHACHA | x x x X X v v v X x
20_POLY130
5 SHA256
TLS_AES 128 | x X X X X v v v X X
_GCM_SHA2
56
TLS_AES 128 | x X X X X v v v X X
_CCM_8 _SHA
256
TLS_AES 128 | x X X X X v v v X X
_CCM_SHA2
56
DHE-RSA- X x X v X X X X X X
AES128-SHA
DHE-DSS- X X X v X X X X X X
AES128-SHA
CAMELLIA12 | x x x v x x x x x x
8-SHA
EDH-RSA- X x X v X x X X X X
DES-CBC3-
SHA
DES-CBC3- X x X v X X x X X X
SHA
ECDHE-RSA- | x X X v X X X X X X
RC4-SHA
RC4-SHA X X X Vv x X X X X x
DHE-RSA- X x X v X X X X X X
AES256-SHA
DHE-DSS- X X X v X x x X X X
AES256-SHA
DHE-RSA- X X X v X X X X X X
CAMELLIA25
6-SHA
ECC-SM4- X x X X x X X X v X
SM3
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PP AEIYE

FPiEmE 1 =R REPIER

ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 |1-1 |1-2 | 1-0 [ 1-2 | -0- -2- 1-2 | d- 1-2

- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc

ECDHE-SM4- | x X x X X X X X v x

SM3

& 1-63 ZERIBFIBAINIERR/ZFinSE1HA

ZERIg tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 |1-1 | 1-2 [ 1-0 | 1-2 | -O- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
Android 8.0 |V v v v v v v v v v
Android 9.0 |V v v v v v v v v v
Chrome 70/ |V v v v v v v v v v
Win 10
Chrome 80/ |+ v v v v v v v v v
Win 10
Firefox 62 / v v v v v v v v v v
Win 7
Firefox 73 / v v v v v v v v v v
Win 10
IE8/XP v v v v X v X X X X
IE8-10 / Win | ¥ v v v X v x x x x
7
[E11/Win7 |V v v v v
[E 11/ Win v v v v v
10
Edge 15/ v v v v v v v v v v
Win 10
Edge 16 / v v v v v v v v v v
Win 10
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FIFigRs 1 SRR
ZERE tls- | tls- | tls- | tls- | tls- | tls-1 | tls-1 | tls- | hybri | tls-
1-0 |1-1 |1-2 | 1-0 [ 1-2 | -0- -2- 1-2 | d- 1-2
- - with | fs- -fs | policy | -
inh | stri | -1-3 | with -1-0 stri
erit | ct -1-3 ct-
no-
cbc
Edge 18 / v v v v v v v v v v
Win 10
Java 8u161 v v v v v v v v v v
Java 11.0.3 v v v v v v v v v v
Java 12.0.1 v v v v v v v v v v
OpenSSL v v v v v v v v v v
1.0.2s
OpenSSL v v v v v v v v v v
1.1.0k
OpenSSL v v v v v v v v v v
1.1.1c¢
Safari 10 / v v v v v v v v v v
i0S 10
Safari 10 / v v v v v v v v v v
0S X 10.12
Safari v v v v v v v v v v
12.1.1 /iOS
12.3.1
B B E X RH

S R EIIEROASTSFRI D B ARITLSZR 2RISR EEATER, BEITBRENZE
FRES, GINFBE(NHFAFERARITLSIMNY . ZRFLNERZENSE, EILIEIE
BEXTLSZ2REHEET Iz, NmE—SRlSgeit.

1. EREEEHS.
2. EEEHEELABRE VY EiR, EEKEFIIRE.

PETEL LN — , MR NS > B .
BETEAN “TLSRLHR” .

TSR ERETE, PEREALAN “CEBRENER .
REOENERSH, SHHPESNE-64,

o kW
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= 1-64 BENRIES KA
2% 15488
BIR BE M RIRHIZIR
RN AR A Z%EM%H%‘&%E’\JTLSW}&H&ZE%@O TIFIERZ MR
8a:
e TLS1.0
e TLS1.1
e TLS 1.2
e TLS1.3
ERNZEELE | BESIHURAERENINZELZEH, SIFEREZMINEE
4 EEH,
A BE M RSB X S ERImIAIRAA .

7. HWA\SHEE, 5% BT .

EERENZ SR
BN R RIS RS, ST E TSR .
EHBENZERE

ERILARIRERFTE R CIZ TR EX ZERIEHITIZN, IFELBTR. MR
K. IEEEEMEF#ER

1. BERSEREIE,
2. EEEEpas s ¥ EF, SERENRE.
BETREL LA — , SR WS > BEREINE”
BETREAN “TLSRLHE” |
ETLSLLEIEHE, SEXNBEEN LS HBMATEITIIRIED, Bk “BX “,
T “IEHEENRLEE “WE, BRATENZLEE, SHHESNE-64,
HASKERS, BE “BE" .
R B ENX T2 K&

RATRS BRSSO B T M R SRS TS

N o s~ w

AR
WRBENZEREECHKEREITRER, NWAERITHRR, BB EITRAIR 2R

1. EREEEHS.

2. rEEmEsiarrfes Y ER, ERRKENES.
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FBF{Em 1 M= PSR
3. BEREALMAN — , WF WK > BHRHIE
4. BEEMNSHER “TLSZERER -
5. ETLSZERERRE, FHMFHNEENZERAETARIES], 25 “Mks ©
6. FEMPARMIBREE, BE “HE .

79 HTTPS KIREEHRINLZ SR
1. BREEEHE

2. rEEmEsiarrfes ¥ ER, ERRKGNERS.

BEREA AN — , SR WS > BitREieE” .

7 “AEee” BiE, PhEEERRSEINLIRENREIYERER,
EZARIEREN SIFL” Xis, #F HINLIRE" ,

£ “AINEirze” Rm, simtMyGERE “HTTPS”
E“ﬁM%M%”ﬁE,LF“EﬁmE>g@ﬁW"
TISEREAR BN AT E
WEW§¢%EEMﬁ%,UEMLh@EEEM%%

8. EERM, PF “BE .

79 HTTPS KRS ML 2RI
1. BRSPS

2. EEERflartfes Y EE, SRR,

N o 0o~ W

TR PR — , YR WSS > WMEREIVE” .

1= ﬁﬁﬂw“”%ﬁ P EEEN RS RIS IR AR E 22 Z TR,
IIRE “IAIFS” WE, BHEEEENRLEMRNKIFRSEIR.

TENSIF SRR ANS) FE B “URIBUSIRER” .

£ “GRIBMIFE RE, BASERE, HERLEIRSH.

g HEET .

1.8.3 uﬁ@hﬁ’”ﬁ

©® N v s W

1.8.3.1 iF o= HI SRS
W R EE R P R S A S RS AR A AT, (AT IATT RS ELBUATRSEHY
SlaNEHITNEE, FHR BT RIATH I SRS S5 1R ELB S IR S2AYI PHEALE .
IR E SRS
AT IR A I SR S B O S e g i

o HEHE: REHBBRFPMIPEILIAEIELBRYEITES . (X4 & >KB FmEAazHI Pty
théEqJIREE’JIPi’@ilthHExH’Jlﬁ?o
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BE7RZE, ERAERZENIPHEELRERIRS:E, IJRENERRIZERE
PERE, FEEFinDERRS R IKERE.

o EZm: EZEdpIPEIAEELBRIMSIFEE . At AR EmEIH IO SRESE
i BRYIPHEIEEL M ERAOIESK .

(AR
] 1EIE$I$JFIEE$|J*BTlL%H’JmLEE?‘i FREIping@n SHRIE, #IRFIRVIPIIAILApingi@/Ein
AR555%

o INAMERIIPLEIT IR EIRIERIRE], AEEAERRRSE, FALIGHRS S
LA EF SRR HIIERTHR=H SR o

IR BRI HISRES
1. BREEEHE.

2. mEmEsarrfes ¥ ER, ERRKENERS.

3. BEHETEALMAN — , %EE WK > BEREINE .
. “EESERT RE, BRERMIIEER, EAKITRE IE—%EO
5. ZHLABELATRMEEAD, SRR ENRESIREE .
-  EBEFmITEAETR CniEE” 5, BE RE
-  BEBERRIfRS, SARFSNENMEERE, RHbEEFIENRY

K yisa )

WEH o
6. & “IREpEEE” BEEP, WIF1-65FRECE LR .

= 1-65 IFAIEHIS HURA

24 L
ialali AILUAERSSFREIPILE.. BRSRMNEZER,
o RIFFTAIPIHIA: FEITHEES, RIFEIPAE
J\ﬁiljfx]-”l_uﬁnn o

. EI%$ (X FeiFIPHELEZE R IPISIE) A H DT s I

I:lI:IO

o EEH: ARAVFIPHIAEEPRIIPISIE AFIIE ST
2o

|PHbELR WERAZRIEREZEN, YsFE—IPibitE ., IR
EARCUZRIPHENZE, FESCLIZEIPHENIZE, FZXTFIPih
WHEREEIES IIPHBLEAE .

R PR S SiplaEfitREaRREERR, ALFFERSEX
ABEEEITFX .
. EE;&FEWI‘@%%UF%, IRENEHBRMERZRRT
. ili?z KApEEFIFFX, RENARRNERZER
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FFisr
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7.

fik,
s AHIIE SIS TR BN TIEEIREE . WTEEEAERIRIERE,

FRE=R, BF “HBE” .
1.8.3.2 iali=Hl 1P hitéR

ipiEEEl 1P ihtib4E 1Y
IPHIHAR S MNPt AVES , kG —BIEEEERRSERYBEINEERHIP

I DIREGIIEFIAR, FEARRESRIUuEE— 1 IPitbiE,
A& IFIPHENHA AP EIERINEITES . ANRIPHENMARE SHTIP

HRSRH

GUZEE 1P HuhiteH

o U AW

Hbhk, MIRSRAYASE ST

IfreS 28 LE{EfaTIPHBAIEAIE] .

a3

ERE: REIPHEIHEBRAIIPIGRI R EIIERIRITES . ANSRIPHBIHERE S(E(TIP

st MIRSRZAY SR EISE ST SOVF AT IPHENE SR o

AIABRT,

— NERFELARIEESO N IPHBLEEE

F—AMPitEhHR, RS ETIUKES0 MAIRE.

SREERSE

EEERsar Fass Y B, SEREHRE.

PETEL LA — , MR NS > iR .
TELEMSHES, R “ WHREIE > IPHLHE” .
£ “IPHELER” R, BB “eUZIPHBLEA” |
FEEIPHINHASE, SHHIESIE1-66.

% 1-66 |P HbliHAS 5

WInHEERBIEHAE—NaRRIR
IMEEE, UNRBEANEREE.
%§ =18, 0 ( W SERPS

2% k)2 LY
B IPHBHEZRRIEFR ipGroup-01
IR EUWIMEHR—M=XFEEEL, & |-
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it o HIPHEHLEA:
o ET—IPHEUEEY—ANMER, LAE] 10.168.16.0/24 |
EER, ECSO1
o HANIPHENEYE NERERRT LA
“17 SIRRINEE, SEKESR
ER0Z255=FFF, FeEEE<>,
o B IPHEINHARZAARANZ00NP
Mok IER .
DU IPHELHEHE (S BRI AR . -

7. WASHEE, BF ‘HWE” .

S IP AT IP Huht

IPiENHBERSS, ERRIEERFRIERAIIPHILEHTIEN, IFAHMESIRIFINT:

o RINIPHELE
o HtE(EIPitbik
o [RERIPHELE

IPHELFEE OGN IPHELE, SZIFAIRSCAN TIFILZE1-66,

70 1P ik

IPHbHA IR S S aT mE SRINIPHELE, A220mIPtbit A 2B HYIPHELL ,

1. EREEEHS.

2. rEEmEsiarrfes Y EE, ERERKSNES.

3. HETREA LN — , R MK > WiEaEine”
. EAMISHE, IR ¢ WMRETYE > IPHNHA” |
5. 7& “IPiuhteR” RE, BEEERINIPHLIASHIIAZIR, FHANIPHLERFEER

Mo

6. FEIPHMMRE TG, 2E “RIMPHBLL” o £ “IRINIPHBIL” TE, AANIPHELL,
B “HE” , TR0,

REEIZ 1P Hbhl

NRIEFHEX IPHENHARIER B IPHELEIH T 28K, BSELUTRE.
1. EREEESS

2. rEEmEsiarrfes Y ER, ERRKGNES.
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fRIES 1P bt

3. BEHEREALMAN — , %EE WK > BEREINE .

4. FEEMSH=, &R “ BHREYE > IPibitE”

5. 7 “IpibntaR” FiE, ERILUBE LIRS 1’E)\EI HEEEIPHBIL .
a. HEEPHINREREKXER:

i ERZEPHBIAIMBIHERREITRUIRIES, BE B . IFERIP

HUHBRYRFR, EHRERBIPHELEFOMEIA .
i. BE ‘AT’ , TAER.
b. {NHtE(EcXIPithiL:
i, BPEFEEPHIAIMNHAEFR, HANIPHEUHBRYFIEIRE .

i. FEIPHENITRE TS, BE “IEPHbiE” o STHRHMEIPHENHBRINFRAIP

ok,
ii. B “HRE” , TRIEX.

INRRAREEHCEMIPRI PHEULLARRIZNIPHELE, BSEHEZXSUPHELE .
INRBFHELEXT I PHEEA IR SR IPHEEHITHNIER, BSELATRIE

1. SREEERSE

2. mEmEEserrees Y BER, ERRKENES.

3. BEREALAN — , BWF WK > BHREIE
4. FEEMSHE=, &R ° BHREtYE > IPibIE” .

5. 1 “IPHBHHE” RE, SEESEMIPHIIHASTR, HAIPHHHAMGEET

Ho
6. TEIPHBULSIZRG, SAEBERIPHNEEREITAY “BIBR” , SREMIBRFEIAXTIEE.
HATIRfE, 8& “27 , BERIPHbLL.

&BE IP HhHAIFS

EOEEIPHIIHARYIER, RIETEIPHIHERFERER, SFENTNER:
o |PHBHHAREARES, SiFIPHLHARIZFR. ID. CUERRTEFIEIA
o |PHBHIBAPIARINAYIPHBLL

o IPHENMAXEXAINEIFEE IR

1. BREEEIS

2. mEEmEsarrfes ¥ BEE, ERRKENERS.

3. BEREALRN — , %R WK > WEREINE”
4. TEEMSHES, %% © SeMREKIYE > IPHENHA”

5. f£ “IPHbitR” RE, PEFEEEFBAMIHARIR, HAIPHIFERYFER

Mo
6. ZITEEIPHIHAERER,
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fRIES 1P tudit2H

a. f& “Ipithit” WET, EFIPHUIARAYIPHIISE .
b. # “XEXmIsd” WET, BEEIPHIHEEKEXAIEITES

gNSRIPHEIE B X EX S IR AL HISRES(ER, Tix5ShkMbR.

(BT EIPHEIHASI 2 T ) i P e B PHIHA T KBS IR S AR, R
B PHEAIHE 5 M SR BB S 2R B I 5SHE .

1. EREWSHA

2. rEEmEsiarrfes Y ER, ERRKENES.
BEREA LA — , B R > BRSNS
EEMSHRS, %2 ¢ BitmEE > Pibika” |

£ “IpitntaR” R, FEMERAYIPHBIUERREST, BE ‘BT .
AR EMRRIPIHENEE, BE “HBAE” .

o v w

1.8.4 /3 SNIEPCI SBigiZi751a)

Brin=

HRSRH

SEFBEER— M=, *E}EHTTPSuE_;T?H%EI’JT EREFEARBRIEBHEITIAL
#1%%53%3;2&17 NEREIRARSSEAERS, EAEIFESNITIEEREMECE S A
HTTPSid .

SNI ( Server Name Indication ) @97 fBR— MRS SFEREZIEBNTLS E. 7
BSNIZfE, APEERMIEANANER, RIFEFIREARSSUEFIERITRHIZES
RO RER, REPPEKEISSUEKE, SRBIIEEEIER ., RKEZXT
NASER, MIRERZIER; NREEHRENZZIIMANES, UiREREIES.,

o (XHTTPSFOTLS Y52, IFFESNITNEE, IFHES MIEHR.

o ELBAZSBEMEINES, NREHIEBIHT, F2FNERIERIFES, FR
HhE /EIEP

o — M HTTPSHEITESENASZIFECE 301 SNEES, MIresXEXHIATBSNIEREIASZ
R D301,

(11 588
=R R IERINEITES RS ST IF50 N SNIER, WNREEK, MR TEHTIE,

o CEtIZAiER, BERLRISREINSRIAHIIE:E.
o CEZGEATNLER, BRLERAISREEITES,
o EXBIEHTTPSHEIEE, BALEAISRIFMHTTPSEEITES.
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SNIEBYR

HIFEEFFE SNI

1.

N o v s~ ow

RAFSNIFSES, TEEEES, BERESURSIEBFRIESFRET—E
BRISZF— M B LR RS 48 ECCEREUANIEBFIRSASREIRIIE S . TEIEEESNIE
B, FERREZGENRMES, ERELBRSTIERECCERANES.
SNHIEFPLECARN -

LIFBEYITEZ 9 test.com, BBARIZiFa.test.com. b.test.comZ, FiF
a.b.test.com. c.d.test.comZ,

BEIEREKESRILE: HIEPBisERETFE . b.test.comfl*.test.comfy, A
a.b.test.com={f 5L ILELE* b.test.com,

IEBREIAIEN-28F7~, ElHRcer-default ABIERHTTPS AT SERT4BERIZRIAIE
H, cert-test01Fcert-test02FHBIZEIIBFSNIBGES,

Hrh, jFHcert-test01EBRIEZ Iwww.test01.com. cert-test02IBEBRILEZ 9
www.test02.com,

NRIFIA G E AR SSNREBICECALT), MSIREISNIRKEFRINESI . 10
RITECEY, NEREFIAEBIAESEN
1-28 BeEIEHi%EA

EHEE O

BR B -7 B (ARIUm0) =r

BEHIs f (HTTPS/443 BHAEE

BREEEE,
EEERsar Fass Y B, SEREHRE.

PETEL LN — , MR NS > B .
£ “EER” RE, BHERREER.

7 “WAIRER” TRE, PEEEFRSNIRSIFESIR,
IR EASERE, BESNIGN “EBE” .
FFESNIBIFF X, SIREERENSNLES.,
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Bl 1-29 & SNIIER

X
BECESNEER
FFRESNI & o
+ SNHIES —EiEE—- v | Q EFILES
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8, EE “ﬁ /_TE” o

1.8.5 IFPEIE

1.8.5.1 iFBELA

REIHERSHF=MPERBRGIES, RSB|IEH. CAILEH. RSB==ESMULES ., A&
HTTPSYSIfreshy, FENKITRIPERSI[ES, MRABWEIAILERE, EFESE

ECAIES,
J HE%%%;IH?: EEAHTTPSHMYEY, IRSZ=|[EBATSSLEFING, HREIERA
B

o CAIEH: NMEFKRCARAIES, BTFRIERFRIEBNERE; £FE
HTTPSIENAIEINRERY, RAESEFinaeiEHBIEECARARNERRY, HTTPSIE
BRI

o RSBI|SMILEF: TEFERAHTTPSIMYEY, ERABESSLIMY, FRUIIES,
SOUEPBEEERIEBINEILES, FAEFER.

AR
IRSZ2RSMUUER E L&EAb-B=2%—, HRXIEHFE P&,

- BRIIE: EEIMER, NBFRIESMHER, EREFIFARYRIRS S
B4, HHRSZBEECHE, IEBMANIM ( Certificate Authority, &
R “CA” ) FAEHEFEES.

- Du&u)?;iIE#: EERINERHER, HMBIIRAHIMBCAFE, FHCARE (7
) .
[MARY:E
PSRRI EEATHIMNES, I EESERER.

(ERIEBRYEEEIN
o [E—NEBEAHNER ERF LEIX, JLUMERES P REIIEREOIR,
o MNRBEMIRSZ[ELATONI, UFBIEEES, BiEErEZ8RSIERFRY
HEFREF—H. —NMEBAILUEES M
o EINBRT, —MNAMSEESMERINEBREE—, EE2—NEBITLHES
MEIFZRSEE . WREITEFE T SNITIRE, NZHRHSIESPMIRSEIES.
o DEIIERERIFRIAIER, FEHEBHRITINE,
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o ELBRZBmHEMIES, MREHIERBIHT, FEFNERIERFFES.

HEPHETUER
FERIEIERA, GAILERANEBASS HETEBX .

NRBEIRIEBTNIULRGES, SEFEBEME——D, FHFEMIMNYILE
B, RENSEIAHEREREFNEREANNAE.
FEB. CAIEBR “IEBARS” MIUITRUTER,

FSMIGIEBHH “SMEZIEBARR" M “SMIIBEBRE" BT RIUTE

AR5
ARSS
Ko

PR )y Qi — BEGIN CERTIFICATE----- T ERFL, “--—-- END CERTIFICATE----- 7
ERLEERE .,

o EI64FTF, RE—ITFBIZ64FN,
o IEBZEFREEET,
BN

FASARSTVER

ARV IRS B EIRSS2ESMIUEBRY, BHFEE HEIEBIIFAR. EIEERATA
AXFAE LETFEEIUAIFATRN

ARSSERSMILERHRY “SMEZIEBFAIR” F1 “SMINEIEBFAR” BUOFRUTE
Ko

HEEWINETERBRIFATE, FABREEN:
o FFHPEMISIN, WAl

- LA “-----BEGIN RSA PRIVATE KEY---—-” fEFFsL, “-----END RSA
PRIVATE KEY-----" {ERERE.
- LA “-----BEGIN EC PRIVATE KEY-----" {EJ9FFsk, “-----END EC PRIVATE

KEY-----" {ERLEE.,
o FASBZIEARBEETIT, HEBIT64FR, RE—1TABII64FFF.
AN
————— BEGIN RSA PRIVATE KEY-----

[key]
----- END RSA PRIVATE KEY-----
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DER %39 PEM
DERWEIUEE(EARE ava e
BEITLA T e A TIEREEL:
openssl x50 -inform der -in certificate.cer -out certificate.pem
BEITLA T ap S TRATRER(L :
openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem
P7B 44279 PEM
P7Bt& VB FE fEA7EWindows ServerflTomcatd .,
BT R ap SHEATIER AL :
openssl pkes7 -print_certs -in incertificate.p7b -out outcertificate.cer
PFX ¥i29 PEM
PFX#&LiBE (FREWindows Serverds,
BT T ap SHATIER L :
openssl pkes12 -in certname.pfx -nokeys -out cert.pem
BEITLA T ap S TFRATRERL :

openssl pkes12 -in certname.pfx -nocerts -out key.pem -nodes

1.8.5.3 SIEIEH
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AT XFEFHTTPSEIREIMNNZEIAIE, EIEHTTPSHMYISITRIRHERSPEIES, A%
PERAGIEREIERINRE, BCERNEREE .
o [REH[IEH: ATHRIEREERSZEHIRSHEFERNERBEBIES.
o CAIEE: (5 EEERIBECAILES
o E&%%%SMRREE%! BRI B EERRS IR MRS FHFIEBNERNBEIE
[MARY:E
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"$request_method $scheme://$host$router_request_uri $server_protocol" $request_length $bytes_sent
$body_bytes_sent $request_time "$upstream_status" "$upstream_connect_time" "$upstream_header_time"
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remote_port i1 MERRREOS,
status ELBIMRZAIRSRD . | iICFRIBERIREB, | 200
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NEEEE R FCAIA
(RIS
4URI, 7B1E
MR ENE
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MNEXTHRKEIZE P
BERFE, FNSETR
BErBEOMNIREISEZF
l_‘l#-.ﬁyg.'to
({XHTTPFOHTTPSA R
BT IEILIEHR )

B =2}

> 0ms

AJRX

1554

4 _con_
usage

423t
Bt
e

ZiT4RA0ELBSLIFE A&
EERERR,
Bi: Botl

> 0%

ATAX

19354

l4_in_bp
S_usage

4=EN
T B3

P

FITARAYELBLBINES

TERER,

B Joth
ENTEERRXE
100%, IHREESHEHELB
MR PR LA tEREIRE,
BRIV S AT LAY SRR
Sk, EXTFEEBY
BUERS, ELBIEFIEER
SATREIEIR.

> 0%

ATAHX

153§
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M AEYE

BPFPigE 1 WME=RHEPIER
fEiRID | Bl | IBiRa X NEEE | ISR gz
R [EHA
(=
gakg
=)
4 out b | 4BH FtAERIELBEEfIE | = 0% AREKX 158
ps_usag | waald | TEAZEK,
e BE e @9k
PE -
HdERFERRLR
100%, 1HBBESEBHELB
FUE R AT BRI,
A SRR R (E R
B, BFrant
HIZR9S, ELBTGEFIEIR
S oI MEIR.
4_ncps_ | 42 | FiH4ERIELBEBIFREE | > 0% ATAX 1554
usage EJ‘—E?% EZHERR,
HER | mot
(7_in_bp | 7EN | ZEit7ERVELBEEBING | > 0% ATRAX 193¢
s_usage | mEafd | WERAE,
BE e B5ow
pE =
ENTERFERARIAR
100%, 15HBEEEHBHIELB
SRR BRI,
RO SS R LA EE(sE SR
B, EFrmeat
HIER4Y, ELBIGEFIEMR
S ol FRI%IEIR.
7 out b | 7BH it 7ERIELBEEfIE R | = 0% AREKX 1538
ps_usag | waald | TEAZEK,
e BE e @9k
PE—
HdERFERRLR
100%, IHAACEHEHELB
FUE R AT RERIZ,
A SRR R (E R
S, ENFrmBh
BYER4%Y, ELBIGIEFIEIR
S oI AMEIR.
[7_con_ |7BH | Zit7ERIELBLAIHAE | =2 0% AKX 158
usage RiEE | ERHERE,
fEm= | er: moW
(7_ncps_ | 73 | %it72RIELBLBIFRE | > 0% AKX 158
usage g&?ﬁ EEHFERR,
HER | mot
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SR

BPFPigE 1 WME=RHEPIER
fEiRID | Bl | IBiRa X NEEE | ISR gz
R [EHA
(&=
gakg
R )
7 gps.u | 7TEE | SiH7EMELBLAIE | > 0% AEKX 143h
sage ERE | EERFERER,
feR=E | e mEow

$HE
Key Value
lbaas_instance_id M= R HIYEEERYID,
lbaas_listener_id M= RIS IR ITEERIID,
lbaas_pool_id [RimARS5=8£ERYID
available_zone M= ARG SRS X,

1.11.3 3R EISE AT A

B SRR

SHRERM T EHERNE Lk SRMEE0IEE. HEERBUSPISEER
SHRN TR RRRFFHIERI TSRS, AESGRERHRITEE,

SRR IR IRS R IR M A BIIE STIRAOKRE . BHLIEY ‘S
TRRENETEH AR EIXS RAMLE SR 7+ ARIE

SHmEARE LIREEXNFHED, HEEBUSFENSESHNEELTE
FHRE FIRFIRIEERSS

BRRIATHE, CULESHEEFEE RABHIEE L EHNKRIES, B
B IS A M R R A S MEL B RIS .

ELB SZiFRIMSIZ SR
BT, ISR RS DS S R 1-75
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SRR

s i1 1 =R AR
& 1-75 P RAEIEIFNERE
B4k | BSMUE | FHID | B4 | B4KB AIEZN | HHi
iR R 3l
ELB @&t | healthC | EE —REBT | KKEERK | ELBREER
BERE | heckUnh EiniRSes | kSR | BRRIREA
ealthy REBELS | KBz | RE, IR=
B. E4E | K& IRSSERATR
R—ERH 58— REis,
B, *BL UNE==aes
o W o
&t | healthC | RZE BiniRs3eE | THEL REIEZEE
BIRE | heckRec #EEiesEik | B, BiniRSSEE R
EE overy SIiFE, EWREIEE,

1.11.4 EEREFEABR

Rz
EARERES, NEDRERRIERRERS SIS, FWIERFEaEE
HERELBEMDARERIZ ARG . MREEOREIASRISZER, FEE
BRI EIIERIERRE, BN RMAHIYE, CEESEX—IERREE
GEEHENEIPREERER, ZEERSYUIALEELBRYRELE.

HURR SR

ERIFEIET TRt ikianse,
EBHSHIBSIRIEXEN. HE. MIRRES, TS EERSmgR. 45
RS EERENNKEE, NAEEEE.

BELE/ EIP (EARE

1. BREEEHE,
2. mEmEsiarrfes Y ER, SRRKENRS.

3. BEREALAN — , %R CMNE > ERAEE" .
. TEEEMUSHRRT, IR “IRMEARIPRINSES > BIEARIP”
5. (EEMERERIYESIENEIPERRITIEST, IR EEEENEIPET, tIRE %

B K, XFEF EVMNYT o AN SR/ o SETRT
“E7TR” BIEIE.
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SR
FFisrm

1 =B ABFiER

& 1-44 EIP (FRREREER

LEIRREIRARAEIE, SEBZRINS

Nz @ )/\W%‘ﬁ@ﬁﬁé» €] Wz @

dﬂ%% (@] dﬁ.m%‘%ﬁﬁﬁi @] HRRE @

2 1-76 EIP FI BT A0USIIENT

RS | AN WEEE | Uidds | GEE

5 (&
saig
)

N | ZISEATSTIRNISR | 2 0 bits/s | HEEHA | 1954
HEFERNEEE (5 FIP.

AR EITHE ) .

AR | B ATHIHUARIR | 2 0 bits/s | BN | 1955
ANEFEHIMERE (R RIP.

AR FITHE ) .

HNEE | ZSEATSIIENISR | 0-100% | HEgEHEA | 1954

fERE | EEPOMHREERE, RIP.

UES .
AR | B ATHHUENISR | 0-100% | HEIHIEL | 1958
AR | A\ZTFANEEERE, FIP.

UES LR

HNTE | ZIERETATIIRARIR | 2 0 bytes | HEESREEL | 1954
HEFANRMERE (B RIP,

R EATRE)

NFRE | ZSEATHHUAR | 2 0 bytes | HERMLA | 194
AEFEHNERE (5 FIP.
IRATTRE) -

EEPMRBEERRE
1. BREEEHE,
2. EEEEHAELAsE Y BiF SEREHRE.
3. BENEALMN — , &% ‘MK > BEREINE .
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PP AEIYE

s 1 M=R PSR
. & ‘REBNER RE, REEEEERENREIERETR.

5. iRF ‘N7 TE, PERZEENGITNE, BEEMERNERMNERL
b2 == =g Tl W \V: N 5 71 1\: Y NI i 2\ N i B S Bb Vi Sl
iR

1.12 &Hit

1.12.1 SZRFERITHIRRBIR(FIIR

BERFITRS, EBUNUCRSEMERHIIERXRESE, ETARNER. &

THOEL

ZEHIT SRR R B SR FSMIIRIRT-TTR.

R 1-77 ZHEURSIFAGRIEREIIEIRFIIR

BRIESR RIRER SHEW

=]l = logtank createLogtank

il = F logtank deleteLogtank

SIZIEH certificate createCertificate

EHNER certificate updateCertificate

FRHIBRIES certificate deleteCertificate

tlEEfERIGE healthmonitor createHealthMonitor

EfERNE healthmonitor updateHealthMonitor

iR ESE S i) healthmonitor deleteHealthMonitor

el ey i [7policy createL7policy

B AR [7policy updateL7policy

FIBREE A SRS [7policy deleteL7policy

el W (7rule createl7rule

EEEE g W (7rule updateL7rule

FIRREE A AR (7rule deleteL7rule

CUERIS =S listener createListener

R A =S listener updateListener

eI listener deleteListener

IR EIIE RS loadbalancer createLoadbalancer

B9 Ees loadbalancer updateLoadbalancer
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SR

FFiERE 1 =R PSR
BRIESR RIRER SHEMW
illERE A loadbalancer deleteLoadbalancer
MG iR=IRSSEE member createMember
B RIRIRS S member updateMember
BIRRRTIRSEE member batchUpdateMember
tIEEimIRSRE pool createPool
BiRinRiRSEEHE pool updatPool
bR R imiR S5 224H pool deletePool

1.12.2 BEEHITHE

Brin=

TEIEFRTZHFIURSE, BRATRICRERSTFEERE. cHIHRSERRHE
RIFRIA7RAVRIFICR -

AN BUAERFITRS BRI S BEERIA7XANRIFICR.

BRIFE R

1. &R

_\.a_

EEEHE

2. rEEmEsiarrfes Y ER, ERRKENES.

3. BEHEREALMAN — , %iF ‘ERS5%E > ZEITRS , $ASHEITRSE
SO

BEAMNSHNAT “SHIIR" , BASHIIREERE.

5. EAIRSIFBIIRHIEREIRNANRFSEM . SRIFHIRSIFUNEERNE
aE8, FREET:

FHRE, BERR. RREEEFRFIERE,

FETRAEPIEEEARMG

HepipisR B R S MR, TREEENTBRRNSEER.

‘9‘6%:’357‘)? IDRY, EFIEEEEFNMARE N EAIRIRID,
ERERBREIRN, ERERSFIMAE T BERIEIREEMR,

BERF: ETMIEFGREE—BRRRERR, WREBFERFH:,
AR o

EHRA: AR “FrEEEREI” ¢ “normal” ¢ “warning”
“incident ’ /\_.]-L%_; HEP_IFIO

RYESERE: AREA LA, AEFEERRA CXAEERERRFSEG.

6. ERZEFICREMN, £F ~ BHZICRANFMEE . WE BRI
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SR
5 =12 1 =B ABFisR

1-45 EFHCH

D SpE 0 PR - R

FHIES

sos

7. GEHEZEENCRAN, BE ‘5EFM , BE—E0, WE &5
™, B DR FSMERRFERER.

1-46 EESH

“context™: {

970@0Ted2f78c00909158a4d" ,
aff-deb8-11e2-95{5-d5c@b82asba7",

\"name\": \"9646e73b-338c-.

"resource_name": "9646e73b-338c-4d27-al7c-219be532812c",
"record_time": "15693217759@3",
user”: {
“domain®: {
Py ¢

iéﬂ;é@ﬁﬂﬁ%@%ﬁ@E’ﬂ?éﬁ%?ﬁﬁiiﬂ:’é, B2 ( ZHIHRSAFER ) 9%

b =t
o IR

request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffa40025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}
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SRS

FIFER 1 SR
o MIRGEIES
code 204

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec

trace_name deleteLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags": [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441¢7f0d0d 1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:58:03 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:58:03 GMT+08:00

request_id

user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a""}
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SRR
5z =12 2 H=RRPER

2 HERHFER

2.1 ARBIMFRIRTIIEGS

PAESLERGS
JR=AIEI BIEELHEZEELB, MaEEEH, XIFSHEAFENNAMY, BEEEHNR
A CEAIERES .
FHREIMZEISLAIS, ELBLAIERAIPHEIEFNSEAIIDIRIFAT, NEKITERISEHE
IRENZE FiwlPINEE, tREGEIERISHERRERRE
FRIIEZIFEIR, REEBOFR.
(0 %8R
SIS REIRZEELBRYINAEATEE &b, BAMKIEBLIZHIGSLIRARIE. MREEHER
TR, TLUERTHHITAE,
FHRPR S
o (NEBUHERNAIHZEISLAISITHR
o (EWBITEIERBITEI=HI SFIAPIBIZRISLAIHA S, HittS5zUEIZERYELBSLH
BREFKRBIRIEEE.
. !ID%i—L'lﬁU;EEEEELBiﬂE‘,%&CCEEﬁE, ERTRHTHRRE, EURISH—
L&,
FHRF

o  FEIEHRIWE IR HIERZIANT, (NBFATEI1~2F), EPIREHELER
EARE .

o  FEIIEF, ELBELHIREHEXERIECEE T EIRE,

o 3%§%ELB>{%L\J\EQFJ"E¥WWE4J|P?:'J@E*ﬁﬁﬁﬂi’,ﬂt, AEiRIRS R A EERICEIR
MEK o
FaHERE, BHFRRIRIRSSRINZSEMNFIMEACLRNE S KITELBISRF
REFEMER, SNESHERCERE, WVBRE,
FENAEERIRIRSIFBNIZTSATIMEZACL (=1 ) ,
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SR

s H=AHPiEE
o FREMZRLAIE, FERFPBEMFRSLAIEHREL.

FHeRHER5RAR
. igﬁg%}ﬁ, PR ERIRZRISLAI MU EE , BETHMEENESITNRSS
J giﬁtﬁmiﬁﬂ-?&?ﬂ§$'THJ”U$§E€J§$$§2ELB, THEMNFEL 2T (REE) .

FREEEIR
. E&E?;%k%%}%UDPT'J}W‘»&ET?E}ESZ%H%E@, MEBNAEFRSLE], FNVSS
. izﬂéﬁﬂ&T HEEBRARBMAER, ARhEETETHIFRIZENS
. ﬂj&ﬂ&qﬂ B MENREXRIRZ RIR

BFERAE

B 2-1 AginiEnEE

R - iﬁ%ﬂg}ﬂﬁu

1.

B SHENLHIFRITE .
a. ﬁ%’éﬁh%ﬂm

b. EEEEHIar e Y B, SEREGRE.

c. BETWEA LN — , %R CWE > WEREINE” .

d. 7 “faEiy%ss” Rm, EErHERREINESEFETR “1BME” 5, B
& ‘FHRERZE"

£ “FHRZREN” HE, TERARZINMRE, @ik “‘HEBRL EHRRET .

BE ‘ERHE , HANESHREERE. SERAAREIINEEISCHES,

FiBEE2-1,
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SRR
FFisr

2 H=RFFER

& 2-1 B RABYEREARRE

e

158

ATAHX

HREHIESH .
FEE—XET, BH. MEREIMIEXE, JRXZERMN
BB, FAETARZEMERS.
MRISHFEEBERESN, BNEERESITHAK, ESRS
RyETAtE . S— 1" IAXEISEsA TR, ASSAILIRE
RS — AT X AR HIE R R AR SS
EESANTAKZE, YNARSHREIRE (FdiEEs/H+
RIEENE ) 2IE. flal: RLPIBAZESZEFAAHE
&z, BBABRLANAZESXIFATAHRIERE,
EESAAXAESEMRYEZHATAHK.
1588
SEHIFARSS, 1EXA BXEERRER SEUZEAIRNSSINMERD, 5
FEFARAHEIF R o

FREHIESH,

(SRR, 1SLinMERSWEILCUZER .,

“RIFEEY (HTTP/HTTPS) ” 1 “M4&EY ( TCP/UDP) ” iBE

DAY E—Fp:

o RIFEEY: BREEHTTPAIHTTPSRIEBEIMY, 12{HsaAhIr B
Bl SESAMERE DA IET BERABHNSRIEL R

o WMBE: FERFUEARESHAWS, WNSHHERE. B
@S . EEMEsS.

HERIEI B FACOIZMAITSE, NIBASIFEITEEXT AT

ELBSLAIMA&ZERY

IBIEHRIE R SV SHREEIE, WTIEESFE IRZER
EIIERISTHINE o

YiEZi%k, IRIBIGRIOMEER, HEMEREIYESEMSER

ittt

o IPv4 XM fTREIYEZEIEITIPVALSMIPRIIMERIRSS , 1§
KB AMIE FimisKIZEBIEENRHIYERE D AZE
IRARSSSEHITAME

o IPv4 FAM: fRZkiYESRimITIPVATARIIPIIIMEMIRSS, &
KBEE—VPCHIZE FimiaRIZIBISEN R EIDE RIS
RAEIRIRSFEHITHIE,

o IPV6 4L : RHESHALHISEIPvEIbHE, E&KEIPV6E
FiRHIER o
- BUAISIESRBE—VPCHIIPVEE FimANEK o
- ARG, IMAIPVeREEHRSISHIERBE AMIPV6

EFiRANER.

il

EHERWSHIPVEBIEFRR, BINEGEFARATFIEIPVE6 MK, Fk
SohlfE, ASZHERRINIPVEIIRE .
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SR
FFisrm

2 H=RRFiER

e

15388

ENE ol

MERIGFIIERENFN, FIFTE, NizF Mo
ELBSLAINTSMRSZAIIPIHELL o

EMERSERIERFFIPVeMES, NiZFMFEFEIPV6IIEE .

TAIRE “BHEEIFRIFRR PEEEIZFMAIEMEER
%, FEIPvEIIRE.

[+

FREHIESE .

GRS SLAEE R iR F W PRI SR iRk SS 832 E
238

JRZ RGNS OIS 5 AR F R EPRIER D IPHENE, SEfRG
FRIPHEIRIENE LGRS FHRSEBIRR 5 FRRIIPHELE NN
8

o BUAIEE: ShiimFMERT—E.

o TIFIRRR: AHIERRATEVPCTRIEMF M,

o IIFHREE: NINFM.

4. tRIERERR, FELBELAIXEAEIRIRSS SRIREEMNFIRMBACLIINH, B
BIRZ=AELB/Sin T METEMER o

BRI BB ERIRIRS SRR SENNFIREACLRN (=) ,

a. BFE ‘RELRSENN” , FEENEELSHETIERR,
OB iR S EEFAT ML, RIEREELBXEXGIRIRS IR EE.,

b. WNRERIELBHIFTESmFMER T MEEACL,
BEF “FEACLEIN” , EIENEEMNEZACLYIRIT,
EolEE F i FRMEFRIFMID, HREREELBXEXGinARSS22AIMLEACLIL

8

5. HWAZREEMUAMACLRNEERES, AEHASEE,
BE ‘T2 ALK, HALBHFRES.

SE: THFHR

SEAIAR S IR ECEFRERA NS EHRT, ARNESZERBIYELIRECE
SRERIE, Fit5o PR R

SEHIARISTEF, ErIRER BT M AR ETIRTAPNSS IR EEEES, B

THRE

o SLEIFRATN, BIHEASZR=: &S

o SLEIFREM:

BEEAREEIRT, NFEERRAEHNOE, BHEERIERTHME,
B ‘EIR” , RSk,

i BE “ERAET , EREAEE— EEREER.

ii. B ‘XA, ERFARIES.
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B AEIYE
5 =12 2 H=RRFEm

SE=: &5l
EAELFRESALONEERE, hAISE ‘BELOHE" BALARHET

TEE.
Eﬁ%zjﬂéﬁﬁﬁéﬁﬁé‘@{ﬁ%lﬁ’ﬂEEEEE, FZERWSESIES, HESLEI
ZI_T o

1. BZRWSER, 8F “T—%: AL , EANTEN: BHFAR.

N
BE “SERAR” B, ARESLERDR, HERER.
2. EHESRE, BE ‘OR”7 , BEiR5EHK.

a. BE ‘EFAR’ , EFRHASERE— EEAHRER
b. B “XA” , ERARMES

ST ST
CHRBIE LA DRRAREREROTFRRE, BE XM , SRARES
B SR HIE RS E I RE TR A HINER.

(EESNEE
o ERAERNHEE (MER)
o RERRRSHENZLE
o REBVPCHIRSHIFNRHIRS (1PXER)

B8\ 557

o WNREBAINSRAIHTTP/HTTPSIEITES T A, FEEHIITUTHSEERE
FIREIFPRSIEBEEIESR,
curl http;//ELBRIIP:H0rizmT -ivk
curl Attps;//ELBEJIP:H 0w -ivk

LItEZbEIPAYIPE] 43515 FHELBAYFA M I PitEiIt 5} EL BT EAYEIPHBLLE .
HTTP XSRS 200 R RIGEKELRKIN -

2-2 ELB B9 HTTP/HTTPS S IEERIEIE B

[172.16.1.171  ~lécurl http://172.16.0.227:80/ -1ivk

* Uses proxy env v le no_proxy = 'localhost,127.0.0.1,172.16.1.171,184.1.0.51
*  Trying 172.16. 80. ..

* Connected to 172.16.0.227 (172.16.0.227) port 80

= GET / HTTP/1.1

> Host: 172.16.0.227

> User-Agent: curl/8.6.0-DEV

> Accept: */%

< HTTP/1.1 200 OK
HTTP 1.1 200 OK

. Ei{hﬂ’]ﬂ SRATCPRITRHITIA, HEFEHNITLAUT < SELBEIITCPE
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BRI E
5 =12 2 H=RFFEmR

socat tep-ELBRIIP:H0ri%, connect-timeout=3 [dev/null
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1.0
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FEEMSH=, EF “ BERitdE > IPibIE” .

£ “IPibiteR” RE, FEMBRAYIPHENIARRTEST, R “WIERT .
. HAEEMRRROIPHENEA, B R

2.8.5 iFHET

o v s w

2.8.5.1 iFBHELA

REIHER ST =MPEBRGIES, IRSB|IEH. CAILEH. IRSB==ESMULES ., A&
HTTPSYEIfeshY, FENKITRIPERSFIES, MRABWEIAILENRE, EHESE

ECAIES,
J HE%%%;IFFS! FEEARHTTPSHMYEY, IRSZ|[EBRATSSLUEFING, HREIEBA
BRI

o CAIEP: NIREFIRCARNAILES, BFRIEEFWRIEBHIEERE; A£G
HTTPSIR[ENAIEINRERY, RESEFirRciH BEECARRANERHRS, HTTPSIE
EARERLIN

o [RSB|BSMIGIEF: FEERHTTPSIMNEY, ERAEESSLIMY, FIRHIGES.
WIEBEEEZIEBINEIES, FREER.

MERLL
IRSBSMIVERE Leetedt- B8 —, HRREFE Hh,

- BRIEE: £X30ER, (NATRIESMOER, A RFHIFBIBERS S
B4, HHRSH[ECHKRE, IEBmANM ( Certificate Authority, &
R “CA” ) FAREREES
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- Zf]l]i)E‘iIH?: EZAINESEIER, HFABMAIAIMCATE, FHHCARE (&
R)o
MARY:

IEREERSIFEEATVIES, EFEACERRNES.

(EREBRIESEIN
o EFE—NEBEAFEIDER ERFLEIR, JUERESRHEIYERSLEIF,
o MNRBEAIRSZ[ELATONI, UFBIEEES, BiEErIEE8RSIERFRY
RSN, —NEBTLUEESMEZ .
o ZNABRT, —NEIFSRSMHERTERREHE—, E2—MNEPTLES
MEITZREDE . WREINEFER T SNITIRE, NZREIES RS [IES.
o DREIIERRSGSEGIES, FHFHEBHRITINE

o TILMFRABXERNESR, FHAEEZIEBMNE=STEMARNEBI AdiSE=s
:'EIX%U, EREAEERIREFELERE, BNEPERNENEMARNE

o AHMERRSHFPEMBAGER, HERANIBERERAPEMSE, 7
BE LAERITA R 1Y1E

o ELBR=BmEMIES, MIREHILERIHT, FEFNERIERFRFES.

IERBAETUESR
FERIEIERAT, BAILERANTEBASS HETFBX .

MRBEIRIEBTDIULRGES, SSFRNEBEM—R—D, FHEMIMNIE
F, EERLREIAHNEEEFHEREANTE.

ARSSE[IEB . CAIEBAY “EBAR" BHFRIUATERK,

ARSSFSMIVERHRY “SMEZIEBAZE" M “SMIIEEBRE " BUOFRUTE
Ko

P )y Qe — BEGIN CERTIFICATE----- T ERFL, “--—-- END CERTIFICATE----- 7
VERER .

o BI64AFF, RE—ITFBIE64FH,
o IEBZEREEET.
AN

FATARSTUER

LIRSS FHEBEARSZFRSMIUERRY, EFE LEIEBAIFATE. BRTEERATA
AXHAED LEFEEIVBIFATRN

Hj%%%%SMiﬂiIE%EPE’\J “SMEZIEBFATA” 1 “SMINZIERFAIR” HBIIFEIUTE

HEEWIETERBRIFATE, FASBREERA:
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o FFRPEMIETN, WA

- LA “-----BEGIN RSA PRIVATE KEY-----" {E3FF3k, “-----END RSA
PRIVATE KEY-----" {ERLEE.
- LA “-----BEGIN EC PRIVATE KEY-----" {Ef9FFsk, “-----END EC PRIVATE

KEY-----" {ERZER.
o FASAZIEAREERZTIT, HESTMER, RE—1TABIZ64=FR,
RN

----- BEGIN RSA PRIVATE KEY-----

[key]
----- END RSA PRIVATE KEY-----

2.8.5.2 1&li%i

Brn=
GEHIERTIFPEMIEIIRIIES, HERRIEBFREIRMPEMISHE, AeeLE
BIfaEYE . IR PEMISAI L MEBINE.
DER 3£479 PEM
DERIEHBREERAEavaFa,
BT T ap SHHATIER L :
openssl x509 -inform der -in certificate.cer -out certificate.pem
BITLA T ap S TRATRER(L :

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

P7B 4529 PEM
P7BfE=iBEF R EWIindows ServerflTomcatd,
BT TS TEBEE{L:

openssl pkcs7 -print_certs -in incertificate.p7b -out outcertificate.cer

PFX #5429 PEM
PFXt&UIE E(FEHAEWindows Serverd,
ETLA R S TIE iR
openssl pkes12 -in certname.pfx -nokeys -out cert.pem
ETLA T S TRASR L

openssl pkcs12 -in certname.pfx -nocerts -out key.pem -nodes

2.8.5.3 SIEIEP

Brin=

AT XEFHTTPSEIRBINNZEIAIE, ECIEHTTPSHMYISITRIRHERSPEIES, A%
PERAEIEREIERINRE, BCERNERHE .
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o RBH|IES: ERXIFARIEREERSEHUIRSERMAERNENER/IESR,
o CAIER: (N3 LIEERIBECAILES

. E&%%%SMS&WLE*S: Bl IF IR SRS RAHNIRS = FIEBERBBILE

(AR
o WREAFBEFIED LETRFINER LHTERE, SYLUSEREREIERRSHL, &

[EECEREIR ORI TCPEITEREHTTPS REBEEIFiRRS R . BRRIESITCPIENTRE
HTTPSREEER S iRiRSSER -

o WREMNMXEEEFERAR—MER, EEERNMXIESNERIEREECIER MER.
SRR LS
1. BREEEHE,
2. rEEEsar e Y BiE, ERERKGNRE.

3. HETEA LN — , R MK > WiEaEine”
. EAMSHESE STHEE”
5. HFE QIR , BEESHBESNE2-40,

& 2-40 [RSBFEBSEIRA

2% il
IEFHEE BIEIEBRIER, IRERSZRIER .

o [RSSEEITH: 7E(EAHTTPSIMYAT, RESETHETF
SSUEFINE, HBIRMITEBARASIIFAR.

o CAIFH: NIREFIKCANSHIEE, BFRIEEF iR
IFBPEEE; HAFBRHTTPSIEIAIEINRERT, R
Y= PiEseIsH BISECAS ARNIEBAT, HTTPSE
EARERTI -

o RSZBESMIIER: 7EFERHTTPSHMYAT, EXA™E
BRSSLIMY , EIRMNGER . YEREBEEZIEBH
INZE+H, FBREFER.

IFBEIR RS EEIFBEIAT S FSSUF B EIRIRSSIRHAE D

mnEEaIEs.

o SCMIEP: SSLIFBEIERSSIENIRSSEEFIE
B, BEEIRTEPREERSEFSEAKIER EE
BAIirH,

e BHEIH: BEEELIFINERFIE HEEEIEEN
IEBAREFFAA

5188
W EAS RS ERES RN BHTH— SR,

H {NSCMIERZIFRZ S

TGRS ETII B EIERS S —SETESR,
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ol

NEBIEBHZEH.
BB BIEBER,

IWIHE—M=RIREESI, BWINEEERSRE
HE—NZTRRINEEE, IUIREANRREE.
RRREE.

NEBIEBEFHFZEH.

IFBABYIRAIPEMIET

BF “HE7 , EEREEEERXXE, BREREAINGEES
BERATHRAN o

IFBAREAT:

NBEBIEBZEIZEH.

B HE7, EF EEAAXE, BHEREAINEEEE
EEThRA .

EFEV M2 TEEAIFAR . FFEPEMIEIL, FAEET
WM

----- BEGIN PRIVATE KEY-----

[key]

----- END PRIVATE KEY-----

MREBEANEBATFONI, NWEBIEEHSZ.
ERREERFE . . PULAERY, PRELAREET
LERE, BNFHENBEINFR, FHBELIS
paylo R

REAFF100MEE, HEELESHR, 8BNS
RKEREI1001F4F, BRIKEABIT 100000
Fo

5 =12
e
IEBRR
I IRE
IEBAE
FA$H
oI
fiAk

AINAHZIEBRUEIRMER, JFBIEIR.

GUE CA IR

1. EREEEHS.

2. mEmEsiarrfes ¥ EE, ERRKENERS.

3. HETREA LN — , R CMNE > BiEREiye”
4. EEMSHZSEE STHEE”
5. HE ‘AIETR” , RESHESNE2-41,
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% 2-41 CAFBSEIMA

S8 il
IEF3E BIEIEPRIEE, iEECALER.

o FRSBSEITH: TE(EMAHTTPSHMYAT, IREBSEIFHE
FSSUEFINGE, SRAEPHNSNFAE.

o CAIFH: NMEFIHCANIBIES, BFRIFEFIR
IFBINSEE; EFBHTTPSWERAIEINRERT, R
BEEFinReE L BEISECAS ABNIERAT, HTTPS

B BERLTN

IEBAR BRICAIEBETR

IR W E—MaRREES, EWIREEERSRE
HE—NIZRREMEEE, IUIRNBRNTREE.
FREE,

IEBARE IEBABYRAPEMIER .
BE “EE7 , R BRI, SHRRERINIGEES
EERATRA o
IEPASEIVAT:

i
&

IRHZEBRUEIRMER, FFAIEIN.

6. HF ‘T, =20,
2R IRSSEE SM JGIEH
1. EREEEHA,
2. mEEmEsarrfes ¥ ER, ERRKENRS.

3. HETREA LN — , R MK > BiEaEine”
. EAMSHESE STREE”
5. HE ‘AIETR” , RESHESNE2-42,
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% 2-42 PRS322 SM MLIFHS#5iA8

S8 il
IEF3E BIEIEPRIEE!, iEFEIRSZ2ESMBLES -

o RSB : EEHAHTTPSHMNYES, RESEIBETF
SSUEFthi, HIREUEBABFIFAR.

o CAIFH: NHEFIHRCANEIIE, BFRIFE s
IFPHEEZE; EFRHTTPSEINEINEERT, RE
LHEFiRAcisH BISECAS KRNESES, HTTPSIE
EABERLIN .

o RSFZBEESMIUIESR: EFERHTTPSHMYAEY, &XREB™E
BSSLIMY, FIRMHNGER . EPBBIEEZIEH
IR, FREFEA.

IEPKIR ARS3 BHIEP RIRY 25 SSLIE R SRR S IR M AV
MIEBEBIES.

o SCMIEH: SSLIFPEERSEIEAINRSS I
B, BEBRIREPSERSIEHEERIEDH LE

SEEpE=1
o BHREIF: BREEERVIEEH S LEBHIEBRY
IEBARASHIFAR .
15288
HEERARIEPEERSYEINERHITR—EE.
IEH NSCMIEB %S o
SERGEREPEERS A —SEITESR.
IEBRR XBEBIERIFZEH
THBEHEIUEBER,
IR EUWIMHR—M=RREESI, BWIMEEERSE
HE—NZRREMEEE, URNBRNRREE.
FRREE,

SMEZIEPBHE NEBIERFHZE .
SMEZIEBRABTLIRAPEMIET

BE HET, EELEERXXY, BHREAINKSES
EEHATARAS o

IEBASEAT:

SMEZIUFHFAH NEBIERFZE .
B “HE7 , EEEEIA, BRSNS

EERHATARA o

FIEEVRETEBIIFAR . FFEPEMIEIL, FATHIEC
W

----- BEGIN PRIVATE KEY-----

[key]

----- END PRIVATE KEY-----
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£ A8

SMANZEIEBARE NEBIEBFHZE .
SMINZEIEB AT LNAIPEMIZT o

BE  HE7 , R LEERXY, BRSNS
EEFTRAS o
IEBREHELNT:

SMANZEIEPBFATE NEBIEBHZEH.
B “EE7 , EEEEFAXH, BRSNS

EEThRA .

FIEVIETEBIFAR . FFEPEMIEIL, FASHREL
T

----- BEGIN PRIVATE KEY-----

[key]

----- END PRIVATE KEY-----

& NROZAVEBATFSNI, VWFSIEEES
ERREERFE . HF. PULERY, PRLRGEET
;%EJZEEJ-'% BENFHBENBE63NFR, FRHRELR
el

REAFF100MEE, HRELESHR, B MEE
RKEREI 100754, BRIKEABIT 1000010
Fo

fi AINAHZIEBRUEIRER, FIEIR.

2.8.5.4 S1EH

Biria=

SIWANEBAREREERN, STLUREFRBR SR R aelZ
AOIEB

HRSRH

ERHTTPSIEITRAPEEBRNES, TEHITHIRRIRME, B AXRIKEITR I TER
IEPRERE.

PRIREEUE KBRS 22
1. BREEEHA,
2. rEEmEsiartfes ¥ EE, ERERKENES.

3. BEREALMAN — , BWF WK > BHREIE
EEMSHt=SE EREER .
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5 EIEPIIERSP, £ “WIFsE ElintMY/w0) 7 ey, SEnRRam, BaE
ERIHFAER.
SXREXRITREEATS, & “KIFsE ElsiMY/iRO)” FES, BE “BF
FE” , BERIFRER, MUEERIRHFEMAER

(EMGIEB
1. SREEREHE,
2. EEERflartfans Y EF, SRRKENEE.
3. BERELLEN — , %iE ‘WK > BEREE” .
4. EEMSHRSTE STHEE”
5. EEBSIES, EEEEKIERET, B EX .
6. 7F “ISHGER” MHEED, SECEBIERES.
7. WRMEMIEE, SBFE R, SHIEK.
HIERIEH
1. BREEEHL,
2. rEEmEsiarrfes Y EE, ERERKSNES.
3. HETREA LN — , R MK > BiaEine”
4. GEEMNSHSST EPEE”
5. fEEHSIED, EESEKIEBREST, B WR7 .
6. EMSAMHBEDRSE “BE” , SRk,
2.8.5.5 4RE /BiRuEH
1B(Eips
R T EISHTTPSEUREMZHAE, ECIEHTTPSHM SIFHRHEEAREIES, e
MSEASHAHEIES, SRRSO RNEI PN E R EEE
i, EELSEASHETIHE,
SRR B ARSS t B A T A RIS, BIaIWebRI AR X IEIRSS . iBEFTEIR
£ PSR ET BRI, eI EiEfeEfmesul SR aH,
(10 88
M A E ISR BAFASEII R IR S8 B =T .
YR SR

o (RHTTPSIMYAYLEITEE A STIFHPE/FEIRIER
o ELBASBMERAEHIES, MREFEBIHT, FEFNERLERIFE

B
o NMRHEPFUAEX, EEEVANEESGEERZIEE, HEINEEERE
FRFRATIES .
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R REIEN STREE’ NERSERIIED, MRERoE, Bk
reans
e i
BT INHTTPSUS IR SE kAR o JETRIIHTTPSISIREE
BEIEH
1. BREEEHA,
2. EEEEsarees ¥ EiE, SRKENRE.
3. BEREALAN — , B CNE > BRI .
4. T “RENEGR RE, BEEBEKHTTPSKITSEIREIIESIR,
5. 7 “USIFER” TS, SibERAIRSEFRIETIREIN “4RiE” .
6. 1f “IRSBIED” & ‘CAED” FHEEEEETES.
7. 7E “URIEMAIRSE” EIET, S HEE .
2.8.5.6 L= HIZIUEH
B{Ein=
R EFER SRS R EREEER, EallUETERGEBIAH S SR ISR
S FRARTEROIED .
(00 526
S A RIS EANEBAFATBAY R RN SR B = .
LR SRH
o CIEHTTPSHNNAIMITSEA S H54BE/ BRI, TCP/UDP/HTTPHHXAIMAIFEER
T (RIS,
o UNBIEBETEIEN, BERTIERRMSEREIED, FETEREas
FRSRHIED .
o EBEEETISEENABIMNES, bR ERIES.
(EXGIER

1. EBEREEEFS.

2. mEmEsiarrfes ¥ ER, ERRKENERS.

PETREL LN — , MR NS > BRI .
EEMSHEEE RS

MERFIER, TEBERTBAET, B “B%” .
7E “IEBOEH” IHEEP, EXOERIEXER.,

o vk~ W
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7. MINEXEE, B ‘BT’ , THIEX.
2.8.6 BURIE(ERIP

=R

SR A RINEST FBURIRIERIP, =R Qi TEURIRIERY, FEMAN—FEEIERS
@E’\Jﬁ:ift, BHIEEI A HITIERRIE. ATKSRE, BNFFEERIFEFRFI
BEo

ZNEREEERNERE, MKSUNRKS FTIAFIRRBEN. SBRAFRREE
EINR, FREEIHITIRE, MFHEN, BHRREERAERIESORIIER .

THEIRIELRIF
RFRIPEUAR, EAILSSIUT SRR,
1. BREEEHE.

2. & ‘EHE” E, B mEALBNEARE, £ MEIRPIER ‘2eiR
87,

2-22 ZTHIRE

3. 7 “LZeEigE’ WEY, EIF SURRE > B2EFRP > ZBIBRT .
2-23 BUBIRIE
ZEgE ©

EFEE BB EREIEEE EEEEEE iR

RRHIMFA e | pEE

BRE wEE | umeE

s s
TiER

4. £ “‘BEFRIPRE TEY, &R ‘ART , BE ‘e’ 5, FRERIERP.

HEE, BURKSHRIAMABFEITERGRIER, fIaImpRsetE=ARS R
R, BEMANRIESHTIONE, BRIRRFERIXRFAIRK
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AR

o FPINSHITHUREIE, BHA “RERP” ITE, BRAEAR, SIEfME. FH
EHIMFA=FIAIES L,

o  WRAFPRYETFN, WINESHXRBEEZFEF.
o WIRAFRRYETHRE, WINESXRAEIERER .

o  WRFAFKRIEMAE. FENFELIMFA, HITEURIRIER, AR RARYD
EHFFE . FHLEEMFA,

o MFBEHEGEFHN. BE. BIMFARE, BEKSHER.
ISR FIRIF

HEEEFRRERP, THTEREEN, RRSTHITIRIEFRIPRIE:

o HITGPETHIE, FTWABPEIIED,
o FEEHETFU, FTWANFVIRIERS.
o HITYETEMMFA, FHAMFAIRE LRIGNENSIRIES o

WNE RERIP B IGIERR, SilMRAaEI9E ST, BRI TEIEE, SFE—FiE
wEA:
2-24 BEFIPBDIEIE

= Tl

O soFssteRp. ATRESKSIEERS, SHISRETE. NS5aRsE
iR, BT SRR E-SRuelE . FinElfefP

BIAT (@ ] =HiMra @

FHSH G B

RIAHRAELRIF
IFSITIRIERP, BSEIUTERIRE.

1. BREEEFIS.

2. & ‘EHE” E, B mIEA LBNARE, £ MEIRPIER ‘2eiR
87,
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2-25 ZRIgE

3. & “R2RE AT, &R SURRIE > BRI > ZEMEKR .

2-26 (Z2UBURKRIF
ZLRE @

EFER SRAE Eeaenana iy EEEE el

ERHIMFA FHEE RIEETE
22 U
Ben

TEEE.

4. 7 “BERIPRE” ET, EmF XHT , BE ‘WE” B, XIFRERIF.

HRR kR
o YHTLFEEMMFAIRE?
o SITUIREXMFALGIERD?

2.9 15l

=R

FEEfERLE (NFAEL ) ELBHAIE, ELBRYAEHEINREISEEMAITXT-tEREL
?%]i‘rifgi%ﬁéﬂgiiﬂiﬁlﬂaﬁiai BIEERATE . ZFuRIPHLE, BERIBRINRS R
1T} AVAS=28

MRIEBERinir S SRR SHIENRE , SRIEE R R IERIIFM
BEICR, SAREENRMRERS, REEVSFENERRSSE.
(i8R

ATt REISE LA B SHFEENIEASRERIZATRSER S, BEEERZER,
TRIERIRAAN SURME BEURRIP, FRIMISIAASEUREIEET 50 B R FRIEE,
DEIREINERF .
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BERAE

BIZHSA

tE (AR ) AftdE=rskanaaE.

EFIJENGEDEEPAEEREE/4000915K, ENZEERFFEHTTPH
B, BEWIERLIE.

EE%QUET'EE— (ZFRE!) Aa#tdEEs. BIMEE, B2 NEIEH=EAHY
.

BESTETZASRS . BERE, BEIFARERZETRS .

TEZtE T RiRkRSREHEERIERRSE, TRikRSRPESE I
5. BIMEE, B NEIRERRSSERH.

CEEEELBRRIE THTTPEHTTPS ilras . BRMEIE, 1SS IAIIHTTP =S
SRFINHTTPSEE0TES .

2-27 Bl FEEiRIRSS 2R IRFRE

SREMEEHE.

EEEEsar ek U B, SRR,
RIS 62 “tedt-Jt=m”

BERAL AN — , ©F ‘EESKE > =AFRS” .
BEAMSHE “AEEE" .
BE “GIEESAE” , EREER, MABTEBR.
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BEZAER

2-28 gIEHEA

Jelll 2= b |
BEESH Its-group-elb
P [ Bsi=] default

HEFERRF) T

= 0 BFERESHESRTESEMIRR, THUANBSRAESEOTENE
WAZIERBEFR (KEREEEN, BafsamiE) . T#Es

i -]

+ EnnEE

&=/t

6. BE “HBE’ , SIS

. ExHTRSEEEHE, PEASASTHUR 7 EE.
2. BE RIEEERT , EREER, BABRSRER.

2-29 glEHER

BIZARER @
BEETR lts-group-elb
BERER Its-topic-elb-TEST

@AlTRE default
BEEEaRR) @
EE£EA

[

+ RINTE

=it

3. BE ‘R, SIERM.

RiFEIHAER e

d
0/1024

i#fF

THEZ

s
071024
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EEIRLAE

BHEBEEE

PETEL LA — , MR NS > BiREne” .

£ “oEER” RE, PEEEREIH0EENREIEREIR,
EiZREERREN HEIEE” "L, BF ‘REHIEE .
FRASCR, HREASRSTENBEETENAER.

El A

& 2-30 fc& ELB ip[aI A&

2-31 B2& ELB ipjaAE

[ =l = P

i PR

Jl=_tE HOR

+ BEAR lts-group-elb ~ | Q =E=ETA
* BER Its-topic-elb-TEST v | Q Z=BFR

<>

5. BiFE ‘e’ , BERK.

A
HREUERY = B EAIMIR A A H 2R A IEARE] .

EALBEIA TR S AEE LI ESRIFRER

o SEMGHNE” ITHE, HAPUBERE, BIEFELYAE.

. (?E?:) ‘ZRERS =HE, AATENIE, PEEERRETH. HAH
SHFBR, EHEN Ellu\mu%?ﬂﬁﬁf_ 17, PEEBRATRNETFE.

BEETENM TR, AIHERETE,

$msec $access_log_topic_id [$time_iso8601] $log_ver $remote_addr:$remote_port $status
"$request_method $scheme://$host$router_request_uri $server_protocol" $request_length $bytes_sent
$body_bytes_sent $request_time "$upstream_status" "$upstream_connect_time" "$upstream_header_time"
"$upstream_response_time" "$upstream_addr" "$http_user_agent" "$http_referer" "$http_x_forwarded_for"
$lb_name $listener_name $listener_id

$pool_name "$member_name" $tenant_id $eip_address:$eip_port "$upstream_addr_priv" $certificate_id
$ssl_protocol $ssl_cipher $sni_domain_name $tcpinfo_rtt $self_defined_header

BAERBIaNT:

1644819836.370 eb11c5a9-93a7-4c48-80fc-03f61f638595 [2022-02-14T14:23:56+08:00] elb_01
192.168.1.1:888 200 "POST https://www.test.com/example/ HTTP/1.1" 1411 251 3 0.011 "200" "0.000"
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"0.011" "0.011" "100.64.0.129:8080" "okhttp/3.13.1" "-" "-"
loadbalancer_295a7eee-9999-46ed-9fad-32a62ff0a687 listener_20679192-8888-4e62-a814-a2f870f62148
3333fd44fe3b42cbaaldc2c641994d90 pool_89547549-6666-446e-9dbc-e3a551034c46 "-"
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SRS
5z =12 2 H=RFFEm

request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffa40025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}

o THBRGAEIDE S
request
code 204
source_ip 124.71.93.36
trace_type ConsoleAction
event_type system
project_id 05041fffa40025702f6dc009cc6f8f33
trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec
trace_name deleteLoadbalancer
resource_type loadbalancer
trace_rating normal
api_version v2.0
service_type ELB
response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags": [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441c7f0d0d 1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}
resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1
tracker_name system
time 2022/02/14 11:58:03 GMT+08:00
resource_name elb-test-zcy
record_time 2022/02/14 11:58:03 GMT+08:00
request_id
user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a"}
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(AR
BEfERIEEREISMlEE t&h, SAHRERSNEEEREZE .

HUIRRSR

RIREBEERESHE, BHRET O T LB RIS B X R E AR
KIRET

BIRREER, B2

o BlEERIRIRSSRRAHRNINGIRIRSSES
o HRAHIIGRRIMNBITEE, FRERKRSEXKERITET
o [GiRIRSHRACHEREREE.

LJRSPRE
o (IEIHERNEERRENERRS /RIS
o (NI EXBERITEERNERRS BRI
o FREMIPARIERKREENEREISH.

BIETR
1. BREBEHE.

2. EEEEsarees ¥ EE, SRRKENEE.

BETEA MBI — , MR MK > iR .

FEEMSHE=, &F ¢ BRTRZH .

ERMAHEEMZIRRE, BE “ELBEEEERE" 1X.

IR R ERiRIRSS 2R KEARY S & SLA
EEFBRZHSE R RIRS S

BE ‘TRl , EIORZETRE, EFIZSENEELREARINZENES.

ERZHERNZEIRIRSEIZMBEIRE, BRIHMEE ., IFMZKIRES
203%3-2,

© N ot~ w

3-1 BRUBZH—RREERE

mEEHg EEEARES R

IPietHE

ELBit#(5)%% REHASRELBIERXE
TRELBAT AN, SEELBAUHISHI BiEs THELBMIREEES
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3 BENZHITR

% 3-2 BRAEREIZHIN

SRS | RERER | LHREEE =iy
S =
CREN | RERBEN | BRRSEOESANSE | BMRSHIRSEE
NERE | pEhi: | AUKRERRGENG | BREZEHN,
& FEREN o REEEESN:
REREA | ERESENZSANSE | ¢ BRESELE
BEEE | MUKAERERERIP z2dd (0=
o B
REREN | ERREENESANT || DARoiE
BRO | MUK SRR A0 M) .
REOEY | ERESENRSELEH
Bl | MRS R SRR
& FEMEN o
REREY | ERESENRSELSH
e
REOEY | ERESENRSELEH
BRSO | MRRE RO
MEACL | (REBIREN | FIRIRSROMEACLNS | EHIREHIRSEER
MNEE | FEME | ERNRGERERE | BRIBREACLI
& Yo N, BE#HEES
W
REOEN | EiRBSEORSEACLAT "
BEELE | Bk SRR | ¢ SRS
R fit, ?ﬁACL (=
RERSS | CHRESBOREACNS |,
OEEON | DUNAHESENRRL . | oo T
5 ®),
REBREN | EiRBSEORSEACLAT
BEIR | EHNRR S E E
iHeEs b .
REBRBN | EiRBSEORSEACLAT
BEIRME | ERNRRERE S E
Otes .
REOSE | BHESEIORMSACLES
BEME | ENRA SRS BT
& BTSN o
REOSE | EHESEIORSACLES
PRI | AR

MAERRAS 01 (2024-08-09)

WRIERE © ARITERARERAF

303



SRR
FFisrm

3 BEpiZHITR

ELB i12%/a]

LU | REREH | SHREEE @iy
% =
RIS | EISRSBOREACLETS
SEERD | ENRAER R 2R
o 0.
RIS | SRS BOREACLETS
SEENE | ENEAER RS
iHes | ik
RIS | RS SMIEACLLT
SEENE | ENRAESEE
e 0.
REeE | RERSE | EEORERERONER | BNUETERRSS
RE | OEERS | EERNUESBOF—5. | OISHDhEER
B0, BELEE
£ NS MR R
=,
(00 48

o BHENZHIMESRE, FSERBENERFENTHE? H—Li2k.
o IZETKN, fEAIRE “EIMZH SESERBRESEIEHE? H—20,

3.3 Eftht5Ehn)RiZ kT

o

e ELBItEERR,

o MERIMHSRIEIBRERAXS,

THRELBRITHEEMIN . TERELBRYMISFNIHEEEL, #15ES

% 3-3 GEUIIENT B

INREFEERELBISRERIEEILI T, thel@id @@ aansi T RiHTi2

)l_lb$3'3 o

IHEERTSR SENH

THEEMN o ITEEGAE (JHZE)
o TERIHIA (H=H) .

iHEEE0 TEITEEL .

THEERAS I ESLHIE
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SRR

3 BENZHITR

M=RFNHZR ELB RYERXE!

THRRELBRYINRERFIEER, FIFBEENER3-4.

& 3-4 AFIIE XIS

SEIIEXIn= 2EN
GEISETNRERILL IME R R INE SHERRE A EE

AIXEY .

IS ERE R iRIRSSE

o BIEERIRARSS=RA
o BIEEIRARSS=RE.

SR E R IRARSS =R

o JFimARSSERIEIR .
o JFiRARSSERIEIA .
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4 s

4.1 TOA 1HIFECE

Brn=

ELBATLASTRIZ FiAaRl s oina& 2 ML S TRERES, FIERIRZ BB EIkEL
KIFEBVESLIP, TOARIZAEIR B FSRIRENELBEE(LIT A5 EESLIPHELE ({325
IPv4 ) , 1ZIGEHZEEELBRIRIRSEE.

AEGERTIUE (TCPiY ) BRSS, JEFFBEERFRFDRETOARZIEIR
B, AISERMAEHITRE.

LinuxP#ZhiR 28 792.6.32FLinux IR A J93.0LL EAYRIER ST, TEECETOARZIEIR
RUIRMFE IR EBXA, BRSPS SRENARELRHITERE .

(MR

o TOARSZIFUDPHMYAIMSIRES .

o TOABRELUMEERFHIRIEATIAEETIE, BftRRIRAZRETIEEM.
e  CentOS 6.8 ( Kernel version 2.6.32)
° Suse 11 sp3 (Kernel version 3.0.76)
° CentOS 7/7.2 (Kernel version 3.10.0)
° Ubuntu 16.04.3 (Kernel version 4.4.0)
° Ubuntu 18.04 (Kernel version 4.15.0)
° Ubuntu 20.04 (Kernel version 5.4.0)

° OpenSUSE 42.2 (Kernel version 4.4.36)
° Debian 8.2.0 (Kernel version 3.16.0)

RIS

o  REAZERFLIMNEESHBINZRAFTEIMNE—E, FIaNRZMRASD
kernel-3.10.0-693.11.1.el7, NFEBLEXNIRABIARZFF A Ekernel-
devel-3.10.0-693.11.1.el7,

o TRREMIETLUBIEFER.
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o UNERREdFrootRlIF, FAAsudofR,

BMELR
o TR FLBEHMILinuxRZARA3.0LL LRYIRER %
1. ESEwERERE.
(11 588
o TERARERALBAIEESR, IREFEEEXAZIINAZRANEZES, FEBITE
W ETHFENLZE
. ggaamﬂyéumzw&@ (kernel-devel ) BB, BERKRFGIREERINAZFF
AT R AR ELinux & TR AANRIEIRER, iBRIBREEE NG 2R,
- CentOSIME THURIELE
i PUTINTR RS, &EgcchmiFes.
sudo yum install gcc
ii. BITUITHS, ¥EmakeI H,
sudo yum install make

ii. PUTHI TS, RRARERRITLRE, FREANHSERNRTEES
RIZhRE—EL

sudo yum install kernel-devel-'uname -r’
(AR
o NMRETHRERBMNAIMNZILE, FJLARIINFibiFZE FHIINAIrpm

o

#dik:  https://mirror.netcologne.de/oracle-linux-repos/ol7_latest/
getPackage/

L3.10.0-693.11.1.el7.x86_644f1, THEHITUATHSRE
rpm -ivh kernel-devel-3.10.0-693.11.1.el7.x86_64.rpm

o WFLEERENFMZFALEE (kernel-devel ) BIIER, EERREGIEHE
SRENARZFFAE .

- Ubuntu. DebiantiiE FAUR{ELE .
i PUTIN TS, &EgcchmiFEs.
sudo apt-get install gcc
ii. BITHWITRS, ¥EmakeI H,
sudo apt-get install make

ii. PUTHT S, RRARBRRITARE, FREANEHSERTERES
RIhRE—EL.

sudo apt-get install linux-headers-"uname -r°

- SUSERETRYRIEZSE.

i PUTUNTRERS, TEgcchmiFas.
sudo zypper install gcc

i. PITW TS, ZEmakeI B,
sudo zypper install make
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iil. PUTNTHS, LENERFLE, FROLTHSEORAEES
PIRZARA— B

sudo zypper install kernel-default-devel
2. URIFERIZIEIR
a. fFRQtTH, HiTUTa<, TEHTOARKERIFENAS.
git clone https://github.com/Huawei/TCP_option_address.git
(MR
MRAKRLEtTH, EHNATHEE TR TOAMERERT .
https://github.com/Huawei/TCP_option_address

b. HITUIT#S, HENRBER, RMFEER,

cd src
make
RFRTIERIERwarningei&Zerror, IRBERIERTT, KEHFIBRTES
249 pitoa. koS4,
(MARLY:

—_—

o WRRFEIET “config_retpoline=y but not supported by the compiler,
Compiler update recommended” , FAHgcchRAIZE, EIIGgcTFHRABETIR

o

o MNREIRELINUXCEITIRAFRFNARIRZIRAE, BRIFTOAMIREY, EHK
GCCHHRIVBHTRRES o

3. INEHAIZIER
a. HUTINTE<, DNERIRIER,
sudo insmod toa.ko
b. HITWTar<, WIHERINEER, EERZMLER.
dmesg | grep TOA
ERTREEEE “TOA: toa loaded” , HBARIZIEERANEALIN

AR

CoreOSTEBHTHNRMFTALIRRG, FEHAREREHIBTERS, AREEE
EBEPIIHAZRIR . AT REFERZERISRABERFLZ/lib/modulesB R,
AJLERRTRERREREFIZIZERT, MUMMBEERSER.

4. BEIiERRER

AT ETOARZIERERRENATERL, BILUSINE TOARIZIERAESINZEIE
PRI
BaNERIZIERIY S EZB A TG E:
- %PEJL‘ME?EE%%K, FEBEEXBEEI AR ININE TOARIZIE RIS
~ o
- SEUTNMRESREERIHA
i. 1E “/etc/sysconfig/modules/” BR T~#hiEtoa.modulesX{4, ZXHEHE
BT TOARZAERATINEMI A
toa.modulesSXfAE, BESEWTRA:
#!/bin/sh
[sbin/modinfo -F filename /root/toa/toa.ko > /dev/null 2>&1
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if [ $? -eq 0 ]; then
/sbin/insmod /root/toa/toa.ko
fi
Elrh “/root/toa/toa.ko” JTOARIKIERN MHAIEER, EFRRESEE
B CmFINTOARIZIERERZ .
i. BWITLAT®S, Htoa.modulesBEIBIATINATHITIUR -
sudo chmod +x /etc/sysconfig/modules/toa.modules
(11 % BB
%;ﬂ?&mZE, SESHMETOAPUZIERA LA, RItFEESHmETOANIZ
SR,
TRZTR
MREFEERNEFIRERS IS RZER, aTllStoa ko N EIEE
DREUHERAIEIA A, RESIR3ITBINFERIZIER,

PRIZARRINFBLINLAIE , NI LAERIRENAIERIESERIPHELE .
(1] %83
T RARER BRI THRE AR LR o
IETOARIZAIER
TOARZIERZ RN ERIRT B RN R, LA H—AIERIBIF .
WITAIT A<, EREBpythonlIEInARS2EFREEI— 1N EZAIHTTPIRSS
python -m SimpleHTTPServer port
Heh, portBE SELBRINZISIHIRS BB ENHO—5, BHiAK80.
BN E, EIEPRATELBMIPE, RSHITADRTMT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -
MERLY::
EiRi5aHE4192.168.0.90, Z/EiRARSSZRAILEREREIRZ FimiRIPHEIL, BIZFi51E
[EimBRS32RAYESEIPHEL o

PTRELRRHTILinuxPiZhiRA792.6. 328U ERSE .

(11 %A
TOAKRIHFS7352.6.32-xx IZMRAHIRIER B ( CentOS 6.8i51% ) . SEBWTEE, #HiTE
%O

MEAT MG FREN S B TOABERAIRZRICIEE
( Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz ) o

http://kb.linuxvirtualserver.org/images/3/34/
Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz

R ETOAEIRRINIZIRISE
EXmFIRXSE
a. HA “linux-2.6.32-220.23.1.el6.x86_64.rs” {43,
b. %48 “net/toa/toa.h” {5,
¥&#define TCPOPT_TOA200EC EL{E L 9#define TCPOPT_TOA254
c. frshelllim, HATIAT®HZL,
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sed -i 's/CONFIG_IPV6=m/CONFIG_IPV6=y/g' .config
echo -e '\n# toa\nCONFIG_TOA=m' >> .config

BCEZSIPVOIRERIS AR mIFHRZF , TOASWIRIFHRIRRIZIER, o]
DA ERFZLE

d. ZgtEMakefile,

AJ7E “EXTRAVERSION =" &SEINLEBENXI—LREE, SSE “uname
_r” EFIME.Iia_Ty {ﬁuyﬂ-tho

4. PUTLATaS, WmiFEREHE.

make -j n
(MEEY::
Jrf_fL‘,LWE%@}ECPU’fZﬁEEEEF_\YE'\J%%SZ, Bign: 4#zCPU, BIECE D4, MMANRGRIFEE

5 WATUUAT®S, LRAZIER,
make modules_install

B LHITERUNE4-1 PR

& 4-1 LIRAIAIEIR

INSTALL slib/firmware/kaweth/ rlgger'_cnde_flx_.t-ln
INSTALL /lib/firmware/ti_ 3

INSTALL /lib/fimware/ti_5

INSTALL /lib/ flrrm.ar»- /mts_«

INSTALL /lib/f1

INSTALL /lib/

INSTALL fllhﬁflnnwary—udQHPDrt huﬂg.fw

INSTALL /lib/fimware/edgeport/boot2. fw

INSTALL /lib/ ware/edgeport/down. fw

INSTALL /lib/firmwa geport/down2. fw

INSTALL /lib/ i geport/down=.bin

INSTALL /lib/ vare/whiteheat_ loader. fw

INSTALL /lib/fimware/whiteheat. fw

INSTALL /lib/fimware/keyspan_ pda/keyspan_pda. fw

IN‘;Tu.J_I_ /lib/fimware/keyspan_pda/xircom_pgs. fw
5§ 37_%

6. ;ﬂ'iju-l—uﬂ?; '_H’H:I*.M: Ao

make install

L HATERINE4-2 7R

7. FJF “/boot/grub/grub.conf” X4, ECEFANIBNASEN, WNE4-3F7<.

a. BANEKASHIHZASZE—IPHRIZIERIEETINZ, B) “default=1" &KX
73 “default=0" ,
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b. EHIENESBtoatEZkAGvmlinuz-2.6.32-toaItZITERESID “ nohz=off” &
#H., MBEARXHAnohz, KEHDTFCPUORRESIEFETE, SMELFTES

4-3 FeEN

Haf3iil+
Jeldli

nin

lashimage=(hd©, 1) /boot/grub/splash.xpm.gz

ernel /boot/wvmlinuz- . . ~-toa|ro root=UUID
et nohz=ofifj

i /boot/initramfs-. . . -toa. imf

c. BUEMERFERL, ERRIERSR.

BRASK, RFENHvmlinuz-2.6.32-toall#%.
FEREFTHZE, PUTIATHSINETOAER,
modprobe toa

gi¥modprobe toads LAIAFFHUSIA, LARRFERN ImizIAH, w0E
4'4FE7J_T o

4-4 modprobe toa 5%

[root@SZX16000167219 ~1# modprobe toa
[root@SZX1000167219 ~1# 1lsmod |grep toa

toa 4203 ©
[root@SZX1000167219 ~1# B

TOAERNINESERE, EiRRZERNEA4-5F7R.

4-5 EFiEWZ

L
L1

IIETOARIZAELR
TOARZIRIRZ 3 A TN BN O] B RRENE RN, IEAMEH— N IRIERIBIF .
PUTINI TS, EREBpythonfiIEiRIRS SR BN — 1 EZAIHTTPIRSS .
python -m SimpleHTTPServer port
Hrf, portmESELBRINZEinIRSS SEIEENRO—3, #AIA7880,
BaizfE, BEEFimAEELBRIPE, RSZiHEEEBEENT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -

(MEEY::

EiRipiaIHH1192.168.0.90, 2/EiHARSS 25 A LARENEIAIE FimiRIPibit, BIZFIGE
[EiRBRS32RAYESEIPIHEL o
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