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ASERESAT, BEFRIZIPINER-657R. A FFHELBATEI,

$msec $access_log_topic_id [$time_iso8601] $log_ver $remote_addr:$remote_port $status
"$request_method $scheme://$host$router_request_uri $server_protocol" $request_length $bytes_sent
$body_bytes_sent $request_time "$upstream_status" "$upstream_connect_time" "$upstream_header_time"
"$upstream_response_time" "$upstream_addr" "$http_user_agent" "$http_referer" "$http_x_forwarded_for"
$lb_name $listener_name $listener_id

$pool_name "$member_name" $tenant_id $eip_address:$eip_port "$upstream_addr_priv" $certificate_id
$ssl_protocol $ssl_cipher $sni_domain_name $tcpinfo_rtt $self_defined_header
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access_log_top | iA@IBERID, uuid 04465dfa-640f-456

ic_id

7-8b58-45c9f8bbc2
3f

time_iso8601 HESA\RTRYRTE], - 2018-06-28T10:31:
SRRSO 86014 /R 31+08:00
R AHAT ],
log_ver ELBARSS HERRA EE(E: elb 01 elb_01
=
remote_addr: | EFumIPHBIL: B | ICREREPimIPHBiE | 10.184.30.170:5960
remote_port i B MERiRKAS. |5
status ELBIaRZAIRZSAD o ICFRIERIREE, | 200

request_metho

I5KITiE. BRSG

e request_metho

POST https://

d scheme:// =: //ENRA: 1BEK d: BKAE, | settingl.hicloud.co
host ‘ URI B3R o scheme: httpah m/AccountServer/
request_uri htt IUserInfoMng/
Pso
server_protoco . stAuth?
L o host: EHE, | Version=26400&cV
BIEE/IIHEELE | ersion=ID_SDK_2.6.
IPo 4.300
e request_uri:
R BT EEAHERIA
U ELRYIR
4 URI, FE81E
YR ENAE .
request_length | NEFIRIEIAER | BEHIE 295
KE (81FEK
headerfliEk
body ) »
bytes_sent RXFEFIRIFET | BEIHE 58470080
# .
body_bytes_se | KXFIEZEFIRNFT | BEHIE 58469792
nt #H ( AE1EEL
kL)o
request_time | I53RAMEATE], B FRBIEIE 499.769

ELBIKEIFE— 1 EF
ImiARIR X EIELB A
X5 MR SCHYRT ]
afe (BB #) o
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RIBHITIEKREIRAT 200", =#&E"502:"
S8 E S MERNAPA
S, JBERFKHIE
it AR RiRIRSS 2.
BIILb=FER A -o
upstream_con | 5 LIRS RELE | ZRBIEUE 0.008 =& "-,
nect_time 1EFrEZERYATE), AT 0.008" , ZgE
B RN, D "0.008, 0.005 :
KHZ=R, HELBE 0.004", zE
E#TEkELINE "0.008 : "
BEZ/EEAIRT
18], HIERKEIER
R B RinIRSS 22T
LFERR -
upstream_hea | M_EisIRSZZWIN | FaBEE 0.008 & "-,
der_time NSk ERiE 2R RYRTIE] 0.008" , =&
AIELARY B, 7 "0.008, 0.005 :
HERPNER . HELB 0.004", =&
RIBHITIEREIXAS "0.008 : "
S8 &2 M MNAT
18], HIERKEIER
R B RinIRSS 22T
LFERR -
upstream_resp | M LIRS EIZWIN | (FaBEE 0.008 k& "-,
onse_time N prieZEAIaYE), AT 0.008" , &
B R, D "0.008, 0.005 :
KHER, HELBL 0.004", ={E
E#TEkEAlNE "0.008 : "
BEZ M ELATE,
HiERFKMWIERE A
3 EiniRSSEEAT L=
A -,
upstream_addr | [RimENAYIPHELLFD | IPHBUE+HROS -

xS, AJREEST
8, 8 NMEHZE
ip:portﬁz:"é‘, ﬁﬁ\@%
&R
(ZSHERTRE
BRI )

192.168.1.2:8080

(TBEEZME,
FMEER=Rip:port
& - HES TSR
FF)
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http_user_age | ELBWZEIERLAFRY | iCFNEE2EA98X | Mozilla/5.0
nt http_user_agentlij == (Windows NT 6.1;

B, EREFHIPIR WOW64)
QEF”%\ NEEESER AppleWebKit/
= 537.36 (KHTML,
like Gecko)
Chrome/
67.0.3396.99
Safari/537.36
http_referer ELBWEINERLAbfy | TAmEpHEEK http://
http_refererA&E, * 10.154.197.90/
TZiaKETEATRE
HE1Z
http_x_forward | ELBUZEIIERLHAT | IPHbit 10.154.197.90
ed_for http_x_forwarded_fo
NS, FRIEKRET
AIIEARSS 251 Pith
ik,
lb_name REIIEZEIIZIR Z5ER loadbalancer_7894
(18X A 24af-3fd2-4292-8c
“loadbalancer_” + 62-2a2dd7005175
“ TREIERE
ID” ) .
listener name | SIFSEIZFR (BB | FFEB listener_fde03b66-
73 “listener_” + f960-440e-954a-0b
“USIREEID” ) e8b2b75093
listener_id WSIFSRTEELBRRSS N | =/FeR -
EZRAYID (ZFA2
) .
pool_name [EimARSS 2 HBIR Fi5eR pool_066a5dc5-
(&=XH “pool " + a3e4-4eal-99f1-2a
“ FEiniRS5E84H 5716b681f6
ID” ) .
member_name | BiRIRSZEEIZR Z5E member_47b07465
( BX -075a-4d2f-8ce9-0
“member_" + “BR bof39bff160 (AJBE
$:XID” , HERX B8ZNME, 8ME
F)o TﬁEﬁ%’l\ #BE2member_idag
B, 8MMEE=2 -, BiESTEE
member_idai&-, BB )
EST=IEEHF .
tenant_id F#HFID, FrIER 04dd36f921000fe2
0f95c00bba986340
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eip_address:eip | SRMEIPHENIFNNSIRES | SEMEIPHBIERNNSIT | 4.17.12.248:443
_port BIrNiROS . = ImE=.
upstream_addr | [FimENIAYIPHELEFD | IPHBIE+IROS -

_priv wOs. JgeaE 192.168.1.2:8080
8, BMEE=R (aTeEBZME,
ip:porta -, FES gME#Rip:port
HERRFF - o3& - HES TG
(ZEHBATHE )

B EI91E )

certificate_id [HTTPSYANF28]SSLiE | =15 17b03b19-

R RY(HEREANIED b2cc-454e-921b-4d
D (=R ) o 187cce31dc

ssl_protocol [HTTPSYAIREEISSLE | F/&F TLS 1.2
EE(F RN,

JEHTTPSHEIREE, Lt
FEA -

ssl_cipher [HTTPSYSIFEE]SSLE | =¥ R ECDHE-RSA-
EEZFRANNEE AES256-GCM-
4, JEHTTPSIANR SHA384
28, W=ERS -

sni_domain_na | [HTTPS!SIFEE]SSLIE | =5 www.test.com

me FHEFIFZMERN
SNItg%5, JEHTTPS
WIFEE, Ltb=FERA

tcpinfo_rtt ELBSZEFimZialy | ZBEHE 39032
tcp rttAdia), B4i:
=,

self_defined_h | iZ=FERNRBFER, FFER -

eader Al “-7

ol

1644819836.370 eb11c5a9-93a7-4c48-80fc-03f61f638595 [2022-02-14T14:23:56+08:00] elb_01
192.168.1.1:888 200 "POST https://www.test. com/example/ HTTP/1.1" 1411 251 3 0.011 "200" "0.000"

"0.011" "0.011"

"100.64.0.129:8080" "okhttp/3.13.1"

loadbalancer_295a7eee-9999-46ed-9fad- 32a62ff0a687 llstener_20679192-8888-4e62-a814-a2f870f62148
3333fd44fe3b42cbaaldc2c641994d90 pool_89547549-6666-446e-9dbc-e3a551034c46 "-"

f2bc165ad9b4483a9b17762da851bbbb 121.64.212.1:443 "10.1.1.2:8080"

GCM-SHA384 www.test.com 56704 -

LA E BRI A BRI T -

- TLSv1.2 ECDHE-RSA-AES256-
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1644819836.370

access_log_topic_id

eb11c5a9-93a7-4c48-80fc-03f61163
8595

time_iso8601

[2022-02-14T14:23:56+08:00]

log_ver

elb 01

remote_addr: remote_port

192.168.1.1:888

status

200

request_method scheme://host
request_uri server_protocol

"POST https://www.test.com/
example/ HTTP/1.1"

request_length 1411

bytes_sent 251
body_bytes_sent 3

request_time 0.011
upstream_status "200"
upstream_connect_time "0.000"
upstream_header_time "0.011"
upstream_response_time "0.011"
upstream_addr "100.64.0.129:8080"
http_user_agent "okhttp/3.13.1"

http_referer

http_x_forwarded_for

lb_name

loadbalancer_295a7eee-9999-46ed-
9fad-32a62ff0a687

listener_name

listener_20679192-8888-4e62-
a814-a2f870f62148

listener_id 3333fd44fe3b42cbaaldc2c641994d
90
pool_name pool_89547549-6666-446e-9dbc-

e3a551034c46

member_name

non

tenant_id

f2bc165ad9b4483a9b17762da851b
bbb
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certificate_id -
ssl_protocol TLSv1.2
ssl_cipher ECDHE-RSA-AES256-GCM-SHA384
sni_domain_name www.test.com
tcpinfo_rtt 56704
self _defined_header -
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7£[2022-02-14T14:23:56+08:00]AF, ELBEZUIEIZ FimitbiitFNimO]
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3. BEREALAEN — , %R CMWE > WEREINE”
4 TE “RENER BE, BEEENRIRSIEEGRETR,
5. 1F ‘IS’ AT, EEEMRIGEET, B Wk,
6. FMEIAEH, 8BF “fL7 .
DS SRS RS E SRR, WIS AIF SRR TS E FES T,
eV INRESH
1.7.2 FEER
4 2ECER?

ABIERRGRAE, FARE T SRFIZFEEHR, MAPNKFRMENSEM TR
Hl. MEERSULEIRZSOaRERRSE . SPORRER,

MR LR RECAIRHI T EZRHEFERTE, EnLARIEY KEcdl.

EHEEERAECE?
1. SREEEEHES
2. mEmmEsiasbmn Y SERIGEE.

3. EREALMA, &F ‘TR > HAYEH .
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QM ERIEY KECER?
BREEEHA.

2. EREALA, &F ‘KR > HEE .
RN “IRSSECE WA,

1-40 FAYACER

3. EREALA, fE “HIET AR .

1-41 BB KECER
| ﬁiﬁ& BRSSEER ©

smezEsecs e

KEEEMS

4. £ “HFEIR” mHE, RIBZOEXR, HEHEXSH.
Hoh, “[Oiftmd” IBESEZRZRIONSNEBEEREA.
5 EEREEE, AEthdFFeEs “RBR

1.8 tNREE
1.8.1 BB FHIEER ELB

NREREXEFTABRIELBE THEMANIREIR, EaILUMERR—SHDIAIERSS
(Identity and Access Management, fEFRIAM ) , EZIAM, EaTLL:

o RIBEMAINSESAER, EENERTKSH, B PAREEREESRIINR T 6)E
IAMAR, iItRTREHE—Z2FEIE, #ﬁﬁﬁELB B
o RIBENAFHIENEE, REABIIHESR, LA ZERSREES

o BELBRRBRZELELN . SHHIEMENTRSHERRS, XLEWKSHE SR
SALURIESIR S TR .
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B, IAMSZIFARSSHIFR B RIE S MR FER o
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1-42 ZRF RN ELB fURIE
FHa
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SEAFAFHER

ek S22
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ARESHRIERIR

SR

1. SIZERPAEFRIN

FEIAMIEFIGEIERFE, FHEF M AETISERS RISNR “ELB
ReadOnlyAccess” ,

2. CIERPHIARBFA
FEIAMIZFIGRIERR, FEEMA.CIEBFPAFENFOIENRAFE.
3. FAPEFRFENR

WEIZRARERESE, IIRERNXE, RIENR:

- TE “BRSBIIRT ikt Etos, HAELBERME, BHA LA ‘Mo
MRS , SETeEaEI9EE, MREEWSLEMREIEEE
(BRI YBIMPRINE S ELB ReadOnlyAccess ) , &~ “ELB
ReadOnlyAccess” B4,

- & “IRSBIIRT PiEERRRM L EINEEEI (RIEHRIRIR{NESELB
ReadOnlyAccess ) BIEF—ARSS, BIE~NRAE, Fx “ELB
ReadOnlyAccess” B4,
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1.8.2 ELB EiEN &

WNREFFNERIELBINPR, N SAIRINER, AILIBIEZBEN R . BEXRES
A LUFINARAIRIR (Action ) i52% (GREREISEIEOSE ) B “ RIKIIRNIR

B” &5,
BRI SIFIA TR e B E MRS

o FIIHMERIEZBENRE: THTERRIEE, HUNCIRESIEIRERR
5. BF. BR. FMEEFRIBRE, JEIEMRRE .

o JSONWIEICIZBEREMRE: JLMORERIERRG, RIEEAFERRIERIEA
B, UL EREREBEARSISONISAIREAS .

BREIZLRESN: BRI ERE . AENENEERELBEE X RIEHH] .

ELB BEN FEREHHI
o REIN: BREAPEGEES
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

"Action": [
"elb:loadbalancers:put"
]
}
]
}

o Rf2: BB MIFRGEISE S
EERIESERNESHMIRIEER, SNEEXMRMER. BRPHEIE RIS
R, —MESURAYERINRERIZEEAlowFIDeny, ME{EDeny{fts:.
WNRIGLE IR ELB FullAccessBORFRRE, (BARHBERFHBELB FullAccess
FhE X AIMIpS ISR AR, el LAC)E— 5B MIPR A EI9E SRR EN R
B%, SARRRIFPSELB FullAccessFIIELRIEIEFAF, RiIEDenyf5c/EN, MA
FPA LASTELBHITIR 7 MR R 2t 9@ 229 MU PR B 1R(E . BRI RAIANT :

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"elb:loadbalancers:delete"
1
}
1
}

o I3 SAERANINRES
— P EEXRBRILUEESSMERIN, BT IS SARRSAIERINS, &
BTG S EMARSZAUENIR, TS SAIEMIRS UIRARSEENE, BIERE
MBERRZSEZERRRS . S MENEDRBEHARNT:
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"elb:loadbalancers:get",
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"elb:loadbalancers:list",
"elb:loadbalancers:delete",
"ecs:cloudServers:delete"
1
}
1
}
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BN ZE iR EIELBEEIZAY
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B
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BRESR AN i SEHEMm

BeEipm A& logtank createLogtank
ST = F logtank deleteLogtank
BUEEIER certificate createCertificate
EHIES certificate updateCertificate
FRHIBRIES certificate deleteCertificate
SRR E healthmonitor createHealthMonitor
EEERE healthmonitor updateHealthMonitor
illESESE S i) healthmonitor deleteHealthMonitor
elfEL oS (7policy createL7policy

BT R R [7policy updateL7policy
FHIRREE A 2R B [7policy deletel7policy
ey = il (7rule createl7rule

Ry g S (7rule updateL7rule
RS A AR (7rule deleteL7rule
BUERISIrES listener createListener
EHTIEITEE listener updateListener
=S listener deleteListener

SR RIS loadbalancer createLoadbalancer
B fAEIYEeEs loadbalancer updateLoadbalancer
PRt tDE2s loadbalancer deleteLoadbalancer
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EiRinRiRSEEHE pool updatPool

PR R imAR S5 224H pool deletePool
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1-44 BEEHH

"context”: {
"code”: "204",
"10.45.152.59",
ApiCall”,
system”,
0503ddaBg7080fed2f78c08909158a4d" ,
aff-debB-11e9-95f5-d5c0ba2a9ba7",

"source_ip":
"trace_type"

_type”
“project_id"

\"name\": \"9646e73b-338c-s

": “"9646e73b-338c-4d27-a17c-219be532812c",
_time™: "1569321775903",

": "@583ddad7Beeefedef75ca096d70a968"

iié@i‘l‘ﬂﬁ%%ﬁ%’f@E’J?&ﬁ%?ﬁﬁﬁ?ﬁ:’?:, BFEL ( ZHIHRSAFER ) 9%

BT BE6l
o QRGeS

request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffad0025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}

o MBRGAEIYESS
request
code 204
source_ip 124.71.93.36
trace_type ConsoleAction
event_type system
project_id 05041fffa40025702f6dc009cc6f8f33
trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec
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trace_name deleteLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags™: [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:58:03 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:58:03 GMT+08:00

request_id

user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a"}
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2. 1F “GaEiiyeise” RiE, REEERESNESASIVERSIR.
3. EZANNERAEN SHNRE” [TE, B ‘BESsaEET .
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FAFiER 2 RIS

& 2-24 fg& ELB ip[aIH&

[==e]
2-25 BeEifigHE
=
BB 1hEHE
Be=H C =EEH#EE
B&Ei ¢ EEHER

4. FERTCR, EREERASRSPLIZNBTENBER.
5. BFE “HaE” , BcExM.

SERINNEE
LERETHAAE, TUSEHIATAERES.
BEHLIA TR

o BT “BMfEIYE” =HE, EAPNRESHEE, BIEFLEAE.

o (%) BY ‘mATRS’ He, SAATERRHE, EFENHEERES
R, BE “IEET , BIUEELEAE.

ASERESANT, BEFRITIPINER2-42M7R. A FFHELBTREI,

$msec $access_log_topic_id [$time_iso8601] $log_ver $remote_addr:$remote_port $status
"$request_method $scheme://$host$router_request_uri $server_protocol" $request_length $bytes_sent
$body_bytes_sent $request_time "$upstream_status" "$upstream_connect_time" "$upstream_header_time"
"$upstream_response_time" "$upstream_addr" "$http_user_agent" "$http_referer" "$http_x_forwarded_for"
$lb_name $listener_name $listener_id

$pool_name "$member_name" $tenant_id $eip_address:$eip_port "$upstream_addr_priv" $certificate_id
$ssl_protocol $ssl_cipher $sni_domain_name $tcpinfo_rtt $self_defined_header

% 2-42 FEGIRAR

28 R B{EiRAA BE5H51
msec AR A EEAYETIE], FREHE 1530153091.868
%uﬁAﬁm DHER
—EE* "/ o
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SRS

P58 2 H=AAPIEE
2% fR EVEi%EA EERBI
access_log_top | iA@IBERID, uuid 04465dfa-640f-456

ic_id

7-8b58-45c9f8bbc2
3f

time_iso8601 HESA\RTRYRTE], - 2018-06-28T10:31:
SRRSO 86014 /R 31+08:00
R AHAT ],
log_ver ELBARSS HERRA EE(E: elb 01 elb_01
=
remote_addr: | EFumIPHBIL: B | ICREREPimIPHBiE | 10.184.30.170:5960
remote_port i B MERiRKAS. |5
status ELBIaRZAIRZSAD o ICFRIERIREE, | 200

request_metho

I5KITiE. BRSG

e request_metho

POST https://

d scheme:// =: //ENRA: 1BEK d: BKAE, | settingl.hicloud.co
host ‘ URI B3R o scheme: httpah m/AccountServer/
request_uri htt IUserInfoMng/
Pso
server_protoco . stAuth?
L o host: EHE, | Version=26400&cV
BIEE/IIHEELE | ersion=ID_SDK_2.6.
IPo 4.300
e request_uri:
R BT EEAHERIA
U ELRYIR
4 URI, FE81E
YR ENAE .
request_length | NEFIRIEIAER | BEHIE 295
KE (81FEK
headerfliEk
body ) »
bytes_sent RXFEFIRIFET | BEIHE 58470080
# .
body_bytes_se | KXFIEZEFIRNFT | BEHIE 58469792
nt #H ( AE1EEL
kL)o
request_time | I53RAMEATE], B FRBIEIE 499.769

ELBIKEIFE— 1 EF
ImiARIR X EIELB A
X5 MR SCHYRT ]
afe (BB #) o
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SRR

FPigr 2 H=AAAERE
28 A BYEixBH S35
upstream_stat | M _EiisIRSSEEAEN | BimR[EIZ5ELBAY | 200 =& "-, 200",
us MIRAZSAS, HELB | RS a&"502, 502 :

RIBHITIEKREIRAT 200", =#&E"502:"
S8 E S MERNAPA
S, JBERFKHIE
it AR RiRIRSS 2.
BIILb=FER A -o
upstream_con | 5 LIRS RELE | ZRBIEUE 0.008 =& "-,
nect_time 1EFrEZERYATE), AT 0.008" , ZgE
B RN, D "0.008, 0.005 :
KHZ=R, HELBE 0.004", zE
E#TEkELINE "0.008 : "
BEZ/EEAIRT
18], HIERKEIER
R B RinIRSS 22T
LFERR -
upstream_hea | M_EisIRSZZWIN | FaBEE 0.008 & "-,
der_time NSk ERiE 2R RYRTIE] 0.008" , =&
AIELARY B, 7 "0.008, 0.005 :
HERPNER . HELB 0.004", =&
RIBHITIEREIXAS "0.008 : "
S8 &2 M MNAT
18], HIERKEIER
R B RinIRSS 22T
LFERR -
upstream_resp | M LIRS EIZWIN | (FaBEE 0.008 k& "-,
onse_time N prieZEAIaYE), AT 0.008" , &
B R, D "0.008, 0.005 :
KHER, HELBL 0.004", ={E
E#TEkEAlNE "0.008 : "
BEZ M ELATE,
HiERFKMWIERE A
3 EiniRSSEEAT L=
A -,
upstream_addr | [RimENAYIPHELLFD | IPHBUE+HROS -

xS, AJREEST
8, 8 NMEHZE
ip:portﬁz:"é‘, ﬁﬁ\@%
&R
(ZSHERTRE
BRI )

192.168.1.2:8080

(TBEEZME,
FMEER=Rip:port
& - HES TSR
FF)
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BPiErm 2 H=RIFFERE
2 iR EY{Ei5 AR EYERA
http_user_age | ELBWEIERLHHY | iISRNLEZEA9MEX | Mozilla/5.0
nt http_user_agent =8 (Windows NT 6.1;

B, RAEFHNIE WOW64)
HmES. WRHFER AppleWebKit/
%, 537.36 (KHTML,
like Gecko)
Chrome/
67.0.3396.99
Safari/537.36
http_referer ELBUZEIISRLFHY | mEpERsERK http://
http_refererA&E, * 10.154.197.90/
TZiaKETEATRE
HE1Z
http_x_forward | ELBUZEIIERLHAT | IPHbit 10.154.197.90
ed_for http_x_forwarded_fo
s, JrigkEd
AIIEARSS 251 Pith
ik,
lb_name REIIEZEIIZIR Z5ER loadbalancer_7894
(18X A 24af-3fd2-4292-8c
“loadbalancer_” + 62-2a2dd7005175
“ TREIERE
ID” ) .
listener name | MIFEEMIZIR (KB | ZFE listener_fde03b66-
73 “listener_” + f960-440e-954a-0b
“USIREEID” ) e8b2b75093
listener_id WITESEELBIRSSA | F&5&R -
EZRAYID (ZFA2
) .
pool_name [EimARSS 2 HBIR FRE pool_066a5dc5-
(=7 “pool_” + a3e4-4ea1-99f1-2a
“ FEiniRS5E84H 5716b6816
ID” ) .
member_name | BiRIRSZEEIZR Z5E member_47b07465
(A -075a-4d2f-8ce9-0
“member_” + “PR bof39bff160(RIgE
$%22ID7 , HERXZ B8ZNME, 8ME
F) . AREEE #Emember_idsy;
B, 8MMEE=2 -, BiESTEE
member_idg&-, A )
EST=IEEHF .
tenant_id F#HFID, FrIER 04dd36f921000fe2
0f95c00bba986340
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s AEIYE

BPiEfm 2 H=RIFFERE
28 A BYEixBH S35
eip_address:eip | SRI4EIPHBILFNNGITEE | SERMEIPHENERNMGIR | 4.17.12.248:443
_port BIFRAS . ERIFAIROS,
upstream_addr | [FimENIAYIPHELEFD | IPHBIE+IROS -

_priv iwAsS,. JgeaE 192.168.1.2:8080
8, 8NMEE=2 (TBEEZ ME,
ip:porta -, FES gME#Rip:port
=HEIEFH . o3& - HES TG
(ZEHBATHE )

B EI91E )

certificate_id [HTTPSYANF28]SSLiE | =15 17b03b19-

R AR FBRIER b2cc-454e-921b-4d
D (EFRHF) o 187cce31dc

ssl_protocol [HTTPSYAIREEISSLE | F/&F TLS 1.2
YR FERRINMY,

JEHTTPSHEIFES, Lb
FEA -,

ssl_cipher [HTTPSYSIFEE]SSLE | =¥ R ECDHE-RSA-
EEI(ERNMEE AES256-GCM-
4, dEHTTPSIANR SHA384
28, =AM -

sni_domain_na | [HTTPS!SIFEE]SSLIE | =5 www.test.com

me FHEFIFZMERN
SNIig%, JEHTTPS
WIFEE, Ltb=FERA

tcpinfo_rtt ELBEERiRZERY | ZBEHIR 39032
tep rttAdE), ERf:
=,

self_defined_h | iZ=FERNRBFER, FFER -

eader AR “-7

ol

1644819836.370 eb11c5a9-93a7-4c48-80fc-03f61f638595 [2022-02-14T14:23:56+08:00] elb_01
192.168.1.1:888 200 "POST https://www.test. com/example/ HTTP/1.1" 1411 251 3 0.011 "200" "0.000"

"0.011" "0.011"

"100.64.0.129:8080" "okhttp/3.13.1"

loadbalancer_295a7eee-9999-46ed-9fad- 32a62ff0a687 llstener_20679192-8888-4e62-a814-a2f870f62148
3333fd44fe3b42cbaaldc2c641994d90 pool_89547549-6666-446e-9dbc-e3a551034c46 "-"

f2bc165ad9b4483a9b17762da851bbbb 121.64.212.1:443 "10.1.1.2:8080"

GCM-SHA384 www.test.com 56704 -

LA E BRI A BRI T -

- TLSv1.2 ECDHE-RSA-AES256-
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SR EIYT

2 H=RFFER

& 2-43 HERBIRGRAIFER

2H

Nl

msec

1644819836.370

access_log_topic_id

eb11c5a9-93a7-4c48-80fc-03f61163
8595

time_iso8601

[2022-02-14T14:23:56+08:00]

log_ver

elb 01

remote_addr: remote_port

192.168.1.1:888

status

200

request_method scheme://host
request_uri server_protocol

"POST https://www.test.com/
example/ HTTP/1.1"

request_length 1411

bytes_sent 251
body_bytes_sent 3

request_time 0.011
upstream_status "200"
upstream_connect_time "0.000"
upstream_header_time "0.011"
upstream_response_time "0.011"
upstream_addr "100.64.0.129:8080"
http_user_agent "okhttp/3.13.1"

http_referer

http_x_forwarded_for

lb_name

loadbalancer_295a7eee-9999-46ed-
9fad-32a62ff0a687

listener_name

listener_20679192-8888-4e62-
a814-a2f870f62148

listener_id 3333fd44fe3b42cbaaldc2c641994d
90
pool_name pool_89547549-6666-446e-9dbc-

e3a551034c46

member_name

non

tenant_id

f2bc165ad9b4483a9b17762da851b
bbb
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FIPER 2 H=RIBPIER
28 BNl
eip_address:eip_port 121.64.212.1:443
upstream_addr_priv "10.1.1.2:8080"
certificate_id -
ssl_protocol TLSv1.2
ssl_cipher ECDHE-RSA-AES256-GCM-SHA384
sni_domain_name www.test.com
tcpinfo_rtt 56704
self _defined_header -
HED:
7£[2022-02-14T14:23:56+08:00]AF, ELBEZUIEIZ FimitbiitFNimO]
(192.168.1.1:888 ) &#2HY “POST /HTTP/1.1” &K, ELB 1%‘}?5’525%):1@}35&“
2(02)((330.64.0.129:8080) , EimiRSRIIMCAZSAE200, ELBRAMEFinlIiiAZS
DITESR
[EinbRS 2R IEENIRIEK

Ao e BE4EHE
NREFEBATEMEHRIT XD, BRALUSEAFREATEE.

1.

SREERSS

2. Eﬁﬂ?ﬁAEL%%EOlﬁ:LhEHWﬁEO

3. BERmEALfN — , %R CSE5%E > =ATRE .

TEEMSH=,

: BE “HEEE”
5 HERTEEERE, $E EEEE%%” o
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SR
5z =12

2 H=RRPiER

2-26 FoE HEE#

Bl A

EAVTE C =EdUmE

OBSHE v

= e 3/t - | ®

1. *F%%EEEBﬁ‘f%)ﬁiﬁ%’i’%ﬁ%ﬁEﬁﬂﬁﬂi’;@ﬂ%bﬁ, BirigtEssl ( =BERSAFE
4 ) o

2.7 REHRE

271 IFEEE

Brin=

MFHEAEZRFENRAR, JLBEEZRFHIRE, REESHEEEGENRE
B, AMXEFRRER—EITION. B0, MIFFERE, HERFMEERE
I,

IRERVAAEDIRERMERHIIERIBRATZ R, WFRRITE REEHIN 058
CEUIIERIIATE . MBARATFOIRE SRR, WATsESSECREREINES)
RS, BEARAREER T RIS RIRIFERS.

ARG RRRINRE

BRI ERRNINRE B LA RIS %,
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SRR
5z =12

2 H=RFFER

PSRRI

ECZAHIYERAINHE, WARERY ‘87 M “E .
RIS RARESY, BN FERHIES
L ELIEAREINERRRINRE

a. EREEEHE.

b, EEEEHar e Y B, SERIEGHRE.

BERAL LA — , EF WK > BEREIE”
£ ‘aEER” RE, RPEEERNAEINEREIR.
£ “RET mET, BE NIRRT, WA R M ET
HIAIERR, Bd “HIN7 o
AR
o —NAFIYERESATLUERIMI0OMRE
o IRER R A B B——NWAY, Hep 27 ERME—AY.

-~ o a n

BE IR BRI NIMRERI A T :

1.

2.

N o v s~ W

(E Lok

ESESTEINEA ,
aEERsar e Y B, SRREHRE.

BENAL LB — , EF WK > WHRIIE"
£ ‘aEER” RE, REELIBRAEIYESRETR.
REIEITERTE, REFERRIMREAIEITEEETR.
IMHREISEITRF NEARERE, B “FIRE” , WA ‘87 /M “E7 .
PIAIERS, SBE “HA” .
AR
o —NEITEFRERZSAILUEINTOMRE

o IRER 7 I E° B——XIMAY, Hep @7 BERE—RY.

BREEEHE,
EEEEsar ek Y B, SRR,
BT PR — , IR RIS > WMEREINE”

£ ‘aHudEER’ RE, PERREMITENREIIEREIR.

T‘ij{;";ﬁﬁ” RET, EHRBENAREAET, B “RiE" , BAEKRY

(1] 588
‘7 ERSTFEL
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SRR
5 =12 2 H=RIRFiER

6. HRIAIERA, B “HINT o
LI EL TR AR RS RIS ERRARE, (B mITRAvrE 2% LR RHT,

IR
HIpRFRES
1. BIREERHS
2. EEEEarees ¥ EE, SRKENEE.
3. BEREALAEN — , %R CMWE > WEREINE”
4 TE “RENER BE, BEEENRIRSIEEGRETR,
5. 1F ‘IS’ AT, EEEMRIGEET, B Wk,
6. FMEIAEH, 8BF “fL7 .
DS SRS RS E SRR, WIS AIF SRR TS E FES T,
eV INRESH
2.7.2 FEER
4 2ECER?

ABIERRGRAE, FARE T SRFIZFEEHR, MAPNKFRMENSEM TR
Hl. MEERSULEIRZSOaRERRSE . SPORRER,

MR LR RECAIRHI T EZRHEFERTE, EnLARIEY KEcdl.

EHEEERAECE?
1. SREEEEHES
2. mEmmEsiasbmn Y SERIGEE.

3. EREALMA, &F ‘TR > HAYEH .
REHN “IRSSECE WM.

2-27 FHAYECER

4. EALIE “IRS3ECER ME, BEESIERRISEANERER.
NRIARIECENFBEH B SZER, ESEREURIF, BT KECEl.
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SRR
5z =12 2 H=RRPiER

QM ERIEY KECER?
BREEEHA.

2. EREALA, &F ‘KR > HEE .
RN “IRSSECE WA,

2-28 FHAYECER

3. EREALA, fE “HIET AR .

2-29 EHiEY KECET
Iﬁik& BRSSEER ©

smezEsecs e

KEEEMS

4. £ “HFEIR” mHE, RIBZOEXR, HEHEXSH.
Hoh, “[Oiftmd” IBESEZRZRIONSNEBEEREA.
5 EEREEE, AEthdFFeEs “RBR

2.8 NRETE
2.8.1 BUEHAFFHIEIUER ELB

NREREXEFTABRIELBE THEMANIREIR, EaILUMERR—SHDIAIERSS
(Identity and Access Management, fEFRIAM ) , EZIAM, EaTLL:

o RIBEMAINSESAER, EENERTKSH, B PAREEREESRIINR T 6)E
IAMAR, iItRTREHE—Z2FEIE, #ﬁﬁﬁELB B
o RIBENAFHIENEE, REABIIHESR, LA ZERSREES

o BELBRRBRZELELN . SHHIEMENTRSHERRS, XLEWKSHE SR
SALURIESIR S TR .
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SRR

5 =12 2 HERIBPER
MRFENTWSELEBEETRER, FHREVEMIAIAMABR, ERILIBEAS
T, ARIEERELBIRSSAIE EIIRE,
AEDAENENARRNGE, #ERENE2-30FTR.

BRI
LRPERNZE, BT ERAFPERLIINELBIIR, FESSEIRTGREITIERE .
ELBSZSRIRGNIR, 52N ELBRAPUR . BEFEXIFRELBZINIE BIRSS 1%
B, IAMSZIFARSSHIFR B RIE S MR FER o

N

2-30 F{AF RN ELB R PRImAE
FHa

¥

SEAFAFHER

ek S22

Y

ARESHRIERIR

SR

1. SIZERPAEFRIN

FEIAMIEFIGEIERFE, FHEF M AETISERS RISNR “ELB
ReadOnlyAccess” ,

2. CIERPHIARBFA
FEIAMIZFIGRIERR, FEEMA.CIEBFPAFENFOIENRAFE.
3. FAPEFRFENR

WEIZRARERESE, IIRERNXE, RIENR:

- TE “BRSBIIRT ikt Etos, HAELBERME, BHA LA ‘Mo
MRS , SETeEaEI9EE, MREEWSLEMREIEEE
(BRI YBIMPRINE S ELB ReadOnlyAccess ) , &~ “ELB
ReadOnlyAccess” B4,

- & “IRSBIIRT PiEERRRM L EINEEEI (RIEHRIRIR{NESELB
ReadOnlyAccess ) BIEF—ARSS, BIE~NRAE, Fx “ELB
ReadOnlyAccess” B4,
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SRR
PSR 2 H=RFFEm

2.8.2 ELB EEN R

WNREFFNERIELBINPR, N SAIRINER, AILIBIEZBEN R . BEXRES
A LUFINARAIRIR (Action ) i52% (GREREISEIEOSE ) B “ RIKIIRNIR

B” &5,
BRI SIFIA TR e B E MRS

o FIIHMERIEZBENRE: THTERRIEE, HUNCIRESIEIRERR
5. BF. BR. FMEEFRIBRE, JEIEMRRE .

o JSONWIEICIZBEREMRE: JLMORERIERRG, RIEEAFERRIERIEA
B, UL EREREBEARSISONISAIREAS .

BREIZLRESN: BRI ERE . AENENEERELBEE X RIEHH] .

ELB BEN FEREHHI
o REIN: BREAPEGEES
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

"Action": [
"elb:loadbalancers:put"
]
}
]
}

o Rf2: BB MIFRGEISE S
EERIESERNESHMIRIEER, SNEEXMRMER. BRPHEIE RIS
R, —MESURAYERINRERIZEEAlowFIDeny, ME{EDeny{fts:.
WNRIGLE IR ELB FullAccessBORFRRE, (BARHBERFHBELB FullAccess
FhE X AIMIpS ISR AR, el LAC)E— 5B MIPR A EI9E SRR EN R
B%, SARRRIFPSELB FullAccessFIIELRIEIEFAF, RiIEDenyf5c/EN, MA
FPA LASTELBHITIR 7 MR R 2t 9@ 229 MU PR B 1R(E . BRI RAIANT :

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"elb:loadbalancers:delete"
1
}
1
}

o I3 SAERANINRES
— P EEXRBRILUEESSMERIN, BT IS SARRSAIERINS, &
BTG S EMARSZAUENIR, TS SAIEMIRS UIRARSEENE, BIERE
MBERRZSEZERRRS . S MENEDRBEHARNT:
{

"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [
"elb:loadbalancers:get",
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"elb:loadbalancers:list",
"elb:loadbalancers:delete",
"ecs:cloudServers:delete"
1
}
1
}

2.9 It

2.9.1 sisistniniag

TOREIRAR
APEN T RHRHIEIRS HREMRNMINETNSEE, ISRy
EEX. GRLER SRS EH A EER R EIIEIRS LIRISEIRIRA R4
LEER, FNEBREET.

AR ESE
SYS.ELB

HEIEfEtR

% 2-44 ELB STSROMGIRIER (H=8)

}8HRID Birg | BiraX BEE | UENR Jrag ey
R EEl J55)-1
(=R
s
)
m1_cps HEE | EUELAEISESEP, >0 HE=RIGEHY | 198
BEH EMNIE TSR E fFimAR 1a22
e AVFRETCPAD
UDPIEIEHIHE
FEtEREIERES,
ENEFIRZEIELBEIZAY
FRrETCPERZHE.
B A
m2_act_c | &HKiE | NIENREIRRKRS | =00 HSRGRHELY | 198
onn BH SENHIFRE férz2
ESTABLISHEDJAZSHY
TCPELUDPIEIZRIHE .
WindowsFILinuxfR33 25
ERTLAMERIN T o &
&
netstat -an
B A
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SRS

BPiErm 2 H=RIFFERE
}EFRID Birg | BiraX BEE | UENR gy
R EEl J55)-1
(=
ais
=)
m3_inact | IBFIX | NUENREIFFERR | 2 0D H=RGHLY | 198
_conn EEH | IRSBESEMAVFTERR e
ESTABLISHEDIRZ 2 5k
RITCPIERZRIEE
WindowsFILinuxfR33 25
ERTLAMERIN T arS&E
&,
netstat -an
B 4
mé4_ncps | FiiEE | NZERIREINIENRE | 201/ | EZ=EGAHEY | 198
= RO ST AOERE R b =S
B 4N
m5_in_pp | imAE | MEXNHEMMEEIR | 201 | H=EGHLE | 158
s BEH | FEENIE. b e
B N
m6_out_p | iRmHEE | IEWHKEWALE |20/ | H=EGHLE | 158
ps EEH | BRI b e
B N
m7_in_Bp | MR | MIMNEBIBIEENIEXISET | > H=RGEHLY | 198
S NER | BENRE. Obytes/ | f&=8
B FH/M S
m8_out_B | MR | MEXSRIBEIIEBENE | 2 HSRIGHEHDY | 198
ps HiRE | BIRE. Obytes/ | f&28
B FH/R S
m9_abno | BEFE | #BRKERIT®RENR |20 o HZHIME | 10
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B FRN (7rule createl7rule
EERE g W (7rule updateL7rule
ilE3r g YW (7rule deleteL7rule
CUEBIEITES listener createListener
BRI listener updateListener
FRIBR UG ES listener deleteListener
elfE kA loadbalancer createLoadbalancer
B RaEt9Ess loadbalancer updateLoadbalancer
illESRES AL loadbalancer deleteLoadbalancer
S INEiR=ARSS 28 member createMember
EEinaiRSEE member updateMember
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FBPigr 2 HE=REFSRE
BREBIR g e il EHBIR
BRRHmTIRSE member batchUpdateMember
tlZEiRIRS5H pool createPool
BEiEiniRsSE54E pool updatPool
bR SimARSS 2540 pool deletePool
2.10.2 EFEHITHE
BR{EZS
HEERBT=HITRSE, EAFRICRRSZERE. =BHITRSEEEHS
RO 7RANRIEICR
AN RIMIECFIHRS SRR 8 BEERIETRINRFICR .
BRES R

1. BEREEERFIS.

2. rEEmEsiarrfes ¥ ER, ERERKENES.

3. HERmEA LN — , ®iR

SO

‘EESRE > ZEITRST , HAZEHITRSE

4. BEEMSHMR “SHIIR" , SAFHIIREERHE.
5. SMYIRZIFEIREREIIX NS . SRSMIIRSIFNNMEENAE

aEa, FHAER
SRR, RREEATHIE

S

ETRAEPIEEEARMG

Heh{ik 2RISR R A2 TRET,
ERAEIDEY, =
IR R RZFRAT,

nE

o0

EFEERENTBIERNEHER,

SIEEEEFARTBFRIRIRID .

SR FNBATE N BIFRRIRIRER.

- BFRF: A TMUEPGREE—BARRRERP, WRERFERPEA,

[E|= e G

- BHRR: _JLIﬁjj “PMEEHERA" .
’ /\T@?%EEP_IHO

“incident”

“normal” . “warning”

- HiEfEE: AREA LA, JEEESRA tRRESIIERIVRIESH.
6. HEREEFERICRAM, $£F ~ BHZICRAFMES . WE BIFCR=.

st1§ﬁﬂi

) HE ©

RHIHES
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SRS
5z =12 2 H=RIRPiER

7. EFESEENCEAMN, BE ‘BESH , BE—1E0, WE EEFSHAR
™, BRI FSMEERFERER.

2-32 BFSH

"context”: {
"code”: "204",
"10.45.152.59",
ApiCall”,
system”,
0503ddaBg7080fed2f78c08909158a4d" ,
aff-debB-11e9-95f5-d5c0ba2a9ba7",

"source_ip":
"trace_type"

_type”
“project_id"

\"name\": \"9646e73b-338c-s

": “"9646e73b-338c-4d27-a17c-219be532812c",
_time™: "1569321775903",

": "@583ddad7Beeefedef75ca096d70a968"

iié@i‘l‘ﬂﬁ%%ﬁ%’f@E’J?&ﬁ%?ﬁﬁﬁ?ﬁ:’?:, BFEL ( ZHIHRSAFER ) 9%

BT BE6l
o QRGeS

request {"loadbalancer":{"name":"elb-test-
zcy","description™:"","tenant_id":"05041fffa40025702f6dc009cc6f8f33","vip_subnet_id":"ed04fd93-
e74b-4794-b63e-e72baa02a2da","admin_state_up'":true}}

code 201

source_ip 124.71.93.36

trace_type ConsoleAction

event_type system

project_id 05041fffa40025702f6dc009cc6f8f33

trace_id b39b21a1-8d49-11ec-b548-2be046112888

trace_name createLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"description": "", "provisioning_status": "ACTIVE", "provider": "vlb",
"project_id": "05041fffad0025702f6dc009cc6f8f33", "vip_address": "172.18.0.205", "pools": [],
"operating_status": "ONLINE", "name": "elb-test-zcy", "created_at": "2022-02-14T03:53:39",
"listeners": [], "id": "7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "vip_port_id":
"5b36ff96-3773-4736-83cf-38c54abedeea", "updated_at": "2022-02-14T03:53:41", "tags": [],
"admin_state_up": true, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "tenant_id":
"05041fffa40025702f6dc009cc6f8f33"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:53:42 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:53:42 GMT+08:00

request_id

user {"domain": {"name": "CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy",
"id": "09f106afd2345cdeff5c009c58f5b4a"}

o MBRGAEIYESS
request
code 204
source_ip 124.71.93.36
trace_type ConsoleAction
event_type system
project_id 05041fffa40025702f6dc009cc6f8f33
trace_id 4f838bbf-8d4a-11ec-alfe-1f93fdaf3bec
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trace_name deleteLoadbalancer

resource_type loadbalancer

trace_rating normal

api_version v2.0

service_type ELB

response {"loadbalancer": {"listeners": [], "vip_port_id": "5b36ff96-3773-4736-83cf-38c54abedeea",
"tags™: [], "tenant_id": "05041fffa40025702f6dc009cc6f8f33", "admin_state_up": true, "id":
"7ebe23cd-1d46-4a49-b707-1441c7f0d0d1", "operating_status": "ONLINE", "description": "", "pools":
[1, "vip_subnet_id": "ed04fd93-e74b-4794-b63e-e72baa02a2da", "project_id":
"05041fffa40025702f6dc009cc6f8f33", "provisioning_status": "ACTIVE", "name": "elb-test-zcy",
"created_at": "2022-02-14T03:53:39", "vip_address": "172.18.0.205", "updated_at":
"2022-02-14T03:53:41", "provider": "vlb"}}

resource_id 7ebe23cd-1d46-4a49-b707-1441c7f0d0d1

tracker_name system

time 2022/02/14 11:58:03 GMT+08:00

resource_name elb-test-zcy

record_time 2022/02/14 11:58:03 GMT+08:00

request_id

user {"domain": {"name": CBUInfo", "id": "0503dda87802345ddafed096d70a960"}, "name": "zcy", "id":
"09f106afd2345cdeff5c009c58f5b4a"}
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SRR
FFisrm 3 HHZHTE

3 BHEnZ T2

\A \
3.1 Bz ZEfhHA

M R EISE BRI DRIZ Ko LA B ISR E R RO, BB EIHERE
WIERR, BIHERREHIOENMEER ., LHZEERan seX Tt Zg ERISLAIH TIRMFN
ZWotT, AEXIEEFIRIEEE BTN SSERKRNT .

B2 a0 3- 1Ry g8uH T2’ o

(AR
BEnasZiREE Fékh, BEAHXIEESNEENENSH .

& 3-1 AFITELHNIZHRIRAA

2R ISHF5EE
RERE RIS o RLEMURE: LURIHRS BHRSANNE
EO
o« MEACINEE: LUEHIRSSAIMAEACLAN
KR .
o RENEERE: SHREREHORE.
ELB}H 34 TARELBAGIT AN . SEELBAIASHII B .
ELBAYEFAE) THRELBIINASIEES

3.2 EREEREIZH

BFn=
ELB{R ARG B RIS MiA A A S R IR B B AR B R IRS ST HR s S5
W
AN BRI ER BB ELB R BRI B RS AL R BAAISHIRE .
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SRR
FFisr 3 HHZHTE

(AR
BEfERIEE SRR t4h, SAHRIERSNEEEREZE .

HURRSR

LERERINEREIZIRT, BHREE8IE T ELBLAIFH EimiRSS e REXE R EIIERY
BT

BIRREER, 520

o BUERTIIESHI,

o ClEERRSHRATFHNINGHKRSSS.

o NRIIEGERRMKINS, FREIRRSHRAXKERTRT .
o SiRiRSHECHERERRE.

£JRSPRE!
o (IIFHERNEERREIEHRSBRRISN .
o (NSO XBERITSEERNERRSERRISI.
o  FREMBVPCRHREEENE RIS,

BFPRR

1. BREWEHE,
2. mEEmEsarrfes ¥ ER, ERRKENRS.

BEREA LRI — , B MK > MR .

FEEMSHEE, &F “ BENOZH" .

ERMRAZEEZIARE, BE “ELBEREERE" 1E.,

iR = R imARSS 2R KEXRI AR E LA o

EERBRIZHSE R RIRS S

BE “FHRigHr” , EORZETRE, EFIZSENEELREARINZENES.
ERZSHERNZERRSFIFERE, BREHES . SHFRIZHINEIS
20F3-2,

© N U~ W

3-1 BRUBZH—RREERE

[G== BEERESER

IPitettE

ELBit#(5)%% BEHASRELBIERXEI
TRELBAT AN, SEELBAUHISHI st THEBMIREES
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SRR
FFism

3 BENZHITR

% 3-2 BERAEREIZHIN

SRS | RERER | LHRSEE =iy
S =
CREN | RERBEN | BRRSEOESANSE | BMRSHIRSEE
NERE | pEhi: | AUKRERRGENG | BREZEHN,
& FEREN o REEEESN:
REREA | ERESENZSANSE | ¢ BRESELE
BEEE | MUKAERERERIP zeid (0=
o B
REREN | ERREENESENT || DARoE
BRO | MUK SRR A0 M) .
REOEY | ERESENRSELEH
Bl | MRS R SRR
& FEMEN o
REREY | ERESENRSELSH
e
REOEY | ERESENRSELEH
BRSO | MRRE RO
MEACL | (REBIREN | FIRIRSROMEACLNS | EHIREHIRSEER
MNEE | FEME | ERNRGERERE | BRIBREACLI
& Yo N, BE#HEES
W
REOEN | EiRBSEORSEACLAT "
BEELE | Bk EREe R | ¢ SRS
R fit, ?ﬁACL (=
RERES | CHRESBOREACANS |,
OEEON | DUNAHESENRRL . | oo T
5 ®),
REBREN | EiRBSEORSEACLAT
BEIR | EHNRR S E E
iHeEs b .
REBRBN | EiRBSEORSEACLAT
BEIRME | ERNRRERE S E
Otes .
REOSE | BHESEIORMSACLES
BEME | ENRA SRS BT
& BTSN o
REOSE | EHESEIORSACLES
PRI | AR
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FFisrm

3 BEpiZHITR

ELB 112%/E]

LHTS | RERER | SHREEE @iy
% =
RIS | EISRSBOREACLETS
SEERD | ENRAER R 2R
o 0.
RIS | SRS BOREACLETS
SEENE | ENEAER RS
iHes | ik
RIS | EHIRSSIEACLILT
SEENE | ENRESEE
e 0.
REeE | RERSE | EEORERERONER | BNUETERRSS
RE | OEERS | EERNUESBOF—5. | OISHDhEER
B0, BELEE
£ NS MR R
=,
(00 48

o BHENZHMESRE, FESERBENERFENTHE? H—Li2k.
o IZETKN, RIS “EIMZHT SESERBNESEIMTHIE? H—2,

3.3 Eftht5Ehnl@RiZ

o

e ELBItEERR,

o MERIMHSRIEIBRERAXS,

THRELBRITHEEMIN . TERELBRYMISFNIHEEEL, #15ES

% 3-3 GEUIIET B

INREFEERELBISRERIEEILI T, thel@id @@ aansi T RiHTi2

)l_lb$3'3 o

IHEERTSR SENH

THEEMN o ITEEGAE (JHZE)
o TERIHIA (H=H) .

iHEEE0 TEITHEEL .

THEERAS T ESLHIE
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SRR

3 BENZHITR

M=RIFNHZR ELB ROERXE!

THRELBRINRERFIEER, FIFBEENER3-4.

& 3-4 AFIIE XIS

GG XIER S2EN
GEISETNRERILL IMERREINE SHERRE A EE

AIXEY .

IS ERE R iRIRSSE

o BIEERIRARSS=RA
o BIEEIRARSS=RE.

SR E R IRARSS =R

o JFimARSSERIEIR .
o JFiRARSSERIEIA .
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4 s

4.1 TOA 1HIFECE

B’rin=

ELBATLASTRIZ FiAaRl s oina& 2 ML S TRERES, FIERIRZ BB EIkEL
KIFEBVESLIP, TOARIZAEIR B FSRIRENELBEE(LIT A5 EESLIPHELE ({325
IPv4 ) , 1ZIGEHZEEELBRIRIRSEE.

AEGERTIUE (TCPiY ) BRSS, JEFFBEERFRFDRETOARZIEIR
B, AISERMAEHITRE.

LinuxP#ZhiR 28 792.6.32FLinux IR A J93.0LL EAYRIER ST, TEECETOARZIEIR
RUIRMFE IR EBXA, BRSPS SRENARELRHITERE .

[MARiTL:

o TOARSZIFUDPHMYAIMSIRES .

o TOABRELUMEERFHIRIEATIAEETIE, BftRRIRAZRETIEEM.
e  CentOS 6.8 ( Kernel version 2.6.32)
° Suse 11 sp3 (Kernel version 3.0.76)
° CentOS 7/7.2 (Kernel version 3.10.0)
° Ubuntu 16.04.3 (Kernel version 4.4.0)
° Ubuntu 18.04 (Kernel version 4.15.0)
° Ubuntu 20.04 (Kernel version 5.4.0)

° OpenSUSE 42.2 (Kernel version 4.4.36)
° Debian 8.2.0 (Kernel version 3.16.0)

RIS

o  REAZERFLIMNEESHBINZRAFTEIMNE—E, FIaNRZMRASD
kernel-3.10.0-693.11.1.el7, NFEBLEXNIRABIARZFF A Ekernel-
devel-3.10.0-693.11.1.el7,

o TRREMIETLUBIEFER.
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o UNERREdFrootRlIF, FAAsudofR,

BMELR
o  UTRFLBEHMILinuxRZARA3.0LL LRIRER S
1. ESEwERERE.
(1 588
o TERARERALBAIEESR, IREFEEEXAZIINAZRANEZES, FEBITE
W ETHFENLZE
. ggaamﬂyéumzw&@ (kernel-devel ) BB, BERKRFGIREERINAZFF
AT R AR ELinux & TR AANRIEIRER, iBRIBREEE NG 2R,
- CentOSIME THURIELE
i PUTINTR RS, &EgcchmiFes.
sudo yum install gcc
ii. BITUITHS, ¥EmakeI H,
sudo yum install make

ii. PUTHI TS, RRARERRITLRE, FREANHSERNRTEES
RIZhRE—EL

sudo yum install kernel-devel-'uname -r’
(AR
o NMRETHRERBMNAIMNZILE, FJLARIINFibiFZE FHIINAIrpm

o

#dik:  https://mirror.netcologne.de/oracle-linux-repos/ol7_latest/
getPackage/

L3.10.0-693.11.1.el7.x86_644f1, THEHITUATHSRE
rpm -ivh kernel-devel-3.10.0-693.11.1.el7.x86_64.rpm

o WFLEERENFMZFALEE (kernel-devel ) BIIER, EERREGIEHE
SRENARZFFAE .

- Ubuntu. DebiantiiE FAUR{ELE .
i PUTIN TS, &EgcchmiFEs.
sudo apt-get install gcc
ii. BITHWITRS, ¥EmakeI H,
sudo apt-get install make

ii. PUTHT S, RRARBRRITARE, FREANEHSERTERES
RIhRE—EL.

sudo apt-get install linux-headers-"uname -r°

- SUSERETRYRIEZSE.

i PUTUNTRERS, TEgcchmiFas.
sudo zypper install gcc

i. PITW TS, ZEmakeI B,
sudo zypper install make
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iil. PUTNTHS, LENERFLE, FROLTHSEORAEES
PIRZARA— B

sudo zypper install kernel-default-devel
2. mRIERZER
a. {FHgitTH, T THS, THTOARZERIELE,
git clone https://github.com/Huawei/TCP_option_address.git
(1 %88
WRKRLEgitTH, HEHAUTIEHE THTOAERIRAE.
https://github.com/Huawei/TCP_option_address

b. HITUITaS, HNRBER, RHEER,

cd src
make
RS FIERIRERwarninggiZerror, IRBBRIEMITI, KEBHFIERTES
24 pitoa. koS4,
(%8

WNERIRIEIRT “ config_retpoline=y but not supported by the compiler, Compiler
update recommended” , FEBHgcchRAITE, EIUEIcHENBITIRA

3. INEHAIZIER
a. HUTINTE<, DNERIER,
sudo insmod toa.ko
b. HUTUITE<S, KWIHERIIFHER, EERRBHER.
dmesg | grep TOA
EIRREEEE “TOA: toa loaded” , HBARIZIEERANELALIN

AR

CoreOSTEBRRHRMETAIERGG, FEEARBEREHIBTERSE, AEEREE
REPNNHAZRIR . BT REFEAZERIERABEERFHLZ/lib/modulesB R,
HLUESRPRERREREFZNIZERT, MUMMEERSRER.

4. BEIiERHER

AT ETOARIZIERERRERIATERL, BILUSINETOARIZIEIRAYAF S INEIZE
FRIBEhEIA
BN RIZIERIY S EZB A TG E:
- %PEIL‘ME}EE%%%R ZEBEXEEN AR NN TOARIZIERAY S
<o
- SEUTNMRESREERIHA
i. 1E “/etc/sysconfig/modules/” BR ~#hiEtoa.modulesX{4, ZXHE
B T TOAPIMZASIRAINNEA A
toa.modulesM{ERE, BSEUTHI:
#!/bin/sh
[sbin/modinfo -F filename /root/toa/toa.ko > /dev/null 2>&1
if [ $? -eq 0 ]; then
/sbin/insmod /root/toa/toa.ko
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fi
Hreh “/root/toa/toa.ko” ATOARIZIERHRIKER, EFRFRESHEHE
B CRIFITOANKIEIRIRR
i. BWATLAT#S, Htoa.modulesBENBIZAFIIAT TSR o
sudo chmod +x /etc/sysconfig/modules/toa.modules
(11 e
ERARRZE, SSHMBTOAMIZIERAIE, FtFEESHRmFETOANZ
=R,
5, BEBTH

MRZBEARRZ PIRERFEPIIZURZRIR, AILUSoa ko)X NEIFE
DNELEARIRAIELITLR, AESERITERIIBRRIER

RIZARRINFERINLAIE , N BRI LAEREIREUA D& RIESERIPHELE
(1] #83
T RAVRER BRI THRE AR LR o
6. IRIFTOARIZIELR
TOARZIER L R IR RN RT B RN R, LA M—AIERIBIF .
WITUIT <, FEXREEpythoniIEIRIRS2RFBEI—MEZBAIHTTPIRSS
python -m SimpleHTTPServer port
Hep, portRESELBHMNZ/GIRARSS2RATECERRC—2, FAIAFI80,
BN E, EUEPRADELBHIPE, RSHITADRTMT:
192.168.0.90 - - [06/Aug/2020 14:24:21] "GET / HTTP/1.1" 200 -
MERLY::
EiRi5aHEH192.168.0.90, Z/EiRARSS 2R AILEREREIRZ FimiRIPHEIL, BIZFi51E
[EimBRS32RAYESEIPHELL o

o  LITRELSBERHYILiInuxPIZARA92.6.320R(ER S .

(AR
TOARRIS S 352.6.32-xx IIZARASHIRIER S ( CentOS 6.85818 ) . SEWTEHEE, #HThC
%O

1. MEATFMuhF3REN S B TOAMERAIAZRIEE
( Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz ) o

http://kb.linuxvirtualserver.org/images/3/34/
Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz

. BRIETOAEIRRIAINZIFERTE .
3. (EUmFEXSH.

a. HA “linux-2.6.32-220.23.1.el6.x86_64.rs” {43,

b. 4wig “net/toa/toa.h” {4,
¥&#define TCPOPT_TOA200EC EL{EZ J9#define TCPOPT_TOA254

c. feshelllmm, HATLATESS
sed -i 's/CONFIG_IPV6=m/CONFIG_IPV6=y/g' .config
echo -e '\n# toa\nCONFIG_TOA=m' >> .config
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s AEIYE
FFisr

4 B3R

BCEZSIPVOIRRSSWMmIFHALT, TOARWIRFMPIRAZIER, B]
PASRIRERFZLE

d. ZRtEMakefile,

_ﬂ" “EXTRAVERSION =" =G0 EBENX—LREE, BESE “uname
? AR, 5a0-toa,

?M-}LLL"F#E@, RIFRHE

make -j n
(11 588
nA LUKIER S CPURZEMECERNAISEL, BIUN: 44%CPU, RIECE N4, MMINRIwIFE

E.
HTLA TS, LEREARZIER,
make modules_install

L HITERINE4- 17

| 4-1 ZERAILIRIR

INSTALL /slib/sfirmware, k-:'l.'n'i-"'n.h trigger_code fix.bin
INSTALL /lib/fimware/ti_3410. fw

INSTALL /lib/firmmware/ti_5e52.f

INSTALL /lib/firmware/ 0

INSTALL /lib/firmware/mt sm . fw

INSTALL /lib/sfin e/ Hdr:]H. fw

INSTALL /lib/firmware/edgeport/boot. fw

INSTALL /lib/firmwar geport/boot2. fw

INSTALL /lib/firmware gepor t/down . fw

INSTALL /lib/firmware geport/down2. fw

INSTALL /lib/ i dgeport/down3.bin

INSTALL /lib/fimware/whiteheat loader. fw
INSTALL /lib/fimware/whiteheat.fw

INSTALL /lib/ MwWa re yspan_pda/keyspan_pda. fw
Ir-l‘:.rTu.LI_ / 1 ib/fimware/keyspan_pda/xircom_pgs. fw

BT TS, RENZ.
make install

S HITERIIEA-2FR

$JFF “/boot/grub/grub.conf” &, ECEFNBNADEN, WNE4-3F,

a. BHVBANGIRZASZE— N RELNEZTIAZ, BD “default=1" (&
5 “default=0" ,

b.  TEFMERIEFtoatERAIvmlinuz-2.6.32-toaMIZITRERIN “nohz=off” &
. WMRAXKHAnohz, KEHTCPUORIRERIBRITR, SHEEHFITS
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4-3 FeEX

default

/boot/grub/splash.xpm.gz

el V/boot/vmlinuz-"." . " -toa|ro root=UUID

| /boot/initramfs- . . -toa.ime
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