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FOYREE o
o IFE: “RBIKE” H “IEE™ BY, IEREIRERER
FOYREE o
o T%: “RBIKE” F “TXK B, AIEIRIEY LLLFOM
FRZIB R o
o HhN: “IRBIRE I “¥IN7 BY, AITEIRIESI _EMIERFD
RIBIZIRE o
o E&: “REKE H “EXT B, IEREIRERER
YRS -
EESESS

o BHBIRREIRFES MR , TRRLIOEE.
(1 588
ESRE TEEEHR.

o HBEHEERREIRMEN ‘BR’ , ERREEENEREHTREEE,
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IWERERIFBEINEERE
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BREmRA,
sz Hanll, EEREEIRE.
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eiF IREEE > RENET , BAMERSRERERE, NRENETR.

10-3 HIEZ 25T

BiER LGS g SWE(IGREEN) S8 G EEEE © #n
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eEAIRT SEATRT

IREFNERAERTEERNINREFIETIRE

. j’iié’lﬁﬁﬂk,ﬁ: BISCPURERER . AFFIBRARIREE LRI T #RIRERR
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REIIxR.

o IREEMML: IREFEIEIL, REEREF=FRERH.
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H o

.

10.4 BREE

M i%hRA 33 (2024-01-15) AR © AR BRABIRAS 128


https://console.huaweicloud.com/

HiEzeh0

BPiErm 10 IRBETE
10.4.1 4B
isc%ﬂ%*ﬁiﬂﬂéﬂﬁ@iﬁ SERRERBIER, EULLBDILEDHZEEEHITEX
EEO
R PR S
KERELFFINMANEBEARASRIEEE,
BURSR{E
REERIIEESFIE,
BIEL R
1 EREEEHE
wmy prr bk, EERERE.
FTB,3 TEENSHIF, %fﬁ—, HE ‘2580 > #iEZeH0” .
T4 xR RREE > B\FE” |, BANEZEREBEERA, WE10-4FR.
B 10-4 HiEZEIRBEE
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$|3 ELMSHMF, B —, EF ‘X258 > SiRR2H L .
S|4 EF REEE > REEE’ , BAMERSRSEGERE, BXSHANER10-4F

o

10-5 FIRLZRIREEE
BIRLIORES R WA B s (G EEEE © ¥

S

HEENE AEEEESTO

£ 10-4 IRTEEYER
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IR AR/ IPHELE IREEHIR R/ IPHELE
IREERE RGBS I MUFPSEES :
o WARHIEELT
o NVAHEREMX
o HUEEEFLXIS
o HUEEEINE
HEXE RESZEHDARMER: (REACKRENEE, REH

CXOEEXE)
o RFEE: RERERER (CPU. BF)

o SBSHRE: RBEIMEAXEE.

FHERR =t skt i ESitH
o X2
o FHE
o RE
o IR
o KA
HERTE EER AT
RE o EENRTHE: RLIE,

o BPEZI “tRicHERIE” MAERR, FEMEZE
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HiEZEH0
BPFPiEE 11 2RSS

17 sxe

3
[ | .

11.1 ZSKSEEHIA
HFEZEPURSEFLZEAIENEKSHRECRNRIRLEEEN, MRENKSH
RIOEIE, BN ERNFRAERRKSHITR—RIEIRZEMIP, MAEETER
FpRIKS .

BT DSCXHALA Y R SHITHIELZ EMHIPFENTUUATRE (LIAKSEEBKS T
A9 )
1. WMRAKSREA[EER, UBGIHLZE, MRAKSAZHREER, NHHER
BERBAKSRIDAZREER, BXREEESNMMIEREER.
(1 35288
BEROLIFNHEEEARNEREERNR, BEARREATHIINEE- 20 WSk
REAREEN
2. HEARBERFEFTEERBBEBWSIANEALR, BXEFESNEEKSIAE
K,
3. BKSHIINAERE, ERAKSHEDSCRS “ZKSEER™ REAVSIFRFOIEEBK
SHEFER
BXRAQFMRPESN (BRBEFES) -
AR

AT ERBKS FTHEIEEF-EE, DSCREMEBWSHOIEIRS XBKEIT:

o ZEIEERMBEEIE, “FIENUR” J9 “DSCServiceLinkedAgencyPolicy” , “ZFIEEFR”
79 “ServiceLinkedAgencyForDataSecurityCenter” , E8GEEN “VoIRSZEITRICIZE. M
RFNEE, IRSEFEHICIZEFIMIBRIXPEFdsc_depend_agency_v5, FHIEv5IREE
(DSCServiceAgencyPolicy) 4FEENZIRSZEIE T

o MFRBIKSHY, DSCEBEMMIPRBIKS ARIIRSS KEXEIE.

1.2 FiEZKSEERE

FEZKSEENEEE, REEERAREIEENRSHUERRAKSHITH—RIE
REZ2HIF, MEBENERIIMRZKS, FENBUNTFEZSKSEERINEE.
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BPiErm 11 ZERSEE
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ZIkSERINEEFLHIB0rganizationiIREZ M,
o IZINDSCHEEMRSS, BN EIRS -
BELR
T EREEREHE
1D %EEEJ:%E’\JE, B RINEIRE ,
B3 EENSHNG, BE = , IEF ‘258 > #IEZEHL7
B4 B ‘2RSSR , #HA ‘SKSEE” RE.
$I|5 BE ‘FAESKSSIE” , AERSKSSIENAL,
11.3 EEZKSEIE
BUIRSRE
o FHEALRSS, BESNFHEALNRS .
o IZINDSCHEERSS, BN EIRS -
e ZKSHEEINEZITEER, NRFARESBEFMEREERETHAS.
BMESR
T EIREEEHE
wm prr ramnkl, EERERTEE.
$E3 TEENSHKS, %EE — , ER ‘gL > HiEReth) .
$BA BF ‘SKEER" , HA ‘SKEEE" RE.
FB5 HA ‘kEFIER" RE, SEUFR11-1FR.

11-1 ikSHIFE
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REHER SRIKS FROKEUESR 4

-

EPSESEE

BUBINANIZER 2 FEIE R B ENSIBIZAR THREEAF, f—#TR"S
T8, SURREURIREI, BURREGFIEREKED, IE DSCﬂJﬁEX%’F‘EL%tMﬁL{V?,
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HEREH0
FFisr 12 IREE

1 2 IREE

TR

12.1 SR FRERUER DSC

MREEEXEFABRIDSCHTIBERISIREIE, SLUERSK—SMIALERS
(Identity and Access Management, f&#RIAM ) , BIZIAM, EATLA:

o BEEUMWSEAR, EENEHRKSS, AR PR INR Tl
IAMFBF, LR TRER—Z 2 EE, FHERDSCAR.

o IRECWAFHRG, BETESDIR, LUATIRRZ EREE.

o BOSCARERATEL . SRNHMENTKSHERIRS, KLKSHER
IR FTLURIB AR TR

MBLARIKSEREHEENER, TRSRBTNAMAR, EAUBEAS

¥, FEMEEADSCIRSHMEEINEE.

AEDAENENAREINNGE, #ERENE12-1P7R.

HIRRSRM

LRPERINZE, BETERRAFERLIINADSCIR, HEESSEiRE R TIe
7, DSCZIFRIRFMRINFR2-1Pi7R. EEFBEXIFRDSCZIMIEEIRSZEN, IAM
XIFRSHIFIBIIRIES LAGIUR

ikl

BRPERITEEREEICEN/ELHEN I SRR IAMIEIR SR ( “Security
Administrator” 8 ) .

% 12-1 DSC ZA&HURE

AERIR R 251 HREfiE R
DSC HIEZEHIORSBKE | RAEKE 7
DashboardReadOnl | IRERIEZHR o

yAccess
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HiELzEHP O

FPiEmE 12 NREE
RERM fR 25 I S
DSC FullAccess HiEZ2PORSBHAE | REREE MISERDSEEHASE
PR - BIFEREFIN
Im:
bss:order:update
bss:order:pay
DSC HIEREPORSRIT | KRR 7
ReadOnlyAccess PR
TR
12-1 {FRAPENIRS IR RE
Fria
BIERAPEFHEN
FFER TR
=]
1. BIEERFAFHER
FEIAMIZHIGEIZBEFA, FHEFHIRZEHONR “DSC FullAccess”
2. CIEERFPHINBFE
FEIAMIZHIGEZER, FEEMAN1PEIERIBEFA,
3. HAPERHFRINR
FEZENARERTEE, REENX, KIESER:
£ “BRS3IIR" PIEEREREIEREP O (FRIHBIRIRYNER “DSC
FullAccess” ) RIE—HRSS, ERTBUIRARE, F= “DSC FullAccess” E4£EX.
12.2 DSC BB M ERHE

MRAFTERIDSCAR, B ERIRINER, FILICEEE N R
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HEZEH0
FFism 12 (RELE

BRIEATSTFIA TR e B E MRS :
o AN MERIZBENRE: THETHEREEL, EUNCIRESHZIEERR
5. BF. BR. FEERBART, TBENEMRE.

o JSONWIEICZBEEMRE: JLMEERERIERIRG, RIEEAERIRIERIEA
7, UYL ERERBENRSISONBIRIREBAS

BiAIZSEESL: IRBENERE . AENENEERRIDSCEAE X RIS,

DSC B5E X SRREH5l
o N : ENBFRERREIEERSIE
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"dsc:bigdataAsset:list"
1
}
1
}

o fi2: EREIFOBSEFZFIFE
EeRIEEERNESEMIRIEER, SNEBEERMER. BPHEIETIIREE
B, —MESIRAERINRERFEAlowFIDeny, MIBfEDeny{fsc .
WRELEBFIET “DSC FullAccess” BIRRFKREE, BEAFERFIEB “DSC
FullAccess” HENHIBEIHOBSEFFIEAIMNIR ( dsc:obsAsset:list ) , EATLLGIEE
—ZERIActionfIEENFKEE, FIEEENFKIEAIEfectiREN “Deny” , RIS
EIFYE “DSC FullAccess” FIIEBIRAZIZFARP, RIEDenyLERNEFA LAY
DSCi{TRR T EHOBSE =Y RAVFFBIRIE . LA TRIEHEGIFR: IEEAFES
OBSEF3IZ&
{

"Version": "1.1",
"Statement": [

"Action": [
"dsc:obsAsset:list"
1
L
1
}

o S NIRIIRERER
— P EEXREPI LSS S MR, BIRT RIS NRSAIERIGN, iE
LSS EMRSZANEINIR, ATLESHEMRSGRIRSRSERENE, BIEE
IMBEHRSS . SN EEDREEEAINT:
{

"Version": "1.1",
"Statement": [

"Action": [
"dsc:obsAsset:list",
"dsc:scanRule:list"

1

B
{

"Action": [
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"hss:hosts:switchVersion",
"hss:hosts:manualDetect",
"hss:manualDetectStatus:get"

]
}
]
}

12.3 DSC PR IZI IR

WNRISEET S FHAGERIDSCHTRANSIRETE, EalLUERSF—BMIAMERS
(Identity and Access Management, 1AM ) , MIREA=IKSELXEEHEENE
R, AEECEMIIAIAMAR, ZaJLBNIAET, AEmEERDSCIRZIETIN

ab
BEo

AIABRT, HENAMBRKEEUNR, BREFEIMABRAE, FERPAER
FRESSAE, AaeERPETRIBFRIGHENAMIR, X—IEMRITEIN, 1Y
&, BRHAUETEBNIRNZIRSHTIRE.

PRRIERINAEEIERE, DHMAEHREE. AELURSHNE, BIAMRIHEH
—FARIE AR P TARERBERE MAXBRAVHEAL E RN LH] . SRESIRIEINEHE, AILUSH
FIEMRE. BRASM, e INIREIMUINZEEIRTER.

SZRFRIFRAN IR

RO SRARBIEENRE, NRAFRBAHESENER, EEROLICIES
EXKEE, FESERAPAERYTBEXRIERATHRAINLEES
o UR: RITSIEEEIURIF,

o BAIN: BEMREEPFSTFAIAction, EBEENREEFAIActionFFENERIR,
BT LASCHRANIRRS R AT BRINAE o

BUR IR
BHiFOBSKF=FIZ dsc:obsAsset:list
EHDSCHH{ES N scanRule:update

IR EE SR dsc:bigdataAsset:create
EiFDSCIEESMNFIZE | dscscanRule:list
NINOBSH&T= dsc:obsAsset:create
EifrdsyE dscrds:list

R E R R dsc:databaseAsset:delete
BUEZEDSCHIEES AN dsc:scanRule:create
MIBRDSCI1ESS dsc:scanTask:delete
EiFDSCIRBIENER dsc:authorization:get
EIGRDSHURETIF dscrdsDatabase:list
EHDSCIEIESS dsc:scanTask:update

NH5hRA 33 (2024-01-15)

IRIERE © LATITERAGIRAT 138


https://support.huaweicloud.com/usermanual-iam/iam_01_0601.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0017.html

HEzeh0

FAFtERa 12 SUREE
AR AR
BEifCSSzE dsc:css:list
BIEDSCIAfESS dscscanTask:create
BT DSCIRSBFREIR | dsc:authorization:grant
BERAEIEEFSIE dsc:bigdataAsset:list
EBDSCHESFIE dscscanTask:list
IR EER dsc:databaseAsset:create
FBRDSCIIEAESS AN dsc:scanRule:delete
BIHIEERIER dsc:databaseAsset:list
fIBROBSEE = dscobsAsset:delete
MHBR A E R EE = dsc:bigdataAsset:delete
DSCil R R EAN R dsc:common:operate
DSCEARIFEEIEMN R dsc:common:list
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13.1 2=

=EIHIRSS

ERITHIRIFSIER

( Cloud Trace Service, CTS) iCRTHIEZ2FOBRANRIESHE, HE
BRBEENEE. SHitfE, BifkiEsh

SRS S IODSCHY BRI 13- 1R

x 13-1 =EHITIRSS 150 DSC 2RIz

(=HIHRSAFERE) -

BRERIR RiRSER SEHEMR

N EEBGEXT dscGrant grantOrRevokeTodsc
DSCRIIEZAR

RINOBSKHRIRFE dscObsAsset addBuckets
TRIBROBSAER = dscObsAsset deleteBucket
BB ERT= dscDatabaseAsset addDatabase

(B EIRE S~ dscDatabaseAsset updateDatabase
PRIBR BB E == dscDatabaseAsset deleteDatabase
IR EE SR dscBigdataAsset addBigdata

(B KEEERT= dscBigdataAsset updateBigdata

IR R EIR == dscBigdataAsset deleteBigdata
BEIXIRZFR dscAsset updateAssetName
TEHMERINMENR | dscBatchimportTemplate | downloadBatchimportTemplate
REERNEHREE dscAsset batchAddDatabase
HERINEF~ dscAsset batchAddAssets
BrEEFE N dscExceptionEvent listExceptionEventInfo
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FFisr 13 &Hit
BRIESR RIRFER SHEW
?fg%ﬁ%ﬁiiﬁﬁﬂ dscExceptionEvent getExceptionEventDetail
AINEERE dscAlarmConfig addAlarmConfig
B EERE dscAlarmConfig updateAlarmConfig
TEHIRE dscReport downloadReport
bR dscReport deleteReport
A DNAFEERR N dscRule addRule
g8 AFERNY dscRule editRule
il =W dscRule deleteRule
A AR 2H dscRuleGroup addRuleGroup
(E AN H dscRuleGroup editRuleGroup
FRIRRA AR N £H dscRuleGroup deleteRuleGroup
S IIHESS dscScanTask addScanJob
(EcsIHE(ESS dscScanTask updateScanjob
WpRFIHEFESS dscScanTask deleteScanTask
RIS ESS dscScanTask deleteScanJob
BhiAfa(Ess dscScanTask startiob
ELHEESS dscScanTask stopJob
BahiIEES dscScanTask startTask
FELUEEFES dscScanTask stopTask
2 /(= FHESRHEL dscBigDataMaskSwitch | switchBigDataMaskStatus
$kEXElasticSearch | dscBigDataMetaData getESField
field58
i NIESARBIENR dscBigDataMaskTemplat | addBigDataTemplate

e
JrRiEESHREENR dscBigDataMaskTemplat | editBigDataTemplate
e
TP ES AR &R dscBigDataMaskTemplat | deleteBigDataTemplate
e
%iﬁ]ESHPﬁ@ﬂE’f&ﬁU dscBigDataMaskTemplat | showBigDataTemplates
e
[BEh/{=1EESEREY | dscBigDataMaskTemplat | operateBigDataTemplate
&R e
SRR 33 (2024-01-15) WIS © AR BRABRAT 141



HiEzeh0

13 &it
BRERR RIRFER EHBR
PIRESIRBUENRIA | dscBigDataMaskTemplat | switchBigDataTemplate
= e
BR/EREWEER | dscDBMaskSwitch switchDBMaskStatus
8
SRENEEE=FER(E | dscDBMetaData getColumn
=
NINEIEEREME | dscDBMaskTemplate addDBTemplate
i
(EMEIEEREUE | dscDBMaskTemplate editDBTemplate
&
MIFREIEZEREME | dscDBMaskTemplate deleteDBTemplate
N
EHEIEEREME | dscDBMaskTemplate showDBTemplates
wFIZ=
Bah/E1EEEEER | dscDBMaskTemplate operateDBTemplate
BER
IR EIEEREME | dscDBMaskTemplate switchDBTemplate
IR
nSINREEE dscMaskAlgorithm addMaskAlgorithm
REIREEE dscMaskAlgorithm editMaskAlgorithm
fIBRAR B £ dscMaskAlgorithm deleteMaskAlgorithm
M AR B E dscMaskAlgorithm testMaskAlgorithm
SRENFERSIHEIE | dscMaskAlgorithm getFieldAlgorithms
ERIBRET X R
IIINZEELBCE | dscEncryptMaskConfig addEncryptConfig
BMNNZELBCE | dscEncryptMaskConfig editEncryptConfig
MIERINZELACE | dscEncryptMaskConfig deleteEncryptConfig

13.2 EFHITEE

FRET=HIRSE, RRFHARICRDSCRIFRIRIE. mHITIRSEEEHSRFR

IE7RRYRIFICR o

B8%& DSCHI=HITEE

SR SREHEEHE.
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HiEZ e
FIFigi 13 Bt

2 PEEEEHeA AN -, BREKERINE.

W3 BEREA LS — , EASIHETSE ‘SESKE > ZHHES’ , #AS
HiHIRSEERE .

SWA STENSHRN “BUFIE"  EAFHIIEESRE.
SWS FUFIRTISES R SERIAREE . SRTEHIRS I M AAS
0, FEEST:
o CHEERT | CFRE . CRRER T TRANRE
- TR B CEEEM
“FERIE BE DSC” .
- CTREEET MR HATRID B, EEFIMARBMATED,

o BEARFT . ATHIETEEE-BHRRRERR, WRERFERFERS,
AP %3] .

o  “HHER7 : ANEAIA “FAEEHKSI” . “normal” ( “warning”
“incident” , RAJEEEAP—IN,

o ‘HESEE’ : IAERNEALAREEAREVNNT. RE1X. RETRAKRBEX
RYEIERAIRIFSE .

$I¥6 B ‘Ei7 , EENNANRIESH
T]7 EFEETENCREM, BF v BIZICRINFRER, EFCRUE13-1F5.
13-1 BFcR

L mE R %80 © R D L o) R D sterE st

A showDeTemplates  dscDBMaskTempl..  DSC - - normal 2020/11/19 17:26:25 GMT+08:00 sE5

14b88b3b","domain":("name":"

SR8 EREEENICRAN, BF ‘BFFH , BE—E0, WE13-2fR, ERT
IR FRHEERIERER
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13-2 BEEFHH

{
"request™: "/v1/@5e3df@4478025dc2f79c0005f4271dc/sdg/server/mask/dbs/templates/search”,
“code"™: "2@0",
"source_ip": " 2.99",
"event_type": "system”,
"project_id": "@5e3dfe4473025dc2f79ceeesf4271dc",
"trace_name": "showDBTemplates™,
"resource_type": "dscDBMaskTemplate™,
"trace_rating": "normal”,
"api_wversion": "1.8",
"service_type": "DsC",
"tracker_name": "system”,
"time": “2020/11/19 17:28:25 GMT+@3:80",
"record_time": “282@/11/19 17:28:25 GMT+08:80",
"user": {
"name": " ",
"id": " 8eb817cBd344b88b3b™,
"domain": {
"name": " "y
"id": " ~7b413689"
¥
¥
}.
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2024-01-15

B=T=XREXRS

g ‘ERSER &1,

2023-11-30

E=1TTREXE

ATHOEINRENIL, 152 “ PR S5
Bo

B “AFER HRE.

B3 “BBEIRIRR” HIME.

B2 “BUBRSEIS MPE.

B3 “HIREEKED” BORIES.

I “BIBREATHRIP ME,

2023-09-30

%E'I'_))’QJ—.EEEEE o

BFEMR, &4 “Br-itE” SRS,
Bl “BEEE” AR,
& “BRSEIN " RUINEEIEBXAS

REEKEDIBINNTT . RFUZKENINRE, 122KEHRE
FEKEIET AR

2023-06-30

B=TRREXRS

1B “HreibE” F, B0 “HREOSH
g, LARFREMI.

1B “REIRE" FIRETS, A0 “Hive” #
&R0 “HBase” HUEIR.

1BeR “E&SIREL” BT, S “HivelRiB” 0
“HBasefiy” .

Eeg “BFSHSN” B, “HUERERREN” BN
“BREIELE)” FD “IRERSL” Thek.

“EUREKED” BSHEE BIRERKED A,
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A BITiER

y-Zil=) -

{Eeisie

2023-03-30

B HURERXER .
AT ET:

o HIELZEEE

o HUEMNBLAE
IR ET:

o BFEHBE

o RFEEHR
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