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2-22 — P RiwEZEZ N RDS

RFHEEES L I
RDSEEZRFIEE
c% - c%
FASEEERT
RDSEEZFHIEE

(%(%(%

________________________________________

2-23 S M FimiERZE— RDS

MHmRSPEERLE
1R HimEE —TRDS
BB e -
§ RDSERELIERE |
- o

ZAgentT mANEMISERINZR2-11 iR

A
LSRR (ECS/BMSERREURE ) HBER— M EA LA, AgentB7E
KBTI,
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HIEER 2RSS

FBFisE 2 FFBHERESUEERZEHIT (L3 Agent)
2 2-11 L& Agent 15=1AA
(ERA= Agent® | #HitIhEEREA BEIN
ENR
ECS/BMSH | #URElR | nILAEHITEIBIAEIZEL | ¢ 1EEIEEIRETEAgeNt,
RHIRE RERRARIOAED | | s mmusrss
e ECS/BMSEXE2EIR AT
EEAFEERZNABIRH
HIREImZRAgent,
ROSERE | WAl | ILEHZUAIESH |« ERmHzEAgent.,
éﬁEfﬁ éﬂggﬂiﬂﬁ %ﬁggﬁﬁﬁﬁ?&ﬁﬁglﬁ % %?Fﬁ%ﬂﬁ”ﬁﬁ}iﬁﬁ—ﬁ\
j:) ° RDSEY, Fri&EiEiZRDSHY
N FinEB TR B % Agent
RDSKHE | 1w RgesEitEBERSER | EIERERAgent,
HUEEE (RZFBLw | BUEEZERAEEIS
WEE= | R, TEFITNAIRS
) [RimEURERIEENC
o
Z% Agent
(MARY:
BRI FhiRAgentfIRT R, FEEANHRIRRENAgentBEN — 153,
IBERIB SR LB AR HIE R B INMG, AN TS EZEAgent,
T B TEAgentZERE “xxx.targz” HERFLZEAgentfITH = ( HIA0ERAWINSCPT
1=
$B2 (FREEASIEHETE (FPuTTY ) LrootBF@EidsSsSHAR, BFzHa,
B3 WITLATS, HAAgentZEE “xxxtargz” FiEBER.
cd AgentZ B HR
root@ec
( .\# cd fagent
-rw-r--r-- 1 root root 5199159 Oct 25 09:47 sBbeAhEFQE_hhD.tar.gz
[root@ecs-test agent]# I
B4 PUTLATS, BRIESE “xxtargz” REE,
tar -xvf xxx.targz
[root@ecs-test agent]#
[root@ecs-test agent]# tar -xvf 9syBZIsBbeAhEFgE hhD.tar.gz
ZB5 BT TS, HEABREEHNER.

cd Z/EEHIER
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$1%6

L8

root@ecs-test 192.168.0.16 syBZ AhEFgE_hhD ]#
182.168.0.107_ beahEFgE_hhD ]#
192.168.0.16 - beAhEFgE_hhD]# chmod +x install.sh
192.168.0. 18 7 beAhEFQE_hhD J#
192.168.0.107_9s} sBbeAhEFgQE_hhD]# 11

prwxr-xr-x 2 root 409¢ 25 09:508 bin
Orwxr-xr-»x 2 root

Hrwxr-xr-x 2 root

prwxr-xr-x 2 root

Hrwxr-xr-» 2 root

MWXr-xr-x root

prwxr-xr-x 2 root

rMa-r--r-- root

Arwxr-xr-»x 2 root

root@ecs-test

u
o NMREBLEMARITHITIIR, BEHITEERT.
o NMRRBLEHAINHITIR, BHATLATRIE:
a. WFUTHS, FRINZEMARITR.
chmod +x install.sh
b. MHANBREMAHITIIRE, BHITEERT .
HATUAT S, LiAgent,
sh install.sh

[root@ecs-test 7IsBbeAhEFQE_hhD]#
beAhEFQE_hhD]# sh install.sh

Enter password :

(D) ieA
o HAFZRZRUbantulY, HITUA TS %I EAgent: bash install.sh

o AgentfZF2LADBSSEERAFIETH, EEREIEAgentlt, FECIEAgentEF, #fTsh
installshin <5, BEEEBETIREDBSSHFIIZER.

FELCZBUMER, RBZEKIN. BN, EiHAgentZ=RKMK
start agent

starting audit agent

audit agent started

start success

install dbss audit agent done!

ikl

NRAgentZ=EY, BRHALZET RHIETRAZEHELINUIR(FRAER, F
BEfr&icAgent,

HATLAT S, BFAgentiZFRNETIRE.

service audit_agent status
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MRFEEIZELATMER, HBAAgentiZFIEITIER

[root@ecs-test _9syBZIsBbeAhEFgE_hhD ]#
[root@ecs-test 9syBZIsBbeAhEFQE_hhD]# service audit_agent status
audit agent is running.
root@ecs-test gsyBZIsBbeAhEFQE hhD
audit agent is running.
-

EES LS
o  BXRNIAgenttIFMIERIE, BESWLTE . HINAgent,
o EXEHAgentIOIEMEIE, B NEKAgent.
2.5.3 &% Agent ( Windows ##{E&% )
LiEAgentS, BABFREBERLEIT. BIABNE, BB TRODE

WindowsiEERFIT = EL3EAgent, LinuIRIERFRIAgentZRIEE WL
Agent ( Linuxi#{E&R% )

BUIRSRG

o CRNINUEHIREEZEHITA, BLAIBPRER “Ef797

o  HEECSHINAINAgent

o  EIREXWindowsiEERFAgentZEE .

o  TEAgentTEHNEITRAHEWINdowsRAIRAER , HXWindowsEFhRA

HEK, 152 HWAgentTLALEELEWindows R ERZ L?

ENLEG=

IBIEIRIESURENRELINEBITS, TEURERSNARTRAgent, HURER WY

HREIFSURABIN T :

e ECS/BMSEHEZIEENIE W EEIH=NE2-24F0E2-250 7 -
2-24 — N FIRIEEZS A ECS/BMS BEHIERE

ECS/BMSEE#HEE

STRERRA 67 (2023-04-23) IREUE © ERREARBIRAS 3


https://support.huaweicloud.com/dbss_faq/dbss_01_0318.html

HIEEZ 2RSS
5z =12

2 FHBFHERIIEER SR (Z5 Agent )

2-25 SN RAImERZE— ECS/BMS BEEUER

ECS/BMSEEIIEE

E
1
T

R

RDSEKREHIEERE WEPE D= AE 2-26F1E]2-27F 73~ -

2-26 — P FimEZZ N RDS

RIS ES L e
i RDS:EEEHERE
& - &
RIERESEEETT e
i RDS:EEENHERE
- ) - O
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BFiEr 2 TR EREIREZE®HIT (%% Agent )
2-27 224 R FimiEER— RDS
FAimEEE= L
Z1 M BimiEE—TRDS
e
RDSKZABUEIERE
B o
S —
T AgentTI RAYIFMIHBRANER2-12F7 o
M
SHISAIN FRFNEERE (ECS/BMSEEMIER ) B ER— NI LR, AgentFHE
HIREIRLREE,
X 2-12 L% Agent 172108
ER%= Agent® | HitIngsElEs ARSI
ETR
ECS/BMSH | #iEFEix | AILARITETBIAIEZE | ¢ 1EHUEEIRZIEAgeNt,
IR REROSFRAATES | |, s n e s
IShcs. ECS/BMSESEREIEERY
FEEEERZN BiRAY
HIRERZRAgent,
;&[;s?_é:%?é F_E“L}ﬁ_@ﬁa*a g??;ﬁ%mmﬁ%'—ﬁﬁ o TENFHiwZEEAgent,
i | VSR EESPTEEURENN | o s mmmemE—1
iﬁ%ﬁﬁ e, RDSHY, FRASHEREZRDSHY
N Bin#las 2L dcAgent
RDSERE! | XIRirm ReemittBinSEin | TLBiREEAgent,
HIRERE (RAim | BUEEZERYAEIC
BBAEZ= | R, TEHEITNBIRS
) [EiREIEERAENC
FKo
%% Agent

£ EWindowsEHZE “Npcap” it
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e HNIRiZWindowsEHNBEZEE “Npcap” , BHUTEE2.
o  MRiZWindowsEHFZEE “Npcap” , BHATIUTEE:

a.

e.

i5@i{Ehttps://nmap.org/npcap/ FEiNpcapRifiiE L6 ,

2-28 &k npcap

Downloading and Installing Free Edition

The free version of Npcap may be used (but not externally redistributed) on up to 5 systems (free license details). It may
alsgaba aitad systems where it is only used with Nmap and/or Wireshark. Simply run the executable installer.
ch release is available, and developers can build their apps against the SDK. The improvements
for each release are ocumented in the Npcap Changelog.

* |Npcap 0.9994 installer for Windows 7/2008R2, 8/2012, 8.1/2012R2, 10/2016, 2019 {x86 and xb4).

* Npcap SDK 1.05 (ZIP).
* Npcap 0.9994 debug symbaols (ZIP).
* Npcap 0.9994 source code (ZIP).

The latest development source is in our Github source repasitary. Windows XP and earlier are not supported; you can use
WinPcap for these versions.

BT EIFAINpcap-xoxexeiib TG HEEFTE L RagentBIELINL
WEHEnpcapiRitLit
ERHBARHEIES, Bd ‘I Agree” , WIER2-29F7.

&) 2-29 F=%3% “Npcap”

5. Npcap 0.9984 Setup - o x|

License Agreement
Please review the license terms before installing Mpcap 0.9984,

HMAP. ORG

Press Page Down ko see the rest of the agreement.

MPCAP COPYRIGHT [ EMD USER, LICEMSE AGREEMEMT

Mpcap is a Windows packet sniffing driver and library and is copyright:
() 2013-2019 by Insecure.Cam LLC ("The Mmap Project™). all rights
reserved,

Even though Mpcap source code is publicly available For review, it is

not open source sofbware and may not be redistribuked without special

permission From the Mmap Project.  The standard version is also

lirited ko installation on five systems, We Fund the Mpcap project by W

If wou accept the terms of the agreement, click T Agree ko continue. You must accept the
agreement ko install Mpcap 0.99584,

| I Agree || Cancel |

ERBAIIEES, BF “Install” , FAELREIEIR, WNE2-30F.
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2-30 Z% “Npcap”
{7 Npcap 0.9984 Setup - ol x|

Installation Options

Please review the following options before installing Mpcap
0.9934

[]Legacy loopback support for Mmap 7.80 and older. Mot needed for Wireshark.
[ ] restrick Wpcap driver's access to Administrators only
[]Support raw 802,11 traffic {and monitor mode) For wireless adapters

[]1trstall Mpcap in WinPeap &PI-compatible Mode

< Back ” Install | | Zancel |
f.  TESRHAINNERES, BF “Next” o
%) Npcap 0.9984 Setup -0 X
Installation Complete
Setup was completed successFully,

NMAF.

Completed

Showe details

< Back Cancel

g. B “Finish” , L,
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Npcap 0.9984 Setup -0 X

Finizhed
Thank vou For installing Mpcap

Mpcap has been installed on wour compuker,

Click. Finish ko close this wizard.

82 LA “Administrator” FIPEREIWindows=E#.

H£IE3 ETEHIAgentZES “xxx.zip” EFFZENEE—IBERZT-
FEA HENAGentZREFFERR, HBRERELTEE.

SIS HNBRERRIMSE, WE “installbat” HAT3H

£IR6 LI, REWNER-31FR, RESRERTE.

oo

2-31 Agent 2RI

DBSE Servcie Audit Agent Install

install DBSS auwdit agent start...
npcap existed success
main process file succes

dll file success
dll file success

startup file success

=L 1 i

heck dbss agent config file success
heck log folder success

TBT LEZHE, EWindows(ESEERFEE “dbss_audit_agent” HiZ,
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AP 2 FHBFHERIREZ S W (4 Agent )
SISEHEREE, HABAgentREELN, Bt EH L EAgent.,
R

HERERME

2.6 CIEM

o  BXIRNIIAgentRUFMIE(E, BT E " HhlAgent,
o BXiENFHAgenthIiFMIRIE, 152N EEAgent,

D IR EERN

AgentiFINTRE, BEENHIEELZSHITLAIRENZ ARG N TCPHH
X (8000i%[ ) FIUDPHMY ( 7000-7100i% ) , {FAgentSE LB 2 ERIMLEE
B, $EELEHIT A8 NRINEIREHRITHIT .

RKEBN BT AEIEELZ S EITEAIERNZ 2ERINTCPIMY ( 8000i%H ) 1
UDPtY ( 7000-71008%0 ) »

AR
L EMNIEETLATER IR RAgent TN,

BUIRSRE
o ERNBWEHIEEFEZEHITLA, BLAIRVRESA “Ef77 .
o  HURFFERINAINAgent,
nnZeEMmn
1 BEREEEHE,
2 ARELEAERE ‘X" B, 2BEREALSH = , 1R ‘Re58 > BIEER
2R , HEAHIEEZEHIT ‘287 Rl
T3 EAMSHMS, EF ‘BEEZEHIT > HUEEIXR” , #A “BUEEIIEXR" B
Mo
B4 7F “EESLH” ThSIRES, EEFESERNIZ2ERNAEIRZEPTERIEE
$IB5 EFAgentZEBSIPEE,
BRBIRELMAY ~ BITAgenthIIFESR., FCR “LRTRIP7 , WE2-325
Ro
2-32 ZETEIP
6 TEHURESIERN LT, BE “HFINZeEmu”
TI7 EERBHRIES, CERHIEEZEHITEAN “L2EZR” (Hla0default ) , w0E

2-33fh7R,
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2-33 iR INZeHMN

A INZEHN

BESIT=AMENESEFTELEAN, REMNSEFIES.

[

1K}

HEFR  default

1) SRR

2) BESEEREAER, I

3) |EAAEHN, FaEEm

4) PHEEOEEETCPIHY 8000E2F1UDPHHY 7000-71008 0
5) AmELZAEREIERIIAgentTTRIP, 222

jE e

B B
S8 BE ‘R , HA “HE2AH” JIRFE.

$1B9 1£5%L FHAESIERRAZSA “default” 5, BEQHH “Enter” , FIES
=~ “default” LLBEE,

£I10 BFE “default” , HAN “EXNEE” TE.
LB E&E ‘ABEHl” , ELRERNAB RN,

BREEIZZEANA SO RS EREBSIILET =IPEE 7 TCPHMY (iwO)
8000 ) FIUDPH#MY ( i%[d57000-7100 ) W,

o NMRZZLHEERBRETRINGEMRN, EHITTHAgent,

o WRZZEHARMELETRBIALERU, BEHRITEERI2,
FR12 FHRETRIFIANBERZEMN .

1. EABEMURKE, BE BRI .

2-34 iR INFR N

EFER MFIEFIN H7FEH SEREL{R

PR R —EHE AN : 17 HEE

i

2. 1E “EHSIASERRN” IHEES, FHE2-325hpIRET SIPFINTCPIMY (iwE A
8000 ) FIUDPHMY (i#%[M97000-7100 ) LA, tNE2-35F773.

(MARTY:
JEHBIERT A2 N IPHELE . IPHENEER a2 2 4A
- EA/MPHbfE: {5150192.168.10.10/32,
- IPHBUEES: f5I%0192.168.52.0/24,

- FRA&IPHELE: 0.0.0.0/0,
- L2 flsg-abc,
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B 2-35 “FIMATSEFMN ™ XIEHE

ISR sEeE

‘ O =) AEANNEER (1) | REASHFSRE.

=2 default

wiswn @ 2w wet @ =7 E 1

[[5::%14

| 192.168.0.104

[[5::%14

| 102.168.0.104

[OF i [E=)
N -
BE ‘HE” , STRITIIATEIN

ZERBEHMNFNTRE, BEFTETHAgent, FiRIEAgentdIRINANEEUERE
imak N FimZA<Agent, FEiRIIRVEIEEEERIMIEFELZEFRITES, TR

EEZEHITI8E,

.

2.7 TBh: AREBREZE®HIT

RIS

FHERI

ERIRINFREAgent, BAgentlSiz{TIRES “EFEIET”
HIREZEHITLHIERINRIIZEEHMRN .

£} BEREEEHE.

S22 ERELEGIER ‘XE° 5, SEREALZESRY
2RSS, EANBIEEZEHIT ‘287 RH.

$I|3 EAENSHES, E&F “BREEIIR" , #AN “HiEFEIIR” Rl

, R “RE5EM > HiEE

HIEEZERITEOMEM—F “2FHHN" NEITEE, JUXRINEEREESR
EHISLAINPMBEEIRERTZEH I . FRMEEZE®HITE, EALEERHN
REIEERIEIHER . 1FHIRF, BENEFHITER

%
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R4
HIR5

IEIFERTTRCR
S
2

2-36 H “HUERFYIR” FE

EEER RS BEET=

mEEReET

EERA EEasm)

B
. e =g =N
57
B8 HEEER R IPihizh /O] o BERST HitRE Agent e
—r EfR LadtmysqlEiiEes
L i 192168073 = - .
v o1 sm: MvsQL uTFs e - LINUX62 =i EfAgent =
B 50 :
“= SheeT 192.168.0.104
92.168.0.104 . -
v oz S MYSQL TR o - LINUX62 =5 FAgent =
HERE2pR [ 3
T A 1120:8f
11208£7 e .
- - v o3 HE: MYSQL TR - LINUX64 = FElAgent i =

SRR TRES, EEREAEHITISEELZEH L.
ERSFRRITATETR “IRE7 5, B8F “HR" , FRHEITIE
HITIREREE, ZHIEERN “HiPRE” H “EFR7 . FTREERHERE.
2-37 FFIREURERITINGE

w8 HAEEER. RPN Pttt/ TOE BIERR RS Agent BHF

B AmysqlEEE
U 192168.0.73

~ MysqL UTFs 3506 - LINUXG4. S FEDAgent =4 | e
50 .
- e 192.168.0.104
Vo2 =8 MvsQL UTFg 3:050 . - LINUXG4 EfE EDAgent =A | B
g&: 57
= 120867
v o3 E=id) 21:>QL UTFS 1208 - LINUX54 B3 FilAgent i

FREHEITE, EEREEERIT—5SQLES (fIEn “show databases” ) .
ZREHHE,

ERELSEER ‘Rig” 5, BEREALHN —
2RSS , BAIREZSHIT ‘287 RE.

TEEMSH=ERE “8iEikER” , A “HiERE” TE.
£ “IEESLR)” TRIPIRES, EERFEERIERIEIREETERISEA,

wE “EET TE

, EF “RE5EM > BiEER

£ “BgE)” PREfTAN, %E& , EEFFHIARNERISERETE, B B, SQL

IEASFREETERPEMARISQLUED,

2-38 BF SQLIEH

25 sauiEs EFEIP EuREIP BRI REESR am e ES] 8

2EH SHOW 2020/07/06 17:01:05 GMT+08:00 25
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o MRSQLEAFIRPARETIMARSQLED, IBAgentSEIRERZEHITLAIZ
glﬂl%‘ﬁ%ﬁﬁ, is2RNULGIEAgent SEIEFER S HIT LA Z EEERE?
IEO

.
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3 FHEHERSREERE®HIT (R%E
Agent)

3.1 wiEEs|

db —
B §1El§\

%}Eﬁﬁéﬁ?ﬁiﬁiﬁiﬁaitﬁ’ﬂ ECS/BMSHZHIBEMRDS K RELEIREH 1 TH
ito

ikl

o HIEREZEHITASHFEXIE (Region) . FREITROSIRERESFIGSLERIERY
HEER SR SLAER— X1,
o HUREEFFESSLAY, KARLERIIEELZEHITINGE. IREFERERYIEERZS
Ei‘l‘lﬂ‘ﬁ‘ﬁ, IEXAEIBERISSL, KIDEIERESSLAGFMIRE, BSNAMTXAEE
SSL? .

o BXEUHIBEINFRERE, BENEERRERITHHEHEETIURTEEZAR? -

% Agent HIUEHITEURERE
A BB LR RARA SRR EAgent 5T, ME3-1FR.

% 3-1 i Agent ZEMNX RBVKIRRZE

HEREZER THFRORRA

GaussDB for MySQL FONERSZHF
RDS for SQLServer EABRSZ IS
(e =/ITCfE: 23.02.27.182148 K&

HZ EHIRASZIE )
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FPiEmE 3 FBHHERSURERZEHIT (#%3 Agent)
IEPESEEY SFFAORR A
RDS for MySQL e 56 (56.51.1%ALERA)

5.7 (5.7.292K% A ERRA )
8.0 (8.0.20.3% LA EARA )

GaussDB(DWS) e 8.2.0.1008 LA LR
PostgreSQL o 14 (144R%LALERRA )
(1,42?32331‘,1-;21@: 23.04.17.123301 % | o 13 (13.6/%LALRRA )
HZ JERIBRAZ S ) o 12 (12.10/% EERA )
o 11 (11.15KLAERA )
e 9.6 (9.6.24%LAEIRA )
e 9.5 (9525KLAEIRA)
RDS for MariaDB FOABBZHF
(1 88

o BLIEAgentiRAECERBE . HIR(F, (BIRZ%I T AgentRIDBSSSEAI, SZTIFRITNRE L7

WrER:

o RIEHEN, TERITNER. SKUWERNISTEN.

o  IEREEUEE ST E RGOS .
e T GaussDB(DWS)BRS3 BB BT T FXAREFIRES, REEARKSIIRE

Security Administratorf BREF 7 86T IRk & X ADWSEIRERIT X o

e GaussDBELIAARFEddl, AFEZESEGaussDBEPFIHREFABNTEE:
e  audit_system_object = 130023423, B{FiE&%: GaussDBFAIE
e datastyle=ISO,YMD, {RiEHHIE=Ayyyy-MM-dd HH:mm:ss+Z,,
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3 FBHERMIEEREHIT (%55 Agent )

3-1 %5 Agent ZIEiRiE

HH=#dErFR 2

it

& 3-2 RE(EABIRELZEHITRFLR

SR | EBERE ol

1 ANINEHERE WL EELZEHITE, CEERSHRITIEE
BN INEI iR 2 2 BT SEA,
BHISHIEELZEHITE, CEERFHRITIEIE
Sy E] e e oo = g

2 FEHEEZEHIT | CHEEARHEEREREHITIGG, KRR
FRERZIMIRER 2RI, FRefEREERE
LEHITIEE.

3 EEHIER HEEZEHITEOMEH—F “2HHAN" /9

HITEE, AAHEEEIEES 2 RITSTOIRIAT
BHIRERITHIT, ABHMEEZEHITE, &
AR REZ e HITREEERRNIRIEIERE
FURRIHER.
G
EAILURIR S BRI BRI , BXERE
FHANBEMERE, B2 NREFHN.
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3.2 WLHIRFEREHLT

(EREIEFEZEHITIIRERT, SHEEWLHIEEZEHIT. YEELZEHIHEME S/
BRESN.

LRSRH!

o HUEFEZEEITAZIFEXIS (Region ) {F/H, FEITHEIREX/RIIEIAIE
TR S BT SLAITER— X,

o SLHIEREZEHITLOIBEVPCSH, WiSAgentZTRT R ( NARIEEE
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- TERSREIGIRSAEIRE, EREREENTBFRISEETR.
- IBEXIRIDR, EFEENEFMMAETEEIRIFED.
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S| BE ‘BN, EENNANRESEH.
£F6 EFEEECRAEM, 2LV EFZICRIIFRESR, EFCRUNEN-1A7R.

, 1iE ‘EESRE > ZEIRS” , HAZEHITRSE

SASRRAN 67 (2023-04-23) WA © LR ABIRAE] 116



HIEEZ 2RSS
5z =12

11 ZEITERSS IFHIKRIR(F

11-1 EFHCH

SR

~  cloudServiceln.

request
code
source_ip
trace_type
event_type
project_id
trace_id
trace_name
resource_type
trace_rating
api_version
senvice_type
tracker_name
time
record_time

user

SR EFETENICRAMN,

o] R HFID @ ERER D L) BERE @ 2 #E
dbss DBSS - - normal 2019/12/31 15:32:45 GMT+08:00 =
/dbss/v1 /charge/53d1 26b01667chet/period/order
200
10335446

ConsoleAction

system
53d1aefc533f4ce9a59c26b01667chef
bdd21e40-2b9f-11ea-84f2-451aca75026
cloudServicelnstanceCreate

dbss

normal

v1.10.0

DBSS

system

2019/12/31 15:32:45 GMT+08:00
2019/12/31 15:32:47 GMT+08:00
"'id""cef7561e56f44d21a1ad8771e27b7dcc","domain”{'name""

{"'name™" "id""ce28abd4fdd44e09a34c78709b413689"}

BF ‘EFFM7 , B EQ, NEN-2fiR, BR7

IR FRHEERIEMER

11-2 BESH

| EESEH

{

"project_id": "53dlaefc533T4ce9a59c26b@1667cbef”, A
"context": {

"request”: "/dbss/vl/charge/53dlaefc533f4ce9a59c26b@1667cbef/period/order”,
"code™: "2@8",
"source_ip": "18.33.54.46",
"trace_type": "ConsoleAction",
“event_type”: "system”,
"project_id": “"53dlaefc533f4ce9a59c26b@1667cbcf™,
“trace_id": "bdd21e4@-2h9f-11ea-84f2-451aca75fe26",
“trace_name”: “cloudServiceInstanceCreate”,
"resource_type”: "dbss™,
“trace_rating”: "normal”,
"api_version™: "vi.1@.8",
“service type": "DBSS",
“tracker_name": "system”,
“time": “1577777565771",
"r‘ecor‘d_time": "1577777567268",
“user” {

"name” ]

"id": cef?561&56f4-4d21alad8771527b7dcc 5

“domain”: {

"name": " - s
"id": “ce28abd4fdd44e89534c78709b413639"
H v
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ket dbss createlnstance

R4 dbss deletelnstance

FFESEH dbss startlnstance

KAI=EH dbss stopInstance

=t dbss rebootInstance

SCHPASER L dbss cloudServicelnstanceStatus
CUEZ B EHASL Y dbss cloudServicelnstanceCreate
LR TTEERR L dbss updateMetaData
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13.1 SR FH=XER DBSS

HIRRER

NREFEX SR EAIDBSSHTHRMAISIREIE, EnlLUERSE—BDIAIERSS
('Identity and Access Management, f&#RIAM ) , BIIAM, EJLA:

o IRIEEWAINSEZAER, EERIEARKSH, LEWHREIREERR IR T
IAMAR, iItRTHREE—%2FEIE, FHEMADBSSKIR.

o RIBEVWAFRYEREE, REAFBRIHIEANIR, LUXZEIBRZERIRIEE o

o BDBSSHEZIELEL W . SHAIEMEANTIKSHELRRS, XEKSHES
RS A LATRIEAR BRI T

MRENTKSELEHEERIER, FHFEVEMIAIAMAR, ERILBEAS
T, A fEFADBSSIRSHIE BINEE

AETHENENAPERINGE, BERENE3-1F7x.
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EREBEIRDBSSZIMIEEIRSEZIZIN, IAMSZIFRSIMERIREES LEFGIR .

% 13-1 DBSS ZFANR

AEfmE/R | |k 251 RIS R
BRZFR
DBSS Audit | BiEEZ RS | EHGAE | L.

Administrato
r

HITEER, 1
BREZAEER
£RFATER
AIABR o

DBSS

FullAccess

HIREZ RS
PRERR.

RGTREE
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13-1 LLRAFERIBRSIRIE
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BIERPEFHEN

RAPEFEFEIER

Zx

1. CIERAPEFRN
FIAMEHGRIZARE, FHEFHIEEZERSEERNR “DBSS Security

Administrator” o
2. CIERPHIANBFA

FEIAMIZHIGEIEEBR, FEEMANPEIEEEFE.,
3. HAPERHRIENR

MEENBRERITHS, HRERNK, KIFNR:

KHEA (£%) | BALAEAFE XA, WAITIRER “ERISERA
27, WFEFIEEM “DBSS Security Administrator” HIEEZ SRS LLEHE
RABEEX.
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13.2 DBSS BEN FHE

INRARGTRERIDBSSTUR, FimEEAURNER, JLLIEBENFRE . BENXRE

SR LUZINATHEEARIA ( Action ) 152% DBSSINPRAZZAIN .

BRIEATSHFA TR A CIZE B E X RE:

o A MERIEZBENRE: THETERRIEE, RUMIRESIEIRERR
5. BF. BR. FMERIBRE, JEIEMRE .

o JSONWIEICZEREMRE: JLMEEERIERRG, RIEEAERRIERIEA
A, AU ERAREEANRSISONISIRIREBAS .

B EEsN: IEBEENERE . AFENENEFERAIDBSSHE X RISHEH .

DBSS B5E S RIEH
o N EBNBFESHIRESITIIE
{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"dbss:auditlnstance:list"
1
}
1
}

o RI2: AP RIREIERERTSEA

EEREFERNESEMRIRER, SWIRBERMER. BPHEETRIRE
B, —MERIBERINRERZFEAlowFIDeny, MiE{EDenyfLsEREN

WERIGLEFFIEF “DBSS FullAccess” BIRFZRRE, BARFLERFIHE “DBSS
FullAccess” H%E X RIMIBREIRZERRITSEBIAIR ,, EaTLAGIE—SRIELMIBREURE
HIFLAINBEN RS, ASEATE “DBSS FullAccess” FIEMBRESIZ TR,
IRIEDeny LSRN, WA BILAXS DBSSHITER T IRk BB E SR L AN a1
E. EEBRIERBIUT:
i "Version": "1.1",

"Statement": [

{
"Action": [
"dbss:auditlnstance:delete"
1

"Effect": "Deny"
}
1
}

o RI3: BARIINERER

— P EEXRBERIUSSZSMERI, BT LSS RRSAERIIN, iE
AILIGSEMRSZ AR, TS SIEMIRS UIRARSEENE, BIERE
MBEARSZEZERRRS . S MENEDRBEHRNT:

{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

SASRRAN 67 (2023-04-23) WA © LR ABIRAE] 126


https://support.huaweicloud.com/usermanual-iam/iam_01_0605.html

HIEER 2RSS
FFisr 13 IREE

"Action": [
"dbss:defendInstance:eipOperate",
"dbss:auditlnstance:getSpecification"

1

1
{

"Effect": "Allow",

"Action": [
"hss:accountCracks:unblock",
"hss:commonlPs:set"

1

}
1
}

13.3 DBSS PR iZHUR

MR EEEXEFAE IR T2 RS HITIRANIREIE, BoJLUERRE—SH)
INIERRSS (Identity and Access Management, 1AM ) , IRERNEIKS BREEHE
BER, FHEECEEZAMAR, SIS AST, FRmEFERDBSSIRSS
HNEEIEE.

RIABR T, FHENAMBRSEEUNR, BREFEINABRAE, FEBPAER
FERESEAE, AaeERPEPRIBFRISHENAMIR, X—TEMRITRIN. &Y
&, BRHAUETEBNIRN RS HITIRE.

PRI ZINGEHIERE, DHBEHREE. AELURSHNE, RIAMREAE
—FARIE A B TAFERBEE MABRAVERL EIRANALE] . SRESIZINEINAEH, AILUSH
FIEAMEE. BRAISM, seBREEWINIRE/IMINZEEIRTEK.

SZIFHIRINIR

KBS RGRBIEENRE, NMRAFRBRAHERNER, EERALIGIES
ENERES, FBISERFERETBE X RERHTHRMANHES . RESSIFARE
SAPIFEXIN, RIRZIFRABINT

o PR: RIFEIEBEIUEE.

o IEIUR: EENEISTSISACton, TEEIRE N EEEERRIACtionsE \IEINA,
BT SE IR O REATRL RIS .

o KERAVIZIUIR: EBoActionfFIEXTEfBActionfIKER, FBESMKIRAIACtionEITS
NIZRIR, 7 BESEIIXS AT PRINEE o

DBSS3Z A B E X RESIRININANZR 13- 27 -

x 13-2 #%I%

BUR IR

EOHIEELZE ISR dbss:auditinstance:list
SKENBUREL 2 HITSLAIRaTAM | dbss:auditinstance:getSpecification
&

BEOHIREZEGIPLHI5IE dbss:defendInstance:list
RIBREURE 2 & B iSEf) dbss:auditinstance:delete
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HIEEZ 2RSS

iR 13 (RETE
BURE IR
R EWEHIEEZ 2 HiPLAl dbss:defendInstance:createOnDemand
R IEEZ 2 #H1T LA dbss:auditinstance:createOnDemand
RO EHWIEIRELZSEITLA] | dbss:auditinstance:createOnOrder
BRHUIEEZE/HPf] dbss:defendInstance:reboot
BEhEiE L2 BT Efl dbss:auditinstance:start
KAEIREZ SIS dbss:auditinstance:stop
BEHIEFELEEITA dbss:auditinstance:reboot
St R St SN ] dbss:defendInstance:start
KR EZ £ RHIRLA) dbss:defendInstance:stop
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BNT7OREX A
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8 EEMDAIERTSIRAA
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FEARTURERX L
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o GFEINIEEEMN

o BEINTIEIR
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X7 M BT

2022-01-07

BT IXREX K.
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