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RIEAERTRESH, HP ‘KA’ &F “BfkF” , “XRIKEID” 1554
FigRA “IMBID” , “XYigVPC ID” IHE4HIERA “VPCID” , B8E “H

[l
o
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=FARSS =R
FFisr

2 EETFULES

TR 2:

10.

& 2-4 CiENISEIER:

BN

EFEFIRVPC
£ EER peering-7eaa

v VPO vpc-3c5d -

FEvPCRE:  192.168.0.0/16

EEERVPC

¢ HmEE 1D
i F BRI R D

£ THEmVPCID

FE5NMER, WFEERRS ‘BEET .

555 ° ,ﬁﬂHVPCXJ‘%J_EE%EH” FIXSEEER NS . FLXIFAIERHFRARMN
?]‘iné&’fiikﬁﬁ% HJLISE “RIVPCRIEFEREIRM (IBAFKEE) ™ #1T

NINERAAT “ BRIELLE” BS44ICREAY “VPCWER” o BERIRIORINGE, B
VPCHIEESBEIE T -

(A% ) MREEEEHEF THREFNHNERRES I A ZIFTRIEAIEE
L, EESERREEHITIRE,

Hlis

iEid ADB iEZ=FH

BREURRSE.
ZKiﬂj:—FdﬁAD BIE‘#JZ{?E%HE?D BE o

ﬂilcﬂhttps.//developer.andrmd com/studio/releases/platform-tools, ERHE
A EBImMESR “English” , #3F “Download SDK Platform-Tools for
Windows” ,

MAERRAS 19 (2024-03-25)
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https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0046655038.html#section6
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0046655038.html#section5
https://developer.android.com/studio/releases/platform-tools

=FIARSS =R
FFisr 2 EETFHULED

2-5 & ADB TH
Downloads

If you're an Android developer, you should get the latest SDK Platform-Tools from Android Studic's SDK Manager or from
the sdkmanager command-line tool. This ensures the tools are saved to the right place with the rest of your Android
SDK tools and easily updated.

But if you want just these command-line tools, use the following links:

= | Download SDK Platform-Tools for Windows

» Download SDK Platform-Tools for Mac
= Download SDK Platform-Tools for Linux

Although these links do not change, they always point to the most recent version of the tools.

BB RIIHEEFRAIE “| have read and agree with the above terms and
conditions” , B “DOWNLOAD ANDROID SDK PLATFORM-TOOLS FOR
WINDOWS” ##{7T% .

3. fRIEADBIELRES ({BRi&Jfplatform-tools_r29.0.5-windows.zip ) E=ARSSSE
IEEBRT (PATH) .

4. HEAN “PATH\platform-tools” B,

5. WITUITFADBSSIEERF .
adb connect fRSSESIFIP: RS 2E S IR
RSS2 MR 0 PANBRSS 28 M I im RISAEN A =L an T
a. ELfISERE, BEGHERN=FIEIR, #NFBR.
b. & “MARO” XIiFFKENIRSS = ISttt ,

2-6 Wi A
iz m!

MFRER Scil itk BEESEE s it

adb 10.237.0.61:5555 172.31.248 213:4673

VAER2-6 RSS9/, ADBAR<I:

adb connect 172.31.248.213:4673

GIEMEFIRSSBNEEFSipve, =FNIFBERSWTE7MR, BEINEFEE
ipv45ipveRISCHlttb it FNARSS S a ittt , WS0friwOI4ERE] .
BidipveitbhitiEiZAIADBER Sk

adb connect [2409:8¢85:80:32:cb7e:97e3:424:1286]:4615
CGEERIRIES )

2-7 N AiwE
Jvigsiiu]

RFBEER SELEN BRSSERISITih

10.237 0.32:6555 192 168 0 484615
fd00-aed:20:5555 2409:8c85:80:32:ch7e 9723 e424:1286:4615

6. HfTadb devicesis<, KNHRIRORECIEE,
EERINTRUMEER, TTEZERIDD

adb

SZAERRAN 19 (2024-03-25) WRIERE © HERRARBIRAT 12



ZFARSS =R
FFism 2 EETFULES

List of devices attached
172.31.248.213:4673 device

7. PUTIEXADBERS, FRRIE=F.
(0 %8R

ADBIEZAIHIEHIE, BT W THEE:
o ADBIEEZFHIAHRE “unable to connect to :5555” ?
o ADBEIEZSARRT, dfTRER?

HBXERIE
o MARTREFHEE?
o WAEREEFHHLEAPP?

2.4 ADB A3, (221 )

BT A REESFNSCEIRT, EEAMIPEREERSE L, FEELEEISSHEFE,
ENADBATL ( M ) BIEFNEE: FBIISSHENE; @BITADBEEZE=FH, FXFSSHEE
BFADBIINEIEEN “BAEES” .

BFEEZFVINRETLUARMIZ S, B R EAIEE, HEEFERAR
%, AHISEINRIERZARIE, Windows. Linux. Android OSagmacOStJa], &
2YELAWindows Z & 951 o

BUIRSRY
o  Z=FHELFPRESHIA “iBfTh” .
o EEEIipvettIhEEIME=F, FHRIESIEMRIRSZEFAERDIINE
FHFipv6,
EETE

$EI7SSHEEERI, MRARERZFINNAMISEESLESSHIRS (1BSILATHAZR
WIS FERESSHIRS? ) . BEFEERZFNEERFS, SR ESIE:

1. REN=FHFAEXIEHIIEID,
BiET:
a. HFEALABFENTRZIERS, &F “BAEILE” .
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https://support.huaweicloud.com/cph_faq/cph_faq_0024.html
https://support.huaweicloud.com/cph_faq/cph_faq_0025.html
https://support.huaweicloud.com/bestpractice-cph/cph_bp_0001.html
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https://support.huaweicloud.com/cph_faq/cph_faq_0020.html
https://support.huaweicloud.com/cph_faq/cph_faq_0020.html

=FARSS =R
FFisr 2 EETFULES

b. & “APIEIE > IMBSIR" 1, REFFERRNZFIAEXER “IEID” .
LA “HefR- Eilg—" Ff):

IZAID J= L8 = FiEkXi® |=
cn-north-1 bdtE—
cn-north-4 tdb-dbmm

‘ cn-east-3 et big—

(RERIY::|
ZIBIDREZTF 32641, NIBNEI3 G EREEISSHFBEIIAFE .
2. ERE—ANAHIZEPEERE SENIRO, BRM=FNELER,
oL {Tnetstat -andpS, EEIROLABER:
WNTRE, 6667ixOE#MEMER S ( 27RLISTENING ) , M1234i%MOZ=HA,

22 s\Administrator\Dovwnloads>a
3. FRE=FHERELE, BI=FHBAMNIPSRE. BiENT:

a. HE=FHURHE, BEEMNSHER ‘TSR | BhEFERRFIISLA
BB, HENFBRE.,

FrEiETiE ik - e R
EER/ID wE SEBHTE FilRg HERER =hREE B
e acce;JcZ?Zeemals:az = ;Ezi%gzgirccsmwa PRI soser11 s dopE ER =S EE
;aehaiar*%a:w:;‘I:a:aasc-'azh'-: 5= izﬁgﬁlrccsmﬂﬂ ml-epesodivel AOSPTI1  &F/aR ADBIERE | R EE EE
Ee}daﬁaﬁc-cs?l:si‘lz‘;cas1Bz‘scd'ceﬁ =5= ;E;Eil;fl'ccamalé PP soser11 mian ADBIEE =R =2 =8
;ml3dhBSﬁz.ll.ba&!:c‘jﬁ;!hh?ﬁsa:dhi EE= ;E;i%;;;v:rccamnes PSR soser i1 mes ADBER | ER EE | EF

b. & “MAIwO” XIHFRENADBR XS RZAISLA S0 ittt
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=FARSS =R
FFisrm 2 EETFULED

MERO
SR SR e BB R Wittt AR

adb 10.237.0.61:5555 172.31.248.213:4673

inner 10.237.0.61:50000 172.31.248.213:20295
MR

o WIRAWXLARSHRA, ASKEREFEEN TNAKRKD, XBELERXLROE
B, SSHEEEN S SERBIARNADBIGO—#, RTEEE=FHMITiEE
RIS i ORI = FA LS tb RIS .

o HEREMMARAONAET “ARMiAE" , Witk RRXNiRORIARSEM
it, APYLEEAM+ItRONSRERLREEFN, EEEELENE

o EHEBERFHARSSEBINEZEFZipv6, LAIEIREISERTEIR, £174
SERmIrRYipveittiit, EEAEETipveiEE R FHIBERZIIL .

4. FRENBRSS=RAVAMIPHBLE . F5iEANT:

ExFiEdE, BEENSHR “IRSBREER” , ERSH[MAET, K
“IP” SERIEYE.

£ Q||C
FREE. BE. s SRR EiAM Fill.. P HEER 1B
cph-003738 - physical rxl xlare JEFE | 24| 1068 KeyPair-a 60 g;‘;’ EECFH | BaEET EE v

(1] %88
o NMRBEERSEE, BRIEZFINIHRAIM=FIABRSEEHN—S. flan, =F
HIBZFRFcph-test-1-00001, BRANTRAYARSSEEZFRcph-test-1,

o EHRWIRFHIRSRINIEEFRipve, AJLMERiIpveEYEEZZF, RSS=[09
AMipveiHERFRSZFFFEE, HEEL—F ‘NAKRO" Xig, “RSI[/UER
ihit” SIEF.

5. ZRENBRSSERAVETANI PRI NAYFASHN (HEARAYRFIRZ, RISLZFHARSS ==
SR6FPEIZ AR RFEAUAIFAAIEESE, a0 C\Users

\Administrator\Downloads\KeyPair-a49c.pem,
BEAXDKNG, HEFHMERERNER.
(1] 5288
INRARSSROVBARIATI RAIFASES R, IBSEFNANGER, BAD? -

IR 1: §#37 SSH xE
1. ARSI HGSERREEND, LAWindows 108 {ERZ 6, F5iEuTF:
BEET “Win + R” , fE3 IR0 “iz17” XHEEFEAcmd, 1% “Enter” ,
2. WIFUAT®S, EISSHERE,
ssh -L A HiRO:=FH KTt SSHESERRPZ@2AMIPHEIL -i FAFASZIEES

{2 -o ServerAlivelnterval=30 -Nf

B2 YRR R IREN G TAN A -

- ATFRIRO: BREREFENAIREPEERE SHNKRO, Bidixin
FBRESS =FHIN BiwO . SRENG N2,

- =FHEIHBIE: ZFNBOAMIPSIRO . KEGRI3.

- SSHEEBEARPE: =FNAEXIHZRIIMABID, KEHER,
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https://support.huaweicloud.com/cph_faq/cph_faq_0010.html

=FIARSS =R
FFisrm

2 EETFULES

- RIPHBLE: BRSZEEAIAMIP, SREXS N4,
- %\f}af(ﬁ:ﬂg?éi BR3322R9 = EBRI FARd M AOFASE S TE AR HERYRIFIR R o SREX
L5,

BRRAMTRAIRO 81234, =FHEEFHEIEY910.237.0.61:5555, SSHEFRERAFE
J905eT1aexxx, 2NMIPHBHEFIXXX XXX XXX XXX, FASAS(HEZIRFIC:\Users
\Administrator\Downloads\KeyPair-a49c.pem, @<

ssh -L 1234:10.237.0.54:5555 05e1aexxx@xxx.xxX.xxx.xxx -i C:\Users
\Administrator\Downloads\KeyPair-a49c.pem -o ServerAlivelnterval=30 -
Nf

ZAp SRTMAMPCEII— PN EIZFAHNBISSHIFE, FERAMIROE AR, 1K
IFASHBPCHY1234i% 0; AR ARPCHI1234i%O0RT, BIEHIBISEBEREIZF
HAY5555i% 0
WiTapdfE, SSHERSERENTHRENRE LR, MITELIREHER
“ Authorized users only. All activities may be monitored and reported.” Bl
SSHEX B IZAKIN
MERTY:
BN ERFH RS EINEREFBipv6, TLAERipveiEIIFEEE=F . pSEMEF
ipv4—2, fign:

ssh -L 1234:[fd00::aed:96]:5555 05eTaexxx@ XXX:XXX:Xxx:xxx -i C:\Users
\Administrator\Downloads\KeyPair-a49c.pem -o ServerAlivelnterval=30 -Nf

S SSHERBERIHMIEHIE , BEE W THE:

o BEAMIGE=FYIA, BIZSSHROEXM T, AfaiRR?
o FEVSSHEXERHREE “too open” ?

o FEEV/SSHEXERTHRIE “Permission denied” ?

o FBVSSHEHERIRHE “no match mac found” ?

o UHIH{FRIEFSSHEIEARTHRE?

8B 2: @I ADB EE=F

1.

T#HADBIE,

15ialhttps://developer.android.com/studio/releases/platform-tools, 7ETIHE
A LEEMES A “English” , %82 “Download SDK Platform-Tools for
Windows” .

Downloads

If you're an Android developer, you should get the latest SDK Platform-Tools from Android Studic’'s SDK Manager or from
the sdkmanager command-line tool. This ensures the tools are saved to the right place with the rest of your Android
SDK tools and easily updated.

But if you want just these command-line tools, use the following links:

* | Download SDK Platform-Tools for Windows

» Download SDK Platform-Tools for Mac
* Download SDK Platform-Tools for Linux

Although these links do not change, they always point to the most recent version of the tools.

i AIIHEIEPR A% “I have read and agree with the above terms and
conditions” , &3 “DOWNLOAD ANDROID SDK PLATFORM-TOOLS FOR
WINDOWS” #TT% .
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https://support.huaweicloud.com/cph_faq/cph_faq_0016.html
https://support.huaweicloud.com/cph_faq/cph_faq_0017.html
https://support.huaweicloud.com/cph_faq/cph_faq_0011.html
https://developer.android.com/studio/releases/platform-tools

=ZFARSS =R
FFisr 2 EETFULED

AR
WMRETEFE) LidRLL, e LAREIN T T
https://dl.google.com/android/repository/platform-tools-latest-windows.zip

2. T#HEEF “platform-tools_r29.0.5-windows.zip” M4, ##EiZzipI{EZERE
ERBSH, #fn “C\Users\Administrator\Downloads” .

“platform-tools_r29.0.5-windows.zip” XA4FRIERAS “29.0.57 (X ARMH, 15
PASEPR FERVRRA S
3. FIFHSIERGEO, A “C\Users\Administrator\Downloads\platform-
tools” HZ.
(1 #88

LB BSSHEEES, MRHITEISSHESE&SEIZTR “Authorized users only.
All activities may be monitored and reported.” , {BIRIFZEOAKT, FEFFTH—
TR E O T AT RIRE

cd C:\Users\Administrator\Downloads\platform-tools

yed CihUs Administratori\Dovnloads\platform—tools

AdministratoriDownloads\platform-toolsia

4. HITUNTFADB®m <, BIEES=FHIRIADBIER .
adb connect 127.0.0.1: A b= R
Heh, KibzRIEO A2 ERIZEREO
f5: adb connect 127.0.0.1:1234

sadb connect 0, 1:1234
¥ daemon not runn ting 1t W o1 port ol ¥
* daemon started =

(AR

ADBIEEAIHMIEHIE , i52E W TiEE:
o ADBEEZFHAHER “unable to connect to :5555” ?
o ADBIEIEZSAET, GMaRER?

FEERE
o IMIRR=FHEME?
o WEERES=FIHLEAPP?
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https://dl.google.com/android/repository/platform-tools-latest-windows.zip
https://support.huaweicloud.com/cph_faq/cph_faq_0024.html
https://support.huaweicloud.com/cph_faq/cph_faq_0025.html
https://support.huaweicloud.com/bestpractice-cph/cph_bp_0001.html
https://support.huaweicloud.com/cph_faq/cph_faq_0013.html

=FARSS =R
FFisrm

3 =TFHILHIELE

TR

=FEHIEE

3.1 EE=FHLAIFRE

AEBN

BIESRR

g3

HIMuBEI R e 'R FIEAIRNIFMER

EIEEHE

2. HEEEHEELA, BESFEESTFIAENXE,

3. HEERSBIIRI, i&F ‘UHE > ZFHBIRSSRCPH”
HEANTFHIRSSRNE .

4. BEAMSHI=RT “STHIEER” .

5 E=FIR, BE—NZFNLG, REEBMENFERE. ETUEER
FHAUNTMER:

HAEE
BIELHIZFR. K& FEHUD. IMEI, EKRIDEF,

IMEIAEFREENZEIREIFS ( International Mobile Equipment Identity ) ,
BIBEFMZINFEN “‘FIIS" , BFERmBEIEREPIREIE—EIHIIAIF
NERhBERS, BATFNNEMIE. B—&=FIEEE—RIMEL,
jvdzEhrm|

EEECARYadb R Fim O &% FE M SERR S5 28A B e MM Aim [, X3 hr Xk ELAR
5588, LBUAIRAL7000507001i% 0, HAIEF=IEEEFPiGEAFIHS web
MITTHEEN o

3-1 ipv4 FHLNHiwO
izl |
RS STk hE BRERR S b T

adb 10.237.0.61:5555 172.31.248.213:4673

inner 10.237.0.61:50000 172.31.248.213:20295

SE S Ot RO AR SS sE i T st i A T iE R =T, ERFARIPHEE+iR[(1S4H
B, B—anFIEERIZAFATIP,

MAERRAS 19 (2024-03-25)
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=FARSS =R
FFisr 3 =TFHILHIELE

3-2 ipv4/ipv6 SEFHA AixRO

BIFBEER SO EREE LS

10.237.0.32:1234 192.168.0.48:20150
d00-:aed.20:1234 2400:8c85:80:32.cbTe 0Te 3 0424.1226.20150

Wi = FH =B FEipv4SipveRISE Ittt FIARSS =R ua I stbiit, 4507
i 48E

3.2 EF=FHLH
RSN BB A ERRFNLA.
(0 8

INRRAADBL EERFHL, adb rebootisSABEARERZFH, HEABESHAFIN
I% . BEEHAHERAPIRITER . BRAPIERZFHNRESEEN ‘BER=F .

RO
o BRIERREFIFEXHERE, BIEXHEL.
o EFHUATH “IE(THR B KN ARHTER. HRES, tan s
“XHAR” D BT STEBHTER.
BIESER

. BREBIEHE

2. HEEEHEELA, BESRIFRFIEERIXE,
HFIRSIIRR, &R “HHE > aFHUIRSIRCPH”
HANZFHIRSSHRNE

4. BEAMSH=RY “SLHIEE .

5 E=FHIIR,
- ERAFERNZFNLG, fSEHEAN “HBE7 I8 ‘ER7 .
- BEESIFERNFNLE, REXFFIRELSH “ER7 .

6. FEANERS, BE “HE” .
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https://support.huaweicloud.com/api-cph/cph_api_0515.html

=FARSS =R
FFisrm 3 TFHILHIELE

3-3 IAER

HEt

=

EEmERFMEHERT. HEES!

BEEFI (1)
THIZE s SO FHEE irmms
philgg-testai.  © B5E et EECY
SFErEe

ZFNELFIRPREES “BRP7 , RRHITERRIEMR.
(11 ¥R

o EAHLIAIE “EFHFIIRE™ , FRARKID, RELZFHNERER. EENTET
aB=nFH, ALt SERmFHIRGIER.

o HAIFHGRIRAaospiRBGIEIERHRAMBRAa0spiR& (Hlilaosp7HEK
aosp9) , {ERIRERTERDHIZSR FTERIRAEIEESIRARE TAERBAIKG . FHitt
NRERBREBAFEIEIGEINRK, EFREREEREEIINGESINRERERSTH
o

HITER
EFNEZFIERRE, HN IBTHR" RS,

f8>< API
BER=F

3.3 EE=FHLH

ZFNEEEBTFIRIRMERARERNIRE, ZFI~ERREEIEESEMR
bR —REBTF=FNARHERELERENH= .

A ER
ZFNEERLEIRE, BIERERE.
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=ZFARSS =R
FFisr 3 =TFHILHIELE

BIFSR

BIEEHE
T ﬂ}ﬁAEL% EIRFREFNENXIS .
ERSYIERR, ®F T8 > =FHARSSEECPH”
HA=FHIRSSEEE
. BEAMSHER “LAISE”
5. &E=FHNIIE,
- EEREAEEENZFNIA, BEaM “BET 3 ‘B8 .
- EERSNEEEN=FNELA, BELFANIRE LS ‘B8 .
6. EwalmEik+t, BE “HBE” .

3-4 IRNEEE

BEESN (1)
SBIEE %5 BT e Pt
cphlqq-testal.  © EFE S e aE/as
sx=nae

SFNEPIRPREEZ N “EEHD” , REWITEEIRIERII,
AR
o ERILAAIE “EIFFHIRB , HBABKRID, KELZFIARE . ERISAET
B=F, JLUSLSHHEELZFIREIIER.

o ERBIEE=FILHANSRNEREIRAEE (ANEZaospoFHlikaosp7iER ) |
AEERIER A tadbERNFIEL, FEEHITIIF®S: adb disconnect ip:port,
ﬁmﬁ'iﬁ?l_}znn/v\ adb connect ip:port, ABEEZIFHEE.

HATER
EFYLOEERS, WA BTF RS WREENEFNLOLT " K
ﬁ,EEEQEQFMO

18 API

EE5ZF

SZAERRAN 19 (2024-03-25) WRIERE © HERRARBIRAT 21


https://support.huaweicloud.com/api-cph/cph_api_0514.html

=FARSS =R
FFisr

3 =FNEHIE

b

3.4 XIA=FHEH

AELMEITEI XA ZFIELL.

BSR4
o  XHNBENBMFR=FIEXEERTE, BLIESEESK,
o Z=FHIKEA “Bi7Hh” AeeHTEN . BT, tban ‘8" . “sliEsp”
FIIREEHITE o
BRMES R
1. EBFREEERFIS.
2. GEEERTSE LR, BEFRERFIRENXE,
3. TERSBIIERR, #EF “ItHE > =FHVIIRSSECPH”
HA=FHIRSZERH
4. BFRAMSHER “SCHSE”
5 E=FNIIE,
- EEREAEXRINFYLA, BRAM BET IR “EE > K .
- EERSANEXRIN=FYELA, BHELFIFIRAE EHE XK .
6. TEAMNERP, BF “BE” .
3-5 FfEIAXH
b4
%4
FETERERETHEEE, HrEss
BsmEF (2)
T ZER w5 b FiEg e
cph-00373.. ETE i’?ﬁiﬁg" 106 ADSPT a%F/ak
cph-00373.. =TH iﬁ%ﬁgj 106 AOSPT. aF/al
BN
ZFEVLHRPRET R “Fieh” , BRWITEVIRERIN.
PITER
ZFENLBHIXAG, HN “FH7 KRS,
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=ZFARSS =R
FFisrm 3 =TFHILHIEE

FE< API

KAZFH

3.5 IZ=FHEGIZFR

AEL M AITEI R S IE L F LRI

BIESR
BREWHE.
. EEEEHAE A, BERERMEEFNMENRE.
3. TERRSBIIEN, ¥EE “ITE > ZTFYUIRSEECPH” .
HANEFHIRSSBRE -
4. PEAMSHIEN “THEE”
5. g;iﬂﬂi,&E%E@&%WME?M@%,EE%W%%QEﬁ,mA%
No

ERURRANTANE: RESMBYFE. BF. BXFH. -, HLEAH, BK
EH1-601 54

2

3-6 {E=FHLAIZFR
SFD

Cpn-new-name

Eal =

6. BE “BE” , MERER.

f8>< API
BUZFHUER

3.6 EMT=FHISLhIRME

AETNEINMTEIEHSEFZFILONENE, ttilFmisS. RE8S. 2
SRR . REEEETSF.

iy

BAFTER
. BREEEHA.
2. EEEEHAELA, EERSRERFIATEIRE.
3. TEIRSBIIER, ¥EE “IHE > ZTFYUIRSEECPH” .
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=FARSS=R
FFisrm 3 =TFHILHIELE

HEANZFHIRSSH|RE
BEEMNSAH=RY “LHIEE” .

5 E=FHIIR, EEFTEEHRENZFNLE, BEEM “BIE” 7189 “BF
=ZFEMR" .
6. FEANERT, WEEMEID, EXXNNNELE, BE “HE” .

3-7 EFnFEM
Hf=FlElE
2ERFN (1)
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ERE . BSBXTERYHINERTESR “8

BRI
MEABO | SREEGE HEH0 6, 2SR, & | key
BT =EN SN RS G, 10001

o WRABM: MIHANERNFHE, FEAX | ok
f#¥x “ADB” , K/N\EREFEEASEAIT.
o I®[M=: #£0~6553522(d],
o NMipIE
- @R, FRAUBEAMGEIEFIZN

FiwO, BIZFHRINAYROELARARRS N
MRS R AN EEREELN, TH

ENAETEIE,
- A@ikht, RRREGEIEFRIFAE MWL
i,
o HEEAIL “RMiHE" , WREDEACH
RSl
o ZFHRSARNEFEFTANROME DR
£,

9. BFE ‘“T—¥: WIANEE’ , BIUBREZIER.
- WAKIRE, BE MEMER .
- MREFEEN, BF ‘57, EBHSH.
RREXRAFE20~30%, RS=[DIRING, Ra=BItZFaFil.
ZFHIREELS “iBi797 B, £ FHLEIEER.
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=FHIRSS 22
BPiEm 5 {5/ AOSP IhRE

5 {EF8 AOSP IhiE

5.1 ik

EALAER=FIAOSPINRE, wEcERCHInitre, FRBMTFHEMNIZE, REGPS
EMMER, KABFRIPE . EEFAOSPINREZ AT, BMREERD TR=FIRS
XS, FRERBESR ‘FENE” .

AR IR TR AETFI, qemuBREARIF.

5.2 Ezh%t App 81X

TheEeN 48

Z%ApplEY, BT N FAFTFEER .
(ERGE

BEEHR=FIEMEAPEEO, REFVEMro.permission.changed=1,
23R

o OFRTAMWMFNR, 1RFWMF .
o REVAIEX.

N 245 = TS
5.3 B INFEEE R
INRENA
BERNEIEER F . IBETFHABGS. fliE—4EnE R FENEHZFIIRG:L,
ERBE
1. MEHEIAEREN2020.109 (&) BHIEZ.
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=FIARSS =R
FFisr

5 {#F AOSP IhgE

2R

2. FRBEIRREIIERAFNREGR . &Rl console FBHEBRFHULHIE TR
55, WEARERZFIAPIEOEEFIIEER.

3. HEBRFI=FH/data/local/tmp/B&R T . Fl4N/data/local/tmp/pic.jpeg.

REFHEMcom.cph.cam_local_pic_path=/data/local/tmp/pic.jpeg ( ATi@EL
adb shelig®, FAEHF=FINEEAPHEORERM) . REZAIEY.
5. FIFF—F0RAREELAIAPP, BIRT S HIEHE A .

o =FHRBGIRAEE2020.109 (&) FRREK . FIIRGIJINSIHEIESEIR
B,

o ERTESRIEN480%640, DHHERAI480%6400, EIR ARG rIsE=K4E
o

o BERFRX#Fjpegilpngt&t.
° FEmfE/data/local/tmp/i&1E T .
o ERSBRZEMDN644 (rw-r--r--) o

5.4 Z=F4/l root R

TheeNA

(ERT5E

LEAERFILERINA, BARErooti iR, =FHURMHAATENASE—ZFrootl
PR, a8 NARREE 0ot RAYSGIE.

FERB RS —EFrooti iR

WNRIRHEEFY EHFrE N BEEE oot R, BETEBRE=FIAPHEOEZEZEN
B E Mg Ero.com.cph.non_root=0,

AEANARREErootifR

MRIEFHFEFH EHIFRFEMNAZAEE oottt R, HBEITEFEFHAPHEOEZEERF
NEFH B IR Ero.com.cph.non_root=1,

AiE, ALUETIA FarfTRIMRE S N ARIrooti R .
FItEERI N FAME T rootABR -

adb shell cmd activity add-root-permission <PACKAGE>
J9tEERIR AR rooti R :

adb shell cmd activity remove-root-permission <PACKAGE>

isPRETEECET RN FIAYrootiBR :

adb shell cmd activity clear-root-permission

BECE BB roott RN FEYIZE:

adb shell cmd activity show-root-permission
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=FARSS =R
FFism

5 {&5Fg AOSP IhgE

2R

<PACKAGE>ZIEN MBS .. ®EE, EEEBRMNAER.

5.5 FHLEIERIZ

TORENA

ER75E

)R

XFFEFBEX BT

Z X B SRR A SZ 442 /data/local/tmp/extend_custom.sh,

o HIARSI{4IRIZS: /data/local/tmp/extend_custom.sh,

o X{HEHArootiroot, IHIPRA 750 (rwxr-x--- ) , WIRAIERSSEEIAT
EHAT

o FERFEH-

5.6 BaI&% App

ThRENA

ER75x

2R

ZEEApp, L RSInstallerREAY, Bii%EFIZTRNA.

BEEFH=FIEEAPHED, REFVEEro.install.auto=1,

o OXTABNEE, 1FXRENTE,
o IREVAIEN,

5.7 BeElEIUE R

ab
ThEEN 4B

(ERT5E

Pt = AR o

BEEHZFIREAPHEROEEFNEHNRELE, REFIEMLE

com.cph.mainkeys=1,
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=FARSS =R

FBFisE 5 {#F3 AOSP IhRE
£95R
o OFRRAPRE, 13X
o HEFEEN.
5.8 [REERIRSE=
IHEENA
PR = FHIREE .
ERABE
BEEH=FIEEAPHEOESFNEHEM, REFVUEdisable.status.bar=1,
£95R
[ ] O;E/_J_?Z:B:%\gﬁ y 1 i%ﬂ_?ﬁ%ﬁ o
o HEFE&EM.
5.9 ZHBENR AR
RSP NFEE]
INEEN 4R
THEBNRE (BEFE LA HEAES @ Toast ) , PR RN BRYBIERSHEE
H.
ERAE

BEEH=FVEEAPIHEED, ®EFVEEro.com.cph.notification_disable=1, iZ/&E
MRS, BHRFEWEZER, NRIITEESEMIEToast FXFTH, BRNEEFH
[E%¥ro.com.cph.toast_enable=1, LtIYREREE_EHBEHANERIBIHFHEER, MToast
=R

AT
e ro.com.cph.notification_disable/gt4, 0FRRAIFEL, 1FXRZELLER,

e ro.com.cph.toast_enable/g¥, 0FRZ1tToast, 1FR R fiFToast,
o ITADER

ZRtaE N ARYER]
ThEEN 4R
BHEZR, ELRBENNABHEILRXESE.
(ERADE
HEXEC B 4RI B& 12 /data/local/config/NotificationAPP,
KR
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BPiErm 5 {&F3 AOSP IfAE

o EEMA: ${package_name},
)
com.aaa.bbb
com.aaa.ccc
com.aaa.ddd
o HINPRI9644,
o EEENHFERUNXRITRFNN) .
o RDARL,

5.10 XA RFRP

ThEeN A
FUAPP, EXNLREEEKRIFEF, SRR . IREEAZFNRG2EIE
MREFERERERE, WNEBIRGEIZFNNEEIEAER, FEXA
HRRIPHERZFINEA I UERIEFEH . BTRE
com.cph.disable_fb_permission=1g1%, T LAXIFEH, EIEFIEIEHIEFR
(ERE=E
BEERZFIAPIEOESFINENELE, REFIEME

com.cph.disable_fb_permission=1,

o OXTREUEBRE, 1¥TRATFEE.
o HEREEN.

5.11 I&=HIEMER

INRENER
ZFNEIEMEEEIEGPSEIE . Bih{SE . WIiFi BSSIDEE, FHiRHitbIEiReE/1E
HIIBYRADINEE .

FERABE
o GPSEUEFIEINSEAGEN

£FHadb shelFriEZE R fTecho "SHFIE (SHziEA “” &) " > /data/gps/
fifoo

24451

=~

echo "longitude=113.370592:latitude=23.123642:cell_type=GSM:mcc=460:mnc=2:lac=37107:cid=263496967"
> /data/gps/fifo

o GPSEUEFHLEN (EERIEZEEALT)

{iﬁﬁ BB = SDKMBRIEIFEEENGPSEIE, F(FEHO_NONBLOCKIEEEA
EAN
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=FARSS =R
FFisrm

5 {&F3 AOSP IhgE

=S0TR

#define GPSFifoName "/data/gps/fifo"

if((fifo_fd = open(GPSFifoName, O_WRONLY | O_NONBLOCK)) < 0) {
ALOGE("open fifo "%s" (write) fail, error = %s\n", GPSFifoName, strerror(errno));
return;

}

[EmdSHEFEBEES “7 #179E

char* cmd = "longitude=113.370592:latitude=23.123642:cell_type=GSM:mcc=460:mnc=2:lac=
37107:cid=263496967";

len = strlen(cmd);

if(write(fifo_fd, cmd, len) != len) {

ALOGE("%s: write "%s" to "%s" fail: %s", FUNCTION, cmd, GPSFifoName, strerror(errno));
}

e  WiFi BSSID#&i#l
HENEZEWIFI BSSID, ATLAEIT IR EE M com.cph.wifi.bssid#{T&E#L .

Z55):

setprop com.cph.wifi.bssid 02:00:00:00:00:00

o GPSEUBIIEILEESHIIE

= 5-1 GPS #iE
2% 15iRH =EY | BRéEE | 49%
M
latitude | &, WAIR 226575 | BYESE
Jt&EHIE, Bk 01 El: -90.000000~90.0000
S 00
By E(°)
longitude | &E, WA 114.055 | BYES®
IRIZHIE, TR 939 El: -180.000000~180.00
B, 0000
By E(°)
altitude | iGRSE oJi% 51.0 Bfiz: K
speed RE aJik 0.0 BAf: 2K
bearing | FEH- 1pvic 30.0 EUESEE: 0.0~360.0
0°FR~IEALS By E(°)
[, 90°FR1E
7R, 180°F&/R1E
M, 270°%&RIE
i)
accuracy | ENAEE aJi%k 90.0 BAfi: K
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=5-2 BinfER

28 15AH BEY |49%R
il

cell_type | EiuhzR! WAIR AJEY&E: GSM. CDMA., WCDMA,
LTE

mcc ESER ) [E1p%is 7n460

mnc HubBahmER | mIik $IXICDMA, RBsystem id, iFA

i) AFtBERAMncE L,

lac Hiuh X3 AR £3FCDMA, HE&network id, EN

At{ERElacs#y;

FILTE, Rftac, SEARTHE(ER

la C%SZ o

cid Hitims AR £HCDMA, REbase station id,
EANBTEERCdSE;
FHXILTE, RBd, FEASB{FERcd
2%,

o FBEFFMYNENFR,
o GPSEUBRGA—ERAWGS84 MIREK%A,
e LocationManager GPS_PROVIDERFINETWORK_PROVIDERIFRHGPSHIEZFE

B/cho

e  GeocodertthIBRh3/ 1L HHIRRID BRI SIFHE AR . BBEX,
o STADER.

5.12 NREHRE

INgEN4A
NAZEAEE ., REEAZRENMNARTFRR . IRFEE, NARE{F aapk,.
EREE
2 A FR B M4 53812 /data/local/config/InstallWhitelist , #NERAEITE—ZRATapp
EWREORE, REXHPIUEENZRappEBZ2HERENTFZ=/ME, 6l AR
SHEH2FRAPP, B934 com.aaa.bbbflcom.aaa.ccc, HAEERIIHXFENLIEE
HZ80, BRRETLAE: com.aaa,
£9%R

o BEERRN: ${partial_package_name}
B
com.aaa

com.company1.package
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com.company?2.package

o FEEEHFERuniXIBITR(\n) .

e /data/local/config S {4FANPRAIT55,
o HINPRI9644,

o I7RDARL,

5.13 NAZERZE

INRENA
NAZEELE, EZ2RBEINARRTLE. IRENE—FRNapp£EhiREER
B, REXHPIUIEENZRappEBAHEEREHNFFERFE. fl: ARSHEL25X
APP, 8825 8U9: com.aaa.bbbflcom.aaa.ccco HAERAINIXANEBIRBEERZE
BY, BRBEREAILIEE: com.aaa,

ERBE
EPHEXACE HFI 812 /data/local/config/InstallBlacklist

£95R
o FECERR: ${partial_package_name}
1
com.aaa

com.company1.package

com.company2.package

o FEENEFERuNXRITR(\N) .

e /data/local/config s {4FANPRAT55,
o N{HIXBRI9644,

o I7RDARL,

5.14 s:flZ %= 32 (U N

HapkERIS2#F32{UFN64AT, BmFHIEERRIZapkAY32{ZRAS

Z AL E {45/ data/local/config/use32bit, SAFGZEEapk, 321 ZARANATapkiGHE
ZREI=ZFYIH, NRBTEN6AM, TERGREE, AEHENAEFRZE.
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2R

o NRAECEMIapkAsHF32(L, NMAKERELIK.
o FEEWINA: ${package_name},
Bugn:
com.aaa.bbb
com.aaa.ccc
com.aaa.ddd
o FEEEHFERuniXIBITR(\n) .
o {HXBRI9644,

o I7RNAER.
5.15 HIHENRFIES
TheEeN48
BTami SITEISERRRES IR
(ERGE
adb shell am update-config --locale + IESIrEFIE,
2R

o HBEIESIFE.
SEEERESIFR, IR /aosp/frameworks/base/core/res/res/values/
locale_config.xml,

o ZENMEEHREZELL ) ESHMR.
fian, ERZRIRNESIIRA ‘PR, BRNASRIEGAESIHIT:
adb shell am update-config --locale zh-CN,en-US

o YEIER

5.16 FaHiEEE

=FHlcph_performance RARSS, BohFIEESNAHE, BLEE=rNAEEE

g}ﬁﬁﬁmﬁﬁﬂﬁ@%, MFHLUERE . FHOOM. CPUSEHASISRE ZENRAN

[}

<&

e cph_performancelfRFEFRFERZ

SRGHRTZHNFHRTESRE, BRIERRRAFEM, NSEMRERRAEMN
FTRAHIZ
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FBFisE 5 {#F3 AOSP IhRE

RS A R4 BIEHTE

Hight SAERIF25% =iHEZ
FBFHIE

MiddletH B AREFEIFR20% BfEAIE BA R RRANSESHTE
(AR, TEFE. TS

Low#y SHRERIR15% E—MERIIAYACtivityit
=
E—MERIZRYProvideri#
=
EaRSHE

Criticalt S ERIZR200MB RIENFELEMNKE 'J/J\Ezt
FrENAiE, BRIRIRE
AFSTF200MBALE

ERT5x

o GIFHRNA &
EFEEEEEFYIAET BITHRRNAT &, RESRNANERFERER.

public static final String ACTION_APP_KILLED = "android.intent.action.APP_KILLED";

private MyBroadcastReceiver mBroadcastReceiver = new MyBroadcastReceiver();

private void registerReceiver() {

IntentFilter filter = new IntentFilter(ACTION_APP_KILLED);
this.registerReceiver(mBroadcastReceiver, filter);

}

private void unregisterReceiver() {
this.unregisterReceiver(mBroadcastReceiver);

}

private class MyBroadcastReceiver extends BroadcastReceiver {

private static final String TAG = "AppKilled";

@Override

public void onReceive(Context context, Intent intent) {
Log.d(TAG, "package: " + intent.getStringExtra("package"));

Log.d(TAG, "reason: " + intent.getStringExtra("reason"));

}
}

o BIBAppAFEI RS
ﬁ%ximumf_ 733.79GB, #wEDemo AppiEidINI nativeED LB ARTF, fF

BERRIFHFETF200MB,

#define LOGI(...)
#define LOGE(...)

extern "C" JNIEXPORT jint JNICALL
Java_com_android_memnative_MainActivity_mallocMem (JNIEnv *env, jobject thiz, jint mb) {

jint total = 0;

for (jinti=0;i< mb;i++) {
jint size = sizeof(char) * 1024 * 1024;
char *p = (char *) malloc(size);
if (p!=NULL) {

MR AR R EARFERHightS R CriticaltS i

__android_log_print(ANDROID_LOG_INFO,TAG,__ VA _ARGS_)
__android_log_print(ANDROID_LOG_ERROR,TAG,_VA_ARGS_)
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ok
BE

memset(p, 1, size);
LOGI("malloc success: %d mb\n", mb);
total +=1;
}else {
LOGE("malloc failed: %d mb\n", mb);
}

}
LOGI("malloc total: %d mb\n", total);
return total;

}
public class MainActivity extends AppCompatActivity {

static {
System.loadLibrary("memnative");

}

public native int mallocMem(int mb);

@Override
protected void onCreate(Bundle savedInstanceState) {
setContentView(R.layout.activity_main);

mallocMem(3300); // malloc native memory 3300MB
}
}

RORIBHEEREEENFENAHE, RITAEHRRNA & 55855
BEE#HE, RAFRRKEDNEFHET200MB, HEIGAppRESHARK, NXEIAE

App, FEIRERIA=3EERFEAFE
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2:33 B 80%

68218E= \ &

DO o 7 o @

A Android &4 « I7E ~

ARRFRIR
AAFRAFET200MB, BFiSAppLAAED

X, B#EE: com.android. memnative(3394MB)

o EEBEEIEERE
PR T LAT R RIS AR 4b, BIEE=FNAHEE S BafncfiEEE

o
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=ZFARSS =R

5z =12 5 {2 AOSP IfisE
A% RABRIN B &t
B2 a0: /system/app. /system/priv-appZ.
AN A 40: uid=1000. ELABNIEZE,
B R{L R W BREEMN. SSERENASE.
BEENA HEEMTITIE.

e logcatx*gEAE
-  EREERXERE

logcat | grep LMK

BackgroundAppKiller: [LMK] start to kill top app, which takes up a lot of memory:
ActivityRecord{248080f u0 com.android.memnative/.MainActivity t84}
BackgroundAppKiller: [LMK] Killing Applnfo{packageName='com.android.memnative',
uid=10059, isHighMemClean=false, reason='[memory:critical]', startTraffic=0, delayMillis=0,
totalMillis=0}

lowmemorykiller: [LMK] start to kill process.

lowmemorykiller: [LMK] Killing 'com.android.deskclock' (4198), uid 10049, adj 906

BackgroundAppKiller: cph_performance RZARSS .
lowmemorykiller: AOSPJRE4ImkdARSS
- EeHEmEEEE

logcat -s AutoRunController | grep "has no auto-run permission"
AutoRunController: com.android.memnative has no auto-run permission to startProcess

o @WY{TIHE
XIFEERSER . RSHFIEERE. IREFERREERE.

adb shell dumpsys cph_performance [command] [args]

s 2¥ 15488 25451
debug ¥ J#DEBUGHE | adb shell dumpsys
Fx cph_performance
debug
setEnableBgKi | [true] or [false] | IZEEHHIEBIE | adb shell dumpsys
ler HEFFX, BHAFF | cph_performance
B setEnableBgKiller
true
setEnableAut | [true] or [false] | REBEESBEB&IE | adb shell dumpsys
oRunControll BEMFFX, BHA | cph_performance
er FHE setEnableAutoRunC

ontroller true

addBgKillerW | [packageNames | FINEEHIZEE | adb shell dumpsys

hiteApp ] =Pl cph_performance
Bg5xk, =4 addBgKillerWhiteAp
BZ2ELIZHE p com.android.pkg1
A =] com.android.pkg2

SZAERRAN 19 (2024-03-25) WRIERE © HERRARBIRAT 52



ZFRSS =R

FFisrm 5 {8 AOSP I8¢
e ¥ 15388 25451
rmBgKillerWh | [packageNames | fllfRE&HIZBE | adb shell dumpsys
iteApp ] SE=g=:] cph_performance
agsE, 24 rmBgKillerWhiteApp
B2 2 aLlzsiE com.android.pkg1
N com.android.pkg2
addAutoRun | [packageNames | iIIEEBBEIE | adb shell dumpsys
WhiteApp ] HEREE cph_performance
ag5iE, 24 addAutoRunWhiteA
B8 Z[EIASHE PP .
S5 com.android.pkg1
com.android.pkg2
rmAutoRunW | [packageNames | fIBRiE&BRBaE | adb shell dumpsys
hiteApp ] ERZE cph_performance
BE85|%E, 24 rmAutoRunWhiteAp
B2 2 aLlzsi p com.android.pkg1
AN com.android.pkg2
A

o EIAFE

o  EAXIdaemoni#Hiz. BREBENER .
o (KWFECriticalB(UBERFIEETHIONARE, SFEARENA,

5.17 8B EFEFX

ZFNFABRLIEESE, UFHREFSME. =FIURMLEL

adb shell cmd attributes texture-compression <enable/disable>

INEeEN4A
[E£48 .
EREE
Fia/XASEESE:
NI LRSS S 7T
adb shell cmd attributes list
205K

FXROGEESEfE, FEERMAUER
KALOEEFEDIREERFLRAS, SHFIREM, FEFEXA.

AL TR AT REE
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5.18 FHIHNER

&b
IREN A

RREZFIREEFI, MrAEIEERERF.

EREE
(e
BN ERFVINERINEHTRE. HRERREFVUSSHBEENREANFA, Tt
SNEMIEEIETRIFENFAERE,
o BEGSITER
adb shell reboot
295 : RAHuid}0, 1000552000/ HEE N RHITrebootar s,

e ZEZAPPIEIZPowerManageriz[&ES

PowerManager powerManager = getSystemService (PowerManager.class);
powerManager.reboot("your reason for reboot");

4958 HBuid80, 10009 EHZERRIEAEPowerManageriEZ[,
o BIEFFAKERXNEER

adb shell input keyevent --longpress KEYCODE_POWER

EAKEXNRE, FRSBHEHEMEN, BRREERBEFIER.
Bl: REAOSPhRAS, #ZFHUIRTREARE], BIRELRESE
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5-1 EFE5H

Ot =17

295k HABuid~0, 10008200000 HEEIPRIENKILFAIREE
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FRSS =R
FFisr 6 EINREITE

ELZEME

3

TIRENA
EFYFEEMIEEGL, RN, ERESRE, B LAREHTEIMS
B, BRFABEEIF I SEEFIHTNE.
INERE—S T RIMIER, BHRRGHE P EERIREEX Y.
TOREIRAR

o EMRGL

IFRARZFINSWROEMEIMEGL, REEELER, EERG&LS
, XAEIEGLE.

o EMEREN

iﬁi@%E?’fﬂ@ﬂ%%%ﬁﬁ%l]Eﬂﬁﬁﬁt/ﬂﬂﬁ%ﬁ, RERESH, XAE=N/
RS

o EMIPBIR(Y
HEFERZFINSTSHZOENERSEEIE, RENEEERRENEE.
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=FARSS =R

FF{Em 7 =FEHESR
—— =z Y71 LE
ZF BN
TORENA
SFENRESUSUEARS|ZE, IFAPETZFITATFIEM. MIRAIRENTR
13, ARBRESVSNRIDSH, EARHRIZFR.
WEFEH—E THRIEER, 520 (SDKEE)
ZFILER
DInEARSS
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iR EFE “CPH” , “RIFEE” &F “phone”

ok N -

12-1 2 EiHERG

Sl | ZEss v | =B com v | EEEH | phone v | GEEEE | e
Hrh,

" THIERENAR “IREIRIDT Y, BEFIIBMARETEAKNRIRID,
- BERRF: ETUERGERE— S ERRRERF

- BEHRF): eNEIh “PrESEERE” . “Normal” . “Warning”
“Incident” , RAENEIFEFH—IR,

- EEEE: sl ‘SR . ‘SRR . “SRiR1E7 M “‘BEX
AEER” , ARBIEER “&E1E”7

6. EREEENSZMAMN, BEY BFZSHRIFEMAER.

B 12-2 EHSEMH
H{ER WREE  BERR HHEID (3) BRER () FHES D BERF @ RiFatiE pod
A updateP. phone CPH 240e4a0382b. normal 2020/09/29 10:09:10 GMT+. =S
rrrrrr t {"phof 1
200
e IJ
b type C A

trace_name updatePhoneName
resource_type phone

trace_rating normal

7. EREEENEMAN, BE ‘BESFEM  BE—ED, BRT7IZRESHE
EHIRVFEMER
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12-3 EESH
BEESH

KT ZETSMEENXRFRIFR, B2 “SH5187 .

"user": {

"request™: "{\"phone_name\":\" N
"code": "Z2e8",

"source_ip": "

"trace_type": "ConsoleAction”

"event_type": “system"

"project_id": " Te
"trace_name": “updatePhoneName™,

"resource_type": “phone”,

"trace_rating”: “normal”,

"api_version": "1.8",

"service_type": "CPH",

"response™: "{\"request_id\":\"2bbd460d828caffab56a2eledc96di3e\"}",
"resource_id": "249e4a9532bd418189522f6168454d50"

"tracker_name": "system",

"time": "2020/09/29 19:89:1@ GMT+@3:00",

"resource_name": " ,

"record time": "2020/09/29 19:09:1@ GMT+28:80",

r
"name": " “:

"id": ™ P
“domain”: {
"name": "
"id":
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13.1 IBFSHREIIR

xE 13-1 1ESIREFIFE

IEERE i85 (ER/MIKX)

af-NA Afrikaans (Namibia)

af-ZA Afrikaans (South Africa)

agqg-CM Aghem (Cameroon)

ak-GH Akan (Ghana)

am-ET Ambharic (Ethiopia)

ar-AE Arabic (United Arab Emirates)
ar-AE-u-nu-latn Arabic (United Arab Emirates,Western Digits)
ar-BH Arabic (Bahrain)

ar-BH-u-nu-latn Arabic (Bahrain,Western Digits)

ar-D)J Arabic (Djibouti)

ar-DJ-u-nu-latn Arabic (Djibouti,Western Digits)

ar-DZ Arabic (Algeria)

ar-DZ-u-nu-arab Arabic (Algeria,Arabic-Indic Digits)

ar-EG Arabic (Egypt)

ar-EG-u-nu-latn Arabic (Egypt,Western Digits)

ar-EH Arabic (Western Sahara)

ar-EH-u-nu-arab Arabic (Western Sahara,Arabic-Indic Digits)
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ar-ER Arabic (Eritrea)
ar-ER-u-nu-latn Arabic (Eritrea,Western Digits)
ar-1L Arabic (Israel)
ar-IL-u-nu-latn Arabic (Israel,Western Digits)
ar-1Q Arabic (Iraq)
ar-1Q-u-nu-latn Arabic (Irag,Western Digits)
ar-JO Arabic (Jordan)
ar-JO-u-nu-latn Arabic (Jordan,Western Digits)
ar-kKM Arabic (Comoros)
ar-KM-u-nu-latn Arabic (Comoros,Western Digits)
ar-kKwW Arabic (Kuwait)
ar-KW-u-nu-latn Arabic (Kuwait,Western Digits)
ar-LB Arabic (Lebanon)
ar-LB-u-nu-latn Arabic (Lebanon,Western Digits)
ar-LY Arabic (Libya)
ar-LY-u-nu-arab Arabic (Libya,Arabic-Indic Digits)
ar-MA Arabic (Morocco)
ar-MA-u-nu-arab Arabic (Morocco,Arabic-Indic Digits)
ar-MR Arabic (Mauritania)
ar-MR-u-nu-latn Arabic (Mauritania,Western Digits)
ar-OM Arabic (Oman)
ar-OM-u-nu-latn Arabic (Oman,Western Digits)
ar-PS Arabic (Palestine)
ar-PS-u-nu-latn Arabic (Palestine,Western Digits)
ar-QA Arabic (Qatar)
ar-QA-u-nu-latn Arabic (Qatar,Western Digits)
ar-SA Arabic (Saudi Arabia)
ar-SA-u-nu-latn Arabic (Saudi Arabia,Western Digits)
ar-SD Arabic (Sudan)
ar-SD-u-nu-latn Arabic (Sudan,Western Digits)
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ar-SO Arabic (Somalia)
ar-SO-u-nu-latn Arabic (Somalia,Western Digits)
ar-SS Arabic (South Sudan)
ar-SS-u-nu-latn Arabic (South Sudan,Western Digits)
ar-SY Arabic (Syria)
ar-SY-u-nu-latn Arabic (Syria,Western Digits)
ar-TD Arabic (Chad)
ar-TD-u-nu-latn Arabic (Chad,Western Digits)
ar-TN Arabic (Tunisia)
ar-TN-u-nu-arab Arabic (Tunisia,Arabic-Indic Digits)
ar-XB Right-to-left pseudolocale
ar-YE Arabic (Yemen)
ar-YE-u-nu-latn Arabic (Yemen,Western Digits)
as-IN Assamese (India)
asa-TZ Asu (Tanzania)
az-Cyrl-AZ Azerbaijani (Cyrillic,Azerbaijan)
az-Latn-AZ Azerbaijani (Latin,Azerbaijan)
bas-CM Basaa (Cameroon)
be-BY Belarusian (Belarus)
bem-ZM Bemba (Zambia)
bez-TZ Bena (Tanzania)
bg-BG Bulgarian (Bulgaria)
bm-ML Bambara (Mali)
bn-BD Bengali (Bangladesh)
bn-BD-u-nu-latn Bengali (Bangladesh,Western Digits)
bn-IN Bengali (India)
bn-IN-u-nu-latn Bengali (India,Western Digits)
bo-CN Tibetan (China)
bo-IN Tibetan (India)
br-FR Breton (France)
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brx-IN Bodo (India)
bs-Cyrl-BA Bosnian (Cyrillic,Bosnia & Herzegovina)
bs-Latn-BA Bosnian (Latin,Bosnia & Herzegovina)
ca-AD Catalan (Andorra)
ca-ES Catalan (Spain)
ca-FR Catalan (France)
ca-IT Catalan (ltaly)
ce-RU Chechen (Russia)
cgg-uUG Chiga (Uganda)
chr-US Cherokee (United States)
cs-CZ Czech (Czechia)
cy-GB Welsh (United Kingdom)
da-DK Danish (Denmark)
da-GL Danish (Greenland)
dav-KE Taita (Kenya)
de-AT German (Austria)
de-BE German (Belgium)
de-CH German (Switzerland)
de-DE German (Germany)
de-LlI German (Liechtenstein)
de-LU German (Luxembourg)
dje-NE Zarma (Niger)
dsb-DE Lower Sorbian (Germany)
dua-CM Duala (Cameroon)
dyo-SN Jola-Fonyi (Senegal)
dz-BT Dzongkha (Bhutan)
ebu-KE Embu (Kenya)
ee-GH Ewe (Ghana)
ee-TG Ewe (Togo)
el-CY Greek (Cyprus)
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el-GR Greek (Greece)
en-AG English (Antigua & Barbuda)
en-Al English (Anguilla)
en-AS English (American Samoa)
en-AT English (Austria)
en-AU English (Australia)
en-BB English (Barbados)
en-BE English (Belgium)
en-Bl English (Burundi)
en-BM English (Bermuda)
en-BS English (Bahamas)
en-BW English (Botswana)
en-BZ English (Belize)
en-CA English (Canada)
en-CC English (Cocos (Keeling) Islands)
en-CH English (Switzerland)
en-CK English (Cook Islands)
en-CM English (Cameroon)
en-CX English (Christmas Island)
en-CY English (Cyprus)
en-DE English (Germany)
en-DG English (Diego Garcia)
en-DK English (Denmark)
en-DM English (Dominica)
en-ER English (Eritrea)
en-Fl English (Finland)
en-FJ English (Fiji)
en-FK English (Falkland Islands (Islas Malvinas))
en-FM English (Micronesia)
en-GB English (United Kingdom)
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en-GD English (Grenada)
en-GG English (Guernsey)
en-GH English (Ghana)
en-Gl English (Gibraltar)
en-GM English (Gambia)
en-GU English (Guam)
en-GY English (Guyana)
en-HK English (Hong Kong)
en-lE English (Ireland)
en-IL English (Israel)
en-IM English (Isle of Man)
en-IN English (India)
en-10 English (British Indian Ocean Territory)
en-JE English (Jersey)
en-JM English (Jamaica)
en-KE English (Kenya)
en-Kl English (Kiribati)
en-KN English (St. Kitts & Nevis)
en-KY English (Cayman Islands)
en-LC English (St. Lucia)
en-LR English (Liberia)
en-LS English (Lesotho)
en-MG English (Madagascar)
en-MH English (Marshall Islands)
en-MO English (Macau)
en-MP English (Northern Mariana Islands)
en-MS English (Montserrat)
en-MT English (Malta)
en-MU English (Mauritius)
en-MW English (Malawi)
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en-MY English (Malaysia)
en-NA English (Namibia)
en-NF English (Norfolk Island)
en-NG English (Nigeria)
en-NL English (Netherlands)
en-NR English (Nauru)
en-NU English (Niue)
en-NZ English (New Zealand)
en-PG English (Papua New Guinea)
en-PH English (Philippines)
en-PK English (Pakistan)
en-PN English (Pitcairn Islands)
en-PR English (Puerto Rico)
en-PW English (Palau)
en-RW English (Rwanda)
en-SB English (Solomon Islands)
en-SC English (Seychelles)
en-SD English (Sudan)
en-SE English (Sweden)
en-SG English (Singapore)
en-SH English (St. Helena)
en-Sl English (Slovenia)
en-SL English (Sierra Leone)
en-SS English (South Sudan)
en-SX English (Sint Maarten)
en-SZ English (Swaziland)
en-TC English (Turks & Caicos Islands)
en-TK English (Tokelau)
en-TO English (Tonga)
en-TT English (Trinidad & Tobago)
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en-TV English (Tuvalu)
en-TZ English (Tanzania)
en-UG English (Uganda)
en-UM English (U.S. Outlying Islands)
en-US English (United States)
en-VC English (St. Vincent & Grenadines)
en-VG English (British Virgin Islands)
en-VI English (U.S. Virgin Islands)
en-vVU English (Vanuatu)
en-WS English (Samoa)
en-XA Left-to-right pseudolocale
en-ZA English (South Africa)
en-ZM English (Zambia)
en-ZW English (Zimbabwe)
es-AR Spanish (Argentina)
es-BO Spanish (Bolivia)
es-CL Spanish (Chile)
es-CO Spanish (Colombia)
es-CR Spanish (Costa Rica)
es-CU Spanish (Cuba)
es-DO Spanish (Dominican Republic)
es-EA Spanish (Ceuta & Melilla)
es-EC Spanish (Ecuador)
es-ES Spanish (Spain)
es-GQ Spanish (Equatorial Guinea)
es-GT Spanish (Guatemala)
es-HN Spanish (Honduras)
es-IC Spanish (Canary Islands)
es-MX Spanish (Mexico)
es-NI Spanish (Nicaragua)
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es-PA Spanish (Panama)
es-PE Spanish (Peru)
es-PH Spanish (Philippines)
es-PR Spanish (Puerto Rico)
es-PY Spanish (Paraguay)
es-SV Spanish (El Salvador)
es-US Spanish (United States)
es-UY Spanish (Uruguay)
es-VE Spanish (Venezuela)
et-EE Estonian (Estonia)
eu-ES Basque (Spain)
ewo-CM Ewondo (Cameroon)
fa-AF Persian (Afghanistan)
fa-AF-u-nu-latn Persian (Afghanistan,Western Digits)
fa-IR Persian (Iran)
fa-IR-u-nu-latn Persian (Iran,Western Digits)
ff-CM Fulah (Cameroon)
ff-GN Fulah (Guinea)
ff-MR Fulah (Mauritania)
ff-SN Fulah (Senegal)
fi-Fl Finnish (Finland)
fil-PH Filipino (Philippines)
fo-DK Faroese (Denmark)
fo-FO Faroese (Faroe Islands)
fr-BE French (Belgium)
fr-BF French (Burkina Faso)
fr-BI French (Burundi)
fr-BJ French (Benin)
fr-BL French (St. Barthélemy)
fr-CA French (Canada)
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fr-CD French (Congo (DRC))
fr-CF French (Central African Republic)
fr-CG French (Congo (Republic))
fr-CH French (Switzerland)
fr-Cl French (Coéte d’ Ivoire)
fr-CM French (Cameroon)
fr-DJ French (Djibouti)
fr-DZ French (Algeria)
fr-FR French (France)
fr-GA French (Gabon)
fr-GF French (French Guiana)
fr-GN French (Guinea)
fr-GP French (Guadeloupe)
fr-GQ French (Equatorial Guinea)
fr-HT French (Haiti)
fr-KM French (Comoros)
fr-LU French (Luxembourg)
fr-MA French (Morocco)
fr-MC French (Monaco)
fr-MF French (St. Martin)
fr-MG French (Madagascar)
fr-ML French (Mali)
fr-MQ French (Martinique)
fr-MR French (Mauritania)
fr-MU French (Mauritius)
fr-NC French (New Caledonia)
fr-NE French (Niger)
fr-PF French (French Polynesia)
fr-PM French (St. Pierre & Miquelon)
fr-RE French (Réunion)
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fr-RW French (Rwanda)
fr-SC French (Seychelles)
fr-SN French (Senegal)
fr-SY French (Syria)
fr-TD French (Chad)
fr-TG French (Togo)
fr-TN French (Tunisia)
fr-vU French (Vanuatu)
fr-WF French (Wallis & Futuna)
fr-YT French (Mayotte)
fur-IT Friulian (ltaly)
fy-NL Western Frisian (Netherlands)
ga-lE Irish (Ireland)
gd-GB Scottish Gaelic (United Kingdom)
gl-ES Galician (Spain)
gsw-CH Swiss German (Switzerland)
gsw-FR Swiss German (France)
gsw-LI Swiss German (Liechtenstein)
gu-IN Guijarati (India)
guz-KE Gusii (Kenya)
gv-IM Manx (Isle of Man)
ha-GH Hausa (Ghana)
ha-NE Hausa (Niger)
ha-NG Hausa (Nigeria)
haw-US Hawaiian (United States)
iw-1L Hebrew (Israel)
hi-IN Hindi (India)
hr-BA Croatian (Bosnia & Herzegovina)
hr-HR Croatian (Croatia)
hsb-DE Upper Sorbian (Germany)
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hu-HU Hungarian (Hungary)
hy-AM Armenian (Armenia)
in-1D Indonesian (Indonesia)
ig-NG Igbo (Nigeria)
ii-CN Sichuan Yi (China)
is-IS Icelandic (Iceland)
it-CH Italian (Switzerland)
it-1T Italian (Italy)
it-SM Italian (San Marino)
ja-JP Japanese (Japan)
jgo-CM Ngomba (Cameroon)
jmc-TZ Machame (Tanzania)
ka-GE Georgian (Georgia)
kab-Dz Kabyle (Algeria)
kam-KE Kamba (Kenya)
kde-TZ Makonde (Tanzania)
kea-CV Kabuverdianu (Cape Verde)
khg-ML Koyra Chiini (Mali)
ki-KE Kikuyu (Kenya)
kk-KZ Kazakh (Kazakhstan)
kkj-CM Kako (Cameroon)
kl-GL Kalaallisut (Greenland)
kln-KE Kalenjin (Kenya)
km-KH Khmer (Cambodia)
kn-IN Kannada (India)
ko-KP Korean (North Korea)
ko-KR Korean (South Korea)
kok-IN Konkani (India)
ksb-TZ Shambala (Tanzania)
ksf-CM Bafia (Cameroon)
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ksh-DE Colognian (Germany)
kw-GB Cornish (United Kingdom)
ky-KG Kyrgyz (Kyrgyzstan)
lag-TZ Langi (Tanzania)
b-LU Luxembourgish (Luxembourg)
lg-UG Ganda (Uganda)
kt-US Lakota (United States)
In-AO Lingala (Angola)
In-CD Lingala (Congo (DRC))
In-CF Lingala (Central African Republic)
In-CG Lingala (Congo (Republic))
lo-LA Lao (Laos)
t-LT Lithuanian (Lithuania)
lu-CD Luba-Katanga (Congo (DRC))
luo-KE Luo (Kenya)
luy-KE Luyia (Kenya)
lv-LV Latvian (Latvia)
mas-KE Masai (Kenya)
mas-TZ Masai (Tanzania)
mer-KE Meru (Kenya)
mfe-MU Morisyen (Mauritius)
mg-MG Malagasy (Madagascar)
mgh-MZ Makhuwa-Meetto (Mozambique)
mgo-CM Meta (Cameroon)
mk-MK Macedonian (Macedonia (FYROM))
ml-IN Malayalam (India)
mn-MN Mongolian (Mongolia)
mr-IN Marathi (India)
ms-BN Malay (Brunei)
ms-MY Malay (Malaysia)
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ms-SG Malay (Singapore)
mt-MT Maltese (Malta)
my-MM Burmese (Myanmar (Burma))
my-MM-u-nu-latn Burmese (Myanmar (Burma), Western Digits)
mzn-IR Mazanderani (Iran)
nag-NA Nama (Namibia)
nb-NO Norwegian Bokmal (Norway)
nb-SJ Norwegian Bokmal (Svalbard & Jan Mayen)
nd-ZW North Ndebele (Zimbabwe)
ne-IN Nepali (India)
ne-NP Nepali (Nepal)
nl-AW Dutch (Aruba)
nl-BE Dutch (Belgium)
nl-BQ Dutch (Caribbean Netherlands)
nl-CW Dutch (Curacao)
nl-NL Dutch (Netherlands)
nl-SR Dutch (Suriname)
nl-SX Dutch (Sint Maarten)
nn-NO Norwegian Nynorsk (Norway)
nnh-CM Ngiemboon (Cameroon)
nus-SS Nuer (South Sudan)
nyn-UG Nyankole (Uganda)
om-ET Oromo (Ethiopia)
om-KE Oromo (Kenya)
or-IN Oriya (India)
os-GE Ossetic (Georgia)
0s-RU Ossetic (Russia)
pa-Arab-PK Punjabi (Arabic,Pakistan)
pa-Guru-IN Punjabi (Gurmukhi,India)
pl-PL Polish (Poland)
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ps-AF Pashto (Afghanistan)
pt-AO Portuguese (Angola)
pt-BR Portuguese (Brazil)
pt-CV Portuguese (Cape Verde)
pt-GW Portuguese (Guinea-Bissau)
pt-MO Portuguese (Macau)
pt-MZ Portuguese (Mozambique)
pt-PT Portuguese (Portugal)
pt-ST Portuguese (S3o Tomé & Principe)
pt-TL Portuguese (Timor-Leste)
qu-BO Quechua (Bolivia)
qu-EC Quechua (Ecuador)
qu-PE Quechua (Peru)
rm-CH Romansh (Switzerland)
rn-Bl Rundi (Burundi)
ro-MD Romanian (Moldova)
ro-RO Romanian (Romania)
rof-TZ Rombo (Tanzania)
ru-BY Russian (Belarus)
ru-KG Russian (Kyrgyzstan)
ru-KZ Russian (Kazakhstan)
ru-mMD Russian (Moldova)
ru-RU Russian (Russia)
ru-UA Russian (Ukraine)
rw-RW Kinyarwanda (Rwanda)
rwk-TZ Rwa (Tanzania)
sah-RU Sakha (Russia)
sag-KE Samburu (Kenya)
sbp-TZ Sangu (Tanzania)
se-Fl Northern Sami (Finland)
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se-NO Northern Sami (Norway)
se-SE Northern Sami (Sweden)
seh-MZ Sena (Mozambique)
ses-ML Koyraboro Senni (Mali)
sg-CF Sango (Central African Republic)
si-LK Sinhala (Sri Lanka)
sk-SK Slovak (Slovakia)
sl-SI Slovenian (Slovenia)
smn-Fl Inari Sami (Finland)
sn-ZW Shona (Zimbabwe)
so-DJ Somali (Djibouti)
so-ET Somali (Ethiopia)
so-KE Somali (Kenya)
so-SO Somali (Somalia)
sq-AL Albanian (Albania)
sq-MK Albanian (Macedonia (FYROM))
sg-XK Albanian (Kosovo)
sr-Cyrl-BA Serbian (Cyrillic,Bosnia & Herzegovina)
sr-Cyrl-ME Serbian (CyrillicctMontenegro)
sr-Cyrl-RS Serbian (Cyrillic,Serbia)
sr-Cyrl-XK Serbian (Cyrillic,Kosovo)
sr-Latn-BA Serbian (Latin,Bosnia & Herzegovina)
sr-Latn-ME Serbian (Latin,Montenegro)
sr-Latn-RS Serbian (Latin,Serbia)
sr-Latn-XK Serbian (Latin,Kosovo)
sv-AX Swedish (Aland Islands)
sv-Fl Swedish (Finland)
sv-SE Swedish (Sweden)
sw-CD Swahili (Congo (DRC))
sw-KE Swahili (Kenya)
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sw-TZ Swahili (Tanzania)
sw-UG Swahili (Uganda)
ta-IN Tamil (India)
ta-LK Tamil (Sri Lanka)
ta-MY Tamil (Malaysia)
ta-SG Tamil (Singapore)
te-IN Telugu (India)
teo-KE Teso (Kenya)
teo-UG Teso (Uganda)
th-TH Thai (Thailand)
to-TO Tongan (Tonga)
tr-CY Turkish (Cyprus)
tr-TR Turkish (Turkey)
twg-NE Tasawaq (Niger)
tzm-MA Central Atlas Tamazight (Morocco)
ug-CN Uyghur (China)
uk-UA Ukrainian (Ukraine)
ur-IN Urdu (India)
ur-IN-u-nu-latn Urdu (India,Western Digits)
ur-PK Urdu (Pakistan)
ur-PK-u-nu-arabext Urdu (Pakistan,Extended Arabic-Indic Digits)
uz-Arab-AF Uzbek (Arabic,Afghanistan)
uz-Cyrl-Uz Uzbek (Cyrillic,Uzbekistan)
uz-Latn-UZ Uzbek (Latin,Uzbekistan)
vi-VN Vietnamese (Vietnam)
vun-TZ Vunjo (Tanzania)
wae-CH Walser (Switzerland)
x0g-UG Soga (Uganda)
yav-CM Yangben (Cameroon)
yo-B)J Yoruba (Benin)
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yo-NG Yoruba (Nigeria)
yue-HK Cantonese (Hong Kong)
zgh-MA Standard Moroccan Tamazight (Morocco)
zh-Hans-CN Chinese (Simplified Han,China)
zh-Hans-HK Chinese (Simplified Han,Hong Kong)
zh-Hans-MO Chinese (Simplified Han,Macau)
zh-Hans-SG Chinese (Simplified Han,Singapore)
zh-Hant-HK Chinese (Traditional Han,Hong Kong)
zh-Hant-MO Chinese (Traditional Han,Macau)
zh-Hant-TW Chinese (Traditional Han,Taiwan)
Zu-ZA Zulu (South Africa)
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