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e Web Attack: WebXd:

e Application DDoS: DDoSK
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e Other Suspicious Behavior: HErJ%E
77

level

string

R HRRIER
e CRITICAL: =&

e HIGH: &

e MEDIUM:

o LOW: (&

source

string

&N ARG MR -
o 0: Efitiprif
o 1 EHIANT

event_time

long

REIR KRS E

MAERRZAS 30 (2025-01-22)

IRIERE © LATITERAGIRAT 135



=K

FFism 10 BE=FHAIERIFEE
ihiEiEH B &
FE it fEik
rule_id string A RNAIID
src_ip string JEIPHBYE
src_port string LS
dst_ip string BRYIPHEIE
dst_port string BiiRAS .
src_region_na | string BB ZFR,
me
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1 4 {$EF8 CTS ®Hit CFW #2{FSH

14.1 ZFF=HITRI CFW B{EFIZR

Z=ETHARSS (Cloud Trace Service, CTS) iBR T mBiKIBEXANRERH, HERR
AERNES. FEHHEH, BEE2R ( =HIHIRSHBFER) -

ZEHITIRSS SSRICFWIRESIRINE RHIHIRSS STFRICFWIRIESIZRETR o

% 14-1 =EITIRSSFY CFW IRIEFIE

BRIESR RiRER SEHEMW

EIPRA#FHERIE cfw eipOperateProtectService

EIPBGIRFHE cfw eipOperateProtectService
Enable

EIPBAIRXIF] cfw eipOperateProtectService
Disable

BUEEACLILY acl addRuleAclService

1ECZACLALIY acl updateRuleAclService

FRIBRACLAR N acl deleteRuleAclService

IREACLAINLSER acl setACLRulePriority

BIEESE black_white_list addBlackListService

B ERE black_white_list updateBlackListService

fpRcESZE black_white_list deleteBlackListService

tlEERRE black_white_list addWhiteListService

EH=E==-] black_white_list updateWhiteListService

il =E=g=z] black_white_list deleteWhiteListService
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BRIESR RRAER SEHEMW

FiEPHbFZE address_group addAddressSetInfoServic
e

EFrIPHbHEER address_group u.pd ateAddressSetInfoSer
vice

B IPHbEER address_group deleteAddressSetinfoServ
ice

ANINIPHBLEZARY R address_group addAddressltemsService

EFrIPHBLIAR S address_group updateAddressltemServic
e

BRIt £E B R address_group deleteAddressltemService

FiERSSAH service_group addServiceSetService

EHiRSA service_group updateServiceSetService

fBRARSS4H service_group deleteServiceSetService

INIRSSHEK R service_group addServiceltemsService

FEIRSHEMR service_group updateServiceltemServic
e

S FE=FAEI AN service_group deleteServiceltemService

S ZRA @G X cfw_instance createEWFirewalllnstanc
e

lfEdETBldE|aple = cfw_instance createSNFirewalllnstance

BRGNS cfw_instance updateFirewalllnstance

FRIBRBA K i cfw_instance deleteFirewalllnstance

FHERBH X IE cfw_instance upgradeFirewalllnstance

FZiRes cfw_instance createTags

MpRizEE cfw_instance deleteTags

IREE A K I cfw_instance freezeFirewalllnstance

S%EISZEE HETABLE(S | alarm_config updateAlarmConfig

EIFFASBRSSESEC | dns_server updateDnsServer

&R

RIEERAEES cfw createEastWestFirewall

RARIEHEGIF cfw enableEwFirewallProtect

KA EIEXARLIR cfw disableEwFirewallProtect
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BRIESR RRAER SEHEMW
AP Er cfw addFirewallOrder
MRIBRBA KB ESS cfw deleteFirewall
RIS TS cfw changeFirewall
ipsPEFE U0/ Bl ips createOrUpdatelpsMode
FREIANT ips enableVirtualPatches
KIAEIARNT ips disableVirtualPatches
SIEAEEE log_config createLogConfig
BN HEEE log_config updateLogConfig
SANACL import importCFW
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