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ITFLABRSSSRIRIER S “Windows” , MUSRERA “/www/htdocs” |, AHIEETIR

BA:

6.

EWindowsESH, BE “FFR” , A “amd” , HEANGSRRENEE,
?JLFJL‘)CFI:%%, HNMUGRE B RTEREE, LtbANuGE B RE#REDE S
Bl

d:

PATLA TSRS, EMERERT, U “.well-known/pki-validation” FE=R.,
HZETE “ /www/htdocs” BRTFHITEIEE, BEIRIBSIRIE R TIRIE

cd /www/htdocs
mkdir .well-known
cd .well-known
mkdir pki-validation
cd pki-validation

HATUAT®S, & “.well-known/pki-validation” FBRT, BIE— 1 BRA
“whois.txt” B934,

echo off>whois.txt
HITLATES, FTH “whois.txt” 314,
start whois.txt

BEBRAPRICRERE “whois.txt” XHR, ZLAEE “XHREFE" o

TR

FTR=: BEERIIEEEEEX

1 FTFRNILSEE, IHIBURLIENE “https://yourdomain/.well-known/pki-validation/
whois.txt” 8 “http://yourdomain/.well-known/pki-validation/whois.txt”

IBRFURLIBIEFATyourdomainE i p & FRIBIE BRI SR ERIIE S o

WMRENEHZEEBES, WESRIATE R TIRE:

fBlgn, WNRERYIHZ Hexample.com, WiGFEIAJURLIELIES: https://
example.com/.well-known/pki-validation/whois.txtgghttp://example.com/.well-
known/pki-validation/whois.txt

WNRERMRZ RZIEE, USSR EHITEE:

fBlgn, wNRERYHEZH*.domain.com, NiGEIAJURLIELES: https://

domain.com/.well-known/pki-validation/whois.txtghttp://domain.com/.well-
known/pki-validation/whois.txt

£ FARIEURLIEAERISRPEEHIERERE, BEREFRERTHRNSTHIREHERE
FHICRERERET—H

NRFREEEACRESSSUEREEREH arERIGIEREF R RCREPER
ANCRE—E, NiRAEEFINIGIEEE .
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o MRFAEEEEEAFA—E, WiRBEEEIISIERE .
FE3 NMREERER, BMATLAEHTHELE:

o EZIGIFURLIENIEAREHTTPSEISIEAYMURTZTE . WNRFE, BENKGE
HRERHTTPSE A, MRNLEFER IEBFAE" & ETHINERE
s, BRSNS KANZIHZRIHTTPSIRSS -

o IBRIZIGIEURLENE(E(I— M S ERREEMI R . I B mEaUSNIARSS =8
BEES, BEANENESREREMNRES, B ESER T EEDNSIKRS .

o EZINIFURLIEUIEERFE3015,3028k% . NTFEIEEE@BE:, 1BEUHEIE

KB XML
o] {EFwget -S URLEH[ASHNMNIZISIEURLIBHE R B FENEE
-5

3.2.5 A(PY: HPFEIEUE

REBCARILIIIE, WNREEIE T SSUES, MRGEAisAIGIE ( XARIGIESEFT
B ) KIERFRFIERESENEZE TR,

HRFEISIE, EBISEEREZEIRRME, FIUHRRIABMEFEE CATM XA
FIARBIE . CAYMIBGIERR A ISR SR RAFEOSINEER, NFRTREIESE .

RGBS BRI E R IS TUGRE T BRAEINIE, B2 RATETIH TR,

BAFTER
SB BREREEA0S SRR,
S FTHRE CAYIRIZFARRE o
(00 #:88

CANMEAEE B AR ERLI— 1 TIFE . AIERERIIBARKEISZ AR, BT 0F
5o M—PLERRIRIEIENMY, SRR EIEREREERM .

o TERFHZEERMEMNEERR: FEEROISRISSUERHE, HEHECEMAEMIHE
E, BIMEFEZ IBOISSLIERERIE, REREAIIIAEARSSLERIIREMELREH

o TREEZSERMAEMIEETIR: — M TFREMREEEME, BEIRTRKEI], 7
FET SR TR,

£E3 PEAMFPASAERE, SSRIEEIEIE.

IESeRk/E, CAHWIRIREERE—RISEHREZER . HIHAE, IEPIREN “FF
SERIERIGIE” o

MEETRIHBRIGIERIE, RTFCAIMFEE -3 TIEAX RIS RHTIRIE, B
BIOER . CAHWIEREBIEGE, IEBFERATLUAHAN “FremBREIE" K&,

et

3.3 AZA5SHE (OV. EV)

BRSOV, OV Pro. EVFIEV ProZBUEHRY, HRIIETME, CATUWIERIEIESH
HRAEAIE—EIRIRIGIEARE . CAUMISIRIBZIERAVIRIE S Sl /BEHITIAR
HnAiE /BB T LR T HRAGIESITERERIS,
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SIEPEIERSS

FAFfsRs (SSLIEREIE) 3 EB{5 SSLIEH
ikl
131 BABRMWEDigiCert. GeoTrustmRhEHIOVIEBBEEXENK, ERAERIGIERD
ALEZ,
BUIRSR4

IEBRPAESA “FFTpliBRIIE" o

HRSRE!

BRSOV, OV Pro. EVAIEV ProlUfhZEBIRUIF PR STAAHRLGIIE o

BAEDER
SB EEREEREEBRESHBR AR .
SE2 FTFFRE CAYIRIR LIS .
ST EECATIRBRLUERARIT A .

HOIIERIERREIE . RAERFE. BRSNS, EPRIPERSNEERIMIZES007T,
IStRIEERISERRE R T

NRFEFSERARIES T, EEEOECAFOAIERE
T4 BEBEMEENNIELR, BESCATMHITAAE,

BN, 1EikiEaYBRISIES TV ARBIEIGIE, N CATIREEE Il /BRAIIRNFEIESE
KR, BEBESFNITHITHE,

R

3.4 &% SSLiEH

SSUER EHZASEEUR FEFICAM Z [ERYECS . CATWIISEIS IS TRRERIMBFEFNFEIE
SEHTERR, BRESERIBIEBIITEBRIAREFIEIE.

o DVENFBIEMIASHONSHITERITERERS, BEWOSE, CATIDEIEE
BRI TR, CAEERETE, BESRTS.

o OV, EVENIBEMASRENRITE, CASEEE—RITiRTME, &
EIOERS. CANEFRETS, BRSETHE.

ARIRISSLIEPRAEZEMEMXA, —RIERT, SRR ZERAINZE
3-6Ffi7.

& 3-6 LB EHZEHA

R LA
EV CAYMAANLHEIZIEE

FEIS R EE R P S — 7 ~ 104 THEE .
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3 ER{E SSL B

R HZEHA
oV CAYMA A THEIZIEE

EEEIERAYER TEZER—R 83 ~ 51T .
DV T ATLEZo

CATMIE R RFE M ERZZINECE, DNSECEIEIBRIER
T (FREBTHIEDNSEERSIEN ) AELUIRRIER

Ko

BRIEL R

CAYEZBEEE, BEERIER, IEBEREEIZANES.
EPELRE, J—R#HSFLEBRENEME R FRIEBHAERIRSS 8 LT

£/,
HBIEBIRFEES
TEIEBIRMFES

REBEBR =~ m.
WTFHIES.
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=IFPEEIRS
FIF3ERT (SSLiFHEE) 4

H.

A

SSLiFH

i
R

4 o SSL uF43

4.1 LZEEFRFRE SSLIEPZEI Web R3S S8

4.1.1 F&; SSL B

SSLUERERE, FEBSSUEBTHEIAN, THE, EFEEE THANEB LEER
WebBRSS 2R FHERBRSS BRAVIARECE , A REESSLEREX .

ZAESNBAMAESSLEREELESTHIESR.

BIHRSR(HF
“i_[E%)lﬁ%” yg “ E%E” ﬁ “;E.ﬁ_‘é¢ ”» o
2R
o (NHIFTIEPBBIEIAN, FRREITEIES, THERIAIERSSE (LA=M
HAEEARMYAT ) EHITERE
. “IIE:B@YSU T OEERERR “REBEMCSRT , TEHINXHEEET “Apache” |
“NS” . “Nginx” . “Tomcat” 4PSAEEFI1 “domain.csr” MXi&,
o - IE%ﬁYSULT- T IEENE “Be%EMCSRT T%ZEI’JIIE:EN@,E—A%b
“serverpem” RUSZ{4. 321#43592@,53’8'52&%1’65%, 2 Al 2IRSFEFERFICA
ERER .. FABARAPBEITRFRY, FEARSSLEPREERRMH,
BRIEZL

R EREWTHE

LD BEREALSN — , K ‘Te5aM > SIEPEERS’ | BASIHEER
&,
$IB3 EAMNSHRAER “SSUTEBEE > SSLUEFHRTIE 7 , HASSLEBSIERE.

T4 EFE NRRUEBETRY “BE” 70, BF “TH™ , ME4-1FR.
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A

SSLiFH
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4-1 THIEB

EBER

ii’fﬁi&@%%ﬁ’ﬂﬂﬁ%%ﬂ, EXIRAY “HRAE7 BT “TEROIER” , EHTIER THIR
Fo

B THRE, EELREITNAIIRSE L, A8EFESSLEBER.

AEWeblRSZ 22L& SSLEBMBEMRIEARR, LATNA T JIMET RWebfRSZ R L&

FSSUEBRIGE, 1BRIBEIIEEHTEE:

o TETomcat bR ZESSUTFBANEMIE SR FIE2S W@ ETomcat_ & EESSLIE
H? .

o  7ENginX EZAESSLIEBANFMIESIR(EIBE S WATENginx EZ3ESSLIEF?

o fEApache FZIESSLIFBANFMIESIREIES MU T EApache L L3=SSLIE
B2,

o IS EZESSUEBRIFMIE SR EES NAIENS EZZESSLIEHR?

e 7EWeblogic FZESSLIEBRIFMIE SIRIFISS N WeblogicBRS588_ E&%SSL
iEB.

-

TEESER IR
TRXHR: RBEBEB, EER0 EBERE” HROTE, TR

BEAARE .
J ;lﬂi%iIE:I%EB‘, GIR EBIBRIME” EEFRIR “RREMCSR” , W TFEIH5EA
OT:

THIIXEEET “Apache” . “IIS” . “Nginx” . “Tomcat” 43 {EEF01
A “domain.csr” X4, WEA4-2FR, BANEIREBINZRS-1F7.

4-2 fRI% SSLEH

S

E" == =/ PNl
scs 4 s Len_Apache 2021/3/9 16:20 =
sc 4 smmmmien IS 2021/3/9 16:20 S
T L B ten_Nginx 2021/3/9 16:20 it
scs M4 s sten_Tomcat 2021/3/9 16:20 S
| ses B4 sc t.en_domain.csr 2021/3/9 16:19 CSR 32i% 2K

F 4-1 TR

XA/ SAFZFR XihERE
Tomcat keystorePass.txt: IEHZRY,

serverjks: FH34,
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X/ SHEFR XHERBE

Nginx servercrt: IEPIMH, BERRIERKE, 25!
FIRSSERIUEBFICARRERES .
serverkey: IEPBFATEN M, BE—BRIEBTASAR
ﬁgo

Apache cacrt: IEFRHENH, BE—ERPRKCAKLT,
servercrt: IEPXY, BE—BIRSZFI[EBR
EE.IIO
serverkey: IEPBFAENH, BE—BRIEBTASAR
T

1S keystorePass.txt: IFHZH,
server.pfx: IEREI4E,

domain.csr IEBIERI

. ;Ei%iftﬂl%ﬁa“, WR “UEPERE” EFENRE “BEEMCSRT , WTESAREE
F:

THAEBXEE—NEA “serverpem” B, XHFHELZXBEFMRITIBA
15, 25 ERSEFEBFICAREIES.

FASAAARPBITRER, LARSSUEBEEREM . EFMRSHRLLRES
B, REESHNABINMVE.

AR
‘BECEMCSR” FIEBAIF—HRAER =M.

4.1.2 TEHARIER

HIRFEM

TEtbE

NSRRI SS BB @ IS EE A e SR Iweb 53 , TR EFFLAESSUEHRIAT, SSLIE
PBYHHESBENAIRIES, TEBRHERE.

WNEREH B A PE avaZEE PigihaEweb s, BEE FHIBIBHFER
RN AIZ iR, (RIEEPIRRCIEIRIGEweb RS BRIINZESE . Flf0, MR
webfR5328% 4 T GeoTrust EVEISSLIEH, NINSNAIE FinfEL%GeoTrust EVEIR
I, AR B REETE FimihaEawebllss

R SSRFIE S JavaS E Figiha & awebll 53

BRI T a0 i IERREAMRIES, BN TEMBINT
e DigiCert-DV-TLS-CA-G1

e DigiCert-EV-root

e DigiCert-OV-DV-root

o GeoTrust-CN-RSA-CA-G1
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=IUFPEEIRSS
FF3ERT (SSLFHEE) 4

H.

A

SSLiFH

i
pi

e GeoTrust-EV-CN-RSA-G1
e GlobalSign-R3-root
e DigiCert Global Root G2

4.1.3 £ Tomcat fEF=E %3 SSL B

A LALinuxiERFE PRI Tomcat 7RSS B APINESSLEPHNRELSR, BREREE
PMREIEBITALARITESE . IEPEREIFE, SAIWeb RSB ABESIFSSLES, LW
BIEZE,

(MR

ATRSHRFSRAIRSZ HJMNEEERE, ALIRSSUEBIEPERN&GHSTUENAIREX
1;H§%'E§Eé—z\ﬂlﬁﬁ7f:ﬁ, ZIEPEERSEMILFERRE, XMHSE, BLASRILKIRERS
WSENIELFIERE, HTTPSHARENIBERIE bR, BRE——EIWESSLERE
BMAIRS, BRESWTRIFAEHIERREM,

BUfeSRY
o IFHEEARH “EBKRE” » “BEER” .
o ETHSSLER, BFREEESITHIES.
e BEZR%EOpenSSLTHE,
EETLAM “https://www.openssl.org/source/” T EAI0OpenSSLT EZLES
( Z3kOpenSSLIRAWIZE.0.1gak A ERRA )
e BEZ%EKeytoolTH,
Keytool TE—#&f&1E)ava Development Kit (JDK ) TEEH,
o FLEIFBHEFRRELES.
LJREFH
o IFPLER], FUELESSLEBIIRS SR LG “4437 w0, RNELEEE
oo “443” w0, BRRERNATIEBBHTTPS,
o WMR—NMHABBESNIRSEE, WEB— 1 RSZ[RLEEPE.
o (FLRRIPRIRSESE LEEZTHES, YWRSIERRIHE——XIR, RIELAY
EWNMEZANER, WEAFHBMEE . SVWLEPER, NHSERTITEZE.
BRIES R

ETomcat7fRS3 88 EZ4ESSLIFBAYRIZA FEAR:
OFKEE - QeIZBR - OBXEENH - @EFTomcat - GRRIGIE

LR—: FREH

LIRIEPR], FEREUIERXEFIZEE, BRIERIFIEBIIEEN “EBBRX
#7 £ A RIERIRFSR:

o WREBHIEPRS, “IERIERE” &R “KHEEMCSR” , BIMRESER: &
FERMCSR,
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SIEREIERSS
FFigE (SSLIEPER )

4 ZEESSLIEH

o UIRENBEIERRT,

SEBIBERNM” i “BeEMCSRT , BIKEFEER: B

oERCSR,
BRI
o  RFEERLCSR
a. EAMBEETHANERX .

THONEEET “Apache” . “lIS” . “Nginx” . “Tomcat” 471344

FFA “domain.csr” &, WNEA4-3FR.

4-3 AKifR/E SSLUEH

e

EFF 2R B =3 gl
scs 4 s ten_Apache 2021/3/9 16:20 =
sC A spmncen IS 6:20 g
s - X ten_MNginx 6:20 =
scs 34 s st.on_Tomcat 6:20 IR
| ses B4 sc t.cn_domain.csr /379 16:19 CSR 34 2 KB
b. M “UEBID_IFBLELERIEE Tomcat” MHELRIRSIER G “ iFBID_iFHB
GEERIEL S serverjks” FIBRISLME “ UFBID_IFBILERTEE
_keystorePass.txt” ,
o BHCOXRCSR
a. MRECTHRNEBEMEE, K18 “ iFBID_IFBILEATHS serverpem” X
%

“UFBID_iFBELERIE A _server.pem” AHEIERREIERBARES “-----BEGIN
CERTIFICATE-----" #1 “-----END CERTIFICATE-----" , B3I HIRSEIEP
FHPRCAIES o

b. {£FOpenSSLTE, 1GpemtSIEREIEAPPXIEIVUES, 55

“server.pfx” {4,

i “pem” MEFNERLCSRATAIFASE “serverkey” HTEOpenSSLT E&E
BREbinBRT.

ii. fEOpenSSLTEZEBRAIINERET, ITUT S EpemiENiEPiE
¥ APFXAEZUIER, 1% “Enter” ,

openssl pkcs12 -export -out server.pfx -inkey server.key -in iF#5
ID_iFBEFERIEZ _server.pem
EIRERWT:
Enter Export Password:
iii. MAPFXEBER, & “Enter” ,

LM ANZER NP EENXER, BRIEE TR TIREHBA
AT

EIEEEWT:

Verifying - Enter Export Password:
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4 LHESSLIFH

i
pi

iv.

AR
IBEFICH M NRIPEXGIERERS . [FELIREIKSEDRE SR ERIPFXERD R
F—3, aUaEESHTomcatFaI%kK .
NREAFPERZEMN, EBMEUTEREERIRERN:
o EBRENS~321MFH.

o EVFJFBEASAEFH. NEFH. HF. =K. HHEFH~1@#5% & ()_
+{}:"<>2-=\[1;",./PRI3FSEELIFRT

BIRBAPFXIERZRS, 1% “Enter” ,

HERKBERHITERER, FTRSEOpenSSLTEZERER NI
Rk “serverpfx” &,

c. f{EFKeytoolTH, YPRXETUIERIH4HEEHaRLIKSTETL, 155 “serverjks” X

.

Vi.

bR “serverpfx” STEEHIF “%IAVA_HOME%/jdk/bin” H
FTo
£ “%JAVA_HOME%/jdk/bin” BRT, #T7LATa<, & “Enter” ,

keytool -importkeystore -srckeystore server.pfx -destkeystore
server.jks -srcstoretype PKCS12 -deststoretype JKS

EREEWT:
WMABREEEOS:
BINJKSIEEZRS, % “Enter”

A

BRIKSELIRENSPRGERZRHERNEN, SNasEaSETomcat
=B S S

EIEEESNT:

BIXMAHROS:

BIBNKSIERER, &2 “Enter” o

EIRERUT:

WMANBREREOS:

BADbIIFIZEPFXEPRER, 1% “Enter” ,

EIZXLANTEERT, NFRREIEKTD, EEOpenSSLTRAZEBRT
BRINERYL “serverjks” {4,

ERINENGIE HI%RE .

EXRHSAGS: 1MRERINSAN, 01 FEEXMEENE

£ “%JAVA_HOME%/jdk/bin” BRTHE— “keystorePass.txt” X
5, BIKSHIERBREFEZHEF,

d. BEIREANERSUS “serverjks” FIFTERAIZEISSUS “keystorePass.txt” B
FER—ERT,

LR—: gIEBR

AETomcatILZEER T EIE “cert” BR, FEBIEBM “serverjks” FIZERI M4
“keystorePass.txt” EFIZ] “cert” BFEH.,
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H.

A

SSLiFH
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TR=: eEEXH

A

(ENECE SR, BRECENHRITEN, FENTENRIAEPIRTEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EERESNFTHR, &2
mafERAgILSs

ETomcat7ZEEBRIEMRENT :
1. HFETomcatZZEHZFconfBRET “serverxml” SEFHEIN TS

<l
<Connector port="8443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />
>

HEILLESE, Eie<!- - M - >XXERRA
IBINLAT21N 24, iBiRIERA-21I2MSHRYE.

keystoreFile="cert/server.jks"
keystorePass="IFBZH3"

TREESEUT, ERSHBRERERHTIEN:

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="cert/serverjks"
keystorePass="jf B 23"
clientAuth="false" sslProtocol="TLS" />

A

FEREZEYIREERS, JERI “keystoreFile” , “keystorePass” S%{H]
7, HESHSREE CHIRERIES .

x4-2 SHREB (—)

e SHu5A
port EERSREERANROS, BNEEN “4437 ,
protocol IREHTTPHMY, RIFIREERDT],
keystoreFile “serverjks” IHFHEEE, HEXTIEREFIEXTIRRLE
A, =" cert/server.jks
keystorePass “serverjks” B9ZRS, IHE “keystorePass.txt” X
HRRYERS .
i3]
MREBHEE “&” , BEHEMMN “&amp;” , LI%ES
=g AR
iy

N keystorePass="Ix6&APWgcHf72DMu", THEXS
keystorePass="Ix6&amp;APWgcHf72DMu",
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HF1ERS (SSLIFPEE) 4 ZEESSLEH
2% 21508
clientAuth EAERENSSLEFRHRZ I, XISSLEFi#H
TEMIGIE, FIFHREERIR,

4. FETomcatZZEHZFconfBRET “serverxml” {EFHKEINI TS5

<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="true">

5. & “Host name” BRIEFB4ERIES -
SEFEINT (L “www.domain.com” Hf) ) :

<Host name="www.domain.com" appBase="webapps"
unpackWARs="true" autoDeploy="true">

6. (EREREFRENH.

FIEPY: &S Tomcat
fE£Tomcat binB R F#47./shutdown.ship${=1E TomcatfR$E;

ZF100E, BT /startup.shiss (WHERSFPHIZEEENGR, WEEFHE
&h) , BiiTomcathRS .

USRISIE

EBERINGG, AIERISERAIMI= RN “https://1ER” , % “Enter” .

MRS MU= R R L 2 EHRR, MIRBIEB%RREMA.

o MRMULPALMALRERTR, BENATAHBETSSUERE, Mub{BALIAR
RERT? -

o MBBEIHZHAMULES, TiEFTFMLL, BSRAHAEE 7SSUERE, Bl
ERIGEIGES, FiEFTFRuL? HITAME,

o MNRMARMRIBIMEMER, LLHRHIBRMHSSUEBEENMIRS, T TE
'{Lﬂg—iﬂ‘—ﬁﬁ%, IFEERE—N—EGHITWE, BWLRSE, BRRIREMHT

EEO

4.1.4 7£ Nginx fR5588 L %% SSLuEH

A3ZLACentOS 7THRIERFZHHINginx 1.7 8ARSZ2ENFINASSLEBRILELE, B1E
LZREFMREEBRELIRTESE . IEBREIFE, BaIWebIRSZ A REZIFSSLE
5, LMBERE

MR

HATFRSRBRFRPURS[MNREERE, ARESSUEBIREPERE STIESRIEE
HERIRIBERE, REPEERZRENGRERTA, RHSE, BUEISIRERS

IEEo

WSENIELFIERE, HTTPSHARENIBERIE bR, BRE——EIBWESSLERE
BMAIRS, RESWTRIFAEGHIERREHR,

RIS
o EBBEKE EBRE K BER .
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SIEPEIERSS
FFigE (SSLIEPER) 4

H.

A

SSLiFH

i
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o ETHSSUES, BIMHMESSITRIES.

LR
o IFHLKERE], SVEZESSLUEBIIIRSE LG “4437 iw0, RRNEZSEE
n “443” iw0, BRRERIPBATEREHTTPS,
o WME—MIBZEZNIRSE, UB— RSB LEAEIRE.
o FLHEIPHRSRLFTZ =TSR, YRSIEEEE—IIRN, BIEER
EEMEZANER, WEFHBMEE . SNZESER, NERERTIAZE,
o FLETPAEFFMRELED,
BMEER

7ECentOS 7TIRERZHAINGinx 1.7.8fRSS 28 L EESSLIE BRI FEAR:
OB -~ QLIEER - QOBREREXH - ORIIEERBIER - OFEF
Nginx — ©RERIEIE

LE—: KBS

LRIEPRT, FEREUIEBXEFIZGEE, SRIERIFIEBIIEEN “EBIFRX
B7 £ RIERIR SR

o NREFIEREY, “IEBBERNM” EF “FRFLEMCSR” , BRREFEN: R

ZHPRLCSR,

o WNREEIERAT, “IEBIEKRXME” %&F “BSEmMCSR” , BENEESEER: B
C4RICSR,

BRIEENT:

o RBERICSR

a. HERWERES THATNERX .

TEHOEEET “Apache” ¢ “IIS”  “Nginx” . “Tomcat” 4315
FF1A “domain.csr” 3, tNEA4-4FFR.

s
4-4 ZRHfEE SSLIEH
& eral=E =2 ol
scs 4 s t.cn_Apache 2021/3/9 16:20 i
sC! 4 semmmmicn IS 20 =
sce T TTITITIITI s t.cn_Mginx 20
scs 34 st st.en_Tomcat 20
| ses 84 sc t.cn_domain.csr 2021/3/9 16:19 CSR 3% 2 KB

b. M “HEBID_IFBHELIEEE Ngink” XAHERKSIUEB XY “ iFBID_iFHB
GERIE A server.crt” FFASENUYG “ UFBID_uFBILERIE S

_serverkey” o

= “YIBID JFBHERIEE servercrt” HBIEMERIIERMRE “-----

BEGIN CERTIFICATE----- G 1 [p— END CERTIFICATE----- 7, Bk
ARSSFEBFIFLRCA,
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4 ZEESSLIEH

= “UIBID FBHERIEE serverkey” HBEIE—ERFAAMRED
BEGIN RSA PRIVATE KEY-----" #[] “-----END RSA PRIVATE

KEY-----"
e HC4YHICSR

a. MRIECTHINEBERES, KB “ UFBID_iFBHEHIES serverpem” X
%,
“UFBID _IFBHERIELS serverpem” AAHEIERERIEFHHS “-----BEGIN
CERTIFICATE-----" #0 “----- END CERTIFICATE-----" , BIAIRSZHIES
PR CAIEHR

b. ¥ “UBID_IFBHEEAIES serverpem” FEEREERST “art” , B
“server.crt” ,

c. Y8 “servercrt” FI4ERLCSRATAIFATE “serverkey” MITEAEEIHEA,

: SIEER

FENGInXHIZZEB RconfBRTEIE “cert” BF, HEIE “serverkey”
“servercrt” EHlIE “cert” BR T,

= BXEEN G

%

(EECE R, BREENHHITEN, FENTENRINEPHTEE, BEX
iRfE, BEANKEHTEE, BRLIEEERSERS T EERERNF TR, &7
M AZA9AYSS o

BeENginx “conf” BHRTHI “nginx.conf” 3%,
1. KEWTEERNS:

#server {

#
#
#
#
#
#
#
#
#
#
#

#
#}

listen 443 ssl;
server_name localhost;
ssl_certificate cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:!aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {

root html;

index index.html index.htm;

}

MERTERNEEEDERGSH#,

server {

listen 443 ssl;
server_name localhost;
ssl_certificate  cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;

ssl_session_timeout 5m;

ssl_ciphers HIGH:!'aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {

root html;
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index index.html index.htm;
}
}
3. BT EH, BERSEIESLRIFNEA-3FR.
ssl_certificate cert/server.crt;

ssl_certificate_key cert/server.key;
SENEEWNT, HRSHIRIEIFEREL:

server {
listen 443 ssl; #BCEHTTPSHIBKIAIG IR 9443 , AIRELACAKRECEHTTPSAIBLIA A EIRO
AIBER SHINGINXTIER -
server_name www.domain.com;, #1EXENEBEPEIHS .
ssl_certificate  cert/server.crt, #EIRRISRER)HRIERZR o
ssl_certificate_key cert/serverkey, #EIRpEIRHIFAESIERIERR
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:'aNULL:!MD5; #1155 &14,
ssl_prefer_server_ciphers on;
location / {
root html; #iEEBR.
index index.html index.htm; #RINEE .
}

k|

AEEERSHREEE, S8% “ssl” FARNBMSIERREREEXR, HE
SHIBIRIEB CRISEIRIEIZ

& 4-3 SHURA

28 S¥5HE
listen SSLiplEiwOS, &8 “4437 .

ECEHTTPSHIZAIAIG IR 9443 ., WIRAKRECEHTTPSHY
FiNpEinO, AJEESSHNgInxTCERN.

server_name IFB4PEESZ . <6 www.domain.com
ssl_certificate WEBSH “servercrt” o

REA “servercrt” XHRIERRR, BERFBHAREEEPFX
F&F, B4 “cert/servercrt”

ssl_certificate_key | FA$ASZ{4 “serverkey” .
IREN “serverkey” IR, BIRRPAREEEHNF
&, B0 “cert/serverkey”

4. (BUGERERFECEN K

TR WA EEEIEH
HANGIndITERT, HUTLATEGR<S:
sbin/nginx -t

HEEREE N TARES, NRRECEIEH:
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nginx.conf syntax is ok
nginx.conf test is successful

FBH: EF Nginx
WITLATaS, EENginx, FEEFH.
cd /usr/local/nginx/sbin

.[nginx -s reload

SUERISIE
HEMINGE, SERSERAtI=FEA “https://1E2” , #& “Enter” .
MRS MU= R R L 2 EHRR, MIRBRIEB&RREMA .
o MEMULBABIALZERER, BERAHABETSSLIERE, MuG{BRARIA
RERT? -
o WIRBIHZIHAMIGES, TEFTHNLL, BSUATAEBETSSLIERE, B
ER2BIRIRLES, FTEFTFuE? T,

o MNRMARBRILIMEMER, LHZHIBRMHSSUEBEENHIRS, T TE
Ji—X—PRS3, BEESE—X—EEHTIESE, BMLRSE, KERIREIPEHT
AbIE,

4.1.5 7 Apache [R5588 E%=3= SSLEH

ARIZLACentOS 7iRERZHRYApache 2.4 6RZ 2R ABINBSSLEBILEELE, RE
LZEEFOELBI T TESE , IBRETFRE, BHIWebIRSSEABEZIFSSLIE
5, IWMBEZLE,

(AR

HATFIRSZRRFRPNRS[IMNRECERE, ARESSUEBIREPERE STIEMAIEE
1’—;%%ﬂﬁ‘é§lﬂ%ﬁ7ﬁﬁ, ZIEPEERSREMILFERRE, XMHSE, BASRIKIRERA
WSENIELFIEBE, HTTPSHAREMIBRIE bR, BRE——EIBWLSSLERE
BMAIRS, BRESWTRIFAEGHIERRER,

BUfeSRY

o IFHEEAH “IFHIKE” A “BELR” .

o B THESSLIEH, BEfRIFES N TRIES.

e ApachefR5588 FEZ& % T mod_ssl.sot&EiR ( BRSSLINEE )
2R

o FPRER], BZUELESSUIPHIRSR EHE “4437 50, EINEZSARE
n “4437 iw0, BRRERIDATEREHTTPS,

o MR—EEZEZSMRSHR, WEB— I RSRLABEEE

o GFREIIPRIRSHE EFBIZTRIER, YRSIEPBRIEER—IMN, BISLRY
M EZRGIES, WATEMEE . SNLESER, NEFBRTIZE.

o FREIEBNEFMFELS.
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=IFPEEIRS
FF3ERT (SSLiFHEE) 4

H.

A

SSLiFH

i
A

BRES R
FECentOS 7iRERFFHIApache 2.4.6R55 28 E &2 SSLIEBAYRAZAN FAR:
DI - QBIEBR - OEHEEXY - @=EFApache - GREIE

SHR—: REH

LIEPRI, FEREUEEXEIZE S, BRERIBIEBIEERN IEBIBERY
" ERTSRIEFRIFLR:

o INREFIERRY, “IEBERNM” i&F “FEFLEMCSR™ , BRRFEFEL: R

FHRLCSR,

o INREBFBHIEFPET, “IERBERMHE" &F “‘BSERCSR” , BAREBSN: B
CHERCSR,

BRRENT:

o ZRFZLERICSR

a. EARMEEDS FHAGEBSHE.
TEHNEEET “Apache” . “IIS” . “Nginx” .
FF11 “domain.csr” X4, WNE4-5FR.

“Tomcat” 47324

4-5 AKfR/E SSLUEH

.

=5 =t =1 EN|
sCS 45 Len_Apache 2021/3/9 16:20 M=
sc! 4 summmicn_lIS 2021/3/9 16:20 IR
sce T s Len_MNginx 2021/3/9 16:20 IR
sCs M s st.en_Tomcat 2021/3/9 16:20 i
| scs 84 sc t.cn_domain.csr 2021/3/9 16:19 CSR 3% 2KB

b. M “UFBID_IFBHEREE Apache” S4ERFRISIEB 4 “ UFBID_LF
BIEAES ca.crt” , “UFBID_IFBEEAIES server.crt” FIFASAS S
“UFBID_FBILERTELE serverkey” o

= “JFBID iFBHERES ca.crt” IEEIE—RPRCAIEBRD “-----
BEGIN CERTIFICATE----- A | R END CERTIFICATE----- 7

= “UFBID iFBHGEREE servercrt” FBIE—ERIRS FEBRD
“.----BEGIN CERTIFICATE-----" #[] “-----END CERTIFICATE-----"

v “UFBID_iFBEEERIEE serverkey” XHEIE—ERFAHLE ¢ -----
BEGIN RSA PRIVATE KEY-----" &[] “-----END RSA PRIVATE
KEY-----"

o HCHEHICSR
a. ?EEE'F?ZE’\J*IIE%E?‘E@”

“UFBID _iFBAERIEEE serverpem” SEEIEREIER “-----BEGIN
CERTIFICATE----- A 1 R — END CERTIFICATE----- 7, PRIAIRSEIER
FIFERCAIER

b. Sl “UFBID IFBEERIEE serverpem” MERIE—ERIEPBARR (RS
BREH ) , HBEFEAN “servercrt” X,

KIS “ UFBID_FBHLERTH S serverpem” X
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c. E4 “IUFBID_IFBEERIEE server.pem” HHIE _EIEBRE (R
CA) , HBEAN “cacrt” X,

d. ¥ “ca.crt” . “servercrt” F4ERLCSRATAYFASE “serverkey” MIE(EEE
EH.

TE_: CIEER

FApachelIZZEBFTEIZE “cert” BFE, FEIE “serverkey” . “servercrt”
“ca.crt” EFIEI “cert” BFET,

LTE=: SEEXH

ikl

(BB R, BREENHRHITEN, FENTENRREPHTEE, BEX
iRfE, BEANKEHTEE, BRLIEEERSERS T EERERNFTR, &2
NaAZA9ALSS o

. FJFFApachetRBRT “confd/ssl.conf” 314,
2. FEcEIEB4PERIEA .
HEIFHELXM TS

ServerName www.example.com:443

SEFENT (LA “www.domain.com” 1) :
ServerName www.domain.com:443 #FAFIRSS 229533
3. BEEEIEBAH
KEFHEXIN TS
SSLCertificateFile "${SRVROOT}/conf/server.crt"
REIEBAANHE “servercrt” XHRKER, BIERPRESEPNFR, Fla
“cert/server.crt” ,
SEEEWT:
SSLCertificateFile "cert/server.crt'
4. BCEIEBFAR.
HEFHEUN TS
SSLCertificateKeyFile "${SRVROOT}/conf/server.key"
REN “serverkey” IR, BREPREEESPNXER, HIE0 “cert/
serverkey” .
SSEACEWNT:
SSLCertificateKeyFile "cert/server.key"
5. ECEIFBHE.
HEFHELUN TS
#SSLCertificateChainFile "${SRVROOT}/conf/server-ca.crt"
RERTENREEOERGS ‘47 , FHREN “cact” HAERE, BIEESP
REEBEHRNZER, HIa0 “cert/ca.crt” o
SEREWT:

SSLCertificateChainFile "cert/ca.crt"
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6. (BXE, R7F “ssl.conf” XHFHERHRE.

S EPY: &3 Apache
PATLA TN IR{EE RS Apache, {FECEEX.

1. HifTservice httpd stopap<${Z1EApachefi®53 .
2. HiiTservice httpd startas S BaApachefgsS .

SUERBSIIE
HEBAHINGE, TIERISERAMI=FEA “https://IHZ” , #& “Enter” .
MRS U= R R Z 2 EHRR, MIRBRIEBRREMA.
o MEMULPALMARERTR, BERNAHTLATBETSSLERE, Mub{BALIA
ZERT? ©
o WIRBIEHZIHAMIGES, TEFTHNIL, BSUATAEETSSLIERE, Bl
HRIGEIMGES, FiEFTFRLL? HITAME,

o MNRMARMRIBIMEMER, LLHZHIBRMHSSUEBEENHIRS, T TE
JB—X—ARS3, BEESE——EIHTIESE, BWLRSE, KRIREIPHT
%IEO

4.1.6 £ IS R3588 E&=%< SSL i

AELNMEBERMNELIBREISIRS:R, BEEERMNEEBRALUHT
E, IEPLREIFE, SAIWeb RS BAREITSSLEE, LMBELE.

W

MR

ATRSHRFSRAHIRZ H[MNEEERE, ALRSSUEBIEPERN&GHSTUENIIERENX
HERIRIBERE, REPEERZR/ENGRERTA, RHSE, BUEISIRERS
WSENIELFIEBE, HTTPSHARENTIBERE bR, BRE—X—EIBWESSLUERE
BMMIRS, RESWTRIFAEHIERRER,

ElE=-S et
o IBEERE EBRE N BEE .
o ETHSSUES, BFEFESITHIES.
HRFM
o IEBRER, SUERESSUEBIRSRELITE “443” i, FARERSAR
10 “443” BK0, BERRBEE(HATIEBABHTTPS.
o WMR—MIBRESMRSH, VE—MRSH LHBHLE.
o FRETBIRSHELBESTOES, VASTEBIOEE——IIN, WL
RSP MEIZIOES, WATFBMEE . SURRHER, WEBERTTELS.
o FRBTHHEFMREES.
BELR

fEIISPRSS 28 £ 2 A= SSLIFBRYARFZUN TP :
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FFigE (SSLIEPER ) 4
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A
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SSLiFH

ORI - QEEENS - QRSRIEIIE

THR—: RE

LIEPRI, FEREUEEXEIZE S, BRERIBIEBIIEEN IEBERY

> ERTSRIBFRIFLR:

o WREBEIEPAT, “IEBIERE” &F “EHEMCSR” , BIMREESR: &
ZERCSR,

o WREBHIEPAS, “IERBERE” i%iF “BEMCSR” , BNEESBESR: B
C&RLCSR,

BRI

o RHHRCSR

a. TEAMREE TEHRANERUY
THHXHEET “Apache” . “lIS” . “Nginx” . “Tomcat” 44Xt
FEFA “domain.csr” 3, GNEI4-6F7R.
4-6 ZRHBARE SSLIEH
= : 2w o
scs 4 5 ten_Apache 6:20 IR
sC 4_smmmmicn_ |15 6:20 i
sce T TTITITIITI s t.cn_Mginx 6:20 hrgl =
scs 3 s st.en_Tomcat 6:20 ==
| ses 84 sc t.cn_domain.csr /3/9 16:19 CSR 3zf4 2KB
b. M “UEBID_IFBELEANMRAE NS” XIHKRIKISSSLEB X “ iFBID_iF B
GEERIIEE _server.pfx” FIERISUG “ IFBID_IFBILEANES
_keystorePass.txt, ”
o HCHERKCSR
a. BRESTHANEBEREE, K8 “ iIBID iFBHEAIE S serverpem” X
(LS
“UFBID_iFBHERIELS serverpem” AHEIERESIEFHES “-----BEGIN
CERTIFICATE----- i1 IR END CERTIFICATE----- 7, PRIARSEIIER
AR CAIES .
b. {#FFOpenSSLTE, BpemiEXiEFiEHEHPFXIENIER, 5E

“server.pfx” {4,

i. “pem” SEFNAERLCSRATRIFAIE “serverkey” FITEOpenSSLT E&%E
BEHbinBRT.

ii. fEOpenSSLTEZZEHRAIbINERT, FUTLATGSEpemi&8VIEHEE
RPFXAETUIES, &2 “Enter” o

openssl pkcs12 -export -out server.pfx -inkey server.key -in F#5
ID_iFBEEERIEZ _server.pem
EIEEESNT:
Enter Export Password:
ii. IMAPFXIEBE, & “Enter”

LM NRYZ RSN BENER, BiRIEE CHFRETREFHA
R
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EIREEWT:
Verifying - Enter Export Password:
AR
TBEFICHAMANAIPFGERER . [FEUREIKSERNFE SR ERIPFXED R
F—H, BNasEaSHISEIRK.
NIREHARERZeN, BMEUTEREEKREE:
o EBKENS~321MFR.

o EVTFBASAEFH. NEFH. HF. T HFHEFH~1@#$%*()_
+{}:"<>2-=\[1;",./PRISFPERLIFFF

iv. BRBIAPFXIERZ, 1% “Enter” .

HERKBERHTERER, FTRSEOpenSSLTEZEREHR NI
4Rk “serverpfx” &,

V. TEOpenSSLTEZEBZFT, $E— “keystorePass.txt” {4, &
PEXHVEIRIFAEIZ M,

i e Ty | N
. RENS, BEBISIEXEIE S TR,
2. FIFFISEIEEGIES, Wk ‘RSRITE” , WE4-TFR.

4-7 IRSBRIEB

g .
03! CTUYRE=H BT 10
483 cTu (CHINA! | oy, - BTG - G2EERE) | HEKE Kt -E-
D wEEsn —
a6 At

@ Default Web Site o

= 5 2 N =
= = & & B
FIPIPA i FIPSSLiE FIPESXIE FIPERW FIPERE FIPET  FIP Bk FPBEM  FIPRE AP EFE
RS B =5 kA 7’ iE 0 1
s
B - | "] =% ") s & ] £ ot
& B F e 2 2 A

HTTP Bizis HTTP EF1 1P mihillsl MIME 38 WebDAV 8 aEsl w3l | BE®Es | Tmse @
EY PR e El

s B & B & % # 9
B BRuE  EREE Bx SHBRE S ShEE =
E’E

& =

TEEER  HENES EEREs

3. EREMEOS, BF “SN7 , WE4-8F.

4-8 S\

4. BN “serverpfx” IEBNE, BE “HHBE” .
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g
P

SSLiFH

(MEEY::
‘37 ELENEREERA “keystorePass.txt” X{FHHIE .

& 4-9 &\ pfxiEBH
SNES [ Sl

MRS ph) (O
D\ . pix D
ERE(P):

FETFSHIIERA)

wE || m

5. BiraReEEFnR (XEUBAL= A6 ) , &F “RESE” , WEA4-10

B

& 4-10 fRIE4TE

:! | @ Default Web Site £

PRCE] C:L;_:_%E;ﬂ (CHINA | o - Ba TG - EaEEnm
a : (2 ‘ __ - .
Y Dal’:;m \.;J-;-;h.-_ =i =-“.;. i':i‘ ij..
WATE...
D B EEE..
. EnERBRR-.
EEmE 3
BEER(R)
;1
&g FTP &%
BaE
I saEmEnE

ns

BEE HTTP BEA P BiENE MIME 53
3 L

-y

g 10

XE

6. fEEHERIEOSF, BE M7, FHESUTER.
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A

SSLiFH
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RUERIGIE

4-11 ;0L 48 E

I 2] x|
2A (1) IF Mt ) B0 ) :
[nttps RANEE x| [
401,45 (H):
|
S5L i )
Iserver ;I E% V... I
e | mE |
KA -

&R “https” .
- ImO: GRIFEOARY “4437 iR ORDAE,
- SSLIEH: EEASARIIES.

7. EEZRE, 2F “HBE” .

- ==<===-

SEMING, SERSSERAIH=FREA “https://1ER2 7 , #& “Enter” .

RN SN RN 2 BIRR, NiRIBER &R .

o MEMUGPARMARERT, BERNAALRBETSSLERE, MNub{BRALIA
ZEER? o

o MRBEIHZHAMILES, TEFTHMLL, BERAHARE 7SSUERE, B
ERIHIDRILARS, FEFIFL? HITLE,

o MNRMARBRIBIMEMER, LHZHIBRMHSSUEBEENHIRS, T TE
JB—X—ARS3, BEESEX—EEHTIEE, BMLRSE, KRIRRIPHT
AR,

4.1.7 7£ Weblogic fR33588 E&3= SSLiEH

WeblogicEFJAVAEEZEKIRYRE)4, WeblogicRAAFHA. £/ SESHEEAES
A WebRIFH . MLER FAFNEIERER AR avaii FBIRSS S . 15lavalIshZSIhaE)ava
EnterprisebRERNZEMS INKEIMER BANFA . /. SBENSEZH,

BaiWeblogic 10.3.1REL EAIMRAZIFHE ERMIERISSLIES, 10.3.1Z2BIAYARA
AZIFEMESSLES

AEDNBREMRELEBREE|WeblogiclRS5ss, BELREERMIELERBR AL
178% . IEPLREIFE, BRIWebIRSBEZRESZIFSSLBIE, LMBERE.

(MR

HATRSRAEFSRAHIRZ HRNEEERE, ALRSSUEBIERERNGSTUENNEEX
HEERESEERE, DIEBEERSBEMHILFIERRE, MHSE, BUSHIKIMERA
o

WSERLRIERE, HTTPSHATENIBRIEMIDR, BRE——EIMSLSSUIEHE
BMHRS, BREEWITREMACHERRTR,
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BUHESRIY

o IFPEEARH MPRET K ‘BER
o ETHSSLER, BEHEESSNTHILS.
o BELEIDK,
WeblogicZ# 5 BH5IDKEREE . tIRKZE, NiEL3E)ava SE Development

Kit (JDK),
YR
o IFBZRER], FSUAELRSSUEBARSELEFE “4437 iw[O, BFRNEZSARE
hn “443” w0, BRLREEATEBREHTTPS,
o WME—MIZEZNIRSE, UB— RSB LEAEIPE.
o FLHEIPIRSRLFTZ =TS, YWRSIEBEE—IIMN, BIBER
R MEZANER, WEFBMEE . SUNZESER, NERERTIAZE,
o FLETPAEFFMRELS,
BEE R

EWeblogicARS3 88 L 2ESSLIEBRYRIRA AR :
DIRENE - QfECEWeblogic - QRSRIGIE

TH—: REH

LIEPR], FERBUEEXEIZE S, BRERIBIEBIEERN IEBBERY
" ERSRIEFRIFLR:

o NREFIERRY, “IEBBERNM” EF “RRLEMCSR” , BRREFEN: R

\

ZHRLCSR,

o UNREAEIFHAT, “IEBIEKRXME” &F “BSEmMCSR” , BINEESEER: B
CHERICSR,

BAEENT:

o RHHRCSR
a. EARMRES FEASEBSUE.

TEHOXEEET “Apache” ¢ “IIS”  “Nginx” . “Tomcat” 4315
FF14 “domain.csr” 3244, TNE4-12F3.

4-12 AHARE SSLIEH

.

= wm )
scs 4 s ten_Apache
sC! 4_smmwmmucn_lIS
sce T TTITITIITI s t.cn_Mginx
scs 34 st st.en_Tomcat
| ses 84 sc t.cn_domain.csr 2021/3/9 16:19 2

b. M “HEBID_IFBHERIEEE Tomeat” XHEERIREBIER X “ iFBID_iFH
GEERIELE serverjks” FIBEREAY “ UFBID_iFBLLERTHES

_keystorePass.txt”
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o HCHHRICSR
a. MRECTHHNEBERES, K8 “ UFBID_IFBIEH LS serverpem” X

%,
“UFBID iFBHERIEES serverpem” AAEIEREGIEFH “-----BEGIN

CERTIFICATE----- L [ p—— END CERTIFICATE----- 7, PRARSERIER
FIPRCAIER,

{FFHOpenSSLT R, EpemigVIEPEE12APFXIENIES, 5E!
“server.pfx” {4,

i “pem” MHFNEERLCSRATAYFAEE “serverkey” HIEOpenSSLT B4
BEbinBRT.

ii. fEOpenSSLTEZERRADINBRT, HUTLA T i Epemi&NIEH4:
APFXAETUIES, &2 “Enter” o

openssl pkcs12 -export -out server.pfx -inkey server.key -in 75
ID_iFBHEERIEE server.pem

EIZERWT:
Enter Export Password:
iii. APFXIEBE, & “Enter”

AN ARERS SRR BENXE, BiRERCHBIRETIREF WA

AR

EREEWT:

Verifying - Enter Export Password:

AR

BEICHAMMANPFXIERERL . FEREIKSERRE SR ERIPFXEIDR
F—H, BNaTgEsSEWeblogic/EakM .
NiEERHFPERZeY, EBMRUTEREEKRSER:
o FIEKENS~321MFH,

o EVFEAESAEFH. NEFH. HF. T FHEFR~1@#$%*()_
+{}:"<>2-=\[1;',./PRI3FSEBIFFE

iv. EXMAPFXEBZEG, 2 “Enter” o

HEFGARRHIEIREE, FTREEOpenSSLTELEBR TN
4 rk “server.pfx” SXi4,

{FFEKeytool TR, 1EPFXIETCIERSEEEIRRLIKSIETL, 55 “serverjks” X

5.

i BbAARA “serverpfx” HEFIEI “%IAVA_HOME%/jdk/bin” B
xTo

ii. 7£ “%JAVA_HOME%/jdk/bin” BRT, HITUATES, & “Enter” ,

keytool -importkeystore -srckeystore server.pfx -destkeystore
server.jks -srcstoretype PKCS12 -deststoretype JKS

EZEEWT:
WMABREHEEOS:
iii. WANJKSIEPEZR, & “Enter”

MAERARAN 33 (2024-03-15)

WRIERE © LEARITERARERAF 47



SIEPEIERSS
FFigE (SSLIEPER) 4

H.

A

SSLiFH

i
pi

ikl

BRIKSEBRENSPRXIERZEERNERS, BNEEaSEH
WeblogicBahk¥ .

EREEWTF:
BaAROS:

iv. FERMNKSITEBE, & “Enter” ,
EREETF:
BMANBEZHEOS:

V. HIN2.CRIREPFXIEREM, & “Enter” .

EIEX LN T™EER, WERRERRT, EEO0penSSLTELZEBRT
FRINLER “serverjks” 3Zi4,

ERINSARIE mI%E.
ERASAGS IMFERISN, 0PMERBEXKEECH

vi. TE “%JAVA_HOME%/jdk/bin” BRT#HE— “keystorePass.txt” X
%, BIKSHEBREFEZXEP .

d. BEIRERNERSUY “serverjks” FIFTERAIZIESUG “keystorePass.txt” B
FEE—HBHRT.
S’ BcE Weblogic
L RWeblogicRS5EBEIEFIE .

. BEREALS “Lock & Edit” , RHEE.
3. 1 “Domain Configurations” &, B “Servers” ,

4-13 fR5588

View changes and restarts Home

Click the Lock & Edét button to Domain
madify, add or delete items in this
doamiain. Information and Resources
Lodk & Edit I
» Configure applications » Common Administration Task Descriptions
» Recent Task Status » Sek your console preferences
Domain Structure » Read the documentation
wl_s@roer
+- Efviraamant
Deployments Domain Configurations
+-Servicas
Security Realms
#- Interoperabiity & Domain & Messaging & WTC Server

+- Diagnostics 4 -
> » M5 Servers @ Jolt Connect

» Store-and-Forvward Agents

“W m‘ L ) S MOdUIEE

o Fhickars » Bridaes @ | am Cilao
4. FERSHRIIERS, EREFERERSFIEBHServer, HARSHRANLRER

Ho
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4-14 BiriRS3 ==

Viewd qﬂwnges and restans Home > Summary of Servers

Ho pending changes exist. Click Summary of Servers

the Releasa Configuration button

ta allow athers to edit the

damain. A server is an instance of WeblLogic Server that runs in its own Java Virtual Machine [TV
own configuration,

This page summarizes each server that has been configured in the current WebLogic Sen

Domain Structure %
¥ Customize this table
wi_server
% Ervironment Servers
Diployments
- Services IE' Showing 1 - 1of 1 Pri
Security Realms T T - T . -
- Interoparability [ | mame « Cluster  Machine | State Health | Lisi
+-Disgnostics F | : - B - L __
|:I | examplesServer{admin) I RUNNING | oK | 700
How do L.. | El Showing 1 -1of 1 Pri

5. {EHHTTPSIHO.
RS HEMECERM, EIF “General” 7%, BEERBBHAHTTPFIHTTPS, LA
KipiaigOs,
i54)i%E “Listen SSL Port Enabled” , F{EMimOSH “443” ,

& 4-15 ix O

domain. Configuration | Protocols Logging Debug Monitoring  Control | Deployments = Servic
| 2 ‘ m Cluster | Services | Keystores = SSL | Federation Services | Deploymen

Release Configuration

Domain Structure Use this page to configure general features of this server such as default network con

wil_server

[+ Envirenment
- Deployments

Services

View JNDI Tree »=

Security Realms Name: examplesServer An alphanumeric name
Interoperability

[-Diagnostics

Machine: (None) The WebLogic Server h
Infa...
How do L. Cluster: (Stand-Alone) The cluster, or group o
& Configure default network 43 Listen Address: I:l The IP address or DNS
connections

& Create and configure machines
@ Configure dusters Listen Port Enabled Specifies whether this ¢
@ Start and ctan caniare part. More Info...

6. BEEINEAAIZA,
a. TERRSBESHVECETUE, &R “Keystores” T, BLEIAMEAT
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4-16 INIEFS 0
| Activate Changes | I Cmnﬂguratinnl. Protocols | Logging Debug  Monitoring | Control | Deployments  Servic

Undo All Changes General =~ Cluster = Services SSL  Federation Services = Deploymel
Domain Structure | Save

ster‘ger Keystores ensure the secure storage and management of private keys and trusted cer

Emvironment keystore configurations. These settings help you to manage the security of message tr
- Deployments

[-Services

~-Security Realms
- Interoperability
E-Diagnostics Keystores: | Demo Identity and Demo Trust

Custom Identity and Command Line Trust y

Identi |Custom Identity and Custom Trust |
Yy Custom ldentity and Java Standard Trust

¥ Whi
- trus

How do L.. =
= 2 |Demo Identity and Demo Trust
Demo Identity Keystore: CrUEd] WEBLUG I SeTVET (ID UEIUIIErNy.Jks  The
@ Configure identity and trust
& Configure keystores Demo Identity Keystore jks The
@ Setup SSL Type: defz

" IRSBBEMIANLEIERE “ Custom identity and Java Standard Trust” o

= NERAIEBIERE “ Custom Identity and Custom Trust”

b. £ “Identity” Xigd, BLEZH,
e BB E X HserverjksFrfRrFHIIRS =2 LRVIKR, FHESEBENHEE
%,

4-17 %58

How do L..
H 2| Whi

Keystores: :bus{um Identity and Java Standard Trust :
L —. rus

@ Configure identity and trust
@ Configure keystores
© Setup S5L Identity

System Status & Custom Identity Keystore: C-\beakeystore jks The
|{HenithioERAGing oo =R Custom Identity Keystore i | The

Type:

[i Failed (0)

| © Critical (0) Custom Identity Keystore The
= the

Overloaded (0) Pophoaie:

‘ warn (0) Confirm Custom Identity _ Re-t
\ Keystore Passphrase:
I ok (1)

Trust

Java Standard Trust C:\bea\JROCKI~1\jre\lib\security\cacerts The

®  Custom Identity Keystore: 1BIEEjksM{HRFIEIR . ~fl: C\bea
\server.jks

=  Custom Identity Keystore Type: M{HH&IIBIES “jks”

=  Custom Identity Keystore Passphrase: iSIE{EIEEES, BD
“keystorePass.txt” HFIZFRD

=  Confirm Custom ldentity Keystore Passphrase: 5B /XIEBIIH®R
8.
c. ERMEIAIEF, FEBCEIREBIANZEES Fcacerts,
CacertsBAINZ B /9changeit
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4-18 (SR

RTIDO0ED (U)

| o ) o T —

T Eete Keystore Passphrase:

[Ee=—]

Java Standard Trust Cribea\JROCKI~1\jrel/ib\security\cacerts The
Keystore:

Java Standard Trust jks Thi
Keystore Type:

Java Standard Trust
Keystore Passphrase:

Confirm Java Standard
Trust Keystore
Passphrase:

[0 ]

® Java Standard Trust Keystore Passphrase: HAZXIAZEiSchangeit,

=  Confirm Java Standard Trust Keystore Passphrase: EXIGAZRIAZR
%,
7. BLERSIEBFASBEIIZ.
EIRSEECER®, EIR “SSL” I8, BREUTSH:

4-19 FAA
'Pmm't's "Logging | Debug | Monitoring | Control | Deployments  Servic

General = Cluster Sendces L‘e;—s.ta:;es Federation Senvices  Deplayment

=
Domain Structure save
\-.-I_:en'er This page lets you view and define various Secure Sockets Layer (55L) settings for thi
+ it o
mironment of message transmissions.
Dephoyments
¥ -Services

Security Realms

#1- Interoperabslity
* Diggnastics Tdentity and Trust Kaystores « | |Indic
Locations:
Tdentity
How do L..
Private Key Location: from Custom Identity Keystore The
@ Configure identity and trust nfo.
& Set up S5L
& Verify host name wverification is Private Key Alias: —— = Tha
enabled = Emr
& Configure a custom host name
verifier
&| Private Key Passphrase:
@ Configure two-way S5L P ald FITREEES

- Identity and Trust Locations: 5i%&iZf “Keystores” .

- Private KeyAlias: BeEFATAEAHRIFATERIREE . FATARIGABILAER
keystool -listif $EE

- Private Key Passphrase: I A\FASBIRIFETD . BEBFRIPEE
keystore S AHRIPZEBHEE] -

- Confirm Private Key Passphrase: FXEINFASHIRIPZRL
8. IREMKE, B “Active Changes” , {RIFERBIEX .
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4-20 R FECE

Activate Changes CDE'-ig'."ﬂ'.ltlﬂ”P-'DLm:S Lagging Debugl Manitoring  Control | Deployments  Servic
U Al Lnanges, Gemeral | Cluster Sendces Keystores SSL  Federation Services | Deploymen!
Domain Structure Save
wi_sanver

+

Thiz page lets you view and define various Secure Sockets Layer (SSL) settings for th

Errdronment of message transmissions.

Deployments
Services
Security Realms
Interoperability
# - Disgnostics

=

&

Identity and Trust

. Keystores v Indi
Locations:

Identity
How do L..

Private Key Location: from Custom Identity Keystore

@ Configure kdentity and trust

& Sat up S5L

B Verify host name verification is
enabled

® Configure & custom host name
WErifigr

@ Configure bwo-way S5L

9. (W) MRRFGIRRFEEFHFWeblogic,
4-21 ﬁﬁﬂ_T ) mu%%iﬁ o

C— e
TT— o
N EEE SIS AR EEN

Private Key Alas;

AF] prvate Key Passphrase:

NE]

4-21 IFRER

A7 W \'/
{hea EBLOGIC SERVER

ADMINISTRATION CONSOLE

Change Center

|| Welcome, weblogic Connected t

Home > Summary of Servers > examplesServer

View changes and restarts

Click the Lock & Edit button to
modify, add or delete items in this
domain,

—C—

Messages

¥ All changes have been activated. No restarts are necessary.

Settings for examplesServer

Domain Structure

wil_server
Environment

éConﬂgurationE Protocols  Logging Debug Monitoring Control | Deployments  Servic

General = Cluster = Services Keystores SSL | Federation Services = Deploymen

Click the Lock & Edit button

in the Change Center to madify the settings on this page.

i -Deployments
E-Services
+-Security Realms
- Tnteroperability
B-Diagnostics

Use this page to configure general features of this server such as default network con

Wiew JNDI Tree =

RSRISIE
FBERING, SIERISERAIMI= AN “https://1E2 7 , % “Enter” .
MRS MU= R TR Z 2 BHRR, MIRBRIEBRREMA.

o WIRMIHALMALZERT,
REER? -

o IRBIEHZIHAMIGES, TEFTHNLL, BSRATAEETSSLIERE, Bl
ERIBIEDRILARS, FoEFIFL? HITE,

o MNRMARBRIBIMEMEAR, LLHZHIBRHSSUEBEENMIRS, T TE

'{E—N—HE%, IBEERT—N—&EHTWE, BMXLRSE, BRERIEMHET
B,

4.1.8 £ Resin 5588 L% % SSLIEH

AELMBEBERMNEEBREEResiniRS3 =R, SEREEMRELEBITLIRITS
E, IERLEEE, EBRIWebRSH|AREIFSSLEES, TMBELE.

IES A ARBETSSLERE, Mus{RALIA
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HURRSRAF
LR
BRIEL R

(AR

ATRSHRFSRAIIRSZ HRMNEEERE, ALRSSUEBIERERN&GSTUENNEREX
gﬁﬁﬂﬁﬁ”z}\lﬂﬁﬁﬂilﬂ, SIEPEERSREMUNLFERRE, MHSE, BUSRILIMERA
WSENIELRIEBGE, HTTPSHAREMTIBRE bR, BRE——EIBWLSSLUERE
EINHRS, KREWTRRIFAGHIERKTR,

IEREERE “EPRE K ‘BER” ©
EFESSUES, BIMEMFSSITRIES.

IEBLEE], SRERESSUEBRIRSE LR “4437 ix0, RRNEZSHE
n “4437 w0, BRRERIPDATEREHTTPS,

MR—MAZES MRS, UE— 1 IRSELEHAEIRE,
FLRETPHIRS R LEBETHIES, YRSIEBEE—XIN, BIEER
EMMEZAGER, UBTFEMEE . EULESNER, NERSETRAZE,
FLREEPIEFFRELR.

FEResinfR53 28 L2 SSLIFBAYRIRM FATR:
DFREE -~ QfECEResin . QXRIGIE

LHR—: REH

LIEPRI, FEREUEEXEIZE G, BRERIBIEBIEERN IEBERX
" ERTSHRIEFRIFLR:

o UNEEEIERAT, “IEBIERIME” &F “RFEEMCSR” , BMNREBESH: &
FERICSR,

o WNEEREIFHAT, “IEBIERNME” &F “BSEMCSR” , BINEESER: B
C&ERLCSR,

BRI

o ERBHRMCSR

a. HERMWRERES THATNERX .

THHEEET “Apache” . “lIS” . “Nginx” . “Tomcat” 4434
FF1A “domain.csr” &, tNE4-22FF.

4-22 RHEfEE SSLIEH

= S
scs 4 s ten_Apache
sc A spmnen_ IS
s e L X ten_MNginx
scs 34 s st.on_Tomecat
|| scs B4 sc t.cn_domain.csr 2 KB
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b. M “UFBID IFBHLERES Tomcat” SHEERSRSIER MY “ UFBID_FH
GEEAIEE serverjks” FIZRINAG “ UFBID_FBIERIRES
_keystorePass.txt”

o HCHHRICSR
a. MRECTHENEPRERES, RE “ UFBID_iFBHEHIES serverpem” X
5.
“UFBID iFBHERIEE serverpem” EEIEREIER “-----BEGIN
CERTIFICATE-----" F1 “-----END CERTIFICATE-----" , S BIARSEIES
FAPERCAIES o
b. {#FOpenSSLTH, Epemt&ZVIEBHEEAPFXISVIES, 155
“server.pfx” {4,
i “pem” SAFNERLCSRATHIFATE “serverkey” MITEOpenSSLT Bt
BEbinBRT.

ii. fEOpenSSLTELEBRAIINERT, T TS EpemiE=zNiEHi%
APFXIEIUIES, % “Enter” o
openssl pkcs12 -export -out server.pfx -inkey server.key -in 7f5
ID_iiFBEFERIEZ _server.pem
EIEEENT:
Enter Export Password:

iii. HBIAPFXIEPRERS, & “Enter” .

HAMSNNZBABFRBEENER, BRIEECHNZRBFMREFEA
CAER
EIEEENT:
Verifying - Enter Export Password:
(11 ¥88
TBEFRICHMMARIPFIERES . [FEHRBEIKSEERE S NS ERIPFXEIG R
3, BUATEESSHResinBENEY
NiEERFRERZeN, BURUTEXEEKRKSER:
o ERBIKENS ~ 321 ER,
o ENFEEGAEAEFE. INEFH. HF. =K. HHRER~1@#3%N&()_
+{}:"<>2-=\[1;",./PRI3FEBRIFTS .

iv. BEBMAPFXIERERD, 2 “Enter” ,

HEFLEEREMERER, FREEOpenSSLTELERRTHII
4RY “serverpfx” &,

c. {EFKeytoolTH, 1GPFXIETIERIUHEARAIKSIET, 182 “serverjks” 3

%,

i.  EbIRAERLRY “serverpfx” XHEHIFE “%JAVA_HOMEY%/jdk/bin” B
R o

i. 1E “%JAVA_HOME%/jdk/bin” BRET, iiT7A TS, % “Enter”

keytool -importkeystore -srckeystore server.pfx -destkeystore
server.jks -srcstoretype PKCS12 -deststoretype JKS

EIEESWTF:
BABFEAEOS:
iii. MNKSIEBZE, & “Enter” ,
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BRBIKSEBIRENSPRXIERERHEENZRS, Bl SEResin/F
R .

EIEEENT:
BRAFOS:
iv. ERENKSIEDED, & “Enter” ,
EIEEENT:
WAEEAEOS:
V. HIN2.CRIREPFXIEREM, & “Enter” .
ERLUNT™EERT, NFRRERMKT, EEOpenSSLTERZERRT
FRINLER “serverjks” 3Zi4,

ERINSARIE mI%E.
ERASAGS IMFERISN, 0PMERBEXKEECH

vi. TE “%JAVA_HOME%/jdk/bin” BRT#HE— “keystorePass.txt” X
%, BIKSHEBREFEZXEP .

d. JEEEIREANEFRHE “serverjks” FIFFERAIZRDIG “keystorePass.txt” K
#RE—BRT.

S EE Resin

ikl

(ENECE SR, BRECENHRHITEN, FENTENRIAEPIHRTEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EEEBNFTHR, &2
mafERAgILSs

1. (\% ) Z%Resin,
MREZRE, WiSHkTZLEE,
a. EFResinERMHIRIEENRA THARNNEERS,
REBELITEWindowsiRASAIResin-4.0.38kR A 951 T
b. MEIETEAIResinE,
c.  #AResin-4.0.381RERFHZresin.exeX 5
d. 1BfTresin.exeXf4, iZTHAEE HIIAIEA-23F R SIRRFFEO .
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4-23 BE0O

wrdinatorThereadl ]

olloverflarnk
23 WebfApplproductionswebapp/default rezin—adminl
33> Nebfpplproduction webapp/default - ROOT1 active
34> WebfApplproductionswe “default resin—doc]1 a

shosts/default] ac b

w—B,cluster=app] active

p listening to *:HEEQ

» Res d=app-81 started in 2
\—port-8OBA-113 Loading

t-888B-11> In-place c
-port-BABE-11} Quer et starting as Qu

in=-port-8BBE-11% Quercus Finished initialization in

BIT5ERE, BahilsEes, EWebithiti=aig \ResinERIAMEIE “http://
127.0.0.1:8080” , #4& “Enter”

SREETNEA-24 R0, NFRTRZERI .

4-24 ZF Resin

<> C 127.0.0.1:808¢

Resin® Default Home Page

This is the default page for the Resin webk server.
Documentation is availabkle at /resin-doc.

Administration is avallable at /resin—admin.

2. (ZECEMH.

a.

EResinZZERF THY “Resin.properties” BeEN A ( HFResinkrARAIA
B, BEEXHEAIEEN “resinxml” X4 ) #, HEINTSE:

# specifies the --server in the config file
# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.
# Use overrides for individual server control, for example: app-0.http : 8081
app.http : 8080

# app.https 1 8443
web.http : 8080
# web.https 1 8443

¥ “app.https” #1 “web.https” BURGIERERF “#7 Xia, F& “8443i%” O
1829 “443”  (EME, WITFR:

“app.https” . “web.https” : IEERSBHBEFRNIROS, BNEER
[14 443 ” o
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# specifies the --server in the config file
# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.
# Use overrides for individual server control, for example: app-0.http : 8081

app.http : 8080
app.https 1443
web.http : 8080
web.https 1443

c. KRUWTSH, B “jsse_keystore_tye” . “jsse_keystore_file” F
“jsse_keystore_password” ={THIRSERG “#” XiE,
# JSSE certificate configuration
# Keys are typically stored in the resin configuration directory.
jsse_keystore_tye : jks
jsse_keystore_file : cert/serverjks
jsse_keystore_password : iFBEFFY

d. (EXGEBEXEESH, BEREERFSIRI-4.
# JSSE certificate configuration
# Keys are typically stored in the resin configuration directory.
jsse_keystore_tye : jks
jsse_keystore_file : cert/serverjks
jsse_keystore_password : iFBEFFY

& 4-4 SHIRA
2% SRR
jsse_keystore_tye IRTEKeystoreS{HRIZEES, —RERIR Jojks
jsse_keystore_file “serverjks” IHFMEERE, HEXTIREFIERTES

=98], =~f: cert/server.jks

—

jsse_keystore_passwo | “serverjks” H9Z5RS, IHE “keystorePass.txt”
rd MHFRRYERS .

iyl
NRZH[HESE “&" , BISEERN “&amp;” , LA
SBEEARMIN.
5

N keystorePass="Ix6&APWgcHf72DMu", THEHSS
keystorePass="Ix6&amp;APWgcHf72DMu",

e. BHMEREFRFICENE.
3. E3Resin,

SR YGIIE
EBEAMING, PRSI “https//lA” , 8 “Enter” .
IR BRI IR L R YHTR, WRBHEB LR .

o MRMLPALMAZERTR, BENATLABETSSUERRE, Mub{BALIAR
RERT? o

o WIRBIEHZIHAMIGES, TEFTHNLL, BSUATARETSSLIEBE, Bl
ZIGEIMIGES, FiEFTFRuL? HITAME,
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IEPEIERSS

HFER (SSLIFPEE) 4 L% SSLIFH

o MNRMAREBRIBIMEMEAR, LLHRHIBRMHSSUEBEENMIRS, T TE
'{E—S@‘—Hﬁ%, ISEESE——EEHTIEE, WLKRSE, KRIREImHT
IEO

4.2 ZEEFIRE (SM2) SSLIFHZF Web JR5ZE
4.2.1 & SSL uEH

HUIRRSR

ZREM

BRIFLR
gz

£SR3
gz

SSLIEBERE, FEESSUEB FHEIRM, THE, THREEE THRANED LEER
WebfRS3 22 HHEL ARSI 2RAVIERACE, A REESSLERER

IZIESNBUATESSLEREEFETHIER .
“ iIE:E\’%IjL‘E ”» yg “ E]%ﬁ ”» ﬁ “ ;E%EP ”» o

o (IFHEIEPERHAN, TRXMITHIES, THETERSE (£Hhal)
SAFE AR ) EHITEE

o IFREIEKRNE” EENE “‘EHRLEMCSR , THHOXEEET “Apache” |
“Nginx” | 2434FFI14 “domain.csr” 4,

o IEPIERNME EENE “BSEMCR” , THNEREET
“serverpem” . “encryptpem” . “encryptkey.pem” {4, “serverpem”
XHFELBEMEREZIERMRE, DiERFZFIEBICAFEIER ., FZIEH
FARRRPBITRFR, FEARSSLEREERRM,

EREEEHS.

BEREELHR — , %R ‘22588 > ZIIREERS” , #HASITIBEER
Ho
EEMSHZIERE “SSUFBETE > SSLIFFIIE 7 , HASSLIERYIERH.,

AEE THITBAEFN “BIE 5, 8% TR, WETHEBRR.

4-25 TEGED

E’FE}E,@%%EESHE%;:*?&, EXINAY “BE” FIBRE “THIER" , HTEBTHIR

IEPTEfE, FELRIINAIRSE L, FREESSLEBER.

REWebBRSS 88 %= SSLUEBRIEMMREARE, LAITMAT MIMEERWebiRSSE L&
REEIRESSUIEBRIGE, BRIEEINFEHITIRE:
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SIEREERS
HF1ER (SSLIFPEE) 4 L% SSLIFH

o  TENGinx EZESSLIFBAVIFMIESIES WIENginxfRSEZ 28 _EZREFRESSLIE+H

B7,

o fEApache E&SSLIEBRYFEMIESIES N EApachefRS538 L Zi=E TR AESSL
IEPET,

TEANEBI45 AR

TEHNEIRE: RIBEIEERES, SR EPERE” FRARE, TEXEd

BARE.

. ;Ei%iftﬂﬁﬁa‘, AR “UEBIERE” EEOR CREREMCSRY , WTEIERAHE
ok

TEHIXEEET “Apache” . “Nginx”  2PEFEF14 “domain.csr” X
%, WNEBESSUEPER, BARS4HBBINZE TFEIEHBERR .

4-26 % SSLIEPH

e

= HEHE S Ao
scs 4 test.com_Apache 2024/2/26 14:29 M=
5Cs 4 test.com_Nginx 2024/2/26 14:29 M=

Tl ] . . = M p o =,

g 5CS 4 test.com_domain.csr 2024/2/26 14:24 cs o3 B

& 4-5 TR

X/ SEERR XHERS

Nginx servercrt: BLRIEPXYE, SRR, 55l
HIRSEFEBFICAFRENIES .
serverkey: BRZIEPFAENH, BE—REZIEH
FASARED .
encrypt.crt: NZEIERIE, BE—RMNZFIERA
ﬁgo
encrypt.key: NIZUEBFAEE, BE—ERINZIE
PIAARD

Apache ca.crt: IEPHEXEF, BE—BRPRCAKE,
servercrt: HZUFHY, BE—RIRSIESRHK
ﬁgo
serverkey: HRIEPFAHENHE, BE—RIEBTAA
e EH
encrypt.crt: NZEIERIXE, BE—BRMZIERA
T
encrypt.key: MNZUEBFAEE, BE—ERINEIIE
PR,

domain.csr UEPRIBERIS

STRERA 33 (2024-03-15) IR © ERRBRABRAT 59



IEPEIERSS

HF1ER (SSLIFPEE) 4 L% SSLIFH

;Fli%ifl:zl'%ﬁi, NS “UEPIERE” IEERR “BeEMCSRT , MTEIHRER
AF:

THAOEB FHAGEREEET “serverpem” | “encrypt.pem” |
“encrypt.key.pem” X5, “serverpem” XEFHELBEWMEREZIEPBI,
2 A RIRSS EFIEBFICAFIENES

BZIPFAAIBRETREDN, LARSSLIPSERREM, EZ M RSELE
RIEPAY, FEESXNFABNME.

4.2.2 7£ Nginx R55=8 E ZIEEZFRE SSL IEH

AR3ZLACentOS 7HAERFHRINginx 1.8.0iR55FRBINBEZRNE (SM2 ) SSLIEH

B9

ZERLSR, BEZREERELBNTLETESE  IERREIFE, BHWebiRSS

A BEIFSSLBIE, LMBERE.

AR

ATRSHRFSRALIRSZ HRIMNEEERE, ALRSSUEBIERERN&GSTUENNEREX
12%%'\3.@5%\%757[3@, IEPEERSREUNLFIERRE, MHSE, BUSRILIMERS
WMSEIELFIEBE, HTTPSIAREY BRI bR, BRE——ERBELSSUERHE
BIMRS, BRETWITRERTACHERFTR,

BUiRSR4
o IFHEEAHR “IEBRE” H ‘BELR .
o B TFHSSLEE, BEARRIEBES N TFESSLIER,
LR
o IFHLER], SVEZESSUIBRIRSE LG “4437 iw0O, RNEZSEE
N “443” w0, BEZEEHDATIEBEHTTPS,
o WME—MIZEZNIRSE, UB— RSB LEAEDE.
o FLHEIPHRSRLFTZZTESR, YRSIEBMEE—IIRN, BIBERN
R MEZANER, WEFBMEE . SUZESER, NERERTIALZE,
o FREIPAEFIRELER,
BMEER
7ECentOS 7IERFHAINginx 1.8.00R55 88 _FLLESSLIERAVRIEMN FAR:
ORERE - QFRBUY - QEREENE - ORIIREREIEH - OFF
Nginx — ©RERIGIE
TB—: KiEEE

1.

2.

S gmssl_openssl

TE R Ehttps://www.gmssl.cn/gmssl/index.jspFfJopenss|EZZhix
¥ENE /root/ BHRFEIE

tar xzfm gmssl_openssl_1.1_b2024_x64_1.tar.gz -C /usr/local

M /usr/local/gmssIBEZRopenss|BH

HEENginx
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SIEPEIERSS

FF3ERT (SSLiFHEE) 4

SSLiFH

it
e

© N o Uk~ W

0.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

SE_: RENS
TR, BEFIEBIHMEDYE, 5

T&nginx-1.18.0

tar zxfm nginx-1.18.0.tar.gz

cd httpd-2.4.46

vi auto/lib/openssl/conf

152 EB$OPENSSL/.openss|/{EX 9 $OPENSSL/FHRF
.Jconfigure \

--without-http_gzip_module \
--with-http_ssl_module \
--with-http_stub_status_module \
--with-http_v2_module \

--with-file-aio \
--with-openssl="/usr/local/gmssl" \
--with-cc-opt="-I/usr/local/gmssl/include" \
--with-ld-opt="-lm"

SAFEmake install

M /usr/local/nginx 94 BEAIEZEMrnginx B F
¥ ATReEER % pcre-develfl,

RIBERIBIEBINEER “IEBBERX

> ERTSRIEFRIELR:

MREFBIERRY, “IERERME” &R “BRREMCSR” , BRRIEESR: &
ZERCSR,
MREFBIERRY, “IERBERE” EE ‘BeEMCSR” , BREREESR: B
SHERCSR,

BIRREINT:

REERLCSR

a. FEAMEEES FEANERX.

TEHNOEEET “Apache” ¢ “Nginx” 234EF14 “domain.csr”
X4, GNEAHERESSLUEBR .

4-27 RMbREE SSLIER

-~

£ S HER =5 Fo
scs 4 test.com_Apache S
5Cs 4 test.com_MNginx TR
& scs 4 test.com_domain.csr CSR =i B

b. M “UFBID iFBLEERMES _Ngink” SGERFRBIERIY: “ IFBID_iFH
HEAIELS servercrt” | FASEIME “ UFBID_iFBILERIES
_serverkey” . ¢ uZ-'%/D UFBHLERMEE encrypt.crt” FOFASESIE “ UF B
ID_ u?%é?ﬂﬂ_rﬂjfig encrypt.key”

MAERARAN 33 (2024-03-15)

IRIERE © LARITERARBREN 61



IEREIERSS

FFigE (SSLIEPER)

4 ZEESSLIEH

“UFBID iFBAEAES servercrt” SAEGIERESTEBARD “-----
BEGIN CERTIFICATE----- G 1 ap—— END CERTIFICATE----- s
RS EIEBFIFLRCA,

“ UFBID_IFBHLER S serverkey” HEUE—ERFARIES ©-----
BEGIN EC PRIVATE KEY-----" #[] “-----END EC PRIVATE KEY-----" |

“UFBID_IFBELERIES_ encrypt.crt” SUGEIE—ERNIIZIEBARS
“ --—-BEGIN CERTIFICATE-----" #[] “-----END CERTIFICATE-----" ,

»  “UFBID uFBHEERTES encryptkey” NAHEIE—ERFABRED “-----
BEGIN EC PRIVATE KEY-----" ¥ “----- END EC PRIVATE KEY-----"

B4R CSR

a.

EIEC TEHINEBR XGRS, KIS “ UFBID_iFBHLERIEE serverpem” X
5.

“UFBID iFBHERIE S serverpem” SEEIERMEIERAE “-----BEGIN
CERTIFICATE-----" 0 “-----END CERTIFICATE-----" , 9 BIHIRZEIFH
PR CAIEH
¥ “ UFBID_FBHLERIES serverpem” BIEEZIERA “cart” , AD

“server.crt” .
¥ “UFBID_IFBELERIE S _encrypt.pem” RIRSKZERS “at” , AD

“encrypt.crt” ,
¥ “servercrt” , “encryptert” , “encryptkey” FN4ERLCSRETHIFAR

“serverkey” MTEERIIHEFEN.

#£/usr/local/nginx/confER T EIZE “cert” BF, FHBIE “serverkey” .

“servercrt” . “encryptkey” 1 “encrypt.crt” EHIFE “cert” HR T

LER=: EEEXH
AR

IENEEX R, BSEENHHTEN, FENTENRINEDHTHE, kBELIRE, BE
MMIARRITEE, BRhNEERRSEBIRS M EERRMFEM, SRS,

Eg& /usr/local/nginx/confE R TR “nginx.conf” {4,

1.

HEITEERS, FHIUHER

#server {

HHEHFHRHFHFHHFHRHH

listen 443 ssl;
server_name localhost;
ssl_certificate cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:!aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {

root html;

index index.html index.htm;

}

(BN T2, BURSHIZSRBINFRSERBIIR.

ssl_certificate cert/server.crt;
ssl_certificate_key cert/serverkey;
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=IUFPREEIRSS
FF3ERT (SSLiFHEE) 4

H.

A

SSLiFH

i
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STENEREINT, ERSHIRIELIAMERIZN:

server {
listen 443 ssl; #BcEHTTPSHIZRIAGE)iR/9443 . WIRTEMAERECEHTTPSHIBIATGERO, AIaERSHNginX:
server_name test
.com;, HERNIEBHENTSZ .
ssl_certificate /usr/local/nginx/conf/
cert/server.crt, #EIRRIRAIS FIUE B AR .
ssl_certificate_key /usr/local/nginx/conf/
cert/server.key, #EMRRLIEHIS ZIEBFASASHRIIER o
ssl_certificate /usr/local/nginx/conf/
cert/encrypt.crt, # 3R IEHIINZIE B SUERIEER .
ssl_certificate_key /usr/local/nginx/conf/
cert/encrypt.key, # R IEAINNZIEBFASASUERIEER .
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_protocols TLSv1 TLSv1.1 TLSv1.2;
ssl_ciphers ssl_protocols TLSv1 TLSv1.1 TLSv1.2; #IIZE,
ssl_prefer_server_ciphers on;
location / {
root html; #iEmBH.
index index.html index.htm; #&INE .
}
}

AR

AEEESHMEEE, 8% “ssI” FLNBMSIEBREEEEXR, HESHIARIES
CHISERRERIER o

3+ 4-6 SR

2% S¥n5AA

listen SSUBIFIRAS, &EA “4437 ,
BCEHTTPSHIBRIAA ORI 9443 . WNRKECEHTTPSHIZRIA
HidigO, AJEESSHMNgInxTERN.

server_name FB4PENESZ . =~F: www.domain.com

ssl_certificate IER3E “servercrt” o

BN “servercrt” XHRIIRRR, BEFBHAREEEPNF

&, @I “/usr/local/nginx/conf/cert/server.crt” .

ssl_certificate_key | FA$AS /4 “serverkey” .

REAN “serverkey” BUIER, HEREPREEEPNESR,
%0 “/usr/local/nginx/conf/cert/serverkey” .

1. (EXGEREREFERE X .

LB WA E RS
HEANGIndITERT, HUTLA TGS
sbin/nginx -t

HOEEREE TR, NRRECEIEH:
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=IUFPREEIRS
FF3ERT (SSLiFHERE) 4

H.

A

SSLiFH

i
P

nginx.conf syntax is ok
nginx.conf test is successful

SEBHR: EF Nginx
HITLATaS, EENginx, FEEEH.
cd /usr/local/nginx/sbin

./nginx -s reload

SUSRISIE

HEAINE, SIERSEERAMI=FEA “https://IHE 7 , #& “Enter” .

MRS MU= R R 2 HRR, MIRBRIEBRRMA .

o MRMILPALMAZERTR, BENATLABETSSUERE, Mub{BAHIAR
RERT? -

o MR BIHZHAMULES, TiEFTAMLL, BESRAHAEE 7SSUERE, Bl
SR IHERbRS, FTEEFTFML? HITE,

o MNRMARMRIBIMEMER, LHRHIBRMHSSUEBEENMIRS, T TE

'{IE—N—HE%, ISEESTE—EEHTIEE, WLKRSE, KRIREmHT
IEO

4.2.3 7t Apache [R5588 L LR EZFRAE SSLIEH

A3 LACentOS 7i{E &R FHRIApache 2.4 46 RSZEEABINBEZITE (SM2 ) SSLIE
PHLZELSR, SEZEESNELIBNTILRTESE  IEBLEFE, ZaWeblR
FRAEZIFSSLBE, LTMBEELRE.

(1 i8R

ATRSHRFSRALIRZ H[MNEEERE, ALIRSSUEBIEPERN&GHSTUENIRENX
HERIRSBERE, REPEERZRENGRERTA, RHSE, BUEISIRERS

IEEo

WSENIELFIERE, HTTPSHARENTIBERIE bR, BRE——EIBWLSSLUERE
BMAIRS, RESWTRIFAEGHIERREM,

RS

o EBBEERE EBRE K BER .

o ETHSSUES, BFEEESDTHSSUES.
LRFM

o IEPREKRI, FUARESSUEBHRS:E EHE “4437 in0, EIIERZSARE
i “443” im0, BREREATIERBREHTIPS,

o WME—NEEBESIRSH, WEB— 1 IRSE LABEEE.

o GFREIIPAIRSHE LFBIZTRIER, YRSIEPBRIEER——IMN, BDSLRY
M MAZAGES, WATFEMEE . BNRENES, WERERETAZE.

o FREIEBNEZFELES.
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=IUFPREEIRSS
FF3ERT (SSLFHEE) 4

BIFSR

SSLiFH

i
R

fECentOS 7TIR{ERZHAYApache 2.4.46[R55 28 L4 SSLIFBAYRIZAN A
OHEEE - QKRB - QOBKEEXE -~ @EFApache - ORRIGIE

TBR—: KEEE
1. HE&gmssl_openssl
T & mEhttps://www.gmssl.cn/gmssl/index.jspFfJopenss|EZ Rk
R /root/ BERHEE
tar xzfm gmssl_openssl_1.1_b2024_x64_1.tar.gz -C /usr/local
M/usr/local/gmsslIEZE RopenssIBF
2. &Apache httpd

REVEFFAE: pcre-devel, expat-devel, apr, apr-util, bison, bison-
devel, flex, flex-devel

T#Apache httpd 2.4.46
tar zxfm httpd-2.4.46.tar.gz
cd httpd-2.4.46

.Jconfigure --prefix=/usr/local/httpd --enable-so --enable-ssl --enable-cgi --
enable-rewrite --enable-modules=most --enable-mpms-shared=all --with-
mpm=prefork --with-zlib --with-apr=/usr/local/apr/apr --with-apr-util=/usr/
local/apr/util --with-ssl=/usr/local/gmssl LDFLAGS=-lm

vi build/config_vars.mk
$kZFlab_LIBS = -L/usr/local/gmssl/lib -Issl -lcrypto -Irt -lcrypt -lpthread -ldl

¥§-L/usr/local/gmssl/lib -Issl -lcrypto&gafa/usr/local/gmssl/lib/libssl.a /usr/
local/gmssl/lib/libcrypto.a

#XFEmake install
M /usr/local/httpd A& AL AIEZERApache httpd B R

LSBT REH

LIEPR], FEREUEEXEFIZE S, BRERIBIEBIEERN IEBBERX
%> ERTSRIEFRIFLR:

o INREFIEPRY, “IEBERNM” &F “REEMCSR™ , BREESEH: R

FHERCSR,
o WIREFEITEHAE, “IEBIERNE" &R “‘BSEMCSR” , BEMMREBEESL: B
o4ERCSR,

BINREINT:

o ZEZJHEFRICSR

a. HEARMERES THANER .

TEHANHEET “Apache” . “Nginx”  2432EFR14
“domain.csr” {4, WEIARMEEESSLIEBRIR.
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SIEREERSS
HF1ER (SSLIFPEE) 4 L% SSLIFH

4-28 ANHARE SSLIEH

A

=i S HER HER Forv
scs 4 test.com_Apache S
scs 4 test.com_MNginx Tl
& ses 4 test.com_domain.csr CSR =% B

b. M “UFBID IFBAERMEE Apache” SHESERFRIBIER I “ UFBID_LF
BIERIELS ca.crt” ,  “UFBID IFBELERIES servercrt” , FAHG
“UFBID_FBILERIE S serverkey” ,  “UFBID_iFBILERIHS
_encrypt.crt” FNFASASUYE “ UEBID IFBHLERTES,. encrypt.key”

" “UFBID_iFBHIEAIEE ca.crt” B —RPRCAERRES “-----

BEGIN CERTIFICATE----- K 31— END CERTIFICATE----- ”
»  “JUFBID_iFBELERIEEE servercrt” XHEIE—ERIRSIIEHRLHI
R BEGIN CERTIFICATE----- K 31— END CERTIFICATE----- o
»  “JFBID IFBHERIES server. key 7 A EIE—ERFASRCRS “-----
BEGIN EC PRIVATE KEY-----" #0 “----- END EC PRIVATE KEY-----"
»  CUFBID IFBELERMES. encrypt.ort” SHEIE—ERINZREBMAE
p— BEGIN CERTIFICATE----- S 1 END CERTIFICATE----- 7,
= “JFBID iFBHERTES. encryptkey” NIFEIE—ERFAERED “-----
BEGIN EC PRIVATE KEY-----" ¥ “----- END EC PRIVATE KEY-----"
e HCTH&HICSR
a. BECTEHEBEREES, K8 “UfBID iFBHEEE serverpem” X
%,
“UFBID_iFBELERTELE server.pem” MHEIERMEGERARE “----- BEGIN
CERTIFICATE----- K 31 J— END CERTIFICATE----- 7 PRINRSBSEIER
PR CAIEH

b. Sl “ UFBID iFBHERIHE, serverpem” SIS —ERERAE (RS
EEIEP ) , HBEA “servercrt” i,

c. E# “UFBID_iFBIERTEES server.pem” HHIE AP ( Bk
CA) , H#BFEAN “ca.crt” X,

d. E# “dFBID FBHEREES encrypt.pem” SEAGIERALES ( INZE
), H55FH “encryptert” X,

e. & “cacrt” . “servercrt” . “encryptcrt” . “encryptkey” FI4EBLCSR
ATRYFASE “serverkey” BFE(EESI4ER.

E/usr/local/httpd/confEET@UL “cert” B&, HBIE “serverkey”

“servercrt” . “ca.crt” . “encryptkey” Flencrypt.crt” SHIE! “cert” BT,
FTR= BEEXH

(1) #eA

1EBCE 4RI, BBEEXHHITEN , ARNGEENNMETIHTHNE, RELRE, BE
IMIRMEHTACE , JE_%EHILEEE%EBETE:EZHE%T EIEREMFDR, IEa0lss.

1. FJFFApacheZZEBHZRT “httpd.conf” {4
2. vi [usr/local/httpd/conf/httpd.conf
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KEILLTATEE, BUEERE

#LoadModule ssl_module modules/mod_ssl.so

#Include conf/extra/httpd-ssl.conf

TFF “httpd-ssl.conf” {4

vi /usr/local/httpd/conf/extra/httpd-ssl.conf

IR AT SSLSessionCacheRYBCETT

9. ECEHEIESSLCipherSuite HIGH:ECC-SM4-SM3:ECDHE-SM4-SM3
10. JFREEAERFkey

11. #SSLCertificateFile "/usr/local/httpd/conf/server.crt"

12. #SSLCertificateKeyFile "/usr/local/httpd/conf/server.key"
13. BeEEZEIGESR/FATA

14. SSLCertificateChainFile "/usr/local/httpd/conf/cert/scsxxxxxx_test.com_ca.crt"

© N U~ W

15. SSLCertificateFile "/usr/local/httpd/conf/cert/scsxxxxxx_test.com_server.crt"

16. SSLCertificateKeyFile "/usr/local/httpd/conf/cert/ scsxxxxxx
_test.com_server.key"

17. SSLCertificateFile "/usr/local/httpd/conf/cert/ scsxxxxxx _test.com_encrypt.crt"

18. SSLCertificateKeyFile "/usr/local/httpd/conf/cert/ scsxxxxxx
_test.com_encrypt.key"

(REELY:
VIEEERMSE, EBXHS, I BMEEREREBEIUNEHNIRER .
1. WFRCES4
2. /usr/local/httpd/bin/httpd -t
3. HERERUTHARE, WERREEER:
4. Syntax OK

S£EPY: EF Apache

RUERITIIE

HITUATIR/EESApache, (FEEEN.
1. /usr/local/httpd/bin/httpd -k restart

HERINGE, AIENSSRAMEI=AImA “https://iHE " , & “Enter” .

MRS MU= R TR Z 2 BHRR, MIRBRIEBRRMA.

o MEMULPALMARERT, BERNATLARHETSSLIERGE, MuG{BALIIA
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