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153, SFRIEEHMBESHII— e 2 PodpkIHEER .

£55 (Job ) EKubernetesFSRIZHIHAMBENESZATRIFNTR . HEALIRV S SIKHBEMR
AS3 ( Deployment ) NEEX SRR SHNETELERE, MKEMERWSER
PR ELERER FKIEZ{T. JobEIRAIPodiRIE AP RNIR EIEESMINS MR E
i (PodBzMIFR ) o

S AN AN LEAFIERIE S —IRIEESS, ELANFSEEEERY, Bte a2l
BIIHE, HIFEN EMEIRFEER.
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pae Sl
5 =12

4 TS

BUEMESS

TR ERnARLOIEEEREG, ZNSHEPEE “TIER% > 255 (Job) ” , AN
WERE “RECE" .

]2 FMEXER.

ESBR

BRAUVNEZEEHMFL, NEFE. HF. ik (-) . = () Hpk (H
PR RAREEIE, RARESFERE ) , NEFERMFERNRS2FHNF
FFER . (ESBAMAIFHEL, MFIENRTR, FTEEHLIE.

ELE==slE

EEMETE, IREREIEGETE, FEEGITHOIE.
{E55Hak

mAER, SFEF2501MFF.

Pod#fg

AT IEIR(ERAGPU ( REEEEGPUEIGE=E T ) sk AA#EAGPU,
LEHRMHIMERIRIPod, BIEEMTER (EBAEREGETE ™MER) |
RDMANNERFIGPUNNEREY ( GPUBLGEZ B ™MER ) - BB EEIESE
LERSIREIFHI “PodiE”

D E

— M PodA ABE— KBS MZTAEEERINESE, BEBERT— 1 PodhRE—
PAR, IRECHNBREFEES/NAR, BRE “FNER" , AEERE
%,

k|

[E— PodsEfIPHI A E AR NRE T THEERIRE, WESEROPSE, Poda]
REREEIRM . BIANTEPodFRIRINY — P nginR RS 8E, fZa0780ikM, aNRix
PodF S— N httpiRSBHIFEGHEEEI80iR O, APAXPodFtaHIIKFERE,

- BRRG: BT ELEIEREGRRSIRESR.

AR
£EEMM%P,@%Eé%(E&)t%%ﬁﬂ%%ﬁﬁ%ﬁjﬂ@ﬁ%%WMﬁ
SR

COMFIER SRR = RECE,

- FRRGPL: BRTHREPONAHER.
- HERK: BERTERRGRSPHEAEZNRSR.
RGEETHE, FEEFREIRA. REFHIN. RESRGRACPUM
RFEE, FEREREAEREMEREXH (FEE, NAEHEEAOMISIR
ELPREREHTITE) o
AR

ZMAFP—BHE500MII% 2 HEFETE), B 500MATAOMISIRIESERR E AR T

%, IHERUES D= RIMEES.
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mA=REf
FFism 4 TEGaE

X FGPUIMERELPod ({XGPUELGEZE FAHLUERE ) , PodhRE—EEEHE
FFGPU, MEERIPodHPEZNBRE, EoILABIFEGPUX AN FRIEZEHA
BEFERGPU,

BRI B S MIN T eRRE:

- FiE TIEEESEANSEIESREY, USRS ANEE, HEix
BRIEEFES. WREHES . XHFRETIREXEFES . 25 “H
=EEEFES” . “RNIINREES « CRIINEEES T o CRITRER
NHFES , MASIR. BE. DSWERHRE, SIEHEXRE, 150
ESRE, INEEESHTEIR, BERNESIEREREES. WREFHES.
XEFEE 3. 03RS FiES .

- HBHEXRE: HFRESRENATEHIRR, RENABRE, BETHIELG
2., BHERMIBEEE, WASRAEERRE, AEAEEETE. el
#ExE, TEAOMAEEBEHE, BEAEsIAEER.

- RETE: aESFPRENETE, IFFHRANSI BTE. KETEL
NEREIR KRG, SolAENBAREFHERRREEE, EEESeE
IHETEME, BRETINZEMETS/E, NMMEIRIENER, M

SEEREERREN BREFHIEERR .
FmAREEEERATEZTINTEME.

L E5|AZES|APodIP ( PodiyIPHBlE ) . PodName ( PodB9EZFR ) LAK
Secret, MIAZEREIR, EFESIBAEE. S5IHE. EFSecret5|HBEIEES
sERSecret,

- FERtH BTSEOEENLENS, NRGEEN, SERLOELT
;‘%z%%, AERIERAERRIERAEREERRHR . FHTREESNER
wHE o

- an[EHR: EmBEBHAEN, TN GERRMSEMBRRITAR. 1#
MBS EEEmEE.

-  Euad: BABSEENnS, SREESZEMIT. BHGONNTE
235|ZRIENTRYPOINTE&I# S, FHANBESNBREENHS.

- EEBE: ’zExiFEFHConfigMapflSecret, ConfigMap#[SecretddeliEEiE
2 fEHEConfigMap#{&EfESecret,

$|]3 BE ‘T2 BRRE” , #ITESSRRE.
ESTUD A—RIEESHBEENES .
o  —IXMES: —XMESEREE—Pod, EE—1PodmINHIT, E535EHK.
o HEMMES: BEMESHHUTRERSXFTHITRINE . fUTREUSESIX
FHRIT RN ESEZRIINITHIPoAME . FHTEIRIESHITERRESRITREIEIZE
AIERAKPod%l, FATER/NFHATIREL

ESHUTRAILUK EBATRTIE), SESHTBHIZAER, ESRBEWImRITHITE
W, {ES5 R TRIFTAPodsEFIEI S HMIPR . N=RRFFREBIIRIE.

SRA B T MSHLT , BE 1T, BF REESIIERT .

EESIIERAD, FHESIRSH ‘BT, ESCEMIN. SR HRREHNE
S¥ERE, RFSESESIRRES.

R

{85FA kubectl SlFE(FS
{EFERkubectl8lZE{EZ1ES W EIEIob,
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FFisrm 4 TEGAE

4.4 ERF{ESE (Cronlob)

ERFES (Cronlob ) REFAIENEFIAYESS (Job) , ZEEUFLinuxE A crontab,
EIBERIR BBz TIEERIESS -

BIZERTESS

T ER-BRLOAEBEHE, ZMSH=FEFE “ TR > ERHES
(Cronob) 7, EAMINEET “REEIE" -
SR FINERER.
o [ESBBIR
BRALVNSFEEHFAL, NEFE. HF. il (-) . = () Bk (B
PRRAGRE, RARSPULEE) , NEFERMFERN1RIS2F/HFRIF
fFeR . (ESBMASHHEN, MFBELBR, FEEMOIE,
o WRTE
EEARREE, MREREEGETE, BEEwRTECE.

o [ESZHA
HIAMEE, DFETF2501MFR.
o Pod#g

AT EIRERAGPU ( REEEGPURIGZ=E T ) sl AA#EAGPU,
LHEHRA3FZEEIPod, BIEERITEE (BRITEREGITE™MER ) |
RDMANNERFIGPUNNEREY ( GPUBLGEZ B MMER ) - EANMBEEIESE
YR SIREIFHT “PodiFE” .

o HIEEEH
— MNPodA ABE— B METAEEZRINESE, BEBER T — 1 PodhRE—
TNEE, IRBHNAREFEEZSN AR, BRE “HmMEsE" , AEEEE
%o

A

[E— PodLHIPRIREIERINRSIN THENIKRD, WESHIKROIRSRE, PodA]
BESBEIEM . FIANTEPod RINTY — M nginxiZ(R =S, /a7 80iRA, aNRi%
PodsF 5— httpARSZHYRG B Ea080iR O, APAXAPodi=HIinHsE,

- BIYREGR: BT ELEISRBRIRSIER.
(%8

?Eg%IAMﬁHP, EFRESE (FE) HEREHKSIRIRESZ D ERKSHIFAE

R o

COSERERINHER =S IRGCE
- FRERGFL: BRTHREFONAHER.
- HERK: BERTERRGRSPHEAEZIRSR.
RGERETNE, FEEFREIRA. REFHIN. RESRARAICPUM
REFIE, FERREEAEREMEREXH (FEE, NAEHEEAOMISIR
ELPREREHTITE) o
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pe S n
5z =12

4 TIEGE

AR

BMEP—NBE500M R E HEFIEZSE), B3500MATAOMISIRIESLIREFESHTIL
2, HEMESNERNEES.

IFFGPUNNEEPod ({XGPURESZZ B FATLUERE ) , PodhRE— 1AL

{EAGPU, MNREAIPodFEZNEE, EalLUBIEFBGPUXNFFFIEFRHIN

REHFERGPU,

AR NS RMAN T SRR E:

- EiE: SOSEHISANERAREYT, USHEIEERIEANEE, HEix
B HEES . BE “RINNEEES” , MASTR. 2. ARMERIR
2. EHETFIRER, SR EER, EMESUETMRE, AXFESIHITE
B, BEINESINEFES 3.0,

- HBHEXRE: SHIRESEENASREIRR, RENARRE, BETHIRG
B, BERINAEEE, MASERNEAERR, AEREATEETE., REt)
#ERE, JEAOMREEERE, BRI HEERE,

- WIETE: EARTRENETS, YIEFMEANSIBETE, KETEh
N FBIRIIR K RiEN, SN BEFHERRNETE, TEIEART
IHETERE, BRETINZIEMETSHE, NI ENER, M
AREREHEHRRENBEREFFIESER.
FRmANREEEEMANTEIRINTEE.

25| FAZ#ES|APodIP ( PodiyIPHELE ) . PodName ( PodR9ZTR ) LAK
Secret, MAZERFR, 1EF5|ARE. 5IAE. HFSecret5|HRICIRIBZS
DsEHSecret,

- FERE: BTFaRfEEXEERE, IRNEXN, B3 LHNEXF
ZB2E, AERBRAERRERACEREERER . FHHSRESIER
A=

- HGaEHR: EapEHAIAEN, TSR ERIREEMBRNITIER . 1¥
MBS BEEmEE.

- B MASREENGS, AEbEsET. BanSHUNTRE
235|ZRIENTRYPOINTE&I# S, HFHANBEENBEEHS.

- EESHE: kY iFEH ConfigMapfSecret, ConfigMap#FSecretfItlE S
2 fEHConfigMap#{&EfESecret,

£|3 B8 ‘T2 EEMNT , #HTESSREE

FRRE

- Forbid: ERI—MESKFTMES, FEIBIES

- Allow: ERMESAEHTEIOb,

- Replace: EXFHESOIERER, BRI—MESERTHE, FAIYESSEUL

EU_/P'{E% o
ERSFIN : IR EESETRIHIT
ESBIcR: REREBHRITHRINESRINEFIRERITEMBIESRINE

SEA BE T EEIAT , BE YRR, 8F “REESIIER .

EESIIFF, FHESKER “CBEm" , ESeIEMI. SRR ERHEHENE
S¥IERE, RFSEEESIRRE.

-
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pe S n
FFisr 4 TEGAE

{5 kubectl SIEERMES
{FAkubectlt)iEERTESBES I BIZE Cronob,

4.5 EERIRERR
SEeERTHREE, SHFRIFER O PodBIRFA AR,

mERLOIRETEECPU/REF. GPU/EENRE, BRFZALRKSRHE. 5.
TEIHMESFHPodFIRAY “ Y512 Tab FEIRTEERIRERZR, ME4-7FR. EBALL
EPodEIEPEEHPodRIRIRERZR,

4-7 BEEGEER

4.6 ZBBREIHS

BohaeEmaRoiEHizE, (BELRHR, BaiE#HiEs, SE—WESTIE. bl
MySQLEERIEIRE, TJReHE—LHIEELRE. MBI ITIE, XETIEEEREZN
MySQLARSS BT Z BURRIR . IXLLRIE, RILAESRIERGAT @I EDockerfile3Z {4
ZEENTRYPOINTE{CMD3k5ERY, 0 NFrasAYDockerfiledhiZE T ENTRYPOINT
["top”, "-b"]dr <, EESHERIEB/NATHIT,

FROM ubuntu

ENTRYPOINT ["top", "-b"]

B URABRREFIMS, SUSSHERENEL.

EnBRLAFRFTLIRESRNEEGS, I LEDockerfiledpiyan<, REE
BIERHNEESRNERRE, KB8E M7, WA “top” B¢, BRE R
m” ., MASE “-b7 , WTEFR.
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4 TIEGAE

IR
IS
%
]l
&
2

i1

HAFBLE | 8aTIT R TIF—RENTRYPOINTS S, =RLESLAIdSBENEG®SE
?%%iﬁu{’ﬁ‘f%{%ﬁjDockerfileEPiﬁEE’\JENTRYPOlNT%DCM D@, EMMaI ™R

o
B8 HIRCMD BEHZ TS | BRETEH | /BT
Entrypoint
[touch] [/root/test] FEE RRE [touch /root/
test]
[touch] [/root/test] [mkdir] RE [mkdir]
[touch] [/root/test] FEE [/opt/test] [touch /opt/
test]
[touch] [/root/test] [mkdir] [/opt/test] [mkdir /opt/
test]
4.7 B4 asBHH
wESsd AR
=AELHIETFKubernetes, 1Bt T B4 AT, EARNEGEERIMTEM

BTIRAR, tLINERAEFIERIAERTREIURE, MaLUEMENASEFERE. B
AR RIS Ap B HAT F R &N TR o

o [SENERIE (PostStart) @ FEREENEE .
o (ELLRIALEE (PreStop ) : BeSELERTANA .
AR

LRI SN S1TE (Exec ) ST EREL,

BERnERLOIEFE, AR ESGERERES, 11T ‘EiENE” &
YSIERIMEE” .

BIANFREASREPHIIT “/postStartsh all” a5, NAERE LM TECERA, $—

TR ITHIAREIR, FITE2H.
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pe S n

FAFigR 4 TEfa%;
4-9 GSTHIA
S AHEHEEEY, TEHSRENENES AN EERNENE. MRS wERH ~

=Bl SslEs bashiss
IpostStart.sh
TSRS Q' /run/start
all =3
23 [ —pori=8080
Skl

A kubectl IRE A4 a5 FHA

{EMkubectiR ERREmEHIBES N ERREREE,

4.8 BEFREE

RERIEESI

RENEEERR/ETIRET, RIEFE, ENERRTNBERINR,

A BELBIEFKubernetes, 1= TRIMERIGENS:
o FFAFERE (liveness probe) , FUMMRSCER™: HHSHRATH

WEREEGTE, XUTHNNTpstsSRBHERSFE. WRERIFER
BRERAKY, ZBRLOASZERITERRF, NRER=MIFEINERK
A HATIE(TERE

NV SZ3RET (readiness probe ) , IRAINBSEECEME: Z0EHA
FHENSR R ERFTRLIERFIEK ., —LiEFEaIRTErgeRs, thal
ENNE SRS E BRI MBI MER SEI5 T 8RR MRS . XAHEIZR
HIEE, BRHAEETIMEHES . XiftpsE MzeELRAMIEEERH,

HTTPERAT

té%ﬂa‘:ﬁ%%ﬁizHTTP%ﬁ?, INRERFHUE 20l 3xxAUIRENAEAD , RS =R

ST
REHTERFRISSHEERCREAVAE, MRS IH0NRBEER.

fign, EANRALEER “cat /tmp/healthy” d5$40E/tmp/healthyBREEF
£, WAL TFERS.

4-10 1I8E

anw{ThilE HTTPERAT.
cat
fmpfhealthy iEs:
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=R

FPigr 4 TEfa%
~HESHGRAE
£ 4-1 BEEESHIRB
2¥ SEIRE
FEIRATE] FEIRATIE), BAAR. B0, IREFN10, BRNAREIE
10F>FFEaIR
FBATATIE] BRTATE), LA, BN, REA10, RARITREERES
AORBATESATIE 107, WRBTXAATE, RXEREE
?}LT&?JJJQEM tn%;%jjoﬂﬂ” 28, BUABIESEN
’I*/\

5[ kubectl G ERHRET
o NAFERINEEESIGF TR (liveness probe) .
o WAWSKRIHEEIES NI SRET ( Readiness probe) ,

4.9 InfERiR

iERiR (web-terminal ) IRHLEEASRRIEE, HENEHRER XSS

I:IO

LR SIRE
e web-terminal EiARLAsh shelBRA2E, BRAEZIFsh shell,
o RBRETN “1B74” NERTEIRER.
o BEAY, iB7Eweb-terminaldhIAN “exit” , BUESHshiHIZIXE.

B IR R imiEE S 2T

SR ERTERLOIEEEFE, ZNSHEEPEE “ TERE > TRE
(Deployment) 7 , £ ANRES BB TIERE.

H$IR2 TEPodLf FEIEE “Kin” N,
SHM “#7 SiY, RPEER.

Bl 4-11 58k

5 e =]

O - VEAETEEEETERER, S0T s S8 BEEER
« EERERE 1 BRETEE. T EESshs, 2 Ewindows B L, SHEHEREERCul + Insert (B5) |, Shift + Insert (35

) .

EEEF | container-0 v Command (7): (@) /binfsh fbin/bash

Welcome to Cloud Conmtainer Instance.

e
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mA=REf
FFisrm 4 TESaE

4.10 AEKRAE
SAABNTS, TRICAEII R SEH R WA T
M.

o REIAR: KBESHIMRARISLOIEEIBIRARISES], ARKRISREF, WSBiRE
SEAEISE S HEFERISTE L, RIS RFE,

o  ERFR: KBS TIRRRAIZIRASOIMIS, BREBEERIFIRS, FRI

LIl
FriRaZ
ST SREBHLOSNHE, ANSHETER  TIERE > BRES

( Deployment) ” , HANLBIFERE, BFEALRH “FHR
$£BE2 (EHPodiFE .
IRETLIEIRERAGPU ( REEEGPUBISHZZE T ) siAERHEGPU,

SRR MH3MEERIPod, BIEEAITEE (ERItEEGE=E MEM ) . ROMATD
%@%DG;U;JZDEEE (GPUELRREZEITMER ) . BAIHISERIFSEUREREH
Y “ POd )I—LI, =4 ” o

gt KRN =
1. 5 “EREGRT JLUSERIRS, TEMR.

4-12 EIRRK

w nginx

28| 4GB

EEER nginx |=

RiEET |atest v
= container-0

CPU (&) — 200

A (GB) — 4.000

- BIYRGR: BRTELEIERBRIRSIER.
- FRRGFL: BRTHREFONAHER.
- HER{: BERTEREGRRSPHEAEZINESR.
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4 TIEGE

BBEETNE, FEEFREIRAE. RESHSN. RESGRAICPUM
RFEIE, FEEREAERENEREXH (FEE, NAIEHEEAOMISIR
ELIRMERSHTITE) .

(1 #588

BMEP—1BB500MBYREREEFET(E, #BE500MITAOMBIRIESLIREREHITI
2, HEMBS I mi&FE.

XITFPodPRE— M EREUEMAGPU, MREHPodENSIEE, BAILUBY

“FHEGPU” AN FREIEBIN BB EFGPU.

TR BB T RIS E:

- Tl ERSANSIISED, ISTIMIE S, M
BrIBRIFIEE . XU EERIRE S, BE FNSEREE
B IS & FIREXHERE , BASE, A1,
SHPERIEE, SRR, RRURSNRE, AXFRSHTEE,
BAFESNABREES . RS 3 0SRE RS,

- BERE: THRRCRENDTHEBEE, RENMAT, BRTHEL
2, SEFNEGEE, MASENATHR, BEASFESE. nsel
BRI, IAEAOMRESERS, AESIASEE.

- KBEE: EAEPRERSTE, TSTHMALGIPER. MESEN
RIFIEURAMIRIENE, ERILVER RSt ESE, HolRasn
PINETERE, FHETNINKBEB0E, A\THERENERS, ©
FRERAERRELFEFHEER.
FURARBEEEHNSESHNERE.

T E5|HAsZES|APodIP ( PodadIPHBit ) . PodName ( PodB9ZFR ) LAK
Secret, MINTEZIR, EFS|IAXEE. SIBE. HSecret5|BRIEIEES
{sEFESecret,

- BENE. BREOERIERRETEEYR, RIEEEE, EiNEREEE
Wi, FRSHEESIERES,

- AR &£BEHAEN, ERSENEGREBIFEMBRMTER. 1#
HEBES N AeREmAR.

- B BMASESERMRS, BAREMNEERUENT. BEImSNNTE
225 |Z2AYENTRYPOINT/Z o<, 1N B NESEEBEIHS .

- EESME: IESiEEHConfigMapfSecret, ConfigMap#iSecretdplzEis
2 fEHEConfigMap#{ERESecret,

$BA BF “TF7 , GIEAREE.

i@ﬂtﬂﬁ%%ﬂkﬁlﬁﬁﬁﬂ%@iﬁﬁ, BEES “RMAR B gt
15 S

RINFR: 5F L FIFTRARISCAIERIBARARISERI, FHERRIEES, WSRE
SR AHIIE S HEIFERIEG £, ELSARFER,

ERATCRELHIE : BIRREIFHRAAVFRIRATTHELAIEL, INRSF T LA ERER
MBS ( ERIMFIESLEIEL = SLHIE - RATHELHIE ) o

BEiAR: BB TFRERIZIRALOIMPR, BREEEMMRA, Al
RSl

$B|5 B 27, BE RBRT , ARAH.

-
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4 TIEGE

{£F8 kubectl Ak a%E;

{FRkubectl AR aEIIES I DeploymentET5HY “H&K” &5

4.11 {RFER %L

SR

AT EBRHE T FRBGRH R F N HRBRIECE S . IFIRIESCIRIYSSIEE .

o SEMHELAE: XIFHE. Y. FH=MRE. RETHEIETRREZMN. BE
A3iE). EEEEIE shitA SEAIRIEIR .

o FEifH4E: BoESorifaIzRNARA SCAIRIIER o

R

T T RERFHEEAIPod, LOEBSHASELMFAER . BBEREIEBRES
TRAOPodRY, TiEEHIIER

AR

E LTINS EE R k= 2
ERILARIBA SSTRBITE N MFERES, RRANRSRESRLANIISTEHIE
EEHRTFE, BEETORFENATIRA . SEISHF MR MaERES
EERE: STHRIECPU/RFRIERR, #ITTFRERIBMGE . TIFREtIEs
pU/EENANIRE, ECPU/AFEBT S T—EER, BaMgRsEsl,
ERTRES: SIMESEN R T TFABNEM S . ERTHRAEXFSM,
BINERD RX B B I —EEERISEEI N o
[EHAREG: ISR, B, BAORHARYBYEsREs . 1SR TRHIMATRER
o HRERES: IHRIECPU/AFRIEMRR, HITTIFRERIB R4

a. EBERnAR[LOUTHE, ELMSHEHIEE “ THERY > TRS
(Deployment) 7 , BB T{ERABBIRHNREIFE.

b. & “(m4g” fh, BE “EtEmgE” , BE IFIMBGERE o
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FPiEmE 4 TYEfRA%E
4-13 FINEZERE
AR RS :
FEEERR policy-01
SR e b= SRS
reaty CPUfEFEES v Fi5E M v 0
FEERETH GO -
EETTLRA 3 -
HATIHE =10 - 1 et
*4-2 FINSEE
¥ SR
REEEIR BN RIERREAIETR
RmEEE R CHERE .
fibe S XH5 “CPUERR" Ml “WEFERZR .
RN “REFFERZER" B9 “FIHE>T0%” , BREX
S TR RTEREE
[EHART < BRI AR, B FRORTIUH TIRRE
WMRIRE 60T, TREBEOWFHIT—IR,
ELEHIURE | MRIREN3, NRREREIEEL=1 31T ERXE T
IREREIE, WAL SRREEIE .
PATENE REERA FEHATRITHIE . 1BINEKRL D STHIEL
c. BFE “ME’ .

Rt RE T, IERIREEE.
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4-14 RERERN

e

FRI RISt \ETIEIER (0-0099%) , MEL4SEMTEIANERNENGSS. SETHDEE, FROFSL, ZUBEEEsBR, SRRE, UINAEH,

[O)= = EESALFESTESE. IEENIEREE, BEEs T14&, BRGNS SERE. ENNENER108
1= SEEER 1= mEEsER R L et WATAE 1= BEEEE -1
~ policy-01 ETER BER CPUEFETISE=T0% . bttt 2020/07/15 14:43:21 GMT+08:00 e | Ex v

FEIMASHRER, BItHRERIESBIE.
o ERTRES: IFEATEMERE T TIFRARBIEMHYE .
a. B UMEHEgE” , ST IRIMERERERT , IR “ERTRERT .

4-15 ERTREE

RN AEERES

iy

SRRETR

test-policy

BRI 2020-07-15 14:44 X
HiTaE = . =

& 4-3 FINERSRER

2¥ S5

SRERETR BRI B REEAIE R

SRERER R ERTERER o

fih 2 BE] SRERARA AT

HWATIR(E RESANAR S HATRIZIIE . 1ENNSRISEGIEL o

b' EE “E E” o
EettagE T, AIREIREER.
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o [HHEREG: IFLIK. B. BAEHIRHLERES
a. BBy “iEMHB4E” , By CRINBRLERER” , ®IF “EHIRER
B 4-16 EHISERE
AI{EYETERE )
EREERR

FagE

test-policy-period

EEEE 2020-07-15 14:44 — 2021-05-11 14:44 x
s % v
REERTIE 14:44

WATaNE =10 - 1 A5ef

& 4-4 FINEHARES

e S5

REZETR BRI RAERIERIRTR

SREREE 10e 1 EIHATRES o

i =i |1 iR SRS AR A RIRTIE o

MATER(E SRESRA IEHRATRIEDME .
b. & “HE” .

Rt gE T, AIERRIRIRER.

SR ERTERLOUTHE, ALMSHEIRE “ TER > TIRERE

(Deployment) 7, BBETIRRAEEIR,

S 7 e > Fann” HIET, Sh (SMpE, SlaERoy <37, B YR

77 EEPRaER PRI £,

SRBLOAMANRIRG— YEE, WEASEMTEL AN TS
©. MBBLHMEE, BRIKEL, HRBEREHBR .
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{48
HRFERMER—TEE (0-9099%))  MEAESERTEIAEENRNTES. SEDHAES, BENREL. RUAREEsRR. 588, NELEER08,
HIEE (5) 30 HiiE
mom  [—] 3 |+ o
£E;3 £ “PodFIR” At, ITEFTFRISLAIELIEG, FPRESNETHEY, FREMINTHK

SERRAEIRIF o

4-18 FN{e4s

=(Pod) = #E Pod IP CPUBEE() FFEEE(GB iETEE (¥ A =iE

v nginx-6985c584f-c5djg BT 162168 39.152 2.00 4.00 0F O-hET 0%5¢h 198> - =EA%F | ke

v nginx-6985c584f-n2bpf BB+ 2.00 400 -

v ngink-6985¢584f-gnucr ETH 192.168.44.24 2.00 400 OF 0WhET 0555 1980 - =E0= | B

R

4.12 ZPix DNS &

CCIZHF@Id dnsPolicy¥REE N Pod B E A RIHIDNSERES

e None: 7IFPodZHEECCITMERIDNSIRE . X#MAHR—ARATEZEEE X DNSE
BEfAE, FEMdnsConfighic&—iefFER, XZIBEENXDNSEIBE/.

e Default: {FRECCHREAIAMDNS, e8RS ZFIIEE /M ie 3 A7
#r, B{RiE2https://support.huaweicloud.com/dns_faq/
dns_faq_002.html,

e ClusterFirst: {FAMBZTTLERN CoreDNSHRIEIRS HITIH B MRT. (HISHE
AOEERHTE4R ( .clusterlocal ) APLECRIIHZ &1 (H%0, www.kubernetes.io )
BERE b iRSSES ( BAIMMIDNS ) o
Ao EFRIZHAN Liisg A RS 22 00EImZ i8I5S £ https://

support.huaweicloud.com/usermanual-cci/cci_01_0057.html,
(1 %8B

(FERZRIEAIEIE R B P PodiEm B B EE L4 CoreDNSIHE, BNSHEES
DefaultZ:Hg .

ANERFKRAAFEIEEdNSPolicy, NISIRIERE L% CoreDNSIRHRBEIANE ., BIRET
CoreDNS, BRIAEH “ClusterFirst” , &/NA “Default” .

dnsConfig=FEgi5AR:

dnsConfig AN IR EDNSSH, 1REISEIEEHEIE FdnsPolicy SRE& A AT 22 #7
M3 A, HdnsPolicys “None” , RiFAEE /R XX 45T 2B dnsConfigigE; X

dnsPolicyA~73 “None” Y, SEETF dnsPolicyErkAVIHZ T SCERIERL E, 1B

dnsConfighhBc ERIdnsS#] .

e nameservers: DNSHUIPHENEFIZR , X ARIdnsPolicyi® & “None” B, Fl&E
REDEE—NIPHELE, BNLEMERAER . 7IHAIDNSRIIPIIRIEEFHEIE
FdnsPolicy4E B HYIEZ R ST iEBnameserver=Esdh,, FHIFRESRIMbAL
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e searches: FHEZEIEATHIDNSIERITSIZR, WEMEAER, §EfE, RIEAE
RIFGIREEHEIET dnsPolicy £ pRIE R BETI (HRIsearch=F ke, FHIFRE
SMHE . KubernetesizZ 716 MER .

e options: DNSHELE IR, HPESNWRALIEBname Bt (4FE ) Fvalue
Bt (A% ) . ZFERPINBEEHEIE FdnsPolicy4 A& BT SR
options=E&H, dnsConfigAJoptionsfYRELLiEIRIN R S5E FdnsPolicyd BAYIE 2
BRI SRR RS, NStHEdnsConfighiE . & WAYECEIEIEBATATE]
ndotsZ,

BT antIEAZACE DNS K

4-19 Z i DNS FL &

EFtwDNSECE

DNSHEES BN EERER v

(® Empiak

e .:-:h". SI0AES

3
|
+

o EMRGZMNECE: XINNonesRlE, HERIIPHIIE, B3I, HEAIESE. ndots
FRABRCERBIFAdnsConfigdRL .

o BINHBMEFECE: IR ClusterFirsta{&Default g, RERENATEERLE
CoreDNSHfE . IEEHIEAREEIZ{EdnsConfigdEl, SEETdnsPolicy&ERk
AYtE 2 AT RO ERE |, 1ENNdnsConfighhECEAIdNsSE .

SCHSRRZS 01 (2024-09-18) WRINERE © ARITERARBIRAE a1



pe Sl
FFisrm 5 GEM4EIE

kA el

5.1 LSRR
REGHEE D AN TGS
o AIMIAIE: 1HITAMEIR,
- {FHA “Service” FipN: ZAHRESCCHE— MR EFRGREIEES
ri]o
- {FHELB (FAN ) i51a): ZHAXBEE=IRSAEER ( =B==LAILIIMIE
B, WECSE ) BS5mamER—1VPCRERIAE, BIMER—IPVPCRELD
ZFENRE DT LUERLM AR . BT ZEELBAY “IP:Port” J9IM
2RSS, IFHTTP/HTTPSFITCP/UDPHMNY , MR ERNNB SHRE AR
—/NVPCH, tEJLUEIREIERVPCIIEERE, FEMINVPCZEMEEIE.,

o  AMiAIE): BPLATRESITEELB ( ELBM RS REER—VPCA ) , WBIZELBMAA

MG g g o
o MNEB/NTAN: BIIENATRXIRSHECESNATHIN, (BSSFR[EEBE DR
E8
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5-1 MEipIaREE]

DHE=EZ AERSeviceBiaRS:
@VPCZAIEITFARELBSEmS: Y
AVPCZETTStEE | ETFARELBAASE FA
@FEBELBEIT A FIEL BiIAl GRS _/
T NATRIZE M S g Ia 2l =/ /

@
&

5.2 RRiAIE

ARIEEE I TSR

o fEMServicenzUiAa: ZBRESCCFRE— M RZEFHRABETILD.

o (ERFARIELBISE): ZHNESZRSARER ( =BREHILIIMIZFIR, UIECS
%) BSGa#ER—1VPCABMRSLME, BIMEE—IVPCRREBEZERIAHT
ATLUERI SR . B PIMIHEEKELBRY “IP:Port” JAAMIRMHIRS, XiF
HTTP/HTTPSHITCP/UDPIMY . MIREBRIRSZSATBESABAER—1VPCH,
AL VPCHEERE, F5MNVPCZEIMEERE.

P R/NIRRRUHZEPd, HERHEFEHEREFRIPod, TAEFRIPOdEETS
sFSHEBIEERNHER, BN, FREBSEPTRIFR, XEJPodaItII SR AT, X
79IEPod &R T AME

FRRRZEER, =BEELEHRM T coredns ( WBMHE/ET ) Hhi4, PodRIZ{LHIfAE,
B8, SRR,

HERHERFRED ‘RIS AEHTIKO " BIE, ERRaEisoisCmetEIsE
iw. NTFEFR, BIEHaPoddNIREHAEEHRIPodEY, RFEZEIAIE
“nginx:8080” BNAT,
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5-2 {$M Service ATViAIT

a
If

pd

[/ wEIServicefalP:Port

|

{FRselecton&E: S f,/ I
A= "app:nginx” E@Eﬁlpod/’ ‘
/ |
/ /
Ea  /Esmsn /
i 20

#RE app:nginx

{5 Service A ipE- BB TEREIZE

EnERLAF, BRFBRECEATR, EERSAMMAEROEEE, BAE
g “IRSBSEIRGENTIRA” HERZAE.

o [RBEFR: IRSBBFRENServicefIZFR, ServiceZBTEIEPodiBEAINIR .
ServiceHUiFLA{S 2152 MW https://support.huaweicloud.com/devg-cci/
cci_05_0007.html,

o ZFcoredns: corednsif{FNERIEMRATIRMEASIGZENTIRS, NRFLE
corednsM T %@Id “IRBBFRAFIHTiKO” HiDGkE,

o fRAFIKOEE
- MY IpRIGREREENY, BIEETCPELUDP,
- raFpEiRO: REERHEERO.
- ARRO: AeEBIFARO, GEpanOMEEIRERO.
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{£F Service FUiGE- TIFRARBIESMIGIRE
ET{ERHCIRSERE  ServiceH{TRE, WWREN TIFRERETHN, ALt
o BFRENT:

TR ERnARLOIEEERG, ZNSHI=FEE “NEEE > IRSS (Service) ” , &
AMRmEmREE “RINRS” .

B2 £ “INIIBRSS T R, HIaEENER “ERFMIAEIClusterlP”
B3 REEENILESH.
o [RBEIR: ARSZATRADServiceAIZFR, ServiceR AT EIEPodIHIARINIR .
o mEFTE: T{ERAFEMEGETE,
o XEXT{Efazk: ERNNServiceTIERE:
o RHFHIROERE
- MY IBIERERIEBENNY, RIEETCPEUDP,
- ipEwO: REGERERYEERO.

- AHRwO: FRNFE0, REhEkOREEIERRO.
$R4 BE IERT , TIFREEHRN “&E8#MinE ( ClusterlP )” BIBRSS o

R

{#H kubectl €13 Service
{EEAkubectlBliServiceis 2 M Service,

{sEFAFAM ELB /(2]

MREFENGHEGETEZI) ( ZRFZEMER. =82 LHEMbmRTERR
) ok, JTLUBSSPEFAMSERIRIHZEIELBSLA) ( BNEIZRELBATSEEYIEIZFA
W) , BITFARELBAIVIPISIEIRAZ, o

WRIRBIEEAMELBLS, HREESEZSAMNARNTE—H,
5-3 £ ELB i315)- g2 TEaaY

e

{$F Ingress iFEA

EOLETLERECETAENERMIngressSRERYIF RGN, MECEY TIERER
ST, BSLifE . BARRIENT:

SR ERnARLOISEEFG, ZMSHI=FiEE “MNEEE > IRE (Ingress) 7, &
AMREmREE “RINEE" .
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5 GBI MIERIIE]

2 REBHESH.

REEIR: BEMXIngress&EFR.
mRTE: EEFENMOIngressAIf AT
REE: JLLBEEERMIBORERMNN AR TERHRENZI T RL,
SFohmE: FAER SIS RS EIANRO, A{EEIEE.
RISMIINL: SEHHTTPROMTTPS . NSAIEHTTPS, WAREGIES, S
SIIEHER .
(1] %88
- EIRHTTPSHNYAY, A EELIFEZSFIEBingress-test-secret.yaml, BIERZAINTG RS
ZDl(#EHESecret,

- B—ELBEAIRIE— N iwOEEHTTPSE, — MR R E— NS, W
BEABENFAENZHIEBISEE N IngressiimINEIE— N ELB TFHIE—1YEIEE, ELBMY
SEPRRERRVAIER

BHELE:
- 14 AnEiE. SCRRAaRES i, —BES TN, MR E R

Zipial,

- IRACCEHIN: HEMSISREIRRITAD .

BULRRRAPTED : fBIaNARETURL A /healthz, REZGSILATEAIURLIAAE
f5lan/healthz/v1, /healthz/v2,

- BREYURL: FBEFMENAHIDEER.
- RSEFR: IEIFEFBERIMIngressAIfRSS -
- IRSIwO: BEEBEPESELREINEE, SHAPHRE.

B3 BEETRE, Bl ‘B .
BlESRkE, EIngressfIERAIEERIECIZERMINATINngress,

Al AfE R INsEServicelg, EilttServiceUim OB S, BIESEBUNT:

T EZEI=-ARLHSIBEFE, ENSHERIER “NEEE > RS (Service) ” , &
Service AP, EFITNAFETIE, BEEEEHMicOECERIService/[FAY “8F
%ﬁ” o

S22 BEIRERRILETSH

BaTE: TEREMEGITE, HEARAEH.

XECTIERE: ERNServiceTIERE;, tHbARATIEH,

IRBEIR: BRSZZFRENServicelIBRFR, ServiceRFITFEIEPodifITIAYINISR, Ltk

NI R

iROBCE:

- Y IBIRIBSAOMMYSERYIER

- RERO: TEGHEFIFEIFNKRD, ERAPHRE. nginkiEFLhRSIT
Riw480,

- ipiEiwsO: BetinOMETEIEREEIIP ERYIRO, FBEIIPIHE TIEREAIE
B, i%O5BEIA1-65535, A{ESIEE.
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3 B BT, TIERAZEEHService,

SR LAERINSEIngressfg, E#ttingressiyiml . BEAFIBHEAEE . BIEWNT:

TR ERTA[LOIEEEFE, ZMSHI=FEE “MNEEE > IRE (Ingress) 7, &
BEXNAYE R, BEAFEHIngresslFHY “BHT o

S £ “EIEH NE, BTSSR
o XSMmO: FMTERHIIERSHIAIRO, TESEE.
o [IRHEE: TIRE “FINRST" IEINHAYREAE.

- & ANEE, ERRpENEEtit, 1z FERRWIHER, FRER
1R REAR AT R PTI S B & SLAIRIBRSS bl . —BECE TIEAMN, Mes
ARERERIIE .

- EXEITECHIN: SRS IFRISRES A PLAC

BISRESEAPCAC: BUGNBRETURLA/healthz, REBFFEILEISRAIURLIIRTIGIE
f5la0/healthz/v1, /healthz/v2,

- BMSTURL: EEFMAGHIEERRER, FIE0: /healthz,
- IRSBEMR: EEFEFEEHIngressAIBRSS -

- IRBIwRO: FREBGPI[RLFEINRO, FHAPRE.
B3 BE BT, TIEREEEHIngress,
5.3 2MiA1E)

AR RIS RIMNRMEIAIIRE;, EaILIARESIEHZRELBSLM ( ELBR/RS

RFER—NVPCH ) , BIJELBLAIARIGAE, HeisMbhasiFNEtEREA

I

o [UEAMISTZIETCPFIUDPEEFIMMNY, RESAEIILUEE “elbAMip:elbif
A7 iplatai.

o  LERAMIFEZIFHTTPAIHTTPSIMIMGAE, REKE, ALAEE “http://
N (elb 23Mip):elbim[/METERZ " ihiEIAE

ServiceREFPUETCPFIUDPHMNEE AT, Ingresse] LARFHEERIHTTPAIHTTPSHMY
ek, AILAUBISEZFRAMEIEMERERNLD, NTEFR.
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5-4 Ingress-Service

www.example.com/foo

www.example.com,/bar
—_— Ingress

foo.example.com

TER—MEIHTTPIMYA R SRR o

Service

Service
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BFEr 5 REMLZIAEIE)
5-5 ~MiE)
http://E=(gkelb ip):elb
il /BT
http://10.10.10.10:6701/
Hf=ELB
S-SR
xﬁi@ ISR : elb-cy
Ingress IPHEHE @ 10.10.10.10
MY - HTTP
\ =0 : 6701
x/ BASTERE : /
Serviceix[
\‘”‘R\susu
{EHselector&iz s I/ \
& “app:nginx” & /
gmmai//// \
5= /ﬁﬁ‘%ﬁﬁ”ﬁﬂ / \
K 20 .
Pod
725 app:nginx
LR SRH

{EFREMERMIP ( Elastic IP, {EFREIP) B, 55 7 #REIPRIGEFEPRE

FEEAMBIE-E TERERINRE
ERZBLAIR,

EREZACERHINER “AMiER7 , ARREINTSH.

o [RSBEFR: IRSBBFRENServicelIZFR, ServiceRBTEIEPodiBEAINIR .
ServiceHYiFA{S 2152 IWhttps://support.huaweicloud.com/devg-cci/

cci_05_0007.html,

o Z¥coredns: corednsif{FABRIEMRAEIRMEASMGZBITIRS, NRFZE
corednsM i %@IE “RSBBFRAFIHTIKO” HiamkE,
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%Bi{ﬁﬂr WERELBSE, WRBELBLAIAILARE “CUZHE=AIELBSLA” el

i

LEALBIERRYELBE B St g i fEis & =IaER—1VPCAH .
CCIENAZ IR =B R I9E, BNECIEHLZ=RELBSLHA,

ELBHMY: BIAMISEERAEEINY, SZHFHTTP, HTTPS. TCPFIUDPH}Y

IngressZ#R: IngressEATESIE-CEMNGAHITIINSR ., MNRFEE, =52

SLHISERA G BTREIngress&TR o IngressANFM(EE15S Whttps://

support.huaweicloud.com/devg-cci/cci_05_0008.html,

NFE (EEHTTP/HTTPSHMYAAIECE ) © Bid&ipaaE, AMEEE

ZBEBETIEXE, FEEERTIERTIERYELBSTHREIELRIP,

IEH (IERHTTPSHMYEIAIE ) © SSLEBRIS AT XZESISSLEE .

ELBim: iSEiR(FRARVELBIAIAIE AN AN

SR O HERERIEEINY, FNEETCPELUDP, NSRELBIMMIEE

HTTP/HTTPS, WG #HimHMYATCP,

pRE A [T

- GEhERO: fABRHAIEEREC.

- AeEim0: SRHTYIKO, RFHEKROMRSEISSREKRO.

HTTPEREHECE

- MREJER{Z: URLIGIEIAYERER, &L “/7 Fk, 40 “/api/web” , tAJLAZE
REER “)7

- RAEHERO: AIELENAEIGERO.

ATFEFR, BRYWELBSEHIRYIPHEAEYS “10.10.10.10” , NIE@T “http://
10.10.10.10:6071/” FEATLAMNARIGIRIZIRE .
5-6 ECEAMIGIESE]

kel

FEcoredns (D) [ @] EEordsELEETEES
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ECEARGE- TFRAE IR EIRE

gz

$ER2
$LE3

R4

T eSO RS Service BTRE, ILELEN TIRRERATEA, ESTRE
. ERREIT:

BREABLOISEIEHE, ZNSH=FIER “MEEE > BRSS (Service) 7, &
ARmEE “RmmRs” .

£ “ININARSS” TR, HIOZERIER “ a9 LoadBalancer” ,

RESE M REIYEHIESH.

o [RSBEIR: IRFZATRADServiceAIZFR, ServiceR AT EEPodIFIARINIR .

o wRTE: TIERHMAEREZIE,

o XKEXT{Efazk: ZERNMNServiceRITIERE

J ﬁé‘éﬁi’ﬂfﬁi: R AMELBSERY, YIRBELBLAIRILASE “BURELBSES)” XE!
2.

A

LA BIEERVELBRE E S AR e A TBIER—1"VPCH
CCIENAZ PR = B R I9E, BINEEIEHLZ=RIELBSLH,

o DFIKOEE

- UMY IBEIRERNEEMY, BIEETCPEEUDP,

- iAEEO: EERERsIEEO.

- ARikO: FRVIFAEO, GREFEHEREOMEEIERKO,
B BT, TERIEERIN “ 9% LoadBalancer” BIARSS .

700 DNAT BT A =

gz
SER2

TERAZEIREE, NRBEFRLMIGIEPod, RTEERELB, ERJLURINDNATIAIE
B BAREFNT:

BIEE— 1 NATRIX .

{FERkubect|8ZDNATZERRYService, BAEIEHN1ES%E Service, TH=Z—1
DNATZEBYHYService =51 :

apiVersion: v1
kind: Service
metadata:
name: nginx
namespace: default # FAF&@&=IE, EKilJdefault
annotations:
kubernetes.io/elb.class: dnat # ERIDNAT
kubernetes.io/natgateway.id: 4b8cda3d-3543-4ebd-a55e-ca610b3b3c43 # NATRKID
spec:
loadBalancerlP: 100.85.218.195  # DNAT{EFRHY EIP
selector:
app: nginx
ports:
- name: serviceO
targetPort: 80  # Pod RERGIHO
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port: 8080 # DNATIAENRC
protocol: TCP
type: LoadBalancer # ServicefJ38Y

$I¥3 BIFEING, FHkubectl describe <service_name> -n <service_namespace> AJLAZE

EServiceBFIRE

----45R

BIZFHEFRING, #AILAEREIP+PortAy75z0iEPod T 6
LRSPRHE:

1. BT —SDNATHINReett & — 1 ais, EIt—5RDNAT Servicetb RAEXREA—1
[GifPod, #Bid— NEIDNATHRNILPELLM .

—/N NAT RIERESRNN 200 22 DNAT #10, EAIRSISENATIIEIRY,
DNAT ServiceBliZ2/5RIIRAI I BEIEE, (BRIBEAEERIRFITIERIRE
FRFERIEEIA R RBEEEX M IRHARPRIINATRXAIERH

WNERTESNATIIN{E BRI X FBCEDNAT Service, iBHIFDNAT Service{@HRY
EIPSSNATHINZBERIEIPAE] o

6. NATRIXAYER, BATSENATRKIE,

0 Ingress iFEA

A LATE TERE IR =S RE R MNIngressZEBIAIAE], RS TEREUIREST
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nat-test & RINSNATERM

a7735f74-04b2-
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B

CCI-VPC-10223¢

cci-cnnorthla-11

default FH cci-cnnorth1a-1022346792(192.1... v

BHAMIP Bl WRER #738 (Mbit/s)  HBERL g | 5G]

[=] E

SNATHIUECESSRkfE, ATLANARRIBEAMN T, tTFERAG, NAEPEE
pingi@ A o

5-11 NEFSE=HiHER

Z

O-
- . = FEHEEEEECH] + Insert (£5]) . Shift + Insert (¥ c
E3EE#R | container-0 hd command @ (@) fbinish Ibin/bash

elcome to Cloud Container Instance.

/ # ping www.huaweicloud.com

PING www.huaweicloud.com (123.125.46.118): 56 data bytes
64 bytes from 123.125.46.118: seq ttl=55 time=4.196 ms
64 bytes from 123.125.46.118: ttl=55 time=3.370 ms
64 bytes from 123.125.46.118: s ¥ 55 time=3.329 ms
64 bytes from 123.125.46.118 55 time=3.325 ms
64 bytes from 123.125.46.118 55 time=3.403 ms
64 bytes from 123.125.46.118: 55 time=3.394 ms
55 time=3.322 ms

64 bytes from 123.125.46.118: s

-
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CCEXEBX. JESCSIFE. HELE. TEFME. FERE. HANARSSEEERRESE (5
|IOMREM L BY BB IORTZEMS LAY ) &
o TIBBFHEEREEY— M FEFRA, WTF =SB LAREEHTNCERFE
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SFS 1.0 2RI HFEENE T %, BEIEFH. SFS 3.05SFS 1.0EEAMBER
AN, BTLAEFISFS 3.0 8E51ESFS 1.0X4 RS,
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YNEASCEav 7 2ghe YL [inp =28
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(1] %83
(EFSFSRERNMFMEIIE, TENINHFHEHTEERE, LIBRIEMEEESX.

SCHSRRZS 01 (2024-09-18) WRINERE © ARITERARBIRAE 67


https://support.huaweicloud.com/usermanual-dew/dew_01_0178.html

pe S nl
FFisrm 6 FEEIE

6-7 IEIFRFEZREL SFS

SRS A T A

=i S s2

2] nsrw (5. nferw (SSEEm)
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BET, RRHFEERIZERIE, RHS, BT R, HFEREEER, EF
FDevOps. BFEEHRS . BWHANENAHS.
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AHRISHEFIEFREE, TIFEPinLAT MITimSFS TurboisZENEUE .

(1 588
AN ERTER S SR 2 =@ N eIZAMRE X SR

6-9 I8 & SFS Turbo =& S
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RE A ER TIFREER, NIEEREXKE,
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7.1 {§H ConfigMap
ConfigMapE—FAF M AR RREEENARELE, WERERE, TES
SRR ER S AHER.

tlJ#E ConfigMap

SR BERnARLOUTHE, REEMNSHER “BEH0 > BEcEIR ( ConfigMap ) 7,
FENREPEEGSTE, 2§ “SIERER” .

CCIEflE L IFERERYAMLA R AR BN, Ta LAREIEYAMLEIE, WA
ConfigMapfIYAMLEEM NS, BFE “HAE” BIA], YAMLEMXAILASEyamlii&=.

S22 ZBAR[RLOF ‘FITERAN M “XHLEE” w7 kelEC ConfigMap.
. Hiﬁg: FTHA. SBRR7-1IREMGRESH, HpbT 7 mSSHHe

& 7-1 A ESE0RA

2% S5
EXER
“BCEINAR #ERIConfigMapZ iR,

BRAUNEFEHMFIL, NEFE. HF. il
£ (-) . = (.) Bpf (HPHmSAEERE, R85
VEARE ) , NEFERHFERN1Z253FHNFH

£R
fik ConfigMapAJfEIR E = o
A B TR ConfigMapfrtigRIECERE. Hp, “f#” RFRXH

7; ‘87 KRXHFRIRE.
1. BE “INMERE" .
2. WAE. B,
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1. B “NINRE”

2. WA, B

o B[R ML,

(1 #5488
EREELAISTHEsongyamli&=t, BEXEXRNEENFIMB, FMi52 R ConfigMap3Z{¥F
BREK,

BE NI’ , EEREEEIEAIConfigMapRRURRNME, BE “TH .
B3 BEETHE, BE ‘IR .
----45R
ConfigMap B9
BcEGIESTE, TTERIZGHBMNTRETERIIRSEERET, NTEMR,
1&& Hcci-configmap01 B ETUEFE] “/tmp/configmap1” &R T,

7-1 {#H8 ConfigMap

Bl (2 = @
EEEW C
=il EEEE IR EE
coi-configmap-01 v ftmp/configmap1 O ks
@ ENEER

GEEEE, £ “/tmp/configmap1” BIETISCIREENH, EREWRY “#7 A%
XHE; BT RERXEPRIRE .

ConfigMap X {4H&=EK
ConfigMap&RiRX 437 1Fjsonflyam Ffig=l, BEIREX/NFSEBIZ1MB,
e jsoni&zt

X{H&FRAconfigmap.json, EoEREIENT:

{
"kind": "ConfigMap",
"apiVersion": "v1",
"metadata": {
"name": "nginxconf",
"namespace": "cci-namespace-demo"
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"data": {
"nginx.conf": "server {\n listen 80;\n server_name localhost;\n\n location / {\n root
html;\n index index.html index.htm;\n  }\n}"
}
}

e yamlig=

X{EZFRAconfigmap.yaml, BCERBIZNT:
kind: ConfigMap
apiVersion: v1
metadata:
name: nginxconf
namespace: cci-namespace-demo
data:
nginx.conf: |-
server {
listen 80;
server_name localhost;

location / {
root html;
index index.html index.htm;
}
}

{£F3 kubectl €lJ# ConfigMap
{$Akubectltli®ConfigMapisZ Il ConfigMap .

7.2 {8 Secret

Secreti@KubernetesH—fINZEFEIRIENSR, EALUSIAMEER. iEH. fAEE
Eﬁ&@%ﬂﬂlﬂ, EAREIUMETEMHEIARE D, SAELIEHEIS=R

(MARL:
o Secret5SSLIFHBHAR—MERE.
o ENAFIT LIERYSecretiHITINZLLIE
BlJZE Secret

B BERmARLhEHE, BEEMSH=R “‘B&EHO > &8 (Secret) 7, EAMN
WEPEFRETE, 2E "SRR .

$H2 ZBARLOT ‘FIRAN M “XHLLE” mroUkeESecret,

o AFR—: FIHA, SBEERI-2ZKBENEE, B 7 iIzEHNSHANIES
%= 7-2 ENSEIRB
2 SR
HEARER
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i*ﬁﬁ) , INEFBHFERE253FFNFER
P ZEARIEIAE R
“ZEREE SecretfIEIERILAER SR HER, Hb, “#87 FX
H3;, “B7 KAREFHIAS.
1. BB “TNIEE” o
2. WA, B (SiFbase64BmNERS, MREAE ‘B
BNEERS” , MATLAMIAREETBAYSecretE )
AR oy LlKey/value&{EﬁEﬂﬂ/ﬂBﬁ?]D |ZFhds (908
B. 7=, RSE
& /‘TEXTLZ‘“XJ‘%E’J_IIR%JJ: %, AR Ei#
IBFMZEEE
1. B “THNIRE”
2. Eﬁ?)\ﬁ%\ =R

o BRI ML

(1 #%ed
?ﬁﬁ%ﬁi{ﬁﬂiﬁjsonﬁyaml*ﬁﬁ, By RNREIBII2MB, #4452 I Secret3{HH&=
L)z

B RIS, EIRE OB Secret X EVAEN MG, B TR .
STIE3 BLETHE, BF “eI” .
Secrety||ZFZh = HIFHEIEAYSecret .

Secret B9{sEF

Secret@liZse/a, AILMECIZRHHITERFANERESIA, L TUEREIR

2

B 7-2 FRETT SR Secret

2 | A ZIEE B

=F518 - cci-secret-01 v || key v e
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7-3 45 Secret EHFIBEF

EEEE ~
=G =@
= EEEe R B
cci-secret-01 v ftmpisecret1 H& sl
[OF2 ==
AR
IR RN F TR RKEARRGBIE 2561 F/ -
Secret S {4&T(iR AR
e secretyamUZRIBIAS 4
BIENIMEE— N AEEIRE FEikey-valueFINZE, BILAEIE SecretSksLIN:
key1: valuel
key2: value2
ENXHYSecretXhsecretyamlAIAIN T . EdValueEBi#H{TBase64477,
Base644wi5 /5 %5155 W al{di#{TBase644wtS
apiVersion: v1
kind: Secret
metadata:
name: mysecret # secretfIZFR
annotations:
description: "test"
labels:
label-01: value-01
label-02: value-02
data:
key1l: dmFsdWUx #EZEFHBase649mi3
key2: dmFsdWUy #FEZEFBase644wig
type: Opaque # WAJR90paque
e secret.jsonFiEHEIAI 4
E X HSecret{Hsecret.json BN T o
{
"apiVersion": "v1",
"kind": "Secret",
"metadata": {
"annotations": {
"description": "test"
},
"labels": {
"label-01": "value-01",
"label-02": "value-02"
%,
"name": "mysecret"
%
"data": {
"key1": "dmFsdWUx",
"key2": "dmFsdWUy"
%
"type": "Opaque”
}
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{47 Base64 4mi3

PR TBase64 %, AJLAERE(ER “echo -n EYRAGAIAZE | base64” ap<HD
q, =pINT:

root@ubuntu:~# echo -n "3306" | base64
MzMwNg==

{8 kubectl €132 Secret

{ERkubectlBli@ESecretiz = Ml Secret

7.3 SSL iFH

SSL iEH MR

(ERn=

A NMEH

gz

SSL (Z&2EZE, Secure Sockets Layer ) 2—fhZ2thy, BHRNEEMNERS,
Rt e RHIETELRE,

ARSI IE HESSUIER, fEFERHTTPSIFIENT, =ASEsSLANSSSLTP aahzst
FtEREIgEEE b, SCIEIRERINE,

(MR

o Secret5SSLIFHHAR—MECER .
o EWAPX HERISSLERHTINZALIE,

SSLIEBRLEESFSSL ( Secure Socket Layer ) ¥, ISR FIEBMANE
CA, ERIIRSEBMEMA, BEERSZEBMDIIEFIEIEERIIZEINEE . RSRE
T2 SSLIER A LSLHEIRE B EE PinfliRS 22 2 BHINNZER, aILABLEEIRE
BRUHE, R T WA EREENZSY, MELUESRSSEIEBIIEEETAERY

By P IS o 8

SSUEBA ABIE-BHESSIES . WHEBER SIS S, &
ME=SIEBAIZRNE, ERNEEBEWebRit, RAZFHBEEE. 5%
SIPERARECRALECH, —ErLUERopenssEr;, BAZPBERE(E
B0, WISSEBIaRRE e R RN S ST E A1)

ARS3 2RI 22 SSLIEF o] LASCEN SR E B E PinflARSS =2 Z [EAVINZE R, AJLARS
IEHHRERRTHEE, RIETWHERERNREE . SERAHRLAIIRS LABZEWeb
NAFRELZEHNAMILEN, SRR DR EERAMIGE, ELBI
BOERHTTPSHMY, Btz AMIGEASES

SRnBRELONEHE, PEENSHI=N “BEHO > SSUER” , AANREFiE
FapR=iE, BE “NINER” o

IHESSLUEBZFRMBRMER

IEPEMER: BRALUNSFESHFHL, NEFH, HF. PL (-) <
(.) Bpk (HPRARAGERE, KA SHUEEE) , \EF8RHFEREN1E
253FFFRIFAF &R
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7-4 & SSLIFEE
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& LT IMBAISIE, IS ot certE
* R eEERAEE B HiErit
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$,A BFE N7, TAEE
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LIRSBEAMIGIERS, ATLMERSSLIE+R, &&ELBAHTTPSHMY o
ERIEAFANIIEDR, REFIHIANIEEFE “AM5E” , ELBHMXERE “HTTP/

HTTPS” , IEPIEIUARESSUES, R EIBITREFRESSUERBMLRE B IERR,
Yfges £, MinSEElEIRERINE .

7-5 {53 SSLEH

ELe=dl @ elb-test v | c sEzEseemy, SREsSREEEEN
ELBifY HTTB/HTTPS TCP/UDP
IngressEFR coi-deployment-20207151
NG
SETZARMESHEENGE, FESIEIELB EIPHTNE: SREWTARMES, S SERISaAEELBMNE
ELBEL HTTPS v | 7004
MESERARHSAHTTIPSIEE, SEEHTTPSINY; IETELBSp| HzinAans
o test C FEIEE
THHITEEMSTRREnEIgESs . SEEEaE, MAERHTTPSIEES

RHLERRE, ZBSELHNEESEELBFEIRSRHIFERIER. =R LAIIRS
BUEELL “beethoveen-cci-ingress” FFLBZFRANIES, 1E2MBREHMZSEES, BN
SIEEIHIERE,

STREFRA 01 (2024-09-18) IR © ERRBRABRAT 77



pee S n
FFisrm 7 BeEETE

EH SR SSLIEH
o TEIBITHRIRIIUEHIERAOES, ERRIBNRBSREEEH.
o EVMBEEREREROES, SNTESBNMBEALE.
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FFEISCCIBIRIRIBINGS, AEESLMIMSWRIBEERBE. FTFRIBEGCE. BEBGROE
NEURGFIERENASRGIRER . EeZAHITRED, (ERTTCZINRGIRE, I
LABGS SRS AR, IR REBRIEEIEE .

FAFTERIZPodidEARRIRIR (ImageSnapshot ) , AJLABSRIRG T &L, W PodfE
shEdiEl. AICENERGREBAOEARINGE, IEMERLSHF

£JRSPRE!
o BEMBERRBESEE201ER.

o MFBREGCE, EFZRUMERECENLTEIE, SEtiE. BRA
AT

o WIRREFEBEIRMAEL, NFEBFTEENATRKRS

o IMNRFHRBHREEEDIRBESPodPIREIEFT, NABFIRGINEED T
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BohECE AP CIERIERE I R GRIEPIEERMAER . U TIREHTIT
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a. iRRICECE : (UITIRFELECRSARRIRER, LEEERIRPodIIRERERET
BB ERIPCECIE o

b. BIEERTE): (LTIt OIZIIEEMAVRGRER.
o [RHHIETE
BRFRE EERIRRIRE . ZRGEFLRALIETHAA (Available ) K

8.2 BlERIRIRER

BEnSR
FENETIAEEHSRERIE. ETRSGRBOTERE, B2RBGH0
RRHR .

BIETR

SR ERRARLOEEEFEG, ZNSHEPERE “REIREB" , £FaNURERE “8
RIREIRER”
$E|2 ITNERER.
o RBIRERIBR
BRAALVNSFEEHFAL, NEFE. HF. pilk (-) . = (L) Bk (B
Elﬂz,ﬁziﬁ‘éffﬁ‘&, RS HRIEARE ) , NEFERHFERNEI3FHFNF
FFeRo

o  FERERREERTE
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EIFRR
- BRNRG: BT ELEISRRERSRG . MIRCEEZESHEER
S AR, BEEEFRLEREENNE LERR
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- HE=REG BERT7ERRERRSPALZIRRE.
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{5 kubectl BIFEERIRAE
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8.3 (EREEHRIREE
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BziltEc: BaItES B EIZRIMEURREREREERMINER .

Bt RIS E(FRRYRRIREE . ZBREFVRNEIETH AT
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FERR, BEERGIREETIR,

BRIFE R

FoIZAHEES, AREEESTMGE, 117 ‘EilRERE" X, EEAH
PLAECIR G IRIREIE EIRGIRER

BE o) PLACIRE IRER

BaItECS NP BRI A R ARG IRIBPIEERMANER . KLATIFHT
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a. IRRILECRE : (USTIRELECRSANRRIRER, LEEIERIZPodF RS R
EERG LAYICECER .

b. SUEATIE): (L5EieiREURRIEEIAVRERIRER

ARtfaTEE

IEECHBRNRGRE, FE “RERER™ TEPEFREREBFORG. %R
EFVRALIETARTA (Available ) R
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FPiEmE 8 SRIRIRER
eraeve @D
SINEESnE @) EEEenE -image
EEEE
ITEERR
HATES TREsEEL =g AR

=
_q,
SWICN- myhuaweicloud.co

m/test-’ i/centositools

ERERS

BEERZR
ECCH=FIBAIPodNHE, HEMERIRERIRIRCIZAISTA, HNFERE. EFHFRE

'g, A LAERIZSEAIE TIRB RS, MREHIRGIREBEY, WeBENIRERE

15N O

BT kubectl ERFEERIRER
MBS kubect (EFER REZES MERBEHRE.

8.4 SIRRMHRIRER

Brn=

ARENR TIMTEITEH SIHRGREBRITED .. MEREF. BETREGREBIIE
JRIE, B2 RREGRIRRHNE .

ERERIRE
LENFRRBLIRERE, TUBSW TSREEE.

FTE1 ERZBRLOAERETE, ZMSH=FEE “RERERT , EANRGIRBIIE
F_T

o

S2 BPERHREER, BEARGREGIFBR.
I3 SERBRIBIER. RS, RERFEH . REREXNSFES .. SEFHFFH

SIRGRIBRSHATAN, JLMERIZRGIRE,
SRGEREBISHEEN, SUTEFERAEESHFAER.
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pe SN
FFisrm 8 IRG IR

8-1 IRGIRERIFIE

TR
o 23t eicloud com/imagesnapshot/ubuntui686
HIFFERE

Susn = 3 EEEY ReEiE

SRS THBRER ) = 2023/06/09 10:27:34 GMT+08:00
= lable
=

A i

Er s, i

AT = iled

FrenmReRERe =

RETEESEES =

.

HIFRFRBRIRER

ALY

N

IRBIREIN—DEVSTZEZRER, REBREREBEES(IENAIEVSZEZREBZEM. X
FABERAREIRE, MRECIZIFRREFREINS, FFIMER.

SERYRGREBABERN, JUBSTERATREREE.

TH1 ERZBRLOERETE, ZMSH=FEE “RERERT , EANRGIRBIIE
s

SR2 WEFFMERANRGRRER, BEA LY “MERIRER” &R,
SEEBREIRGREBRETITR “HER” .

R

{5 kubectl ETRRRIRER
fEFkubectlEE . MIREEIRE, B2 NERHERE.
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pee S n

FPisE 0O HEE1E
=
HEEE
ZARRLHTIFEZAEEEERERE, BREEEEREIIMERNBEFE

%, R BHTEANIIREFHEET,

WEETIHREARIATRHEE, tJRER BT ANER, FMIESRAMAWSETIHEE
ILTRHA

A BELHIXHE T RAIE4ETE ( Application Operations Management,

AOM ) , AOMEAREREFETRY “log” SR BT, EigFIAOME, HE
EEENEER,

RARRZEEPoIIFZFREERRS, ITEERT.

B 9-1 &#&HE

PodZIZE Q

~ cc-deployment-20211141-6f:

I SESEER
AR ARHRRE NSRRI TS

o FENHATER: ESFEESIIERAEHIRE, FERIENHERERR
THEBRESZEE—N, XFEATTEEAZIAEEFEET.

A
1. BHRATEREEREEINERARTEER, BNSIEERERXTERT
HREBE.

2. BRIRXIFATRIETAY “log” . “trace” . “out” BEXH,
3. RERERE20MEEXH, tHMRRENESHEZ RetmbE HERETH
203 fHHR

o AFEFMETE: AEHFFE=EAN.
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pee S n
FFisrm 9 BESEIE

TH
1. AOMBAEIXE/MEFS500MAYRZE AEFETIE), Bid500MANSIRIBERR
1@5@;)_ TWE:, TTENIES W mint&iEE.

ASFE=EEESHR 152, EaiEapiEOCERARAET, SHRREVES
1G|Bj?,2G|B

3. Z=ENRETE, BIITRE, MRATXHEE2G, BIRRIMIFEE.

9-2 (EFHEFE
FERs: TSEERFESURTEHES. FEUESE. SOCTENE NASRREE ~
zEndzEg @ BEFEESH (GB) B
tmpiiog 1|+ 2

BEHE
THlETRE, ELEERHEAT.
BEOOIERE, EERLPFRET, B “§F8EE .

B 9-3 ZEFRE

il

i 3 nginx ®ETE (3 gene-container-avng

3 =5

0.000178 TR IR
2
PodglsE Q
SH(Pod) EwE PadlP CPUBEE( AEEERCE)  EETE N EE
~  nginx-6ig75c8478-x5698 ETE 0)at 05355 47

FAOMAEFRIAIEENNERAIAE, AOMPATERGAFENEERET K.

STREFRA 01 (2024-09-18) IR © ERRBRABRAT 85


https://www.huaweicloud.com/pricing.html?tab=detail#/aom
https://support.huaweicloud.com/usermanual-aom/aom_02_0010.html

mA=REA

HPFPigE 10 YSiIRETE
A iohEss
har A =g

CCIEcEAOMYIPodF B ITEIGTE, RREEMBIEEECPU/NF/MHESE ., Ea]LA
FECCHzHIBEEPodIMEIIBIREURE, BEJLAFEAOMGPEE,
FAEiAL =R

FAOMEESIE, AILIEBERRLAIRIER, BIrRSIBEENER10-1,

% 10-1 \5iziBin

IBix | I8I2IR | IBIra Y BEBE | B

ID

cpuUs | CPUER | iZdBIsATFARITNEXNRAICPU | 0~100% | BDEE

age | X %, BRSEIRMERSIRE (Percent)
AICPUIZEIELLR,

cpuCo | CPURH | iZISRATEITNEXNSRIEHIRY | 21 # ( Core)

reLimi | 22 CPUZEE,

t

cpuCo | CPURIZ | ZISIRBTFFHITNENREEZFE | 20 % (Core)

reUse | 5 FARICPURZANEL

d

memC | ¥IBRE | iZBRBETRITNENREFIE | =0 Jk=FT

apacit | 28 YIEREDE, ( Megabyte

y s)

mem | YIERE |ZBFETHRITNSNREFER |0~100% | BHLE

Usage | fEEA= PE?? HIREMIEREFESENES ( Percent )
t o

mem | YIBERE | ZBFBETHRITNENREIRE | 20 k=T

Used | {FRE L(FRYIIEAF (Resident ( Megabyte
Set Size ) o s)
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=ARELH
=z =] 10 SiI=ETE

BEEBHRLAI Pod ROMSEEUE
FECCHEHIA |, BEPodISREIE.

HNCC, EMSi=hiER “ TRz > TIKE (Deployment ) 7 , FEGMITIEE
FEIBONIERE . BEEPodILAITEAY “IEiE” ME, ZREERPodii—/ N \iTHY
CPUFRH=FINFE AR,

CClHEHa AR REEERNERCPURRRMNFERR, SHpENAIs4HEE
IRSSAOMEBE S Ini=EiR.

] BEUERE O “BFEE" , EAAOMEHIS,

B e 5 R M p— s ez | e |[C

L= BN 05
ity E a8
B )
B|EER: container-0
CPURERIZE(%) B/ T BX AEERE%) &/ Ty 8
o o0 o oors 0075 oors

_.N,_
£ER2 EEEI;:' , FEMEREIR AN o
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=ARELH
HPFPigE 10 ISR

10-3 N EER

BHTIE | IR | SPRHE E30nE - c

ez |+

cCl-Cluster

nEEs O aEEE

Instance Template
cpuUsage (Fi3{E) BE~ memUsage (FEH9fE) Eve.

SEBKSR: cci-deployment-239-1660811981485-79869¢9. SEFHSFR: cci-deployment-239-1660811981485-79869¢9.

$|3 EENEENRESER, fla: &R “CPUERZR" , RfEfiA.

10-4 RGti5hR
FINSTEE

=5 | CPUERE=

N
4

s | EE - s SN | 144a -

. Q TisRE (TESFEINSANET) =
CPUfEFIEE *

.|||||
i

£ =&
@@ cruEEx
CPUREER

HHE

CPURHEEE

_tiTBps

_#7Pps

LiTiEtaE

TTBps

TTPps

TrEaz “
F= i

EEFAR

MEEREE

SLFIEFR: cci-deployment-239-1660811981485-79869¢9...

T4 NEFBPEIEFPodIEIEEIE.
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BPFPigE 10 YSiIRETE

10-5 Y5EAE

o EEE
ns=EE Q W
eTNEER Q E; E’;‘ RE= oz
Instance Template
cpuUsage (F9(E) e memUsage (FH9{&) T CPUERE (F5(E) B
SPHETR: cci-deployment-239-1660811981485-79869c9. ZBIER: cci-deployment-239-1660811981485-79869¢9. ofHEFR: cci-deployment-239-1660811981485-79869c9.

S
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1 1 RS

kubernetesfR T W ERYSIFAEMLAIN, EMRIBHEZLURHFIIFZRIZET, U

Kubernetes DNS, Kubernetes DashboardZZs,

gL="

HREENMEINEEY B, HalnaseLHlRM T corednsifHtIE(FER, ErJAE=
ALK E FEETERG, NMmAERERBAHREAITEE .
coredns }HEEFN B

corednsiff /9 iZRIE b ATAR M N EPIRER BATARSS . BINEAREXI AR TMIR .
FHRIRE, SUSSHEREREEETIRS TXEIESER .

TR
BB BRARETOISEREE, ANSHSREE EEEE > BHTET , BEa
FE® .

11-1 coredns ¥&4

e .
: v coredns
3,-"‘-~
058 | 1GB
EFETE] - 202000304 20:04:55 GMT+02:00 @

$2 T HRURAT , BE IRERT wREH.
1. Z$E259K A EARAR corednsiffdiT, ATEBIMTSH:

- FRE: BE RINT, SR BENEERENERSE, B —1
B2(EXY, #HIDNSFRIES, [EH—1a—2HDNS IPibiE, #0"acme.local --
1.2.3.4,6.7.8.9",
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=R
BPiEm 11 iHHEE

- LbiisgERSes: BITIRERNIRSIHE K BE Xt & 2 /M0t 2 it 18
X A—1a—2HDNS IPHttit, 5140"8.8.8.8","8.8.4.4",

2. ZER2510% LA EARA R corednstff4AY, RRIBCEIITESE:

- BEEbE: SAREWSEE, RiGhEFEITEIRYERETESSE
A, EFEIEE, Fl0 “WH@EfiRIAE” . “BHESTERET
EEATHHERS Y

¥reRlE, BELME ‘ISR > JBEsf)” PEIIERRAEY, WE.

=z
11-2 coredns iR ZERKIN

I:I coredns

250
Version - 1
EEHE
SEERTIE] © 2020/07/15 17:17:03 .. ®a T
35 CoreDNS ER BRI

£ R LUER CoreDNS CorefilefConfigMap A B IRZ A TIESA R . (F
FRiEH 4 proxy AT %3 Core DNSHITEAR IS I THCE -

WREREERE—MIF10.150.0. 189 Consull Z BT IRSS 28, FHBFTE Consulfild;
ZEBtA.consul.localfI/F48 . ECoreDNSHIConfigMapehizRinin = S BRI G i%ts3
ARSZ2E Bl B 7ECoreDNSH:

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

ERERZRIConfigMapil FE&:

apiVersion: v1
data:
Corefile: |-
5353 {
cache 30
errors
health
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa
}

loadbalance round_robin

SCHSRRZS 01 (2024-09-18) WRINERE © ARITERARBIRAE 91



=B
BPiEm 11 i EE

prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

}

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

}
kind: ConfigMap
metadata:

name: coredns
namespace: kube-system

SR ETERATLUMEM CoreDNS CorefilefConfigMapl A B MBREZ E M TIES . (F
FBff{4proxyal X4 Core DNSHITEAR IS H I THCE -

79 CoreDNS B & HEHR kIR
CoreDNS{ERloglif{HSieE Etr HEITENEIfnEmY , n@dfcE B M SR E
EVHEHATAS, JEAOMPEERITAE. TSRS RERANIEFS
T, SHEFTEDIF AT HER R ER S rTsE ST Core DNSHI M BEIE B BB RIS o

SEIlogiff STIFEMTERT . R KA IE IR = AT kI E, WE:

11-3 EINECE

EHERATNEE || BHENEMET | | BHBRTEREr

X NMAYfEiRBC BRI T :

log [NAMES...] [FORMAT] {
class CLASSES...
}

(MERIY::
CLASSESZFRRMICRAIMBMNZER, B—MATED RAITIE .
B E RS AT

o HRETAIIES:

A RIS 1ElogiBECLASSESHiZsNsuccessIfi 2%, CoreDNSEIEEEMALINAIE
SITENERER L

o BHETEAKEE:

AIESIEE logifE{tECLASSESHiRINdeniallIf 2%, CoreDNSEISEEITEMAIE
&, BISINXDOMAINZgnodatalgi ( BFRFFTE, EEAREFE ) FIENRRERL .

o HHEEFEIRAE:
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mA=REf
5 =12

11 iHHEE

BERTES

gz

LLaizk

log . {

REEIGTEogiFfFCLASSESH iR Nerrorifiz 241, CoreDNSEIEMRITIEIRMAE
FTENZEIFRERE, BINSERVFAIL. NOTIMP, REFUSED=‘=1IH§§TL$EHI§;UMT
ETROERER, EFRATATIDNSIRSS A 0] A AR

ERQE:
NRAKIZF DRME—ECE, WISKHABEESE

A E=

e SEil=F }ﬁ#HRE’HI']CoreDNSE’J%-H‘EW»E% MCoreDNSARSSHIZAI A EICRIKA
28R, AdizEpo BEERN, WltsexEn .

“EHBETRINES” 5 ‘BB AWEES” Hfl, BEiklogiEHECES:

class success denial

}

B AL INAICoreDNSXI M AIConfigMapili T :

apiVersion: v1

data:

Corefile: |-
5353 {

}

cache 30
errors
log . {

classes success denial

}
health

kubernetes cluster.local in-addr.arpa ip6.arpa {

pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa

}

loadbalance round_robin
prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

kind: ConfigMap
metadata:
name: coredns
namespace: kube-system

FEERERTESEGE, JIUBZAOMIRSEERITES.

ETBRLASEEHE, ENSIEER “EEHSTE > HELF)” , GikE
“CoreDNS” i&f4, A\ CoreDNSHR{FTIMH
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11-4 $HESEBIFIR

P @ | DsEzE ghtesw ~ IR EEHER | vpogsh 192168.00/16

SIREHE £ 2021/04/15 11:41:39 GM. [OR:Na

T2 BHEEFESIFEFAIcoredns Deployment i ApodFlZ.

11-5 CoreDNS Deployment

coredns

T

coredns coredns

£E3 fEpoddIRAVMRIE—I=hikE “BEFHE” BN, BAAEAOMAESEScorednsiIH

==
JTOSYY

11-6 Pod %3

e
kubernetes I FITZ1E

DNSERBEAILATEE N podBEht_ LT8R E, BRI, KubernetessziFDefault,
ClusterFirst, ClusterFirstWithHostNetfINonePUfDNSZKHEE, BE{AiEZS Whttps://
kubernetes.io/docs/concepts/services-networking/dns-pod-service/, XLEERAE
fEpod-specificiidnsPolicy ZFERHIEE -

e “Default” : #NERdnsPolicy#iRE “Default” , NZFREFEEISMpodiz
TP R4ER, BENX LiHSEZRS B INFREA S SIX A RIE—iEFER .
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e  “ClusterFirst” : gNERdnsPolicy#ig & “ClusterFirst” , {HISHEcEAIEEE
1S4 AILECAIDNSEIA (a0, www.kubernetes.io ) &4 AEIMIZTS mA4HRT
EhraiRIRSES . SRR EENCE T AYMIFIRIGFN LiiFDNSIRSS2E -

e  “ClusterFirstWithHostNet” : XtF{FHhostNetworkiz{THIPod, &NiZAR%HE
IREEDNSEERE “ClusterFirstWithHostNet” .

e “None” : BERFPodZEEKubernetestMEHRHIDNSIEE . Mi{FFdnsConfigPod
MR ZERIRMHFTEDNSIRE o
(MARY::]
e Kubernetes 1.108 LA ERRA, iEFDefault. ClusterFirst. ClusterFirstWithHostNetfINone

POFhEERg; {KFKubernetes 1.10kRA, {XZiEdefault. ClusterFirstfl
ClusterFirstWithHostNet=#4,

e “Default” REERIARIDNSEERS ., A1RdnsPolicyfdFlagi&B45RIIS08, MBKIAER
“ClusterFirst” .

BERIERE:

o RECEFRN: @A AR ENERHESRBAYE TSR, Flin
“www.kubernetes.io” , BEEWHEARIMRBT =AY LiHEZRSEE.
o CEEFRE: WREE 7 FHRIEFN_EHF DNS fR5S2E, DNS EgEETFTEH
TRIEXHEREI TSR
BB LR EIET coredns B DNS E£EE,
NEEFE, BEIEKRNEER, FRIETENBERELZIXINA DNS L:

» BEEHEZNZF (1 “.clusterlocal” ) : EREEAIEET
coredns,

» BEEFRIEEHRNSEFE (FIa0 “.acmelocal” ) : ER#EAXEZIEERN
BN DNS f#Eres (fFlan: YSIRTE 1.2.34)

" ReelLEe LEERIEF (B0 “widget.com” ) : iERIEEAT L
DNS,

11-7 BHIEKRIE

coredns

kube-dns
* cluster local

DNS cache
(dnsmasq)
Pod
dnsPolicy:ClusterFirst
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[REEALIE
SEF LRI, ERTTLARHEHMAT R .

xR 11-1 EfhigE
B 154AH
Tk

O mEsRmmERREs, ABRE T8 , AT
REES, Bt 425 |

g BHS, BEBEBNERRS, B B .
s ek LT, pEeE HL” .
il

MPRRELERE, BERIEF.

CoreDNS B2 ETIEHFRA L HICR

Z& 11-2 CoreDNS & BETHHFIRTICH
fEfFhR A STRFHOSERFRAS EHTFE XA

1.29.5 v1.21 (BEER5 o)k 1.10.1
v1.23
v1.25
v1.27
v1.28
v1.29

1.29.4 v1.21 1EBLCCE v1.298:8% 1.10.1
v1.23
v1.25
v1.27
v1.28
v1.29
1.28.7 v1.21 SIFEHAEREE, & | 1.10.1
v1.25
v1.27
v1.28
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11 AHEE

TR

SZHFHIEERFIR A

BT

HXARZ

1.28.5

v1.21
v1.23
v1.25
v1.27
v1.28

B2k

1.10.1

1.28.4

v1.21
v1.23
v1.25
v1.27
v1.28

1&H2CCE v1.2858F

1.10.1

1.27.4

v1.19
v1.21
v1.23
v1.25
v1.27

1.10.1

1.27.1

v1.19
v1.21
v1.23
v1.25
v1.27

1EHCCCE v1.2758%

1.10.1

1.25.1

v1.19
v1.21
v1.23
v1.25

1EECCCE v1.2588%

1.84

1.23.3

v1.15
v1.17
v1.19
v1.21
v1.23

TR TR

1.84

1.23.2

v1.15
v1.17
v1.19
v1.21
v1.23

HRHHREBITTFHR

1.84
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1REARAS TIRFROEERER A BEIS #HXhRA
1.23.1 v1.15 1EBLCCE v1.2358% 1.8.4
v1.17
v1.19
v1.21
v1.23
1.17.15 v1.15 1EBLCCE v1.2168% 1.8.4
v1.17
v1.19
v1.21
1.17.9 v1.15 KRB BT TR 1.8.4
v1.17
v1.19
1.17.7 v1.15 EE£ETX V.84 RA 1.8.4
v1.17
v1.19
1.17.4 v1.17 1EBICCE v1.198:8% 1.6.5
v1.19
1.17.3 v1.17 IV1175EERE, BEFR 1.6.5
il
1.17.1 v1.17 vl .1 7TEEEE 1.6.5
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12.1 =®HITIRFE 2SI CCl B{EFIZE

CCliEE =®1HARSS ( Cloud Trace Service, f&FRCTS ) AR RIRS ZIRAR(EIC
F, ICEABTEEENZEEET 8T E AP RSB F IR EERIAR IR
ERER, HEEa. FitFeER,

x 12-1 =HIHIRSSHFH CCl RIETIER

BRIESR SHER

BlE— N ServiceXdR createService
Hp&—ServiceXdHR deleteService

gj Br1EEENamespace FAIFBServiceXd | deleteServicesByNamespace
BHigERIServiceXI R replaceService
EFTEERServiceXIHR updateService

& — N EndpointXdsR deleteEndpoint

fpatsENamespace FHUFFEENdpointd | deleteEndpointsByNamespace
3

EitatgENamespace FHYENndpointIgHR replaceEndpoint
EFisxENamespace FHYEndpointiJ5R updateEndpoint

EllEZE— 1 DeploymentXFHR createDeployment

p&— DeploymentXd5R deleteDeployment
HiFRIEENamespace FAYFRE deleteDeploymentsByNamespace
Deploymentids:

EitatgENamespace FHYDeploymentXd | replaceDeployment
ES
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BRIESR SHER
BEiExENamespace FAYDeploymentXs | updateDeployment
E3
BliE— StatefulsetXd 5 createStatefulset
MR— StatefulsetXd %R deleteStatefulset
fIBRIERENamespace FHYFRA Statefulset | deleteStatefulsetsByNamespace
POES
EitatgENamespace NHYStatefulset}J5R | replaceStatefulset
EFiEENamespace FHYStatefulsetXIHR | updateStatefulset
BUEE—MobXdR createJob
fHBR— N obXIHR deletelob
fhIFRIERENamespace FHYFTEJobXTSR deleteJobsByNamespace
EiaigENamespace FHIEMobITHRAY | replacelob
EHfgxENamespace FHIE AN obXI5AY | updatelob
K&
BlE— 1 CronjobXJ5R createCronjob
fIBE—NCronjob3g deleteCronjob
fRIpREENamespace FHIEFECronjobXd | deleteCronjobsByNamespace
S
BtgENamespace FHIE N CronjobXy | replaceCronjob
KAV
BEFiEENamespace FRIE Cronjob¥d | updateCronjob
KAPRTE
BlIZ—"Ingressids createlngress
MIBR—NIngressids: deletelngress
HIERIEENamespace FHIFRAINngressyd | deletelngressesByNamespace
E
g ENamespace FAY4EEIngressxd | replacelngress
3
BEFriEENamespace FHYE N IngressXy | updatelngress
KAV
ElIEE—1"Namespace createNamespace
fflE&x—~Namespace deleteNamespace
BliE—"Pod createPod
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12 Hit
BRERR EHER
EHrgEPod updatePod
g EPod replacePod
flBER—~Pod deletePod
fIE&Namespace FERAEHRIPod deletePodsByNamespace
fHIBRIEEEVent deleteEvent

BlEE—~Configmap

createConfigmap

E#iEEConfigmap

updateConfigmap

EitatgEConfigmap

replaceConfigmap

fiER—~Configmap

deleteConfigmap

fIERIERENamespace FEFARIConfigmap

deleteConfigmapsByNamespace

BlE—1Secret createSecret
EFiEESecret updateSecret
EBirigESecret replaceSecret
fRIRRIERESecret deleteSecret

RS ENamespace FErEHRISecret

deleteSecretsByNamespace

fRIpREENetwork

deleteNetwork

Bl#E— " Network

createNetwork

HiER+EENamespace FEFERINetwork

deleteNetworksByNamespace

EiisENetwork

updateNetwork

EiaigENetwork

replaceNetwork

BlliEnetwork-attachment-definition

createNetworkAttachmentDefinition

Hip&IEENamespace FErGHRInetwork-
attachment-definitions

deleteNetworkAttachmentDefinitions
ByNamespace

HIERtEENnetwork-attachment-definition

deleteNetworkAttachmentDefinition

BllEPV

createPersistentvolume

fHipRIERENamespace FETBERIPV

deletePersistentvolumesByNamespac
e

BiatgEPV replacePersistentvolume
EHTEEPV updatePersistentvolume
MpRIEEPV deletePersistentvolume
BlEEPVC createPersistentvolumeclaim
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12 &Hit
BRERR EHER
SANEEPVC createPersistentvolumeclaimByStorag

elnfo

fHipRIERENamespace FEFEHIPVC

deletePersistentvolumeclaimsByName
space

BinigEPVC replacePersistentvolumeclaim
BEHEEPVC updatePersistentvolumeclaim
fIBRIgEPVC deletePersistentvolumeclaim
WE—NEES createPackageproduct
WEENEES createActiveproduct

EllEEKubeflow job

createKubeflowJob

MRS ENamespace FEFEHIKubeflow
job

deleteKubeflowJobsByNamespace

EiatgEKubeflow job

replaceKubeflowJob

EFigEKubeflow job

updateKubeflowJob

fIERIEEKUbeflow job

deleteKubeflowlob

i Volcano job

createVolcanoJob

iR EENamespace RErEHRIVolcano
job

deleteVolcanoJobsByNamespace

EatgEVolcano job

replaceVolcanoJob

EFf#EEVolcano job

updateVolcanolob

Ip&3g%EVolcano job

deleteVolcanolob

El#EAgency

createAgency

EHECER

modifyQuota

BliE— imagecacheXis

createlmagecache

fiB&—NimagecacheXds:

deletelmagecache

EpisERIimagecachelds

replacelmagecache

EEfiEENImagecacheXds

updatelmagecache

L& createChart
EIEERIR updateChart
BRI EIRR deleteChart
&R createAddon
EiEERG updateAddon
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BRIESR SHER
iR ERGGRES deleteAddon
BIEER LA createRelease
EHTREIRSCH updateRelease
fRBRAE R L1 deleteRelease
BRI createAddonlnstance
EHiR{SLf) updateAddonlInstance
S HR RS deleteAddonlnstance
BllEiE{readme createAddonReadme
fRIpR3GE{EReadme deleteAddonReadme

12.2 BEE=HITEE

BEES
FETZHITRSRE, RATHACRCORBRE. SHIHRS SRR RERE
TRAVEFIER

BIEDIER

SR SREEEHE.

wEy sbempsias FanllER, EEx.

SIR3 %gb’iﬁtﬁﬂ@ ‘IRSBIIRT , EER ‘BIESKE > ZHITRS T BASHITRS
=SS

$RA BEAEMNSHE “SHIIR" , EAFHIIREERNE.
SIS BRSBTSk EIINAYRFE Y. SRSEMIIRSSNNMMERNASE
18, FHREEAT:
o SHRE FEMKIR. RIREBITHIESLE,
ETHIEPEREEERMG . Hp, SMRFEEE “Ca”
LR BIERESEEENE, EREFEETBRINEEFER.
EERRIDE, BEERSEFNBMARENERRIEIRID,
EIRERBREIRE, EFRERIFIRMAE T BARIIRIRER,

o BMEAP: ATMEPREE—BRRIRIERR, WRMEBFERFSRE, miF
HBFER .

o SEHF: oNEINA “‘PrEHEMEERSI” . “normal” . “warning” .
“incident” , RENEFEF—IN,

o fCYnRYE). LATREYIE): AIEITEEEEREIERIES G
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12 §|it

FI1R6

12-1 BRFHCH

EREETECRAN, BF ¥ BFHZICRFEMER, EFHCRUE12-1F7R,

FemE | mESE v | BHRE v | EEEE pammsn v | EEEE mamasn -

BIERS | mEmeEs ~ | =ems FESHES (@ Nomal Warning Incident m =5 5
FEETR R TR ZBID D EEER D FHER D BIEFF D et B

~  deleteDeploym deployment ccl nginx normal 2020/07/15 11:50:25 GMT+08:00 EESH

request {"kind""DeleteOptions™,"apiVersion":"v1" "propagationPolicy""Background"}
code 200
source Ip 18517676254
trace_type ConsoleAction
event type system
project id 066a1343de0026402fc6c01a5b6d28ed
trace_name deleteDeployment
resource_type deployment.
trace _rating normal
senvice type ca
response 1
"kind" "Status”

“apiVersion™ "v1",

‘metadata’: {

EREEENCRAN, BF ‘BEFFEH
IR FSEHERRIERER

SR7

12-2 BESH

EEEH

"request™: "{\"kind\":\"DeleteOptions\",\"apiVersioni":\"v1\",
"code": "2e8",
"185.176.76.254",

"ConsoleAction”,

"source_ip™:

"trace_type":
"event_type":
"project_id"
"trace_name":

"system”,
"@66a1343de@026402fc6c@1a5b6d28ed”,
"deleteDeployment”,

"resource_type": "deployment”,

"trace_rating": "normal",
"ccr”,

Wkind\":

"service_type":
"response™: "{\n

name" :

\"Status\",\n \"apiVersion\": \"w1\",\n

"tracker_ "system",
": "2020/07/15 11:50:25 GMT+83:80",

“resource_name™:

"time
“nginx”,

"record_time": “2820/87/15 11:58:25 GMT+88:00",

"user": {
"domain": {
"id": “bbaca76@ecf74a3basfadfssf2esd7s9”,

"name":
¥
widns

“name”

"9761696222e84422895bc3448db22896"

e

H—

\"propagationPolicy"

A ope,

Background\™}

\"metadata\": {\n \n \"status\":

I\
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1 3 ZJ54E bursting

13.1 CCE S&458 45|88 ( ¥34% CCl)

13.1.1 bursting #HR{FINEERESS

i
AEBEBENAburstingiRHHIIRSS IIREMN . RIRERRIFIIBEE X TR .
IHREHREYS

{FHACCEER +burstingBETFUITERE, APFEESE XTI TALHITAE,

CCESERY } CCESEEY } CCE®BE | ggp | ccigey

VR
ne L am ) | burstin | \_ .
Ne ot ! - ! g 7‘@ e
= | I

—RREt —FRAE—

A ER
TREHERIRFERAKHTIRER, IRAFESNLSSERX.

T{EfA%L | Theglik ThRENIE FRRSA
=il R

AE |BPanmiswenEEs o seeEses. | AEGE
CCE*E‘ 9T U ‘7 K ?E I,\ =+ SETHE RBFEE EICCI

BEBICCIRS . BUAEIRE | © s B
ERREE, SARRRER | Toone
AR ¢ SEEEEE
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TR | Iheeknt INREAAS =P vL =]
[i=a0 ¥aRE
HRECA | BP@TELEpodidcpu. R Ipod B RECENH | HFIRECEH

memoryE=FEIRABRFERE | THEREESN
TEEFD _EIR o $EERT SRR
BHTINEE, RoJeehERE
R A o
1 BREIRGEERBSE o LIFHEKUEGE RS | B
&, BECHISERETHE =,
I CCEERF+CCIRS L, o TIEEMTFHREE,
=& Eggﬁﬁﬁggﬁ’]ﬁﬂﬁgi o LIFZHMEMEER, | FiE
TAEIMEF aL\/L;':U Al 4k 25k
BOURSAGRIORR. | o
ke FFBIIMEEEMKICCESERE | o FCCliahi@mis | ML%
FOCCIEERE Z iBAIMILZ AT service& o
o IFCCEEREpod5
CCIEER$PpodiEd
serviceBiE .
o THFIETECluster-
dns,
o ZHFpod4fE et
HERMip.
HE FFPTILAUEE ERT%%CCE Log | ¢ SriFt@iCCINfi®; | HE
Collectori@{&F0burstingidfs, 1B81ZCCE Log
RECCM TIERFHMNBE. Collector F#RHE,
o ZIFHEBRNEEE.
Wi }%PEUEHEE%?@#N}%’E o IFXJIEAOM, ey
2P E, RFAPMECCIERE | oAt on s 18
R SSTIERREAE
HiE(FERRAE
CCEEEEf+burstingdIERF = M BN EIDIRSZHVEEER, TFREFMEA
S REIRIEBRSS -
SR | BRI &
%5
ccl BESECCIRSBIHE—NEN | o FEBINEIEECCIRS(ER %M

“cce-burst-” + “CCEEEE¥ID”
EREREZSIETN

=8, NFEEACCIRSS, B35
R xE,
o CCIERSSmRATEAFTEITE.
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SRR

RiFi5ER

&t

CCE

CCEMIRY T{EtAZE,. Secret.
Congfigmap. PV. PVCEREE
FICCl, ERtEEACCETRAYE
l}?o

o CCEEBHRIREMAE1000 pod+1000
configmap#ZiX BRIE2UAGT =#ll

Ho

o CCEEE+XIFENIE2000 pod+2000
configmapiEiX Ri54U8GT =l
o

o CCEEEHARNIE4000 pod+4000
configmapiEiX EBiE8U16GT5 =/
%o

ELB

FiE “ﬁ%&E%ﬁpod-‘iCCl;’%
Bfpodi@idserviceEi@” ThRE
burst|ng}ﬁﬁ:/\EZI)J@'J;’L%ELB"q
I}?o

o GIEHS=AILERIEMIZAYELB,
BFrcce-b-xxx,

o HENEHHRIGAT, ZELBRIFEHEMW
BiliakRo.

VPC

SR CCIRY ARt = FICCESEEY
FR7EVPC,

CClanZ=|aServiceMEE
10.247.0.0/16, CCEEEEfHIVPCFMIM
SR FHZIER

SWR

IS MEEICCIRI TIER Rk
%ﬁ{%lﬁ BEXELE I =SWRIR

730

BIZARBINRGERKIER LIEE
BHISWREEE

Pod annotation

CCE&R$+burstinghIFERAIGSIZ REIBEN T, BXFHEE NN TEAR.
annotation key e GEE ]
scheduling.cci.io/managed- R aipod#EHiNprofile | IEEHREZICCI
by-profile REEE,
virtual-kubelet.cci.io/burst- FrcHEERENcpuE | FRECER
pod-cpu i o
virtual-kubelet.cci.io/burst- FricsE I R EERY TIRECER
pod-memory memory&RiE.
coordinator.cci.io/inject- CCl podHEXREHEX, H | BE
volumes TREHREEN
logconf.k8s.io/fluent-bit- CCl podHEREHEX, H | BE
configmap-reference EREBIFEN.
logconfigs.logging.openvessel. | CCl pod HEXRERX, H | BE
io u\**}ﬁﬁ:li)\
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annotation key fpR MRS
sandbox- CCl podHEREHREX, B | BE
volume.openvessel.io/ SREREEN

volume-names

coordinator.cci.io/image- BGMUBISRERRIEX . &%
replacement

13.1.2 RiEfEHA

k)

HYRSIRE!

HURESRAF

LAl

CCEZR A& 585 |E8 (X34 CCQl ) fEA—TENIAYKkubelet FARZEZKubernetesEEEEFIE
ftEEEHIAPI, BurstingfIEEiF= 2 Kubernetes AP REITIRSZ EBNAEFS
(#ncal) .

EFizidtt, MIFAPEENSa8m=T, KB ERE55ECCELNTIRERE
( Deployment ) . BIkZASRE, (StatefulSet ) . EiB(ESS (Job) . ERHMES

( CronJob ) MUFETRERIRVZS SRS (Pod ) , MBI TIZAERSLFICCIRRS L,
LU D &R B RATHERE o

o (NEiIFVPCLEIEILAHICCE StandardEEB¥FICCE TurbofERE, BEAIFArmEEEE,
NREEFEEAMT S, HEELABASEEEAMT S,

o EHAXZIFFIFHIZE ( DaemonSet ) LAKHostNetwork REE A 23LH)
(Pod ) FE4EICCI,

o EERIFREFMAEES10.247.0.0/16EE, FNE5CCIErRAZa THIServiceMER
e, SHLEFER.

o (FRRHRIFERFECCRENSCCIIRSHI TN,

o  ZFEburstinglFE{HESTECCIIRSZFIE—1 3" cce-burst-"+EEEIDY AR TIE],
i EAR 2 Hbursting &, FEWERECCIRSERZH ST, MHEE
FICCIRRSS , BERIMTEGSZ=E .

BERCCEEHIE,

EERCCESERE, BREHACCEERF S HNH.
ES=EEMSE ‘S0’ , ENGEHPOER,

WEE “CCE SRR 8MSIZE (i CN)” i, BF “&%7 .
BB SE.

ok N =
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@ CCEZS/A38145|ZE (RJ4% CCl)  CCE Cloud Bursting Engine for CCI - SEiEESiet:

SR

i

H
il
i

1515 v

B ==o

HEEE

I
i
H
=

Im
ft

1
it
i}
f

1l

=L

CPUEE AR

& 13-1 B SEIREA

iEH S

il

i EIN

HHAIRRE . EFMRAFICCEERFAREXR, BESEREAUS
ECCESTRBMS|Z (IHECQ) HFRAICR .

AEECE

T ECE i S BRI SLAIEUN RIRECER o
1588

o CCE SRASEMS|ZE (X% CC) HRHE1 .5 2R LAERRAE, BERESH
RER, BEFRCCERAIEES|ZE (33 CCQ) BHRITRE=EE
gmo
o B FEMBE—ITPR, TR FEDFEG7Pod=EEER,

EFEMEERE, NFEHF8Pod=EEHT .

o SHMA: FEMERITR, PR FEDFERT Pod=EEHT,
Hit144Pod=E)ECER . HFEMEEE, NFERSI Pod==iake
&, Hit164 Pod=BECER

o BMEICCRIVSERERT, HEFNEIRSABRAER, WSEHIERT
POD. Secret. Congfigmap. PV. PVCEEAENZIE, EXAPIE
HECRWSERSE, RIATHREERIETRAIENAK/N: 1000pod
+1000CM ( 300KB ) #EFF2UAGHIAETI =, 2000pod+2000CMIEET=
AUBGHIAETI =, 4000pod+4000CMHEEFBU16GHIIETI = -

FRE, SiECCEERPAIPod 5CCIEREPAIPodIEITKubernetes
ServiceBi@, HEREZLITEiEBH Eproxy, FMHINEENRIES
ERLE
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TFRE TR

BRCCEHZHIA,

UEHRCCESERY, PN CCEERFRIRIE .,

TEMEANSRT “ TIERE , HEATERIEER.

B ‘AIBTERZ , ERERESRFREES IR ITIERE.

HEEKEE, “CCERMRZ” EE “aFAERE" . XTREERIRES(E
B2, BEsERAERFTIC,

A N

BAER

S

. ey - - I
BRERE ) THEES EEES EEES
b m, 0 StatefulSet P oemonset g ob R CronJob

A ER
CCEERB U TEfAEAY, FERMEICA, BENERSIFAETCPIRIIRE .

AY n /Sl =1 = |

HITRREEE.

BeEehkia, B “CITIERHE .

HEI{EaEmm, EREIEREER, PEHATEREEERE.
TS FTET RACCIEEE, HBAREAAINEREZICC,

© ® N o

HRIFENL

BRCCERHIA.

EFRCCESERE, BTN CCESRERITEL
ESMEEMERE “SHER0” , ENEFROER.

WEIR ¢ CCE SERMMESISE Gt CCN)” iR, BE “HIE” .

CCEz=&Z32183|1ZF (M1 CCl)
CCE Cloud Burstimg Engine for CCI
{fieE=  hiEEE Serverless .

A wnN =

fed 1515  EFEE 57&
@ EisE (s ) (g2 ) ( =28 )
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% 13-2 #-J-%kﬁsﬂ%ﬁg

e

E27 STt IHRIR =i
CCEEERF LT =, N | iHHEHRY burstingfl {4 EIFEAT S

SRR SEobFERER
iR, ENEGRERTERIESE
HPELE—ELIEE
ESRERER

R EZRIFRERE,
RNENEIEM -

FRRPECCIRYas & =[E)
EF'ENJ?%%EE, gnRap3
FEBUHERIR, SEMN
EMTER

AT EEMpRERE, 26
IR SRR  ob,
SRR . FAFAILA
FhBREBESRTEaR
HTHit & SRERE R AN
IMTER,

FFCCESRAEMSIEE (33HECCl ) ESARFIRIS

Zca) .

13.1.3 FEGRFZE CCl

l_s
ﬁ

: CCESRAHMES|ZE (X

&
X F{FERACCEERFFICCIFERASE, ARAULUEER TIEREAERICCEER T Rl
ENHZCCIEMT =, ASOFHANBUNECCEER M TERETAEERICCI L,
burstingif{4 X BRSNS TECCEER pod, (FHEAENEAEEZICCI:
o FH—: @EidAcE abelsizHlpodiEERICCI
o AI": EMprofileizfipodiEEZRICCI
YR 5IR
o  HEIRBREIEEIRSEEIZMEScheduleProfilelUED, {FREEEISHE
ScheduleProfileZ=TE, Y5 CCEER#HIPodIEAEZRICCI, {FIaNi&iZExtensionProfilefil
Fta% FRUTRES A BEZHE ScheduleProfile TR, FHUAE#EScheduleProfile TR
EEINEE
o LM ICCIFVRBRERELMAT, burstingT S EIER/NT, BELEERAER
CCl, FAFA@ECCEERHTFIA, EﬁkubectlIEEEburstingﬁﬁﬂﬁ%\f\, am
RAREIE, AIFaIEREibursting.
TRAERE
CCEEERf TR ERMAERICCIERIE B T =H:
RS REIEERE EAR%E
AR CCEL{ErRE EHIEMZICCI,
A&
( enforce )
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RS RISERE ER%=
RHBESEVE TVEGAESCEAERICCEEEES,
EREE SRR B TEREGE R
( localPref CCl,
er)
= 1 x TEfRAFEA=EMERICC,
( off) o

BH—: BIAEE labels 124l pod BEZI CCl

o EITCCEEEHZHIE (console ) BliEpodiAERICCI, BISCCEERFCIRTFRE;
BT, ERCCIEAMRERISAE, T ‘AR USIMHUTEEIRES .

o BidyamISHTECCEERSF T 87 podiAECCl, RINZZEburstinglfiit i, 23

%

AV o
apiVersion: apps/v1
kind: Deployment
metadata:
name: test
namespace: default
labels:

virtual-kubelet.io/burst-to-cci: 'auto’

spec:
replicas: 2
selector:
matchLabels:
app: test
template:
metadata:
labels:
app: test
spec:
containers:

- image: 'nginx:perl'
name: container-0
resources:

requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
volumeMounts: []
imagePullSecrets:

- name: default-secret

B —: A profile #=H pod EEZF CCI

1. EBFERDS, BcEprofileiZiR.

vi profile.yaml

CCEER T E, EILFRaEyam3Z{dhiRiivirtual-kubelet.io/burst-to-ccifr

2. [RHICCEER FZARMEE, BiElocal maxNum#scaleDownPriorityfdprofilet&tik

0T

apiVersion: scheduling.cci.io/v1

kind: ScheduleProfile
metadata:
name: test-cci-profile
namespace: default
spec:
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objectLabels:
matchLabels:
app: hginx
strategy: localPrefer
location:
local:
maxNum: 20 # HFrEAiElocal/cciERTEEEmaxNum
scaleDownPriority: 10

cci: {3
PREICCIEERB IR ATAEH, BeEcci maxNum#dscaleDownPriorityAdprofileAYt&Etx
~BIENT

apiVersion: scheduling.cci.io/v1
kind: ScheduleProfile
metadata:
name: test-cci-profile
namespace: default
spec:
objectLabels:
matchLabels:
app: nginx
strategy: localPrefer
location:
local: {}
cci:
maxNum: 20 # HEIEARz$Flocal/cciERIECEmaxNum
scaleDownPriority: 10

A E=

localZFZEFcciFERARILARIATIR EmaxNum,

SHURAAR:

- strategy: AERIEIERE ., nIECERIEE: auto. enforce. localPrefer, i
BESAERE.

- locationAIECE % FIDCHI=_EpodfEHIEEmaxNumFlpod B AL 55K
scaleDownPriority, maxNumBUESBE[0~int32], scaleDownPriorityBY{E
SeE[-100, 100],

TECCEEEf Bl profile B,
kubectl apply -f profile.yaml

BB TIRE L, EselectorFEIEEH “app: nginx” BIpod, KBt L6l
Ef9profile,

kind: Deployment
apiVersion: apps/v1
metadata:
name: nginx
spec:
replicas: 10
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- hame: container-1
image: nginx:latest
imagePullPolicy: IfNotPresent
resources:

requests:
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cpu: 250m
memory: 512Mi
limits:
cpu: 250m

memory: 512Mi
imagePullSecrets:
- name: default-secret

= 13-3 {5 (ERHA

SR ERA S {sEFF5AA

pod[EATfER B labeI=HIAECCIRI AR MRS T ERprofiletzHliE
label#profileiz | ECCIBIAE .

HIEECCI fFlaNlabeld A& Hoff, profilefIZERE Fenforce, F#&pod
~REEERICC,

X |

podEAIHKZ T | podBB{NE—1KBkprofile, Zpod#kZ i profileXXEX, 1R
profile XX #EprofileltEcpodAYlabelf =, iTEHEAKXKE profile, =
FEZAY, EREFHE/\RYprofileXEX

podEx#& K profileAXEX

13.1.4 FFBCER

&
%4 F CCEEREHRIERICCINpod, burstingiB {4 SARIBRAFIRMEAOCPU, PITFAINE, 14
podfUZEAUSIMENE, INAHISEABRRFHECCRTISNEN. AEHE
RN BRI T AR .

EJRSPRE

o HMEICCIHpodBEELE—BRBCPURIlimIteE requestBRE
o  ATHEREMEEXVERT=EEbursting, CCl 2.089consoleFNAPIBIHIZAI

PodHUISHIBEE .
pod FREMEEX

SBECCIApoditE, IRYEcontainerZiRERYRequestsFILImitsitE, FAEECCIARIFE
Bl

pod BRI E S UE RN TN :
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o  FTENAARFRABRETENZIRAIRequestsFILIMitsIISRIZE NIBEFR
8, WRBCE T Limits, WELimits{E; NREHBRBcLimits, MEXRequests(B.
e podXEANEIREAIRequestsFLimits, EEUNTHRIRAVERAS :
-  FrBNEARENEANERRILIMitsZH0,
- FrBYIBHESELImitsHIREAE.
Pod#A& LR :
e PodfICPUTEXTO.
o ZTEBEENMES, PodfYCPUTED.254%~324BEIA, SiEETFA8K%a,644%;
MemoryfE1Gi~512GEEEA, B/RA1GIHIEME, BiFECPU/Memoryfictt
{EE‘I 2~1 8Z|~Ej o
RIFNEE L

[RIZIRIEpod B EMAREEREBCPU (core) « Memory (Gi) , NIEEhRERERNILN
T

1. ¥Podf& T BestEffortfyE N FI A 22 WAL B EEAICPU R _LIAEE ZE0.254% 1Y
BHE, Memoryd LFEEAXFETF0.2GI,
() #BA
CCEZR A& M2 (X4 CCl ) #HE1.5.16ARZE, FABEHTASRRANE LA, (X
HiTpodRAIRIE EHIZE,
2. AUAIPodAICPUKTF32uskEMemory KF256Gi, NIRBUHLEHITEINEAZE,
ENSHEEERE,
3. BEApodRYCPUBTATE LIEEEZE0.25#ZAYEH(Z, MemoryEL&i@ _ EiFEEZE1GI
HIEEEE
4. #Hpod Memory/CPURILL(E/NF2, Ffpod Memory@ EiFEEEXFETFCPURY
2(%, BiBER GRS,
5. #&pod Memory/CPURILLER TS, Fi&pod CPUE LIFEZEXRFEHFFMemoryhY
1/8, Bi#ER0.25/895H 1=,

LA XS podZR 5l RS AYISECPURIMemory, £ERAINEIPodFE—NA
JIBestEffortl9z2E |,

A R

BestEffortAge 2482 BHcERequestsFILIMIitsAISE .

ZIRFENNESS, PodIELR:

e podAICPUBMETEO.251%~32%EEM, BiEETF4siaioat, FEBEREN025
HYEEEE

e MemoryfE1Gi~256GISEEA, SxE&EFT384Gizk512Gi, HMemoryRE4,

e #HEMemory/CPUECLLETE2~8221],

FBFPEILAEIZ CCEMIAIpodidannotationEE B EE FFHIINAS

e virtual-kubelet.cci.io/burst-pod-cpu: 0.5u
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e virtual-kubelet.cci.io/burst-pod-memory: 1Gi

TIFMEERAIRA

BEAE MEEEHRE (CPU | A
(CPUMEM) | MEM)
37U 37Gi ToixtliEpodsgtt | CPUIIMS T
FCCl,
30U 257Gi TixBliEpodsdts | FELL KT8, IRSCPU, (BFLiE#ECPU
FCcl, MEBEW, =&,
0.35U 0.5Gi 0.5U 1Gi CPUa) L EXZ20.25098 %=, MEME]_LEX
BINEHE ., FEILFEER, A
0.35U 1.5Gi 0.5U 2Gi CPU[o)_EERE20.2509%#{=, MEM[o)_EEY
%1 EHE, FEILHFEER, FME
0.45U 18Gi 2.25U 18Gi CPU[o)_EBRE20.259%#{=, MEM[o)_EEY
BIHEHE, FEILKTFS, #5CPU,
2U 2Gi 2U 4Gi ZEL\F2, IESMEM,

13.1.5 &%
Bt

BRALLBIT AR R CERSZSWREHEE=HRECEREBIESESR. AE=T
BN ACCE+burstingtfiffias=t, HRABEIBXNERHSERAE, BERIEARE
FAF B LAYECCE+burstingif{4iz=rh:

o (ERSWRHIEVHRFISEER

o (FHE=FHEGNEEFISER

o BEMFERALIZSWR + E=FEECHNEHARISER

{$5F3 SWR HIEXFP SRR
o FAI—: iEidconsoleiEESWRER
a. FP#&LESWR, FRBHIESE: SWRESXH.
b. FEHEA=CCHEHISEIRRABIEFRR.
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EEER container-1

CPUEER = 025 cores; Rl 025 cores (3)

GPUEER

ZE0s =iEE

C. XHEEISWRARIER . BIAHRERISWREEFEEH HETHRE, SWRIRSS
ERFIBEEN: SWRES M

e HFXT: BIFECCEEEEnodeiEEISWRER
a. BRCCEEEfTS.
b. BEESWREGGCEPRRIEFRI L,

SRENGE ML swr.cn-north-7.myhuaweicloud.com/cci-test/
nginx:1.0.0.x86_64_test,

c. BEEI{Efaziyaml,

apiVersion: apps/v1
kind: Deployment
metadata:
name: test
namespace: default
labels:
virtual-kubelet.io/burst-to-cci: ‘auto’  # 3EMHZCCI
spec:
replicas: 2
selector:
matchLabels:
app: test
template:
metadata:
labels:
app: test
spec:
containers:

- image: swr.cn-north-7.myhuaweicloud.com/cci-test/nginx:1.0.0.x86_64._test
name: container-0
resources:

requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
volumeMounts: []
imagePullSecrets:
- name: default-secret

d. #EIIER#.

kubectl apply -f dep.yaml

ERE=HRGRERFP WSS EHER
1. {FRCCHIRHM I ESIEZE=FE&ECEIAiEsecret,

imagepull-secret-generator --ak=%$ak --sk=$sk --private-user=$user --private-password=$password --
output-file-path=my-imagepull-secret.json --project-name=cn-north-4 --secret-name=my-imagepull-
secret --swr-address=swr.cn-north-4.myhuaweicloud.com
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ERCCEERF =, NERFCIEsecret,

kubectl apply -f my-imagepull-secret.json

2. BUEfa#k, fEMsecret,
fEspec.imagePullSecretsFRiEESE =75 B EEIAIEsecret,

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: test-imagepull
virtual-kubelet.io/burst-to-cci: enforce
name: test-imagepull
spec:
replicas: 1
selector:
matchLabels:
app: test-imagepull
template:
metadata:

labels:
app: test-imagepull

spec:

containers:

- image: xxx/my-image:latest
imagePullPolicy: Always
name: nginx
resources:

limits:
cpu: 1
memory: 2Gi
requests:
cpu: 1
memory: 2Gi
imagePullSecrets:
- name: my-imagepull-secret

BAERENT SWR + F=HEGCREEP SRR
BEpE:
ARLERT, ARECCEHITEAHIEE=FE&GECENERER, RERIRGEILARE
ERISWRIRSS, HEEWSKIERT, @MRICCIRTEREFERASWREEER, AILIRAER
SRGRERER, HBEBPEZBNITSKIE,
BEES:
HELE T{EfAEyamlBc&annotation, RENEIITFIR:

"coordinator.cci.io/image-replacement": '[
{"repositoryPrefix":"harbor.domain","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org1"},
{"repositoryPrefix":"","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org1"},
{"repositoryPrefix":"harbor.domain/a/b/c/d","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org2"}

]
(1 38R

o FERBWITLEEINF.
o BMREETILIEESE, S KBErepositoryPrefiX(BEARAIFEE .
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Eriaany FEREX FERIHAR
key
repositoryP | FIFALEHEILED | ¢ ZFERAZT, LEAFBIMmageFBRAS"/"IIE
refix HIFERAIER ==
g e
RUERF R o ZFERANZ, TEFEImageTREE—1
" EEIRBERINEE.
o ZFRFHRIEMNISEEBEIARIN—EL,
BARgELL "= /FERE .
replaceWit | BPHEEEIE | o ZFEBRFHARee5repositoryPrefixtEE]
s (e B 3R N e
h WRBRIET | SRRl SE RSSO —5,
X o BARgELL" "= ERE

£ 13-4 annotation 1588

annotation B0 =il 15388
"coordinator.cci.io/image- containers: containers: reposit
replacement": '[ - name: - name: container-0 | OryPref
{"repositoryPrefix":"harbor.do | container-0 image: 'swr.cn- 21@_@3
main”,"replaceWith™"swr.cn- | jqge: north-4.myhuaweiclo 2%@
nortl:—4.myhuawelcloud.com/ 'harbordomai | ud.com/org1/ =iz
org1"} n/ ubuntu:latest' =
] ubuntu:latest’ -
"coordinator.cci.io/image- containers: containers: reposit
replacement”: '[ - name: - name: container-1 pryPEf
{"repositoryPrefix":"","replace | container-1 image: 'swr.cn- %7;33
With""swrcn- image: north-4.myhuaweiclo e
north-4.myhuaweicloud.com/ 'nginx:latest ud.com/org1/
org1"} nginx:latest'
]I
"coordinator.cci.io/image- containers: containers: reposit
replacement™: '[ - name: - name: container-2 | OryPref
{"repositoryPrefix":"harbor.do | container-2 image: 'swr.cn- BEFILEEE
rrlllalln/a/b/c/ o image: north-4.myhuaweiclo gr_éﬁt
d","replaceWith™:"swr.cn- 'harbor.domai | ud.com/org2/ = vif
nortI:1'-4.myhuawelcloud.com/ n/a/b/c/d/ redis:latest’ e
org2"} redis:latest’ s
]I
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13.1.6 7#fiE
FEPAN

BB TR EMENTFRE, BTBRENSHUOFHER. &
SR AEAPELL:

o THESMCONRETIIFIEER,

o THREMCCIRYRE Hostpath KA NG SR AR

YRS RE!

RERICCIFLHIRIFE RIS 5 ConfigMap. Secret. EmptyDir. DownwardAPI.

Projected. PersistentVolumeClaims/L#Volume2:ZY, EAProjectedfl]

DownwardAPIZERYbursting 1.3.25kRA LA ES73E,

e EmptyDir: FZIFFIER,

e PersistentVolumeClaims: HI7#FSFS. SFS Turbo=7Ffig2ER), HRZ#HEMACSI
#ARYStorageClass.

e Projected: MNBECE T serviceAccountTokenZEEfsource, BRAEMZICCIGER
HIESEXF N service-account-token secretdfitoken, ZtokenJ9i<EAE%EItoken
BigBEmHIZ A, BlexpirationSecondsflaudienceFINECE AL -

TIFRIEESER
BRPEEEREFEIEENT, CCERconsole BN TIEIR,

ARiE

TLEEEZ (HostPath)

I
o
&
iy
1
i

Woa

fit
il
W =
g
(o]

|
i
o

1% (ConfigMap
E4E (Secrat)

FibiETE (EmptyDir)

S CCIRI BRI BB RISTIF IR AN T :
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volume3aY BAY | FH%I5SKEA
¥
HostPath B o CCRHZ=EREE, FEZEHAMHostPathEES I,

o 159K LKA SZFECE pathfa/etc/
localtimeAyHostPathfZfi#, At&E/FCCIUEZES
EZNNXEES5CCEH SR X—,

ConfigMap = -
Secret = -
EmptyDir = R EmptyDIri ST IFF &R

EmptyDirf9sizeLimitZE 81 GIRIEEE(Z, BAAE

FPod CPUIZEHI0(Z,

DownwardAPI = -
Projected 2 ANBCE T serviceAccountTokenZkEfsource, 3

ZCCllaEtE#H I M service-account-token secretd

AYtoken, ZtokenII<HEERL, Htoken;ZBTRHE

ZAK, BlexpirationSecondsflaudiencefIRELE AR

=5

PersistentVolumeCl | 2 Y #ESFS. SFS Turbo=fFigER), BHTIHEA
aims CSIZEBfStorageClass,
fa#; Hostpath Ee&E A=

BFa=R

TEEACCES & EfthK8sEER$HY, AP {#HRHostPath3EB7Z %, (BCCIRHZ=E&ERE, &
FhHostPathgE ], Etk{EAHostPathfdPodi@idburstings$ZEICCIRY, S#i=&. a0
ToiEZPod spec.volumesHBic &RYHostPath, AlEIECEAnnotationfIfzTt, RIF
1HfEEFAHostPathfIPod 4 ZICCI L, burstingfERIEATEEXiEPodHHIHostPathiy,
E¥EHostPath& i HlocalDir. emptyDirsi&flexVolume,

LR5RE

o LocalDirfsizeLimitRZ#F1Gi. 2Gi,

e EmptyDirBsizeLimitFE A 1GIRIEEE(E, BEABEXTPod CPUZEIRIN0ME,
BRIESER

@I EPod. AnnotationsFIINEE BT LA Z hostPathlocaldir. emptydiraZ
flexvolume,

o EEhostPath#FHifalocaldirfic B AT :

"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}}]

e B hostPathZFi AflexVolumelic BT :

"coordinator.cci.io/hostpath-replacement"”: '[{"name":"source-hostpath-
volume-1","policyType":"remove"}{"name":"source-hostpath-
volume-2","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}},{"name":"source-hostpath-
volume-3","policyType":"replaceByEmptyDir","emptyDir":{"sizeLimit":"10Gi"}}]'
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EVSEREISZIFEEI/O. 51/0. BSI/O=fM#E, volumeTypetRiELIRIERIE
5,

% 13-5 EVS &

:gsim *KR | NFEFE NG ERG

B | sata | BinfFERSATARENERME, & | AL, e

I/O }Eﬁa:kﬁ‘i; 1*%ng—kz_my $ F_\lZFHo
SRR/ DRI N TS .

BI/0 | sas | [GUnfFEERSASEENRIEM, ER | SIBXHRE. £
FEEEERS, 1*'5@75%?@, A HH=,
BELHIEFETE RN ABSR .

BE |ssd | SinfEESSDEFMENREM, ER NoSQL. KRBz

1/O Slitee. LS %KE‘_}? é‘&}E BE | E. BECE (W0
”J'"Fﬁiﬁ,-ao Oracle RAC. SAP
HANA) ,
£ EfHostPath#BZ2E&

"coordinator.cci. |o/hostpath replacement": '[{"name":"*","policyType":"remove"}]'

Z N HostPathZ S ¢ B RERRS :

"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume-1","policyType":"remove"}{"name":"source-hostpath-
volume-2","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}},{"name":"source-hostpath-
volume-3","policyType":"replaceByEmptyDir","emptyDir":{"sizeLimit":"10Gi"}}]'

AR

tFpathfa/etc/localtimefHostPathfFfi%, S#EMHostPathEHREI5ERE ( #E&namels
Bffra9volume name ) Bift, Aot EEBHostPathBZiRHISEE ( ZEiEnames™" ) i,

2Zdeployment yaml=f:

apiVersion: apps/v1
kind: Deployment
metadata:
annotations:
description: "
labels:
virtual-kubelet.io/burst-to-cci: enforce
appgroup: "
version: v1
name: test
namespace: default
spec:
replicas: 2
selector:
matchLabels:
app: test
version: v1
template:
metadata:
labels:
app: test
version: v1
annotations:
coordinator.cci.io/hostpath-replacement: '[{"name": "test-log2", "policyType": "remove"},
{"name": "test-log", "policyType": "replaceByEmptyDir", "emptyDir":{"sizeLimit":"10Gi"}}, {"name":
"test-log1", "policyType": "replaceByLocalDir", "localDir":{"sizeLimit":"1Gi"}}]'
spec:

neon
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13.1.7 PIER

i)

LR SRE!

containers:
- name: container-1
image: nginx
imagePullPolicy: IfNotPresent
env:
- name: PAAS_APP_NAME
value: test
- name: PAAS_NAMESPACE
value: default
- name: PAAS_PROJECT_ID
value: 0b52a6e40b00d3682f36c0005163a82c
resources:
requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
volumeMounts:
- name: test-log
mountPath: /tmp/log
- name: test-log1
mountPath: /tmp/log1
- name: test-log2
mountPath: /tmp/log2
volumes:
- hostPath:
path: /var/paas/sys/log/virtual-kubelet
type: ""
name: test-log
- hostPath:
path: /var/paas/sys/log
type: ""
name: test-log1
- hostPath:
path: /var/paas/sys/log2
type: ""
name: test-log2

BTSN E T RFELAT #:

AT/ ECCIAIpod Bt EENAERAYEEdNSIRS2E
CCEERfpod 5CCIEREFpodi@iTservice HiBRIE RIS
w4 CCIlipodi@idservice &% o

{EFRHZVPCRICCEESRFIASZIF S “MEZEIE" Th8E,

{EFACCELER$hAYBuUrstingiB{ERTHECCl 2.00RSS, iSHCEIN=EIELBAYIngress,
AR EELBZERIRYService,

HBIMEE@ERE Nk EisidecarFesBn), FUEVIBHBRPE AT ERAMN
KHEReH, BWS SRR FMpreStart. postStartIIAElEE LA RNEE
EXMEHBRENRE

FECCEFNCCISEHIServiceME BB R Z4FEEREMIAIE ( ClusterlP ) 38, RZIFE
init-containerdi5{a)CCEfMIClusterIP service,

FECCEFOCCISLH, 7EXFHELoadBalancersBfServicedkingresshd:
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-  ZIHEERBROERO, FCCEERT, BT CURERSCCERIRRREELBE
ﬂjﬂ’ﬂ)ﬁﬁﬁ%ﬁﬁ%ﬁ#‘alﬂx—ﬁl, EERENEROSSHE D ERERNER

®o
- IBEERHEAServiceX R — M ELBRYEITEREY, HIWIAMERIGEL T, B
RSSIBIARE .

- EECCEFICCIZEfE, 7EXfHEE=E" oadBalancerZEifServicelT, FEERIE
nodeZ£4HT100.125.0.0/16MEZHIZ 2% .

- LFixdiELoadBalancerZBYfServiceskIngress{¥ sz iFautoflenforcei@E SR
BE o

ACERUAGEFBRIFERE dns IRS58
BRFa=

RS, APEEEECCIRPodal LAERISERIdnsIRSSSEMNE . burstingtfifF
IRMECEIEENdnsIRSS e ENAYEE ), TTHEEE 1 Pod LEFECEdnsConfig, MnpE
EBEFPMNBIZHERA

RIESER
1. BERCCEERFTHS, fmigburstingfagiiyaml,

kubectl edit deploy cceaddon-virtual-kubelet-virtual-kubelet -nkube-system

B HIEIN--cluster-dns=xx.x.x2%{, ECENdnsiRSZ e,
REFEEEEMN, FfFvirtual-kubeletREFER.

est127-rhy home]# kubectl get pod -nkube-system

RESTARTS  AGE
] 44h
0 44h
e 44h
(
0

44h

44h

BidexecHE NEHERICCHETHHIBRZER, BE/etc/resolv.confEiEnameserver
B Hcluster-dnsEe B a9ELHE .

= 13-6 (FRASELIRREF!

b1}—2%/11—3 £9RPRH!
(EMECERITFEIEMECC | o (EXECEEHCIZEEMCCIAIpodER
Hpod o EURENAREpIRE RS EAEN.
cluster-dnsEZE& LR e k8s dnsConfigigZ A iFHECE3IN
nameservers.,
o {Rilkcluster-dnsBcERInameserverfl=E5Pod
dnsConfigshEz&RInameserverf &= Z F1AE1Z 3
AN
™o

CCE £2% pod 5 CCl ££8¥h pod i#id service HiBRERIES
1. ZEEHE, Ik’ NEEE “IbEE.
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R =5

CCEzs/kaftg g (Rj}% CCI)  CCE Cloud Bursiing Engine for CCI SEBESSE FEEE
EEEAE: | 15168 v

—HETHRCCERIRRBICCIATRN

O =HErE, WETehsnG (Pod) BEICCESS, SRECCHUSRESTITE. (iEHE D
ICCI 2.0 57, metrics-serverBISiTiEREnERn Podslisindiiz, AIEESFAHPATIE. MRBHPATDEIEE T, ST EmEY

REEE(EIE)

@ ==

FF FISCCESETHEIP

O FEFE CCESERMME SRR MEITE=G, FTCCEREICCERERE (Sevice) (55, EiHMRITERESF RSN
EEREMEERE. THESHE) . O BT, EEE 0

ZEBINGEHEFPKS TaBmtIRREIYESE, TLUBTMEEHEHTES.

Bl MECCIlipod, FHEZEservicek o

- ATHERIE, BGEERERE0IKOAINgINX.

- AItERHEEservice, EFENCIERNAEIIERE, LIBRIIEGEED
BlEEAYelbr=4 tss

X
BEIRE v
Service 2R S Service B8R
AR . i
o] smmua BB ==un PO &) owrms
EISENASPEER BINATREEESETS
%, DeneasnEsd HREAS
1P
0 sEssEEnsaEsIEn
BE=n SEmE TRE o]
==l monitoring v | Q aEme=E
wEE -l & (muEn ) zResmE
) 2B, TRRESHETRESEEORE Pod
EEE v coelo-000a47ea-736243... v (Q HEZENEE
ZEREE
MY TCP | SEFEE () : 5|EEETE (F) : 10| BASDRE: 3 &£
=0E= [ EERD O BER0 © LESEEEY © =13
TCP v 80 + 30001 TCP W

B CCEERHEHIG, KBUZGZAAEAR .

BUi2CCEMIpod, FHAcEservicekfh, HiAFESEL T2, NEEHEMCCIHRES .,
UEMZEEG

BUEEEMCCIR TIERE, BRIEFESBurlii<aIER, Weentos,
BIICCHIHNIZERE, IITEH®S, WRICCHAEICCE serviceMEEITiE .

N5k 01 (2024-09-18)

IRIERE © LATITERAGIRAT 125



=B RELfH)
FBFisE 13 =[E4 bursting

& 13-1 513 CCl pod AY service

.2# curl -kv testcci-ng.default.svc.cluster.local:30001
" About to connect() to testcci-ng.default.svc.cluster.local port 30001 (#0)
Trying 10.247.174.56...
Connected to testcci-ng.default.svc.cluster.local (10.247.174.50) port 30001 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: testcci-ng.default.svc.cluster.local:30001
Accept: */*

HTTP/1.1 206 OK

Server: nginx/1.16.0

Date: Thu, 11 Jan 2024 06:39:17 GMT
Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 23 Apr 2019 15:11:11 GMT
Connection: keep-alive

ETag “5cbf2b9f 264‘

sh-4.2# curl -kv testcce-ng.default.svc.cluster.local:30601
* About to connect() to testcce-ng.default.svc.cluster.local port 30001 (#0)
* Trying 10 B...
~C
sh 4.2# curl -kv testcce-ng.default.svc.cluster.local:30002
* About TO COnNnNect() TO TesTcCe-ng.deTault.svC.ClusSter.tocal port 30002 (#0)
Trying 10.247.90.173.
Connected to testcce—ng.default.svc.cluster.local (10.247.96.173) port 30002 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: testcce-ng.default.svc.cluster.local:30002
Accept: */*

HTTP/1.1 260 OK

Server: nginx/1.16.0

Date: Thu, 11 Jan 2024 06:37:40 GMT
Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 23 Apr 2619 15:11:11 GMT
Connection: keep-alive

ETag: "5cbf2b@f-264"

6. EIEGIZECCEMpod, HBRIERESBcurldnSRYESR, Wcentos, HATIHEIRI
4, YLNCCEABACCI serviceLR$TiE

13.1.8 A%

k)

CCEEERE RIS REBEMRICCE/TRERE G, BPALAEECCERY “CCE Log
Collector” f4>RWIEEpodtIBE, 12 TIEGZAITINME . B FIEAERFELA
REEZAEES, FECCERREWNCCMARE.
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ikl

M RICCREHSRATERSINEREREH HIRFINEEHEE, AOMBAE

EEMERFS00MBYEZERER
ENES W minEiFS.

FhiE=

SiE), BT 500MENSIRIESEFRERSEHITIEE, it

HEXINERHRENEEEPod annotationdigE
log.stdoutcollection.kubernetes.io: '{"collectionContainers": [1}'SEHl, SER~1:

kind: Deployment
apiVersion: apps/v1
metadata:
name: test
namespace: default
spec:
replicas: 1
template:
metadata:
annotations:

log.stdoutcollection.kubernetes.io: '{"collectionContainers": []}'

spec:
containers:

- name: container-1

image: nginx:latest

2RSSR

(EFEe {e 34
CCENBSEAERE + CCIEE | CCEEEREPIM T RSB is SR EsRensm.
HABATRE o WAL REERHNIEEARAE, X
$EStderrf0StdoutlIHE,
o BENHED: RERHSIRESHNNHE
o BENMEL: REERAISETS SEENY
.
T

SPMRICCRN TIEREINST “BREEE” LBHIR
KRR

podiEH BINLEFEER

podBITIEER S . & . cgroup. tmpfsEEiEdiB

iTEIJEIL:\ I%%&*?ﬁo
5‘$ TECCIE’JpodééHBE§AEIU NTEIFHIRERE, BN IpodTRBFTREHNF,
g pod#E— 1 H SR KEOETRE Z /A 50MiBA
F. BIEIN— 1 XEXEERERE, BNZTE
SMiBRTZ.
BIKEERE BEHERABT=/H250KB, BIEEHER.
BiAEEHE o BEPKEBIT10MHENHTIEMKE .,
L Elu\**%maq:'; Hik:zm:gz_ L‘—i2550
HEREIRE B PodB{THEREREREIL 10000/, £

'?j_- E IU\TE\j'zOOO/__’:/*Ih
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ERE= {EFiER

ERASREN 4 B PodFE HERERE SIS AEE
200073144

HSEERERR LIRS RERRBINFEFENE R TR
TN, BIREHFRYTIFEGTAMREEE R
ZE2@idvolumeMountiERHNBE R, FAXEHRER
hZ BRHENBE R,

BEEIAIHERE LSS, MRHIERSIER . 255
LERSHARELN, TaEaELABRELI
HEsS B
BIESER
1. R EREEATREGE M CCCE AR (HE Q)7 Ei

WefRCCEERY, P ANCCEERIRISIMA.
ESA=EMRE ‘B0 , EANEHFPROER,

WEfE “CCE SRRSRMES|ZE (i CCN)” i, BF “&&7 .
ELRERETFTEAE “‘WEEE 8.

TR ==

z

a. ERCCEEH#HIA,
b

c

d

e

il

i
it
&

@ CCEZS#4ai5 |88 (X422 CCl)  CCE Cloud Bursting Engine for €01 E5S B S5t

BEHEE: | 1516 v

0 ===0= 1 Z2hl (Pod) BEZICCIRET, KEECCHWEIREETIHE. MEFE 0
SERbursting Cl12.0 b8, metrics-serverfBit it EREyPodIHSIRAGE, ARESHMHPATIE. MIMHPATEER T, E&ERiEihaEr
REHTHE. =
MEERE
EEE

s55 @ Q ==c

ff
H
|
=
I
it
iy
)
b
7]

SiETE. CCESEMAE—MFRNPPESEnEs@sf, FTCCERICCERRE (Sevice) 55, EiHHRIREE @RS RTRL
(EESTEEAR, SRR . SIS ERESTE, MEFE O

f. &R “ZREASRERH , BF T
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i

=REHTEEREN
CCE Log Collector

log-agentEET B luent-bitilopentelemetnia B =EE
H=E. kSsEEEEEE, log-agent?3SE T CROFIHEEE. .

R (== )

2. BUEEMRICCRIRAE
a. HESMEAMERL “‘TFRE™ , BEATFRHER.
b. BF “GIRI(FA% , BERRFLRFHESSNEZETFRR,

c EEEXEEATHIFRZtE, ESERMHRICARBNER, 55%F

EEREEICC,

BaER
|z Jemx aArm BEZT BRI
AT SHTES SRS, EEETE
BEER BEEAREER
BESH [ default v ] Q sEesEsh
e 2
CCI 3EEE; FBH FIBRITEE ERER
SOHEEREOEERET, & Pod RESEUREIZEESH CC| RS, LIR AR Stmish.
3. ECERERESRE.

a. ESHEAMBEE ‘BFH07 , BABZHOER.

b. BE “‘HERERE" , #AATRERBEENFRE.

c. EEEABRERERE, TRERE “AE” .
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IR EGRERR

0 B LEZETRE (UTS) SHENERNER, s dEiReel g 0.

SEREER BESERE

Ehsi]

F=2 -2 < Thal EERAEE T HEE @
B

EETERE EERAITE

Eh T iEEAdeviceMapperEsl, EEEEW ST SAESERERS, SWTEES

WEEEE

EEES H#EBZ, : /log /| BFs0EE, W o

i
Bxes
(== ) S
(AL
SEMEICCIRIPoI A IFHERIEAES, EHHSRERKEEEEMS PR
CCIEYPodATTER -

4. BEHMZFICCIHIpod yaml,

Jeul

FZHECCl pod HEHERERHEFL, CCEHEECCE Log CollectorapodiFNT
W TP9{Nannotation:
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13.1.9 &3z
=kl

HYRSRE!

BRIELR

annotation

HHE

coordinator.cci.io/inject-volumes

'[{"name":"log-agent-
conf","configMap":{"name":"log-
agent-cci-logging-
config","defaultMode":384},"namespa
ce":"monitoring"},{"name":"log-
agent-cert","secret":
{"secretName":"log-agent-ca-
secret","defaultMode":384},"namespa

ce":"monitoring"}]'

logconf.k8s.io/fluent-bit-configmap-
reference

monitoring-log-agent-cci-logging-
config

logconfigs.logging.openvessel.io

'{"testcci001":{"container_files":
{"container-1":"/var/test/*/
*log"},"regulation":""}}"

sandbox-volume.openvessel.io/
volume-names

log-agent-conf,log-agent-cert

#REHOLEFERE LR,

CCEERREHR O EIFMAIA LT LASE CCEHFCCE Log Collectortgx314ts
=

<Jo

ECCEERFP@IZ bursting 438 I CCIR THER B SIS HERRENN PAY iz

B B FEAE TR LARIERZZCCEERF FRIEE

i, R AECCIRYpod.

metrics-serverJoiERER @I burstingBH{H3# 4 EICCI 2.0 EAIPodRYSI=HIE, ATRE
MIHPAT(E. WNERHPATEIEETE, iESEMIEHRREHTLIE,

MCCE burstings#ZICCI2.089pod, SMCCI2.081ERELAPIEIEMpod, WIEME,
=EFpod ZiBUEES, XIESHCCI2.0MEpod MIsHIERE . MCCEMIEE
pod Y IR IEAZ 2N o

L8,
=3

o vk W=

BRCCEEHIA,

WERCCESREE, BHHNCCEERIRIER

EEAE MRS “ s
e “XZENFE” .

7,

Ho
HENBEROER,

ESA=AENRE “ TR , BEATFEREER.
BETERBIINAIAMIRE “&ix” %,
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ARSI
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7. EERENERER, FERSERRELERE.
XTEZHIEPORNME, FEENBEEEE (AOM ) IRSHEENIHY.

x
RN (gengxin) e
0 LEEEXRTHRCHEEES AOMESNEERESE, IREEEFRE, SoNTERtiIRET. E2URNE EEEREE
HitAL | BA(E v iE6hat iE12:at E1E Q ERTREF
CPU @M% B AT i WES A
0.00 kers 0.00 ke
L
7 Bps 4T Bps ]
EE 025% £ 050 GIB
HE 02588 R 050GIB © 0.00 kers © 0.00 s B
¢
O =EE=aHENTEE, HEETEE R RigREiE) 14:20:13
| cpPuiBxiEin
CPU B (%) CPU Mt ()
13:20 13:36 1343 1350 13:57 1404 1411 1418 1425 329 1336 1343 1350 1357 1404 1411 1418 1425

13.1.10 384(R4E

&
HEMAburstingtf{4Pods# 4 EICCI 2.0_ERY, metrics-serverififd oA EIXER D Podly
1IBFREE, TRESMHPATE, BERIEAET, JLMER=RENITHEE R
metrics-serverififf, LAEHPAINREIEE .

BIFPRR

TB1 T ‘mRENEEE

1. BRCCEEHIE.

2. IEPECCESEEf, BPHMHACCEERIRNNME.,

3. ESEENEE “EBERLT , ENEEFOER.
4

i ‘ARENERG , BE RR .
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13-3 ZERRE G

=EEEEET
kube-prometheus-stack
B4 VR R OperatorflPrometheus, 2{tEE
SRMEFERSKubemetessERE S REE0 E: =FEE%
= T %
@ miis (== )

5. AEZRIEMNE, HITAEERE, MEELERE “ServertEl”
(11 #A8

MRFZEAgentEPERT FEAHPATIEE, IBEARRAIFAR.

B2 BEI=RENEEE, RERFRERRIER.
o UNERCCEEREhRZ I metrics-serverififd, BFFBMetric API, FIEESIED
Metrics APIRHLFIRIEHR. BCETHS, BIfERAPrometheussRERFZRIRIE

R

o YNRCCEEEFPE LRI metrics-serverifitd, AILUEELANMEE—MANHEHITL

.

H—: 1B “Kubernetes Metrics Server” S, FFEMetric API,
i. BERCCEERFIA.

ii. EIFCCESERY, BEHEACCEERRSISRE,

ESht=AEMRE “EEP0” , BEANEFPOER,

iv. J%EFE “Kubernetes Metrics Server” ¥, B “EIE”
g2==
Kubemetes Metrics Server
J BEFE O EFF
h=d 1.3.68 BEEFEtiE 23 hatET
R == =) =)
v. FFEMetric API, FEEZSNEIMetrics APHRMLEFFIStR. BCEST

&, BI{f#PrometheusRERARZIBISIR .
A= (EMAPIServicelds:,
TEFMAPIServiceXI®R “vibetal.metrics.k8s.io” :
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apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
labels:
app: custom-metrics-apiserver
release: cceaddon-prometheus
name: vlbetal.metrics.k8s.io
spec:
group: metrics.k8s.io
groupPriorityMinimum: 100
insecureSkipTLSVerify: true
service:
name: custom-metrics-apiserver
namespace: monitoring
port: 443
version: vibetal
versionPriority: 100

HLUBZNRIRFEAX, & Imetrics-apiserviceyaml, SAFHATIA TS
A -

kubectl apply -f metrics-apiservice.yaml

H4Tkubectl top pod -n monitoringds<, IMBERINT, MFERMetrics
APIBEIEEIAIE):
# kubectl top pod -n monitoring
NAME CPU(cores) MEMORY (bytes)
E.L;;tom—metrics—apiserver—d4f556ff9—12j2m 38m 44Mi

N

ENEIRERT, FEMITLA Tkubectldp<, RERIMIBRAPIServicexdsk, B/NiZ

BERYAPIService B EIG S metrics-serverifi{tE 3 5

kubectl delete APIService v1betal.metrics.k8s.io

e

13.1.11 ER3ER

TEE—: APRELEHREESR CCl, R CCE BT kubectl get node &
virtual-kubelet F IR AARTAE,

ne:~% kubectl get node
STAT! ROLES AGE VERSION
8.182.101 Ready <none> d

ulingDisabled virtual-kubelet v1.19.16-v1.3.4-145-g8114c8a-dev

$

:~$ kubectl uncordon virtual-kubelet

uncordoned
1e:~$ kubectl get node
ROLES AGE VERSION

<none> 33d v1.23.0-CCE23.0.1
virtual-kubelet 4dsh  v1.19.16-v1.3.4-145-g8114c8a-dev
e:~$

EEERE: CCARFREESECRMRICCIHRIRBEEZRY, burstingTy RS EF/\iS

(K& ZE9SchedulingDisabled ) , HAEFTEZAEZECCI,

RS BPEECCEERRFIS, [FHkubectl TEEEburstingT sUKZE, A0

RO REME, AIFapEdiburstingTi =,
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IR 3 CCI IigEArIH

HERERE: AP CCEERETEFME510.247.0.0/1682, 5CCIE5Z=E THIServicel
E&imse,

RIRTER: EFTIASCCESRFFRIMER o
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14 AEERS

1 4 mIEEE AT

14.1 {£ Linux 91 SACK BAAS

P EIES

R RCARAEZETF7H11HORIEE LinuxZSACKIEIF -

o RXEXELB. EIPRIBEELA, RATHAMREE, FEizmETE, THLE,

o FIREHE (Deployment) : EWREEZ/E (7B11H0S2/E ) RITRES
R, ASEREPN; BREEZA (781180528 ) ARIBRERE,
BRI S T RGN, BB REAPodp.

o (%55 (Job) /ERHESS (Cronlob) : HFNESS/ERHMESHITRAE, TIXES/
ERHESFENPod A BEZZFERIN, THELE,

o i@t corednsiiEAFiZmERND, THAE,

20195F6H18H, Redhat&RHZE AL, LinuxRIIZAMIESETCP SACKIERFEIEINEL S
JBiE (CVE-2019-11477. CVE-2019-11478. CVE-2019-11479), XL BRASHEASEE
KN (MSS ) FOTCPIEIRIEREIA ( SACK ) THEEHEX, WEETIZERIZISIRIIIEAIIN

EEENIEERSHE, SHIRSZEATHEIEESE.

S

https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-001.md
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https://www.debian.org/lts/security/2019/dla-1823
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https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
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FFisr 14 BAEERS

* 141 [GRER

bS] CVE-ID 55/ R TAiE) HH=IESRTE
BINKIEEEIR CVE-2019-11477 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11478 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11479 | 2019-06-17 2019-07-11

NEE
220HLinux H#%2.6.29% A EARZAS .
BRI

7B11HORIEEZRBIZIITINS RS, BIERWSAZLMEED, BiRH
EHeIERFAIPodSLSl .

TB1 BI=FRLOISEEE, ENSHEFIEE “ TERE > TRS
( Deployment ) 7 , BHERAFHZIR,

S ATIKEREIFIBIRERIPodSIZE, SEPod/ERY “MFR”™ , EREANEEFRE

=R
= o

14-1 IBFHEX Pod

=EE=E

B

PodFIE

PodMifff=, Deployment&iZHBalelZ— 1 #RIPod, FHFBREEHITHE, WHE
14-2ffT7R,
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5z =12

14 BRIEERS

ikl

FES PodiY, BEMYERPod, FRI— 1 PodEFEIEMINGE, BRIFRT—
Pod, BRAVSSEEHHT,

-

Mi: TCP SACK 748

TCPREMEZANMNY . HWHHEBITCPIERHITEISHS, B TCPIEFATIE
RUESBELER, PINARE—1TCPIER, BIISYNAIEIIGRFSIID, H#IAID, &k
ERRAEIRERA/N (MSS) | INEEEFIEIEEMEIA (SACK) F. (R
TCPIEEEE FMNARN RBFREE

TCPEE — IR BEITAXFIZWAR RS . TCPEIEERHRTCPL. EIFIAFEL
EER . BINTCPERERERYIS (SEQ) FIHEIAS (ACK) o

EIT5 8 SEQSHIACKS RIRERALINIZIL T IPLEER . ACKS F— M THBIERZRYER

<l

< I -

FEFAFPABIE 13N 00FBRIRAETKFHRIEE, 81MEREG20FHAITCPL,
SRR3R EiEn, BPBIEITR1,2,4,6,8-13, MER3,5M7EXK, BiRBEI

£

BISERACKS, AFBEIFA, MIFRER3, BPAZINEBRKIEREWEIS, AR
BfREEEER, REBELINEIT4,6f18-13R . XS T RBIMERER

14.2 kube-proxy Z£imidl CVE-2020-8558 &

i

I=CCAFABAELZF7H 108 5Ikube-proxyZ £ifFiEICVE-2020-8558 H X HiHt1T 7
FMOHT, DIFEICH: EFCCRSHIFES, ARSCARSHEASANRRNE
M, TEiTabiE,

KubernetesBE A & frLaiRiE ( CVE-2020-8558 ) , KubernetesTy sf9is & i8S
FNGT A ENIBRHITIHD

Kubernetes&EB¥H & FANIERBE4PEE127.0.0.1 FHIIRSS, MiZIRSEZAILA#E—LAN
F—EME ERENIGE, NmRBUROER . IRBETiRE LIRS REIRES
MIIIE, WeSHZERSZEZZIKE.

SEGEE:

https://github.com/kubernetes/kubernetes/issues/92315
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pe S n
FFisr 14 AEERS

imiRtRE

kube-proxy ASCEIINEE, FFE T netipv4.confall.route_localnet=1R1#Z2%, 122
FIF AR R B BT SR FAlocalhostAIMIZEIEK o

AMETFIT R & B sl
o (FRATZEIMAVEERA
- kubelet/kube-proxy v1.18.0-1.18.3
- kubelet/kube-proxy v1.17.0-1.17.6
- kubelet/kube-proxy <=1.16.10

o EHNOE. FuETEHE—ZEMEE (F0, B—LAN)
o EEAARTERSHETAITESCAP_NET_RAW ( KubernetesEEB¥ZRAE 2148
73)

o TR (BEFEAENNENSE) LFENTlocalhost BRFFERAIIRS

BZ¥M R RRRINEISES Whttps://github.com/kubernetes/kubernetes/
issues/923155 “Am | vulnerable?” .

IR TSR
HALLEDHT, CORSTERRRRAMIN, FHh:

o CCIHgI&ERfE T Kubernetes 1.15hR A, {Ekube-proxyfR{4-{ERELE, it
Knet.ipv4.confall.route_localnet=12%{,

o CCOREREESSEEkubernetesEEfAE . CCETREARRHEEN=MEZR
SZREEE, AFRVPCNESCCHPBENMERER—2EEH . CCIARSSMZ
BERMEXE.

o  FFPARMZBINZEEFEnet.ipvi.confall.route_localnet=12%, FIF4EE
localhostHIiE T 1 TREIVPCHIEET =ihid . APREEERXE .

14.3 CVE-2020-13401 i REAS

R ECCIFNERF7H22Hi1R5 Kubernetes 22 REICVE-2020-13401 HXTE 1T
THEFMDHT, DFEICh: ARSCARSPHEAZANRRNTN, TEHTUE,

e

KubernetesE 5 & fh&Z2imiECVE-2020-13401, CVSS Rating: CVSS:3.1/AV:N/
AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L (6.0 Medium),

TBEETIPVeEIES D ECRR IR T IPVEHIDHCPII RSN, £ #FRouter Advertisementds;
R, BHRSTHOTRBESENEBRES, SIEEAICE. ERRSEBEINDPHITES
MILEECE

TREREYLEREN RIS FNASHIPVeIRHICR, SEMAEARSE.
EMEIMER S Z RS LR A B IPveitibH TS RIBE], (BE2UEDNSE

[T A(IPv4)FIAAAA(IPVE)ICR, IFSHTTPEE=EIRIPVeRH TIERE, WNRBEIRE
IPv4, XAWEERE T NS

2E451% . https://github.com/kubernetes/kubernetes/issues/91507

M #%hRA 01 (2024-09-18) AR © AR BRABIRAS 139


https://github.com/kubernetes/kubernetes/issues/92315
https://github.com/kubernetes/kubernetes/issues/92315
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https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L
https://github.com/kubernetes/kubernetes/issues/91507

mAREA
FFisrm 14 BAEERS

IMITFI TR A R

Kubernetes RS AZZimERNT, {EKubernetesFrfEFRICNIEM (1FSH)
containernetworking / plugins#484 ) £, LA FkubeletiRA&#EE TS0
AICNHEFIRSS -

e kubelet v1.18.0~v1.18.3
e kubelet v1.17.0~v1.17.6
e kubelet<v1.16.11

IR TSR
CCfRSBAZ A TR, REWNT:
CCIYFIERFE T Kubernetes 1.155RA, {BRFFFIPV6., FRLACCITS i@ BHIEHRIN
14

W o

14.4 CVE-2020-8559 RN
R ECCIFANEZRF7822HiREIKubernetes Z £ EECVE-2020-8559H W ELH T T
EROHT, DrgiCh: BPSCCIRSHEAZSA N EENS N, THEHTLE,
RS

i HKubernetesE 751 1 kube-apiserverfB{4 % £iR@iECVE-2020-8559, CVSS
Rating: Medium (6.4) CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H, & A]
PUBIS B BN RIX E T mkubeletfIFRiEK, BIEKRFEEGHIHDEREE AKX
EHEBITR, WEETHRZREREA R

2E451% . https://github.com/kubernetes/kubernetes/issues/92914

PUL BB Py 2 & hiE|
(BT SR IMAYEERFIRA
e kube-apiserver v1.18.0-1.18.5
e kube-apiserver v1.17.0-1.17.8

e  kube-apiserver v1.16.0-1.16.12
e all kube-apiserver versions prior to v1.16.0

IR HTEER
CCRRSSAZARBREM, FRMT:
CCIRTEEBHE T Kubernetes 11504, BEMEETFAFVPC, EAMPEXAITT

=, tEiEE#Ekubeletiszk ., EtP 8B EREHXEE .
14.5 CVE-2020-8557 BI AL E

= CCIFNEERF7822Hi1R5IKubernetesZ £ RiIEICVE-2020-8557H 3 EL 7%
Motr, PR ARSCARSBSHUASZRNRIERRD, THHTHE,
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https://github.com/kubernetes/kubernetes/issues/92914
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e

KubernetesE /5 & ZEimiaICVE-2020-8557, CVSS Rating: Medium (5.5)
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/CR:H/IR:H/AR:M ,

iR T kubelethIIKZE ETERS ( eviction manager ) FiRBEE A XIPodHiEHAY/etc/
hostsXHRVIGASTZNE S FBEETE, FIEISENEIASET, —MES T /etc/hosts
AIPod A LABIE I HZ MK BHIRE N GH D mAIFEZE, WS SiELs

i@ ( Denial of Service) .

2E451% . https://github.com/kubernetes/kubernetes/issues/93032

WA R EE MiEiRE
AT SR IOAVERRA :
e kubelet v1.18.0-1.18.5
e kubelet v1.17.0-1.17.8
e kubelet <v1.16.13

IRREDHTEER
CCRSBASZA TR IN, REWT:
o CCIHBIEREET Kubernetes 1.15 iy R, BIzTHNER Kata Z28FEE, T2

£ hosts XHFHREZFERZITHAR .. Rt TRISBHEEERIXEE .
o AFREBEFNISERTERSE, TRAPEERITEMAR.
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https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/CR:H/IR:H/AR:M
https://github.com/kubernetes/kubernetes/issues/93032
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