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Bl 4-11 58k

5 e =]

O - VEAETEEEETERER, S0T s S8 BEEER
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Welcome to Cloud Conmtainer Instance.
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- EESME: IESiEEHConfigMapfSecret, ConfigMap#iSecretdplzEis
2 fEHEConfigMap#{ERESecret,

$BA BF “TF7 , GIEAREE.

i@ﬂtﬂﬁ%%ﬂkﬁlﬁﬁﬁﬂ%@iﬁﬁ, BEES “RMAR B gt
15 S

RINFR: 5F L FIFTRARISCAIERIBARARISERI, FHERRIEES, WSRE
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& 4-3 FINERSRER

2¥ S5

SRERETR BRI B REEAIE R

SRERER R ERTERER o

fih 2 BE] SRERARA AT

HWATIR(E RESANAR S HATRIZIIE . 1ENNSRISEGIEL o

b' EE “E E” o
EettagE T, AIREIREER.
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pae S n

PSR 4 TEfa%
o [HHEREG: IFLIK. B. BAEHIRHLERES
a. BBy “iEMHB4E” , By CRINBRLERER” , ®IF “EHIRER
B 4-16 EHISERE
>

FagE

SR ERTERLOUTHE, ALMSHEIRE “ TER > TIRERE

A e RS
SR

test-policy-period

EEEE 2020-07-15 14:44 — 2021-05-11 14:44 x
s % v
REERTIE 14:44

WATaNE =10 - 1 A5ef

& 4-4 FINEHARES

e S5

REZETR BRI RAERIERIRTR

SREREE 10e 1 EIHATRES o

i =i |1 iR SRS AR A RIRTIE o

MATER(E SRESRA IEHRATRIEDME .
b. & “HE” .

Rt gE T, AIERRIRIRER.

(Deployment) 7, BBETIRRAEEIR,

S 7 e > Fann” HIET, Sh (SMpE, SlaERoy <37, B YR

77 EEPRaER PRI £,

SRBLOABBMRIRG— YA, EAESEMTEL AN TS

<. GBISLHEE, HEMBAKRELL, ZNRBHERHMER.
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mA=REf
5 mbi=12)

4 TS

4-17 1E2EERIEL

e
SEERRES TS (0000 | FESESERTE RN BNTES, SETKTTS, SEARSL, BUAEESER, SHAE, UEASH0Y,
HEE )| 20 e

som oty 2] 5 |4 -

$I3 £ “PodFR” &b, TEBIFAIEAIECIEF, FRIRESRIETHE, RREMINITH

SEAERGEIRIF o

4-18 Fnh{h4gE

=FI(Pod) 1= FE Pod IP CPUSER(#Z) WFEERI(GE) ETEE i ¥ E=1S

v nginx-6985c584f-c5djg it o 192 168 39.152 200 400 0F O-hET 05Ha 1980

v nginx-5985¢584f-n2bpf eli=ed 2.00 400 -

v nginx-6385c584f-qnicr EFT 192.168.44.24 200 400 OF O4ET 05394 1985 - =50% | B

R

4.12 ZPix DNS &

CCIZ#F@id dnsPolicyFRcE M Pod B EA RIHIDNSERRE

e None: RIFPodZEECCITRERIDNSIRE . iXFA X —ARATFEEEEXDNSE
Bln=, FEMMdnsConfigita—ie(F, XEIBENXDNSHER .

e Default: {FRACCHZMHAIAMDNS, BEIETERIRSSZFRIEEMAMIEZE
¥, BixiE=Nhttps://support.huaweicloud.com/dns_faq/
dns_faq_002.html,

(ALY
{FRIZ R IEAIRIIR 2 AP PodFREER B N8R B R CoreDNSHTH, BNSHEEN
ClusterFirst5EHg
e ClusterFirst: {FHEMHEZTAZENICoreDNSIFEIRSHITIEH BRI . (TOUSHE
ROEERHE G4 ( .clusterlocal ) ARPCECHII 2 EIE (%0, www.kubernetes.io )
BEEAR R EiisEaRSEE ( BAIMWMDNS ) o
B BRI FN L2 RS 22 AR M2 B 2% https://

support.huaweicloud.com/usermanual-cci/cci_01_0057.html,
(MEEY::

(ERIZRIEHIRIR B P PodFiEMm AT B EE L& CoreDNSHRY, BNESWESS
Defaultz:Hg .

ANERFKRABFEIEEdNSPolicy, NISIRIERE L% CoreDNSIRREIAE ., BIRET
CoreDNS, BRIAEH “ClusterFirst” , &/NA “Default” .

dnsConfig=FEZi5Ae:

dnsConfig IR FHIREDNSS#, RENSHISSHEIE FdnsPolicy R4 pk A% i
3R, HdnsPolicys “None” , IRV Z MR 45SEHdnsConfigiERg; =

dnsPolicyA=/ “None” B, £EE T dnsPolicy4ERAIE 2 T SUEERIEREE, BN

dnsConfighhBc BEHIdnsS %],
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FFisr 4 TEGAE

* nameservers: DNSHYIPHBIEFIZR . HRARYdnsPolicyiRE 7 “None” BY, 3z
WIREDEE— PRI, BNLEEMHRRNERN . FIHAIDNSHIPFIRESHEIE
FdnsPolicy & pRIIEZ MR SU4RInameserverF R, FHIFRESRIMIL
e searches: IHZEAATHIDNSIERIGIIZER, WEEZEOIER, IEEE, RAAYE
FiFFIFRIEEH B E T dnsPolicyE LRI Z BT S ERYsearch=FER R, FHMIfRE
SHEE . KuberneteslRZ f1F6 MEEI .

e options: DNSHIEELIRN, HpEMsallESname B (%E ) Fvalue
Bt (A% ) . ZFERPHANBEEFHEIE T dnsPolicy 4RI Z TSR
options=ZE&H, dnsConfighoptionsHIFELEIEIRINER SEF dnsPolicy4E A AIIE
ﬁ*ﬁﬁé&rﬂgiﬁlﬁ)ﬂpé‘%, N&tEdnsConfighiB = . & NAYECEIEINEEATAYE] |
ndots%,

I RnmelE AHECE DNS SR

4-19 Z ik DNS EcE

EFiwRDONSECH

SRS BN EREER "

(*) Emeia

6 T @® FEmaEs

{3)

o EIFZMBITECE : XN Nonefkhg, IESHYIPHBLE, 1831, #BAIATE. ndots
FEKRECEIBIEdnsConfigdRi o

o BINHZMEFECE: IR ClusterFirstei&Default g, RRENATEERLE
CoreDNSHEE . HERIEAEEE(ESdnsConfigE, SEEFdnsPolicyErE
A9t 2 AT SR ERE |, 1BNNdnsConfighhECERIdNSSE .
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kA el

5.1 LSRR
REGHEE D AN TGS
o AIMIAIE: 1HITAMEIR,
- {FHA “Service” FipN: ZAHRESCCHE— MR EFRGREIEES
ri]o
- {FHELB (FAN ) i51a): ZHAXBEE=IRSAEER ( =B==LAILIIMIE
B, WECSE ) BS5mamER—1VPCRERIAE, BIMER—IPVPCRELD
ZFENRE DT LUERLM AR . BT ZEELBAY “IP:Port” J9IM
2RSS, IFHTTP/HTTPSFITCP/UDPHMNY , MR ERNNB SHRE AR
—/NVPCH, tEJLUEIREIERVPCIIEERE, FEMINVPCZEMEEIE.,

o  AMiAIE): BPLATRESITEELB ( ELBM RS REER—VPCA ) , WBIZELBMAA

MG g g o
o MNEB/NTAN: BIIENATRXIRSHECESNATHIN, (BSSFR[EEBE DR
E8
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5 GBI MIERIIE]

5-1 MEipIaREE]

DHE=EZ AERSeviceBiaRS:
@VPCZAIEITFARELBSEmS: Y
AVPCZETTStEE | ETFARELBAASE FA
@FEBELBEIT A FIEL BiIAl GRS _/
T NATRIZE M S g Ia 2l =/ /

@
&

5.2 RRiAIE

ARIEEE I TSR

o fEMServicenzUiAa: ZBRESCCFRE— M RZEFHRABETILD.

o (ERFARIELBISE): ZHNESZRSARER ( =BREHILIIMIZFIR, UIECS
%) BSGa#ER—1VPCABMRSLME, BIMEE—IVPCRREBEZERIAHT
ATLUERI SR . B PIMIHEEKELBRY “IP:Port” JAAMIRMHIRS, XiF
HTTP/HTTPSHITCP/UDPIMY . MIREBRIRSZSATBESABAER—1VPCH,
AL VPCHEERE, F5MNVPCZEIMEERE.

P R/NIRRRUHZEPd, HERHEFEHEREFRIPod, TAEFRIPOdEETS
sFSHEBIEERNHER, BN, FREBSEPTRIFR, XEJPodaItII SR AT, X
79IEPod &R T AME

FRRRZEER, =BEELEHRM T coredns ( WBMHE/ET ) Hhi4, PodRIZ{LHIfAE,
B8, SRR,

HERHERFRED ‘RIS AEHTIKO " BIE, ERRaEisoisCmetEIsE
iw. NTFEFR, BIEHaPoddNIREHAEEHRIPodEY, RFEZEIAIE
“nginx:8080” BNAT,
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5-2 {$M Service ATViAIT

a
If

pd

[/ wEIServicefalP:Port

|

{FRselecton&E: S f,/ I
A= "app:nginx” E@Eﬁlpod/’ ‘
/ |
/ /
Ea  /Esmsn /
i 20

#RE app:nginx

{5 Service A ipE- BB TEREIZE

EnERLAF, BRFBRECEATR, EERSAMMAEROEEE, BAE
g “IRSBSEIRGENTIRA” HERZAE.

o [RBEFR: IRSBBFRENServicefIZFR, ServiceZBTEIEPodiBEAINIR .
ServiceHUiFLA{S 2152 MW https://support.huaweicloud.com/devg-cci/
cci_05_0007.html,

o ZFcoredns: corednsif{FNERIEMRATIRMEASIGZENTIRS, NRFLE
corednsM T %@Id “IRBBFRAFIHTiKO” HiDGkE,

o fRAFIKOEE
- MY IpRIGREREENY, BIEETCPELUDP,
- raFpEiRO: REERHEERO.
- ARRO: AeEBIFARO, GEpanOMEEIRERO.
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mA=REA
FFisrm 5 GEM%EIE

{£F Service FUiGE- TIFRARBIESMIGIRE
ET{ERHCIRSERE  ServiceH{TRE, WWREN TIFRERETHN, ALt
o BFRENT:

TR ERnARLOIEEERG, ZNSHI=FEE “NEEE > IRSS (Service) ” , &
AMRmEmREE “RINRS” .

B2 £ “INIIBRSS T R, HIaEENER “ERFMIAEIClusterlP”
B3 REEENILESH.
o [RBEIR: ARSZATRADServiceAIZFR, ServiceR AT EIEPodIHIARINIR .
o mEFTE: T{ERAFEMEGETE,
o XEXT{Efazk: ERNNServiceTIERE:
o RHFHIROERE
- MY IBIERERIEBENNY, RIEETCPEUDP,
- ipEwO: REGERERYEERO.

- AHRwO: FRNFE0, REhEkOREEIERRO.
$R4 BE IERT , TIFREEHRN “&E8#MinE ( ClusterlP )” BIBRSS o

R

{#H kubectl €13 Service
{EEAkubectlBliServiceis 2 M Service,

{sEFAFAM ELB /(2]

MREFENGHEGETEZI) ( ZRFZEMER. =82 LHEMbmRTERR
) ok, JTLUBSSPEFAMSERIRIHZEIELBSLA) ( BNEIZRELBATSEEYIEIZFA
W) , BITFARELBAIVIPISIEIRAZ, o

WRIRBIEEAMELBLS, HREESEZSAMNARNTE—H,
5-3 £ ELB i315)- g2 TEaaY

e

{$F Ingress iFEA

EOLETLERECETAENERMIngressSRERYIF RGN, MECEY TIERER
ST, BSLifE . BARRIENT:

SR ERnARLOISEEFG, ZMSHI=FiEE “MNEEE > IRE (Ingress) 7, &
AMREmREE “RINEE" .
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5 GAEMIERIIE]

2 REBHESH.

EBTR: BENXIngressBEiR,

AT E: EEFERNIngressAITHEZ 8]

faEI9E: TLUSEEMIGEIRERMD KRB TIERHMAENS MR L.
Xtohim O FREREISERS IO, A{ERIEE.

XFIMINN: STHRFHTTPROHTTPS . HIGIEHTTPS, IBIERERILES, BNiRBEES
EFHE

(ALY
- IEEHTTPSHMYATY, A HELIEZSHIERingress-test-secret.yaml, BIEEZHAITS LR
ZERSecret,

- E—AELBELAIE— P imOEBHTTPSAY, — MYIFRRTIEFRE— BRI, &
FEAR N ERIZEIERIERE N Ingress;m NI E—MNELB FRIE—N4FEE, ELBISE
FRRERSAENES .

W& ki, SEFRAaREEittht, ZIHSERPEIHEE, FiRRATEE

2ﬁ‘éﬁ@’fﬁ:‘tﬂﬁﬁiﬁﬁﬁiﬁ?ﬁiiﬁﬂE’\JHE%ﬂEtho —BEE TN, Messm{EE ARk
i,

RHECE:

- IRAICEHN : HEMCHISEIER IRt .

AISRESEAPCAC: BUGNBRETURLA/healthz, REBFHFEILEISRAIURLIIATIGIE
f5la0/healthz/v1, /healthz/v2,

- BEYURL: FBEFMAGSHIDER.
- RSEFR: EIFEFBERIMIngressAIfRSS -
- IRSIwO: FEEBEEPEELREINRE, FHAPHRE.

T3 BLETHE, BF B
BIESRkfE, EIngressFIERAIEERIECIZERMINATIngress,

BE# Service

el LA INSEServicef5, E#ltServicelimOREE, RIESHUT:

B EZZABRLOISREHE, ENSHEIEER “NEESE > RS (Service) ” |, &
ServicelUAF, EFEWNAIGREZZTE, BEEEEHikOECERService/FRY “&
SN

$I2 BEIREHRIKESH

ETE: TFRHMEGRZTE, WERAEN.
KEXTECa®: ERINServicel TIEAZ:, MHAMARAIER.

IRFBBIR: BRSZZFRENServicelIZFR, ServiceRFITFEIEPodifITIAINTIR, Ltk
NI S

IHCRE:

- RIS

- BB TERMRRREITIRG, BRFRE. ngindeFErRsT
HIZRI980,
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- i StinOiRsRIEREEIIP ERYIRO, FEMIPIGE T{ER AT E
B, iwOSeEN1-65535, al{FEigE.

T3 B “BX7 , TIERFEEEHService,

e

BT Ingress
R LATERINSEIngressfa, SE#mltbingressiiml. S FNIREEE .. BIENT:

TR ERAR[LOIEEERFE, ZMSHI=FIEE “MNEEE > IRA (Ingress) 7, &
BEXNAIasREE), BEfFEHIngressfRY “BH o
S22 £ “EIEH TE, ERNTEH:
o I¥NRO: FRAEREISEIRSHURRO, THESIEE.
o IE&: ENRIE, SEFMAIAAEEMNE, ZSEFAPWIAEEE, FRRATIRE
BRI RIFME R EIETAIRBRS Ut . —BEE TSN, WX RERE
BinE .
o IRAECE: TRE “IRINMRST” IEINFAVIRERE.
- EXAPCECARN: SRS FFRISRER R PUAC

BUSRERAAILED: BISNARETURLA/healthz, REFSILRIZRAIURLIYATIAGIE],
f5ltn/healthz/v1, /healthz/v2.

- BREYURL: FT|EFMAGAHIDEEER, FIE0: /healthz,
- RSBV ERFEEFIngressHIBRSS -

- RSBmO BRBEHPEIRLRETGO, EREFPHRE.
|3 B BT, TERAZEEHIngress,
45
5.3 ~KifIa)

ARIBEEEERINENEGRRE, EeIALREGEHL=RELBA] ( ELBXMS
GEER—TVPCA ) , BISELBEGIAAIGE, SRISNBEIASZISNEtERHA
i1 o

o  MEAMIBEISZIZFTCPHIUDPEFINY, 2B RKRETLUEIY “elb/AMip:elbis
a7 iplakE.

o  LEAMIBIESZIFHTTPAIHTTPSEEMIMAE, REFRME, TJLAEIE “http://
2NMIEAE (2kelb AMip):elbim/MRETER1R " IHlalRaE .

Service@EFIUETCPFIUDPIMNEEARY, IngressE] AR TFHERIHTTPFIHTTPSHMY
%, JLUBITEZEREMEIEMNENLSD, WTFEFR.
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5 T MEiAE

5-4 Ingress-Service

www.example.com/foo

www.example.com,/bar
—_— Ingress

foo.example.com

TER—MEIHTTPIMYA R SRR o

Service

Service
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pae i onll

BFEr 5 REMLZIAEIE)
5-5 ~MiE)
http://E=(gkelb ip):elb
il /BT
http://10.10.10.10:6701/
Hf=ELB
S-SR
xﬁi@ ISR : elb-cy
Ingress IPHEHE @ 10.10.10.10
MY - HTTP
\ =0 : 6701
x/ BASTERE : /
Serviceix[
\‘”‘R\susu
{EHselector&iz s I/ \
& “app:nginx” & /
gmmai//// \
5= /ﬁﬁ‘%ﬁﬁ”ﬁﬂ / \
K 20 .
Pod
725 app:nginx
LR SRH

{EFREMERMIP ( Elastic IP, {EFREIP) B, 55 7 #REIPRIGEFEPRE

FEEAMBIE-E TERERINRE
ERZBLAIR,

EREZACERHINER “AMiER7 , ARREINTSH.

o [RSBEFR: IRSBBFRENServicelIZFR, ServiceRBTEIEPodiBEAINIR .
ServiceHYiFA{S 2152 IWhttps://support.huaweicloud.com/devg-cci/

cci_05_0007.html,

o Z¥coredns: corednsif{FABRIEMRAEIRMEASMGZBITIRS, NRFZE
corednsM i %@IE “RSBBFRAFIHTIKO” HiamkE,
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5 GBI MIERIIE]

%Bi{ﬁﬂr WERELBSE, WRBELBLAIAILARE “CUZHE=AIELBSLA” el

i

LEALBIERRYELBE B St g i fEis & =IaER—1VPCAH .
CCIENAZ IR =B R I9E, BNECIEHLZ=RELBSLHA,

ELBHMY: BIAMISEERAEEINY, SZHFHTTP, HTTPS. TCPFIUDPH}Y

IngressZ#R: IngressEATESIE-CEMNGAHITIINSR ., MNRFEE, =52

SLHISERA G BTREIngress&TR o IngressANFM(EE15S Whttps://

support.huaweicloud.com/devg-cci/cci_05_0008.html,

NFE (EEHTTP/HTTPSHMYAAIECE ) © Bid&ipaaE, AMEEE

ZBEBETIEXE, FEEERTIERTIERYELBSTHREIELRIP,

IEH (IERHTTPSHMYEIAIE ) © SSLEBRIS AT XZESISSLEE .

ELBim: iSEiR(FRARVELBIAIAIE AN AN

SR O HERERIEEINY, FNEETCPELUDP, NSRELBIMMIEE

HTTP/HTTPS, WG #HimHMYATCP,

pRE A [T

- GEhERO: fABRHAIEEREC.

- AeEim0: SRHTYIKO, RFHEKROMRSEISSREKRO.

HTTPEREHECE

- MREJER{Z: URLIGIEIAYERER, &L “/7 Fk, 40 “/api/web” , tAJLAZE
REER “)7

- RAEHERO: AIELENAEIGERO.

ATFEFR, BRYWELBSEHIRYIPHEAEYS “10.10.10.10” , NIE@T “http://
10.10.10.10:6071/” FEATLAMNARIGIRIZIRE .
5-6 ECEAMIGIESE]

kel

FEcoredns (D) [ @] EEordsELEETEES
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5 GBI MIERIIE]

ECEARGE- TFRAE IR EIRE

gz

$ER2
$LE3

R4

T eSO RS Service BTRE, ILELEN TIRRERATEA, ESTRE
. ERREIT:

BREABLOISEIEHE, ZNSH=FIER “MEEE > BRSS (Service) 7, &
ARmEE “RmmRs” .

£ “ININARSS” TR, HIOZERIER “ a9 LoadBalancer” ,

RESE M REIYEHIESH.

o [RSBEIR: IRFZATRADServiceAIZFR, ServiceR AT EEPodIFIARINIR .

o wRTE: TIERHMAEREZIE,

o XKEXT{Efazk: ZERNMNServiceRITIERE

J ﬁé‘éﬁi’ﬂfﬁi: R AMELBSERY, YIRBELBLAIRILASE “BURELBSES)” XE!
2.

A

LA BIEERVELBRE E S AR e A TBIER—1"VPCH
CCIENAZ PR = B R I9E, BINEEIEHLZ=RIELBSLH,

o DFIKOEE

- UMY IBEIRERNEEMY, BIEETCPEEUDP,

- iAEEO: EERERsIEEO.

- ARikO: FRVIFAEO, GREFEHEREOMEEIERKO,
B BT, TERIEERIN “ 9% LoadBalancer” BIARSS .

700 DNAT BT A =

gz
SER2

TERAZEIREE, NRBEFRLMIGIEPod, RTEERELB, ERJLURINDNATIAIE
B BAREFNT:

BIEE— 1 NATRIX .

{FERkubect|8ZDNATZERRYService, BAEIEHN1ES%E Service, TH=Z—1
DNATZEBYHYService =51 :

apiVersion: v1
kind: Service
metadata:
name: nginx
namespace: default # FAF&@&=IE, EKilJdefault
annotations:
kubernetes.io/elb.class: dnat # ERIDNAT
kubernetes.io/natgateway.id: 4b8cda3d-3543-4ebd-a55e-ca610b3b3c43 # NATRKID
spec:
loadBalancerlP: 100.85.218.195  # DNAT{EFRHY EIP
selector:
app: nginx
ports:
- name: serviceO
targetPort: 80  # Pod RERGIHO
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port: 8080 # DNATIAENRC
protocol: TCP
type: LoadBalancer # ServicefJ38Y

$I¥3 BIFEING, FHkubectl describe <service_name> -n <service_namespace> AJLAZE

EServiceBFIRE

----45R

BIZFHEFRING, #AILAEREIP+PortAy75z0iEPod T 6
LRSPRHE:

1. BT —SDNATHINReett & — 1 ais, EIt—5RDNAT Servicetb RAEXREA—1
[GifPod, #Bid— NEIDNATHRNILPELLM .

—/N NAT RIERESRNN 200 22 DNAT #10, EAIRSISENATIIEIRY,
DNAT ServiceBliZ2/5RIIRAI I BEIEE, (BRIBEAEERIRFITIERIRE
FRFERIEEIA R RBEEEX M IRHARPRIINATRXAIERH

WNERTESNATIIN{E BRI X FBCEDNAT Service, iBHIFDNAT Service{@HRY
EIPSSNATHINZBERIEIPAE] o

6. NATRIXAYER, BATSENATRKIE,

0 Ingress iFEA

A LATE TERE IR =S RE R MNIngressZEBIAIAE], RS TEREUIREST
=0, BSCATER. BERENT:

TB1 BRFRLOISETHE, ENSHEFIER “MEEE > B8H (Ingress) 7, &
ANRmEmRE “RmER” .
T2 BERBSH,
o IRARTR: BENXIngressBEiR,.
o WETE: EEFERMIngressaIas A =E .
o RAFEINE: TLVEEBRMIFTRERMND AR TERFERENZSIM TR L,
o XPMBEO: FRMIEGEIERSEIAEO, TERIEE.
o XIIMINN: STIFHTTPROHTTPS., BIERHTTPS, BERZHIER, ELiRAEES

vk N

TAEEE .
(0 588
- IEEFEHTTPSIMYAY, A EECIEZEBIEBingress-test-secret.yaml, SIEZHIIS RS
2 Dl(EHESecret,

- E—NELBELAIR—MHOEBHTTPSE, —NAIRE RS SRE— RIS, &
(ERHRANFRINESHEBIEHE N IngressmINEIR— M ELB R —MNAIFEE, ELBMISE
FRR SIS .

o I1HF: TNKE., LFRFAMEZ I, ZISFZERPWIHEE, HiREmEE
BRI R FMEREIYESLAINRS N, —BEE TR, N4 RfEmE
Zipial,

o EHEH:

- IREICESRN: ECHFRIR ISR ITELD .

BIZREREAPLES: BIGNAREYURLIY/healthz, REFRFSILRISAIURLITEIIAIE,
f5ltn/healthz/v1, /healthz/v2,
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- BRSJURL: EZFMAGHIEIERE.
- RSBEFR: EFEFBERIMIngressAIfRSS -
- BREBik0O: SREGPIELMREFED, SHAFEE.

B3 EETKE, B 1B .
SIS, EIngressdIEFAIEEEIEIZERMINAYINgress,

TR

AMETAM B A RITEiEGIa)

1. AMEEEFEHONEHREREARELTIZTHIRES, NRENGHLTRMEDE
BRE, AMIBEEEEESER.

2. MAEFEEIEEI AN LAIEE SN HEE 15235 #a9AT8E), TELLATEIAIR
KIRHERTHEE, BEIEES.

3. GHEHSIEINDHUURNPALIERD,. BHCIENAEENFBR, mFBEREHS
QEETEN ‘S8 58, EELHUEY, BERSESESEN .. ITHRHE
THISEE,

- Listener port is repeated: ELBYIFSEinESE, EHFZRiAHAMIAITH
%k, WkRZE 2zt FERERELBIH R MIAEIfRaE;, ELBLFRRIiRIS
AFE—ERIRTE, BELrEReIEREM, JLUEERRAEERCIEZE, tha
PASERES-1008, ARG IEREfER.

- Create listener failed: BUZEELBMAIFZELIN, CIEMIFEEMNRE —EE
IS ECEIRE, 1SR EtbECENFE BHIELBSLH

4. AHCIEIDHLUSHBATLZ ARG, BEESEEH, FEERERFPERENSRiR
OsEir DR BANEEERT, BRIaasRmLlIRS LN HIZEERRE,
FRCHERGEEANINZER R . NRESRIwOEITIER, WISXELE
RIRE AT EENELBLGI A B AR, IEHFEELBSLAMAE.

{#/ kubectl SLELZAMi5(0)

NRHEIFEEE S ServiceFlIngressF N KubernetesXd S sLl, E{XiE=N1Servicef(]
Ingress,

BT Service
eI LATERINEServicefg, BE#ElttServicefViw OB E . RIEUNT:

T EZ=ARLPISREHE, CMSHEIEERE “WNEEE > IRSS (Service) ” |, &
ServicelWAYP, EFEXNNAIGFETE, BEEEEHinOECERService[F/Y “&
%ﬁ” o

T2 EHRBIHESH:
o WmRFTE: TIERHFAEGITE, EMITLHARETER,
o XEXT{EfA%;: EiRMNServicelTIERZ;, EHFHATILAATTIEK .

o [RSBEIR: IRSBZBFRENServiceIZFR, ServiceRFTEEPodipIAIRINIR, &
AT LA AR BB

o fAEIYE: EFETIATREIEN.
o in[fEcE
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- MY HRIREANEENY, EEETCPEUDP,
- ipEwO: AEEREMHAEERO.

- ARk FRVBIAKO, fEFEHEEOMREEIERKO,
$I®3 B B . T{EREEEHService,

-

BB Ingress
eI LATE R INSEIngressfS, BlttingresshUim . 12 NIREEE .. BIENT:

TR ERAR[LOIEEERFE, ZMNSH=FIEE “MNEEE > IRA (Ingress) 7, &
BEXNAIasREE), BEfFEHIngressfRY “BH o
$B2 £ “EEH NE, BERNTEH:
o XSNmO: FMERHEIIERS UKD, TESEE.
o INF: ANGIE. LFRAORNRENIL, ZIRBFARMSLIHEE, HIBRTIEE
2ﬁg%@*ﬁéﬂﬁﬁﬁﬁﬁi@@ié‘@{ﬁﬂE’\JHE%ﬂﬂtho —BEERETEZMN, Nes/ufE e
hlE.
o IREAECE: TTRE “IRINBRST” IEINFAVIRBERCE.
- ERAPCECAHRN: SRS IFRISRER R PLAC

BIRIREITED: BIRNRRETURL A /healthz, REFSILHIZEAIURLIYETIAE,
f5lEn/healthz/v1, /healthz/v2,

- PRSFURL: EEZEMASHEERE, BIE0: /healthz,
- RSB EEEEEHFIngressHIIRS .
- IRSBIKO: BARBEGPARLRETRO, SHAFRE.
3 B BT, T{ERAZEEHIngress,
----45R

5.4 \NB=&ih1EIAM

o] LUERANATRISCIRSS , 1ZARSS8E029VPCHRY A 2ESL AR M 4Z it it & 1A

( Network Address Translation ) fRS%, SNATIHREIEIS4PEEME/NMIP, SLIMFABIP
AABIPAYEEHR, AISCHIVPCHRYS R LA =M M IPiGEInternet, EIRIEINE

5-7Ff~. BIINATRIKAISNATINEE, BIfEVPCARIAZESLAIARE &R MIPHEALL
B#Fipidinternet, IREEBAHEHINEZRS, EHETEREX. EEHSHIRS.
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1. BREWEHA.
rEEEsaE eesilER, ERKEGHRE.
ERGEE, BF “WE > EHFAES" .
NS, SBE “WBHARIPHIEE > WHARIP” .
1E “WHARIPT RE, BE WSREANIPT .
RS RRESH.
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FELRIPC R TR R aE EEEEE

o) BEBGP @
RIEE wawtEe || E EhEts
FERAARRENES SRR RIS
srwE R, RS, ST,
A 1 2 10 100 200 @ B=x | —
BT IEDDoSERH
muER bandwidth-test
pr=llinl=] default v | C HFEREWEE @)
BEEE v e
e 1 t | B SRR LRI 494 SRt

2 WENATRX, BiKiE

1. EREEESS.

vk W

AR

S IWENATRIX .

S AL e ElER, ERRHRE .

ARFER, BEF “ME > NATHE”
ENATXRE, Bd “MISENATRE” , HANATRXEMELRE

RIEREIERERES

LA TR A R AR R = A1 HREAIVPCRIF N .

ElERELESHRE

, MEsEEERSEREERET A,
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H£IR3 ECESNATAIN, AFHIERIERMIP, BFRSSILFIISNATAN
1.

o v AW

5-9 TS NAT M

* i gb-AbE— A
FEEEMEFE AR AR, SEERASEFNESR, 7]

# =ZFR nat-test

* EfFAE TR CCI-VPC-1022346792 v C EEEliET
VEEERIRENATRFZ LIRS FERAIVPC

* Fl

* HtE hE R ]
NATRF S s TEES

* BB default > | C FEEUWE )

EREEEHA.

remEas HyerlE, ERRERE.
ERGET, B WS SNATRE” .

ENATRIXNE, BEFERNSNATARAINATRIKER

FESNATIIITRES R, By “IARIOSNATHIN”
RIERERTERES

AR

LAt TR AR LA PR TE A R = EERIATF M o

e
=)
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i

i
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5-10 & SNAT M

i
k3

nat-test & RINSNATERM

a7735f74-04b2-

D

B

CCI-VPC-10223¢

cci-cnnorthla-11

default FH cci-cnnorth1a-1022346792(192.1... v

BHAMIP Bl WRER #738 (Mbit/s)  HBERL g | 5G]

[=] E

SNATHIUECESSRkfE, ATLANARRIBEAMN T, tTFERAG, NAEPEE
pingi@ A o

5-11 NEFSE=HiHER

Z

O-
- . = FEHEEEEECH] + Insert (£5]) . Shift + Insert (¥ c
E3EE#R | container-0 hd command @ (@) fbinish Ibin/bash

elcome to Cloud Container Instance.

/ # ping www.huaweicloud.com

PING www.huaweicloud.com (123.125.46.118): 56 data bytes
64 bytes from 123.125.46.118: seq ttl=55 time=4.196 ms
64 bytes from 123.125.46.118: ttl=55 time=3.370 ms
64 bytes from 123.125.46.118: s ¥ 55 time=3.329 ms
64 bytes from 123.125.46.118 55 time=3.325 ms
64 bytes from 123.125.46.118 55 time=3.403 ms
64 bytes from 123.125.46.118: 55 time=3.394 ms
55 time=3.322 ms

64 bytes from 123.125.46.118: s

-
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ARSI SRR AWM, REETRZSTRIFESE XK. SIZTIFR
A, AILMERLATEERIEFE

=iERFES (EVS)
SRELPTIFEEVSI BN SRR F S ERTITEBNE IR T, BTETE
B, HEENTEEFESE—RITE . XMEESERTEEXALIREAIE
B, TBENCEEEES.
(1 #588

(EFREVSERFIEEN, HIEUTER, FULSHPODLAITEET.

o FHIEZAPODEHHIEREIMEVSHE .,

o FHIFHEAPODERHER SN ERISIERE .

X4FES (SFS)
LA LS RIESFSTHESHIEREITRMNE—RET, BaLUERKESFS

RSB EIZBRINHFiES, SFSIFEERTZIZSERISANEME, ERTSMT
EREdns, SEERLE. REEE. REESTHSIT TIERBEFST
=o FRIXMHFRES 3.0,

WS H-7=4E%E ( SFS Turbo )

AR SLAISTIFOIESFS TurbotfiE X HFEEHIEHEIBRNE—BET, RE
N EFEEEARFERE, REMS, Bt R, hEREFNR, ERT
DevOps. B&MIRS . EWHRNENAHR. FIEREHFEE .

WgEFES (0BS)
SR IFIEOBSEIZNN R EFEEEHIIBTEIE KR T, OBSE—

ETURESEFMERS, AEFREHEE. 2. SUR. BRANEEFE
BE. FIRAMREFHES.

PersistentVolumeClaim ( PVC)

AR LAIERAPVCRISHEIRSAWZME, PVCHLULEEE X UREFHERIRIND
Bl BNFEF, MAFERPCFEOUMEENFERIR. SKRIEFHETIE.,
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6 IFEETE

ESChRMERS, EaLLEBITPodhigVolumeskX£EEPVC, BT PVCIERISA(LTFIE,
WNE6-1F73 o

6-1 {ERIFAMLIFE

Pod @ ———=  EVS/SFS

Volume

E=BRLHEFE, EALUSABSLIZERIEVS. SFSFISFS Turbo, SINIXLEF
BENRBNSAIE— ) PVCHTIXLFEEE,

R LAE R B SR H S EIEILEVSHISFS, MLEERAWSLSLIRITZIE R
iR, BIESEIEPVC, BMEEXEMIRSEZESAII=ZERLAIF.

6.2 =EEFIES

FRHEHIEATANTER, AR LOIIFEAER (EVS) EREISNHET, BERE
2, JURBEFERFENDREERESTIEREF, ESPHBRBBRARE,
BMEMIPR T B=s, REHH THHEIES, MESTHRIEIRERAREFEFEREST.

EVSEREISIFEIEI/O ( E—F=& ) . B1/0. B5l/O=MtE,

o TEI/O (E—r=f) : BiRFERSATAFENRIRM, ERATARE, 5
BERERAS, ESMGER/OPINARS, W FaL. & hANA,

o FI/0: BiRfFERASASTHENEIRME, ERTFHEENRES, EEREXEEKRS,
ELHYIEEEERNABZS, : AIEXEHRS. DX EHE,

o BEI/O: [FinfFESSDIFENEIRM, EHTSMHEE. SIEEREEK. HIEE
%ﬁgﬁiﬁﬁiﬁg, g0: NoSQL. XZREHIEZE. F¥EEE (#O0racle RAC, SAP
HANA ) .

SEFAPR I
o FHEHMNTEEVARIREIE, ESEE, B2U=EETTE,
o ZSHRBLAITEBSAUTRMHHE: IFLFTREX. REETH. RFEE.
CCEXEBX. JESCSIFE. HELE. TEFME. FERE. HANARSSEEERRESE (5
|IOMREM L BY BB IORTZEMS LAY ) &
o TIBBFHEEREEY— M FEFRA, WTF =SB LAREEHTNCERFE
&, CEEFEESTHIABTEEREATNL.
o MWTFEEANN=ERE, NREERIZHaTRIRZER, =ASRLEIT LR
i, BENERESEaERFERNBRR=ELR,
o —NHIEREFHEEREHE—HT, SUEEERIRELNBR.
o Z=ARLAUFE TABHNCERYT B, NRFEYF, BAEDRLAEHE
B “=IEREES” RERXBTNINEERE, ST SREERSAN.
inIN=fE&
$B1 BFABLOEFE, BELNSHEN “FHEE > IESEHES
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— g =E, WEEMGEZETAAR, FEBXEAN. IRFESAESERNERS
(ext4 ) EVSHLEE, EEMRIREREHRES X, BENTEFEEIREELNER.
SNE, EBeUAEERINNAE .
FIR3 B ‘BEREREFRES , ESHEFXSH, AERTE ‘G , WmIAEEE
e PVCEFR: PVCEHR,
e ¥ PVCERESSZEE,
o TNHKX: EERHEMRENTEX,
o R REBAYEE, TILUEESIO. @0 ( L—FER) FiBEI0,.
o WEEw=: BUBEBENR[10, 32768], P AGIB,
o fIZE: “KMSHNZE” BUAAR@IE, @ik “KMSINE” 5, &RCIZEITEREH
“CIEERE” , HECBEWTZSH.
(1 #5888
Eﬂ%ﬁ “HReR-bie—" . “feR-TMT 0 “db-BERA—" XIEEATIE ‘N I
B,
- ERE: ERXREBIEHEICREERR, AESIEHEFIHOESER
RIBPR . = “FIERTR” 9 “EVSAccessKMS” Y, FREEINIERGHIA)
EVSIBIEIKMS, #BNINGE, EVSEILASKENKMSZ AR RINMEESER RS
-  AZIR: FPR—MATEENAFREEANNEE. ZENSRMEESN
TRER, IBEHAPARTE. BRCIETHE, nJESSENAFINEER.
WaI eSS WelEEH .
- Z$EID: BRIAAERK.
(ER=EE

FolZAHAERES, ERNSRE, BT ‘SRRE > FiE” , &R ‘SERFHE
&7, BE “NINREREFHES .

AR
SHIRERFEESCHTEREP,

GEEIEMING, FLE “FHERE > aiERFHEES " PEEISERESRHEIX

5 kubectl QI =IERFES

{FHkubectlBiE =IERFiEE1ES WEMPersistentVolumeClaimERiSFA (L FE .
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o FHHNWREFBUMNRIRELE, ESEE, BELBESINREFETE.
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AY3E, LARTB/sRBtEsfIEm A RaIa0I0PS, 1BRFOBSYIRIFMEEREM . 4
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ZERLOSHFENCBRINREE . A THFRNKEESHTRENRERE, BE
SAMRFERISCERERR, FHESNiHEER.
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SR2 IRFAMRIFEAE, B LT .

ISRINCsVIBTURIS M, B R/INVARBEBII2M . ERERMIRBINEER, BRIE
“ERYEIET AOKIEEREIEH FEIAIIER

AR
HE FHERSHISITIEA .
$|3 7 ‘WREFHEE” TE, 2E ‘SN .
$RA NIREEFEESARHREFHE, BE “‘SAN7

AL BINREFE, B8 “SIBHTXHRS” REFHTHRS, HEEX
28, ARBE “IRE” .

BlESERfE, HA “SAMREME" THE, SERCIZINNSREE, KRS S
N

s
FERANREFES
(1] %88
BaiR7iHESS (Job ) FRANREHES, BEAziEDeployment, CronJob{FRXIREES .
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S22 ZBAR[RLOF ‘FITERAN M “XHLEE” w7 kelEC ConfigMap.
. Hiﬁg: FTHA. SBRR7-1IREMGRESH, HpbT 7 mSSHHe

& 7-1 A ESE0RA

2% S5
EXER
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X{H&FRAconfigmap.json, EoEREIENT:

{
"kind": "ConfigMap",
"apiVersion": "v1",
"metadata": {
"name": "nginxconf",
"namespace": "cci-namespace-demo"
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"data": {
"nginx.conf": "server {\n listen 80;\n server_name localhost;\n\n location / {\n root
html;\n index index.html index.htm;\n  }\n}"
}
}

e yamlig=

X{EZFRAconfigmap.yaml, BCERBIZNT:
kind: ConfigMap
apiVersion: v1
metadata:
name: nginxconf
namespace: cci-namespace-demo
data:
nginx.conf: |-
server {
listen 80;
server_name localhost;

location / {
root html;
index index.html index.htm;
}
}
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apiVersion: v1
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metadata:
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"apiVersion": "v1",
"kind": "Secret",
"metadata": {
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"description": "test"
1
"labels": {
"label-01": "value-01",
"label-02": "value-02"
1
"name": "mysecret"

h
"data": {

}
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reUse | 5 FARICPURZANEL

d

memC | ¥IBRE | iZBRBETRITNENREFIE | =0 k=T

apacit | 28 YIEREDE, ( Megabyte

y s)

mem | YIERE |ZBFETHRITNSNREFER |0~100% | BHLE

Usage | fEEA= PE?? HIREMIEREFESENES ( Percent )
t o

mem | YIBERE | ZBFBETHRITNENREIRE | 20 k=T

Used | {FRE L(FRYIIEAF (Resident ( Megabyte
Set Size ) o s)

MA4RRAS 01 (2023-05-30)

WRIERE © EARITERARERAF

80



P nl
FFisr 9 iixETE

BEEBHRLAI Pod ROMSEEUE
FECCHEHIA |, BEPodISREIE.

HNCC, EMSi=hiER “ TRz > TIKE (Deployment ) 7 , FEGMITIEE
FEIBONIERE . BEEPodILAITEAY “IEiE” ME, ZREERPodii—/ N \iTHY
CPUFRH=FINFE AR,

CClHEHa AR REEERNERCPURRRMNFERR, SHpENAIs4HEE
IRSSAOMEBE S Ini=EiR.

] BEUERE O “BFEE" , EAAOMEHIS,

L= BN 05
ity E a8
B )
B|EER: container-0
CPURERIZE(%) B/ T BX AEERE%) &/ Ty 8
o o0 o oors 0075 oors

_.N,_
£ER2 EEEI;:' , FEMEREIR AN o

STREFRA 01 (2023-05-30) IR © ERRBRABRAT 81



pee S n
FFisrm 9 Wi=EIE

9-3 HIEHEHR

BHTIE | IR | SPRHE E30nE - c

ez |+

cCl-Cluster

nEEs O aEEE

Instance Template
cpuUsage (Fi3{E) BE~ memUsage (FEH9fE) Eve.

SEBKSR: cci-deployment-239-1660811981485-79869¢9. SEFHSFR: cci-deployment-239-1660811981485-79869¢9.

$|3 EENEENRESER, fla: &R “CPUERZR" , RfEfiA.

9-4 RFHEIR
BIEREE

=5 | CPUERE=

N
4

s | EE - s SN | 144a -

. Q TisRE (TESFEINSANET) =
CPUfEFIEE *

.|||||
i

£ =&
@@ cruEEx
CPUREER

HHE

CPURHEEE

_tiTBps

_#7Pps

LiTiEtaE

TTBps

TTPps

TrEaz “
F= i

EEFAR

MEEREE

SLFIEFR: cci-deployment-239-1660811981485-79869¢9...

T4 NEFBPEIEFPodIEIEEIE.
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ssnEaR Q

Instance Template

cpulsage (FE9(E) e

SEfFHER: cci-deployment-239-1660811981485-79869¢9.

.

memUsage (FE(E) .

SEfpHETR: cci-deployment-239-1660811981485-79869¢9.

EE‘ I;g Re= OF

l

CPUERR (F9(E) B

SEMEFR: cci-deployment-239-1660811981485-79869¢9.
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1 O R EE

kubernetesfR T W ERYSIFAEMLAIN, EMRIBHEZLURHFIIFZRIZET, U

Kubernetes DNS, Kubernetes DashboardZZs,

TR

HREENMEINEEY B, HalnaseLHlRM T corednsifHtIE(FER, ErJAE=
ALK E FEETERG, NMmAERERBAHREAITEE .
coredns }HEEFN B

corednsiff /9 iZRIE b ATAR M N EPIRER BATARSS . BINEAREXI AR TMIR .
FHRIRE, SUSSHEREREEETIRS TXEIESER .

TR
BB BRARETOISEREE, ANSHSREE EEEE > BHTET , BEa
FE® .

10-1 coredns ¥&E{4

e .
: v coredns
3,-"‘-~
058 | 1GB
EFETE] - 202000304 20:04:55 GMT+02:00 @

$2 T HRURAT , BE IRERT wREH.
1. Z$E259K A EARAR corednsiffdiT, ATEBIMTSH:

- FRE: BE RINT, SR BENEERENERSE, B —1
B2(EXY, #HIDNSFRIES, [EH—1a—2HDNS IPibiE, #0"acme.local --
1.2.3.4,6.7.8.9",
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mA=REf
FFisr 10 fRHEIE

- LbiisgERSes: BITIRERNIRSIHE K BE Xt & 2 /M0t 2 it 18
X A—1a—2HDNS IPHttit, 5140"8.8.8.8","8.8.4.4",

2. ZER2510% LA EARA R corednstff4AY, RRIBCEIITESE:

- BEEbE: SAREWSEE, RiGhEFEITEIRYERETESSE
A, EFEIEE, Fl0 “WH@EfiRIAE” . “BHESTERET
EEATHHERS Y

¥reRlE, BELME ‘ISR > JBEsf)” PEIIERRAEY, WE.

z
10-2 coredns }E{4-Z2ERLIN

I:I coredns

250
Version - 1
EEHE
SEERTIE] © 2020/07/15 17:17:03 .. ®a T
35 CoreDNS ER BRI

£ R LUER CoreDNS CorefilefConfigMap A B IRZ A TIESA R . (F
FRiEH 4 proxy AT %3 Core DNSHITEAR IS I THCE -

EEREERE—MIF10.150.0.189Consulldy Z RTIRSS 28, FBFFECConsuliigZ
#A.consul.localf¥/F48 . ECoreDNSHIConfigMaphiRinin ™= S BN S iEZ iR
ZEERCEECoreDNSH::

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

ERERZRIConfigMapil FE&:

apiVersion: v1
data:
Corefile: |-
5353 {
cache 30
errors
health
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa
}

loadbalance round_robin
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prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

}

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

}
kind: ConfigMap
metadata:

name: coredns
namespace: kube-system

SR ETERATLUMEM CoreDNS CorefilefConfigMapl A B MBREZ E M TIES . (F
FBff{4proxyal X4 Core DNSHITEAR IS H I THCE -

79 CoreDNS B & HEHR kIR
CoreDNS{ERloglif{HSieE Etr HEITENEIfnEmY , n@dfcE B M SR E
EVHEHATAS, JEAOMPEERITAE. TSRS RERANIEFS
T, SHEFTEDIF AT HER R ER S rTsE ST Core DNSHI M BEIE B BB RIS o

SEIlogiff STIFEMTERT . R KA IE IR = AT kI E, WE:

10-3 IEINECE

EHERATNEE || BHENEMET | | BHBRTEREr

X NMAYfEiRBC BRI T :

log [NAMES...] [FORMAT] {
class CLASSES...
}

(MERIY::
CLASSESZFRRMICRAIMBMNZER, B—MATED RAITIE .
B E RS AT

o HRETAIIES:

A RIS 1ElogiBECLASSESHiZsNsuccessIfi 2%, CoreDNSEIEEEMALINAIE
SITENERER L

o BHETEAKEE:

AIESIEE logifE{tECLASSESHiRINdeniallIf 2%, CoreDNSEISEEITEMAIE
&, BISINXDOMAINZgnodatalgi ( BFRFFTE, EEAREFE ) FIENRRERL .

o HHEEFEIRAE:

M H%kRAS 01 (2023-05-30) WA © EARTERABIRAE 86


https://coredns.io/plugins/log/

mA=REf
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10 fRHEIE

BERTES

gz

LLaizk

log . {

REEIGTEogiFfFCLASSESH iR Nerrorifiz 241, CoreDNSEIEMRITIEIRMAE
FTENZEIFRERE, BINSERVFAIL. NOTIMP, REFUSED=‘=1IH§§TL$EHI§;UMT
ETROERER, EFRATATIDNSIRSS A 0] A AR

ERQE:
NRAKIZF DRME—ECE, WISKHABEESE

A E=

e SEil=F }ﬁ#HRE’HI']CoreDNSE’J%-H‘EW»E% MCoreDNSARSSHIZAI A EICRIKA
28R, AdizEpo BEERN, WltsexEn .

“EHBETRINES” 5 ‘BB AWEES” Hfl, BEiklogiEHECES:

class success denial

}

B AL INAICoreDNSXI M AIConfigMapili T :

apiVersion: v1

data:

Corefile: |-
5353 {

}

cache 30
errors
log . {

classes success denial

}
health

kubernetes cluster.local in-addr.arpa ip6.arpa {

pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa

}

loadbalance round_robin
prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

kind: ConfigMap
metadata:
name: coredns
namespace: kube-system

FEERERTESEGE, JIUBZAOMIRSEERITES.

ETBRLASEEHE, ENSIEER “EEHSTE > HELF)” , GikE
“CoreDNS” i&f4, A\ CoreDNSHR{FTIMH
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10-4 JH(HSEBIFISR

P @ | DsEzE ghtesw ~ IR EEHER | vpogsh 192168.00/16

SIREHE £ 2021/04/15 11:41:39 GM. [OR:Na

T2 BHEEFESIFEFAIcoredns Deployment i ApodFlZ.

10-5 CoreDNS Deployment

coredns

T

coredns coredns

£E3 fEpoddIRAVMRIE—I=hikE “BEFHE” BN, BAAEAOMAESEScorednsiIH

==
JTOSYY

10-6 Pod %13

e
kubernetes I FITZ1E

DNSERBEAILATEE N podBEht_ LT8R E, BRI, KubernetessziFDefault,
ClusterFirst, ClusterFirstWithHostNetfINonePUfDNSZKHEE, BE{AiEZS Whttps://
kubernetes.io/docs/concepts/services-networking/dns-pod-service/, XLEERAE
fEpod-specificiidnsPolicy ZFERHIEE -

e “Default” : #NERdnsPolicy#iRE “Default” , NZFREFEEISMpodiz
TP R4ER, BENX LiHSEZRS B INFREA S SIX A RIE—iEFER .
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e  “ClusterFirst” : gNERdnsPolicy#ig & “ClusterFirst” , {HISHEcEAIEEE
1S4 AILECAIDNSEIA (a0, www.kubernetes.io ) &4 AEIMIZTS mA4HRT
EhraiRIRSES . SRR EENCE T AYMIFIRIGFN LiiFDNSIRSS2E -

e  “ClusterFirstWithHostNet” : XtF{FHhostNetworkiz{THIPod, &NiZAR%HE
IREEDNSEERE “ClusterFirstWithHostNet” .

e “None” : BERFPodZEEKubernetestMEHRHIDNSIEE . Mi{FFdnsConfigPod
MR ZERIRMHFTEDNSIRE o
(MARY::]
e Kubernetes 1.108 LA ERRA, iEFDefault. ClusterFirst. ClusterFirstWithHostNetfINone

POFhEERg; {KFKubernetes 1.10kRA, {XZiEdefault. ClusterFirstfl
ClusterFirstWithHostNet=#4,

e “Default” REERIARIDNSEERS ., A1RdnsPolicyfdFlagi&B45RIIS08, MBKIAER
“ClusterFirst” .

BERIERE:

o RECEFRN: @A AR ENERHESRBAYE TSR, Flin
“www.kubernetes.io” , BEEWHEARIMRBT =AY LiHEZRSEE.
o CEEFRE: WREE 7 FHRIEFN_EHF DNS fR5S2E, DNS EgEETFTEH
TRIEXHEREI TSR
BB LR EIET coredns B DNS E£EE,
NEEFE, BEIEKRNEER, FRIETENBERELZIXINA DNS L:

» BEEHEZNZF (1 “.clusterlocal” ) : EREEAIEET
coredns,

» BEEFRIEEHRNSEFE (FIa0 “.acmelocal” ) : ER#EAXEZIEERN
BN DNS f#Eres (fFlan: YSIRTE 1.2.34)

" ReelLEe LEERIEF (B0 “widget.com” ) : iERIEEAT L
DNS,

10-7 BHIEKRIE

coredns

kube-dns
* cluster local

DNS cache
(dnsmasq)
Pod
dnsPolicy:ClusterFirst
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10 fAEHEIE

[REERLIE

iEHRIEAINE, SR ARSI R

= 10-1 EfthieE

HR{F

il

FHR

O mEsRmmERREs, ABRE T8 , AT
REES, Bt 425 |

[ElR

B S, HRBERBNERREES, B B .

il

wEll, KESmE WL

il
MPRRELERE, BERIEF.
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17

11.1 =EHITIRFE 2SI CCl #B{EFIZE

CCliEE =®1HARSS ( Cloud Trace Service, f&FRCTS ) AR RIRS ZIRAR(EIC
F, ICEABTEEENZEEET 8T E AP RSB F IR EERIAR IR
ERER, HEEa. FitFeER,

xF 11-1 =HIHIRSSHFH CClHRETIER

BRIESR SHER

BlE— N ServiceXdR createService
Hp&—ServiceXdHR deleteService

gj Br1EEENamespace FAIFBServiceXd | deleteServicesByNamespace
BHigERIServiceXI R replaceService
EFTEERServiceXIHR updateService

& — N EndpointXdsR deleteEndpoint

fpatsENamespace FHUFFEENdpointd | deleteEndpointsByNamespace
3

EitatgENamespace FHYENndpointIgHR replaceEndpoint
EFisxENamespace FHYEndpointiJ5R updateEndpoint

EllEZE— 1 DeploymentXFHR createDeployment

p&— DeploymentXd5R deleteDeployment
HiFRIEENamespace FAYFRE deleteDeploymentsByNamespace
Deploymentids:

EitatgENamespace FHYDeploymentXd | replaceDeployment
ES
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11 §|it

BRERTR

SHER

BE#EENamespace FAYDeploymentXy
E3

updateDeployment

BliE—StatefulsetId5R

createStatefulset

fRIBR—Statefulset d5R

deleteStatefulset

MiFRIEENamespace FHIFRA Statefulset
PUE

deleteStatefulsetsByNamespace

EiigEENamespace FHIStatefulsetITs

replaceStatefulset

EFIEENamespace FHYStatefulsetITHR

updateStatefulset

BlIZE—"NobXIHR

createlob

fIBR—NobXFSR

deleteJob

fHpRIEENamespace FAIFAEJobITR

deleteJobsByNamespace

BiatgENamespace FHIE N obXd5RAY | replacelob
EHfgxENamespace FHIE AN obXI5AY | updatelob
K&

BlE— 1 CronjobXJ5R createCronjob

fHIEE—Cronjobisr

deleteCronjob

fIBRIEENamespace FRIFTE CronjobXd
®

deleteCronjobsByNamespace

EiatgENamespace FRIE A Cronjobd
KAV

replaceCronjob

BEFiEENamespace FRIE Cronjobxd
KHMRE

updateCronjob

BlIZ—"Ingressids

createlngress

HBE—NIngressIT&R

deletelngress

HIERIEENamespace FHIFRAIngressIy
R

deletelngressesByNamespace

EtgENamespace FHY4FEIngressXd
R

replacelngress

EFigsxENamespace FHIE N Ingressxd
KPR

updatelngress

tlE#E— 1 "Namespace

createNamespace

HB&—1Namespace

deleteNamespace

ElE#— Pod

createPod
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11 &t
BRERR EHER
EHrgEPod updatePod
g EPod replacePod
flBER—~Pod deletePod
fIE&Namespace FERAEHRIPod deletePodsByNamespace
fHIBRIEEEVent deleteEvent

BlEE—~Configmap

createConfigmap

E#iEEConfigmap

updateConfigmap

EitatgEConfigmap

replaceConfigmap

fiER—~Configmap

deleteConfigmap

fIERIERENamespace FEFARIConfigmap

deleteConfigmapsByNamespace

BlE—1Secret createSecret
EFiEESecret updateSecret
EBirigESecret replaceSecret
fRIRRIERESecret deleteSecret

RS ENamespace FErEHRISecret

deleteSecretsByNamespace

fRIpREENetwork

deleteNetwork

Bl#E— " Network

createNetwork

HiER+EENamespace FEFERINetwork

deleteNetworksByNamespace

EiisENetwork

updateNetwork

EiaigENetwork

replaceNetwork

BlliEnetwork-attachment-definition

createNetworkAttachmentDefinition

Hip&IEENamespace FErGHRInetwork-
attachment-definitions

deleteNetworkAttachmentDefinitions
ByNamespace

HIERtEENnetwork-attachment-definition

deleteNetworkAttachmentDefinition

BllEPV

createPersistentvolume

fHipRIERENamespace FETBERIPV

deletePersistentvolumesByNamespac
e

BiatgEPV replacePersistentvolume
EHTEEPV updatePersistentvolume
MpRIEEPV deletePersistentvolume
BlEEPVC createPersistentvolumeclaim
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11 &t
BRERR EHER
SANEEPVC createPersistentvolumeclaimByStorag

elnfo

fHipRIERENamespace FEFEHIPVC

deletePersistentvolumeclaimsByName
space

BinigEPVC replacePersistentvolumeclaim
BEHEEPVC updatePersistentvolumeclaim
fIBRIgEPVC deletePersistentvolumeclaim
WE—NEES createPackageproduct
WEENEES createActiveproduct

EllEEKubeflow job

createKubeflowJob

MRS ENamespace FEFEHIKubeflow
job

deleteKubeflowJobsByNamespace

EiatgEKubeflow job

replaceKubeflowJob

EFigEKubeflow job

updateKubeflowJob

fIERIEEKUbeflow job

deleteKubeflowlob

i Volcano job

createVolcanoJob

iR EENamespace RErEHRIVolcano
job

deleteVolcanoJobsByNamespace

EatgEVolcano job

replaceVolcanoJob

EFf#EEVolcano job

updateVolcanolob

Ip&3g%EVolcano job

deleteVolcanolob

El#EAgency

createAgency

EHECER

modifyQuota

BliE— imagecacheXis

createlmagecache

fiB&—NimagecacheXds:

deletelmagecache

EpisERIimagecachelds

replacelmagecache

EEfiEENImagecacheXds

updatelmagecache

L& createChart
EIEERIR updateChart
BRI EIRR deleteChart
&R createAddon
EiEERG updateAddon
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5z mbi=12] 11 &t
BRERR EHER
MpRFEE G deleteAddon
BUZAEARSES createRelease
EHTREIRSCH updateRelease
TR pRAE AR SE45) deleteRelease
B IRHSLA createAddonlinstance
EHiR{SLf) updateAddonlInstance
T B FeRAESE451 deleteAddonlinstance
BllEiE{readme createAddonReadme
fpRIE{FReadme deleteAddonReadme

11.2 BEE=HITEE

BEES
FETZHITRSRE, RATHACRCORBRE. SHIHRS SRR RERE
TRAVEFIER

BIEDIER

SR SREEEHE.

wEy sbempsias FanllER, EEx.

SIR3 %gb’iﬁtﬁﬂ@ ‘IRSBIIRT , EER ‘BIESKE > ZHITRS T BASHITRS
=SS

$RA BEAEMNSHE “SHIIR" , EAFHIIREERNE.
SIS BRSBTSk EIINAYRFE Y. SRSEMIIRSSNNMMERNASE
18, FHREEAT:
o SHRE FEMKIR. RIREBITHIESLE,
ETHIEPEREEERMG . Hp, SMRFEEE “Ca”
LR BIERESEEENE, EREFEETBRINEEFER.
EERRIDE, BEERSEFNBMARENERRIEIRID,
EIRERBREIRE, EFRERIFIRMAE T BARIIRIRER,

o BMEAP: ATMEPREE—BRRIRIERR, WRMEBFERFSRE, miF
HBFER .

o SEHF: oNEINA “‘PrEHEMEERSI” . “normal” . “warning” .
“incident” , RENEFEF—IN,

o fCYnRYE). LATREYIE): AIEITEEEEREIERIES G
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FI1R6

11-1 BFHCH

EREETENCRAN, BF ¥ BFAZICRFEMER, EFHCRUMEN-1R.

FemE | mESE v | BHRE v | EEEE pammsn v | EEEE mamasn -

BIERS | mEmeEs ~ | =ems FESHES (@ Nomal Warning Incident m =5 5
FEETR R TR ZBID D EEER D FHER D BIEFF D et B

~  deleteDeploym deployment ccl nginx normal 2020/07/15 11:50:25 GMT+08:00 EESH

request {"kind""DeleteOptions™,"apiVersion":"v1" "propagationPolicy""Background"}
code 200
source Ip 18517676254
trace_type ConsoleAction
event type system
project id 066a1343de0026402fc6c01a5b6d28ed
trace_name deleteDeployment
resource_type deployment.
trace _rating normal
senvice type ca
response 1
"kind" "Status”

“apiVersion™ "v1",

‘metadata’: {

EREEENCRAN, BF ‘BEFFEH
IR FSEHERRIERER

SR7

11-2 BESH

EEEH

"request™: "{\"kind\":\"DeleteOptions\",\"apiVersioni":\"v1\",
"code": "2e8",
"185.176.76.254",

"ConsoleAction”,

"source_ip™:

"trace_type":
"event_type":
"project_id"
"trace_name":

"system”,
"@66a1343de@026402fc6c@1a5b6d28ed”,
"deleteDeployment”,

"resource_type": "deployment”,

"trace_rating": "normal",
"ccr”,

Wkind\":

"service_type":
"response™: "{\n

name" :

\"Status\",\n \"apiVersion\": \"w1\",\n

"tracker_ "system",
": "2020/07/15 11:50:25 GMT+83:80",

“resource_name™:

"time
“nginx”,

"record_time": “2820/87/15 11:58:25 GMT+88:00",

"user": {
"domain": {
"id": “bbaca76@ecf74a3basfadfssf2esd7s9”,

"name":
¥
widns

“name”

"9761696222e84422895bc3448db22896"

e

H—

\"propagationPolicy"

A ope,

Background\™}

\"metadata\": {\n \n \"status\":

I\
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12 BRIEERS

1 2 RIEEE AT

12.1 €% Linux l9#% SACK BB~

R RCARAEZETF7H11HORIEE LinuxZSACKIEIF -

P EIES

RKEXELB. EIPHIBEELA, EATHAMEE, FZizRmENE, THRLE,

TIREE (Deployment) : fERHEEZE (7TB11H0=ZE ) SIEBENTIRES
E, AZZREER; REEEZE (7B11H0=ZAE] ) BIRITIRERE,
EWNERISAZSZIOARTEED, MERHERCIEREAIPodILAl,

{£55 (Job ) /TERIESS ( Cronlob) : HEHES/ERHMESHITRE, TXIES/
ERMESFEAIPodABZZ/RARIN, THUE,

1 corednsiEEAZZimAR G, THELIE,

20198F6818H, Redhat&KHLENE, LinuxPIZAMIESETCP SACKIERIZIEIN LS
J@IE(CVE-2019-11477. CVE-2019-11478. CVE-2019-11479), XLFRASHRmANPER
KN (MSS ) FOTCPIEIRIMEREIA ( SACK ) IhEEEX, WEE T InfERIEISHREISEHIIL
TEIENIELERS T, SHIRSFEATHEIEE S,

SEGEE:

https://www.suse.com/support/kb/doc/?id=7023928

https://access.redhat.com/security/vulnerabilities/tcpsack

https://www.debian.org/lts/security/2019/dla-1823

https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?

https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-001.md
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* 1211 [GRER

bS] CVE-ID 55/ R TAiE) HH=IESRTE
BINKIEEEIR CVE-2019-11477 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11478 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11479 | 2019-06-17 2019-07-11

NEE
220HLinux H#%2.6.29% A EARZAS .
BRI

7B11HORIEEZRBIZIITINS RS, BIERWSAZLMEED, BiRH
EHeIERFAIPodSLSl .

TB1 BI=FRLOISEEE, ENSHEFIEE “ TERE > TRS
( Deployment ) 7 , BHERAFHZIR,

S ATIKEREIFIBIRERIPodSIZE, SEPod/ERY “MFR”™ , EREANEEFRE

=R
= o

12-1 fIBFHEX Pod

=EE=E

B

PodFIE

PodMifff=, Deployment&iZHBalelZ— 1 #RIPod, FHFBREEHITHE, WHE
12-2ffi7R,
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12 BRIEERS

ikl

FES PodiY, BEMYERPod, FRI— 1 PodEFEIEMINGE, BRIFRT—
Pod, BRAVSSEEHHT,

-

Mi: TCP SACK 748

TCPREMEZANMNY . HWHHEBITCPIERHITEISHS, B TCPIEFATIE
RUESBELER, PINARE—1TCPIER, BIISYNAIEIIGRFSIID, H#IAID, &k
ERRAEIRERA/N (MSS) | INEEEFIEIEEMEIA (SACK) F. (R
TCPIEEEE FMNARN RBFREE

TCPEE — IR BEITAXFIZWAR RS . TCPEIEERHRTCPL. EIFIAFEL
EER . BINTCPERERERYIS (SEQ) FIHEIAS (ACK) o

EIT5 8 SEQSHIACKS RIRERALINIZIL T IPLEER . ACKS F— M THBIERZRYER

<l

< I -

FEFAFPABIE 13N 00FBRIRAETKFHRIEE, 81MEREG20FHAITCPL,
SRR3R EiEn, BPBIEITR1,2,4,6,8-13, MER3,5M7EXK, BiRBEI

£

BISERACKS, AFBEIFA, MIFRER3, BPAZINEBRKIEREWEIS, AR
BfREEEER, REBELINEIT4,6f18-13R . XS T RBIMERER

12.2 kube-proxy Z£imildl CVE-2020-8558 &

i

I=CCAFABAELZF7H 108 5Ikube-proxyZ £ifFiEICVE-2020-8558 H X HiHt1T 7
FMOHT, DIFEICH: EFCCRSHIFES, ARSCARSHEASANRRNE
M, TEiTabiE,

KubernetesBE A & frLaiRiE ( CVE-2020-8558 ) , KubernetesTy sf9is & i8S
FNGT A ENIBRHITIHD

Kubernetes&EB¥H & FANIERBE4PEE127.0.0.1 FHIIRSS, MiZIRSEZAILA#E—LAN
F—EME ERENIGE, NmRBUROER . IRBETiRE LIRS REIRES
MIIIE, WeSHZERSZEZZIKE.

SEGEE:

https://github.com/kubernetes/kubernetes/issues/92315
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pe S n
FFisr 12 AEERS

imiRtRE

kube-proxy ASCEIINEE, FFE T netipv4.confall.route_localnet=1R1#Z2%, 122
FIF AR R B BT SR FAlocalhostAIMIZEIEK o

AMETFIT R & B sl
o (FRATZEIMAVEERA
- kubelet/kube-proxy v1.18.0-1.18.3
- kubelet/kube-proxy v1.17.0-1.17.6
- kubelet/kube-proxy <=1.16.10

o EHNOE. FuETEHE—ZEMEE (F0, B—LAN)
o EEAARTERSHETAITESCAP_NET_RAW ( KubernetesEEB¥ZRAE 2148
73)

o TR (BEFEAENNENSE) LFENTlocalhost BRFFERAIIRS

BZ¥M R RRRINEISES Whttps://github.com/kubernetes/kubernetes/
issues/923155 “Am | vulnerable?” .

IR TSR
HALLEDHT, CORSTERRRRAMIN, FHh:

o CCIHgI&ERfE T Kubernetes 1.15hR A, {Ekube-proxyfR{4-{ERELE, it
Knet.ipv4.confall.route_localnet=12%{,

o CCOREREESSEEkubernetesEEfAE . CCETREARRHEEN=MEZR
SZREEE, AFRVPCNESCCHPBENMERER—2EEH . CCIARSSMZ
BERMEXE.

o  FFPARMZBINZEEFEnet.ipvi.confall.route_localnet=12%, FIF4EE
localhostHIiE T 1 TREIVPCHIEET =ihid . APREEERXE .

12.3 CVE-2020-13401 i REALS

R ECCIFNERF7H22Hi1R5 Kubernetes 22 REICVE-2020-13401 HXTE 1T
THEFMDHT, DFEICh: ARSCARSPHEAZANRRNTN, TEHTUE,

e

KubernetesE 5 & fh&Z2imiECVE-2020-13401, CVSS Rating: CVSS:3.1/AV:N/
AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L (6.0 Medium),

TBEETIPVeEIES D ECRR IR T IPVEHIDHCPII RSN, £ #FRouter Advertisementds;
R, BHRSTHOTRBESENEBRES, SIEEAICE. ERRSEBEINDPHITES
MILEECE

TREREYLEREN RIS FNASHIPVeIRHICR, SEMAEARSE.
EMEIMER S Z RS LR A B IPveitibH TS RIBE], (BE2UEDNSE

[T A(IPv4)FIAAAA(IPVE)ICR, IFSHTTPEE=EIRIPVeRH TIERE, WNRBEIRE
IPv4, XAWEERE T NS

2E451% . https://github.com/kubernetes/kubernetes/issues/91507
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mAREA
FFisrm 12 mAEERS

IMITFI TR A R

Kubernetes RS AZZimERNT, {EKubernetesFrfEFRICNIEM (1FSH)
containernetworking / plugins#484 ) £, LA FkubeletiRA&#EE TS0
AICNHEFIRSS -

e kubelet v1.18.0~v1.18.3
e kubelet v1.17.0~v1.17.6
e kubelet<v1.16.11

IR TSR
CCfRSBAZ A TR, REWNT:
CCIYFIERFE T Kubernetes 1.155RA, {BRFFFIPV6., FRLACCITS i@ BHIEHRIN
14

W o

12.4 CVE-2020-8559 RN
R ECCIFANEZRF7822HiREIKubernetes Z £ EECVE-2020-8559H W ELH T T
EROHT, DrgiCh: BPSCCIRSHEAZSA N EENS N, THEHTLE,
RS

i HKubernetesE 751 1 kube-apiserverfB{4 % £iR@iECVE-2020-8559, CVSS
Rating: Medium (6.4) CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H, & A]
PUBIS B BN RIX E T mkubeletfIFRiEK, BIEKRFEEGHIHDEREE AKX
EHEBITR, WEETHRZREREA R

2E451% . https://github.com/kubernetes/kubernetes/issues/92914

PUL BB Py 2 & hiE|
(BT SR IMAYEERFIRA
e kube-apiserver v1.18.0-1.18.5
e kube-apiserver v1.17.0-1.17.8

e  kube-apiserver v1.16.0-1.16.12
e all kube-apiserver versions prior to v1.16.0

IR HTEER
CCRRSSAZARBREM, FRMT:
CCIRTEEBHE T Kubernetes 11504, BEMEETFAFVPC, EAMPEXAITT

=, tEiEE#Ekubeletiszk ., EtP 8B EREHXEE .
12.5 CVE-2020-8557 BI AL E

= CCIFNEERF7822Hi1R5IKubernetesZ £ RiIEICVE-2020-8557H 3 EL 7%
Motr, PR ARSCARSBSHUASZRNRIERRD, THHTHE,
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pe S n

FAFiER 12 EREEAS
e

KubernetesE /5 & ZEimiaICVE-2020-8557, CVSS Rating: Medium (5.5)
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/CR:H/IR:H/AR:M ,

iR T kubelethIIKZE ETERS ( eviction manager ) FiRBEE A XIPodHiEHAY/etc/
hostsXHRVIGASTZNE S FBEETE, FIEISENEIASET, —MES T /etc/hosts
AIPod A LABIE I HZ MK BHIRE N GH D mAIFEZE, WS SiELs

i@ ( Denial of Service) .

2E451% . https://github.com/kubernetes/kubernetes/issues/93032

WA R EE MiEiRE
AT SR IOAVERRA :
e kubelet v1.18.0-1.18.5
e kubelet v1.17.0-1.17.8
e kubelet <v1.16.13

IRREDHTEER
CCRSBASZA TR IN, REWT:
o CCIHBIEREET Kubernetes 1.15 iy R, BIzTHNER Kata Z28FEE, T2

£ hosts XHFHREZFERZITHAR .. Rt TRISBHEEERIXEE .
o AFREBEFNISERTERSE, TRAPEERITEMAR.
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