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S 2R RN EIBEEN—IRME(ES (short lived one-off tasks), BMXHIT—IXEY
153, SFRIEEHMBESHII— e 2 PodpkIHEER .

£55 (Job ) EKubernetesFSRIZHIHAMBENESZATRIFNTR . HEALIRV S SIKHBEMR
AS3 ( Deployment ) NEEX SRR SHNETELERE, MKEMERWSER
PR ELERER FKIEZ{T. JobEIRAIPodiRIE AP RNIR EIEESMINS MR E
i (PodBzMIFR ) o

S AN AN LEAFIERIE S —IRIEESS, ELANFSEEEERY, Bte a2l
BIIHE, HIFEN EMEIRFEER.
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pae Sl
5 =12

4 TS

BUEMESS

SR ERnARLOIEEEREG, ZNSHEPEE “TIER% > 255 (Job) ” , AN
WERE “RECE" .

]2 FMEXRER.

ESBR

BRAUVNEZEEHMFL, NEFE. HF. ik (-) . = () Hpk (H
PR RAREEIE, RARESFERE ) , NEFERMFERNRS2FHNF
FFER . (ESBAMAIFHEL, MFIENRTR, FTEEHLIE.

ELE==slE

EEMETE, IREREIEGZTE, FEERITHOIE.
{E55Hak

mAER, SFEF2501MFF.

Pod#fg

AT IEIR(ERAGPU ( REEEEGPUEIGE=E T ) sk AA#EAGPU,
LEHRMHIMERIRIPod, BIEEMTER (EBAEREGETE ™MER) |
RDMANNERFIGPUNNEREY ( GPUBLGEZ B ™MER ) - BB EEIESE
LR SIREIFHI “PodiE”

D E

— M PodA ABE— KBS MZTAEEERINESE, BEBERT— 1 PodhRE—
PAR, IRECHNBREFEES/NAR, BRE “FNER" , AEERE
%,

k|

[E— PodsEfIPHI A E AR NRE T THEERIRE, WESEROPSE, Poda]
REREEIRM . BIANTEPodFRIRINY — P nginR RS 8E, fZa0780ikM, aNRix
PodF S— N httpiRSBHIFEGHEEEI80iR O, APAXPodFtaHIIKFERE,

- BRRG: BT ELEIEREGRRSIRESR.

AR
?E@%IAM)EHF', ERFESE (Ak) HERGHKSIRIRERZ JERKSHINE
SR

CCHRIERIRNHEE = RECE.
- FRRGPL: BRTHREPONAHER.
- HERK: BERTERRGRSPHEAEZNRSR.
RGEETHE, FEEFREIRA. REFHIN. RESRGRAICPUM
RFNE ( BRI BBRE/NEER0.25%%. 0.2GiB) , HIAEEEHBERERER
EXH (FaE, NREHSEAOMSIRIBLIMEREHTITE ) .
AR

BMAP—1AB500MIYREBSFHETE, EBE500MIFAOMGRIESLIRMEREHTTIL
%, HENUBES I miEiEs.
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mA=REf
FFism 4 TEGaE

X FGPUIMERELPod ({XGPUELGEZE FAHLUERE ) , PodhRE—EEEHE
{FFGPU, MEERIPodHPEZNBRE, EoILABIFZGPUX A FFRIEZEHA
BEFERGPU,

BRI B S MIN T eRRE:

- FiE TIEEESEANSEIESREY, USRS ANEE, HEix
BRIEEFES. WREHES . XHFRETIREXEFES . 25 “H
=EEEFES” . “RNIINREES « CRIINEEES T o CRITRER
NHFES , MASIR. BE. DSNEHRE, SEHERE, 150
ESRE, INEEESHTEIR, BERNESIERERHEES. WREHES.
XEFEE 3. 03RS FiES .

- HBHEXRE: HFRESRENATEHIRR, RENABRE, BETHIELG
2., BHERMIBEEE, WASRAEERRE, AEAEEETE. el
xR, TEAOMAEEBEEHE, BEAEsIAEER.

- RETE: aESFPRENETE, IFFHRANSI BTE. KETEL
NEREIR KRG, SolAENBAREFHERRREEE, EEESeE
IHETEME, BRETINZEMETS/E, NMMEIRIENER, M

SEEREERREN BREFHIEERR .
FmAREEEERATEZTINTEME.

L E5|AZES|APodIP ( PodiyIPHBlE ) . PodName ( PodB9EZFR ) LAK
Secret, MIAZEREIR, EFESIBAEE. S5IHE. EFSecret5|HBEIEES
sERSecret,

- FERtH BTSEOEENLENS, NRGEEN, SERLOELT
;‘%z%%, AERIERAERRIERRAEREEERHR . TSRS ER
VA= i)

- an[EHR: EmBEBHAEN, TR GERRMSEMBRRITAR. ¥
METESNEEEmEE.

- B BABSEENnS, SREESZEMIT. BHnONNTE
235|ZRIENTRYPOINTE&I# S, FHANBESNBEENHS.

- EEBE: ’zExiFEFHConfigMapflSecret, ConfigMap#[SecretddeliEEiE
2 fEHEConfigMap#{&EESecret,

$|3 BE ‘T2 BRRE” , #ITESSRERE.
ESTUD A—RIEESHBEENES .
o  —IXMES: —XMESEREE—Pod, EE—1PodmINHIT, E535EHK.
o HEMMES: BEMESHHUTRERSXFTHITRINE . fUTREUSESIX
FHRIT RN ESEZRIINITHIPoAME . FHTEIRIESHITERRESRITREIEIZE
AIERAKPod%l, FATER/NFHATIREL

ESHUTRAILUK EBATRTIE), SESHTBHIZAER, ESRBEWImRITHITE
W, {ES5 R TRIFTAPodsEFIEI S HMIPR . N=RRFFREBIIRIE.

SRA B T MSHLT , BE 1T, 8F REESIIERT .

EESIIERAD, FHESIRSH ‘BT, ESCEMIN. SR HRREHNE
S¥ERE, RFSESESIRRES.

.

{85FA kubectl SlFEE(FSE
{EFERkubectlBlZE{EZ1ES W EIZEIob,
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pe S n
FFisrm 4 TEGAE

4.4 ERF{ESE (Cronlob)

ERFES (Cronlob ) REFAIENEFIAYESS (Job) , ZEEUFLinuxE A crontab,
EIBERIR BBz TIEERIESS -

BIZERIESS

B ER-BRLOAEBIEHE, ZMSH=FEFE “ TIERR > ERHES
(Cronob) 7, EAMINEET “REEIE" -
$E2 FNERER.
o [ESBBIR
BRALVNSFEEHFAL, NEFE. HF. il (-) . = () Bk (B
PRRAGRE, RARSPULEE) , NEFERMFERN1RIS2F/HFRIF
fFeR . (ESBMASHHEN, MFBELBR, FEEMOIE,
o WRTE
EEARREE, MREREEGETE, BEEwRTECE.

o [ESZHIA
HIAMEE, DFETF2501MFR.
o  Pod#g

AT EIRERAGPU ( REEEGPURIGZ=E T ) sl AA#EAGPU,
LHEHRA3FZEEIPod, BIEERITEE (BRITEREGITE™MER ) |
RDMANNERFIGPUNNEREY ( GPUBLGEZ B MMER ) - EANMBEEIESE
YR SIREIFHY “PodiFE” .

o HIEEH
— MNPodA ABE— B METAEEZRINESE, BEBER T — 1 PodhRE—
TNEE, IRBHNAREFEEZSN AR, BRE “HmMEsE" , AEEEE
%o

A

[E— PodLHIPRIREIERINRSIN THENIKRD, WESHIKROIRSRE, PodA]
BESBEIEM . FIANTEPod RINTY — M nginxiZ(R =S, /a7 80iRA, aNRi%
PodsF 5— httpARSZHYRG B Ea080iR O, APAXAPodi=HIinHsE,

- BIYREGR: BT ELEISRBRIRSIER.
(%8

?Eg%IAMﬁHP, EFRESE (i) HEREHKSIRIRESZ I ERKSHIFAE

R o

COSERERINHER =S IRGCE
- FRERGFL: BRTHREFONAHER.
- HERK: BERTERRGRSPHEAEZIRSR.
RGERETNE, FEEFREIRA. REFHIN. RESRGRAICPUM
RFNE ( I BRE/NEER0.25%%. 0.2GiB) , HIAEEEHBERERER
EXH (FaE, NREHESEAOMSIRIBLIMEREHTITE ) .
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pe S n
5z =12

4 TIEGE

AR

BMEP—NBE500M R E HEFIEZSE), B3500MATAOMISIRIESLIREFESHTIL
2, HEMESNERNEES.

IFFGPUNNEEPod ({XGPURESZZ B FATLUERE ) , PodhRE— 1AL

{EAGPU, MNREAIPodFEZNEE, EalLUBIIFBGPUXNFFFRIERHN

REHFERGPU,

AR NS RMAN T SRR E:

- EiE: SOSEHISANERAREYT, USHEIEERIEANEE, HEix
B HEES . BE “RINNEEES” , MASTR. 2. ARMERIR
2. EHETFIRER, SR EER, EMESUETMRE, AXFESIHITE
B, BINESINEFES 3.0,

- HBHEXRE: SHIRESEENASREIRR, RENARRE, BETHIRG
B, BERINAEEE, MASERNEAERR, AEREATEETE., REt)
#ExE, JEAOMREEERE, BRI HEERE,

- WIETE: EARTRENETS, YIEFMEANSIBETE, KETEh
N FBIRIIR K RiEN, SN BEFHERRNETE, TEIEART
IHETERE, BRETINZIEMETSHE, NI ENER, M
AREREHEHRRENBEREFFIESER.
FRmANREEEEMANTEIRINTEE.

25| FAZ#ES|APodIP ( PodiyIPHELE ) . PodName ( PodR9ZTR ) LAK
Secret, MAZERFR, 1EF5|ARE. 5IAE. HFSecret5|HRICIRIBZS
DsEHSecret,

- FERE: BTFaRfEEXEERE, IRNEXN, B3 LHNEXF
1ZB2E, AERBRAERRERACEREERER . HHSRESIER
A=

- HGaEHR: EapEHAIAEN, TSR ERIREEMBRNITIER . 1¥
MBS AEEmEH.

- B MASHEENGS, AEbEsET. BanSHUNTRE
235 ZRIENTRYPOINTE&I# S, HFHANBEENBEEHS.

- EESHE: kY iFEH ConfigMapfSecret, ConfigMap#FSecretfItlE S
2 fEHEConfigMap#{&EfESecret,

£|3 B5F ‘T2 EEMNT , #HTESSREE

FRRE

- Forbid: ERI—MESKFTMES, FEIBIES

- Allow: ERMESAEHTEIOb,

- Replace: EXFHESOIERER, BRI—MESERTHE, FAIYESSEUL

EU_/P'{E% o
ERSFIN : IR EESETRIHIT
ESBIcR: REREBHRITHRINESRINEFIRERITEMBIESRINE

SEA BE T EEIAT , BE YRR, 8F REESIIER .

EESIIFF, FHESKER “CBEm" , ESeIEMI. SRR ERHEHENE
S¥IERE, RFSEEESIRRE.

e
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pe S n
FFisr 4 TEGAE

{5 kubectl SIEERMES
{EAkubectlt)iEERTESBES I BIE Cronlob,

4.5 EERIRERR
SEeERTHREE, SHFRIFER O PodBIRFA AR,

mERLOIRETEECPU/REF. GPU/EENRE, BRFZALRKSRHE. 5.
TEIHMESFHPodFIRAY “ 152" Tab FEIRTEERIRERZR, ME4-7FR. EBAILL
EPodEIEPEEHPodRIRIRERZR,

4-7 BEEGEER

4.6 ZBBEIHS

BohaeEmaRoiEHizE, (BELRHR, BaiE#HiEs, SE—WESTIE. bl
MySQLEERIEIRE, TJReHE—LHIEELRE. MBI ITIE, XETIEEEREZN
MySQLARSS BT Z BURRIR . IXLLRIE, RILAESRIERGAT @I EDockerfile3Z {4
ZEENTRYPOINTE{CMD3k5ERY, 0 NFrasAYDockerfiledhiZE T ENTRYPOINT
["top”, "-b"]dr <, EESHERIEB/NATHIT,

FROM ubuntu

ENTRYPOINT ["top", "-b"]

B URABRREFIMS, SUSSHERENEL.

EnBRLAFRFTLIRESRNEEGS, I LEDockerfiledpiyan<, REE
BIERHNEESRNERRE, KB8E M7, WA “top” B¢, BRE R
m” ., MASE “-b7 , WTEFR.
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pe S n
5 =12

4 TIEGAE

IR
IS
%
]l
&
2

i1

HAFBLE | 8aTIT R TIF—RENTRYPOINTS S, =RLESLAIdSBENEG®SE
?%%iﬁu{’ﬁ‘f%{%ﬁjDockerfileEPiﬁEE’\JENTRYPOlNT%DCM D@, EMMaI ™R

o
B3 HIRCMD BEHZ TS | BRETEH | /BT
Entrypoint
[touch] [/root/test] FEE RRE [touch /root/
test]
[touch] [/root/test] [mkdir] RE [mkdir]
[touch] [/root/test] FEE [/opt/test] [touch /opt/
test]
[touch] [/root/test] [mkdir] [/opt/test] [mkdir /opt/
test]
4.7 B4 asBHH
wESsRd AR
=AELHIETFKubernetes, 1Bt T B4 AT, EARNEGEERIMTEM

BTIRAR, tLINERAEFIERIAERTREIURE, MaLUEMENASEFERE. B
AR RIS Ap B HAT F R &N TR o

o [SENERIE (PostStart) @ FEREENEE .
o (ELLRIALEE (PreStop ) : BeSELERTANA .
AR

LRI SN S1TE (Exec ) ST EREL,

BERnERLOIEFE, AR ESGERERES, 11T ‘EiENE” &
YSIERIMEE” .

BIANFREASREPHIIT “/postStartsh all” a5, NAERE LM TECERA, $—

TR ITHIAREIR, FITE2H.
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pe S n

FAFigR 4 TEfa%;
4-9 GSTHIA
S AHEHEEEY, TEHSRENENES AN EERNENE. MRS wERH ~

=Bl SslEs bashiss
IpostStart.sh
TSRS Q' /run/start
all =3
23 [ —pori=8080
Skl

A kubectl IRE R4 a5 FHA

{EMkubectiR ERREmEHIES N ERRREE,

4.8 BEFREE

RERIEES I

RENEEERR/ETIRET, RIEFE, ENERRTNBERINR,

A BELBIEFKubernetes, 1= TRIMERIGENS:
o FRAFERE (liveness probe) , FUMMRSCER: HRSHRATH

WEREEGTE, XUTHNNTpstsSRBHERSFE. WRERIFER
BRERAKY, ZBRLOASZERITERRF, NRER=MIFEINERK
A HATIE(TERE

N ARV SZ3RET (readiness probe ) , IRAINBSEECEME: Z0EHA
FHENSR R ERFTRLIERFIEK ., —LiEFEaIRTErgeRs, thal
ENNE SRS E BRI MBI MER SEI5 T 8RR MRS . XAHEIZR
HIEE, BRHAEETIMEHES . XiftpsE MzeELRAMIEEERH,

HTTPiERAT

té%ﬂa‘:ﬁ%%ﬁizHTTP%ﬁ?, INRERFHUE 20l 3xxAUIRENAEAD , RS =R

ST
REHTERFRISSHEERCREAVAE, MRS IH0NRBEER.

fign, EANRALEER “cat /tmp/healthy” d5$40E/tmp/healthyBREEF
£, WAL TFERS.

4-10 1I8E

anw{ThilE HTTPERAT.
cat
fmpfhealthy iEs:
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=R

FPigr 4 TEfa%
~HES R
£ 4-1 BEEESHIRB
2¥ SHIRE
FEIRATE] FEIRATIE), BAAR. B0, IREFN10, BRNAREIE
10F>FFEaIR
FBATATIE] BRTATE), LA, BN, REA10, RARITREERES
AORBATESATIE 107, WRBTXAATE, RXEREE
?}LT&?JJJQEM tn%;%jjoﬂﬂ” 28, BUABIESEN
’I*/\

5[ kubectl G ERHREE
o NAFERINEEESIGF TR (liveness probe) .
o WAWSKRIHEEIES IS RET ( Readiness probe ) ,

4.9 InfERiR

iERiR (web-terminal ) IRHLEEASRRIEE, HENEHRER XSS

I:IO

LR SIRE
e web-terminal EiARLAsh shelBRA2E, BRAEZIFsh shell,
o RBRETN “1B74” NERTEIRER.
o BEAY, iB7Eweb-terminaldhIAN “exit” , BUESHshiHIZIXE.

B IR R imiE RS 2

SR ERTERLOIEEEFE, ZNSHEPEE “ TERE > TRE
(Deployment) 7 , £ ANRES BB TIERE.

H$IR2 EPodsLf FEIEE “Kin” RE.
SHM “#7 SiY, RPEER.

B 4-11 5%k

5 e =]

O - VEAETEEEETERER, S0T s S8 BEEER
« EERERE 1 BRETEE. T EESshs, 2 Ewindows B L, SHEHEREERCul + Insert (B5) |, Shift + Insert (35

) .

EEEF | container-0 v Command (7): (@) /binfsh fbin/bash

Welcome to Cloud Conmtainer Instance.

s
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mA=REf
FFisrm 4 TESaE

4.10 AKRAE
SAABNTS, TRICAEII R SEH R WA T
M.

o REIAR: KBESHIMRARISLOIEEIBIRARISES], ARKRISREF, WSBiRE
SEAEISE S HEFERISTE L, RIS RFE,

o  ERFR: KBS TIRRRAIZIRASOIMIS, BREBEERIFIRS, FRI

LIl
FriRaZ
ST SREBBLOSRHE, AMNSHERER  TIERE > BRES

( Deployment) ” , HANLBIFERE, BFEALRH “FHR
$£BE2 (EHPodIFE .
IRETLIEIRERAGPU ( REEEGPUBISHZZE T ) siAERHEGPU,

SRR MH3MEERIPod, BIEEAITEE (ERItEEGE=E MEM ) . ROMATD
%@%DG;U;JZDEEE (GPUELRREZEITER ) . BAIHISERIZSEAUREREH
Y “ POd )I—LI, =4 ” o

g KRN =
1. 5 “EREGRT JLUSERIRS, TEMR.

4-12 EIRRK

w nginx

28| 4GB

EEER nginx |=

RiEET |atest v
= container-0

CPU (&) — 200

A (GB) — 4.000

- BIYRGR: BRTELEIERBRIRSIER.
- FRRGFL: BRTHREFONAHER.
- HER{: BERTEREGRRSPHEAEZINESR.
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pe S n
5z =12

4 TIEGE

BBEETNE, FEEFREIRAE. REFHSN. RESGRAICPUM
RNFNE ( RN BRZ/NEER0.25%. 0.2GiB) , HISEREHERERER
EXE (FaE, NREHSEAOMSIRIBLIMEREHTITE ) .

(1 588

BMEP—1BB500MByREREEFET(E, #B500MIFAOMBIRIESLIREREHTI
2, HEMBS I mi&FE.

XITFPodPRE— M EREUEMAGPU, MREHPodENSIEE, BAILUBY

“FHEGPU” AN FREIEBIN BB EFGPU.

TR BB T RIS E:

- Tl ERSANSIISED, ISTIMIE S, M
BrIBRIFIEE . XU EERIRE S, BE FNSEREE
B IS & FIREXHERE , BASE, A1,
SHPERIEE, SRR, RRURSNRE, XS TEE,
BAFESNABRERS . RS 3 0SREX GRS,

- BERE: THRRCRENDTHEBEE, RENMAT, BRTHEL
2, SEFNEGEE, MASENATHR, BEASFESE. nsel
BRI, IAEAOMRESERS, AESIASEE.

- KBEE: EAEPRERSTE, TSTHMALGIPER. MESEN
RIFIEURAMIRIENE, ERILVER RSt ESE, HolRasn
PINETERE, FHETNINKBEB0E, A\THERENERS, ©
FRERAERRELFEFHEER.
FURARBEEEHNSESHNERE.

T E5|HAsZES|APodIP ( PodadIPHBit ) . PodName ( PodB9ZFR ) LAK
Secret, MINTEZIR, EFS|IAXEE. SIBE. HSecret5|BRIEIEES
{sEFESecret,

- BENE. BREOERIERRETEEYR, RIEEEE, EiNEREEE
K. FRSHEESIERES,

- AR S£hBEHAEN, ERSENEGREBIFEMBRMTER. 1#
HEBES N AeREmAR.

- B MASESERMRS, BREMNEEUENT. BEImSNNTE
225 |Z2AYENTRYPOINT/Z o<, IFHRNBEENEBEBEIHS .

- EESME: IESiEEHConfigMapfSecret, ConfigMap#iSecretdplzEis
2 fEHEConfigMap#{&ERESecret,

$BA BF “TF7 , GIEAREE.

i@ﬂtﬂﬁ%%ﬂkﬁlﬁﬁﬁﬂ%@iﬁﬁ, BEES “RMAR B gt
15 S

RINFR: 5F L FIFTRARISCAIERIBARARISERI, FHERRIEES, WSRE
SR AHIIE S HEIFERIEG £, ELSARFER,

ERATCRELHIE : BIRREIFHRAAVFRIRATTHELAIEL, INRSF T LA ERER
MBS ( ERIMFIESLEIEL = SLHIE - RATHELHIE ) o

BEiAR: BB TFRERIZIRALOIMPR, BREEEMMRA, Al
RSl

£S5 BE 27, BE RBRT , ARAH.

e
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pe S nl
5 =12

4 TIEGE

{£F8 kubectl A HAE;

{FRkubectl AR aEIIES I DeploymentET5HY “H&K” &5

4.11 {RFEREL

SR

AT EBRHE T FRBGRH R F N HRBRIECE S . IFIRIESCIRIYSSIEE .

o SEMHELAE: XIFHE. Y. FH=MRE. RETHEIETRREZMN. BE
A3iE). EEEEIE shitA SEAIRIEIR .

o FEifH4E: BoESorifaIzRNARA SCAIRIIER o

A

T T RERFHEEAIPod, LOEBSHASELMFAER . BBEREIEBRES
TRAOPodRY, TiEEHIIER

AR

E LTINS EE R k= 2
ERILARIBA SSTRBITE N MFERES, RRANRSRESRLANIISTEHIE
EEHRTFE, BEETORFENATIRA . SEISHF MR MaERES
EERE: STHRIECPU/AFRIERR, #ITTFRERIBMGE . TIFREtIEs
pU/EENANIRE, ECPU/AFEBT S T—EER, BaMgRsEsl,
ERTRES: SIMESEN R T TFARNEM S . ERTHRAFEXRFSM,
BINERD RX B B I —EEERISEEI N o
[EHAREG: IIFLAIR. B, BAORHARYBYEsREs . 1SR TRHAMATRER
o HRERES: IHRIECPU/AFRIEMRR, HITTIFRERIBR4E.

a. EBERnAR[LOUTHE, ELMSHEHIEE “ THERY > TRS
(Deployment) 7 , BB T{ERABBIRHNREIFE.

b. & “(m4g” fh, BE “EtEmgE” , BE IFIMBGERE o
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pe S n

FPiEmE 4 TYEfRA%E
4-13 FINEZERE
AR RS :
FEEERR policy-01
SR e b= SRS
reaty CPUfEFEES v Fi5E M v 0
FEERETH GO -
EETTLRA 3 -
HATIHE =10 - 1 et
*4-2 FINSEE
¥ SR
REEEIR BN RIERREAIETR
RmEEE R CHERE .
fibe S XH5 “CPUERR" Ml “WEFERZR .
RN “REFFERZER" B9 “FIHE>T0%” , BREX
S TR RTEREE
[EHART < BRI AR, B FRORTIUH TIRRE
WMRIRE 60T, TREBEOWFHIT—IR,
ELEHIURE | MRIREN3, NRREREIEEL=1 31T ERXE T
IREREIE, WAL SRREEIE .
PATENE REERA FEHATRITHIE . 1BINEKRL D STHIEL
c. BFE “ME’ .

Rt RE T, IERIREEE.
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4-14 RERERN

e

FRI RISt \ETIEIER (0-0099%) , MEL4SEMTEIANERNENGSS. SETHDEE, FROFSL, ZUBEEEsBR, SRRE, UINAEH,

[O)= = EESALFESTESE. IEENIEREE, BEEs T14&, BRGNS SERE. ENNENER108
1= SEEER 1= mEEsER R L et WATAE 1= BEEEE -1
~ policy-01 ETER BER CPUEFETISE=T0% . bttt 2020/07/15 14:43:21 GMT+08:00 e | Ex v

FEIMASHRER, BItHRERIESBIE.
o ERTRES: SIFEATEMERE T TIFRARBIEMHSE .
a. B UMEHEgE” , ST IRIMERERERT , IR “ERTRERT .

4-15 ERTREE

RN AEERES

iy

SRRETR

test-policy

BRI 2020-07-15 14:44 X
HiTaE = . =

& 4-3 FINERSRER

2¥ S5

SRERETR BRI B REEAIE R

SRERER R ERTERER o

fih 2 BE] SRERARA AT

HWATIR(E RESANAR S HATRIZIIE . 1ENNSRISEGIEL o

b' EE “E E” o
EettagE T, AIREIREER.
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o [HHERES: IFLIK. B. BABEHIRHLERES
a. BBy “iEMHB4E” , By CRINBRLERER” , ®IF “EHIRER
B 4-16 EHISERE
AI{EYETERE )
EREERR

FafgE

test-policy-period

EEEE 2020-07-15 14:44 — 2021-05-11 14:44 x
s % v
REERTIE 14:44

WATaNE =10 - 1 A5ef

& 4-4 FINEHARES

e S5

REZETR BRI RAERIERIRTR

SREREE 10e 1 EIHATRES o

i =i |1 iR SRS AR A RIRTIE o

MATER(E SRESRA IEHRATRIEDME .
b. & “HE” .

Rt gE T, AIERRIRIRER.

SR BERTERLOUTHE, ALMSHEIRE “ TER > TIRERE

(Deployment) 7, BBETIRRAEEIR,

S 7 e > Fanr” SIS, d (SMEpE, FlaERoy ‘37, B YR

77 EEPRaER PRI £,

SRBLOAMANRIRG— YEE, WEASEMTEL AN TS
©. MBBLHMEE, BRIKEL, HRBEREHBR .
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HRFERMER—TEE (0-9099%))  MEAESERTEIAEENRNTES. SEDHAES, BENREL. RUAREEsRR. 588, NELEER08,
HIEE (5) 30 HiiE
mom  [—] 3 |+ o
£E;3 £ “PodFIR” 4t, ITEFRFRISAIELIET, FPRENETHEY, FREMINTH

SERRAEIRIF o

4-18 FN{e4s

=(Pod) = #E Pod IP CPUBEE() FFEEE(GB iETEE (¥ A =iE

v nginx-6985c584f-c5djg BT 162168 39.152 2.00 4.00 0F O-hET 0%5¢h 198> - =EA%F | ke

v nginx-6985c584f-n2bpf BB+ 2.00 400 -

v ngink-6985¢584f-gnucr ETH 192.168.44.24 2.00 400 OF 0WhET 0555 1980 - =E0= | B

R

4.12 ZPix DNS &

CCIZHF@Id dnsPolicy¥REE N Pod B E A RIHIDNSERES

e None: 7IFPodZHEECCITMERIDNSIRE . X#MAHR—ARATEZEEE X DNSE
BEfAE, FEMdnsConfighic&—iefFER, XZIBEENXDNSEIBE/.

e Default: {FRECCHREAIAMDNS, e8RS ZFIIEE /M ie 3 A7
#r, B{RiE2https://support.huaweicloud.com/dns_faq/
dns_faq_002.html,

e ClusterFirst: {FAMBZTTLERN CoreDNSHRIEIRS HITIH B MRT. (HISHE
AOEERHTE4R ( .clusterlocal ) APLECRIIHZ &1 (H%0, www.kubernetes.io )
BERE b iRSSES ( BAIMMIDNS ) o
Ao EFRIZHAN Liisg A RS 22 00EImZ i8I5S £ https://

support.huaweicloud.com/usermanual-cci/cci_01_0057.html,
(1 %8B

(FERZRIEAIEIE R B P PodiEm B B EE L4 CoreDNSIHE, BNSHEES
DefaultZ:Hg .

ANERFKRAAFEIEEdNSPolicy, NISIRIERE L% CoreDNSIRHRBEIANE ., BIRET
CoreDNS, BRIAEH “ClusterFirst” , &/NA “Default” .

dnsConfig=FEgi5AR:

dnsConfig AN IR EDNSSH, 1REISEIEEHEIE FdnsPolicy SRE& A AT 22 #7
M3 A, HdnsPolicys “None” , RiFAEE /R XX 45T 2B dnsConfigigE; X

dnsPolicyA~73 “None” Y, SEETF dnsPolicyErkAVIHZ T SCERIERL E, 1B

dnsConfighhBc ERIdnsS#] .

e nameservers: DNSHUIPHENEFIZR , X ARIdnsPolicyi® & “None” B, Fl&E
REDEE—NIPHELE, BNLEMERAER . 7IHAIDNSRIIPIIRIEEFHEIE
FdnsPolicy4E B HYIEZ R ST iEBnameserver=Esdh,, FHIFRESRIMbAL
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e searches: FHEZEIEATHIDNSIERITSIZR, WEMEAER, §EfE, RIEAE
RIFGIREEHEIET dnsPolicy £ pRIE R BETI (HRIsearch=F ke, FHIFRE
SMHE . KubernetesizZ 716 MER .

e options: DNSHELE IR, HPESNWRALIEBname Bt (4FE ) Fvalue
Bt (A% ) . ZFERPINBEEHEIE FdnsPolicy4 A& BT SR
options=E&H, dnsConfigAJoptionsfYRELLiEIRIN R S5E FdnsPolicyd BAYIE 2
BRI SRR RS, NStHEdnsConfighiE . & WAYECEIEIEBATATE]
ndotsZ,

BT rntIEAZACE DNS KHig

4-19 Z i DNS FL &

EFtwDNSECE

DNSHEES BN EERER v

(® Empiak

e .:-:h". SI0AES

3
|
+

o EMRGZMNECE: XINNonesRlE, HERIIPHIIE, B3I, HEAIESE. ndots
FRABRCERBIFAdnsConfigdRL .

o BINHBMEFECE: IR ClusterFirsta{&Default g, RERENATEERLE
CoreDNSHfE . IEEHIEAREEIZ{EdnsConfigdEl, SEETdnsPolicy&ERk
AYtE 2 AT RO ERE |, 1ENNdnsConfighhECEAIdNsSE .
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5.1 LSRR
REGHEE D AN TGS
o  AIMIAIE: 1HITAMEIR,
- {FHA “Service” FipN: ZAHRESCCHE— MR EFRGREIEES
ri]o
- {FHELB (FAN ) i51a): ZHAXBEE=IRSAEER ( =B==LAILIIMIE
B, WECSE ) BS5mamER—1VPCRERIAE, BIMER—IPVPCRELD
ZFENRE DT LUERLM AR . BT ZEELBAY “IP:Port” J9IM
2RSS, IFHTTP/HTTPSFITCP/UDPHMNY , MR ERNNB SHRE AR
—/NVPCH, tBEJLUEIREIRRVPCIIEERE, FEEMmINVPCZIEMEEIE.,

o  AMiAIE): BPLATRESITEELB ( ELBM RS REER—VPCA ) , WBIZELBMAA

MG g g o
o MNER/NTAN: BIIENATRXIRSHECESNATHIN, (BSSFR[EEBE DR
E8
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DHE=EZ AERSeviceBiaRS:
@VPCZAIEITFARELBSEmS: Y
AVPCZETTStEE | ETFARELBAASE FA
@FEBELBEIT A FIEL BiIAl GRS _/
T NATRIZE M S g Ia 2l =/ /

@
&

5.2 RMiAIE

ARIEEE I TSR

o fEMServicenzUiAa: ZBRESCCFRE— R EFHRABETILD.

o (ERFARIELBIS[E): ZHHESZRFSARER ( =BREHILIIMIZRIR, UIECS
%) BSGa#ER—1VPCABMRSLME, BIMEE—IVPCRREBEZERIAHT
ATLUERI SR . B PIMIHEEKELBRY “IP:Port” JAAMIRMHIRS, XiF
HTTP/HTTPSFITCP/UDPIMY . MIRERIRSZATBESABAER—1VPCH,
ATLAUEROIEVPCHEERE, F5MNVPCZEIMEERE.

P R/NIRRRUHZEPd, HERHEFEHEREFRIPod, TAEFRIPOdEETS
sFSHEBIEERNHER, BN, FREBSEPTRIFR, XEJPodaItII SR AT, X
79IEPod &R T AME

FRRRZEER, =BEELEHRM T coredns ( WBMHE/ET ) Hhi4, PodRIZ{LHIfAE,
B8, SRR,

HERHERFRED ‘RIS AEHTIKO " BIE, ERRaEisoisCmetEIsE
iw. NTFEFR, BIEHaPoddNIREHAEEHRIPodEY, RFEZEIAIE
“nginx:8080” BNAT,
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5-2 {$M Service ATViAIT

a
If

pd

[/ wEIServicefalP:Port

|

{FRselecton&E: S f,/ I
A= "app:nginx” E@Eﬁlpod/’ ‘
/ |
/ /
Ea  /Esmsn /
i 20

#RE app:nginx

{5F Service A iHE-BIB TEREIZE

EnERLAF, BRFBRECEATR, EERSAMMAEROEEE, BAE
g “IRSBSEIRGENTIRA” HERZAE.

o [RBEFR: IRSBBFRENServicefIZFR, ServiceZBTEIEPodiBEAINIR .
ServiceHUiFLA{S 2152 MW https://support.huaweicloud.com/devg-cci/
cci_05_0007.html,

o ZFcoredns: corednsif{FNERIEMRATIRMEASIGZENTIRS, NRFLE
corednsM T %@Id “IRBBFRAFIHTiKO” HiDGkE,

o fRAFIKOEE
- MY IpRIGREREENY, BIEETCPELUDP,
- raFpEiRO: REERHEERO.
- ARRO: AeEBIFARO, GEpanOMEEIRERO.
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{£F Service SUiGIE- TIFRARBIESMIGIRE
ET{ERHCIRSERE  ServiceH{TRE, WWREN TIFRERETHN, ALt
o BFRENT:

TR ERnARLOIEEERG, ZNSHI=FEE “NEEE > IRSS (Service) ” , &
AMRmEmREE “RINRS” .

B2 £ “INI0BRSS” R, HIaEENER “ERFMAEIClusterlP”
B3 REEENINESH.
o [RBEIR: ARSZATRADServiceAIZFR, ServiceR AT EIEPodIHIARINIR .
o mEFTE: T{ERAFEMEGETE,
o XEXT{Efazk: ERNNServiceTIERE:
o RHFHIROERE
- MY IBIERERIEBENNY, RIEETCPEUDP,
- ipEwO: REGERERYEERO.

- AHRwO: FRNFE0, REhEkOREEIERRO.
$R4 BE IERT , TIFREEHRN “&8#MinE ( ClusterlP )” BIBRSS o

R

{#F kubectl €13 Service
{EEAkubectlBliServiceis 2 M Service,

{sEFAFAM ELB /(2]

MREFENGHEGETEZI) ( ZRFZEMER. =82 LHEMbmRTERR
) ok, JTLUBSSPEFAMSERIRIHZEIELBSLA) ( BNEIZRELBATSEEYIEIZFA
W) , BITFARELBAIVIPISIEIRAZ, o

WRIRBIEEAMELBLS, HREESEZSAMNARNTE—H,
5-3 £ ELB i315)- g2 TEaaY

e

{$F Ingress iFEA

EOLETLERECETAENERMIngressSRERYIF RGN, MECEY TIERER
ST, BSLifE . BARRIENT:

SR ERnARLOIEEEFG, ZMSHI=FEE “MNEEE > I8A (Ingress) 7, &
AMREmREE “RINEE" .
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2 REBHESH.

REEIR: BEMXIngress&EFR.
mRTE: EEFENMOIngressAIf AT
REE: JLLBEEERMIBORERMNN AR TERHRENZI T RL,
SFohmE: FAER SIS RS EIANRO, A{EEIEE.
RISMIINL: SEHSHTTPROMTTPS . NSAIEHTTPS, WAREGIES, St
SIIEHER .
(1] %88
- EIRHTTPSHNYAY, A EELIFEZSFIEBingress-test-secret.yaml, BIERZAINTG RS
ZDl(EHESecret,

- B—ELBEAIRIE— N iwOEEHTTPSE, — MR R E— NS, W
BEABENFAENZHIEBISEE N IngressiimINEIE— N ELB TFHIE—1YEIEE, ELBMY
SEPRRERRVAIER

BHELE:
- 145 AnEiE. SCRRAaREE i, —BES TN, MR E R

Zipial,

- IRACCEHIN: HEMSISREIRRITAD .

BULRRRAPTED : fBIaNARETURL A /healthz, REZGSILATEAIURLIAAE
f5lan/healthz/v1, /healthz/v2,

- BREYURL: FBEFMENAHIDEER.
- RSEFR: IEIFEFBERIMIngressAIfRSS -
- IRSIwO: BEEBEPESELREINEE, SHAPHRE.

T3 BEETRE, Bl ‘B .
BlESRkE, EIngressfIERAIEERIECIZERMINATINngress,

Al AfE R INsEServicelg, EilttServiceUim OB S, BIESEBUNT:

T EZEI=-ARLHEIBEFE, ENSHERIER “NEEE > RS (Service) ” , &
Service AP, EFITNAFETIE, BEEEEHMicOECERIService/[FAY “8F
%ﬁ” o

S22 BIRERRILISH

BaTE: TEREMEGITE, HEARAEH.

XECTIERE: ERNNServiceTIERE;, LHbARATIEH,

IRZEIR: BRSZFRENServicelIBRFR, ServiceRFITFEIEPodifITIAINIR, Ltk

NI R

isOBCE:

- Y IBIRIBSAOMMYSERYIER

- RERO: TEGHEFIFEIFNKRD, ERAPHRE. nginkiEFLhRSIT
Riw480,

- ipiEiwsO: BetinOMETEIEREEIIP ERYIRO, FBEIIPIHE TIEREAIE
B, i%O5BEIA1-65535, A{ESIEE.
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]3I B BT, TIERAZEEHService,

SR LAERINSEIngressfg, E#ttingressiyiml . BEAFIBHEAEE . BIEWNT:

TR ERTA[LOIEEEFE, ZMSHI=FIEE “MNEEE > IRE (Ingress) 7, &
BEXNAYE R, BEAFEHIngresslFHY “BHT o

S £ “EIEH NE, ERNTEH:
o XSMNmO: FMTERHIIERSHIAIRO, TESEE.
o [IRAEE: TIRE “FINST" EINAYREAE.

- & ONEE. ERRpENEEtit, 1z FERRWIHER, FRER
1R REAR AT R PTI S B & SLAIRIBRSS bl . —BECE TIEAMN, Mes
ARERERIIE .

- EXEITECHIN: SRS IFRISRES A PLAC

BISRESEAPCAC: BUGNBRETURLA/healthz, REBFFEILEISRAIURLIIRTIGIE
f5la0/healthz/v1, /healthz/v2,

- BMSTURL: EEFMAGHIEERRER, FIE0: /healthz,
- IRSBEMR: EEFEFEEHIngressAIBRSS -

- IRBIwRO: FREBGPI[RLFEINRO, FHAPRE.
B3 BE BT, TIEREEEHIngress,
5.3 2MiA1E)

AR RIS RIMNRMEIAIIRE;, EaILIARESIEHZRELBSLM ( ELBR/RS

RFER—NVPCH ) , BIJELBLAIARIGAE, HeisMbhasiFNEtEREA

I

o [UEAMISTZIETCPFIUDPEEFIMMNY, RESAEIILUEE “elbAMip:elbif
A7 iplatai.

o  LERAMIFEZIFHTTPAIHTTPSIMIMGAE, REKE, ALAEE “http://
N (elb 23Mip):elbim[/METERZ " ihiEIAE

ServiceREFPUETCPFIUDPHMNEE AT, Ingresse] LARFHEERIHTTPAIHTTPSHMY
ek, AILAUBISEZFRAMEIEMERERNLD, NTEFR.
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5-4 Ingress-Service

www.example.com/foo

www.example.com,/bar
—_— Ingress

foo.example.com

TER—MEIHTTPIMYA R SRR o

Service

Service

SASERRZAS 01 (2024-04-10) WRIERE © LEARITERARERAF

48



pae i onll

BFEr 5 REMLZIAEIE)
5-5 ~MiE)
http://E=(gkelb ip):elb
il /BT
http://10.10.10.10:6701/
Hf=ELB
S-SR
xﬁi@ ISR : elb-cy
Ingress IPHEHE @ 10.10.10.10
MY - HTTP
\ =0 : 6701
x/ BASTERE : /
Serviceix[
\‘”‘R\susu
{EHselector&iz s I/ \
& “app:nginx” & /
gmmai//// \
5= /ﬁﬁ‘%ﬁﬁ”ﬁﬂ / \
K 20 .
Pod
725 app:nginx
LR SRH

{EFREMERMIP ( Elastic IP, {EFREIP) B, 55 7 #REIPRIGEFEPRE

EEEAMBIE-E TR E
ERZBLAIR,

EREZACERHINER “AMiER7 , ARREINTSH.

o [RSBEFR: IRSBBFRENServicelIZFR, ServiceRBTEIEPodiBEAINIR .
ServiceHYiFA{S 2152 IWhttps://support.huaweicloud.com/devg-cci/

cci_05_0007.html,

o Z¥coredns: corednsif{FABRIEMRAEIRMEASMGZBITIRS, NRFZE
corednsM i %@IE “RSBBFRAFIHTIKO” HiamkE,
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%Bi{ﬁﬂr WERELBSE, WRBELBLAIAILARE “CUZHE=AIELBSLA” el

i

LEALBIERRYELBE B St g i fEis & =IaER—1VPCAH .
CCIENAZ IR =B R I9E, BNECIEHLZ=RELBSLHA,

ELBHMY: BIAMISEERAEEINY, SZHFHTTP, HTTPS. TCPFIUDPH}Y

IngressZ#R: IngressEATESIE-CEMNGAHITIINSR ., MNRFEE, =52

SLHISERA G BTREIngress&TR o IngressANFM(EE15S Whttps://

support.huaweicloud.com/devg-cci/cci_05_0008.html,

NFE (EEHTTP/HTTPSHMYAAIECE ) © Bid&ipaaE, AMEEE

ZBEBETIEXE, FEEERTIERTIERYELBSTHREIELRIP,

IEH (IERHTTPSHMYEIAIE ) © SSLEBRIS AT XZESISSLEE .

ELBim: iSEiR(FRARVELBIAIAIE AN AN

SR O HERERIEEINY, FNEETCPELUDP, NSRELBIMMIEE

HTTP/HTTPS, WG #HimHMYATCP,

pRE A [T

- GEhERO: fABRHAIEEREC.

- AeEim0: SRHTYIKO, RFHEKROMRSEISSREKRO.

HTTPEREHECE

- MREJER{Z: URLIGIEIAYERER, &L “/7 Fk, 40 “/api/web” , tAJLAZE
REER “)7

- RAEHERO: AIELENAEIGERO.

ATFEFR, BRYWELBSEHIRYIPHEAEYS “10.10.10.10” , NIE@T “http://
10.10.10.10:6071/” FEATLAMNARIGIRIZIRE .
5-6 ECEAMIGIESE]

kel

FEcoredns (D) [ @] EEordsELEETEES
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BCEARAE- TFRE eI EIRE

gz

$EE2
H$LE3

F£R4

T eSO RS Service BTRE, ILELEN TIRRERATEA, ESTRE
. ERREIT:

BREABLOISEIEHE, ZNSH=FIER “MEEE > BRSS (Service) 7, &
ARmEE “RmmRs” .

£ “ININARSS” TR, HIOZERIER “ a9 LoadBalancer” ,

RESE M REIYEHIESH.

o [RSBEIR: IRFZATRADServiceAIZFR, ServiceR AT EEPodIFIARINIR .

o wRTE: TIERHMAEREZIE,

o XKEXT{Efazk: ZERNMNServiceRITIERE

J ﬁé‘éﬁi’ﬂfﬁi: R AMELBSERY, YIRBELBLAIRILASE “BURELBSES)” XE!
2.

ikl

LA BIEERVELBRE E S AR e A TBIER—1"VPCH
CCIENAZ PR = B R I9E, BINEEIEHLZ=RIELBSLH,

o DFIKOEE

- UMY IBEIRERNEEMY, BIEETCPEEUDP,

- iAEEO: EERERsIEEO.

- ARikO: FRVIFAEO, GREFEHEREOMEEIERKO,
B BT, TERIEERIN “ 9% LoadBalancer” BIARSS .

700 DNAT 5T A =

gz
LER2

TERAZEIREE, NRBEFRLMIGIEPod, RTEERELB, ERJLURINDNATIAIE
B BAREFNT:

BIEE— 1 NATRIX .

{FERkubect|8ZDNATZERRYService, BAEIEHN1ES%E Service, TH=Z—1
DNATZEBYHYService =51 :

apiVersion: v1
kind: Service
metadata:
name: nginx
namespace: default # FAF&@&=IE, EKilJdefault
annotations:
kubernetes.io/elb.class: dnat # ERIDNAT
kubernetes.io/natgateway.id: 4b8cda3d-3543-4ebd-a55e-ca610b3b3c43 # NATRKID
spec:
loadBalancerlP: 100.85.218.195  # DNAT{EFRHY EIP
selector:
app: nginx
ports:
- name: serviceO
targetPort: 80  # Pod RERGIHO
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port: 8080 # DNATIAENRC
protocol: TCP
type: LoadBalancer # ServicefJ38Y

$I¥3 BIFEING, FHKubectl describe <service_name> -n <service_namespace> AJLAZE

EServiceBFIRE

----45R

BIZFHEFRING, #AILAEREIP+PortAy75z0iEPod T 6
LRSPRHE:

1. BT —SDNATHINReett & — 1 ais, EIt—5RDNAT Servicetb RAEXREA—1
[GifPod, #Bid— NEIDNATHRNILPELLM .

—/N NAT RIERESRNN 200 22 DNAT #10, EAIRSISENATIIEIRY,
DNAT ServiceBliZ2/5RIIRAI I BEIEE, (BRIBEAEERIRFITIERIRE
FRFERIEEIA R RBEEEX M IRHARPRIINATRXAIERH

WNERTESNATIIN{E BRI X FBCEDNAT Service, iBHIFDNAT Service{@HRY
EIPSSNATHINZBERIEIPAE] o

6. NATRIXAYER, BATSENATRKIE,

0 Ingress iFEA

A LATE TERE IR =S RE R MNIngressZEBIAIAE], RS TEREUIREST
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o EHECE:
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BIZRERERPLES: BIGNAREYURLIY/healthz, REFFSILRISAIURLITENIAIE,
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* Fl
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* BB default > | C FEEUWE )

EREEEHA.

remEas HyerlE, ERRERE.
ERGET, B WS SNATRE” .

ENATRIXNE, BEFERNSNATARAINATRIKER

FESNATIIITRES R, By “IARIOSNATHIN”
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nat-test & RINSNATERM

a7735f74-04b2-
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CCI-VPC-10223¢

cci-cnnorthla-11

default FH cci-cnnorth1a-1022346792(192.1... v

BHAMIP Bl WRER #738 (Mbit/s)  HBERL g | 5G]

[=] E

SNATHIUECESSRkfE, ATLANARRIBEAMN T, tTFERAG, NAEPEE
pingi@ A o

5-11 NEFSE=HiHER

Z

O-
- . = FEHEEEEECH] + Insert (£5]) . Shift + Insert (¥ c
E3EE#R | container-0 hd command @ (@) fbinish Ibin/bash

elcome to Cloud Container Instance.

/ # ping www.huaweicloud.com

PING www.huaweicloud.com (123.125.46.118): 56 data bytes
64 bytes from 123.125.46.118: seq ttl=55 time=4.196 ms
64 bytes from 123.125.46.118: ttl=55 time=3.370 ms
64 bytes from 123.125.46.118: s ¥ 55 time=3.329 ms
64 bytes from 123.125.46.118 55 time=3.325 ms
64 bytes from 123.125.46.118 55 time=3.403 ms
64 bytes from 123.125.46.118: 55 time=3.394 ms
55 time=3.322 ms

64 bytes from 123.125.46.118: s

et
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SR IFIEOBSEIZNN R EFEEEHIIBTEIE KR T, OBSE—

ETURESEFMERS, AEFREHEE. 2. SUR. BRANEIEFE
BE. FIREAMREHES.

PersistentVolumeClaim ( PVC)
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Bl BNFEF, MAFERPCFEOUMEENFERIR. SKRIEFHETIE.,
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SEFAPR I
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B “=IEREES” RERXBTNINEERE, ST SREERSAN.
inIN=fE&
$B1 BFABLAEFE, BELNSHEN “EFHEE > IESEHES S
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ConfigMapE—FAF M AR RREEENARELE, WERERE, TES
SRR ER S AHER.

tlJ#E ConfigMap

SR BERnARLOUTHE, REEMNSHER “BEH0 > BEcEIR ( ConfigMap ) 7,
FENREPEEGSTE, 2§ “SIERER” .

CCIEflE L IFERERYAMLA R AR BN, Ta LAREIEYAMLEIE, WA
ConfigMapfIYAMLEEM S, BFE “HAE” BIA], YAMLEMAILASEyamlii&= .

S22 ZBR[RLOF ‘FITERAN M “XHLEE” w7 kelECConfigMap.
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& 7-1 A ESE0RA
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“BCEINAR #ERIConfigMapZ iR,

BRAUNEFEHMFIL, NEFE. HF. il
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VEARE ) , NEFERHFERN1Z253FHNFH
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BREK,

BE NI’ , EEREEEIEAIConfigMapRRURRNME, BE “TH .
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ConfigMap B9
BcEGIESTE, TTERIZGHBMNTRETERIIRSEERET, NTEMR,
1&& Hcci-configmap01 B ETUEFE] “/tmp/configmap1” &R T,
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Bl (2 = @
EEEW C
=il EEEE IR EE
coi-configmap-01 v ftmp/configmap1 O ks
@ ENEER

GEEEE, £ “/tmp/configmap1” BIETISCIREENH, EREWRY “#7 A%
XHE; BT RERXEPRIRE .

ConfigMap S 4H&=EK
ConfigMap&RiRX 437 1Fjsonflyam Ffig=l, BEIREX/NFSEBIZ1MB,
e jsoni&zt

X{H&FRAconfigmap.json, EoEREIENT:

{
"kind": "ConfigMap",
"apiVersion": "v1",
"metadata": {
"name": "nginxconf",
"namespace": "cci-namespace-demo"

STRERA 01 (2024-04-10) IR © ERRBRABRAT 72



pe S n

FBFisEs 7B EEE
L
"data": {
"nginx.conf": "server {\n listen 80;\n server_name localhost;\n\n location / {\n root
html;\n index index.html index.htm;\n  }\n}"
}
}

e yamlig=

X{EZFRAconfigmap.yaml, BCERBIZNT:
kind: ConfigMap
apiVersion: v1
metadata:
name: nginxconf
namespace: cci-namespace-demo
data:
nginx.conf: |-
server {
listen 80;
server_name localhost;

location / {
root html;
index index.html index.htm;
}
}

A kubectl €ll# ConfigMap
{$Akubectltli®ConfigMapisZ Il ConfigMap .

7.2 {8 Secret

Secreti@KubernetesH—fINZEFEIRIENSR, EALUSIAMEER. iEH. fAEE
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cci-secret-01 v ftmpfsecret1 B el
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Secret M {4t&T iR ER
e secret.yamUERIEIRI 4
BINIER— N AR ZIRE FEATkey-valueFINEE, AJLAEIE SecretSksLIn:
key1: valuel
key2: value2

ENXRYSecretXfhsecretyamlIAIN T . EFValueEBi#H{TBase64477,
Base644wi5 /55155 W al{di#{TBase644wtS

apiVersion: v1
kind: Secret
metadata:
name: mysecret # secretfIZFR
annotations:
description: "test"
labels:
label-01: value-01
label-02: value-02
data:
key1l: dmFsdWUx #EZEFHBase649mi3
key2: dmFsdWUy #FEZEFBase644mig
type: Opaque # WRAA0paque

e secret.jsoniFiEEIAI 4
E X HSecret{Hsecret.json IS T o
{

"apiVersion": "v1",
"kind": "Secret",
"metadata": {
"annotations": {
"description": "test"
1
"labels": {
"label-01": "value-01",
"label-02": "value-02"
1
"name": "mysecret"

h
"data": {

}
ntype™ "Opague”

YN{aNii4T Base64 415

IF R TBase64 1%, AILABIE(FER “echo -n BRMBAIANZE | base64” dp<ED
A, RHENT:
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MzMwNg==
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FtEREISERE, SCIERERINE .
AR

e Secret5SSUIFHILARE—ECER .
o NP HERSSLEEHITIIZAE,
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SSLIEB D ANEIEBEE RIS . NEIERBENENSFIEBANEEEL, &0
AE=FIEBAIEBWE, ERNEIERRIWebMiL, FIAEFiREEEEN. BE

ZIBEHEAFECMASLBECH, —RAILUERopenssl4Ery, FIAZERinERMEE
B, RSERNENSEHEE, ERZREEAHREERL,

ARSS ERBIT L SSLIEH ] LA SR E BEE FPinfliRS 2R Z@aIIN=ER , AL
IEHHRERRTHEE, RIETWHEEERNIREE . SEREHRLAIIRSS LaEWeb
NRAFELZEAMIGIER, SRR AREIRYAIEETUEEAMIAE, ELBID
BUEEHTTPSHIMY, B AMIGEASES .

BERnARLEHE, PEAMNSHIZR “BEHO > SSUESR” , EANRESIE
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NEURGFIERENASRGIRER . EeZAHITRED, (ERTTCZINRGIRE, I
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o BEMBERRBESEE201ER.
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o WIRREFEBEIRMAEL, NFEBFTEENATRKRS
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a. iRRICECE : (UITIRFELECRSARRIRER, LEEERIRPodIIRERERET
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m/test-’ i/centositools

ERERS

BEERZR
ECCH=FIBAIPodNHE, HEMERIRERIRIRCIZAISTA, HNFERE. EFHFRE

'g, A LAERIZSEAIE TIRB RS, MREHIRGIREBEY, WeBENIRERE

15N O

B kubectl ERFEERIRER
BT kubectEFEHR RIZES MEMRBE R,

8.4 SIRRMHRIRER

B’rn=

RENR TIMTEITEH SIHRGREBRITED .. MEREF. BETREGREBIIME
JRIE, B2 RRGRIRRHNE .

ERERIRR
LENFRRBLIRERE, TUBSW TSREEE.

TH1 ERZBRLOAEREHE, ZMSH=FEE “RERERT , EANRGIRBIIE
F_T

o

S2 BPHRHREER, BEARGREGIFBR.
I3 SERBRIBIER. RS, RERFEH . REREXNSES .. SEFHFFH

SIRGRIBRSHATAN, JLMERIZRGIRE,
SRGEREBISHEEN, SUTEFERAEESHFAER.
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HIFFERE

Susn = 3 EEEY ReEiE

SRS THBRER ) = 2023/06/09 10:27:34 GMT+08:00
= lable
=

A i

Er s, i

AT = iled

FrenmReRERe =

RETEESEES =

.

HIFRRBRIRER

ALY

N

IRBIREIN—DEVSTZEZRER, REBREREBEES(IENAIEVSZEZREBZEM. X
FABERAREIRE, MRECIZIFRREFREINS, FFIMER.

SERYRGREBABERN, JUBSTERATREREE.

TH1 ERZBRLOERETE, ZMSH=FEE “RERERT , EANRGIRBIIE
s

SR2 WEFFMERANRGRIRER, BEA LY “MERIRER” &R,
SEEBREIRGREBRETITR “HER” .

R

{5 kubectl ETRRRIRER
fEMkubectlEE . MIREEIRE, B2 NERHERE.
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HEEE
CARRLHTIFEZATEEERERE, BREEEEREIMERINBEFE

%, R BHTEANIIREFHEET,

WEETIHREARIATRHEE, tJRER AT ANER, FMIES WAL SETIHEE
ILTRHA

A BELHIXHE T RAIE4ETE ( Application Operations Management,

AOM) , AOMAREREFETRY “log” SR BETE, HEigFIAOME, HE
EEENEER,

RARRZEEPoIIFZFREERRS, ITEERT.

B 9-1 &#&HE

PodZIZE Q

~ cc-deployment-20211141-6f:

I SESEER
AR ARHRRE A BB FINE TS

o FENHATER: ESFEESIIERAEHIRE, FERIENHERERR
THEBRESZEE—N, XFEATTEEAZIAEEFEET.

i
1. BHRATEREEREEINERARTEER, BNSIEERERXTERT
HREBE.

2. BRIRXIFATRIETAY “log” . “trace” . “out” BEXH,
3. RERERE20MEEXH, tHMRRENESHEZ RetmbE HERETH
203 fHHR

o AFEFMETE: AEHFFE=EAN.
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FFisrm 9 BESEIE
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1. AOMBAEIXE/MEFS500MAYRZE AEFETIE), Bid500MANSIRIBERR
1@5@;)_ TWE:, TTENIES W mint&iEE.

ASFE=EEESHR 152, EaiEapiEOCERARAET, SHRREVES
1G|Bj?,2G|B

3. Z=ENRETE, BIITRE, MRATXHEE2G, BIRRIMIFEE.

9-2 (EFHEFE
FERs: TSEERFESURTEHES. FEUESE. SOCTENE NASRREE ~
zEndzEg @ BEFEESH (GB) B
tmpiiog 1|+ 2

BEHE
THlETRE, ELEERHEAT.
BEOOIERE, EERLPFRET, B “§F8EE .

B 9-3 ZEFRE

il

i 3 nginx ®ETE (3 gene-container-avng

3 =5

0.000178 TR IR
2
PodglsE Q
SH(Pod) EwE PadlP CPUBEE( AEEERCE)  EETE N EE
~  nginx-6ig75c8478-x5698 ETE 0)at 05355 47

HFAOMAEFRIAEENNERAIAE, AOMPATERGAFENEERET H.
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mA=REA

HPFPigE 10 YSiIRETE
A iohEss
har A =g

CCIEcEAOMYIPodF B ITEIGTE, RREEMBIEEECPU/NF/MHESE ., Ea]LA
FECCHzHIBEEPodIMEIIBIREURE, BEJLAFEAOMGPEE,
EIERR

FAOMEESIE, AILIEBERRLAIRIER, BIrRETIBEIER10-1,

% 10-1 \5iziBin

IBix | I8IR2R | IBIra Y BEBE | B

ID

cpuUs | CPUER | iZdBIsATFARITNEXNRAICPU | 0~100% | BDEE

age | X %, BRSEIRMERSIRE (Percent)
AICPUIZEIELLR,

cpuCo | CPURH | iZISRATEITNEXNSRIEHIRY | 21 # ( Core)

reLimi | 22 CPUZEE,

t

cpuCo | CPURIZ | ZISIRBTFFHITNENREEZFE | 20 % (Core)

reUse | 5 FARICPURZANEL

d

memC | ¥IBRE | iZBRBETRITNENREFIE | =0 Jk=FT

apacit | 28 YIEREDE, ( Megabyte

y s)

mem | YIERE |ZBFETHRITNSNREFER |0~100% | BHLE

Usage | fEEA= PE?? HIREMIEREFESENES ( Percent )
t o

mem | YIBERE | ZBFBETHRITNENREIRE | 20 k=T

Used | {FRE L(FRYIIEAF (Resident ( Megabyte
Set Size ) o s)
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BEEBHRLAI Pod ROMSEEUE
FECCHEHIA |, BEPodISREIE.

HNCC, EMSi=hiER “ TRz > TIKE (Deployment ) 7 , FEGMITIEE
FEIBONIERE . BEEPodILAITEAY “IEiE” ME, ZREERPodii—/ N \iTHY
CPUFRH=FINFE AR,

CClHEHa AR REEERNERCPURRRMNFERR, SHpENAIs4HEE
IRSSAOMEBE S Ini=EiR.

] BEUERETH “BFEE" , EAAOMEFIS,

B e 5 R M p— s ez | e |[C

L= BN 05
ity E a8
B )
B|EER: container-0
CPURERIZE(%) B/ T BX AEERE%) &/ Ty 8
o o0 o oors 0075 oors

_.N,_
SER2 EEEI;:' , FEMEREIR AN o
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HPFPigE 10 ISR

10-3 N EER

BHTIE | IR | SPRHE E30nE - c

ez |+

cCl-Cluster

nEEs O aEEE

Instance Template
cpuUsage (Fi3{E) BE~ memUsage (FEH9fE) Eve.

SEBKSR: cci-deployment-239-1660811981485-79869¢9. SEFHSFR: cci-deployment-239-1660811981485-79869¢9.

$B|3 EENEENRESER, fla0: &R “CPUERZR" , RfEfiA.

10-4 RGti5hR
FINSTEE

=5 | CPUERE=

N
4

s | EE - s SN | 144a -

. Q TisRE (TESFEINSANET) =
CPUfEFIEE *

.|||||
i

£ =&
@@ cruEEx
CPUREER

HHE

CPURHEEE

_tiTBps

_#7Pps

LiTiEtaE

TTBps

TTPps

TrEaz “
F= i

EEFAR

MEEREE

SLFIEFR: cci-deployment-239-1660811981485-79869¢9...

T4 NEFBEPEIEFPodIEIEEIE.
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10-5 Y5EAE

o EEE
ns=EE Q W
eTNEER Q E; E’;‘ RE= oz
Instance Template
cpuUsage (F9(E) e memUsage (FH9{&) T CPUERE (F5(E) B
SPHETR: cci-deployment-239-1660811981485-79869c9. ZBIER: cci-deployment-239-1660811981485-79869¢9. ofHEFR: cci-deployment-239-1660811981485-79869c9.

S
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1 1 RS

kubernetesfR T W ERYSIFAEMLAIN, EMRIBHEZLURHFIIFZRIZET, U

Kubernetes DNS, Kubernetes DashboardZZs,

gL="

HREENMEINEEY B, HalnaseLHlRM T corednsifHtIE(FER, ErJAE=
ALK E FEETERG, NMmAERERBAHREAITEE .
coredns }HEEFNE

corednsiff /9 iZRIE b ATAR M N EPIRER BATARSS . BINEAREXI AR TMIR .
FHRIRE, SUSSHEREREEETIRS TXEIESER .

TR
BB BRARETIISEEEE, ANSHSREE EEEE > BHTET , BEa
FE® .

11-1 coredns ¥&4

e .
: v coredns
3,-"‘-~
058 | 1GB
EFETE] - 202000304 20:04:55 GMT+02:00 @

$I2 T HRUARAT , BE IRERT &AM
1. Z$E259K A EARAR corednsiffdiT, ATEBIMTSH:

- FRE: BE RINT, SR BENEERENERSE, B —1
B2(EXY, #HIDNSFRIES, [EH—1a—2HDNS IPibiE, #0"acme.local --
1.2.3.4,6.7.8.9",
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- LbiisgERSes: BITIRERNIRSIHE K BE Xt & 2 /M0t 2 it 18
X A—1a—2HDNS IPHttit, 5140"8.8.8.8","8.8.4.4",

2. ZER2510% LA EARA R corednstff4AY, RRIBCEIITESE:

- BEEbE: SAREWSEE, RiGhEFEITEIRYERETESSE
A, EFEIEE, Fl0 “WHEiRIAE” . “BHSTERET
EEATHMHERS Y

¥reRlE, BELME ‘ISR > JBEsf)” PEIIERRAEY, WE.

=z
11-2 coredns iR ZERKIN

I:I coredns

250
Version - 1
EEHE
SEERTIE] © 2020/07/15 17:17:03 .. ®a T
35 CoreDNS B2 BRI

£ R LUER CoreDNS CorefilefConfigMap A B IRZ A TIESA R . (F
FRiEH 4 proxy AT %3 Core DNSHITEAR IS I THCE -

WREREERE—MIF10.150.0. 189 Consull Z BT IRSS 28, FHBFTE Consulfild;
ZEBtA.consul.localfI/F48 . ECoreDNSHIConfigMapehizRinin = S BRI G i%ts3
ARSZ2E Bl B 7ECoreDNSH:

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

ERERZRIConfigMapil FE&:

apiVersion: v1
data:
Corefile: |-
5353 {
cache 30
errors
health
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa
}

loadbalance round_robin
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prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

}

consul.local:5353 {
errors
cache 30
proxy . 10.150.0.1

}
kind: ConfigMap
metadata:

name: coredns
namespace: kube-system

SR ETERATLUMEM CoreDNS CorefilefConfigMapl A B MBREZ E M TIES . (F
FBff{4proxyal X4 Core DNSHITEAR IS H I THCE -

79 CoreDNS B & HEHRH%EIR
CoreDNS{ERloglif{HBie 2 #tr HEITENEIfrn &MY, ni@EdfcE BEmHiEIRE
EVHENATAS, TEAOMPEERITAE. TSRS RERANIEFS
T, SHEFTEDIF AT HER R ER S rTsE ST Core DNSHI M BEIE B BB RIS o

SEIlogiff STIFEMTERT . R KA IE IR = AT kI E, WE:

11-3 EINECE

EHERATNEE || BHENEMET | | BHBRTEREr

X NMAYfEiRBC BRI T :

log [NAMES...] [FORMAT] {
class CLASSES...
}

(MERIY:
CLASSESZFRRMICRAIMBMNZER, B—MATED RAITIE .
B E RS AT

o HAETAIIES:

A RIS 1ElogiBECLASSESHiZsNsuccessIfi 2%, CoreDNSEIEEEMALINAIE
SITENERER L

o HHETEAKEE:

AIESIEE logifE{tECLASSESHiRINdeniallIf 2%, CoreDNSEISEEITEMAIE
&, BISINXDOMAINZgnodatalgi ( BFRFFTE, EEAREFE ) FIENRRERL .

o HHEEFEIRAE:
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mA=REf
5 =12

11 iHHEE

BEBTES

gz

LLaizk

log . {

REEIGTEogiFfFCLASSESH iR Nerrorifiz 241, CoreDNSEIEMRITIEIRMAE
FTENZEIFRERE, BINSERVFAIL. NOTIMP, REFUSED=‘=1IH§§TL$EHI§;UMT
ETROERER, EFRATATIDNSIRSS A 0] A AR

ERQE:
NRAKIZF DRME—ECE, WISKHABEESE

A E=

e SEil=F }ﬁ#HRE’HI']CoreDNSE’J%-H‘EW»E% MCoreDNSARSSHIZAI A EICRIKA
28R, AdizEpo BEERN, WltsexEn .

“EHBETRINES” 5 ‘BB AWEES” Hfl, BEiklogiEHECES:

class success denial

}

B AL INAICoreDNSXI M AIConfigMapili T :

apiVersion: v1

data:

Corefile: |-
5353 {

}

cache 30
errors
log . {

classes success denial

}
health

kubernetes cluster.local in-addr.arpa ip6.arpa {

pods insecure
upstream /etc/resolv.conf
fallthrough in-addr.arpa ip6.arpa

}

loadbalance round_robin
prometheus 0.0.0.0:9153
proxy . /etc/resolv.conf
reload

kind: ConfigMap
metadata:
name: coredns
namespace: kube-system

FEERERTESEGE, JIUBZAOMIRSEERITES.

ETBRLASEEHE, ENSIEER “EEHSTE > HELF)” , GikE
“CoreDNS” i&f4, A\ CoreDNSHR{FTIMH
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11-4 $HESEBIFIR

P @ | DsEzE ghtesw ~ IR EEHER | vpogsh 192168.00/16

SIREHE £ 2021/04/15 11:41:39 GM. [OR:Na

T2 BHEFESIFEFAIcoredns Deployment i A\podFlZ.

11-5 CoreDNS Deployment

coredns

T

coredns coredns

£E3 fEpoddIRAVRIE—I=hikE “BEFHE” BN, BAAEAOMAESEEcorednsiIH

==
JTOSYY

11-6 Pod %3

e
kubernetes I Z FITZ1E

DNSERBEAILATEE N podBEht_ LT8R E, BRI, KubernetessziFDefault,
ClusterFirst, ClusterFirstWithHostNetfINonePUfDNSZKHEE, BE{AiEZS Whttps://
kubernetes.io/docs/concepts/services-networking/dns-pod-service/, XLEERAE
fEpod-specificiidnsPolicy ZFERHIEE -

e “Default” : #NERdnsPolicy#iRE “Default” , NZFREFEEISMpodiz
TP R4ER, BENX LiHSEZRS B INFREA S SIX A RIE—iEFER .
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e  “ClusterFirst” : #NERdnsPolicy#ig & “ClusterFirst” , {HISHEcEAIEEE
1S4 AILECAIDNSEIA (a0, www.kubernetes.io ) &4 AEIMIZTS mA4HRT
EhraiRIRSES . SRR EENCE T AYMIFIRIGFN LiiFDNSIRSS2E -

e  “ClusterFirstWithHostNet” : XtF{FHhostNetworkiz{THIPod, &NiZAR%E
IREEDNSEERE “ClusterFirstWithHostNet” .

e “None” : ERFPodZEEKubernetestMEHHIDNSIEE . M{FFdnsConfigPod
MR ZERIRMHFTEDNSIRE o
(MARzY::]
e Kubernetes 1.108 LA ERRA, iEFDefault. ClusterFirst. ClusterFirstWithHostNetfINone

POFhEERg; {KFKubernetes 1.10kRA, {XZiEdefault. ClusterFirstfl
ClusterFirstWithHostNet=#4,

e “Default” REERIARIDNSEERS ., A1RdnsPolicyfdFlagi&B45RIIS08, MBKIAER
“ClusterFirst” .

BERERE:

o RECEFRN: @A AR ENERHESRBAYE TSR, Flin
“www.kubernetes.io” , BEEWHEARIMRBT =AY LiHEZRSEE.
o CEEFRE: WREE 7 FHRIEFN_EHF DNS fR5S2E, DNS EgEETFTEH
TRIEXHEREI TSR
BB LR EIET coredns B DNS E£EE,
NEEFE, BEIEKRNEER, FRIETENBERELZIXINA DNS L:

» BEEHEZNZF (1 “.clusterlocal” ) : EREEAIEET
coredns,

» BEEFRIEEHRNSEFE (FIa0 “.acmelocal” ) : ER#EAXEZIEERN
BN DNS f#Eres (fFlan: YSIRTE 1.2.34)

" ReelLEe LEERIEF (B0 “widget.com” ) : iERIEEAT L
DNS,

11-7 BHIEKRIE

coredns

kube-dns
* cluster local

DNS cache
(dnsmasq)
Pod
dnsPolicy:ClusterFirst
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iEHRIEAINE, SR ARSI R

xR 11-1 EfhigE

HBR(F

il

FHR

O mEsRmmERREs, ABRE T8 , AT

REER, BE “RBR7 .

BES, BREERNERRE, BF BX .

wEll, KESmE WL

50

MPRRELERE, BERIEF.

CoreDNS 2 ETIEFRALHICR

Z 11-2 CoreDNS g Z iR RAICR

TR

STRFHOSEEFRAS

EHTFE

HXARA

1.29.4

v1.21
v1.23
v1.25
v1.27
v1.28
v1.29

1&HCCCE v1.298:8%

1.10.1

1.28.7

v1.21
v1.23
v1.25
v1.27
v1.28

SIFHEERENEE, £F
RENFHR

1.10.1

1.28.5

v1.21
v1.23
v1.25
v1.27
v1.28

(2=

1.10.1
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TR

SZHFHIEERFIR A

BT

HXARZS

1.28.4

v1.21
v1.23
v1.25
v1.27
v1.28

1&fCCCE v1.28558%

1.10.1

1.27.4

v1.19
v1.21
v1.23
v1.25
v1.27

1.10.1

1.27.1

v1.19
v1.21
v1.23
v1.25
v1.27

1EACCCE v1.275&8%

1.10.1

1.25.1

v1.19
v1.21
v1.23
v1.25

1EHCCCE v1.25558%

1.84

1.23.3

v1.15
v1.17
v1.19
v1.21
v1.23

RHHREBITTTHR

1.8.4

1.23.2

v1.15
v1.17
v1.19
v1.21
v1.23

TR TR

1.84

1.23.1

v1.15
v1.17
v1.19
v1.21
v1.23

1&H2CCE v1.2358F

1.84
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REARAS TIRFROEERERA B HXhRA
1.17.15 v1.15 1EBLCCE v1.2168% 1.8.4
v1.17
v1.19
v1.21

1.17.9 v1.15 FREARERBI1 TR 1.8.4
v1.17
v1.19

1.17.7 v1.15 S ELXV.8ARA 1.8.4
v1.17
v1.19

1.17.4 v1.17 1EBLCCE v1.1958% 1.6.5
v1.19

1.17.3 v1.17 SiEv117EEE, BEFR | 1.6.5

A& o)
1.17.1 v1.17 vl 78R 1.6.5
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12.1 =®HITIRFEZISHI CCl #B{EFIZR

CCliEE =®1HARSS ( Cloud Trace Service, f&FRCTS ) AR RIRS ZIRAR(EIC
F, ICEABTEEENZEEET 8T E AP RSB F IR EERIAR IR
ERER, HEEa. FitFeER,

x 12-1 =HIHIRSSHFH CCl RETIER

BRIESR SHAR

BlE— N ServiceXdR createService
Hp&—ServiceXdHR deleteService

gj Br1EEENamespace FAIFBServiceXd | deleteServicesByNamespace
BHigERIServiceXI R replaceService
EFTEERServiceXIHR updateService

& — N EndpointXdsR deleteEndpoint

fpatsENamespace FHUFFEENdpointd | deleteEndpointsByNamespace
3

EitatgENamespace FHYENndpointIgHR replaceEndpoint
EFisxENamespace FHYEndpointiJ5R updateEndpoint

EllEZE— 1 DeploymentXFHR createDeployment

p&— DeploymentXd5R deleteDeployment
HiFRIEENamespace FAYFRE deleteDeploymentsByNamespace
Deploymentids:

EitatgENamespace FHYDeploymentXd | replaceDeployment
ES
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BRERTR

SHER

BE#EENamespace FAYDeploymentXy
E3

updateDeployment

BliE—StatefulsetId5R

createStatefulset

fRIBR—Statefulset d5R

deleteStatefulset

MiFRIEENamespace FHIFRA Statefulset
PUE

deleteStatefulsetsByNamespace

EiigEENamespace FHIStatefulsetITs

replaceStatefulset

EFIEENamespace FHYStatefulsetITHR

updateStatefulset

BlIZE—"NobXIHR

createlob

fIBR—NobXFSR

deleteJob

fHpRIEENamespace FAIFAEJobITR

deleteJobsByNamespace

BiatgENamespace FHIE N obXd5RAY | replacelob
EHfgxENamespace FHIE AN obXI5AY | updatelob
K&

BlE— 1 CronjobXJ5R createCronjob

fHIEE—Cronjobisr

deleteCronjob

fIBRIEENamespace FRIFTE CronjobXd
®

deleteCronjobsByNamespace

EiatgENamespace FRIE A Cronjobd
KAV

replaceCronjob

BEFiEENamespace FRIE Cronjobxd
KHMRE

updateCronjob

BlIZ—"Ingressids

createlngress

HBE—NIngressIT&R

deletelngress

HIERIEENamespace FHIFRAIngressIy
R

deletelngressesByNamespace

EtgENamespace FHY4FEIngressXd
R

replacelngress

EFigsxENamespace FHIE N Ingressxd
KPR

updatelngress

tlE#E— 1 "Namespace

createNamespace

HB&—1Namespace

deleteNamespace

ElE#— Pod

createPod
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12 Hit
BRERTR EHER
EHrgEPod updatePod
g EPod replacePod
flBER—~Pod deletePod
fIE&Namespace FERAEHRIPod deletePodsByNamespace
fHIBRIEEEVent deleteEvent

BlEE—~Configmap

createConfigmap

E#iEEConfigmap

updateConfigmap

EitatgEConfigmap

replaceConfigmap

fiER—~Configmap

deleteConfigmap

fIERIERENamespace FEFARIConfigmap

deleteConfigmapsByNamespace

BlE—1Secret createSecret
EFiEESecret updateSecret
EBirigESecret replaceSecret
fRIRRIERESecret deleteSecret

RS ENamespace FErEHRISecret

deleteSecretsByNamespace

fRIpREENetwork

deleteNetwork

Bl#E— " Network

createNetwork

HiER+EENamespace FEFERINetwork

deleteNetworksByNamespace

EiisENetwork

updateNetwork

EiaigENetwork

replaceNetwork

BlliEnetwork-attachment-definition

createNetworkAttachmentDefinition

Hip&IEENamespace FErGHRInetwork-
attachment-definitions

deleteNetworkAttachmentDefinitions
ByNamespace

HIERtEENnetwork-attachment-definition

deleteNetworkAttachmentDefinition

BllEPV

createPersistentvolume

fHipRIERENamespace FETBERIPV

deletePersistentvolumesByNamespac
e

BiatgEPV replacePersistentvolume
EHTEEPV updatePersistentvolume
MpRIEEPV deletePersistentvolume
BlEEPVC createPersistentvolumeclaim
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12 &Hit
BRERTR EHER
SANEEPVC createPersistentvolumeclaimByStorag

elnfo

fHipRIERENamespace FEFEHIPVC

deletePersistentvolumeclaimsByName
space

BinigEPVC replacePersistentvolumeclaim
BEHEEPVC updatePersistentvolumeclaim
fIBRIgEPVC deletePersistentvolumeclaim
WE—NEES createPackageproduct
WEENEES createActiveproduct

EllEEKubeflow job

createKubeflowJob

MRS ENamespace FEFEHIKubeflow
job

deleteKubeflowJobsByNamespace

EiatgEKubeflow job

replaceKubeflowJob

EFigEKubeflow job

updateKubeflowJob

fIERIEEKUbeflow job

deleteKubeflowlob

i Volcano job

createVolcanoJob

iR EENamespace RErEHRIVolcano
job

deleteVolcanoJobsByNamespace

EatgEVolcano job

replaceVolcanoJob

EFf#EEVolcano job

updateVolcanolob

Ip&3g%EVolcano job

deleteVolcanolob

El#EAgency

createAgency

EHECER

modifyQuota

BliE— imagecacheXis

createlmagecache

fiB&—NimagecacheXds:

deletelmagecache

EpisERIimagecachelds

replacelmagecache

EEfiEENImagecacheXds

updatelmagecache

L& createChart
EIEERIR updateChart
BRI EIRR deleteChart
&R createAddon
EiEERG updateAddon
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FIFigr 12 Bt
BRIESR SHER
iR ERGGRES deleteAddon
BIEER LA createRelease
EHTREIRSCH updateRelease
fRBRAE R L1 deleteRelease
BRI createAddonlnstance
EHiR{SLf) updateAddonlInstance
S HR RS deleteAddonlnstance
BllEiE{readme createAddonReadme
fRIpR3GE{EReadme deleteAddonReadme

12.2 BEE=HITEE

BEES
FETZHITRSRE, RATHACRCORBRE. SHIHRS SRR RERE
TRAVEFIER

BAEDER

SR EREEEHE.

wEy bempsias FanllER, EEx.

SIR3 %gb’iﬁtﬁﬂ@ ‘IRSBIIRT , EER ‘BIESKE > ZHITRS T BASHITRS
=SS

$RA BEAEMNSHE ‘MR , EASHIIREERNE.
SRS FHIIRIFEI R EIINAYRFE Y. SRISEMYIRSSNMMERNASE
18, FHREEAT:
o SHRE FEMKIR. RIREBITHIESLE,
ETHIEPEREEERMG . Hp, SMRFEEE “Ca”
LR BIERESEEENE, EREFEETBRINEEFER.
EERRIDE, BEERSEFNBMARENERRIEIRID,
EIRERBREIRE, EFRERIFIRMAE T BARIIRIRER,

o BMEAP: ATMEPREE—BRRIRIERR, WRMEBFERFSRE, miF
HBFER .

o SEHF: oNEINA “‘PrEHEMEERSI” . “normal” . “warning” .
“incident” , RENEFEF—IN,

o fCYnRYE). LATREYIE): AIEITEEEEREIERIES G
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=R
5z =12

12 §|it

FI1R6

12-1 BRFHCH

EREETECRAN, BF ¥ BFHZICRFEMER, EFHCRUE12-1F7R.

FemE | mESE v | BHRE v | EEEE pammsn v | EEEE mamasn -

BIERS | mEmeEs ~ | =ems FESHES (@ Nomal Warning Incident m =5 5
FEETR R TR ZBID D EEER D FHER D BIEFF D et B

~  deleteDeploym deployment ccl nginx normal 2020/07/15 11:50:25 GMT+08:00 EESH

request {"kind""DeleteOptions™,"apiVersion":"v1" "propagationPolicy""Background"}
code 200
source Ip 18517676254
trace_type ConsoleAction
event type system
project id 066a1343de0026402fc6c01a5b6d28ed
trace_name deleteDeployment
resource_type deployment.
trace _rating normal
senvice type ca
response 1
"kind" "Status”

“apiVersion™ "v1",

‘metadata’: {

EREEENCRAN, BF ‘BEFFEH
IR FSEHERRIERER

SRT

12-2 BESH

EEEH

"request™: "{\"kind\":\"DeleteOptions\",\"apiVersioni":\"v1\",
"code": "2e8",
"185.176.76.254",

"ConsoleAction”,

"source_ip™:

"trace_type":
"event_type":
"project_id"
"trace_name":

"system”,
"@66a1343de@026402fc6c@1a5b6d28ed”,
"deleteDeployment”,

"resource_type": "deployment”,

"trace_rating": "normal",
"ccr”,

Wkind\":

"service_type":
"response™: "{\n

name" :

\"Status\",\n \"apiVersion\": \"w1\",\n

"tracker_ "system",
": "2020/07/15 11:50:25 GMT+83:80",

“resource_name™:

"time
“nginx”,

"record_time": “2820/87/15 11:58:25 GMT+88:00",

"user": {
"domain": {
"id": “bbaca76@ecf74a3basfadfssf2esd7s9”,

"name":
¥
widns

“name”

"9761696222e84422895bc3448db22896"

.

H—

\"propagationPolicy"

A ope,

Background\™}

\"metadata\": {\n \n \"status\":

I\
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1 3 ZJ54 bursting

13.1 CCE S&458 45|88 ( ¥34% CCl)

13.1.1 bursting #R{FINEERESS

ah
AEBEBENAburstingiRHHIIRSS IIREMN . RIRERRIFIIBEE X TR .
ALY

{FHACCEER +burstingBETFUITER!, APFEESE XTI TALHITAE,

CCESERY } CCESEEY } CCE®BE | ggp | ccigey

VR
ne L am ) | burstin | \_ .
Ne ot ! - ! g 7‘@ e
= | I

—RREt —FRAE—

A ER
TREHERIRFERAKHTIRER, IRAFESNLSSERX.

T{EfA%L | Thegiid ThRENIE FRRSA
=il R

AE |BPanmiswenEEs o seeEses. | AXGE
CCE*E‘ 9T U ‘7 K ?E I,\ =+ SETHE RBFEE EICCI

BEBICCIRS . BUAEIRE | © s B
ERREE, SARRRER | Toone
AR ¢ SEEEEE
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FBFisE 13 =[E4 bursting
TEfa%k | IngeHng INEERIAR MR
[i=a0 ¥aRE
BB ARPEIEGEEEEEISE |« HiFENEGEES | BiR

1%, H%EEEJHJL%EEEEEE o
=, ‘
FARCERRCCWB L. | o wmAREe.
=% Eggﬁﬁﬁggﬂﬁﬁﬂﬁgi o WIFZHMFMEATL, | FfiE
REIMNEF ,L\)\;':c Al + %3 25k
BRHEBAGHIRE. | e T
P92 FFPEEMEEEMLICCESERE | o iFCQMfAz@mYT | M
FNCCIEERE Z [BRIMILE AT o service & o
o ZIHFCCEEEfpod5
CCI&B#shpodiEid
serviceBiB .
o TiFETECluster-
dns,
o ifpod4fELiEiE
23 Mip o
= BPILAEIRATZEECCE Log | ¢ TiFMMCAWRE | BE
Collectorifi{&FNburstingdffs, #®iZCCE Log
SRECCM TERERIEE. Collector HRAE,
o SFRTEMEHE.
Wi %PEL)EHEEE?@#NI%H’E o ZIFXYIZAOM, et 22
=S, BHEMCC IR Lyt
T " THEREEAE
AiRERREE

CCEESRF+burstingfIEBIARIE N EIL N R EIOIRSSRIERCER, W TREEMEA
TEREIRIEIARSS .

SRR
5

RiRiAE

&iE

Ccl

RS ECCIRSHE— BN
“cce-burst-” + “CCE£EE¥ID”
RECEAAEIR

o TEWEREAECCRS(EMRIZS
=E), WNFEEACCIRSS, B3R
R TE,

o CCIERSSmpRATEAFEITE.
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SRR

RiFiEE

&t

CCE

CCEMIRY T {Efa%,. Secret.
Congfigmap. PV. PVCE[RIE
EICCl, Rt SACCET mRYE
o

o CCEEBHRIREMAE1000 pod+1000
configmap#ZiX BRIE2UAGT =#ll

Ho

o CCEEEHARMIE2000 pod+2000
configmap#2iX FRiE4USGT5 il
%o

o CCEEEHARNIE4000 pod+4000
configmapfZiX FRIE8U16GT5 Al
%o

ELB

FFE “Z3FCCEEREpod 5CCIsE
Bfpodi@idserviceEi@” ThRE
burstingifi{t= B &IEIFEELBER
o

o BIEHZAEVLEERIEMISAIELB,
BFR B cce-lb-xxx,

o ENFIHEAT, ZELBRIBEHSWH
Bahiakk.

VPC

SR CCIRY ARt = FICCESEEY
FR7EVPC,

CClanZ=|aServiceMEE
10.247.0.0/16, CCEEEEfHIVPCFMIM
iRt FHZ M ER o

SWR

IS MEEICCIRI TIER Rk
E{%Ei, BEXELE I =SWRIR

FJo

BIZARBINRGERKIER LIEE
BHISWREEE

Pod annotation

CCEEER$+burstinghVERZFEREIBEN M, BXEHS XA TERAR.

annotation key e GEE ST
scheduling.cci.io/managed- FricZHaipod#EHE i profile | EEGREEICCI
by-profile REEE,

coordinator.cci.io/inject- CCl podHEXRERX, H | BHE
volumes EREREEN

logconf k8s.io/fluent-bit- CCl podHEREEX, B | B&E
configmap-reference TREBIEFEN
logconfigs.logging.openvessel. | CCl podHEXREHRX, H | BE

io EREREEN

sandbox- CCl podHEREHREX, B | BE
volume.openvessel.io/ SREREEN

volume-names

coordinator.cci.io/image- G EIRE IR . 1
replacement
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13.1.2 RiEEA
[=v1y

CCESTARSEMS|S (X2 CCI ) fEI—FELIAkubelet AISRIER KubernetesEEBHFNE
{ESHIAPI, BurstinghyE B2 2% Kubernetes AP REITIRS LB LETE
(#Accal) .

EFizidtt, IFAPEERNSa8m=T, KB ERE55ECCELNTIRESRE
( Deployment ) . Bk RE, (StatefulSet ) . EiB(ESS (Job) . ERHMES

( CronJob ) MUFETRERIRVZS SRS (Pod ) , FEMHEIEEEIZEERSLFICCIRRS L,
LURDEEBHT B RATHERE o

1. BRCCEZHIE.
2. IEFECCESSRF, PHHNCCEERI RS NE.,
3. ESMvEAMSD “WEEh0” , EANEEPOER,
4. &P “CCE o382 (Wi CQl)” Hl, BFE ‘&7,
5. BcERESE,
e :

1
i
il

CCEs=&iIiS|ZE (W CCl) =mgssize
—EATISCCERE13REEICCIETEE

I 150 v
MRS

B =AA ==

= 1

2HESR

O =EE4E, WRTIEREsE (Pod) AEZICCIREST, BIEECCHEIRERTIIE

MEEE TS CCERRTAIPodSCCIRIPodiETKubernetesfiSenice BB
FH subnet-3833 (192.168 240.0/20) v | O FHEIAEIPE: 4,084
| CCl 9 Pod o SREFTETRI T4 1P, EAEMLRE, &2 1P EEAE

% 13-1 {42 E0RE
Ee=E | %A

EIRARA | SRR . IR AFICCEEHEFEEREXR, ESEEALS
ECCESRRBMSIZE (IHECA ) BFRANICR .

MSECE | AT ECERRGRERISTHIE .

MEER | AEEEHFECCEERFICCRMNpodEiILRITNEE, AFEILURIER
B SIRERRIT . (FANRENBESENE.
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TFRE TR

R ENE

vk N =

AN =

© ® N o

BRCCEEHIE

ERCCESRS, BREHACCEERFSHNH.

ESA=EEMSE “ TR , EATFEREER.

BE “CIRIFRAY , BRRESRFBESNEIETIERE.

HEEKEE, “CCERMRZ” R “aFAERE" . XTREERIRES(E
2, BsERAERFTIC,

. FHEHESE h EEES N EEES
DaemonSe CronJob

A EE
CCEERB I TEfAERY, FERMEICA, RENEARSIFAETCPIRIRE .

AT o o/l == |

HITEEE0E,

BeEhkE, B “CIBTIERE .

HEIraEnmm, EREITEREER, PEHATFREEERME.
TEGREFET R ACCIERE, HEAREMINEEEZRICC,

BRCCEEHE

EIRCCEERF, BEHANCCESERF RIS,
FESEAENSE “EEP0” , ENEGPOER,

WEE “CCE SRRRMES|ZE (X4 CN)” i, Sd “HE”
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CCEz==EZ381%31Z (J7#= CCI)
CCE Cloud Bursting Engine for CC
O &7
== 150 EEEE 2958
@ BEiss (es )| (=)
= 13-2 {5RiasiReA
SR SEA =R =i5ieE
CCEERY LT =, HE | IRHHENHRM burstingfi{4ENEITSTE
] SR EENobATEIEE
8, ENERAENSRIESE
BHPELE—ELURAE
=,
R EZMPREES, BRECCRYdsE=E | BTEEMRER:, 26
RENEAE PERERE, MRGE | MITHEEIRIREER ob,
TEBITERR, Sk | ERRIEXRE. BRALL
BIMTER . FniEREBmETER
HTANTERIRERE AR
SMTER
i;?CC)Ea’*e?iﬁﬁ'rEI% (XI$ECCl ) EENH/FFESM: CCEREMEMS|E (X
CCl)
13.1.3 FEREE CCl
&

X TFERCCEERFFICCIRERZ =, APRLURER TIFAHIEESRICCEER T Rk
EXRCAREMT R, ANGFAM AU CCEER TFRAEIEREEICCI L,

bursting#f {4 RE NS N SR CCEER AIpod, (FHEABEHEIAEZRICCI:

o FHI—: EidEHElabelsi=HIpodiEERICCI
o AXT: fFHMprofileiZfipodiAEZICCI
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HRSRH

LEFIRE R EEIRESREIE I ScheduleProfilePTHE, {HfAEAEIS#EScheduleProfile
B, BCCEEEFAIPodIAEZICCI, flan@EIExtensionProfileiIE %k _ERIFREEABE
izt ScheduleProfilelTtES, FEtAFS#ScheduleProfile EIRIEREINAEE

RS
CCEEERf TR AR RICCIERIEB M T =:

R RISERE ER%=

E%r&ﬁﬂiﬁlg% I — CCET{ERRZ R MERICCI,

(El enforce )

Wi 2 o  — TEREIAERICCEEERE,
EREE o SRR B TEREGE R
( localPref CCl,

er)

= Y - TERFASIEMERICC,

( off) o

BH—: BIAECE labels 24l pod BEZI CCl

o EIICCEERHZHIE (console ) EIEpodiAEZRICCl, BISCCERRFCIETIELAE
B, EERCCERMASBRIGACE, 1B “FHE" LISMIESRES.

o Bidyam|S4FECCEERET St podi@ECCl, HIhZEburstinglfiitfz, BF
CCEER T, EILERaEMyam3Z4ghiRiivirtual-kubelet.io/burst-to-ccitr
apiVersion: apps/v1
kind: Deployment
metadata:

name: test
namespace: default
labels:
virtual-kubelet.io/burst-to-cci: 'auto'  # 3EMHZFICCI
spec:
replicas: 2
selector:
matchLabels:
app: test
template:
metadata:
labels:
app: test
spec:
containers:

- image: 'nginx:perl'
name: container-0
resources:

requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
volumeMounts: []
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imagePullSecrets:
- name: default-secret

BN fEF profile =4l pod JEEZ CCl

1.

2.

EFREMT S, B&profile®iE,

vi profile.yaml

PRAEICCEER R ARAES, Ai&Elocal maxNumilscaleDownPriorityfdprofilet&iti
NN :

apiVersion: scheduling.cci.io/v1
kind: ScheduleProfile
metadata:
name: test-cci-profile
namespace: default
spec:
objectLabels:
matchLabels:
app: nginx
strategy: localPrefer
location:
local:
maxNum: 20 # HEIEAZiF ocal/cciFAtEEEmaxNum
scaleDownPriority: 10

cci: {3
PRHICCIEERF TR ATz, BLEcci maxNumiscaleDownPriorityAdprofileAYt&ER
RN

apiVersion: scheduling.cci.io/v1
kind: ScheduleProfile
metadata:
name: test-cci-profile
namespace: default
spec:
objectLabels:
matchLabels:
app: nginx
strategy: localPrefer
location:
local: {}
cci:
maxNum: 20 # HBIEAziFlocal/cciERTEZEmaxNum
scaleDownPriority: 10

A EE

localzE&Fcciz R AR LARIATIR EmaxNum,

SHRAA:

- strategy: FEERIGEE, TEERIEE: auto. enforce. localPrefer, ¥
HEE NEERR.

- locationIAJELE L FIDCFHI = _EpodiRFIE EmaxNumFlpod BAM LK
scaleDownPriority, maxNumBUESBEE[0~int32], scaleDownPriorityBY{E
SEEI[-100, 100],

TECCEEEF Bl profile B,

kubectl apply -f profile.yaml

SUIEBRTIRES R, (FselectorFIEIEEHE “app: nginx” B9pod, XKEX EX B!
EHprofile,

kind: Deployment
apiVersion: apps/v1
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metadata:
name: nginx
spec:
replicas: 10
selector:
matchLabels:
app: hginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- hame: container-1
image: nginx:latest
imagePullPolicy: IfNotPresent
e
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
imagePullSecrets:
- name: default-secret
+ 13-3 5K =ERIR A
IS ERESR | FARA
pod[EIAT{sEFE {5 labeli=HIERE CCIRY L AR Sehis T-E R profiled=HliE
labelF0profiletz® | ECCIBIA L,
HEECC @Jﬂﬂlabeltlﬂ%ﬂﬁjjoff profilefYEkRAg Senforce, F#&pod
SIREEZRICC,
podERI#Z D | podEBI{NE— KBkprofile, Zpod#Z profileXXBX, 1R
profile><Bx EprofileltEipodiilabelf9%i =, EHEAKE profile, 7=
FEZMY, &R E/\RIprofileXEX
podExZZ K profileAXEX
13.1.4 {B&
&
RARALIBEEAREERCRE HEQSWR:‘Z%’“’*_H%'R{%@F REBIWEEGR. XS
BNMBECCE+burstingffifF s, W REUREHEXIIERZENAIE. @uﬂl*zlia
FFRILATE CCE+burstmg?ﬁ1fFiﬁ%E|J
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o fEASWRHIIENFEFSSEIR
o (FHE=FHEENEVERISER
o RBEFERALATZSWR + F=HFEECHEEPISEER

{5 SWR fBY BRI SSR&
o AI—: @EIconsoleikESWRER
a. FP#&LEESWR, FRBHIESE: SWREAS X,
b. FEHEARCCHEHGEIRRABIEFERR.
AERE

FHER

1

EEER container-1

SEER EomREREEE St

CPUESR B 0.25 cores; Rl 0.25 cores (%)
GPUES ERTROPUEI, TEERIING. sitsssiEit

=EE

C. YHERISWRPHER . iBFEREHSWRESEREIER HETEG, SWRIRS
FERIFIEESN: SWREH K.

o AIT: BEITECCEEE nodeiBEISWRER
a. EFRCCEEET=,
b. BESWREBRGCEFRIEKIMELL,

SRENSE G swr.cn-north-7.myhuaweicloud.com/cci-test/
nginx:1.0.0.x86_64_test,

c. EEIERZFyaml,
apiVersion: apps/v1
kind: Deployment
metadata:
name: test
namespace: default
labels:
virtual-kubelet.io/burst-to-cci: ‘auto’  # 3#MEZICCI
spec:
replicas: 2
selector:
matchLabels:
app: test
template:
metadata:
labels:
app: test
spec:
containers:

- image: swr.cn-north-7.myhuaweicloud.com/cci-test/nginx:1.0.0.x86_64_test
name: container-0
resources:

requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
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volumeMounts: []
imagePullSecrets:
- name: default-secret

d. BPEIFRa%t.

kubectl apply -f dep.yaml

FERE=HRGREVRFP W SEHER
1. {FRCCHRHIT ECIEE=FE&REEIAiEsecret,

imagepull-secret-generator --ak=$ak --sk=$sk --private-user=$user --private-password=$password --
output-file-path=my-imagepull-secret.json --project-name=cn-north-4 --secret-name=my-imagepull-
secret --swr-address=swr.cn-north-4.myhuaweicloud.com

TRCCEERfT =, NEEFEiEsecret,

kubectl apply -f my-imagepull-secret.json

2. GUEEfRAZ, {EMAsecret,
fEspec.imagePullSecretsigESE = B EIAiiEsecret,

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: test-imagepull
virtual-kubelet.io/burst-to-cci: enforce
name: test-imagepull
spec:
replicas: 1
selector:
matchLabels:
app: test-imagepull
template:
metadata:

labels:
app: test-imagepull

spec:

containers:

- image: xxx/my-image:latest
imagePullPolicy: Always
name: nginx
resources:

limits:
cpu: 1
memory: 2Gi
requests:
cpu: 1
memory: 2Gi
imagePullSecrets:
- name: my-imagepull-secret

BEEHEE AT SWR + B=HEGCHREEPWSER
BIEZS:
ARLERT, ARECCEHITEAHIEE=FEGECENES, RERIEGETLARE
ERISWRIRSS, HAEWSRKIERS, #EHERICCIITERAE ERSWRER, TLIKRKIR
SERGRERER, FBEBPEZBNINSFIE,
BEES:
HELE T{EfAsyamlBc&annotation, RENHEIITFIR:

"coordinator.cci.io/image-replacement": '[
{"repositoryPrefix":"harbor.domain","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org1"},
{"repositoryPrefix":"","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org1"},
{"repositoryPrefix":"harbor.domain/a/b/c/d","replaceWith":"swr.cn-north-4.myhuaweicloud.com/org2"}

]|
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(AR
o EERINITEEEINT.

o HRRIEOILIEKESSR, &1

S B&repositoryPrefixX{BRAIFEE .

g FEREX FERiHAA
key
repositoryP | FIP#HEHWITES | o ZFERAZ, LEFFEIMageFBRAE"/"NE
refix FREERIRG 250
BIB=FEg > Mg H = ELE
RIBEFRL . o ZFRANZ, LEFBimageFREE—
" F R RISHERR SRS
o ZFERFHRIGHINSEEHHRBHN—EL,
BEABELL""FHERE .
replaceWit | FBPHEEIE | o ZFBRZFHEAsE5repositoryPrefixtEE]
L = s i—] o o -
h WRBRIET | SRR SRS SN,
Xo BEARBELL" "FREERE

£ 13-4 annotation 1588

annotation Siay =il 15388
"coordinator.cci.io/image- containers: containers: reposit
replacement”: [ - name: - name: container-0 erPref
{"repositoryPrefix":"harbor.do | container-0 image: 'swr.cn- Z_@_EE
main”,"replaceWith™"swr.cn- | j5ge: north-4.myhuaweiclo | &=l
nortl"1'—4.myhuawelcloud.com/ 'harbordomai | ud.com/org1/ =iz
org1"} n/ ubuntu:latest' =
] ubuntu:latest’ -
"coordinator.cci.io/image- containers: containers: reposit
replacement™: '[ - name: - name: container-1 prfof
{"repositoryPrefix":"","replace | container-1 image: 'swr.cn- 'Xjéfﬁ
With""swrcn- image: north-4.myhuaweiclo e
north-4.myhuaweicloud.com/ 'nginx:latest ud.com/org1/
org1"} nginx:latest'
]I
"coordinator.cci.io/image- containers: containers: reposit
replacement™: '[ - name: - name: container-2 | OryPref
{"repositoryPrefix":"harbor.do | container-2 image: 'swr.cn- 21'7{@3
rrlllalln/a/b/c/ o image: north-4.myhuaweiclo 21—_@%
d","replaceWith™:"swr.cn- 'harbor.domai | ud.com/org2/ = vif
nortI:1'-4.myhuawelcloud.com/ n/a/b/c/d/ redis:latest’ nE=
org2"} redis:latest’ %%
]I
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13.1.5 %#fig
&
SBEFICCI TIERE SIS S ENTFRECE, AT HREZPSHELRIFES K. B
HFEARERFALL:
o THEEMCCIHIRAESIFAIFEREL,
o TREEMCARREHostpathZERIRYEAA= AR UN{al{ER o
IFROfFfE SR
BRPEEEREFEIEENT, CCERconsole BN TIEIR,
ARRE
SR B 1
e S | TRERe
s AEE |
ERILE =128 (HostPath)
| HiEEes ;E&i—;g 8 (PVC

S CCIRI SRR TFAE BRI F BRI T :

volume3&aY =A% | 55 SREA
o
HostPath &= o CCIERHZ=EEE, FEEHMHostPathggd,
o 159K EhRARAIZFECE pathfy/etc/
localtimeHYHostPath?Zfig, BcERCCIIEEEH
THN XS 5CCET SR X —H .
ConfigMap = -
Secret = -
EmptyDir = R EmptyDir R F IR o
DownwardAPI = -
Projected = NBCE 7 serviceAccountTokenzEEfsource, M4
ZCCIFEEL I N service-account-token secretdh
AYtoken, ZtokenII<HEER, Htoken;ZBTHHA
AR, BlexpirationSecondsflaudiencefIRELE AR
S5,
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volume3aY BAY | FH%I5SKEA
b=
PersistentVolumeCl | 2 R #5SFS. SFS Turbo=7zigkEY, BRTIFER
aims CSIZEBYfStorageClass,

fazk Hostpath &5
BEins

E(EFCCES EH EIK8SEERERT, AP {EFEHostPathZEBZ %, (ECCIRHZ=ERE, &
FritHostPathgE, Et{FFHEHostPathAgPodi@idburstings®Z|CCIRY, S#ki=ZE:.
ToiEZPod spec.volumesHBic &ERYHostPath, ALE@EIECEAnnotationfIfst, RIF
1H{EFIHostPathAIPods# 4 ZICCI L, burstingfEREGATEEEIEPodHAYHostPathsy,
Z¥EHostPath& i glocalDir. emptyDirgi&flexVolume,

BFER

BEZ EPod. AnnotationsH NN E&E T LA E hostPath#&localdir. emptydirg®
flexvolume,

o Ei/ M hostPathBiaAlocaldirfieBA T :

"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}}]

e B hostPath&ia AflexVolumeleB AT :

"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume-1","policyType":"remove"} {"name":"source-hostpath-
volume-2","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}},{"name":"source-hostpath-
volume-3","policyType":"replaceByEmptyDir","emptyDir":{"sizeLimit":"10Gi"}}]'

EVSHREISZIFEEI/O. |1/0. #B=El/O=FMIE, volumeTypetRIELIREIE
5,

2= 13-5 EVS ##&

gsim XKE | NAG= Ivizzh7 =]
=@ |sata | BREF 11%EEISATAT_ fENERM, & | AR, &I
I/O }Eﬁa:k‘ﬁ'i) 1*‘_?’ Z‘E—RTI—J, $ m%o
S BRI/ DN S
31/0 | sas [EiRTEERSASTEIE N IR, 1 BB IHRSRE . D
FHEEENRS, 1*'5@?%‘}%, AXHH=,
B HIRFRESE RN ARS
#8re | ssd [EiRfFESSDIFEN R, &/ NoSQL. XZEBIHIE
1/O SlteeE. BIES %zgjz M}Efﬂ’% . URCE (a0
ir‘ Bir=. Oracle RAC. SAP
HANA) ,

o EEBHostPath&FZ2HE

"coordinator.cci. |o/hostpath replacement": '[{"name":"*","policyType":"remove"}]'

o B HostPathZF{L IR
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"coordinator.cci.io/hostpath-replacement": '[{"name":"source-hostpath-
volume-1","policyType":"remove"},{"name":"source-hostpath-
volume-2","policyType":"replaceByLocalDir","localDir":{"sizeLimit":"1Gi"}},{"name":"source-hostpath-
volume-3","policyType":"replaceByEmptyDir","emptyDir":{"sizeLimit":"10Gi"}}]'

AR

XtFpathfa/etc/localtimefHostPathfFfi%, S#E M HostPathEHaaI5EES ( #Ei&namel
B{&f9volume name ) Eifh, A EEBHostPathEHEAIERES ( HRE&namels™" ) Eifk,

Z#deployment yamUfl:

apiVersion: apps/v1
kind: Deployment
metadata:
annotations:
description: "
labels:
virtual-kubelet.io/burst-to-cci: enforce
appgroup: "
version: v1
name: test
namespace: default
spec:
replicas: 2
selector:
matchLabels:
app: test
version: v1
template:
metadata:
labels:
app: test
version: v1
annotations:
coordinator.cci.io/hostpath-replacement: '[{"name": "test-log2", "policyType": "remove"},
{"name": "test-log", "policyType": "replaceByEmptyDir", "emptyDir":{"sizeLimit":"10Gi"}}, {"name":
"test-log1", "policyType": "replaceByLocalDir", "localDir":{"sizeLimit":"1Gi"}}]'

spec:
containers:
- name: container-1

image: nginx

imagePullPolicy: IfNotPresent

env:

- name: PAAS_APP_NAME

value: test

- name: PAAS_NAMESPACE
value: default
- name: PAAS_PROJECT_ID
value: 0b52a6e40b00d3682f36c0005163a82c
resources:
requests:
cpu: 250m
memory: 512Mi
limits:
cpu: 250m
memory: 512Mi
volumeMounts:
- name: test-log
mountPath: /tmp/log
- name: test-log1
mountPath: /tmp/log1
- name: test-log2
mountPath: /tmp/log2
volumes:
- hostPath:
path: /var/paas/sys/log/virtual-kubelet
type: ""
name: test-log
- hostPath:
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13.1.6 4%

k)

LR SR

path: /var/paas/sys/log
type: ""
name: test-log1
- hostPath:
path: /var/paas/sys/log2
type: ""
name: test-log2

BTSN E T ALY #:

AT/ HECCIAIpod Bt EENAERAVEEdNSIRS2E
CCEEEfpod 5CCIER Fpodi@iTservice Ei@RIEARIES:
sEMECCIllpodi@idservice 2% o

(B CCEEE R PAYBuUrsting H{4RTHECCI 2.00RSS, IFECEIRZ=EIELBAYIngress, A2
FECEELBSEEAYService

ACERUAGEFBRIFERE dns IRS538
BFa=

ERtn=t, BPEERMECCIAPodr LUFERIEERIdNsIRSS 2L . burstingdfifd
IRHECEIEENIdnsIRSS == 1ELAYEE , TTHEES I Pod_LEBECEdnsConfig, MimmkE
AP MBIz A .

BRIELR

1.

ERCCEERfT =, fwigburstingfazifyaml,

kubectl edit deploy cceaddon-virtual-kubelet-virtual-kubelet -nkube-system
BEISHPIEIN--cluster-dns=x.x xx2%{, BL& dnshRSSSetbit,
RFECEIEN, FfFvirtual-kubeletRAFHEE.

IEREC,

BEidexecH N ZICCHE{THHIARSER, BE/etc/resolv.confEEnameserver
S5 Hcluster-dnsECERIHBE

% 13-6 (FHRIZSAFRIES

FEme AR
IEMERBRIAERIECC | o (EAEE SOl CCIBpodER .
H9pod . ERERENEpod EEER S EA LY.
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m=Rin= £Y5RPRH

cluster-dnsEZ & LR e k8s dnsConfigigZ A iFHECE3IN
nameservers.,

e {RilEcluster-dnsEERInameserver#=5Pod
dnsConfigeh i Bfnameserveri 8 2 A i#Bid 3
PAS

"o

CCE £8% pod 5 CCl &8 pod i#id service HiBHIFBES
1. ZEiEHE, Ik’ NEEE “IbEE.

freSings

AT
il
it

CCESSAZMMSISE (BB CC)  mmmmsee R
—FFETIECCEsEENAERICCIAEL

EIERRE 150 v
SRR

=6 1

EHRE

O ==EEE. NEIEREEG (Pod) AEACCIESS, HEECCHNSEEETITE

FHEER FISCCEEETHIPod SCCIIPodiE T Kubemetes i Service Sl
O FEHs CCEREE—MEFRNAREHEnRISE=A, FTCCERRICCERERSE (Sevice) {58, B
HpfesRRsR S ER AR aTie EES T EERE, SR . SENSIEns g iEE .
fiiEEtE
FH subnet-3833 (192.168.240.0/20) v | FREIEPH: 4,084
3 CCl 4 Pod SohlS SRS TRI T IP

ZEBINGEHEFPKS TaBmtIRREIYE:E, TLUBTMEEHEHTES.
2. BUEEMHECCIlipod, FHEicEservice&fno
- ATHERIE, BBEEEERES0IKOAINgINX,.

- AIfra#EcEservice, #HEFBMCIEMRAHIYEE, LIBREGE
BlIERYelbF=4ihzE,
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BEERS  veLel

i

Service &Rz A Service B

i

SEAR

0 SEhnTETEErREnaER

2]

monitoring

WAEN Bl
T =
BOES R wwa0 @ EBERO @ LIRS @ #2HE

TCP v 80 30001 TCP v

B CCEERHEHIE, RBUZRERIBEAR .

BUEECCEMIpod, FhcEservicekh. HiABSELE2, FEFRMECCHRE,
IIEMZE RS

BUEEEMCCIR T EfAZ:, BHREFEEBcurlinSHIER, Weentos,
BECCMFNZERE, HITEPEGS, WMRCCIHAEICCE service L& TiE

13-1 i5i8 CCl pod AY service

sh-4.2# curl -kv testcci-ng.default.svc.cluster.local:30601
* About to connect() to testcci-ng.default.svc.cluster.local port 30001 (#0)
Trying 10.247.174.56. ..
Connected to testcci-ng.default.svc.cluster.local (10.247.174.50) port 30001 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: testcci-ng.default.svc.cluster.local:30001

Accept: */*

HTTP/1.1 266 OK

Server: nginx/1.16.0

Date: Thu, 11 Jan 2024 06:39:17 GMT
Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 23 Apr 20619 15:11:11 GMT
Connection: keep-alive

ETag: "5cbf2bbf-264"
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13.1.7 BHE
BT

2RSSR

& 13-2 i3] CCE pod fY service

Welcome to

sh-4.2# curl -kv testcce-ng.default.svc.cluster.local:30601
* About to connect() to testcce-ng.default.svc.cluster.local port 30001 (#0)
3.

* Trying 10

sh-4.2# curl -kv testcce-ng.default.svc.cluster.local:30002
* About TO connect(j TO Testcce-ng.deTault.svc.cluster.local port 30002 (#0)

* Trying 10.247.90.173...

* Connected to testcce-ng.default.svc.cluster.local (10.247.90.173) port 30002 (#0)

GET / HTTP/1.1
User-Agent: curl/7.29.0

Host: testcce-ng.default.svc.cluster.local:30002

Accept: */*

HTTP/1.1 200 0K
Server: nginx/1.16.0

Date: Thu, 11 Jan 2024 ©6:37:40 GMT

Content-Type: text/html
Content-Length: 612

< Last-Modified: Tue, 23 Apr 2619 15:11:11 GMT

< Connection: keep-alive
ETag: "5cbf2b0f-264"

6. EIEGIZECCEMIpod, $HIRIER

BB8curlespTHIER, Wcentos, HITHEERIE

%, ILNICCEIBIaCCI service &3 TiE o

CCEESBF R IR AR RICC

izfTRAEE, APYLUEECCER “CCE Log
Collector” 1@ RMEpodfIHE, BH TIEREZAITVNME, &

SFEARERFALL

HURIBZEHEFRS, ECCERREMUCCUBZE,

fEFRIAS {53 AR
CCEREEEHEREE + CCI&E CCEEEW\]E’\JI{’Eﬁi‘iiﬁEWEIF’F\T'E*EE'
HAEATRE o BEITLEY: REEHNIEERSRAE, XX
StderrfOStdoutfBE -
. {EEES‘Z{#EIEE: REERNIEES=NAINEH
° ¢ mAERE: REEENIEET RREINX
5.
5N
WUBICCORN TIRRBINTS “BRHAR" LRIR
.,
podi=# ZHEEEFEER podiBITISER . 1855 . cgroup. tmpfsEiEEHE
FTHHEL IR RE
SEMCCIApodkBAZNHEE | ATHEIFAIRERE, BN ApodiBFREARF,
SREETRHE pod#FE— N HERIE XENETRE = /P50MiBA
=, BIEIN— ) XEHERERE, BINSTRE
5MiBATF.
BikHAERE BEATERABEN250KB, BITESHER.
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ERE=

{sEF3i5AR

i) N = P =

o FRPKEEI 1900 HEXHTEREE
o AERERERF, mIKMHBAEERIT255,

1 PodBR1THERERLABIL100005/%, £
1T EREABIT 20008 /7

ERASREEN M

B PodFhE HERERIE GRS AEE
20001345

BRIELR

i REEASRERM I “CCE 32REMEE (HE CQ)” FHi.

IR CCE&EEY, %EL)\CCEEE RS TRHE

ESmEENSE “EEP0” #)\TﬁfFEP'DE‘ﬁ o

EHE “CCE sRAEMS|EE (W CCl)” #lf, B “F” .
ELRREPZTENIE “MEGE IhEE.

=z

a. BRCCEEHA
b

C

d

e

SRt

CCESRAMITEIE (W@ CCl) mmmmoe EREE

—E AT ECCEREENREERICCIATSE

BEIERR AR 150
RS

=k 1
SHES

fill
~

0 =#E4E NETiERE=E (Pod) BEZICCIERSS ., HRECCIHMEIRERTIIE

R subnet-3833 (192.168 240.0/20)

3 CCl 1 Pod Sl RRTET

HERESH PR AEISERP. BT CCIERmMCCERE
e (FESMEEAR, THSRE) . SaeEEss

Sevice) EE. 1=
SREAERITE.

v | (3 FHAHEIPE: 4,034

0P, BEEAURS, B8 P EEAE

f. & ‘ZREQTRERE , B2E ‘LK
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=REHTEEREN
E CCE Log Collector

log-agent2EETHiEuent-bitfopentelemetnia BN =E4H

=. kBs=EHEEEN. log-agentZEETCRDMHEEE . .

=3
gqﬂ.ﬁb

. P
@ Bt (==)

2. GUEEMRICCHIRE .
a. TESmEAEMSE “TERE , EATEREER.
b. B “CIET(ERE" , ENRMESBRIFESESWNEEITERE.
c. HEEEXNEEHTHIERHLIE. ESOIE@MEICCRIBEIA, BEE

AERIHEICC,

HAER

nERR ‘/ é FRERE | e BRERE ) FirERE B HEES P EEES
*¥*  Deployment StatefulSet ¥ non Set Job € Croniob
iy EEHLENTES ERES, BEEDR

DEER EEAREER

sESE [ detaun v ] Q szez=p

=REE 2

CCISHEES AER TSR EHEE

TEEEMENERGET, 1§ Pod (NESEABEITERETR CCI RS, LI SRy Sk,

3. EcERSRERE.
a. ESMEEMBRE “‘AEH0” , EABTHROER,
b. B “HETRERE , HARTRERIKOIENRHE.
¢ EEERATRERE, ThERE ‘HE” .
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SR HSAEREE
SRERIER EE VRS
EEER
EEAERF
HEsE
b= e T Bra it H=E Tt E O]
BEE
FaEsR EELERE IEEEARE
= TS v
INEESESE, NSTHaaasl
HeEtEs
BTk EiT3E ©)

HREI=HERS (LTS)

{EREGAH=E/H=E BEMBZEHER @

o T,

(MERIY:
SEMERICCIHPod AT HERIEAEHT, BEFHERERKETESHIPEHIEE!
CCIf9Pod A AT &R -

4. BERMHEICCIHIpod yaml,

T T e Fom v/
irtual—kube

HZFFCCl pod HEMERERIBHEHL, CCEHEHFCCE Log CollectorapodiEFNT
0 ~PY9Nannotation:
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annotation THHE
coordinator.cci.io/inject-volumes '[{"name":"log-agent-

conf","configMap":{"name":"log-
agent-cci-logging-
config","defaultMode":384},"namespa
ce":"monitoring"},{"name":"log-
agent-cert","secret":
{"secretName":"log-agent-ca-
secret","defaultMode":384},"namespa
ce":"monitoring"}]'
logconf.k8s.io/fluent-bit-configmap- | monitoring-log-agent-cci-logging-
reference config
logconfigs.logging.openvessel.io '{"testcci001":{"container_files":
{"container-1":"/var/test/*/
*log"},"regulation":""}}"
sandbox-volume.openvessel.io/ log-agent-conf,log-agent-cert
volume-names
5. #HEHROLEFRE LK.
CCEEBFHTH O EFMIAIER LASE CCEIRE4CCE Log CollectortBXI154E
=
=<Jo
13.1.8 Ys#=
=iy
fECCESERY RIS bursting B3 CCI T ER B ST B R A R O s e
0o B REAE T AP o LARREECCEER PR ISR, Mt CCIAYpod,
LIRS BRE
metrics-server GiARER @I burstingtdi{H3E 4 EICCl 2.0 EAIPodRYMSIZEIE, AJEE
SFMIHPATIE, SIRHPATEIERET(E, BESEREREHITAE,
EMELR

ERCCEIRFE

ESMEAMEE “iEEdi”
B “SZEIFE” .

o U s WwWwN =

IR CCEEERS, $5..t )\CCEEﬁEIﬁ

M o
NEEROER,

SHEAENSE “THERE” , #EATFAHER.
BETFRBEXINAIAMIRE “Bix” %,
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7. EERENEER, FERSERRERERE.

XFEShE

DA%, BEENAEHETE (AOM ) IRSSHEINA.

X
LI (gengxin) FEEs
0 LEnEERETEREEEHES AOMELNLEEEESE, IESEETRE PoUSERLEIRET. SSLRNE D SRR
EEBEE
FtAR | BXE 0 v el E12:F E1X Q  EERE
CPU EEE WA R A HES e
0.00 «ass 0.00 kess
€
L7 Bps 4T Bps B
HE 0258 fiF 050GB
LR 0258 L 050GiE © 0.00 kess © 0.00 ki ,
c

O =E==sniRESE, RS HE

| cruisssiF

CPU EF%E (%)

1320 13:36 1343 13:50 13:57

13.1.9 3i4(H4E

k)

REESE 14:29:13

CPU AIt&:SH (2)

14:04 14:11 14:18 1425 13:20 13:36 13:43  13:50 13:57 1404 1411 14:18 14:25

HfsEAburstingifif4Pods# 4 EICCI 2.0_EAY, metrics-serverifif oA R EXER D PodlY
1B EURE, TeESEMHPATIE. BEFEAET, JMERRELEISEEGET

metrics-serverifi{t, LAEHPAINBEIEE .

i ‘TREBEHRE .

1. BRCCERHIE.

2. IEIRCCEEER, BHRFANCCEERRKERMHE,

3. ‘ESMmEANRS “WEEh0” , EANEEPOER,
4. EE ‘mE&EBEERGT , B TR
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13-3 ZERRE G

FEE
LR GEIEEE
9 kube-prometheus-stack

kube-prometheus-stackiE= {FHPrometheus-operatorflPrometheus, 12

{HiEE S AT imKubemetesSE T s iEaE D, T2 kube-prometheu.

@ fEfHFE (=% )

5. TELEMEEGRE, HTWEESE, HERLEE “Serverf®” .
(1 588
HREBEAGentHBIE FERHPAIIRE, BRRRATIFAR,

$2 BERFEREEEHG, RERERRETR.

o WNERCCEERfHPRZIEmetrics-servertfift, i5FFEMetric API, ¥ EE2ET
Metrics APHRLITIRIEtR. BCETAE, RIfEAPrometheussRERFRIRIS

FRo
o WNRCCEERfHBEZEmetrics-serverilift, ATLUEELA MEE—FBENHITL
H:

- BR—: BEHE “Kubernetes Metrics Server” {&EHfE, FFFEMetric API,
i. ZERCCEEFHSE.
ii. EPFCCESERY, PEHANCCEERIRISIH
ii. ESIEAMNEE “EEP0” , ENEEPOER,
iv. I%EF “Kubernetes Metrics Server” i@, B “EE” .

BE=is
Kubernetes Metrics Server
fmEhE O =fTF
R 1.3.60 EERHA 195488
@ S (m= ) (=% )

v. FEMetric APl, FIEESNIEE Metrics APHRLEFFIEIR. BiER
&, Bl{$FAPrometheusRERFZEIRIEIT

- AR (EXAPIServiceXTR,
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https://support.huaweicloud.com/usermanual-cce/cce_10_0406.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0406.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0406.html

=B R3S
FBFisE 13 =[E4 bursting

EEEFAPIServiceXIZxR “vibetal.metrics.k8s.io”

apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
labels:
app: custom-metrics-apiserver
release: cceaddon-prometheus
name: vlbetal.metrics.k8s.io
spec:
group: metrics.k8s.io
groupPriorityMinimum: 100
insecureSkipTLSVerify: true
service:
name: custom-metrics-apiserver
namespace: monitoring
port: 443
version: vibetal
versionPriority: 100

TLM—;@EU;%{*T' A, d58 Ametrics-apiservice.yaml, AEHITLATE

kubectl apply -f metrics-apiservice.yaml

H4Tkubectl top pod -n monitoringds<, IMRERINT, NFE=Metrics

APISEIEE 18

# kubectl top pod -n monitoring

NAME CPU(cores) MEMORY (bytes)

custom-metrics-apiserver-d4f556ff9-12j2m 38m 44Mi
N

ENEIRERT, FEEITLA Tkubectldp<, RERIMIBRAPIServicexts, B/NiZ
BEHIAPIService BRI S metrics-serverififf 3 LK .

kubectl delete APIService vibetal.metrics.k8s.io

LR
13.1.10 EN Q&R

Bf—: ARFPGREFLEEES CCl, BF CCE Fm{T kubectl get node &
virtual-kubelet P EIRS AR __ﬁF_U"_

% kubectl get node
ROLES AGE VERSION
il 8.182.101 ea <none> EED| EN:E
virtual-kubelet e edulingDisable virtual-kubelet 4d5h v1.19.16 vl 3. 4 145-g8114c8a-dev

$ kubectl uncordon virtual-kubelet
ed
$ kubectl get node
JLES AGE VERSION
<none> EED| v1.23.0-CCE23.0.1
virtual-kubelet 4dsh  v1.19.16-v1.3.4-145-g8114c8a-dev
e:~$

BRREE: CCIRRERSHTEMEE UCCIEI’J TERELRM, burstingTs SmE e/ AT
(Jk,uyjchhedulmgDlsabled) , HlaTiREEZECCl,

RS E: BFPEICCEERHEFS, ([FRkubectl TEEAburstingT R,
REEHRiE, FJFERIESiburstingTI = .
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=B RS
FBFisE 13 =[E4 bursting

IR 3 CCl IigEAmIH

HERERE: AP CCEERETEFME510.247.0.0/1682, 5CCIE5Z=E THIServicel
E&imse,

RIRTER: EFTIASCCESRFFRIMER o
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pe S n
5z =12

14 AEERS

1 4 mIEZE AT

14.1 {£ Linux 91 SACK BAAS

e

R RCARANEZETF7H11HORIEE LinuxZSACKIEIR .

o RXEXELB. EIPRIBEELA, RATHAMREE, FEizmETE, THLE,

o FIREHE (Deployment) : EWREEZ/E (7B11H0S2/E ) RITRES
R, ASEREPN; BREEZA (781180528 ) ARIBRERE,
BRI S T RGN, BB REAPodp.

o (%55 (Job) /ERHESS (Cronlob) : HFNESS/ERHMESHITRAE, TIXES/
ERHESFENPod A BEZZFERIN, THELE,

o i@t corednsiiEAFiZmERND, THAE,

20195F6H18H, Redhat&RHZE AL, LinuxRIIZAMIESETCP SACKIERFEIEINEL S
JBiE (CVE-2019-11477. CVE-2019-11478. CVE-2019-11479), XL BRASHEASEE
KN (MSS ) FOTCPIEIRIEREIA ( SACK ) THEEHEX, WEETIZERIZISIRIIIEAIIN

EEENIEERSHE, SHIRSZEATHEIEESE.

S

https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-001.md
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https://www.huaweicloud.com/notice/2018/20190619122553544.html
https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md

pe S n
FFisr 14 BAEERS

* 141 [GRER

bS] CVE-ID 55/ R TAiE) HH=IESRTE
BINKIEEEIR CVE-2019-11477 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11478 | 2019-06-17 2019-07-11
RIEEEEIR CVE-2019-11479 | 2019-06-17 2019-07-11

NEE
220HLinux H#%2.6.29% A EARZAS .
BRI

7B11HORIEEZRBIZRIITINSRE, BRI SAZRMEED, BiRH
EHeIERFAIPodSLHl

TB1 BI=FRLOISEEE, ENSHEFIEE “ TERE > TRS
( Deployment ) 7 , BHERAFHZIR,

£ ATIKERHIFIBIRERIPodSIZE, SEPod/ERY “MFR”™ , EREARNEEFRE

=R
= o

14-1 IBFHEX Pod

=EE=E

B

PodFIE

PodMifff=, Deployment&iZHBalelZ— 1 #RIPod, FHFBREEHITHE, WHE
14-2ffT7R,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11477
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11478
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11479

pe S n
5z =12

14 BRIEERS

ikl

FES PodiY, BEMYERPod, FRI— 1 PodEFEIEMINGE, BRIFRT—
Pod, BRAVSSEEHHT,

-

Mt: TCP SACK 748

TCPREMEZANMNY . HWHHEBITCPIERHITEISHS, B TCPIEFATIE
RUESBELER, PINARE—1TCPIER, BIISYNAIEIIGRFSIID, H#IAID, &k
ERRAEIRERA/N (MSS) | INEEEFIEIEEMEIA (SACK) F. (R
TCPIEEEE FMNARN RBFREE

TCPEE — IR BEITAXFIZWAR RS . TCPEIEERHRTCPL. EIFIAFEL
EER . BINTCPERERERYIS (SEQ) FIHEIAS (ACK) o

EIT5 8 SEQSHIACKS RIRERALINIZIL T IPLEER . ACKS F— M THBIERZRYER

<l

< I -

FEFAFPABIE 13N 00FBRIRAETKFHRIEE, 81MEREG20FHAITCPL,
SRR3R EiEn, BPBIEITR1,2,4,6,8-13, MER3,5M7EXK, BiRBEI

£

BISERACKS, AFBEIFA, MIFRER3, BPAZINEBRKIEREWEIS, AR
BfREEEER, REBELINEIT4,6f18-13R . XS T RBIMERER

14.2 kube-proxy Z£imildl CVE-2020-8558 &

i

e I=CCAFABAELZF7H 108 5Ikube-proxyZ £ifFiEICVE-2020-8558 H X HiH1T 1
FMDHT, DIFEICH: EFCCRSHIFS, ARSCARSHEASANRRNR
M, TEiTatiE,

KubernetesBE A & frLaiRiE ( CVE-2020-8558 ) , KubernetesTy sf9is & i8S
FNGT A ENIBRHITIHD

Kubernetes&EB¥H & FANIERBE4PEE127.0.0.1 FHIIRSS, MiZIRSEZAILA#E—LAN
F—EME ERENIGE, NmRBUROER . IRBETiRE LIRS REIRES
MIIIE, WeSHZERSZEZZIKE.

SEGEE:

https://github.com/kubernetes/kubernetes/issues/92315
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https://github.com/kubernetes/kubernetes/issues/92315

pe S n
FFisr 14 AEERS

imiRtRE

kube-proxy ASCEIINEE, FFE T netipv4.confall.route_localnet=1R1#Z2%, 122
FIF AR R B BT SR FAlocalhostAIMIZEIEK o

AMETHIT R & B sl
o (FRATZEIMAVEERA
- kubelet/kube-proxy v1.18.0-1.18.3
- kubelet/kube-proxy v1.17.0-1.17.6
- kubelet/kube-proxy <=1.16.10

o EHNOE. FuETEHE—ZEMEE (F0, B—LAN)
o EEAARTERSHETAITESCAP_NET_RAW ( KubernetesEEB¥ZRAE 2148
73)

o TR (BEFEAENNENSE) LFENTlocalhost BRFFERAIIRS

BZ¥M R RRRINEISES Whttps://github.com/kubernetes/kubernetes/
issues/923155 “Am | vulnerable?” .

ImIR ISR
HALLEDHT, CORSAERRRRAMIE, FHh:

o CCIHgI&ERfE T Kubernetes 1.15hR A, {Ekube-proxyfR{4-{ERELE, it
Knet.ipv4.confall.route_localnet=12%{,

o CCOREREESSEEkubernetesEEfAE . CCETREARRHEEN=MEZR
SZREEE, AFRVPCNESCCHPIBENMERER—2EEH . CCIARSSMZ
BERHBEXE.

o  FFPARMZBINZEEFEnet.ipvi.confall.route_localnet=12%, FIF4EE
localhostHIiE T I TREIVPCHIEET =ihid . APREEERXE .

14.3 CVE-2020-13401 i REAS

R ECCIFNERF7H22Hi1R5 Kubernetes 22 REICVE-2020-13401 HXTE 1T
THEFEMDHT, DFECH: ARSCARSIHEAZNN RN, TEHTHE,

e

KubernetesE 5 & fh&Z2imiECVE-2020-13401, CVSS Rating: CVSS:3.1/AV:N/
AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L (6.0 Medium),

TBEETIPVeEIES D ECRR IR T IPVEHIDHCPII RSN, £ #FRouter Advertisementds;
R, BHRSTHOTRBESENEBRES, SIEEAICE. ERRSEBEINDPHITES
MILEECE

TREREYLEREN RIS FNASHIPVeIRHICR, SEMAEARSE.
EMEIMER S Z RS LR A B IPveitibH TS RIBE], (BE2UEDNSE

[T A(IPv4)FIAAAA(IPVE)ICR, IFSHTTPEE=EIRIPVeRH TIERE, WNRBEIRE
IPv4, XAWEERE T NS

2E451% . https://github.com/kubernetes/kubernetes/issues/91507
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https://github.com/kubernetes/kubernetes/issues/92315
https://github.com/kubernetes/kubernetes/issues/92315
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L
https://github.com/kubernetes/kubernetes/issues/91507

mAREA
FFisrm 14 BAEERS

IMITHIr R A R

Kubernetes RS AZZimERNT, {EKubernetesFrfEFRICNIEM (1FSH)
containernetworking / plugins#484 ) £, LA FkubeletiRA&#EE TS0
AICNHEFIRSS -

e kubelet v1.18.0~v1.18.3
e kubelet v1.17.0~v1.17.6
e kubelet<v1.16.11

IR HTEER
CCfRSBAZ A RRK M, REWNT:
CCIYFIERFE T Kubernetes 1.155RA, {BRFFFIPV6., FRLACCITS i@ BHIEHERIN
14

WY o

14.4 CVE-2020-8559 RN
R ECCIFANEZRF7822HiREIKubernetes Z £ EECVE-2020-8559H W ELH T T
EROHT, DIt BRPSCCIRSEAZSA N EENS N, TEHTLE,
S

i HKubernetesE 751 1 kube-apiserverfB{4 % £iR@iECVE-2020-8559, CVSS
Rating: Medium (6.4) CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H, & A]
PUBIS B BN RIX E T mkubeletfIFRiEK, BIEKRFEEGHIHDEREE AKX
EHEBITR, WEETHRZREREA R

2E451% . https://github.com/kubernetes/kubernetes/issues/92914

IMTFIr RS M
(BT SR IMAYEERFIRA
e kube-apiserver v1.18.0-1.18.5
e kube-apiserver v1.17.0-1.17.8

e  kube-apiserver v1.16.0-1.16.12
e all kube-apiserver versions prior to v1.16.0

IR HTEER
CCRRSSAZAREREM, FRMT:
CCIAIEEBHE T Kubernetes 11504, BEMEEFAFVPC, EAMPEXAITT

=, tEiEEEkubeletizzk ., EtP 8B EREHXEE .
14.5 CVE-2020-8557 BI AL E

= CCIFNEERF7822Hi1R5IKubernetesZ £ RiIEICVE-2020-8557H 3 EL 7%
Motr, PR ARSCARSBHUASZRNRIERERID, THHTHE,
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https://github.com/containernetworking/plugins/pull/484
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H
https://github.com/kubernetes/kubernetes/issues/92914

pe S n

FAFiER 14 EREEAS
R

KubernetesE /5 & ZEimiaICVE-2020-8557, CVSS Rating: Medium (5.5)
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H/CR:H/IR:H/AR:M ,

iR T kubelethIIKZE ETERS ( eviction manager ) FiRBEE A XIPodHiEHAY/etc/
hostsXHRVIGASTZNE S FBEETE, FIEISENEIASET, —MES T /etc/hosts
AIPod A LABIE I HZ MK BHIRE N GH D mAIFEZE, WS SiELs

i@ ( Denial of Service) .

2E451% . https://github.com/kubernetes/kubernetes/issues/93032

INMTHIMT RS S MR
AT SR IOAVERRA :
e kubelet v1.18.0-1.18.5
e kubelet v1.17.0-1.17.8
e kubelet <v1.16.13

IR TSR
CCREBASZA R IN, REWT:
o CCIHBIEREET Kubernetes 1.15 iy R, BIzTHNER Kata Z28FEE, T2

£ hosts XHFHREZFERZITHAR .. Rt TRISBEEEHIXEE .
o AFREBEFNIESERTERE, TEAPEERIIEMAR.
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