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N AIRSSMIHE (ASM)
FBFigr 1 APPSR (kR )

1-16 ENFLAARMIRE

*
ENERARSS IS
RESTSLT1IRESD DERESTSRE, SRS,
RIS EER R elEREi
1.8.4-r4 2022/01M11 14:32:33 GMT+08:00

B3 £ “HERSMNE” NHE, SREAEECERS, HIAIEZEEEN,

RS, BAFESERECERS . REERSEREASERIFENMIistio-poxy

sidecar, MNEFEERF, BHiXF ‘B” , ERRBZBEBEESENFEZOWS.,

(AR
BNCERZEEEEERS, RFER, S3RNTERE: YaiMEHER, EEHEFHERAMNE
RIBRT, MXSIHELK.

o HERSMIRIGSEIR stior=HmB SN EEESsidecar,

o A, NAKXIIMNERIAISTRMELER, BISIRRTIMNAIE B BB

service SR ITINEFD o
WEEFHXIIMBIAS R, BECCEEHE ‘TR > REZAW THEIZBRSEE
SFIMBIIH

o MWFEHEMRMIE, HEIPEEINESEistioMETRAEXIRE, BARASHRER
istio-mastertis, 15RICCERMEMIER, B R FEREE.

MFEETLRER, BHECCEHEHE “BiF > TREE > PR RAYES.
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1-17 ENEEEhReERRME

X
EDFERRSS POt
WESEELTEER? EEREETERE, SEEEE
Pt ETT PatEhEE ks )|
1.8.4-14 2022/01/18 22:51:52 GMT+08:00

% E

s

1.4 [RSZ=1E

1.4.1 BcEIZHh

N FRBRSS M XS EIREERF FRIFRA MRS TIZHT, ISHERNIERRIIRSS, K
ITmERE. REBERKERHFERE,

YR 5SR
o WMRBPMIRETMN—PIERZE ( Deployment ) , MRAIFIGIXLEBRSS NN RIS
HITRE, EATREIKRERSN. MXIBHOFENERE.
o WNRRSBAITIERZERENIMZIED ( PodBLE T hostNetwork: true ) , AR
FiFFE N\sidecar,
RSS2

$H1 ERNARSMIBEEG, RERSMEHNEMR, HEAREFBERE.
$E2 EEMSHEEE “RSEE” , RSBIIRTRERTTZRSINSHER
IRRSEERE, B5RE ‘AF7 , RIERSREESHITLIE,
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1-18 BRS51ZHf

BREREE = [ A= 1] ihlaltishk
W nginx BE | HE | S # | hitpo/inginy default.svc:80 HTTP
~  nginx2 BE IME | Eimshr A | hitp:/nginx2 default sve:80 HTTP

S EEREIS, EEILSE BN SRS TERISH.
TR

g
ZETRERIRS, FRAFNEEREINTHFNHER, S—RIESTBE

RS =ES

\

IR,
T TS ARENRS TRE ‘487 , EFIRIBEIERE, RIBESESHT
FES.
1-19 FaIEIEIR
A X
EEiZHh
Q =eEm 2) ATEFKEER
il MEER e
FrEPodEEELE 7 appFlversionfn= RETD =t A=
ErEPod3appilversiont T E S TEES FET] EEES
ErEPod2EEEE A Fsidecar =M@ =11

£ FHEERERNSHFHERE, BE ‘T2 #ANBEERNE, BF “—
#EE” , BtESERSACE.
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1-20 BahtIEIR

x
BeEiZHR
FamER —— @) TSIEER
= LEER =33
RETH
Service iR EFRESTSlicEE BEREO 80 MRV | hiip v EEES
SenvicefiEERT S EEE T versiontng AETD EEES
EESTESTTIETNEEES, B 55 ® -
EEETIEE T -
e
(MARY:

o MRBIMEBETLEESNESEERE, BRIEESESHITFNES.

o CEREMXIEIERERMAIIRS AT EERE JaServiceRNin O ZFFIELMEIERE, HAITARX
T —RES.

o WMRRSARERSIIFZFETR, BRENNHNITIERRREFT.
R

1.4.2 FhEER

1.4.2.1 FiE Pod 2BEPECE 1 app # version 5%

[t e
Service XBXHIPT B Pod&#B AL E appFlversionitsds . appirRiEnaliEhATRE
AURER, versionirnEERERMPATEOAEIRE . MNRFEREEappakversion
Fr&EAIPod, NIRILLEE .
EEES
Podir& B & 7EDeploymentfispec.template.metadata.labels/r, FEINBELE:
labels:
app: {serviceName}
version: v1
A\ ER

{EiakmiBRDeploymentS iR A PodiRENFHER, AJRERSENSSIZE I, BRIELSS
IhRiEFEHAIATENE
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FFisr
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gz

SHREILEREERE, FREAYAMLE,

kubectl get deployment {deploymentName} -n {namespace} -o yaml >
{deploymentName}-deployment.yaml

fan:

kubectl get deployment productpage -n default -o yaml > productpage-
deployment.yaml

(& productpage-deployment.yamlAZE, NER&HappFiversion, EZRIN. apphHY
(BN SServiceZFR—3L, versionZiAv1,

MBRR T {EfaZ .

kubectl delete deployment {oldDeploymentName} -n {namespace}
R R TR & ECE

kubectl apply -f productpage-deployment.yaml

R

(MARY:
115 R AT EEHAR LATECCEZEH S BB PodiIiREE , (BERBEa S ReplicaSeti%EE .
FIT 2577 7EReplicaSet BRI EU T :
1. &ifDeploymentfiReplicaSet,

kubectl get replicaset | grep {deploymentName}

2. RBISSFIPEATF 189ReplicaSet, HNERReplicaSet MIATF 1, ATaEREMlabelSEL
ReplicaSet?% 88 . HEMIERIAELERIReplicaSet.

kubectl delete replicaset {replicaSetName} -n {namespace}

1.4.2.2 Fig Pod B9 app 0 version I 2B EMESE
B REHEA

(E3=F

=
B

g ¥

ServiceXBXAIFF A PodiYappFiversiontr&E A MERIESE . appirEEns iz AT R
SRVIRER, versiontimBERERMFETEORERAE . MRFEappakversiontras
THEERIPod, NHRILEEE .,

Podiz&EL & 7EDeploymentfispec.template.metadata.labels®, ZBINEES:

labels:
app: {serviceName}
version: v1

(BB PodiR&E R ERMRIE DA T :
BEEServiceik g ( spec.selector ) EEERITFE .
kubectl get svc {serviceName} -o yaml

fBIan, tR&Eapp: ratingskrelease: istio-bookinfo,
RIERS B H Service XBXHIPod
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kubectl get pod -n {namespace} -l app=ratings,release=istio-bookinfo
(REELY:
{namespace}#ServicefInamespace—,
L3 RIEPodEZFR, HENEXEXNTIERAS .

kubectl get deployment {deploymentName} -n {namespace}
MR
o —fRPodZFREZL9{deploymentName}-{EHFF R} -{HENF=FE] .
o WNRIRIEPodZIRARENEITIEAZ, nIat2E SIReplicaSetB%EE, FEIGHEMIR.
HIkr 2 & FFEReplicaSetFEBHISEU T :
1. &iflDeploymentfiReplicaSet,

kubectl get replicaset | grep {deploymentName}

2. HERISEFINETF 189ReplicaSet, NS ReplicaSet MIATF 1, AlAERIEKlabel 53
ReplicaSet5%88 . FHEEMIERIBBCEAIReplicaSet,

kubectl delete replicaset {replicaSetName} -n {namespace}
TR BESEEERSELTELZFPodiappFlversiontiss .
-G

1.4.2.3 Fi§ Pod E&E0ENT sidecar

| AR
Service BRI A Pod&P JNfF fEistio-proxySes, BNRLEEE .
EEES
T EiASMh%IJm, IEIRIR S PR TEMAS o EEE{LJvﬁnﬂFE’J “MIRECE ", kR

“sidecargI” W%, KERSHEGITBAEE S A\sidecar,
L] Iz__'I:5 y‘l’fj—ﬁ’g%zo
o =, HITETE3.
2 * Asidecar,
aj&&sidecariE N\, HasA=TE FIB LIERHXEXAIPodiE Asidecar, FERNE
AN TITHEfAEENsidecar, FiEUT:
1. AI{EREHFREGRZTIE] Listio-injection=enabledtr%
kubectl label ns <namespace> istio-injection=enabled
2. TECCEEHIERIIEREIRINannotations=E; .

annotations:
sidecar.istio.io/inject: 'true'
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matchlLabelz:
app: httpbin

version: wl

template:

zidecar.iztio. iofinject: “true’

f&a]LAB FInstalling the Sidecar T f#E ZsidecariE NRIENIR,

T3 NEMNEEEHFETHhITEFEN, BRPodKiF Asidecar, EEBECCEEHIGFE
[BPod, HiEUITF:

BERCCEEHEG, ETIFREMET, BERFIIN "B > EFHE” .
T4 RETFRBEREE T ENMEEL. 5ET:

BRCCERHIE, ELIEREMTET, BEHREIN “B2 > KEYAML” , BEES
B & 7 spec.template.spec.hostNetwork: true, I1RZ, BRIARE S IZFERMIER
& BcE Hfalse, BUARRIFENsidecar,

SpeC:

replicas:

nlimestamp: null

SIS BTSSR R AT A BHIRAT.
SNSESCAI A AR 200, BRAMBERAMITHNST A Asidecar.
R
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1.4.2.4 Service TERfFAEENEEEEEE

B fHIR
NERPIEEIR T 21 6B, HERHRIEE ServiceR1Z a1 AServicet AE—
BR33, specselectorfitE . spec.portsEeE M /RFNZFIServicetHE
(1 588
REMISEENERHEXRT 1A s Bt S E
1EERS

(BB EERf T E&ServiceRIECE |
SR SERCCEEHE, RERERSMHENFRRE.,

T2 EAMSHEIEE “BR > RBEAW” , HESKRSEEZNRS, B ‘B2 > fF
BBYAML” , {EBXspecselectorfitE . spec.portsEtE SRS —H

SpEeC:
ports:
— name: http-cce—=zervice—0
protocol: TCP
port:
targetFort:
zelecto
app: test
$]|3 EELEI~PR2, (EE R TR ServiceRIALE .
e ER

1.4.3 Ba2EI

1.4.3.1 Service Nk ORTREEFS istio #E

)RR
Servicelm A ZFRANE ZIEEAIMNFIRIE, RATEXSA:
name: <protocol>[-<suffix>]
Hrh, <protocol>AJLAZhttp. tcp. grpcs, IstiofRIET RO _EE X AU SRIB XS
MAYERERAES . IR0 “name: http-service0” 1 “name: tcp” E&EMHROSZ; ™
“name: httpforecast” 2IEEHIIRESE o
WMRFKIZEBL L& dsE, WIRLEE.

BEIES

S} BRCCEEHE, PEEHSMHENFRRE,

SE2 AAENSHEER “TiF > REAI” , RBEMNRSEN ‘B2 > HIEYAML” ,
BEServicelh¥, RIEIFNN, MY, ERSIFREVIIMMNEEE, WTE.
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Zpec:
porta:

— name: http-ratings

protocol: TCP
port:

targetPort:

$|3 BE “HBE” .

-

1.4.3.2 Service fUiEIFEEHh ESEE T version Ins

()RR
ServicefiJik %22 ( spec.selector ) FARBEE Bversionti& ., WMREBE, WIRLLERE.
EBSES

$B1 ERCCEEHIE, PEERBMHENFRRE.

TE2 EEMNSHEER “RE > RSBEW” , PEMNRSEN “§2 > HKEYAML”
BEServiceRUi%kiRsE (spec.selector ) , MFREEEMIversiontis,

Epec!
ports:
— name: http—servicel

R
1.4.3.3 RBEBEE TRARANRSIEE, KHECEEEER

)RR AR

IstiofEVirtualServicef1DestinationRuleFEN TIRSZHGHEIRHMN, FFLAEERLE
MREZECE VirtualServiceFDestinationRule, EEi#ELA THIFIN:

e VirtualService4JRECE 1 ServiceRIFrEIwO
e VirtualServiceFRRITMYSREL A RFNServiceAim MY ERI—E .
e VirtualServiceFIDestinationRuleFr A RECE T BAIARIIRSZ IR A o
MR
MNBEBLEREEND, FJREServicefNig S aRimOZFREIEH .

STREFRA 07 (2023-05-30) IR © ERRBRABRAT 35



N AIRSSMIHE (ASM)
FBFigr
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2SiES

FE1 BERASMIZFIE, EERSZAEMRE, BEEMSHFRY “MIEERE” , EEF “istio

RESE” I, TEREFIEFE “istioRiF: virtualservices” MIREZFIEGRE

8],
B2 HRVirtualService i MELE T ServiceRIFF B IR -

— reviews
http:
— match:

— mesh
port:
route:
— destination:
host: reviews. defanlt. sveo. cluster. local
port:
mumber

host: reviews. default. sve. cluster. local
port:
b er

FIE3 MR VirtualService PAIHMY SERL AR ServiceFim MY ERI—F]

1-21 VirtualService BUtmMY R

— ratings
ht tp:
— rounte:

— de=stination:
host: ratings
port:

number
subzet: vl

1-22 Service AYumMAHMYSER!

. httpratings
. ICF

SASRRAS 07 (2023-05-30) WRIERE © LEARITERARERAF
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1.4.3.4 Service EAIFIEERHID)

» E s
[BIREfEIR
RS ZiFEEEfnaE, FERHEIUATHL:
o BNEMPWIRBTRSEGSETERANGETE.
o HANEHY, IBEHIATETEREREEIRS.
o BMEERSH Rabels. wHOEE, LKselectorhPlIAATEERE .
o [RIRBABFREEEEHAIYAMLIZ{Hannotations FrsBasm/clusterld. asm/
clusterName=Eg5+, HMEENRBIRZIEAAEE LIAFE,
BIILATRE, AL AENtE RS ISR LD EiRmERIRN
clusterl cluster2
-metadata: metadata:
name: nginx name: nginx
namespace: nsl namespace: nsl
labels: I.-a-bels:
app: nginx app: nginx
version: vl version: vl
annotations: annotations:
asm/clusterld: xxx B e
asmjclusterMame: clusterl s T A T
spec: spéc:
ports: ports:
- name: http-nginx - name: http-nginx
protocol: TCP protocol: TCP
port: 8001 port: 8001
targetPort: 80 targetPort: 80
selector: selector:
app: nginx app: nginx
type: ClusterlP t-3._rpe: ClusterlP
Service: nginx Service: nginx
Namespace: nsl Namespace: nsl
=3
BESES

FE1 BRCCEEHIE, BERSMAEERN, & ‘BF > RBERN NEEERSAERS
B=E, AREEMESRHEMER, RGBT,

MREERZ AT ENBLILEER

MA4RRAS 07 (2023-05-30)
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Nz FRARSS MIHE (ASM)

PSR

1 PR (HhR)

IR TSRS, & “BIR > RSBAU” NEISENNAYGETEFRSS, BEiR
fEFIRY “EZ > RIEYAML” , EHXAREPHIAS.

EIERMEAEMERE, £ ‘&R > RELKW TEHEEMNNGFETE, BEA LA
“YAML@UE” .

BEB2HREFINAS RIS AEF, HFREFIImetadata.uid.,
metadata.resourceVersion. spec.clusterlP. spec.clusterlPs, LAK
metadata.annotations§fJasm/clusterld. asm/clusterName=Eg,

Bk R, IRRS ORI,
e

1.5 PXETE
1.5.1 FRINRIX

HURSR{

BELR
224
S
I3

RS MK EMIRSZ LR P LIHEIR—EAN . REBEE. TP, WEREEFDN

P
BEo

ARSS KA AR A B IDEARSS ( ELB ) ARBIIERSIRMMEZINIE, EIAERIIMX
B, 15iERIeIZRHYE .

B HIERY, FEWRFRAEVPCESERFRIVPC—H, FIEFENeIEIRERIGRHEN
Eran BRI EINARR . WRBIRZEY, LONISTEEE “ WK (TCP/
UDP) 7 , EMEEBIFEDE “IPVATAR” , HHRGAEISEGSTEIGFARIPHBLLE

SRNARSMEERS, PERSMERIBIR, HEAMSIFERE.
EEMSH=EE “WXER” , BF “IFIRX” .

BCEMXZSH .
o RIXBIR

BMAMXIER. BNEFEE. 4Rk (-) Bk, BB RLUNE=EFF
% [l Ah—%?ﬁé&?z%,% y KE;@@%‘I-NSg/l\?fg o
o EEBHKEIE
MK ERIEERE .
o IFAAR
- PMARA: STERERIPVATIRGE R, EFFEipvelIMiE A AR EIZS
- IRSMEEREEREISEIRSS (ELB) MGEIDESLAIRMHMSBIAE, i
HESRMMERIENE, BTISAMNIIFAN . IIRI2H=E, SLOMKERR
12 “MLEEY (TCP/UDP) 7 , EIMERRBEIFEERE “IPvATAR " , RIRGE
&L FAMIPHELLE .
e HIAO
- MY
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Rz FABRS3 M4 (ASM)
FFisr 1 PR (HhR)

SRR S AN CRRYESR . STIFHTTP. GRPC. TCP. TLSKHTTPSHFdf
IWESidl: v =

- XHN®O
FREREISERESMENRYIFEO, THESEE.

- HNERAIE L
RS EohiEFRAFIOETAIRIPHEIL, {ERRSIHIOANOMELE, EHaTLUE
H{EM A R ESTHIXERAYES .

- TLS&IE
XTIMINAHTTPSEY, TLSERIEAFBIRZES, BAREIXE,

SFIMIMNITLSES, BNEEFE/RATLSELE . FETLSE LR FE40EIE
B, IIFTLSEIRERMEZINE; KATLSEIER, MXIGERERINER

TLSEE

- ERIES
" EETLSHMYHARTLSE, FEH TR, LISHFTLSEIRERMNEIA

i,

" ECEHTTPSIMNYEY, FEHEERIES,
- TLSEARMRAS/TLSERShRA

BB TLSMYFHFFFTLSELE, SEBCEHTTPSHMYAT, 1Z2HATLSHREANR
K/TLSEx= R ABIIERE

1-23 iFh0e<

gt 1[I

Hxzg

i =t el

m GRPC TCP LS HTTPS
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SH4 (k) BRERESH
SRRV S RN PCES (AN BRSMRAEIt+URLEERY ) BF, LESRE
BEEREII MR ERIRSAME . BT EfR, B IRINERE " XEE.

e  URLECEZRRM

- PIZEOTED: IaNkEtURLA/healthz, REFSIEIZAIURLIYATAGE], )
%N/healthz/v1. /healthz/v2,

- T2l RERELE EARRER. FIMNLEIURLY/healthz, WAL
URLZABESIE
(1 588
SHEIBIIYAMLAS ECEIEN LA, 18eVirtualServiceBo &3 {4RNAT
mhttp:
- delegate:
name: nginx-80
namespace: default
match:
- uri:
regex: /do[a-z]*/
WMEFTR, “regex” RNRIEMFRARSNILACURL, FRURLGALL “/7 FFko
e URL
ARSSSZISHIBRETURL, fBlEN/example,
o WRTE
ARSS MK FRERYAR A=A
o BEItRIRSS

AINMKRIBRSS , B MR . BiniRS SRIEXTNAIR K TS
g, ISUEHINES AINEERET, A RAEARZITRAIRS? o

BeEIZIAMAVIRS TiEiEE, SELIREFMESRNEESERAITEES.
o ipiRO

(B RICECXIIMMY AR
o HEF

( XFIMPIAHTTP/HTTPSAY AT R & )

ESHTTP/HTTPS URIFIHost/Authoritysk, FHEABIHHIT. BHAXHA. FRBE,
EEREHNTSE:

- URL: {ERAESESURIAKRG (a4 ) , NRERURIZE TSI,
BRANSEIRIE N L ECRIBIER o
- Host/Authoritysk: {FERIHEESHTTP/HTTPSAIHost/Authoritysk
o INFEPINFCEIRE
AWK EA MY F BIEE RPN
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N AIRSSMIHE (ASM)
FBFigr 1 APPSR (kR )

1-24 RINIKE

patllific=:

$|s BESHE, BE “BE .
MXRINSERSE, ATRIE “BRSSEIE” WM, IREVIRSSINNIAIEbL

1-25 fRSSHMMIEIBLE

BEE®R = ECEigHE P
hitp:// 3000/productpage HTTP
w  productpage g http:d/ 23000/ HTTP

F | hitp2productpage. default svc:8080/ HTTP

-

1.5.2 FINEEHEH

BAEES
GEAIAEIRITIIRSSRINES MEH, RESMERRE.
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BAESER
SB BRMARSNEEHE, SHRSMSOER, HNREFERE.
$B2 EEMSHSER MXER” , EREFISANMXATET, SRR R
g, RENTSH.

e  URLPTEHIN

- BUZROCED: BIENRRETURLA/healthz, REFSILEIZEAIURLITETAE Bl
#/healthz/v1. /healthz/v2,

- T2l REREDE EAREER . FIMNEIURL/healthz, AL
URLABEIT
MERTY:):
IFBIIYAMLE ECE IENPCECHRNY , {EeRVirtualServiceBo & S 4RI :
mhttp:
- delegate:
name: nginx-80
namespace: default
match:
- uri:
regex: /do[a-z]*/
WMEFTR, “regex” RNRIEMFARGNILECURL, FRURLGALL “/7 FFko
e URL

RSS2 #5A0BRETURL, f5I%N/example,
ARy
E—M X TEIURLECEABEHER -
o MWREE
ARSS MK ERY AR R =8
o BFiRS

INMKRIBRSS , B MR . BiniRSSRIEXTNAIR K TS
g, TIEMNIESIARINEEEE, A AETREIRIMAIRSS? -

REIZRIEMAIRS TiEkR, SEERIEFNEERSBMEETHITIES.
o ipalwO

X B RICEI MM AR O o
o HE

( XM AIHTTP/HTTPSEY AT ECE )

EEHTTP/HTTPSHYURIFIHost/Authoritysk, FEEERIHIT. BRAXT . FE
&, EERENTSE:

- URI: ERILEESURIAIERER (HEIE ) , INREHRURIZE TR,
AR EIRE RN P ECRIRIER o

- Host/Authoritysk: {ERILEESHTTP/HTTPSHIHost/Authoritysk
o I EEMEERRA
TR R AN 2 BRI E B R AL
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1-26 RN

NS

EiERMALEIRH

S|3 EBxAE, BE “HE” .

-

RN FREFH R EIR AR EHIAL SR, BRENRREM RHERIEF R
15, FNBFRERFEAEHEHRS . MREFEBERS LELAMEEMAR, —B
BEIZ EH (5(BUG ) , WAFRIZINRK, BREAEEFRRK, EEBRRMER
[EEREIRI—hRA, FEINTRBPER.

WRHALASK, M SSHBGEMAZRL T I AMRES: 22Ekh. BEAM. A/BIIK. &
HARURSINE SRS, RAsEBRELHSHRIREERKIIRS A AiEE,
ASMERIFE L E R MIIERRMMAH L.
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Rz FABRS3 kA& (ASM)
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SZERT

NFRIRE R, EH&ZISHJQZF,%L_,FE’J—WBT SHRAFRET, (88D B ERH
WA, EMbRPAREEREMRA, FIRARER, B2T AeREMERFRER
TR EIFTARA_EE Y’EF_JLXH—?WEV Wb HIFTAR A R A KA SS XSG, FRARER

PEHRAVSIINE, ERSTRFREELR.

1-27 SL4ERTRIE

EATREA > EEREER > IERERS

[E| iR

B&AH
BEAMRET—FTESTRESELN, E—FLRATURIS RGN AIIRA, B
BBR R BT EPIRSSZIERIAIE . FEREBEMRANRIEIEEIIRA, B IRA
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BRERAREIRRE.

1-39 iR B EEFH

MEsE & | 5 v |SRESN, NR | &XE - E v 50 EEIEE | 2R v |, = = v | =

11

o v EEE. BRensE

FoEERE

o BETER BT CEEEE .
SWA B UEIUR .
SR EEMNSIRFAUESIT—T, ERORMY.

1-40 NFIFE

MR BSRERR
FRSE e - Qal|c
EWER = ®E = R = R = R = BERE B

~ rule = HERE ot N/A =% 2 =

& wE 1= WELERR WRAFEEE (%) RSB
tio-proxy = no-del-cce-g. 766 B38): 2022-08-31 19:15:00 GMT+08:00 RESRM:: >=00 MBHIE: 7.655, 7.655, 7.655, 7.655, 7.655 HAZHL: M
tio-proxy =) del-cce-g. 6799 838 2022-08-31 19:15:00 GMT+08:00 IIESH: >=00 BHEIE: 6798, 6798, 6.799, 6.799, 6790 HALHL: M
tio-proxy = no-del-cce-g 6462 #HiE): 2022-08-31 19:15:00 GMT+08:00 FRIER#F: >=00 BEAEIE: 6462, 6.462, 6.462, 6.462, 6.462 s
istio-proxy = no-del-cce-g o 6134 #3iE): 2022-08-31 19:15:00 GMT+08:00 =00 BEEEE: 6.132, 6133, 6,133, 6133, 6.13:
tio-proxy = del-cce-g 043 B 2022-08-31 19:15:00 GMT+08:00 FIESA: >=00 BAIE: 0429, 0429, 0.429, 0.429, 0420 REZHL: M *
istio-proxy Ex no-del-cce-g. st #3iE]: 2022-08-31 19:15:00 GMT+08:00 FRIER#: >=00 REAHIE: 6754, 6.693, 6.693, 6.604, 6.694

istio-proxy Ex no-del-cce-g. 662 #3iE]: 2022-08-31 19:15:00 GMT+08:00 IRIER#: >=00 REAMIE: 6627, 6.627, 6.627, 6627, 6.627
tio-proxy =] del-cce-g 6944 83i8): 2022-08-31 19:15:00 GMT+08:00 (RIESEH: >=00 BAHE: 6939, 6939, 6.939, 6.939, 6,951 7
istio-proxy iz no-del-cce-g. o676 EHiE); 2022:08-31 19:15:00 GMT+0800 WIEHF: >=90 MAKIE: 6725, 6676, 6,676, 6,676, 6,676 K
istio-proxy Ex no-del-cce-g, 8146 a8 2022-08-31 19:15:00 GMT+08:00 IRESH: >=00 MBHIE: 8149, 8.15,8.15, 815, 8.15 REZHL: M ¥,

SRS EHREIRPIUBERFIENSEERRINARANFERS,

HEERMARE, EEEIRSHIE—RABRICR., PHEELER, & “FEX
%{” & &EZEdeploymentName. nameSpaceZ2%, LIATESZIREW sidecar®

2. WSmEsidecar&ZRIRE 52 EZ B Bsidecar@iERFIE2, istio-ingressgateway.
istio-egressgateway. istio-eastwestgatewayZFizhlEsidecarFRIRHIFZEECCER

e “Tefadl” mEmBgHRSRFREN .
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N AIRSSMIHE (ASM)
FBFigr 1 APPSR (kR )

= 1 ESEFB

ZZFE 2022-08-30 15:24:53 GMT+08:00

BB test-proxy HEM “HEERE TR "ERAE . FEELEEES: BREERE memUsage, BFIEREERE 157, RRSEES
=

== P S U
U eI
resource_type Application
clusterid c9f6dg9f-2518-11ed-ac12-0255ac1001ba
containerMame  istio-proxy
clusterName cce-test-gpy
namespace PAAS.CONTAINER
event_name test-proxy
resource_id alarmMame:test-proxy;namespace:PAAS.CONTAINER;clusterid:cof6daof-2518-11ed-ac1 2-0255ac 1001 ba;clusterName:cce-test-gpy;containeriDif2e...
podName Istio-eastwestgateway-5dbddbdedd-fn59g

deploymentName istio-eastwestgateway

nameSpace istio-system

resource_provider AOM

containerlD f2eabb1bbb18724fealebeecfb287ed41e58687f823e3cea58874d2edTel48ee
podiD bb01babc-d439-4407-bf06-67d5ee2cebb8
S

1.7.4 istio B EEIE

1.7.4.1 YAML 5 BCE Istio R[iR

ﬂWEPHE%?&H?&E’JIstlom,J? ( #nvirtualService. DestinationRule ) aNZE{&X, BILATE
“istioFRIREIR” FLAYAMLEGISONRBNiHITHRIE. RIRY, ESHFCIEFMistioR

I/\O

A EE

FERAYAMLA R I BN IstioZRA e SHEIRHI BRI BEARTES, THIaEXINEESE
AEAMER. REHEHEREE B YAMLA R 4iRIstioRE, NSEAREDRE
o FEEIstioRIRE, BUIBAEEUMEE,

REEA istio AR
T ZINARSMISEFES, BRSNS, HAMEEERE .
2 EAMSHEEE “MEER” , B “istioXRER” I,

I3 EHERERIERistioZEZER (71 “istioR&E: virtualservices” ) , UREBETEdS
Z=8),
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N FEBRSS A (ASM)

5z =12

1 PR (HhR)

1-42 5% istio &I

| istioBiE: virtualservices EBEEE: default - Q C
B = A B i) BiE
details-route default 2022/01/21 09:16.54 GMT+08.00 =il
productpage-route default 2022/01/21 09:16:54 GMT+08:00 ==
ratings-route default 2022/01/21 09:16:54 GMT+08:00 =5 B
reviews-route default 2022/01/21 09:16:54 GMT+08:00 =5

SR PERMEIIR “wiE7 , EANTEIESEXES, RARRTRERER, B
SABEIRS TR INER, B ‘BT R

(AR

fmigIstioRF/E, BANLZHEINERIA, SistoRFREEX, FHRFIESNYAMLE
BRI IERER

SZHFLAYAMLERJSONREN E7R, R LUSEE X FEEIARM,

U istio &R

SR ERNABRSMNEEE, REIRSMEIISIR,
$E2 EEMSHZI®RE “WSEE”
H$|3 BEIIFRE LS ‘B .

ARIIEIFBERME
BF “istioXRER WE,

=] 1-43 BlJ# istio K

istio®FiE: virtualservices EESE: default v Q C
B = EBE eEmE B
details-route default 2022/01/21 09:16:54 GMT+08:00 =5
productpage-route default 2022/01/21 09:16:54 GMT+08:00 mE
ratings-route default 2022/01/21 09:16:54 GMT+08:00 =5 B
reviews-route default 2022/01/21 09:16:54 GMT+08:00 =5

SR TANRAEEBARS, ERE ‘SAXHE | BARRIEFIIYAMLESONX
(i ol 8

IR @'LA%{EFW??EEE, NDIREEHERER, iEFaBXNESABHRER, B
“E [ %

MR

BlEIstioRiRfE, BRMLIEHEIIREATA, SistoRREEEX,
ERRIERE

.

FMiRRIES ILYAMLED
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Rz FABRS3 k4% (ASM)
FFism 1 PR (HhR)

Istio FiEiH AR

7= 1-3 Istio IR

HiRER izlilz
AuthorizationPolicy | FAFECEESHIN
DestinationRule ENX BB IRRSFIREREE . VirtualServiceF

DestinationRule 2 A== HI R EBIRNRIR,
DestinationRuleXE X 7 Mt E N ServiceXdyMEHARSZHI
REERARN, BIEREITERIE. BESMN. AREE .

EEEE,

EnvoyFilter EnvoyFilter AR5 Mt&IEHI IR TR AT EaeS, F
EnvoyHrFilter Chain BB ENXBELERIRE .

Gateway GatewayE X T FFAHTTP/TCPiREH N\ MA&EE M Mg

HHgGE—AOFEO, SEd 7T —E8IIMAFEO .
W, GESELIRSNIES .

PeerAuthentication | Istiof9IAIESKASE & PeerAuthenticationFll
RequestAuthentication, PeerAuthenticationseE&FTFECE
RSZEBEHIMTLSIER .

RequestAuthenticati | IstioBYIAIESRE&EL & PeerAuthentication#l]

on RequestAuthentication, RequestAuthenticationZRE&FF
BCERSANERBMIIETT X,

ServiceEntry BFEMMERIRSBEIMNEH, HNERSHITERE,

Sidecar xdSidecarfCIEEH{TEIKIGE .

VirtualService FEFMEAIREANEE . VirtualServiceFIDestinationRule

EREEHRXFEIMm N RIR, EVirtualServiceRENX T—
HIEMRMN, HREFNE, FNMNFHTCE, BEEIITE
BINEEREE A AIEEHIE L,

WorkloadEntry FsRBEM (VM) SEREE ( Bare Metal ) #1731
xR, FHENIBLEIESKuberneteshiIPodEIEEER
7, BERREEE. T2EE. NSNS,

1.7.4.2 YAML BLE &R TESEES

BITHEHIATN “IstioREIE” FRIYAMLE RIIATLACIRIstioRiR, AT ERHEMAN
ARYECERIFsR, #NE:

o EHIGCIERRIER, EiEHIS%R

o YAMLBIZERIRIER, YAMLI VAR

IREH S ERNFREZ YAMLS IUER, BaSEEHaxINInseR~rI A (5,

YAMLEZ & VirtualService REfE, EHIENNESZHORERE. REEMEAR
B).
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N FEBRSS A (ASM)

5z =12

1 PR (HhR)

SLERSRHE

£ “MEECE > IstioRIREIE” NEmigaL eI IRSS KEXRYIstioRREY, NEEEPS
BNAIE “IERISEXIIREAARER" , SFRFARRTHESE “BE” 5, k&
ER, BizBRSHIEF SO IR BINER, FESRERIYAMLSIU4HM

A EE
YRR “IEHISEXIEAHRER" , JRaSRIEREESHoEN A

gEmsR, HEIRER,

* 1-4 @ik “EHISHEXINBEARTRER" MIRSAYES AT

b1 ATRERE

£ ‘IREEE” E, BiRRSEN ‘2 | BEYAMLAEVIBKN T

27 IRHEKR, AakF AuthorizationPolicyi& iR

£ “IRSBEE” mE, BRRSH ‘R | B YAMLA VB T DestinationRulesy,
=81E” 1IHER, AnNikF VirtualService Zi&R

£ “IREEE” mE, BiRRSH ‘& | BIEYAMLA VB T DestinationRulesy,
R BHER, Ao)ikiR VirtualServiceiZiR

£ ‘REERR” NHEIEKERMES | BEYAMLEREX T DestinationRuledy,
BY, BfrIRSER, AaliEiF VirtualService’Zi&R

£ “MXEE” U@, BEMXAAIN | BIEYAMLETEX T GatewayRiR
IREIRHER, AAlikF

£ “MXEE” NERINIRAET, Bfs | BEYAMLAZUEM T DestinationRulesk
REEKX, ArlikiF VirtualServiceiZiR

1.7.4.3 IstioOperator Be B & FAMNESEHE

SLERSRAE

IstiosFIstio OperatorZZEfIin=T, BITEEEFH#KIstio OperatorSIEAYEM (B
fFistiod. istio-ingressgateway. istio-egressgateway ) FOT{Efa%, FlE0: FRMIE
IRAS . 3 Aistio-ingressgatewaySLHIEE . FFNXLE T ERFAIECCERFIE “TE
RE” WEEK.

ATERZNIANONEERSR, LAIRARIstoF TIERBIFHLIREEIT, ASM 1.8.6
LA ERRZSSRERGN T 5k :

o EMTFREHRIXBIZTEENIERIZTRE
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Rz FABRS3 M4 (ASM)
FFisr 1 PR (HhR)

& 1-5 SRFERE THXRETEE

THRE |KE |EBEER ECETER
%]

istiod Deplo | spec.replicas SEIEL

istio- yment .
strat M

ingressgat Specstrategy Fribs

eway spec.template.no | IERESRES

istio- deSelector

egressgate

spec.template.affi | FEERRR

way nity

spec.template.tol | EAEFRE
erations

spec.template.con | FiRIERFIPRE
tainers.resources

e Istio OperatorBNIAMRIFHRISERF P TIFRABRIXBEI TR ENMIER, CZHHE
KB ITEEEN

o EFEXXBIZTEEHITEN, EBNAFPBECCH=FG “TIERaikk” g
B, ERFENESRK, TBETIEHTEE.

1.7.5 #ZK%

1.7.5.1 FEMIE

e
FIP B LUSEMRARIMAE AR EISHMRA, LURENERRINAR . EitiRMNiEs e
EFR, BARAEHNT RFR.

FHREM
o MIESHIIGEMEFENMIRAIIRENIE, IBPRRNERSIRSSPod, AJREE

BT EERRSS SLAIR T .

o  FHREAENSZHITRER . REMNEEFRE,

FHRISE

?;ﬁ% RhRZS EltRhRA FERBR

AR | 1.8.4-r1 1.8.6-r3 T EH ([RibFR )
1.8.4-r2 1.8.6-r3 T EH ([RibFR )
1.8.4-r3 1.8.6-r3 T EH ([RibFR )
1.8.4-r4 1.8.6-r3 T EH ([RibFR )
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N FERRSS MAE (ASM)

HPFigE 1 FAP$sr (ki)

I@J&E TRhRZAR BFrhRA A&

it

1.8.4-r5 1.8.6-r3 T EH (R=HFHE )
1.8.6-r1 1.8.6-r3 T EH (R=HFHE )
1.8.6-r2 1.8.6-r3 T EH (R=HBFHE )
1.6.9-r4 1.6.9-r5 T EH (R=HFHE )

ERthR | 1.8 1.15.7-r1 SERRAFAREN .1 3RFRA ( &L2EF
%), BIREAAE (£L£HER) 3
1.15.7-r1

1.13.x 1.15.7-r1 IRAFHR (EL£2&£FHER ) F1.15.7-r1
1.15.5-rx 1.15.7-r1 T EH (SLEFER ) F1.15.7-r1
1.15.%-rx 1.18.7-r1 IRAFHR ( E22&£TFHR ) F1.18.7-r1

L8R | 1.3.0-rx 1.15.7-r3 IR EEMBRANE, BIRAFHERE
1.8.6-r4 (BLLERHE ) , BIRAFER (£
2 BHER ) T3 XRIHIRA, BRAF
% (EL£EHER ) F1.15.7-r3

1.6.9-rx 1.15.7-r3 IR EEMMRAMNE, BIREAHRE
1.8.6-r4 ( BLLEFR ) , BIREAFAE (£
YEAR ) T3 XRHIRA, BRAF
& (ELLEHEK ) £1.15.7-r3
1.8.4-r1 1.15.7-r3 EIFREEMMRANEE, BIRAHE (£
EAR ) B3 XRHRA, BRAF
% (B2ERR ) F1.15.7-r3
(1 %88
EARANFEBS W1 RAGFE . 1.6MRA4FE . 1.8ARAUFIE . 1.130RAFME . 1.15hRAHE
F01.18RRAF I
ELERRIRE

ASMERERRMISSTIFE L EF R, SLEFRIEPRERIFFEMEEH IR
£, BEERRTET LA NARS, AILAGRE—EBDsidecarE /g, FiEk E#f
WRASRYIZHIE, FFFrAsidecarfBIERIEREFizHE /5 FTEEMRAMIEAEHE .

FEIENZ, TESHMIERAIZFHIEAY, istio-ingressgateway#Qistio-
egressgatwayAIFTR A B ESRIASERE, #FrEMEIRARIMNISERTIIE.
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N AIRSSMIHE (ASM)

FF$5rs 1 PR (FhR )
CCE _
e 2 A RS
istio.io/rev=%ravision 1 5B ESRA
istiofB {4 I EERRFENS
istio—operator podi i i pod pod3 e
istiod | [ E i sieeear 4.podEF - — » istiod—$revsion
5 HEREIRA

SLEARRIE

SLEFRVEERARRNE. EREAR. FEEAR. FREHEIN TR,
TENAELEARIEFRIBXRE.

THRIEAEIR

FRFEE ERIEAE HAEEA R

1. AEEIKE
FHREI, SXERERIR. SRHRA . ERERSESHTEITINE, Reguditart
W, FIESEEEAREIREIRA,

2. EEAER
FEEEEEHIEmARRE.
3. HUEEAR
FEEEEHIEmHRIRA
4. FHEFLIE

FEREERRELIRIRA .

BRIET R

B BERNARSMEERS, BANERERZEARRA . FGENT:
o JIER EHEERRAFRRAIIRGE o

NAREME ©Bss, @ 5aEss

O LTEESTAERES, EEEAE, LESErNEREE:

o MIBBZRAMESEFE ‘THEK £,
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N AIRSSMIHE (ASM)
FBFigr 1 APPSR (kR )

&

(o) o
e Rl

i

.
T
T
wn
=2
= f
2 f
{i

EFETHARRTAINE, BEXMEEIR, HEAMNEFERE.
$E2 FANSHEIRR “REEE” , 24 “FR° 1.
$I]3 REARBREEESENARS THMEF R
o EHELRAFE
HRFEFEESLERAR.
o RVhRANTEEER
BE “ATEH , ERENRTERRE ‘R o

1-44 N T &3

T EH

FEEE  FREREOETEIES. REAUESSEE

B  FAREENATEF D\ FRFIERDRE, IEPLERRSEPd, 5

EREE RS RTE

R

1.7.5.2 1.3 IRA4EHE
o  EFMixerfiMetric. il BEFIERE
o ZIFSDS, IEPHIREFEERFPod
e iESidecar AP
o I=FIEMBERIL
o TERFABRRAVirtual Service Delegation k£, 1IZRIAAZEFIRHEEIEGateway

nERE
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Nz FRARSS MRS (ASM)
FFisr

1 PR (HhR)

FiEv1.13. v1.15. v1.1780v1.19 CCEEEEERA

FMAEIESIF: https://istio.io/latest/news/releases/1.3.x/announcing-1.3/
change-notes/

1.7.5.3 1.6 hRA4FE

EHEEME—, BUEREREMIEEE

#XIER kA Virtual Service DelegationS 3t ( e ARMEFIE, APIFIEN1.35c%
WRASE2AEE )

Workload Entry/5{@xtiEKubernetesfa st TE X ANETE
SDSERAIEH

TR THIER, @idTelemetry V2A9IEMixer 5 ISR HIRRE
XTI EEEIHTERS

TEZiEORSET RO ENIRSAIE

Sz v1.15%0v1.17 CCEEEBERRA

FHABTIBEZIA: https://istio.io/latest/news/releases/1.6.x/announcing-1.6/
change-notes/

1.7.5.4 1.8 hRA-4FE

ERA T REMNESER

BRI FmEME S &R

MixerfB4IE T4, hinIEE. ARSI E TR RE
EnvoyFiltertim, TiFEZ RiEMInsertiR{E
IFVMSEELRSSIATE

BREETFAuthorizationPolicy FUFRHIS AR RS

Sz#¥FIstio 1.8.4. 1.8.6HR7A

X1Fv1.15, v1.17, v1.19%0v1.21 CCEEREIRA

FHARBIEZSH: https://istio.io/latest/news/releases/1.8.x/announcing-1.8/
change-notes/

1.7.5.5 1.13 iR A&4F514%

S #¥Istio 1.13.9kRZA

Sz#5v1.21. v1.23 CCE TurbofEBfhRA
S2v1.21, v1.23 CCEEERHRA
Z¥FE@igIProxyConfig APIECE Istio sidecar proxy

Mlstio 1.10kRAFFE, Sidecari B EEMREES loopback interface (lo) , [
EEREEENRINAeth0, HRAINSpodiElfElT o, FEXMEITEethO
FELZTEIRT, SWAREKBSHEERS AL, THRES

FHARBIEZSH: https://istio.io/latest/news/releases/1.13.x/announcing-1.13/
change-notes/
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https://istio.io/latest/news/releases/1.6.x/announcing-1.6/change-notes/
https://istio.io/latest/news/releases/1.8.x/announcing-1.8/change-notes/
https://istio.io/latest/news/releases/1.8.x/announcing-1.8/change-notes/
https://istio.io/latest/blog/2021/upcoming-networking-changes/
https://istio.io/latest/news/releases/1.13.x/announcing-1.13/change-notes/
https://istio.io/latest/news/releases/1.13.x/announcing-1.13/change-notes/

Rz FABRS3 M4 (ASM)
FFisrm 1 PR (HhR)

1.7.5.6 1.15 ARA4314
o TiFistio 1.15.7hRA
o HiHv1.21. v1.23, v1.25. v1.27 CCE TurbofsB¥iRA
o V121, v1.23. v1.25. v1.27 CCEERHRA
e {EE7 CVE-2023-44487, CVE-2023-39325. CVE-2023-27487 &% 2i%iE

FHABTIBEZA: https://istio.io/latest/news/releases/1.15.x/
announcing-1.15.7/

1.7.5.7 1.18 fRA4314
o ZiHIstio 1.18.7hRA
o iHv1.25. v1.27 | v1.28 CCE TurbofEfhR A
o iHv1.25. v1.27. v1.28 CCEERHARA
e  7#F Kubernetes Gateway API

FHABFIBEZA: https://istio.io/latest/news/releases/1.18.x/
1.7.5.8 1.3 F% 1.8 VirtualService 23 Delegate t]Jit

B’rn=

1.8hRAHIRIHZERIA ST $F VirtualServicefIDelegateIaE, EATASMIZSIE RENLIF
delegatet&z=UAYVirtualService, FARIRAFAESITHFRIVirtualServiceitT&2k, &
HARERAFPBTEEREXERETHF, FAPEEREAGESXINA
VirtualServicel &4 -
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N AIRSSMIHE (ASM)

5 =12

1 PR (HhR)

HRSRH

BRIEL R

TEiFDelegatefIVS

NameSpace: default
VirtualService: tomcat-route

- match
- gateways:

port: 5555

- tomcat-default-gateway.istio-system.sve.cluster.local

- istio-system/tomcat-default-
hosts:

AR

XJFDelegatelINMEATLASEistiott KATAA:

___________________________

NameSpace: istio-system
VS1: tomcat-default-gateway
VS2: tomcat-route-default

apiVersion: networking.istio.io/

kind: VirtualService

metadata:
name: tomcat-default-gateway
namespace: istio-system

spec:
Qgateways:

1
1
1
1
1
1
1
1
1
1
1
1
1
1
! vlalpha3
1
1
1
1
I
1
1
1
1
1
1
1
1

5 .
http:
- delegate:
name: tomcat-route
namespace: default
match:
- uri:
prefix: /sve

NameSpace: default
Delegate VS: tomcat-route

apiVersion: networking.stio.o/v1alpha3
kind: VirtualService
metadata:
name: tomcat-route
namespace: default
spec:
http:
- match:
- gateways:
- istio-system /tomcat-default-gateway
port: 5555
route:
- destination:
host: tomcat.default.sve.cluster.local
port:
number: 8080
subset: v1

https://istio.io/latest/docs/reference/config/networking/virtual-service/#Delegate

e B TErouteflredirect IZRT A BEIR EDelegate,
e ASMRAXIF—Delegate, ZKDelegate F=ERo

e Delegate VirtualServiceBJHTTPMatchRequestwZiiZroot VirtualServicefl§F

&, BNEFEms,
e DelegatefFE RIFHTTP/gRPCIMNNER, EALMMNITTFIEL

(BB DRFRESR, TELIIAMISHITomcathkss A5,

—. BAEBIRSARNIMNK, WHAKRSTHEEL.

= EAREIRSFINT X, WFALREHTHTENR:

1. NRIEATESER R EkUbectlip S, SECCEEH GERFIERIESHITAE.

2. fistio-system#pZ =] FEIZE R VirtualService YAMLIZ {4,

{44 tomcat-default-gateway.yaml
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Nz FRARSS MIHE (ASM)
FFisrm

1 PR (#hR)

Hrh,
- tomcat: AEHAIRSSE

- tomcat-default-gateway: J9izVirtualServicesd, &\ /9{iR5Z3A}-default-
gateway

- tomcat-route: HA{EHVirtualServiceRYZ=
- 100.85.219.117: JELBRIIP

apiVersion: networking.istio.io/v1beta
kind: VirtualService
metadata:
name: tomcat-default-gateway
namespace: istio-system
spec:
gateways:
- istio-system/tomcat-default-gateway
hosts:
- 100.85.219.117
http:
- delegate:
name: tomcat-route
namespace: default
match:
- uri:
prefix: /test

X% tomcat-route-default.yaml
Hr,
- tomcat: FECRRIARSSE

- tomcat-route-default: J9iZVirtualService®, & H{IRsSZ}-route-
default

- tomcat-route: HN{EVirtualServiceRIEZ=F

apiVersion: networking.istio.io/v1beta1
kind: VirtualService
metadata:
name: tomcat-route-default
namespace: istio-system
spec:
hosts:
- tomcat.default.svc.cluster.local
http:
- delegate:
name: tomcat-route
namespace: default
match:
- uri:
prefix: /

{FERN TSR VirtualService,
kubectl create -f tomcat-route-default.yaml
kubectl create -f tomcat-default-gateway.yaml

kubectl -n{namespace} get vsixEXZIfRSSAIVirtualService, HfTkubectl -
n{namespace} edit vs tomcat-routefEXU0T:

flRspec.gateways. spec.hostsFlspec.http.match.uri

tomcat-default-gateway.istio-system.svc.cluster.local&#apgistio-system/
tomcat-default-gateway

c. {&2ZapiVersion: networking.istio.io/v1alpha3JgapiVersion:
networking.istio.io/v1beta1l
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d. destination.host:#&={ 9{IR53&} {namespace}.svc.cluster.local

apiVersion: networking.istio.io/v1beta1
kind: VirtualService
metadata:
name: tomcat-route
namespace: default
spec:
gateways:
- tomcat-default-gateway.istio-system.svc.cluster.local
- mesh
hosts:
- tomcat
- 100.85.219.117 # spec.gateways. spec.hostsTEEffIf&
http:
- match:
- gateways:
- istio-system/tomcat-default-gateway
port: 5555
uri:
prefix: /test # spec.http.match.uriZZEMIiR
route:
- destination:
host: tomcat.default.svc.cluster.local
port:
number: 8080
subset: v1
- match:
- gateways:
- mesh
port: 8080
route:
- destination:
host: tomcat.default.svc.cluster.local
port:
number: 8080
subset: v1

4. FHRSEREERSIIRRTE, BEHEIMERAEURL, REIBREEIER.

| s =) |
default = vl tomeat
AEEAIE: tomcat.default svc8080; (HTTP)
A | = 1 Y = [l =
5. HERSBMXITHE, HERSZNXEBHEEERER.
~ tomcat-default-gat.. ESTE test115-2 ] HTTP
EHES
HE URLELEZHIA URL WEEE BtrfleE  REWR.
s default tomcat 8080

1.7.5.9 L4 E£HEK

1.7.5.9.1 SL4EFREE

ASMERERRMIESTIFE L EF R, SLEARIEPRRIFHEMBIZHERNZ
£, BEERRTET ERAYNARS, AILIGE—EBSsidecarE/F, FHiEk E#f
WRASRYIZHIE, FFFrAsidecarfBIERIEREFizHE /5 T B MRAMIEAEHE .

=EIENE, EIPEHMIEIRAIZHIEAT, istio-ingressgateway#listio-
egressgatewayHIFTHR A B S EIRTERE , & MASRARIMIGER T,
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FPiEmE 1 FiFtsr (#rhR )
CCE _
e 2 EEEaf TR
istio.io/rev=%ravision 1 5B ESRA

istiofB{ WSS FRTENs istiofA{4
[EE— podi | | poc pod3
s s .
ingressgateway b i E s 9}%
= M == & cgressgateway
egressgateway e N A

5 HEREIRA 3. ESpod¥iEEiRa

BAFTHR
SB BRMARSMEEHES, PERSMENER, #ARMEEETEE.

S22 detut

$E2 EENSHEIEE “MEEE” , 85 ‘AR 1E.
SE3 IEFEAFHRIRA, BE” RAFR” o

mis: menas [ 1 A4 6 waem

sdecarSE  SIAREE

mEER o
1.13.9 @m = 1nee corere smosesEr 1.15.7-r1

$R4 ERERETRERE, BE “HBE” .

S5 HAAFFMEERE, £ “HT7 , HTARENE, FESEEARRINER
B4,

e FHRAELERIS, Bk T—5" , ENSHETHE.
ST Bk TR, EHTRHEAR, EEEa BRI RN
S EHEFHRERIS, B T—5’ , ETHIEETHE.
SO BE “THR® | HTHIREFR, HEEEEMIRET .
W0 FHUELNE, HEEEETFHRSENA.

R

1.7.5.9.2 AEREIIS B AR

o HHXENE, WEMNIT:
CPU : istiod+istio-ingressgateway-+istio-egressgatewaysEf5I%§ * cpuBRiS{E .

Memory: istiod+istio-ingressgateway+istio-egressgateway3c {51 * PITFERIS
=1
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Nz FRARSS MIHE (ASM)
FFisr

1 PR (HhR)

ERRAEE .

SRS E, SRPINEATRREHITHR.
MRS E, MRS TBARERITHR.
&5 CRDIGE (1.8RLAEAIRRETER ) o

1.3%01. 6hRA(ERRYERS CRDTE BIRAHFZEF, FHEREN SRAERATRA, 1B
FERREIHTLE, SENTRIR

clusterrbacconfigs. sevicerole. servicerolebinding. policy.
Istio PKAREALE (1.8RLALAIIRATER ) o

Istio X5 ( matchLabels ) #4759 {app: istio-ingressgateway, istio:
ingressgateway},

FREIVSIETAEE (1.8RIALAIRRATRER ) -

1.8R% LA EARARIRE REN 2158 delegate #&TLHY VirtualService, iSFF1RENE

18F91.3F4%1.8 VirtualServicesziFDelegatet 1 TEN, BNALEEBEER

FICRRIRMKIRE . iF: ZINBEBRHFASSHHAREY

HREIMEERERE (1.8RIULARARESR ) -

1.8 LA EARAM XM IFiHOEEATF 1024, EEMNEFERT/INF1024008% LA

TRYROFTEHITEN

HeRFiBHFEIITRE.

SLEARISEEREHNE —EMIEIEHIEFMNXIE, ARIFEEEDHFR

WF—1FH-

a. Bfistiomaster labellI T S#E R istiodSLHKAIFE. FRETRAET AR
istio-ingressgateway . istio-egressgateway LN R ABERIFERE .

b. istiod. istio-ingressgateway. istio-egressgateway podFEFIMEM [ A7Ri%
BN [REHE]

HRpiEEeE (1.8 ERRATEZR ) -

11¢3gl::|$h}5.6lﬁ_l$§§%ﬁﬁﬁﬂ'lqﬁ1¢?£1 BRUAERRAREZR, FHERBISHFEGNTE
IE=728

Pf tracing 0 kiali G grafana g prometheus

=2 = =2 =2

HEpimATEIBENEE,

HEMRMSEAS R AGRZEEN, EEEYHIESEFNpodFifERISmETER
T EiF Alabel, MFEEZBHKEIFT EiEANlabel,

FBiservice selectort& &

FHREIE L SservicefiiZ ¥ selectorh I &sidecarVersionfikey, MEBIEFHRA]
EBRiZselector,

1.7.5.9.3 #=HIEALREE

L BRIEERE R EMRAMNIZIZEIE, B RIEEPIS® LR Arevisiontres, k%
istiod-1-13-9-r5, WMABWEELHsidecarhFEIHERZKEMRA, ARIEERFES
SIEMIBEIERIN, (BREETEETHIREARMNIES 22 RAFHREIE 22

BEIRARY, AFidizheigEhRKistio-operatorsSLFIEE 0,

= EEPE TRk = B ohIEESLHIZL )91 /Yistio-ingressgateway-{revision} FI
istio-egressgateway-{revision} deployment, labels¥1/R&MF*LEIERE] .
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o EHREHMAGBRTEBITEIZE Tistio-ingressgatewayfxX, HAREEFEBINEG
MFIRIBE 22 BN AR FHEREIFERA: istio-ingressgateway-{revision}-
{namespace} ( EF{revision} IRAS, #01-13-9-r5, namespace HEpRZ=T

&) .
T S2ERAM.8.6-r4,1.13.9-r2, 1.15.7-r1 FHA% 3,
1.7.5.9.4 FIEEFHIIAE

o BF “‘FER SBFREIRSELAIIIZRIFIRAESIE, SalliBidEda<STE
A9FRES ( EBRistio-injection:enabled , Al tistio.io/rev: {revision} , Ern
{revision} JARAS, aN1-13-9-r5) , HEFEBDpod#tiTlliz, EFER, =T
LA BRI,

o 1.3F01.6MRAFHKREN .8IRA, REPHR, sidecarEEREIHER.

1.7.5.9.5 FR SRR
o WEIREHEZENEIZEIE, —BFRLEE, MEETELLR.

1.7.6 MtST &

AN SECE B 7 HRIN RS MASRI N BIERR. hi0EE. ERREE; HAE
AR BigtrFNAa HEDDEE .

AR
BRI EMBIHRIRERR, MET BRREASIFRERA.

£JRSPRE!
BRTEARSRIstio 1.18RLLERASHFIIERIZAEMS (LTS) . HEEMAE
%, ISIREMECCESERER P OPRERFE ARREMF ( CCE Log-Agent) o

J= PR R

TE1 BRNARSMIEASMIZHIS

S22 BENARSMIEEIR, HANBRSMISIFER

$W|3 PHRAMSHE “‘MSERE” , ®F “NgT B &,

FWA PERAER B “SIEIFE” 12, SRAOMLAI, BF “HE” B,

ERGIRIEE
SB BRMUARSMIEASMEHE
$B2 PEMARSMIEER, HANBRSMEEER.
S| BREMSHE NRRE" , EF RErE" 1L,

R4 PHHEEE K ‘AR 2, BEFEEANAEE, BER, BE “HBE”
T

-
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Rz FABRS3 M4 (ASM)
FFisrm 1 PR (HhR)

=
1.8 ﬁElﬁﬂ

1.8.1 R=aEHLA
mERERIstiofz U IhEE, HBEMRERHIEBARERIEEH, BPXNXEE
CHNSSZEE, TEXTRSHOEE, R alEERRAYIRRE 0T :
o INIAMEXARSZENAEIIGAEIOE SRS, LB E—MtIE RIS REEAENTEN
B&55SL L ;
o [EA—NMRSEMIMMAELZ, B—EoRENEIEMNRA L;
o [RBRIFP, WIRHIFHAEEE. REIEXE. REEHMIEIRSEAIZE;
o INFENRSZFHINE, EEN—NIRSIZITHESE,

R ARSI MABASMERISZIFEI . BT iEEEth . JAlT. REISE. HTTPLE., Hi&
INFRERIERES, ABEASHISH=RATEIETK.

& 1-6 ERAMMEINEENERITVE

RIEIHEE AENE
RS RIS RS 1Rt

BHEE Y N
T EISE Y N
AR Y Y
ARSSIAE Y Y
B R Y Y
i Y N
85 Y N
HEM Y N
=X N Y
L= DN Y N
i) Y N
EEH Y N
i Y N
HTTPsLig; Y N
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=)=k =] 1 FAFi8r (#hi )
IR SRS
BB IZHEMBES At TRz R1E, BEasEFEeEmsBaEENEER
B
1.8.2 BB REEmg

SE1 ERNARSMEERE, RERSMEHNEMR, HEARKEFBRE.
S EANSHEIRE “IRSEE” , ARG L IRERSHAEGZ=E,

$R|3 EEFE—RS, BERFIIN “RERE , AANNEHTER. B, &,
JalT . GRSl . HTTPSLE ., BIEENRISRIECE .

g

IRZIBREMBENEIR, BESMRIEAMRINERIIRS.
§$§ ‘il WML, B “VEEE" , EREXNEIESD, RIELAEKREEN TS
xF 1-7 SIS E05RAA

SHBIR | SEUKEA BYECE

FHRE | BMEKRASTFRIEIRE, BIRENAS 1-2147483647

25ms, SEFRRIEIREREVATECER
FBRTRSIEIFN IR AT A (&

EBAIRY | BMSRAVERTATIE), BFE¥DXIEXKFIE | 0.001-2592000
& (s) iHiExK, AAMESEENEIIIEAERE

SHlFH | REEXNRERY, FEESBretry -
policies#[IgRPC retry policies,

z=lin)
ARSSHITERT ERALIE, REKXN, BERFREIER KM,
ER BT N, fF VRS’ , EHEWNEET, RELAEREEN TS

#
x 1-8 {BATSEURAT
SHBIR S5 BYECE
FBATHTE) HTTPiEKEATATE) 0.001-2592000
(s)
TRt

BRSKFFRITREEENER, RIPERS . EEhRENAT LERES0S
AN, BTLARIAITETCPRBIRIHTTPERS] . ES(EEES M ircuit breaker,
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N FEBRSS A (ASM)

1 PR (HhR)

e EET WK, S “YAERE” , ERHEED, RIELIREREENT

S

% 1-9 TCP IRESHUHAA

(s)

SHBR S5 BEEE
R ARIEEE I BFRIRSZAIHTTP/TCPERERIER K | 1-2147483647
ﬁ%, ¥x£A232'1
BRALMADR | EfREEEERE], ERXIFRE | 1-2147483647
# IENNBRAHE. BAERRIERS
ﬁ;?ﬂﬁﬂ% (BRAEBR, LinuxZHAA
9
BEOCEENR | (REIFENZER0FEE ., BOAMER | 0.001-2592000
(s) BERFZERFEE (RIREE,
Linux2RiA 758 )
ERZBAIAYE) | TCPiEREiERIAYE, EOAME10%RD 0.001-2592000

AR AR E)

(s)

T RAEFERNE, EEFEL
F=RIASAYSELATE . BUARER
BRIFRRRAERE (FRIFMRES,
LinuxZkiAJ97200%>, BN2/NAd)

0.001-2592000

% 1-10 HTTP iR B SH0HAA

SHBIR S¥A BYEEE
BRAIEKRE EREBNRSLHIRIRAKIEKREL, 1-2147483647
2RIN232-1
BRAFFBEKR | BRI ERRSZBIRKGUHIERIHTTP | 1-2147483647
# SR, BAIA2321
EERATAH | EFRSERNTAER . INR—F | 0.001-2592000
AdE (s) AEREBEERRANER, AR HET
BfE, EEEXE, NRKRRE, B
IMEA 1N
BRAEILRH | —EEAR, IRSIMBELAINEAE | 1-2147483647
iRE, BRiAg232-1
BiEERANE | BNERIIBRIRXERE. St | 1-536870912
R SHIRERVEEZRFRE, A0, X
= ‘TR, &E2%°
i

BalfREARERRISEA, RSIRSBIRBRIMINE.
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KakfERIRERARSS SEGIRDIH MRS, BRI —ERA B AR SEAIRYARERFIEE R
BRI, BARRIISSAOIMNEZETIRE, NiESks SAFNhaInR, ERT
HTTPRITCPARSS . XS FHTTPARSS, ELLREISxEEIRRISTHNIAE N AEEE . XIFTCP
ARSS, EREINEEERRMAISLOIBAEATER . #5152 0utlier detection,

;ﬁ}:% ‘YAl E, BE ‘UAIRE” , ERHXIEED, RIELRGEREENTS

F 1-11 BESE0RE

SHEW SRR BEsEE

JESESEES 3 B EHANESEIRAYREL, EEE | 1-2147483647
RGBS ZRES SRS, 1t

BEBRIA S5
BEitfg=Eada | wEakhsR AL f#iREaEaE | 0.001-2592000
(s) EhT8), RS LAISCIRIEERTEET

EiISERTE x [REIRE, IR
>=0.001s, ELHAES30F

MEREE (s) | LHIRERENENR, RIBEZITER | 0.001-2592000
RS ERXMEEEIRERE2EMM
EIBES, W7m>=0.001s, BRIAE10
b

BARELA | #HIREAIRSIHIRAESLL, A | 1-100
Bt (% ) $310%

Pk

HEFIRSECERH B SERIAHIIE RS, EHIEEERIRSS L.

EF RIS’ MK, P& UAEE” , EHHIHEESD, RIESLRERIERER
HIOEEX,

o RIMARE: MBEMNFARBINEEL, LOEFRIBNSAEIRIREBER.

o DGR RENLGENRMEERAYSEAI, BMETEEAYRN AR — R
BDBISERY

o [EHUEE: MERBEHRERAISCAIF, BEHLIEE— .
o —HHISH: BSMUMEE, WFRI-12FTA,

£ 1-12 —HHEFEEEER

E: it otz

HFHTTPRY FEMAHTTPLIAHES , IRIEHTTPIERPENEKLZ

Header RFTEIRAE, HRNMESEAEIR—XLAIF,

HFCookie EEi A CookielIES, RIEHTTPIERFHIcookieAIiEZ
XRit&EIREE, HENESEAZIE—LHIH,
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SHETR
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[11 ”» [ » A EHD S,
prici = IEIE_I&W , B “TEIEE” , EREIEES, BE i
18E" @'FEI’J—’YE%AHE HITHIOERIEE .
IFumIAME
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FFisr 1 PR (HhR)

Istioi@id 22 FimFNARSZIHAYPEP ( Policy Enforcement Points ) RXESCINARSS LI (8]
BE, WRmAEEX T RENTEIEE (EFBEIEE ) EnE=aiRSAIT
B, BEFENsdecarfViRSBZELAIZE, BABIBFERTEE, RESBIIHITTLSIN
Z3

R “XHRIAIE” RE, B “ZAEE" , AEHIHEERIREIAERIEER,

£ 1-16 SE1%AA

SHBR SHuRE

ZHARED, (UNSET) | SNRRMEASEE 7T X UmAIERE, IRSSISH R (ERLE
ECE .

mAEN BRI EBE R EH T ER, BEULEBENY, a2

( PERMISSIVE ) TLSHIZRIZ S . BOABR T, MIEEE T RmAE

( PERMISSIVE ) BIIFUmIAIESRHES o

&gl (STRICT) | REREECZRERTER, ENBRORETLSNENE
X, BRHAEFIRIES.

JWTIAE
ERSEMIEHEEIWT (JSON Web Token ) i&3KIZIR, ATLASEISIRIAIE . 1EEIA
FiEsKRET, SR ARSKLEEFRAYACcess Token2FAE, FHENALKES
EHOIEK .
(AR
NS AHT TP AR S ELEIWTIAIE -
EE UWTIAIE” T, B “YEEE” , E¥EIHEEPEEN TS
o ETE: IWTHIMAZ,
o ST IRBMLIRSAILUERIWT TokeniflaBiRIRSE, SAZERAE 7 I8
F, BEABRERTHIONRS AZIRE
e jwks: JWTHIIEE,
JIWTIAERIRIE R N ARBIES RIWTIAEREFEASMAPIT N ORMSHITIWTIER
INIE.
-5

1.9.2 JWT AIFERIE

JWT I AIERTE

JWT (Json Web Token ) 2—iRFZinEEFPin &S HEINAELS R . ZEFIGEFRS
FRERN, RSBESER—SHIROAERIR; ZERHEEEERRSIHSRIER
FEEXNHE, REHEIRESHEERIIEEESRKEAIENEFiE, HMRER
BEEFIHREINE . MIFEIRTIAEE, XMETERPETSEREAINER
IEEE A RA T BEIRS IR FESIEN M EIRATE,
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Rz FABRS3 k4% (ASM)
FFisr 1 PR (HhR)

fEistiofE A, IWThEEREISFERNAIEIRSS 1, ShEIGIERMAEHIT, MRS
BRUSHRIATEE, ENREFETTEeE . BT IstiofWT=REIE
1 '47ﬁﬁ/_.’_< o

1-47 Istio JWT INIEREE

LRk WIEfRSS A FR 55 by

O &R

{"name":"zhang","passwd";"*** ==}

@ YR P 42, AR BIWT

@ I FLIWT 4 056 T A AR A

{"Token":"Bearer ..."}

@ & PORTEREIWT
Lfi

© [ s R, LB PIEWT 4
fi#: {"Authorization":"Bearer ..."} “ © RO TR R AL AWTIAE

TR EIWT 4 fit

@ U AREREE J it ok 21 AR 55 i

@) AR5 st b Bl 25

© g5 Hi i 2

(@ &% R RAE B2 S

@ EFIRIEAIERS, REAFPEEE;

@ INERSIGIERFEMERS, £WTSHE, BEAFRRIIZHREEER, H
ERPAIERRSSAIFATRE R ;

3 INIEIRSZ D ZE FimR B4R AIIWTShE;

@ ZERIRBKRIIWTSIREEERR, HEEERITER;

6 ZRBTEOEMIRR A RIS RITESIWTSHE, TEBRHEPE. ZHREEE;
© MERHIEEMREEETIRE, FREENAHEIIEIWTSRE;

@ WihEdfE, MEREEERERERSE;

® IRFZIHAIBIEK;

9 RSB ImREI N ZEEHIEALMIELIE;

10 MEIEmMRIBE KNS EIRAER -

XIS, EREFENE, FEFRRSIHEIIWTIAEINREENER T MELIE L, W
BEEImA I EE EAAERIEPREEEIEWTSHAIATE, aTLLZEjwks (JSON
Web Key Set ) FECERIANA, BRJLAZMjwksUriBe BRI SAHBUESRENEIRINEE . 35
BrEE, MRIEBERZABIIAERSTABEZA0ShEHRITIONE, FEFSHEH

Aiss, WIERABCEINERBPRIELEER . RIEEBTRIEREXENEER, 1
IERBENERER, FaREENEERF.

M HkRAR 07 (2023-05-30) WA © EARTERABIRAE 84



Nz FRARSS MIHE (ASM)

5 =12

1 PR (HhR)

JWT 4514

IWTE— BB THRESBAYsonE M . NBIENERIWTAMERES\EHE, RE
IIEXMsonfHARE, BITJLIAERED, AHEERRIRIKRS . FEFITWIES
M 7 BRI X EINIEER

IWTEE=E4: kZBHeader. fazfPayloadf1&ZSignature,

o =L¥fHeader

SLERIRIWTHITCEURE, SIS XalgfNEitypHER. algld S 2 &%, Xt
B ETT LRI RV EL AR S, BARM FARAIHS256, FR HMAC-
SHA256; typR/SHEZER, REAIWT, BRIXE—NWTRERISH,

{
"alg": "HS256",

o faEPayload

ERSENEARDS, BIANERZAUthNERBXEEHKEISHENRAE S, &
EEHEE:
- iss: SpaELTE issuer
- aud: $REZA audience
FEIWTIRIERY, SRAITE .. SREEMSEAZEFPRILITEISS. TR
audience 2B LEL, IWTHRBABARZINZER, FFEE2IShHERIRSERTIE
B ShEmAF PayloadFRIASE, ELtiEXPayload BAEFHRFIAZHIEE
e EZSignature
EEZFRENLIHRBNESR, BHRABIESESEMVAERS A IUAITS
F8 ., SCRRMERP—ARRIELEPF R D B ITBase6 4Lt =150, SARERIA
gﬁi%ﬁ@ﬂﬁﬁﬁwﬁ%%?ﬁ%ﬂﬁﬁ , BEERERIERIENBRILIFEFPENR
— N EEIWTREIIIT, XFFLEfHeaderflfa%kPayloadiH#{TE&Z18%Signature,
# Header:

{
"alg": "RS512",
"typ"s JWT"

# Payload

{

"iss": "weather@cloudnative-istio",
"audience": "weather@cloudnative-istio"

}

# Signature

RSASHAS512(
base64UrlEncode(header) + "." +
base64UrlEncode(payload)
)

DA MR RERIShINT, alLAES “.7 SEINE=ANFRED BIXT AW TEEERY
SLEB. GEFIEEZ=ED .
eyJhbGciOIUZI1NilsInR5cCI6IkpXVCI9.ey)leHAIO]Q20DUSODK3MDASINZLCil61jluMClIsimlhdCI6MTUZM{MA4O

TcwMCwiaXNzljoid2VhdGhlckBjbG91ZG5hdGl2ZS1pc3Rpby5ib29rliwic3Viljoid2VhdGhlckBjbG91ZG5hdGl2ZS1
pc3Rpby5ib29rIin0.SEp-8qiMwI45BuBgQPH-wTHvOYxcE_jPIOwqOxEpauw
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Rz FABRS3 M4 (ASM)
FFisr 1 PR (HhR)

1.9.3 £ ASM 33 A [ORSCHE T JIWT i53KIAUE

AN BUEEASM BT N ORMERITIWTISRIAE, BIEEPEETNOMNEISE
BRSEBAT, W+ RI{EEiAYACcess Token,

EETE
1. BEelE—NM1.8.6a51.13RAMIE
2. MEHREIZENEIZAIhttpbinfRSS, FEIFAhttpbin, IOt Ahttp, iwOSH
80,
3. Mg EAhttpbinfRSCIZERATAIM K
B3R JWT IAIE

|1 AIEBIWK,

1. BIEWTIERLY, &% “Algorithm” J3 “RS512” , $REXZN4A ( PUBLIC
KEY) o

1-48 &L AH

Encoded Decoded

HEADER:

eyJhbGci101JSUzUxMiIsInR5cCI6TkpXVCJS. ey

6LomPR5)5cCkePAz87duqy
MtGeQ

2. 7EJWK to PEM Convertor online TEfj%H “PEM-to-JWK (RSA Only)” , %
ANE—IREIREE, BE “submit” , GRIFEHEIIIWK,
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Rz FABRS3 kA& (ASM)
FFisr 1 FFfsrE (HhR)

1-49 1B RIPFEIRTI IWK

Convert JWK to pem format, pem to JWK online

O JWK-to-PEM (RSA and EC Supperted)
® PEM-to-JWK (RSA Only)
Input

MIIBIJANBgkqhkiGOwWOBAQEFAAOCAQBSAMIIBCgKCAQEAUTSUTLFVLPHCozMxH2Mo
4lgOEePzNmOtRgeLezV6ffAtOgunVTLw7onLRnrg0/IzZW7yWR7QkrmBL7jTKEnSu
+qKhbwKfBstls+bMY2Zkp18gnTxKLxoS2tFczGkPLPgizskuemMghRniWaolcyeh
kd3qqGEWW/VDL5AaWTg0nLVkjRo9z +40RQzuVaESAKAFmxZzow3x+VIYKdjykk)
0iT9wCSODRTXu269V264V/3jvredZiKRkgwlL9xNAwxXFg0x/XFw005UWVRIkdg
cKWTjpBP2dPwWVZ4WWC+9aGVd+Gyn1o0CLelf4rEjGoXbAAEgAqe GUxrcllbjXfbe

i

{"kty":"RSA","e":"AQAB","kid":"a78641b9-d81e-4241-b35a-
71726c3fa053","n":"u1SU1LFVLPHCozMxH2Mo4lgOEePzNmOtRgeLezVoffAtOgunVTLw7onLRnrq0_lz
W7yWR7QkrmBL7TKEn5u-qKhbwKfBstls-
bMY2Zkp18gnTxKLxoS2tFczGkPLPgizskuemMghRniWaoLcyehkd3qqGENMW_VDL5AaWTgOnLVkjRo9z
-40RQzuVaE8AkAFmMxZzow3x-

VIYKdjykk)OiTOWCSODRTXU269V264VF _3jvredZiKRkgwlL9xNAwWXXFgOx_XFw00SUWVRIkdgcKWTjpBP
2dPwVZ4WWC-9aGVd-Gyn1o00CLelf4rEjGoXbAAEgAqeGUxrcllbjXfbemw'}

{"kty":"RSA","e":"AQAB","kid":"a78641b9-d81e-4241-
b35a-71726c3fa053","n":"u1SU1LFVLPHCozMxH2Mo4lgOEePzZNmOtRgeLezV6ffAtOgunVTLwW7onLRnrq0
_lzZW7yWR7QkrmBL7jTKEn5u-qKhbwKfBstls-
bMY2Zkp18gnTxKLxoS2tFczGkPLPgizskuemMghRniWaoLcyehkd3qqGElvW_VDL5AaWTgOnLVkjRo9z-40
RQzuVaE8AKAFMxZzow3x-
VJYKdjykkJOiTOWCSODRTXU269V264Vf_3jvredZiKRkgwlLOXNAWXXFgOx_XFw005UWVRIKdgcKWTjpBP2d
PWVZ4WWC-9aGVd-Gyn100CLelf4rEjGoXbAAEgAgeGUXxrcllbjXfbcmw'}

T2 SIEERIWTIAILE,
1. EBRNARSMIEEHES, REMNEEIR, BAMEFEERE.
2. EEMSHEEE “IRBEER” , mIFRG LA IEFRSFEGRTE.
3. EFEhttpbinfRss, BHREIIN “LE7 , EAMEEE “IWTALE” ’E,

B YEERE” , AEER IWTALE” IEESNTMEE:

- RITE: IWTRIIASE, AEEN “test” ,

- SRR IWTSRIIER, REWLIRS AT LUERIWT Tokenisd BirIRSS,
ARIREN “ASM”

- jwks: RBEIWTER, AEE{"keys": [EF1GIERIWK]}, FIILTE1
BUFRAYIWKA{"kty":"RSA","e":"AQAB","kid":"a78641b9-d81e-4241-
b35a-71726c3***"}, MjwksFI{"keys":
[{"kty":"RSA","e":"AQAB","kid":"a78641b9-d81e-4241-
b35a-71726c3***"}]},
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N AIRSSMIHE (ASM)
FFigRE 1 APPSR (kR )

1-50 Bl JWT IAILE

JWTIAIE

# jwks {"keys": [
{"kty""RSA" e "AQAB","kid""ba307510-
10c5-4a3a-abes-
3672d32co4a4"," n""u1SU1LIVLPHCozMxH
2ModlgOEePzNmOtRgeLezVEAIOguUNYTL
w7onLRarg0_IZWTyWR7QkrmBL7TKERSu
- KhbwkTBstls-
bY2Zkp18gnTxKLx0oS2tFczGkPLPgizsku
emhighRniVvaolLcyehkd3gqGENWW_VDLSA
aWwTgonLVkjRo9z-
40RQzUVaESAKAFMXZZow3x-

VIY KdlykkJOITOWCSODRTXU269V264VT_3)
vred ZIKRkgwIL 9xNAwWXXFgOx_XFw00suw
VRIkdgcKWTjpBP2dPw\Z4WWC-9aGVd-

432/1,000

4. B “HRE” STHRBIE.
s

IIE JWT IANER B &R
S FRIWTIEBIWTSREERBEIWT Token,
7£ “Decoded” XIFHIALLTIWTIERKEE, 7£ “Encode” XiEEFIBRNAEIRERY

JWT Token,
e HEADER: &Halgh “RS5127 , WAL BE1CEAIWKARIKId, &Etypess
“JWT” o

e PAYLOAD: i8&issH “test” , aud¥ “ASM” |, HBFSEB2HEBINEITE.
SIS RIREF—H,
e VERIFY SIGNATURE: 538110 BIFRE—H.
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Nz FRARSS MIHE (ASM)
FFisrm

1 PR (HhR)

1-51 6132 JWT Token

Encoded

Decoded

HEADER:

eyJhbGci01JSUzUXMilsImtpZCI6ImJhMZA3SNTE
WLTEwYzUtNGEZYSThYmU1LTM2NzJkMzJjNTRhNC

IsInR5cCI6IkpXVCJ9.eyJpc3Mi0iJOZXNOTiwi

LdQYNdTHVYNFhTEXZ : 1‘| test

UolEcinIQ6qkI5 v VINKT7 o

ffb4aYh8sDtMYdd6obPE3TIUyJbqt

3K1138sUd5kvUqJSEieTmvydio. VERIFY SIGNATURE

zU-ttJMxmBvFpBRBVRg e
ase64UrlEncode(header) +
asef4Ur 1Encode(payloa
-----BEGIN PUBLIC KEY-----

>n1IJKUPN16I1GjZpb

"kid 367
otI51LKBzqcAjl1R “typ”r OWT

PAYLOAD:

MIIBIjANBgkghkiGOwBBAQEFAAQCT
AMIIBCGKCAQEAU fyLP

ETYyJ1NA4RA/MZDST1GBATTNXPY

B2 BIAOMXIEEhttpbinfRSS .

1. BITLATEGS, HEB18IZIWT TokenifaliRSS .

TOKEN=2EZE18/ZHI/WT Token
curl -1 -H "Authorization: Bearer STOKEN" http://{httpbinfR55HI5FE83m/a]1H

utyy
PR -

HTTP/1.1 200 OK
server: istio-envoy

date: Wed, 21 Sep 2022 03:11:48 GMT
2. BITLATESS, HRMAVWT TokeniBalfRSs
curl -1 -H "Authorization: Bearer invalidToken" http://{httpbinfR55HISIE8F

V71207074
FREpEIL

HTTP/1.1 401 Unauthorized
www-authenticate: Bearer realm="http://*** *** *** xkxxx /" arror="invalid_token"

content-length: 145

content-type: text/plain
date: Wed, 21 Sep 2022 03:12:54 GMT

server: istio-envoy

X-envoy-upstream-service-time: 19

3. EXSE2HEIERNWTINE, BRZRES (RRSHERIBRSFZRE ) ,

REHATIAT

AN
AP >

L E16IEZAYIWT TokenihialiRSS o

curl -1 -H "Authorization: Bearer STOKEN" http://{httpbinfRsSHI5* S5/t

uty
FRERtEI L -

HTTP/1.1 200 OK
server: istio-envoy

date: Wed, 21 Sep 2022 03:20:07 GMT

MA4RARAS 07 (2023-05-30)
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Rz FABRSS k4% (ASM)
FFisrm 1 PR (k)

4. PATLATEGS, AFIWT TokenifaliRSS .
curl -1 http:// {httpbinfREZHISEBEIEIELE)/
FRHREa e :

HTTP/1.1 403 Forbidden

content-length: 85

content-type: text/plain

date: Wed, 21 Sep 2022 03:29:31 GMT

server: istio-envoy

X-envoy-upstream-service-time: 6
IR SR, AILBRIHAERAYIWT Tokenf9iERipITARSMII, HHEERAIWT
TokenZEARTHIWT TokenBYBEKIBEMRZ KW, HBFIERFHDIANEER

R

1.10 =70y

e~ —HR Vi
1.10.1 RESE

TOSERUREES, EEHERE shiy ¢ ATVUNMEERE " MIRIHRAPMIRSS, METLLE RE
EREURERR. BHsTRE. BRRSER, FERRIS BRITREEE
RES

£JRSPRE!

o REMFICFRAIBAMIIZ24NGARIENE, PRIASERSBEMREHARENRRT
RIEIRINE LIHK, MESNAEE—REE.

o DINRMIRSERIHRT, RSERRENRS ZEIRERE, EINAIFE
ERHRS ZERYRERE
BEREREER
B BRNARSMEESS, BHEEXHEAPMAIIRS MARZMRENIFBERE.,
SE2 EEMSHEPEE “BiEhd” - “REnE” .
$E|3 EERITRGNRERR.
RINEIRER T REGTETHRHIRMERIN REE

\
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N AIRSSMIHE (ASM)

5z =12 1 PR (HhR)

Bl 1-52 iREHR

reviews-v1 ratings

s
706 ,c‘a[1s | 3ms 168 calls | 1ms

istio-ingressgateway productpage reviews-v3

o 873.calls:|-54ms 167-calls-|-Smsa

873 calls | 41ms

details

SR BEEMEAMRIEEER.

IR M. ERfNGRETIE, BERINE EAYAG, #NAHEEEFIBERE, W0
E1-53F7,

Bl 1-53 REEEFER

productpage £

=5

default
9080->9080/TCP

app - producipage -

T I REBTERSHE, RS BT TN RRIST R bt Er24af
*;9 BT R 0 @/ EHRHE K @ BARHE 1 1k ms
#RRPS o W RETRE o
n
. 3,000 : i
| 2,000 |
0. | |‘ [
Hr,
® mERR: ETYJ_‘_ BIFHIREEE Ny BEBEKREH. BRI :Figﬁjﬁ\
BRARTIESE

o HRERER: JJ_TTﬂ4’—T-I7~]E’JFEE:&W%U&E,‘%o

o I BURNBEEIEFRAREFSFBER, IFHERASRIEERPIIEIR
BTREERR . (EAistioffiiRSSIAIER, THEAEMRSBPHITRARIEESR,
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Nz FRARSS MIHE (ASM)
FFisr

1 PR (HhR)

(EIRSARBERIARXIE RIS EEE SR AEXA I Header(ER, ZHEEIE
FRSEEADERER, FEESIAEERIstioFRM#ES.

.

ANMaI{ER Istio FAFAEEE S

HeaderZEEBIFINTAS, EZXTEABEAYER1ESLhttps://istio.io/docs/
tasks/telemetry/distributed-tracing/,

X-request-id
x-b3-traceid
x-b3-spanid
x-b3-parentspanid
x-b3-sampled
x-b3-flags

X-ot-span-context

TEUA—EEBAEF R BB AMaE R A AR ISR, BIHERADRIE SR Ak
fB*Header{Z8.,

Pythonf{iE7=%l

RSB EWURTERNIEIE KT, MiEkinfEtTtEXHeader, TERABARIRIEKRAT, EiE
Tracetg*<HIheader,

def getForwardHeaders(request):
headers = {}

if 'user' in session:
headers['end-user'] = session['user']

incoming_headers = ['x-request-id',
'x-b3-traceid',
'x-b3-spanid',
'x-b3-parentspanid’,
'x-b3-sampled',
'x-b3-flags',
'x-ot-span-context'

]

return headers

@ app.route('/productpage')
def front():
product_id = 0# TODO: replace
default value
headers = getForwardHeaders(request)
user = session.get('user', ")
product = getProduct(product_id)
detailsStatus, details = getProductDetails(product_id, headers)
reviewsStatus, reviews = getProductReviews(product_id, headers)
return render_template(
'productpage.html’,
detailsStatus = detailsStatus,
reviewsStatus = reviewsStatus,
product = product,
details = details,
reviews = reviews,
user = user)
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Rz FABRSS k4% (ASM)
FFisr 1 FFfsrE (HhR)

o JavaftEsal

ffjava Restiz[O LR TREAT—RRSZSSEIN, FEMheaderdfi#tfrtracefBX(E
B, BHETERT— MRS EEZheader(EE..

@GET
@Path("/reviews/{productld}")
public Response bookReviewsByld(@PathParam("productld") int productld,
@HeaderParam("end-user") String user,
@HeaderParam("x-request-id") String xreq,
@HeaderParam("x-b3-traceid") String xtraceid,
@HeaderParam("x-b3-spanid") String xspanid,
@HeaderParam("x-b3-parentspanid") String xparentspanid,
@HeaderParam("x-b3-sampled") String xsampled,
@HeaderParam("x-b3-flags") String xflags,
@HeaderParam("x-ot-span-context") String xotspan) {
int starsReviewer1 = -1;
int starsReviewer2 = -1;
if (ratings_enabled) {
JsonObject ratingsResponse = getRatings(Integer.toString(productld), user, xreq, xtraceid,
xspanid, xparentspanid, xsampled, xflags, xotspan);
if (ratingsResponse != null) {
if (ratingsResponse.containsKey("ratings")) {
JsonObject ratings = ratingsResponse.get)sonObject("ratings");
if (ratings.containsKey("Reviewer1")){
starsReviewer1 = ratings.getint("Reviewer1");
}

if (ratings.containsKey("Reviewer2")){
starsReviewer2 = ratings.getint("Reviewer2");
}

}
}

}
String jsonResStr = getlsonResponse(Integer.toString(productld), starsReviewer1, starsReviewer2);
return Response.ok().type(MediaType.APPLICATION_JSON).entity(jsonResStr).build();

}

}

1.10.2 i5EAE

1.10.2.1 ip[aBE

IRSMIEIRM T HRBEEREES], AIXIMASPEYEEFTE ProxyfJAccessLogi#{ TR
. AN BUAIBEERENHOEE.

A
MZFEE “BRIBEETE” g8H, MUARBEESERETWNNMERE.

BRAESER
SE BRUARSNEASMEHE.
S PRBSMEER, HNRSFAGEER.
S| EEMSHE, B UERPO-EEE" , EABEATEER.
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N AIRSSMIHE (ASM)

5 =12 1 PR (HhR)

atytestits v EE ayesrs (B 1 wEES 7 =

BRI

$R]4 BE “BRkoH REL, HHIERE, TR ARNEERMEFE.

A ER
BEXEEESEEAREAT3 X,

SRS BE FAGRT REMBAE, RIEEERETIBTEEBIERNIXEFER. &
s, ERFRE. fla0: SLEIER,

Caytestis v gyesus EZE 0 woEs

w3 OuE b

$e B “FMEE RBRVBMNMEERIRERE, FIIBEXETRY, BE “HBE” ,
e EEX I

< aytestis B atytestis wans 6 e
== -
. s o] = ©

. yETR

o -
7 B FMEET RENSGR ‘S &, BRI REENEBSHEIAEHITE

B
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Nz FRARSS MIHE (ASM)

5 =12

1 PR (HhR)

L= »8 O] URL L) WRIRE 38 Body A 2% Body K s e

inooung

R

1.10.2.2 ij5i8) B &R AATRIC AR
UH (iRBRERIR)

BX

UH ( NoHealthyUpstream ) &/~ LRSS B R EEIRIHI
RIS

BtriRSFAEHEHIEIARIR, WEERBRIRSIITHIELRE S0,
HRIAE

l—‘—|s YT -+
E:J yﬁﬁEﬂ'Qﬂo
[2023-08-1910750:46.616Z]"GET/HP/1.1" 503 UH no_healty upstream-"e19e-"S -"curl/7.52.1" "25e82276
-6d3e 481d-9087-c1a3464hf5a9" "nginx.accesseg” outbound|88 vl ngin.accesdog.svc-chster.local :8010.66.0.2450552--

RIXFEIY
MEBEIRRSHNARESE, RWIARSHISLAIERIET.

DC ( Fifpi&EEeIL )

BaY
DC(DownstreamConnectionTermination) X/ NiaEERLE,

EirSEFPinEASHREEEREINZRIFENER, WEHEEEF—RIICRAX
IERAIEERIIDC, KEBDBHRMZARRIA/INEO,

HRITR

ERiREILEERRSE, EERINER], AEFIRIMITEER. EZFRENRE
TR, NEFIRETEE,

o P ] ==
%P\HEEID:\O
[2023-@8-18T11:31:48.8687]"GET/HTTP/1.1" @ DC downstream_remote_disconnect -"-" @ @
1999 - "-" "curl/7.52.1" "afel65f1-27ab-447e-823d-b5t50183t197" “"ngiw_external”
999@" outbound|9999| |nginx_external "S8548 2008
416608--

RIXFEEEI

—RREFAFHRAIE . KEPD BN FENRS IR SEE FinE—Er /G
TiER . XIHR—RERMACEFRS, RERENE
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Rz FABRS3 kA& (ASM)
FFisrm 1 FFisrE (HhR)

UF ( EFaEERY )
B
UF (UpstreamConnectionFailure) &7=_EHEELM
L bidh s

BiriRSHIRSIROFNE . NEFimEidiEizisOinaBRRSE, £2S8IRSH
LM, ZRimtIEFIOutboundHESIEFR503UF,

BEtriRSFARS LR OFE, SSHRSHEEY, EIRSiKInboundBERICR
503UF,

HERE
RS iR ERAE iR biRERS.

[2823-88-19T88:18:17 . 447Z]"GET/HTTP/1.1" &@3 UF

upstream_reset_before_response_started{connection_failure} - "-" @9118881 -
"curl/7.52.1" "819fb8d7-1lael-4689-blBa-394a8a53548" “"nginx_accesslog”
| 188 PassthroughCluster - 8e 6@926 -allow any

SEplimOERAIRSZ A RER T

[2823-08-19T88:38:56.207Z]"GET/HTIP/1.1" 5@3 UF
upstream_reset_before_response_started{connection_failure, delayed_connect_error:_111) -
"delayed_connect_error:_111" @ 145 8 - "-" "curl/7.52.1" "1bd7e9c8-8881-41b2-a964-
525cad938dee” “"nginx_accesslog” " 388" inbound |838|| - 1888

57376 outbound.80.v1l.nginx_accesslog_svc_cluster.local default

RIRFERIN
BERSEY, WRIBSHOMRSHOELER. SFHBdEROHIARRR
ARSS
URX (#Bid=idixE )
aX:

URX (UpstreamRetryLimitExceeded) & ~iBid T HTTPRYIE K EiR BEIE TCPRIE
ERERHIEIEIEL .

HEUAR

& RS BAnERSSECE 7 EIXEN (ZSZ%IREEEEIstioﬂﬁisz’tﬁEmﬂliiit) , fERA
RS IRAEMOREET T EE, EFIRRIHREHTHRICRURX,

HEA®

[2823-88-19TB8:38:56.2032Z]"GET /HTTP/1.1" 583 URX wvia_upstream -"-" 81455151"

"curl/7.52.1" "1bd7e9c8-888141b2-a964-525cad938dXe" "nginx_accesslog” " 1388"

outbound|88|vl |nginx_accesslog_svc_cluster.local 157388 88
137236 -

RIXFEIY
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Nz FRARSS MIHE (ASM)

5z =12

1 PR (HhR)

RERSHIMINER, RIERSERREXGEERRIREE.

UPE ( _ListliEiR )

FX:
UPE (UpstreamProtocolError) &= LIRS MUEIR o
HRNAS

FERTERE X AIBRSS AIMNANSEPRARSSAIMMYA—ERT, ZBRSSIHIEANT, ERRSE
FS02GEIRAIMN . FRFARSS IRAINRE BERICR502 UPE,

HERE
EFiRHRERE,

[2823-28-19T92:42:38.460Z]"GET /HTTP/1.1" 582 - via_upstream - "-"@87 1% 15"

"curl/7.52.1" "56f682238-c1864a75-a848-420a336489142" "nginx_accesslog” " 188"

outbound |8@|vl|nginx_accesslog svc_cluster.local 14327¢ 128
151868 -

RSBImARERE

[2823-88-19T89:42:38. 4647 "GET/HTTP/2" 582 UPE

upstream_reset_before_response_started{protocol_error} - "_" 8 87 @ - "-" "curl/7.52.1"
"56T622358-c186-4a75-a848-42236480142" nginx_accesslog” " ;88" inbound|3@]| |
145649 278

outbound.86.vl.nginx_accesslog_swc_cluster.local default

Rrx3aE2iy

?'_ ARSS PIEFERIE M ARSS iR ORI FEtMY o IstioFPiEEYServicerhim & FHIMYUS
2, DiAppProtocol RFIFERRSZAINEIMY, HFERFER LY EIER .

DPE ( FifsdEiR )

aX:
DPE (DownstreamProtocolError) &7 MY IR .
BRUAS
TR FimEd—MEIRAIMYA A B iR SS
HRIAR

[2623-88-21T1356:45.757Z]"---" ©---"-" 25 162 53838-" " ™ " " " * = " 180"
PassthroughCluster 145064 128 43958--
Hﬁ%lﬁ'ﬁ)\mui HE,

[2923 -88-21T13:57:37.7927]"--HTTP/1.1" 4@@ DPE httpl_codec_error-"-" @i1@-_" " " " " "

— 18.66.8.1:19532-
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Nz FRARSS MIHE (ASM)
FFisr

1 PR (HhR)

RIXFEIY
= Fin{E RIERRINISE B iRiRSS

NC (iRB Liis&EEt)
aX:

NC(NoClusterFound) %<& H LiifEERE, EIEMIESRERATSE XM BERIRSEi%

EE
HEUAR

/}le%H&EF'ZEME’JFt&EEFHETWFZEF'IXEZEM Rﬂﬁj\,ﬁﬁﬂiﬁlﬂumEEJﬂSVZ’f/ﬁRE’\JHE

$FEE, {BREDestinationRulePFHZEE X IZRAFRRAYIRSS
HRIHER

EFiwAE,

[2823-88-19T18:89:13.8647]"GET/HTTP/1.1* 583 NC cluster_not _foumnd - "-"0oe

"ecur/7.52.1" "1f8f0535-5139-4798-9d7e-88d28fda24b?" "nginx_accesslog"”
1828 :51674--

RIXFEIY

KB VirtualServicefIDestinationRulePENX BIFIH—E, {FiEVirtualServiced5|FHRY

RSB FEEEDestinationRule R IFFREN -

NR ( iZBIACEEH )
B

NR(NoRouteFound) %78 LB A S RAMBIERATRE, —MREME “4047 K&

3.
HENG =

SEPRASIBIEREAPLEC VirtualService R E X IR RPLEC SRS, EMmiRB1XEILECAYREE

HH&Z_}BEUIbﬁiio
BAIFE
EFiRERERE.

[2823-@8-19T11:13:86. 4847 ]"GET/HTTP/1.1" 4@4 NR route_not_found -"-" @08
"curl/7.52.1" "d9e4d779-ee2f4dab-8546-46d61e789d35" "nginx_accesslog” " _
1] 35016--
RrXSEEI
EFIRIIREREEEPEXNREFE, RIEFGEREBERS IR
i,
-4
DI ( FERTHIEZEN )
aX:

DI(Delaylnjected) &RiERHFENT —MERTEE

E X AR
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Nz FRARSS MIHE (ASM)

5z =12

1 PR (HhR)

FI (BEEAN

HEURR

fEVirtualServiceh it & 7 IERTHE T NRT, SRERSZBIEKRILER, EHOUAESREIC

RDIBNEFRIC
HEHE
EFimHiRERR.

[2823-88-28T83:21:83.863Z]"GET/HTTP/1.1" 2808 DI via_upstream-"-" @615108808"

"cur/7.52.1" "3a52ebe3-df38-47af-912d a21d65dedd79* "nginx_accesslog” " 88"

outbound |88|vl |nginx_accesslog-svc_cluster.local 50450 180
142038

RSBImARER T

[2623-88-28T63:21:13.863Z]"GET/HTTP/1.1" 288 - via_upstream - "-861588" -"
"curl/7.52.1" "3aS2efe3-d3847af-912d a21de65deddy9 “"nginx_accesslog” " 188"
inbound| 88| | 140011 ] 68450

outbound_.80_.v1_.nginx_accesslog.svc_cluster.local default

RIRFEEN
IHEEEHRIERT AJTENRTEIE, THEFHRLIE

AEEIR)
ax:
FI(Faultinjected) R TNEIR
BRUAS
Bid VirtualServiceZs BARARSZIEN T — MFEINSIDHILIE -
AR A&
EFinHRERS.

5

\

[2823-88-20T14:38:38.698Z ] "GET/HTIP/1.1" 418 Fl fault_filter_sbort -"-"8128
"curl/7.52.1- "1f@85510-086de-439a3-8600-80c2cleasss8ssccd” "nginx_accesslogh”
outbound |88 |vl |nginx_accesslog-svc_cluster.local - 188 IE16--

RIRFEEN
IBIEEERIERT AJTENRTEIE, THEIFHRLGIE,

UT (_LifFsRiEnd )

aN:

UT(UpstreamRequestTimeout) Rk~ EihfiEkiERt, —AfEMEIRE] “504” A9

HTTPIKESHES .
HAAS

VirtualServicedrss Bt rIRSECE 7 HERTAYE], FEECERIENITERE, EFintEE

HBaf, BUEIBK.
HEIRE
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Nz FRARSS MIHE (ASM)
FFisrm

1 PR (HhR)

EFimHiRERR.

[2823-88-20T15:8@:52.258Z]"GET/HTTP/1.1" 5e4 UT reponse_timeout -"-" @ 24 3gee "-"
"curl/7.52.1" “"c27e6f6d-%9ad8-dcke-ddee-8ddasd9sds9dsd” "nginx_external”
" 5:0098" outbound|9999| |nginw_external ;48924

148444 - -

RrXFEEI

BRATHREBFRSRELN, BETIRSHTERN, BIfRREZNEIRC, T

TAFIRALIE

RL ( A BRSSPRTR )
ax:

RL (RateLimited) R EAARSSIRIA . —RESMHMIRE “429” RIHTTPIAZSAI .

HENG=

EMBPEE 7 RN E £ BRRRE, EERMUNEREREEIRENH

8, WRART7.

HERE

PRI RISERERS IRAREN TR
EFimEiRERR.

2823-@8-21T783:81:28.824Z]"GET/HTTP/1.1" 429 - via upstream - ""818 11 18"

"curl/7.52.1" "38f04fb8-269d-4bf8-89c46e18461d38F5" "nginx_accesslog” " 28"

outbound |88 |vl |nginx_accesslog-svc_cluster.local 133554 186
144902 --

RSBFImARER T

[2823-88-21T703:81:28.825Z]"GET/HTTP/1.1" 429 - local_rate_limited - "-" @188 - "-"
"curl/7.52.1" "38f04fb8-269d-4bf8-89c46e18461d38F5" “nginx_accesslog” " -"inbound|88] |-
128 boumd_.86_.v1_.nginx_accesslog.cluster.local-
pr-a—3% EEE
RAREBERAEEFRERENGS
[2823-88-21T82:39:86.237Z]"GET/HTTP/1.1" 429 - local_rate_limited - "-" 8188 - "-"

"curl/7.52.1" "dc922396-c2cB8-4f87-8004-Ff4a37f8c8861" "nginx_accesslog" "

outbound |88 |vl |nginx_accesslog.svc_cluster.local - 38

RERTEEIN

1.10.3 RuFRNSEE

:57578--

R AN 2 T MRS APTEIRSHVERXER, 1Ha s MSATaINLEeED, #A T

BNAEENZAL . STNRNCUEEMENBR.
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FFisrm 1 FFfsrE (HhR)

ikl
MIEIFHEAOMARSS , BNTEEENABRHN.

BIESER
S BRASMEHE, PERSMEER, HNRSNEIFER.
$W2 ERMSHE, BE WRPO-NAGRH , EARBRMNEEE, ARERTEN

RS TS IR SS ORI RS o
A
R O
-
il

o NAGINEHENELBIERAR T JENEZIERINR, EERRTAHEHEIRE
BERE. HERENTF1%EEXZEEE; HBIREE1%~10% CEREZEE
&; BIEERRAT10%EERIE,

o BHIAIMPAIRES TR, AIUBEESRIRSEMENENANEREIRE; Bdiaiis
HEEE, —Juéﬁéﬁu@zrﬁﬁﬁﬂjﬁlmﬁ’ﬁahéﬁ)ﬁo

o BHEXEBMEFEEREATIX.
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N AIRSSMIHE (ASM)
FBFigrE

2 PR (1BRR)

2 FFisrE (|1BhR)

2.1 HARMNFIRSS M

N FEARSS MG ( Application Service Mesh, TEFRASM ) BERN=ETFTFFRIstiodEHAY
IREMIEFEES, BRE. TETE TEEATEIEKKubernetesEEREIREZ =25 |1 Z

(CCE) , =M. TS, IMHELSERHT T —RINEE, T AEFREHFFFERD
B9 EF{RE

ASMEZHIER AR RIBR S R, IF=BNEaREEEIR=R1E, 3
ZFKubernetesflistioA?, HINAeEIEAHEITE . BT, IRAZFSHIBIEED. ASM
ANES2E . BEESMKEAMMME, RE—uBEmtHNERHAEE, AASMETERE
AN MSIEEIERE, RUSCATRESnH . BRNSRS TR MEIETIZH, wiEe
SHIRSEITUE .

BEEMNARSMIEASMNRBIBESN=RNE

2.2 SN ARSI

HURRSR

{ERZU

B

i

B

[ERIstiof 9 ERIARS LAITIE AR A TUR R IERIBRSS IRIERED » ERFBAECCESEREH
FEN RS MAEINRE, BIASCIIRER M. MEEIE. Bk, Wi, . ARk

FFERIIRSSIAERED .

EEIECCEREERF, WRKEE, FSRSLCCESERFLIE.

o IstiofRSFZMIIEIKEEERcoreDNSHYIR 2 fEITEES], IS FIstiofRS MISEISIRAREERE
HERIEEE, BcoreDNSEHMEIEITIEE

e [SHIstiolY, EEFEnodeT SFIELZ2AEIANF@7443um O, FHFsidecar
BaiEANEE ., MREFEACCELIZNENALZEE, hixOSBmhFE. REE
ELEMN, BEFNFFE7443iK0, LIRRIstioBslENEENIEE,

TEME
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N AIRSSMIHE (ASM)
FBFigr 2 FBF1g8R (18R )

?" AP ERhLZEMEREHImAN, WERENARSHTIFEBARAGEIE. &N
EEE ., XiFiIstiol.6hRAFIstiol . 8hRA, REEEX—NEEFHITEE,

2-1 EEMIE

Istio Mesh
“Cluster
j\ Istiod
} ¥
©) senvice A O O ©) senviceB
FEE MG

FEE MRS MSHERImAGNERERFOE, SER—MRZAYEFImERFP,
BT ARz RIBNEIR A, ARPREEETMSHITIRSEE . FEEMSITEE
233 N ( N>=1)NERERITEIR, XISRSEERIEE.

2-2 1EE R
‘k Istiod

Mesh Operator
Mesh Admin

Istio Mesh

~ Config/Remote 'C'I'u'siér' I T Remote Cluster | |

ir ‘v
O senvice A O«—-O @) senice B © senice A O-—-O © service B

FEE MBS AP EEHEBIT A MIEEFITARIERE TP S U IEE SIS HIE -
o  AMEEFERTFEregionIN&EERE,

BT AREZEMEEEE, APEEAEREITEARGEMEIP (EIP) , EIMNIEEY
EHmEE SO EFERAIkube-apiserverfRsS . TFENERIFIENVPCEIER
PINATRX, E9RRSZAYenvoy B4 EmITNATM K ERZ MARAEHIE -
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N AIRSSMIEE (ASM)
FFigfE

2 PR (1BRR)

2-3 RWEEMASIEHE

Control Plane Cluster

(a 2

Kubernetes AFI
Server

Mesh Control
Plane

_____________________ e

o FAMIERERFXHZLEN =regionIERAIEEEE

FARZEZ & = U E N 2R A VPCERINSFIEREINGE, 178 7 AEVPCZERIMLEE

PR, TERUEZMASHT, EIZRIALIEHIERIMER .
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N AIRSSMIHE (ASM)
FFigfE 2 FBF1g8R (18R )

2-4 FAMIERZ MASIEHIE

Control Plane Cluster

Mesh Control Plane

Remote Cluster VPC

Remote Cluster

Kubemetes APl Server

0 ‘Service

e S

FBRPFZeI#ENodePortgLoadbalancerfkss. 4BEELB. EcEiL&kinH, MBEXE—
;ﬁ%ﬂ%s‘%ﬁiﬁ IRYIRSBEFENITIGRIE . BRILLZ9M, FAPEEEHIPZ I IRSZHING
B E .

2-5 (£ EER AN

Cluster 1 Cluster 2
I.' \.: rr
! | ! Kubernetes AFI
: Kubemetes AFI i ! Server
: Server i !
' | N NodePory

- Loadbalancer service B

Sernvice A
NodeFort/
Loadbalancer service C
ASMESEEESIAIT)

ASMITEMIEIRIERIIRSIEEEHTIDRED, ARZERAFPHITERIEE, REEEE
%EHE%HD)\W*%, IINRIIERIEDIBRSS Z BB 2R IEEIRIANY, FERS/ETH
| *E °
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FBFigr 2 FBF18R (18R )

2-6 ASM FEEEEHi|T)

Mesh 1

/ _ Cluster 1 Cluster 2 \

Kubernetes AP | f Kubemetes API
Senver i ! Server

Service A O — — O Service B

R

RIEFANERIISLE (Pod ) BEIEIEISPod IPERIAE . IXXIERNIMEIERI GRS
RIER, (EFRAIREIRLLIRZ , B5E, ERFUNER “BI|/IEENI” FIMEIEEL, 7
BEfESCINSLA (Pod ) ZIE@IZIPIGIE. EIR, SNERBELTFE—VPC, HBEEE
RVPCEIEMSI (WFEESE ) 118, ME, SEFNINEZEERE—HL, 21
SRR FMMER . FREMER. BRSMERERABEIFR .

2-7 RFMIE

| Kubemetes AF1 | ! Kubemetes API
i Server | ! Server

Cluster 1 Cluster 2

Service A O - - O Service B

RIS

EEEEREARERSES (Pod ) ZIERREEARISE, DIUEIE—IIMNIKEER . 18EL
TREME, IFRFMEEEEIFIERNLE. SRR ERIIMEERIREISRINE
R, APEREFRFESGatewaylt it REE S, HEMERFSE, (BRENEREH
RUREAD, MHRSRMERERENX L, MES—RAELR, S EREFE—ERN

=
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2-8 IFmEMLE
Cluster 1 Cluster 2
Semner | ! Server '
Service A O ' O Gateway !
: ‘ - O Senvice B :
M SEHEE P

$IR2
I3

MigIEHETETE, £HUEMREPEERIENRIREE. ARRIEETRERT
RSEIENT . ILIEESRRBECHRNSER, SUTEH. B, MIENEFS
FEIRIERIARSS o

ERNARSMEERS, £ ‘287 ReE LM FEAWXLIstiofRS3 MRS
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REEEIAIE SRR
EEEMIESH.
o itEmER

SR XIFAF/BAMERITEE . AF/ QB 0IRETEMIR, WFELLE
A, BRIZEAROHITIRITERE,

o [XI
BERE—RXET, BH. MEREIYIEXSE, TAXZEARNEE, ~E8A
XZapiERE . IRECEERS T EFRENSIEYE, BINEERRSE0IE
HEARRETBX,
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IBEMZLAYIstiohRA

o IEEIR
HERSMIEHEIR, BEVRVNEZEBHL, HNEFE. HF. FRIZL(-)
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£, BEEREER,

&x

S HSRRZ 07 (2023-05-30) WIS © AR BRABRAT 107


https://console.huaweicloud.com/istio/?locale=zh-cn

N AIRSSMIHE (ASM)
FBFigr 2 FBF18R (1BhR )

o [WIEIEHIEMIER
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LESHEMBOREATEY, FEREE,
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EERFRORRSS MR . AR SEIMISEREEFIIRS MR . SRR
HKo
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TERERRZ

IR TETEROAMRE, WiZRARESRHOIZINRERAITEEE
SR EXNARSMEERES, EEMS=FiER “RERM” .
$2 BEELIEREESHIBIR,
$I|3 BEFNERRARR “IRATEL” , TERIZRS

-

2.5 RERlE

B A tE5, HITHEEANNEREEEAEZNEE,

ACE R ERER

R ERNARSHRERES, EENSHEEREE “RERE .
$R2 R AMPTERNER IR TE

$|R3 TRINER, BEANSRIR. ARSRERRES, HITRERKEE.
REIIEHEE

ROUND_ROBIN: %21, BUARBIIEEE,

LEAST_CONN: BEHLIZENARMERRIEN, BMPTZERIRNEN iR —
MMEHERIROREN.
RANDOM: MERTEHZERAIENS, BEHLIEZEN—1.

SRR

HRIEHTTPLABRRIA B IRENIS A :

= E$FECookie: ¥ELAHTTPIERFAIEFEC Cookielt&EIGE , IEHmBRAVEXK
B AER—NLOEITLE,

= &HEUser-Agent: (ELAHTTPIERAAIUser_agent>kit&EI57%, UAIGH
EERERESERAZER—NLEIHTE,

" REREUYISHFEREEN KeyRitEIRE, REEEFEEEMERFF
BEIARRIETR.

HRIECookiei PRI EIRENGA : ST @A Cookie YRR, AL

eIz ERICookiefEI M AYERITENEH, BHRERBSRUSEAER—

ANEEBIFR, BIENFEAI1IZE CookieRAIUserH%E, NiBiditEUserst RAMER

R REIARE RN

*Ei&?ourcelpﬂlﬂﬂ’\]m%ﬁﬂﬂﬂéﬁ: MERRIRBEKIRIPHU RIS S EHRTE

EGCS SN

$RA EEHEE.

BRRIEREE
FBFRENHTTPELTCPIEENRAHE .
BRAIEREIRRE

e EREAX BirENEAEINRE
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o ERAFRERY
FEFFINKE, EiAK1024,
o BEERKNIERH
X EimEEPRAREREENRIZ 1N SEE I Fkeep aliveltFit.
o IEEERYAYE]
TCPiE#ZERIATIE]
o ERAIBERE
BiRRSAIBRAIERE, BIA91024,
TBS BHEE.
o ELEEIRE
E—MOEREAN, EEEMS00/% L EHEIRAINEL, #1502, 503K,
o IGEFHA
BaxgE ERARAINE R ASH TR o
o ERARRELHIELAI(%)

LEilrsefih, niFstREaIRALLS] . RAMLEEE, MR101E6, 8A13%
NS 2MRE215E0,

o EEMRENTE
LHIE—RBEIREAINTE, ZEEXREREAREXESREREIERIR
o

$£6 EE5FHFEMutual TLS,
e  FEMutual TLS: AHXSBEZEFTLSEVHNZEEERE.
e XHAMutual TLS: BEZEiESHEIES.

LT HBIREEN.
TIPS SRR i R IE A S B P ITAE . SRIMRA IR TIERAERES .

o HERRAE
R ERIRYARES o
o HIEAE

- TER: BESIEEN . NRAFRREMAHIE, FJREHIEREFRY
“‘TER” R ERETE,

- BIRERRS: XBEEHRIERBIER,
" WEASLL: WERLEIRE.
" FERY: IRTERIBIEREES(.
- DS SPERZEARIIRS FREIFURINED .
" WEARSLL: #EREIRE.
" HttpASE: LIEMEERREIRIhttpIRERS, FAIAIREIS00,

I8 I[IILEN,
o FEIHIAENR: SRIRS RedEEnRSHE, FHEBFEMutual TLS,
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o XIFABIAENR: SRIBRSAEBWMETEIRSS HIT.

(10 488
IHIRERSEIANBIEE MK (ingressgateway ) , EBIIMIXEEA R HRIRSASZEIAE
BRI

R

RWMFENRANRHIIER L. ISBHES LR, IBEENBE TS ELS
;@—/l\iiﬁﬂo PHRERBRETRE, BEEAFEINAENA, FEihaE
=

SR ERNARSHRERS, EENSHEFEE “RERE” .
S8 £ LM EMXIEEINAIRETEE, EMREEENEHXEAREE ‘B
7, BEEFHRA.

2-13 iEFEAT B EF LAY

Istio-ingressgateway ]
u | B
0/2 v svEn

———————56-calls-|-8ms

)
—*( 56
o]l4]

%, tc}}

‘#@'3 ’
ooo

3 ORPETEFRE, &F ‘BR° , BEEFHAEM,
AR
Reporti&={T, FIRMSLAIRFINEE.

2-14 EFBHEI95LH]

nginx-vl

istio-ingressgateway

T
56 calls’| 8m: ¢ izrau /
)

‘:e:& o
cooo N
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SR TRINEXE, JUERSTRES KIS LAIER.
2-15 WHERBERD K

nginx-v1l

istio-ingressgateway

0/2

Tircalls |k ms

“u
\ig‘lnﬁ:-h- GCfSELFTf2-kbavs
"""u

1

nil
a0
w0

ngin>:-'.l-'5cf5-3t:'?‘3'-:5:59

-

B RERBEE

MERBRETHE, IFEIRERBEIE . SINERSIIENE XTI
# (RANDOM ) ,

SE SRNARSMNEEHRS, EElSiEhiER “RERE” .
$E2 7 “RERE RAEhEEASEEEREG.
SE3 & “TNEREIGEER” B, &F “RANDOM” 83X, BF “REF .
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2-16 TARIIE R RIEERRE
ARSSIME RS nginx

AEHEEE
EREISEEE ‘ RANDOM -

ROUND_ROBIN

EEEhEE LEAST_CONN

ISR S

Mutual TLS
FEMutual TLSTIEE RSB TET TLSETN=2EEES

HIBSIEN
LHEME T A S SN A EETRENFINRESS

WEEE () V1

SR FIESTE AT

$R4 ESTRIRNERGE, ERENEENRERD KRB,

gl«‘lﬁimiﬁﬁ%ﬁﬁiﬁﬁﬁﬁlﬂiﬁﬂﬁ, BNEOIEBHIERX, RBETIEEEEE
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2-17 BENEESER

nginx-v1
istio-ingressgateway 5/5 \
1456
02 @0
no A
&0 s
80 S O nginx-v1-6cfEEbfTf3-cxSgd
\ s ] ——__h_‘_l{]ﬂ-calls..lms___
N
1 Qi 82-calls| 2 ms nginu-v1-6cfS86A719-hyafd
ne2
P
@0
1077calls | 3 ms
W, i ngimx-v1-6eiS BT kI4q7

~—

3 ~—— o
: _"——__h L
. |91calls|3ms 9
~ =
76 ‘c‘.alls_\l Ims e !

e

BB kLR
2.6 mElakEs

BEidmEnErEERERR. BHsTE. BRSFER, HERRUSERE
A BRIEEM Z T =

{ERLIR

o MENFICRAIRBMIZ24NIREIRE, PRLASHSEERIREFFEERET
RITEIRINE LiEK, MRRBAEE—RE.

o REREPRIMIEENINGE, FEIEFTETBERLOIKELRGIGDR. REZ
B—RASETERABTRERBRITR

o TENESERERT, ANSEHNNRSZANRELR, THTSSSE
BERSS Z AR b
EEREDERR
SW BRMARSMIEEHG, EENSHZREE RREE"
SB2 EEEMRGMEEER.

o  HRREIERTRFLTETHIIRMENINBEE

. ;%%‘HMM%DESKRTEU‘EB?E’%*HPI7§ET%"i%ﬂ?/l\ﬁiu%)Xi%*%%EG‘MEEMEEE’\JHF
Fo

$|3 FEEETEHFNRERR.
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CeRARSS TS . RN AP TE), PEHINE LRIAH, HNBHEEFBIE,

o REHUR: BRTNAFMIURERES, 885KREH. HRY. T, &
KBS

o HEEER: ERTHHERNFIEXLANRSRER

o AN BURBHEEFEMHRSEREFERER, SMHEASRERPAIE
I, #ATHEERER, ERIsitofiRSSIGIER, TREMRSAEHEHTIE AR
o EHIRSABERKARESSRITEREERREEXAIHeader5R, 76
MINERSCEERYBRMNERS, FEIES RAMIERAIstioEAEHER .

-

ANMaI{ER Istio FAFAHEE S

HeaderSEBIFNTAS, EZXTARIEHEE1ES Whttps://istio.io/docs/
tasks/telemetry/distributed-tracing/.

e x-request-id

e Xx-b3-traceid

e x-b3-spanid

e x-b3-parentspanid
e Xx-b3-sampled

e x-b3-flags

e  x-ot-span-context

TEA— BRI F iR BB R XA KAT, BT e ChEskEi1EE sk
tH*Header(E8..

e Pythonf{fE85:pI

RSB EWURTERNIEIEKRAT, MiEKinfEtTtEXHeader, TERABARIRIEKRAT, £
Tracetg*<HIheader,

def getForwardHeaders(request):
headers = {}

if 'user' in session:
headers['end-user'] = session['user']

incoming_headers = ['x-request-id',
'x-b3-traceid',
'x-b3-spanid',
'x-b3-parentspanid’,
'x-b3-sampled',
'x-b3-flags',
'x-ot-span-context'

]

return headers

@ app.route('/productpage')
def front():
product_id = 0# TODO: replace
default value
headers = getForwardHeaders(request)
user = session.get('user', ")
product = getProduct(product_id)
detailsStatus, details = getProductDetails(product_id, headers)
reviewsStatus, reviews = getProductReviews(product_id, headers)
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return render_template(
'productpage.html’,
detailsStatus = detailsStatus,
reviewsStatus = reviewsStatus,
product = product,
details = details,
reviews = reviews,
user = user)

o Javaftagail

ffjava Restiz[O LR TREAT—RRSZSEIN, FEMheaderdf#tfrtracefBX(E
B. AHEERART 1 IRSIIEEZheader(5 8.,

@GET
@Path("/reviews/{productld}")
public Response bookReviewsByld(@PathParam("productld") int productld,
@HeaderParam("end-user") String user,
@HeaderParam("x-request-id") String xreq,
@HeaderParam("x-b3-traceid") String xtraceid,
@HeaderParam("x-b3-spanid") String xspanid,
@HeaderParam("x-b3-parentspanid") String xparentspanid,
@HeaderParam("x-b3-sampled") String xsampled,
@HeaderParam("x-b3-flags") String xflags,
@HeaderParam("x-ot-span-context") String xotspan) {
int starsReviewer1 = -1;
int starsReviewer2 = -1;
if (ratings_enabled) {
JsonObject ratingsResponse = getRatings(Integer.toString(productld), user, xreq, xtraceid,
xspanid, xparentspanid, xsampled, xflags, xotspan);
if (ratingsResponse != null) {
if (ratingsResponse.containsKey("ratings")) {
JsonObject ratings = ratingsResponse.get)sonObject("ratings");
if (ratings.containsKey("Reviewer1")){
starsReviewer1 = ratings.getint("Reviewer1");
}
if (ratings.containsKey("Reviewer2")){
starsReviewer2 = ratings.getint("Reviewer2");
}
}

}
}

String jsonResStr = getJsonResponse(Integer.toString(productld), starsReviewer1, starsReviewer2);
return Response.ok().type(MediaType.APPLICATION_JSON).entity(jsonResStr).build();

}

}

2.7 MSEIE

MASEIRIRM 7 Istiof=HIEA L . FUEEsidecarfBRKL MAEIIZEE, FETR
B BEEIE, LURAEIstioRAERIAREIE,

IstiofZ I ELR -t = [ EIEmEA T \sidecar, EIEHIEESsidecar{Th, FTAFBIRE
B, BEREHIES., H, sidecar (8% ) 21812177 Spodsh, 5B AR
RII{E, aEWSpodaViRHEEA, BIEHIERE, REMNEEFINEE.
BiIEE R BIRS MIgRISEERE
T EZNARSMBIEEES, EEMSMERIEERE “PEER”
B2 FANDEHE, BERSMIERTIR,

£E3 PHTENBRIR, EFEFEEEMESdecarfyllSSpodER.

o IEHHEAMEIER” TE: Fnistio=HIEMFIEEN, LIRS MAHRIETIK
&, CPU. AFHAR, BT EHFER.

SRR 07 (2023-05-30) WIS © AT BRABRAT 130


https://console.huaweicloud.com/istio/?locale=zh-cn

Nz FRARSS MIHE (ASM)

5z =12

2 PR (1BRR)

FHE Istio 1541

£E1
$ER2
S£E3

“BEESE” RE: BRAAEFEATIBRENSEpodER, UKRE M podiIZTR,
CPU. AEFELAER, BERAE, BEARIZMEANOFEE.

“GEITTE” RS BEETSNBEXRER, SETEEIR. KE. PaER (1t
=) . afHKX. FABIPHELE. $AE. RTHCPU. ATHERAE.

“IEUSIR” RE: oJkiXdgrafana. prometheus. kiali. tracingPU/M&EHH1T
LEMEE, XEHEETUSBERHTRERESSN,

“BITEM RE: icFHITHEAEkubernetesSE Y, FBENRHUEE L IstiolE
[

“BITAE” RE: ICREHEAEFNNZTEE, BEEREENIstiolzHIEa
;,

“BLESIE” T S HEEMMELANE R, SRIBLRERER, 115
B2 EEHE,

“istioctl” TA%S: {ERIstiodpS T LEEERHASRE . 1£552 WEMIstions
TTEESRAERE.

BHIEEMNBINETR, EEREmAEAMFSIdecarfyllsSpodE2.

“ERETR E: BREHRINARIMNEHRERHEE, DUIRIRINFAEREEIN
1, SBRERINAYERE,

“HIEEEEETR” RE: BristiodURmEAIFIEAENE, LIRS MAHRNETIK
=, CPU, BFELEE, mR3THEFERE.

“HEER TE: BRAGIATOENISpodER, LIKRE N podIEFR,
CPU. HEGMAER, sidecarhRA, sidecarARIREANOEER .

“BITEM RE: ICFEIEHEAEEkubernetesSE Y, FENRHUEE L IstiolE
IR,

“ZITEE” 1IE: icFEEHEAEETERE, BBENEHREEMIstiot=HmIi
&,

ég;f@?&*%ﬂ@%ﬁi” % (EAkubectiR{EERE, 1¥1B1E2S N {FEAkubectUR{E

R

PITHRIRFRESIATRI

Istiof=HIEE ThR AT /N T BRFRA -
|BRRAIstiof=HEIZ{TIER .

SRNARSMEERS, EANSHERIERE “MNEEE" .
FEIstioEIREERFTIRUE, PEAFFRERER “BIE > AR .
EEERYIsitoiEHEARNE, WIAAHREEXIRE, BE “HIL .
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2-18 FHK Istio #=HIE
Istio FEHIETHR

o HEEFHRIZSET cce-paas- Istio {&&ImE?

e

BEEE

BRErEFEANTIBERNSEpodEE, IR M podIBFR, CPU. AFELHEE, 1%
IRAS, BMEARIREAOFER.

WAILAE “CBEEER T CBERERT , FRSENT:
B BRNARSMISEHS, EANSHERER “‘MIgEER”
$2 BPELTEMISSIRENMEEERIESE
SI|3 £ “LFEERT WK, BE LEARET , BEREAHHTUERR.

ikl

o WTERLAIAN, ARSMARERE TR, BN FEBARK.
o NEBMBHFHAEAR, FEEMBSEEMBRIIIARBEIHAKEE.

-

“BIITR OUEBPHEEEECIENT R, BESEMTFEIETT S, MalE
“BITTRT IPEETRIEXER, 8T8, K&, TaEd (H=E) .
AKX, FABIPHEE, ##E. AJHCPU. ATHARE.

BRALE “BIThR” P RET ‘TR FESRINT:
SB1 ERNARSMEERE, EEMSI=FiEE “MsEE” .
S22 BELTEMBBRHEANMNEEERFR.
$|3 £ BTTRT RE, BFE BET TR ‘TR SRR RIRS T
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R4 IE;E%’E' “BIR/ID” HEIMNAIRRSS R, fE ‘TEMET , ITNTRETTSE

istio-master-cluster-w300... ERER

==ae

2 Owe=

TR

R EE

iR SR LARdgrafana. prometheus. kiali. tracinglQMEEFHTREMEIR,, X
LR AT LB AP R TRERIES SN . FALSRINT:

S8 EXNABRSMNEERES, EEMS=hiER “maEE” .
$E2 BELTEMBBMHENMNEEERFR.
$|3 £ “BUHEERE K, SEFLREEHTHR “RK7 , IERIRRRE,

=
$RA TRENH, EEHGE2HER “BHRE” , MAZDESRRMRERN “CPURS
" ERE .

AR

o LEIARSMIESIHF “FHMAIAHIYE" N “ISRENREREIE” , BT EIFHSRSNE
B, HEEFOIEHER “IERELRM RIS .

o MNREAGRERATIIE R IR EBA S ERERBIIERTIFRF.
o CPUECERFNAFECEIPAY “BRiB” #0 “IRH)” (EAHME, BB T mRRE.

e Z¥grafana. prometheus. kialifltracingiE4as, RESBENTEIRARYIERMEIPRITE;
9122,

o ASTHFEIENDIRS LERkKialiffif

SIS B R, WHRAGBEEERE, ERERRNE LARRERIZEIIE TR
o WMRIHHRIIEM T LEPRERE LREMRES, BEMRIAEERZE.

(REELY:
MREFERZIESE, PEEE-RRA LAY ‘MR H#TEE.
et

{£F Istio ep<P1T L EACE IRAATRER

EfIstion ST TRAURESHKRERSERERE, LERENS. WSt
A TRFIEIE,

SR ERNARSMEERES, EEMS=hiER “mEsE” .
$E2 BETEMBBERHENMNEEERFR.
H$|3 7£ “istioctl” WK, SRAMERTHXINEE.
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SHEAGEE Sidecar&E2 ETER AddonE=E2 SETE ETRE EEEE

® T&lstioct]

EREEFEERAIsiolRSS RIS ThAE Fs2aiKubec IR SIS B T,

iE5IstiokEZE Ao m Mok S EREH stiokE AT RiANAssets, Mlistio-x x x-linux targz, IstioctfrFE/binEF T, FauARE;

o LFIECE Istioct]
1. EEIstioct HIEE R home AR .

2 BRESHNEFENE, BEstioct1®STIE.

cd /home

chmod +x istiocti

my -f istioct] /usrlocal/bin
O ssFEss

o Eidistioctl@ ST T BB HFEE

FEEEANES DIsiofEEE

e
AeEETE

SR ERNARSHEERS, EENSHEPEE “RREE” .

£H2 BPELTEMBBIMHENNEEEFR.

£I]3 7 ‘BEEE ¥, RIEXFHERETUTES.
o RHRE: RERSMEEHEAL

SHEEETE Sidecarsi® EFER AddonETE EAEE EARE EETE istioct!
© ssEm EREECRE  OREE: KES A SERECE, TFSEE RS,

EEXE EST E=SE

Giobal proxy.ncludelPRanges @ 102470016 2

Giobal proxy.excludelFRanges @ ¢

Giobal picttiaceSamping @ %2

5258

ESHPIFARE, £MPELREET, TR

ESHPFREE

EEHF1-100,

LEMACE, MABEHEGREER.

EETSREESETE

oA, SRk FRistioctl.

PSR R, RS

o [HREAMMECE: RIEMETIRSABIETER, BHESH, UM,

SHEEHEE SidecargiE AddonE=3E BT EFEE EEEE istioct!

LHES o) ZEERECEE HEALE: REMETESAIETES, BESY, SMENEE.

A SidecartZiEfEE

BEER e {ECPUfEFAR (Core) #5piaPs St
detals detals 00 0 1
helloworid helloworld-green-greenv2 BT 0.0 0 1
productpage productpage BT 0.0 0 1
ting: ting: = 00 0 1
= 00 0 1
tomeat tomeat23 00 0 1

TR
{EF kubectl $2{E&EEE

BRI N akubectlLARECEN M, ENEEHEFimEE, lEcES,

Hiflakubernetes&EEf

FTH1 EXNARSMIgEEE, EEMSH=FiEE “MgER” .

RIRTLAfsE

SAERRAS 07 (2023-05-30) WRIERE © EARITERARERAF

134


https://console.huaweicloud.com/istio/?locale=zh-cn
https://console.huaweicloud.com/istio/?locale=zh-cn

N AIRSSMIHE (ASM)
FBFigr

2 PR (1BRR)

SR2 PEIEEMBBRHEANMNEEERFR.

$|3 7 pIEtEE RE, SRAERRTAYNE.

s

2.8 fffsR

2.8.1 1.3 #4k% 1.8 VirtualService 3735 Delegate ]}

BFn=

1. ShRAHIMIAEERIASZ4FVirtualServicefDelegateIfgE, BRTASMiZHIE REBNTIF
delegate’&=UAYVirtualService, FARIRAFASITFHFRIVirtualServiceitH1T&2k, &
HARERFPRBTEEREXERETHF, FAPEEREAGESXINA

VirtualServiceil#{THEX

REFFDelegatefIVs

NameSpace: default
VirtualService: tomcat-route

- match
- gateways:
- tomcat-default-gateway.Istio-system.svc.cluster.local
hosts
port: 5555
: uri;
| prefix: /svc
1
B i v g St g i it e e 1
T e S [ o st St ot Jovne e Tt O s e
F#DelegatefIVs 1Root VS ! |Delegate VS !
| : : l
| ! i !
I NameSpace: istio-system | I ; :
i VS1: tomcat-default-gateway ! ; Nam:::a\:;'_ :::::al:—r P !
) VS2: tomcat-route-default ! ! 9 ’ :
| : | i
I h I I
I I
! apiVersion: networking.istio.io/ i ! apiVersion: networking.istio.io/v1alpha3 '
i vialpha3 : | kind: VirtualService !
1 I
i kind: VirtualService ; i metadata: !
: metadata: ! | name: tomcat-route !
i name: tomeat-default-gateway | | | namespace: default |
i namespace; istio-system ! | spec: !
| spec: ! ; http: !
| gateways: | i - match: !
4 - istio-system;/tomcat-default- ! i - gateways: !
hosts ; gateway L ! - istio-system/tomcat-default-gateway |
! hosts: i : port: 5555 ]
! -100.85.219.117 ' ! route: i
i http: : i - destination: !
: - delegate: ! | host: tomcat.default.svc.clusterocal :
: name: tomeat-route ! i port: !
: namespace: default y i number: 8080 :
| match: ! ! subset: v1 !
| - urk : | !
1 prefix: /sve ! { '
! P ! 1
T — b O e i

Yt FdelegatefI M BAILAS Eistiott XAYIHAR :
https://istio.io/latest/docs/reference/config/networking/virtual-service/#Delegate
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HRSRH

BIETR

A AMER, TELAIIAMSR tomcathkss /961 .

RBEErouteFredirect S AI A BEiR B Delegate,

ASMR$EF—Delegate, ZZKDelegate A%

Delegate VirtualServiceBIHTTPMatchRequests/iz2root virtualserviceR9FE,

BNEF=EmsE,

DelegatetFtt IXIFHTTP/GRPCHMY B, EMYTEIEX

—. EREEIIRSARANNMK, WHARETEREL,

=, EAFREIRSFINT X, NFAREHTHTEX:

HMEFESERFAcEkubectlin S, SECCEEHAERHFRRAESHITRE.

fEistio-systemap 2B FEIZEF Mvirtualservice YAMLIZA4

M4 tomcat-default-gateway.yaml

Heh,
- tomcat: NEMBIIRSESE

- tomcat-default-gateway: JAiZvirtualservicesd, & H{IRE:A}-default-

gateway
- tomcat-route: H{EMvirtualservicelIZ=F
- 100.85.219.117: HELBRIJIP

apiVersion: networking.istio.io/v1beta1
kind: VirtualService
metadata:
name: tomcat-default-gateway
namespace: istio-system
spec:
gateways:
- istio-system/tomcat-default-gateway
hosts:
- 100.85.219.117
http:
- delegate:
name: tomcat-route
namespace: default
match:
- uri:
prefix: /test

X4 tomcat-route-default.yaml
Hr,
- tomcat: JHECRRIARSSE

- tomcat-route-default: JgiZvirtualserviced, &=\, {533 }-route-

default
- tomcat-route: HF{EMvirtualservicefIZ=

apiVersion: networking.istio.io/v1beta1
kind: VirtualService
metadata:
name: tomcat-route-default
namespace: istio-system
spec:
hosts:
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- tomcat.default.svc.cluster.local
http:
- delegate:
name: tomcat-route
namespace: default
match:
- uri:
prefix: /

ERINTar<$ IR virtualservice,
kubectl create -f tomcat-route-default.yaml
kubectl create -f tomcat-default-gateway.yaml

3. kubectl -n{namespace} get vs¥EXZIfRSZAIvirtualservice, #H1fTkubectl -
n{namespace} edit vs tomcat-routefEXI0T:

fflB&spec.gateways. spec.hostsFspec.http.match.uri

tomcat-default-gateway.istio-system.svc.cluster.local& i pkistio-system/
tomcat-default-gateway

c. {&2apiVersion: networking.istio.io/v1alpha3JgapiVersion:
networking.istio.io/v1beta1l

d. destination.host:#&= 9{IR533} {namespace}.svc.cluster.local
apiVersion: networking.istio.io/v1beta
kind: VirtualService
metadata:
name: tomcat-route
namespace: default
spec:
gateways:
- tomcat-default-gateway.istio-system.svc.cluster.local
- mesh
hosts:
- tomcat
- 100.85.219.117 # spec.gateways. spec.hostsTEZffIf&
http:
- match:
- gateways:
- istio-system/tomcat-default-gateway
port: 5555
uri:
prefix: /test # spec.http.match.uriZZZii&
route:
- destination:
host: tomcat.default.svc.cluster.local
port:
number: 8080
subset: v1
- match:
- gateways:
- mesh
port: 8080
route:
- destination:
host: tomcat.default.svc.cluster.local
port:
number: 8080
subset: v1

4. FHRSERETERSIIRRTE, BEHEIMERAEIURL, REIBEREEIERE.

| ShEEAIRL: http://100.85.215.117:8888/ (HTTP) |
PEEiAIE: tomcat.defaultsvc8080/ (HTTP)

5 ERSMXNE, KERSZMKXEHEEETER.

default

vl tomecat
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~ tomcat-default-gat.. ESTE test113-2 100.85.219.117:8888
BEEE
= URLELEZHIA URL BEE BB
100.85.219.117 B ILAD / default 8080
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