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NREFEENCFAENAPIGHTRABSRIBINIRESIE, ELMERAS—BIDIAIE
BE3% ( Identity and Access Management, fAI#RIAM ) , EZIAM, EaTLA:

o IRIBENAIIISZAR, EENEAZKSH, L PAREEREESR IR T 632
IAMER, itRTIREH—Z2EIE, FHERAPIGER,

o IRIERVEFAYEREE, REARRRNHIENR, LUXEIBAR ZERRISE .
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1. CIERFAFEN

HEIAMIZHISCIZAPA, FHHEFAPIGRIZNR “APIG ReadOnlyAccess” .
2. GIEAPHIINRRSA

FEIAMIZHIEEIEZRAR, FRSEMAHEIEIERE.
3. HAPERHRIENR

FOIZNEPERESE, TRBBNXE, EIESR:

- TE “IRSBIIRT PIEIFEAPIMK, HAAPIGERM, BHA LA “ZRIWEEL
27, ERHWSELA), NRFEWILH (RISSEINRIXEEAPIG
ReadOnlyAccess ) , & “APIG ReadOnlyAccess” 2434

- 7 ERSBIIR PIEERRAPIMKS (RIZZHEIZRESXEEAPIG

ReadOnlyAccess ) AE—BRSS, SIRIBTIRAE, T “APIG
ReadOnlyAccess” B4,

APIG EE N RREHES

NREFFRERIAPIGIR, FiFEERIRNER, ATLBIEZBEN RIS . BEXRKE
SRR LURINASEAIR (Action ) i52% “ ( APIRIKIZONAS ) > HRFIFANIN > &K
EENEE &1,

BRICARSHFIA TR e B E MRS :

. T?MHLI@ULQZEMBEW‘ THETHRBES, RUIMIESIEEERR
5. B B, FESRERE, AIBMEMRE,
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o JSONWMIEICBZBEENRE: JLMEEERBRRG, RIEEAFERIRIERIEN
B, AL ERAEREEARSISONISIRIREBASR .

SUCIRSEESN: REENER. TENENREAIAPIGEE X FIHE.
o T EINAPEERMERAP
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

"Action": [
"apig:apis:create”,
"apig:apis:publish"

1

}
1
}

o RfI2: EEAFRFEZMRES

BEEREFERNESEMRIRER, SWIRBEERMER. BPEETRIRE
B, —MENIRAERINR BRI FEAlowiIDeny, NEEDeny{fL5EREM

NRELEAFIEFAPIG AdminfIRGRE, EAFERFABAPIG admindE
MAIMBFEZMRSEFIIR, ERTLABIE—RIBERIBRRIRSAIBENRES, AfE
EIENSAPIG AdminFIIEERESIZR T AR, RiEDenyLstEN, NAEFRILAY
APIGHTIR T MR EZhRSEGISMNIPT IR . ERRIEREIINT:

{

"Version": "1.1",
"Statement": [

"Effect": "Deny",
"Action": [
"apig:instances:delete"
1
}
1
}

o I3 SANERIIRRES

— P EEXRBERIUSSZS MR, BiRT IS RRSAERIIS, iE
LIS SEMRSZAUENIN, TS SIEMIRS GIRIRARSEENE, BIERE
MBERRSZEZERRRS . SMENEDREHRNT:

{

"Version": "1.1",
"Statement": [

"Effect": "Allow",

"Action": [
"apig:instances:create",
"vpc:*:.get*”,
"vpc:ports:create”,
"vpc:ports:update”,
"vpc:publiclps:update"

]

}
]
}

2.2 Eid IAM B RIS {ER APIG RIIR

MR EFEEXEFTRBRIAPIGIRSHITEHORIBRINIREIE, BolLMERAE—SMHIA
IEARSS ( Identity and Access Management, {&FRIAM ) , @iZIAM, &aJLL:
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o IRIEENAIIISEAER, EENEATKSSH, Ll PAREEREESRI IR T 6)iE
BRFmSAPAH, itRTHEH—Z2EIL, #{EﬁHAPIG A
o RIEEVWAFAIEREE, REARINFENRE, LUAEIARZENRRE o
o BAPIGHRRZILEL . SHEMEAZRSHERIRS, XEKSHE=
BRSS BILMRIBS R H 1Tz .
tzu%‘;ﬁm&%egﬁ‘éiﬁﬁfﬁﬂgﬁi, S LABKE AR, A (EREAPIGIRSSAY
I ﬁbo
AEDHENBETRIBIENEENG L, BIEREWNE2-2F7R,
BUIRSRE
EIEURERD, BB TETLLFIIAVAPIGIR, HESSERERFITIEIR, APIGIF
MRS KEE, B2 UBNREPIREIE ., NREFTEXIRAPIGZIMIEEIRSZIEIN,
IAMSZ35IRSHIFT BN RIES WE SR -
Btz

2-2 FZRFET APIG X BRITE

1.

Fia

gliZBFAr4a

#Bfﬁ]ﬂ%iﬁi (_Jﬁ]

eIZEAFeeIZArE
FIAMIZFIaeIZRFsAEFE.
BRGSO REMINERFZAEFE

FEFSBFAEEFAPIGRIENIRIR SR “APIGReadOnlyPolicy” , ZifEsR
BEMINZ AR
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3. HAPEFRAIENR
ERERNAIARERESG, RIENR:

- E YIRSSYIERT FIRRAPIG, HAAPIGERME, £EA LA ‘BXLEZIRR
B” , WMRITEWEL (BRIgHEIRIRXEEZAPIGReadONlyPolicy ) , F &~
“ APIGReadOnlyPolicy” B4,

- 1E “IRSBYIERT PIEFRAPIGIM (BRIZHEIRIRNES
APIGReadOnlyPolicy ) B9F—fRSS, MRETIRAE, TR
“ APIGReadOnlyPolicy” 2434,

APIG BENX B tRE&HES

MRAGRERIAPIGRFRES, FHEERIRINER, TJLBIEEENRIE. BEX
EREEHFETLAURANAYEEARIA (Action ) BEE%E “ ( APIRFKEEOSAY ) > SPRFIZANIR >
SINREIRINESE” 815,

BRIARSFIA TR eI B E MRS

o A MERIEZBENRE: THETERRIEE, KUNCIRESHEIRERR
5. BF. BR. FMERIBRE, JEIEMRRE .

o JSONWMIEICZBEEMNRE: JLMEEERBRIRG, RIEEAERRIERIEN
B, EALEEAREBEARRSISONSIUIIRIEBRE .

BACIZSEESL: SIZBEERIEEFHMIINEER.
TEAENEBERNAPIGEE X RIEHS .

o BN RINBIEFIRMAPI
{
"Version": "5.0",
"Statement": [
{
"Effect": "Allow",
"Action": [
"apig:api:create”,
"apig:api:delete"

}
]
}

o TREI2: BARIINERES

— P EEXRBERIUSSZSMERIN, BT LSS RRSAERIIN, i
AL S EMIRSSAURIIR. LEalLA T8I APIGE ZhRSLAIFTMKEAIARBR :
{

"Version": "5.0",
"Statement": [

"Effect": "Allow",
"Action": [
"apig:instance:create"
1
I
{

"Effect": "Allow",

"Action": [
"vpc:securityGroups:get",
"vpc:ports:create”,
"vpc:ports:update",
"vpc:vpcs:get",
"vpcisubnets:get",
"vpc:ports:get”,
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APl %
FBPFiER 2 B IAM 55 {ER APIG BIBUR

"vpc:ports:delete"”,
]
1
{
"Effect": "Allow",
"Action": [
"eip:publiclps:get",
"eip:publiclps:associatelnstance”,
"eip:publiclps:disassociatelnstance"

]

"Effect": "Allow",
"Action": [
"eps:enterpriseProjects:list"

]
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SLAIECER

E—IREIDT, — 1M EWSENARBERIES LA, INREFEZQIEESLAI, o]
RZTEH, HRiEENEER,

PR

- NREEARFHEEINIR, SERAEE “APIG Administrator” F
“VPC Administrator” tXPRABEBIZESLHI,

- WREERRFREE, WA “APIG FullAccess” BIF],

- RS ERBEENEKE, E5EEIIAMBE T {FERAPIGEINR .

pILE

WNRIEMFFE192.x.x.x8E10.x.x.XMER, APIGNIE(#FE172.31.32.0/19/EIIEEM
E%; WNRIEER172.xxxMER, APIGNIE{EFER192.168.32.0/19/EPIEBMER
FRHA AU S

APIMXEZLEIRIEMMR . EAlhR. BIAR, LAIRIAESROFIFES. 5. 6. 71
FABHENE . FEEASARAVERE |, SHSMRXORIGINANFABELE, Fig0, fAEhRx2
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ERMEECE
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BRMTHEEEMA, PREMESIER

ATHX
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i
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a0, RiRIRSIFEEINEEMNLEE, NEEZEHENNLZSE
HEMN, FAEERRS A SAPIE RGO
MNBFAEANMAL, ZLBENHFEEZERFFS0 (HTTP)
F0443 (HTTPS ) isORGHITRSE o
i5A8
o (REZFEEHE—. ItF—XBRBENZLELER, TEMXI
MISCSCISSAFBELBR S, . FFSELBREMISAINZ 2
TR, GRS PiSE RS EIEE
o FFEELBfRAZ: ELBIEAMFEANOMIGEIER, NOXIFE

VPCiIE, BEFBAMANLORS, S8HEIPHEERM RS
fo, AIFIREERMEIPHLE,

RARS AR

3E
dt

ﬁ

1l

HSRinTmRESER. WELLHF, ELSEIEVPCEIR
TRIRSS, TLARRIRT EENGE,.
NRES T Rinm =RSZEWR, WLLHIF, ELFAFR
R “RigTREE” RETERSTR{region} {&ixTs
SRS EIR{LIET SRSZID}; NRLIHT SRS R
R, BWELHIE, FELAFBPR “BingpmasEiE”
B TREREM I {region}{apig} {&LixTI = RSZID} o

BRI LRI TIRG, HEHESLAIRER, LI
XLFIFFRITHEER . DTREE. R2AFREE
FEreE ‘BEEMENIRE SE, wallEERAIRE
BEelE.,

SEfIelEESERE, BRI LAEECEAPIGEEFIRERIRE
NIERYLARBEIREAPIM KRS AR ARE RS, W
REBAR S SRESAN A SEBIRINTRE o IRZURAFFSIRE
SREZAIAAN, NIATRESSEBIELAIKN, BEXRARE
BRTHErEREFS.

TSERFH

HEERRN N “AF /887 HikeE. TORWSLRHS, &E
1MAB. B8, XIFREEMEE, REBMNEERE, R
SR AESLPIZIERIBNEEE, BHEEFBFEE.

faiR

SEHIRHEIRMER . KE1~2550FFF .

BE “ZBIMASL” , BNSEAHIFHEHRIARE

METATIRE, DERSY, XNERE, FrRtlEsfl, REEREIEHE.
o WNRFEEFWURELS, FSEEFTUMIEBAPIGELIER.

o UIRFEMERES, BHIATU SR SMIBRSLEIRIA o

-

SCEIBIEERLINGE, ERILAIFHACIEMERENAPI, BINE(E, 52 EHMAPIRIE.
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API 3
BFErm 4 FFH AP

FFH API

4.1 F1 APl iEE
AR EEIAPIREFFHE SHIBS S50E, SISENEM,

Fia
BIRAPILE
RINAPIRISSLIEH
BELEAPIRYEIRES

BlRARIES

BT APIGEEAIAPI

BB APIR A IAE
MNETE

EiELAPIGRIZAIAPI

ER

1. GIZAPISA
BMAPIENEABEIE—MAPIDET, EEIFZEAPIRINIZRICIZEAPISA,

STRGHRA 18 (2025-12-03) RS © ERRTBRABIRAD 13



API %
FBFigr

4 FFiL AP

N

ZIDAPIRYSSLIESE

WNRAPISEHRRIAPISZIFHTTPSIER MY, TBENIMIIHZRISSLER ., k2,
oSunlig

ECEAPIRERES

EFRAPIET, BEERNAPIDEGE—MEIIEZ, HAPIEBEIBIGAPHER.
MG ZET, B LUERRSKRAPIDELEIRISZHTAPIEL, X%
ZaLLsiaiEiE= 10000k . RGBS EREEREATFEF~ WSS, BIRMN
FAREFERER.

BUZAPIRITARIEIE (ATt )

MRFBBHIEERSRFENSBAIEHRRS, BT eIEATEERSEI. &
Z, BESUELER

BUZEAPI

BEBERIRRSIIEIFRERESTFUl APIZLGRPC API, FHIF9MFRL,
APIBIEERING, EaIiRIE S ERECEAPIRES, STEAPIE,
X APIGRIZAIAPI
BITAPIGIREHIEL AN INEEIIEAPIIRS RSB IEET A,

B EAPIEHIMEFIFETE (k)

APIEJLARIRHRMARERIMEIAAE, . WidaiFF%& . RELEASERRFEIA
ARG, WISREEFARELEASEIRNG, AIBMEECERHINEEE,

MRAPIN GRS ERPEX TIMEEE, NEEERERRINGNAIZE. &
SMEZE, AJEHE—MAP, EREREFRERARRNERIRS .

& FAPIGEIZRIAPI
IEAPIEHREIRES, APIRBEARENER, 7 ZFHAEAR.

4.2 Gl API 548

CIZAPIEI, FELLZEAPIDE., APIDEBEHTAPIRIES, APHRMEELIAPISEN
By, SESERREREAPI,

BRISZFIATeIESESH:

I=t;:3elkEd

%zé—/l\f?ﬁﬁﬂgﬁéﬂ, REEAPI, AFROTB{TRIZEAPI, BEAREESSIEIZAPI
SNAPIZIT4

MAEHENEBRIAPIZITX Y, HEZCIZEAPISE ., BERLSBIESIETAPIR
S NAPL,

S NCSEHIRSS

S NMBRSZSIZ ( Cloud Service Engine, fSFRCSE ) RUMARSS, IREAPLEMFK
CSERRSSRE. AR, AEECIZAPISDAE ., BEAREEESIEZCSERNESS
ANAPI,

SNCCET{Efa%E

EANZ=E2E5|2 ( Cloud Container Engine, f&#RCCE) T{Efa%k, FFHCCERRSS
e . SAN, ARLSEEAPIDE, BEALESSNEICCELERESAN
API,
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API %
BPiErm 4 FFr AP

HRSRH

o —PAPIREERTF—AAPISA.

o APIDEHEIER, EFADEBNDE— I ASBNIANERES, ElESE
KXxZaILAAIE10000R . @Bl LAEEFIS EAPIDEIFBR “HEHER” TE
XA “EdiEETR” BXABLES, AEEREERLlES, BAEETE
it EFBAPI .

o FiIlHEREEBETEFISE, BIURNBEREIXER.
o FIXEHBZEAREESLAIBRIVPCRRIIRSS 3B LAEITFNAIE, MREXIEIE
XIF MR SIEE), SESLEI_ EEBEAMNDCGEMEIP,
tlE APl 534H

I HANAPIREESIATRE .
£ RIEEFR STELENISHEE EF5%REf) .
T3 EAMNSHIEEE “APIETE > APIDAE”
$I4 B “CIZEAPIDE > BRI , IRIETERSEIRE, ERMETESSHEER,

X 41 DBEEEX

SH ol
SHEBR APIEEEFR, FAFEAPHEOHITHAHEE,

IFRN. B HF. PRl FEZ. | FAL. B
RNHE FRMESHIES . RSN TRINS, HREE
BRI NFEEFTL, KEA3~2550FFF.

iR XFEERINR . KEF0~10001FFF o

WS BE T, B,
FEAPISBEIE T S REARIAPINE, ERAERAT.
.

EPSEE

o APIDECIEMING, SN EY8ERS, APIEREBIGIOEZEAH
TAIAPI . SBENBZRERIRE, BSEEEAPIRIERES .

o  BPAPIGEAIRM—DEFAULTSH, ErILIEEBISEITAE ZtbEREGA
SEPRIAPI, BIXERIFS, 525 EAAPIGHHEIAPI,

4.3 75h0 API B9 SSLiE+

ANRAPISEARAIAPISTISHTTPSIERIMY , MESPEMMIGZE, EFEAMIIHZ R
BASSLIEH . SSUEBEHITEIRERINZISDIERRRGES, SIFHREIAEFRIXEIA
IERFIAIES T . MNRAEESSLER, BLXRESRIERES, BHEERE.

o HEIANE: EFIRSIRSIRIEEN, B inm 2 lEPmEErIIRSS ine S ER
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https://console.huaweicloud.com/apig2/#/overview

API 3%
BPiErm 4 FF AP

BERAE

1. RREERE. AEEFRSSLIREFEFER.

¥

2. BSImEESSLIRSE ., ABEFER.

F 3

3. EFIRGESIRSSLIIR&AE,

Gk, TNEE.

Y

ERE APIR%

(&P ) (BRssim )

4. EFRIENENRNEEH, EREESRAN
(258 ) HENERE, EXEREEm.

L 3

5. RS HEAE CAFARMNEE SRR,
HISMIRINEEH.

6. WIFNEREENZE.

F 3

o WEHAIE: EFiRSIRSZIRIEEN, RTE in®sEIEmEZIRSSHRESIE
tZsh, RSIRBRERIHEANNEFiREE1ER.

TUERAIE

1. ERRiEE. BEEFIRSSLEFASES.

L

2. [ESBIRECSSLRE., QEFER.

F 3

3. EFIRERRSIRSSLER&IRY, &k, SNEHE.

4. EPREECHRBREEESR

ERE APIRI 3%

=) P T
(&P ) 5. BB FEREFRIS, Sl SNismiEE. (BR5s1 )

6. EF I EIRINEER, FRESERAN
(2378 ) HHINERE, RiEHEmSn. i

7. [RS3in{ERE R ANINEE R TREE,
R INEEH.

8. MiRiIERFE RS

YR 5RE
o (FFNMpemimiBIE=LHISSLIES .
o RNNAYSSLIEH{NZHFRSA. ECDSAINZEEE
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AP| 3

HPFPigE 4 FFHE API
BRI

o EIRENSSLIFH.,

o (HRNVEIAIERS, FEEFRENCAIES.
GlzE SSLiFH

ST HENAPIRKIZHGIRE

£2 RIFLIRISEAMSH=E B IEELAl .

w

SHE

EAMEAE%E “APISIE > APIERR” .

£B4 £ “SSUERER” E, S “GESSUER” .
LIRS RIETRSERE, REES.

= 4-2 SSLIEBEE

24

BcEiHA

IEBRFR

IEESSLIERRIFIR, REMIBEX . BEEER—E
AIER BMNIESSSLIERER, FSEERERFIFIEK .
PPN B HF. BB TRIZ, BRAE
BTk, KENA~501MF .

o SHISLA: {RESRISEHI FRRLGES .

o £F: FEHAIMKSIIXairegionfIFFELAI NI SRR
LEE

GEEFRIEBPERRIINESASEE, mlIRERSASECC,

e RSA: BRIESRIKNAI ZRVENTRINZE L, B M
AE=MELPRTF, TIEFERNSSENEFEERIER
%, —RRSEFE20481178 3072 AINNEKE .

o ECC: HEEHRZINZRIL, HBELTRSA, ECCINEERE
R WRES., RSHFFAFER, BRIESEERNE
BRPISEMES, BT —REREER. —ARFA256(U
NZRE .

IEBARE

BESpem#BiBELAISSLEB RS

AN AB AT ERINEBERIPEMISRIER Y (B4
2R “pem” ), BIEBARABEHZE “EBRE" $ED
A,

R AIEpemBiStEl, TSEFHIRETAPEMIZT
BT PR UEER,

=48

BSpemZRiBEUAISSLIER A,

AR T LAEIEB EAIKEYFSTUE PEMAEZLATFA
A ([GR2 “pem” B “key” ) , 1BFAAEHF
“ER” FEDET,
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https://console.huaweicloud.com/apig2/#/overview

AP| 3

BPiEm 4 FF AP
28 EEiRAE
CA WERAIERT, EEIESCAIE, CAIFHESRNRICIRS

IEBMEFRIES. CALEB HERE, MRS FTENE
SSLIEBRARWEINIE . AL RATH EIRIEBAS
RICAIEBX M ([ERE7 “pem” ) , BREEHZ!
“CA” FREAT,

o UWNRIEHHIEpemRIDEN, TSHHIGIEHHIPEM
BIUHTIEPREE R

o WMRHFILAHIAZIFEECAIER, AJRIZTAFHIRT
Bl

H$|6e BE “HAE” .
SBT EPEIRTRE, ENAPISERE RIS ZSPESSLIES (7iE) -
INRFZAELOED, HENIEBHIRTEEFSSLIEFBRIA

S
HAIER )9 PEM A=
S w75 (EZOpenSSLT Eit{74EH )
CER/CRT ¥ “certert” IEPMHEIZEWREN “cert.pem” ,
PFX o IEEVFA$EERS, LA “cert.pfx” #E2A “key.pem” Jg
fllJ):enssl pkcs12 -in cert.pfx -nocerts -out key.pem
o IEENER®HS, LU “cert.pfx” #E#aH “cert.pem” K
fgoenssl pkcs12 -in cert.pfx -nokeys -out cert.pem
P7B 1. IEPEEHR, LA “cert.p7b” &)y “cert.cer” J9fl,

openssl pkcs7 -print_certs -in cert.p7b -out cert.cer

2. 8 “cert.cer” IEPNIEEIEEDZ N “certpem”

DER o 1ZENFASAER<S, LA “privatekey.der” Fi)y
“privatekey.pem” J3ffl,

openssl rsa -inform DER -outform PEM -in

privatekey.der -out privatekey.pem

o IRENEPES, LA “cert.cer” A “cert.pem” A
il

openssl x509 -inform der -in cert.cer -out cert.pem

E§T SSLEP

ENIEBIIRRE, HEFEMER, £ B JI8E “RiE" , EXOERERE
I
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https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html
https://www.openssl.org/

API %
FBFigr

4 FFr AP

EFSSLIEBASIMAPIRYE .

. ﬂﬂiﬁiﬁfﬁiﬁ:ﬁ ESFERIISE, BRARBIREXMEBNEFiRESEEIEH
E M iIE o

o UWNREFHAISSLIEPEELIEM I E B EHMIIABTIIECAIES, IBAEIIIEZM
BIAXT “TIEFEPISIAE" BENEAHTTPSIERAE; MR EHEISSLEEELPE
M2 HEFFNBTLCAILESR, BBAMMIHZMENART “ SIFEFIRIAILE"
BNRFFBHTTPSIN [EIAILE o

4.4 & API BYERIES

2R SR

APIGRYIE A5 B SRS B FIRI IS . IS S EAPIDECIRSS, RRHNHDE
BaISEA— 1 WERHERRES, HEEXRESALIAIET1000R, FHitt, EFF
TIAPIRY, I&RENAPISEFEIRIHE , AP BISIRIHZIGADERIIAPL, &2
AJLARINS MRS, ABRIGIEIRE

IR T 5370 PR 128 RO 22 o e 22 PR -
o AMIEE: HEESRSFERWSES, sILAERARIEZIBEAP,
o RMEZ: AEAESRSFEINMINSE RS, aILUERAMIEZIGIEAPI,

LI E iz R (Ha0*.aaa.com ) B, BRPRILAUET ZIHBHIEFEFig (60
default.aaa.com, 1.aaa.com) iFQFr4ESLE NHIERFEAPI,

o ANIEBEIARBLESSLAIERVPCRRIARSS 2. _EETFNIAT), MREINHZE
XEAMENTSIEE, BESEGI_ESEAMNDOEMEIP,

o AR ERERTEFWSE, BINRNBREFELER.

o [E—SLHITFHARE D EFRELPERRRIEIIIES .

o VI EHIEIRON, R—igBASZIFHEERERO

o [EA—EHBAARRIRE, TICH N inOE8E/MEM/FEEISSLIER . HE/XAEFimA
iE, FrBIRO<EEEN.

o MREEIGRIFHBERONERKRS, IBAMIGEZBENROTSAHBERG
infRSS2RATA AR RIET—

o MW EHEIROG, WMREEITIPHIAEIEDEFAULTSH TRRIAPI, BRAEE

EEREERIHeaderS4 “host” , hostEXJTHEE X RIAT I Y AYEHC
( BRIAR980/443i% 0, hosHEAIIARE ) .

o WISREIIPHENESIEIAPI, MIFEiEEREZIERE5ERASSUAILE, BRIFECE T IPIE
Fo Eitt, NEFERIPHILAGEAP, BNLXERIEEREZE

e [SHhttp to httpsEEIEEMAY, HTFNIE2ERE, JEGETzIEHEADSZIETE
AR SHMERESL, BEitt, APIEKGERENGETIKHEAD , {NHAPIAIEK
WOERE “HTTPS” g “HTTP&HTTPS” , BEMIg&E4BESSLIEBATEED S
B

e *aaa.comaJLAPCHedefault.aaa.com, 1.aaa.com, 1.2.aaa.comZXBIPNIFZ, B

EUNREBIBANIERIgR*.aaa.com, MLEH REEATFdefault.aaa.com.
1.aaa.com, AgEFTF1.2.aaa.com,
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AP| 3

BPiErm 4 FFr AP
RENT 2
FRiSiHS .
- =ERBFEERISESIHDAPIRGS, FIRENAMIEZ(EMIIgE . BIK
52E GRS .
- ZERBFEIMNSREFAIHTAPIRGS, TIREAMIGZ(EAMIIGE, B
@ RIS
BEAMIGE, BoILIBIREROTHIBERER. SRNKE/LANIE
H, @I ITEER,
EiE 2 EARINsEf) “ AR =5l " AIASSENHERE,
S ETEIEE EIRINAPISE “EidigE " BFICNAMESEEIESRE,
WNRFERAAMNIEZRITESERERMIES T, NRERANIEEFETEESE
[T —WN TR
WNERAPIDAFAIAPISZIFHTTPSIERIMY , MFBENMIIHZRIOSSLIER . &%
BIRFIRESSLIEBRIN SIS, FEIESSLIER.
R
EIB1 HAAPIREIREISTRE,
TIR2 RIELFRSEAMSAE _E AR,

FEEMSHIIZIERE “APIEIE > APIDEA”

BESEBR, HA
£ HEEE” X

“HBEER” H.

, BE “YREIRTIE .

RIETRSHRA, EREPEEYRER.

£ 4-3 WEEECE

2% 15488
%3 EEE4ENEE.
SiEE/NTLSARA MR LMY ( TLS: Transport Layer Security ) ,

E—MZethy, BRENEENBERHZENREER
EHRIE . BRI PERAISR/NTLSARA, TLS1.1
SYTLS1.2, HEEFEHETLS1.2, EAKISFTLS 1.08(TLS
1.3,

ZECE{OIHTTPSAER, A lgHTTPEE Efttinias
N EBRILERSESHEREET “ssl_ciphers” S2##EcE
HTTPSHINNZZEA(E
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https://support.huaweicloud.com/usermanual-dns/zh-cn_topic_0057773658.html
https://beian.huaweicloud.com/
https://support.huaweicloud.com/usermanual-dns/dns_usermanual_2513.html
https://support.huaweicloud.com/usermanual-dns/dns_usermanual_0006.html
https://console.huaweicloud.com/apig2/#/overview

AP| [

FFt5rs 4 FFH AP
2% 15388
iFhttp to httpsEEl | HAFRIAPIRAttptMAER, BEFhttpiRBENETE
) S5INER2RE, aILAFEBEERINESAPIF R

ZERIhttpsthiipa, EFESERAIhttpMY.
{NHAPIFGIERIMGERE “HTTPS” BY

“HTTP&HTTPS” , B /igZ E4PESSLIEBRTEEM
4. BT NEEEREI, JEGETmIEHEADS EZNEER
ATRESHEUEESL, EIAPIEKAEREHGETD

HEAD,
HT TP ZHAE “807 , HTTPHMYAIEGAIRO . EaTLABENXA

iwE, EXREEESEBREMAPIGNEFimEEKE. &
{EFAHTTPIRO, & “ZIE” B,

HTTPSiwOA ZRINME “4437 , HTTPSHMXBIEGAIRO . ERILAEEN
ANixd, HEXREESERENXAPIGNZEFinihaic .
AMERHTTPSIRO, #EF “ZI1E” Bir],

S| BE “HRE” , BIRIHESAPIDEE .

o WMRATBFBUEEN, EHEMET, BE “B4ER" .

o WNRAPISEPRIAPIERHTTPSIERINY, NWFEENE LIBRVIRIIIHZIFESSLIE
B (TiE) .

e

4B7E SSLIFPH (Al )

gz
£ER2

HBRIE

SAPIDEPRIAPISTIFHTTPSIER MY, NFEEDIMIIGZHPESSLES . BNBkTIL

TR,
B FRTETRE “IRINSSULER” .

?Ei&?:%SSLiE%EEEP’LEJJ&E??BI’EE’\JSSUIE%, RIERE “HE” , SeRSSLIERARIED
Eo

o YISEFAISSLIED LEICAIED, BJLAAIR “FREFIRIAIE" BIFEHTTPS
WEIAIE, &, FE/XAZFPRAMEESNIEWSERN, SERRE.

o YISIEBIIRPIATABAISSULES, AJRE “CUESSLIER" , FESSULES, Bif
R EBESECIESSLIES .

e

BCEAPIRYEFEIEEEXFAQ:

o HEHBLMNENRR: REMHEZHHBZEES.
o FIISSUEBERMERIRE: ERIEBRIEZFISLRAIMERTRREZ A —E,
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API %
FBFigr

4 FFr AP

4.5 83 APl IR EIEE ( Ak )

GEEEEERTERSZETAPIMXEZRIFTREGINEILE . SRINBETERVPC
AIRERFMIES, MEIIEER, EiRBEERESRBIIEINEE (RSF[/BERE
&), UNBHRLSRSTREZENED (HRSEEERE ) EREaNRiiaE
ge (SIMAziEERE ) , NSEREIRRSHREBIESBELRS T R
HNESFEAREEE.

SIEREEEG, ELIEAPI, BHEIRIRSZEEIIHTTPAHTTPSHY, fFiniRSSHEAERTLL
BEiEFERCtENRIEEE,

N, REFHEER6EECS, ERIE—RKAFEE, HEFECS 01F1ECS 04ERINEIE,
BiEsh, LETAPIMNSEE RENBEER LA EEADGAEFAIECS 01F1ECS 04,

4-1 @i APl X1 Rl EiBIE AT ECS

aRiEE ECS 01 ECS 02 ECS 03
AP ECS 04 ECS 05 ECS 06
VPC

o CSIERSH|BEIRENEELU TR
APIMX S EiEEFRIARSS SR Z BN il
o CIRMIRSBEXREFEELATEI:
- {NEHFHENRCCE TurbokedE. VPCRIBIREIRICCESES .

- IBEERERIRISLHISCCEERFFABRI—1VPCH, B TEMSRIERE
MEEEEA, BNeIEEEBAPISHIIRMIAR.

- ERVPCRZEEIRICCESSRFRY, BREEALAIFIE R EAVIREE RN
CCEEERFRIA=EMER, BNIEIZFRMAPIZHIIKMIAR .

- PIERIRSEENAHBER, AHBES NN T(FRETEIELAIRItbI
T, FEHIABEET,

- BIERMERSSEERIGEBIER, WRIZCCEERIARKSRISLA FEMAHIE
EXEE, BIERKEGZCCESERE, APINXS(FERESRIRAFXRIEHIECCE
SRR, RESHZAFRICCERAYZER, ATRERSEMNINERE,
5SS WEIRIRE.
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API %
BPiErm 4 FFr AP

RIS

o FFEEHEFVPC AdministratorB R,
o WRBEXRINIRSEE, SOIE=RS:E.
o WRBEXRENTEAESIEHIRSS, OISR, SERFETIHCCESER ( VPCMLL
188 ) sk TurbofER¥, FHEESIEIIFRE.
-  ERIEMNITELAEFELIEPodnE, EHRIRSSHCER TIEIIPodiR&SKIERETL
EfRE, MAFIERERZIOREARSE . BERMREESERESEE.

" FCCEEHIGET “olEAd” SR TIFRHAT, AREPodinE, #
AEIETERERNE, & “‘SRECE > IrE5IER > Podin” Xigife
ER1AT,

" FECCHZHIEEE “YAMLEIE” BREIZTERERS, AiEPoding.
a0 “app=service01”
spec:
replicas: 2
selector:
matchLabels:
app. 'serviceOT'

- IRHRIEAIR SRS B, BHRRBARIE TR RIS
HARA
BlEGHEE
SW HNAPIRIEEHSTE .
SB2 ARIBERAVSSTEAMSHE ETER,
SRS EUSHILLER “APIEHE > APISEES” .
SBA BE QHBE T, EAFRKBETIETE.
S| pF CIRREBE” , RIETRSHNN, REEXER.

£ 4-4 EREEEE
2 15488
BEZR BEMGREHBEZR, AT RIAENGREBEE, ZiFH

X, ®BX. #F. ME. PRI%. =, BREELARA
EPIF%; ﬁrg?ﬂ3~64/|\$fgo

i M| fEEEtENNROS, BRFPNERYSIROS,
BUESERE/91~65535,
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https://support.huaweicloud.com/usermanual-cce/cce_10_0028.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0673.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0386.html
https://console.huaweicloud.com/apig2/#/overview

AP| 3

BPiEm 4 FF AP
28 izl
PEEE BN &SR AEIEREAAXZIBS EN -
DEREEEEWN T Li:

o NINECIE): LEEMMEIRSHINEE, BiEKRERELE
B—aRSH.

o &N SEEERSHNEE, BEKELAIIES
RDIERREEHAVIaIRSS RS -

o JRIENEIGTS: FRIESRAVKIRIPHEILREISRAEE A I
—a=iRSEE, HRFEBIERGZRSERTIE—&
RS3es, FRABZ=IRSH/AT A,

o URIIEF: HIFKRAIBRRESREEELEIP—E =R
58, HERRENBRNZSELIIRE—aRkSR, R

IFZ ARSI A
G EESE o EIERRSZERXE, APIRIEREHE D REEERAIEME

~IRSSREEERIRSSEIP, BIMRIEIESIERG,
o EIFEHIRSSEE, APIRISREBHE D AEEERRIRER
53IP, BINRFESIERT

o IZFES|ARHEE, JLSIAEMEENRIEE, B
MEFBESNEERS,

$IR6 inFEERERSEENT, kEBEERRSR.
(i8R
EBIESTIFFANELB, PIBIISEIRS SRIACE .
o EERIRSER
a. BE “QIERSHRO/E”
RIE RSP, EREPESRSHROEER, B “HBE” .

& 4-5 RSHFDEHRE

e il

SHBFR IBEMRSH|OERNER, RIEMIEEN . BNE
REB—ERSR MRS HEBTR, HEERER
A IEHK .

XIFPX. B, HF. TR, fRl%. =, B
REELATSGIFITFL, KENA3~641FHF o

NE IBEERSRDEINEE, NEEBKR, BREix
SETRS[ANERMEHZ . AN, BUETEE
730~100,

iR EESEEIAMER . KEF1~25510FF.

b. & “IRIIEIRSEE o
ERED, EEFMAIRERMINARS:E, 25 “BE” .
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API %
FBFigr

4 FFr AP

1.

c mETHE, #TRROEESE.

TEEMRSSRRHbL .

a. BE “tIEmRSHES
ERETESRSERDAER,

gﬁ”

B ‘HE” . RRESHIESERL-S.

b. 2 “IMINERARSSSIMUL” , RIBTRSERA, AIFRHESEIRRS

FEtthit

& 4-6 [GiRRSEREE

¥ ol

[EimAkSS BaHBhE B RimARS2RAIPHBLE .

EEERATS HEEMN/EIRRSEABTAT R, XEIFEAD
RERPEERT TIE

i BEEEimRSS=RANHROS . iwJ908T, ERR
HiEERYIR
EYESBRE/90~65535,

BERE GREREEARSRE, REERARE, BRA=DEK
FizbRsSsE Lo

¢ EEZRME, #HiTREREERSE.
R EEREBEXRENMRSE, REMRSHRSESH.
RIE TRSHRA, REMRSER.

R 47 =BRSIEMRSEE

2% 5288

MRS5S REY A= E5128CCEXEY,

B iEREERS, TIRE: ‘SESARIIECCE TE,
EOIRIICCEERESAPIRESIAIRFR—AVPC,
E—E 2 BT EEE S RIENETIA . B
—ANVPC (B EMEE ) . SRS R
i, BEAEHAECCEERIHBTN ‘ SEME” 5
INEIAPIRIEBHEETR “Be” £, BULSHAPI
CEZE oS f

&=l HEECCEERHIS BRI . HESaEN—ERRIR
SURRES ,
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o WNREAPHEIXIZIES, 1BESiRINNFEATZ 2058
iR, BEYAKXRREINEE, LEFEREA,

o R LEIRVIERIAT B EEAREH ESLIR S ER, 1BE
SCEE B SEPSUGERTATE LR, nEXCEEN
1ms~600000ms, INREIEX T BATETE LR, FEE
[ A RIEERTATE] .

EREILELHE S “V17 B ERAHBATATIE]960000ms,

“V27 Bt ERKHBRTATE Rl i@ SEAE S
backend_timeoutEcE{E, v{EXHI LIRS
600000ms
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https://support.huaweicloud.com/usermanual-functiongraph/functiongraph_01_0180.html
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API %
FBFigr

[RIRIAILE o
ERAEREERMI—BREAME, BESGAEETH
HARSSEM, ERMIRSTRE— R, STERIALE
SR, B FERREARERIR—ENIRS
ihAE

RIRIAEARERREARSS , LINAREIRAERRS IGFFAL -

4 FFR AP
28 izl
JRiRIAE HIENEiRIRSHBEISAPIEAHIZINE SANAILE, NHE

% 4-16 Mock ZREN FiHIRS

24

il

MockBEENIR[E]F5

FEIRAPII N AIHTTPIRSHS o

MockiR[Bl45

Mock—fRFRFFAIEIRIGIE. EIEHIAEMER, Fimik
SRBERFAPIEGEINE, FTLUERMockiE, 1SR
EREEROLEAPIERT, HEBRGHITIEFA.

[RIRIAIE

HIEREIRRS R EXTAPIERIEINBE CSAYALE, NHE
[RIRIAILE
EIAEEZSRMI—TIBEAE, BESAEEIH
£BRS5SLM, FEREIRSPRE— 1 RE, SCHISATIALL
SR, BB ERREARERIS—ENRSS
15208

EIIAERER RS, HINRE(RIERRS K FFAL o

BEMAPIEIMNAIheader&3],
B “RINEESET , HESSHS. 2¥EMNsEdE

IERAIINAZE . WIRS5IFRENERSH, TEERSIEER,

1. & ‘BiRRSSH T, JBIUMEE—MEENMIERRS S
- BE ‘SANSENX , EMBEEXRIAPIERSHFNEIFIRRSZ S
- BE “NINERSHERET , BREERNRIIERRS S

2. RIERRRSEFISHBIRMSEMEZRGI IR, WE4-2FTR.

4-2 BLBEEIRIRS S

SR

EREESE @ ~

sz« | auery

ssssss

STRING testot HEADER

testo3, HEADER

STRING testos

a. [GIRSHE “PATH” UE, BASHBIREEN “IBE" PRIBIHERE.

£ (Fik ) RENARIRIGERRSSH, KERAPIEHMENRNIERSHIRGIEEiRIRSS
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API %
FBFigr

4 FF AP

b. EARBAPIFNERSHIZR. NETUSEIHRSHIIR. NEARE.
(MARY::|

" BB FEEEx-apig- « x-sdk-FFk, FARHKNE,
" 2HEAEEEx-stage, FXDANE,

" SH(EHNHEADERES, SHERRDANG, BAZIF UL L,

c. WLEE, testO1F0test037EEHAAPIRT S BB ETPATHFIQUERYNE, [FiR
RS @ITILET, JSFEHEADER( B 1Z I test01Ftest03AYE testozr‘ﬂmApl
IHECEFHEADER(UE, FimiRSZEIIMET, BEPATHAELISERtest05
ki test02A918E .

{RiZtest01Haaa, test02)gbbb, test03Jgccc,
APIERIBEK:

curl -ik -H 'test02:bbb' -X GET https://example.com/v1.0/aaa?test03=ccc
FRiRBRSS IR

curl -ik -H 'test01:aaa' -H 'test03:ccc' -X GET https://example.com/v1.0/bbb

$|3 (k) RENARRNEESH . MRERRSFEZWEEHESER, FTLIE

TR EFEESHFRI. APIH%EF]FJH&HE RIXRIERET, BEESEFINEERAVE
EUE, AREEREXEFIRIRS

i EESH T, BE MNEESH , MINERERSERNEESH.

SHANETR, ABLLEEHE, HEEASE.

3
Hil
w

2% ol
RFESYSE BEEESHRIER. “SHNE" B “PATH” B,

HERES ‘IR PRISHER—H. SFREX., éﬂl
F. R PRlE. TRIZ, BREEARIL, KES

=k

1-32F%F o
i8R
o S EARELIx-apig- . x-sdk-FFk, FEERx-stage, FX7
NS

o SHUEFHEADERRY, SHBAZIFFLI&EFL, FXHK
/J\:%‘O

SHIVE EEEESUERRIRSISRPIE, FIEE
“PATH” . “HEADER” #1 “QUERY” ,

248 HERESHIE,

fiA HERESHREIRAER
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API %
BPiErm 4 FFr AP

(MEETY:

o APIMKEESEESHINESKREIXAFRIRSE, SNMFGRSRERTESSHIG, Bf
RERIRRSIFEDSHE. flil, 2%E[api], EFEDSHBREZEI%5Bapi%sD,

o MFPATHEMSHIE, APINASXMINTEZMAHITESSHRL: ASCIFBH0EI31H9=F
FFe2o>0 <o /% #0C VNGO AC T {L )L Y EEE. ASCIES 127825509 F
5o

o XMFQUERYNENSEE, APINXEITUII TFEHHITESSHRII: ASCIFZ AR 1H=F
FFo>o =0 <o A0 & %0 #0 W\ TAC T L Y a5 ASCIRE 12725509

=T

F1Jo
£} (T ) RERANGHNRRSY . IREIRRSHFEENRRETREENSHIE
B, WMXRESH. RIRANESHEERAISHE, JIUBTRERFSEHRT
M. APINXMEEiRIRSLESKE, BEGSERNEERNIEENE, AEKEK
RIXEIFIRARSS o
1. & ‘BB’ T, BE “NINRGRSET , RIETRSEEA, HNEIRRS
BERIIRFSE

*®4-18 RESHEE

2% 1588
R SHE EIRRRSEHAILE,

- MXHRESH: SEFRENERSEH.

- BRAESE: misBEEMABREERSHS
., EREAPINENRERYT, “TRINE" EF
:giyuﬂ”ﬁﬁ%miuﬂw,zﬂuﬁﬁk

- BiRAESE: EiRBEXINBREIERSRNS
., EERBEAPINGIRERY, “BimAE” FE
B, AALUSIRILSE.
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BPiErm 4 FFL AP
2 izl
RESHZ EHERBKSHHIETR.
“‘RESHEERT H ‘NXNESH I, IFE
BT

" sourcelp: APIERZEAVEMELE,

" stage: APIEARHIEREIRE,

= apild: APIIID,

" appld: APIERZRIAPP ID,

" requestld: ZRIFRAPIFTERATIEKID,
" serverAddr: MIXBRSZEZAIMBAL .

" serverName: RXARSSZRAIEZFR.

" handleTime: ZXiEFAPIRIZLIEATE]
= providerAppld: APHEMZERIEREID,

" apiName: APINEFR, BELMAPIEZAOI{ERA
[lie=2 8

= appName: EBAPIFHERRIERSER.

" clientCertCN: FEEFimIAIERTS, APIERIET
HZEPimIEEPE9CN ( Common Name ) &
.

- RBZSHEEEBH “‘BIRIAESE o “BiRAILS
¥ N, IFEEXSH, BRUSHVRAEE
SMOINBREISERFPRISE

BEMIAMEREAIRE LA NIREIERSEHAREUS X,

B2E IZBEFIIRRESOAERIRE .

[RIRSEBTR BEERASHFEZMFNERSHZIR. KEH1-32

FFo
iBA
- SHBAREELX-apig- . x-sdk-FF3k, FBERx-stage, R~
XAANE,
- ZBH{UEFNHEADERHEY, SHBAIF UL, AKX
PDRNE,

[RinS I E R RIS M Rk S IE R PRI E, ATk
“PATH” . “HEADER” 1 “QUERY” ,

i
&

BERFSHAUERES

SRS (TR ) RINREER.
NIZN iR, BEARRRIRERY, BREEAEFENEIRRS S .
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4 FF AP

EwiT)
¥y

$55® A InsRE

R
ol

o

W 2

2. [EimtRERIEINRYSE, BAWERA-19FR, HEith2EuHESEER4-14, F4-1550

#+F4-16,

& 4-19 RiRRIESH

2% 1588
[Rim RS 2R HEENRIEZR, BFRIARENGEIRRES
IFHEN . #F. ML E, ReebARXFEH
% ’ KE% 3~64/|\$f€ o
EHHR TR EIRIERS R .
- mEE—FH RERHEREBREPIES I,
I Eim RIS AT LA
- REEEFM: REREMBEINRESRM, tEin
RIEA £
REBR IR R LIRS, BIRR4-207 7R

& 4-20 KBS

e 15288
FHKRIR SRES R PFIRTSAHRIRIR o

- EtbhE: LAAEAPIRSIESRIEIHE SRR,

- BRAZS: LUBRASSEIENRIES .

- Cookie: LAAPIiERMICookielS EIERFIKTREE

- RESH-MEXAESE: LUINMXAESEIENREE
£, MERSSEIEAPINFELIEAPISRITIER
FiniTIISHIEE.

- RESH-pIHALESE: UsikBENIAEREL
RbPSEIENRIESEY . EEEAPINEIRER
F, “LEINE" &R “BEMANE SiERNE
INIERY, FRTLUERIL S,

- FE=AINERNSE: LUSE=AIAERRIONR
SELERSEENRIRSEE . F=HIAENRRRIZSL
B2 ‘@7 1 ‘B sREKESBI255H
10241028 . RBEYAPIHIE T E=HIAIEER
B, ZEEFEER

RN

- R ERANS (EREIREMER, \SEEEAPIEE
ERPEELF, WTEHeaderiRII— NS5,

- ?ﬂ%?ﬁ@ﬂt\ ‘RAESH” BHRARRASHTTI2)DAHRE
§|JO
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FPiEmE 4 FFIAPI
2H 15i8H
SHBIR - HEERRE B BRAEST Y, FERE, &
EFEERIZRASSHEBIR.
- B RERRT N ‘ReGsE i, FTERESH
gWO
= regPath: 1FXKURI, &1 “/a/b/c” ©
" reqMethod: &KX, W “GET” .
- 3 “KM4KE” 8 “COOKIE” BT, FEEIES
CookieFISHEZIR. IFHN . HF. =. ¥
ZiNPl%, KEN-2550FFH,
- B EHRREY B “F=RINERNSET Y, &
EIREFE=FIMERIEIONIRSCELESER0E .,
BFEX. HF. R, FI&ENFLIZ%k, KEH1-255
PFEHF,
SHNE NIE “SHERR” B “BRAE” i, BRERASH

SHNE.

R
I
b
I

R SRARIFIRTEEY, RTE “ SRR A “IBRA
% ”» . “ géﬁ%é& ”» “ COOKI E ”» . “ %:HLAIIE[”‘]
HEY HBERE.

- 1B%F: BRSMELITNBNER, FRMEMIZ,
- W& BRESHERFTEMEEEPEOT—MENE
|__I ’ Z|<1¢EJZ_L o

- [UFe: ERSHERFZJMENRERPEG—
{E*El__l, /T{tFEE_Lo

i5EA
o ‘KRR h “RESH AB ‘SHER A
“reqMethod” B, “&43EBY7 (NIFERBREFIME

FMHE

EHEHIMEEE, KEA1~10241MFEHF.

- SR H “BE B, BA—MES

- “HEEEBY O “KEET B, BMASME, LAIEX
ESEH,
“SRHZERY” g “ILER” B, MA—INEE, £l
an: [0-5],
“SEiR” F R B, IA—DEES NP
Mok, LASESOE SR -
‘KRR 8 “‘RAESH-BImAESE” i, B
HE M EIESbDbooleanzEBY, FEENE,

H$|6 TENIRMELER,

£ “ROEREMEN " Kig, RIFTRSHRA, HEREER
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BPiErm 4 FFr AP
x 4-21 EMIR[EIEE
S yial:ls
BRI Rz 73<151 B IDERBAPIEY, IREIRIIELA(EERAE .
SN Bz 73~431) EFAPIKMAEY, IR[EIRYIERAS BB .

FIB7 B ‘TR, HA “API

TR

S

BIEAPITEXAIFAQ:

Z&f7” WHE, ATEEAPIFEE.

o APIMXEREZIFEZEHRTRAR?
o  FARIRIRSEARBLY?
o TEAPIMXHEIFESERLAPI, AR “No backend available” iR, B4R

®r?

APISIEZEZRfE, EiZiEiRAPI, RS EEIEE.
4.6.2 @S APIG 613 GRPC API

APIM%37#58#2GRPC APl gRPCZRPC (i FEAR ) H—F, REENE AP
AYRequestFIResponse, FI TFAIGRPCIEZRFLAILATERY » TRIBEUSAITE 2 (ER
protobuf ( protocol buffers ) fEREZOENIES ( Interface Definition Language,
485IDL) , ENEENEEREER B E(FEAprotobuf, TFSE T GRPC APIS

REST APIBYX 31 :

2 4-22 GRPC # REST X3

25 GRPC REST

882 | protobuf JSON

e HE

& | HTTP/2 HTTP

71

EHm | EaRad, EER ERRNEZ
A
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https://support.huaweicloud.com/apig_faq/apig-faq-180606012.html
https://support.huaweicloud.com/apig_faq/apig_0087908599.html
https://support.huaweicloud.com/apig_faq/apig-faq-181016018.html
https://support.huaweicloud.com/apig_faq/apig-faq-181016018.html

AP| [

FBFisE 4 FFRLAPI
23 GRPC REST
i e {BEERPC ( Unary RPC) KRIEBMEK, BWEBRANMAL,
i KRIXBMEK, BWERANIA,
o JRSZimATLRPC ( Server
streaming RPC )
RIEXBEMEK, BKZ NI,
o ZEPuERILRPC ( Client
streaming RPC )
KRIEZMEK, BEWEBRANIA,
o @RIt RPC ( Bi-directional
streaming RPC )
RIEBNMEK, BKZNIEA,
HBEPinfliRSSinESHGRPCEEEIRT, mILLEID 82 GRPCERIRIAPIRH I SinEE
7. GRPCIEFHTAERIRSZSAVAR, HEEEREME, EHES, ETFRSEE,
YR SIRE

o  FIFAPIEIBERPIISENSHAPITIEE. SNAPIZITIE . SNCSERIRSTH
g8, SACCEL{EfaZINEE. JEIXAPITOEE,

o AT IFRIHRERRIETEIHRIEZERE IMock. HTTP&HTTPS. FunctionGraphfd
WTEE S RAE .

o AR iFBaseb4RISHIE

o RS HUmHE

o ZEFRIHEXZIRGER, NFHFER, BREXIETE.

o ZERIRENNEGIHRIRSSRELSIGRPCAGRPCSETATLAERE o

BIRSY

o CERIEAPIDE. WIRFKEIFEAPIDH, BEEIZAPINA,

o WNMRFRRSEEFEHATEE, BEIREREEE.

o FiRARSZEEN protoX{4, BlfEprotod{4rhzE X APIRYRequestFIResponse,
proto3 {42 T X EIEEMFIRSZORIS S, BREEGRPCHER, eETF
rr(ég?ﬁufiﬁ%, BFEAEIBRNENIIRER, TRAEFinHEIRIRSZE)E
% M I:lﬁ]o

tll32 GRPC API
1 HAAPIRXEHIERE,
T2 RIELPRSEAMSAE BRI,
T3 EAMSHMIZIERE “APIEEE > APIDA” ,
T4 BREDEZR, #A ‘DHEE” WA,
IS £ “APIiE{T” UM, B “6UEEAPI > SIZEGRPC API”
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API %
BPiErm 4 FFr AP

1. RIETHRSHER, BEEREX .
BIEZAPIEY, SAPIFRESE. ERGIE. BREE. LEENAESE, APIX

EOIZRRZIN

= 4-23 giRENX

2 1588

APIZFR APIZTR, RIBILXIBEN . BINEGIREE—ERIGHEN

MIESAPIZTR, HSEEGRERBIFIEK.

ISP B HF. UK. TRI&. =0 fFHT.
RIS FRVMESHIES .. PRSIV RIS, B
REELATRY NFHEFTL, KEN3~25510FF

PriEs¢H APIFR/ERID A, BFEBRIDE, MRFEHMES
H, BE “FrEHHE" BAelE,
URL BRI IR . IBRIMY . FIERFIEREMN .

- BEKFGE: BAAPOST,

- 1EKIMY: BRIASIGRPCS,

- FESA: FrESHENERES.

- BR: EEREXFRISANAT=MEE S ik
EicE,
"/
" (BB} {RSA}

" A8BMERSAEINHLEE]
1588
" B8, RSEE. HiEBMMprotoXX4h3REL,

" LEREEIRE AERMRSEYFIER)Y BT,
APIRILECRICA A LA “4ER3Puae” .

Pog KM M NI RS ARAERL I IBAPIER , MiTnr=4ERY5EIRIT
\_\LO
APIRSARMHERARIRI KN ( default) o YIRIGTEE

BEXMRARSABE M KIINAE, AIEAPISHEETE
TS RIKIER, EAIaR AE R SISONTEZURIE .
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API %
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4 FFr AP

e

ol

Ui s

ITEIRAPIE K I IRAIILER T .

- HEIJUCEC: APIEKRFAIBEKRIERES “IRR7 n9E
B2,

- BUZRPCHEC: APHEKRFPAIEKRIEEFEELL “IRR7 a9E
BRI . BIRILE S IFZEOEN 21 A EPath,
fBlan, “ERR” F/test/AA, {EFRFIZITECHT, &
13 /test/AA/BB#F{/test/AA/CCERRILAIGITIAPI, (B2
B /test/ AACCTEIAIE o

izl

- (FHBIRILERY, PLECRIRBEBEEEEim.
f5lan, {ERRIZRITES, BlimiEKIREEN A /test/, Rin
BRIBREN S/test2/, Bid/test/AA/CCIFIAAPI, NIfE
HRUEIRSIERurlf9/test2/AA/CC,

- (FHRRRER, USRKEBERMGERTITE .
BN, FWAPIERFFERIZRITES, “BRR” Jo/test/AAFD/
test/AA/BB, i53K/test/AA/BB/cEITELZR S/
test/AA/BBHYAPI,

- HEMAPIIFRESAE. 1BKAE. BKIBEEER,
LSRR PEED, 9 4EXT IUECHYAPI

TEEERTIAPIRIIDEREY, HEREIETAE
APIfE, RIETIEIEH
§¢%§Y7 ﬁ?a EPSZ7 _'*#%-:1 prﬁgl«\iﬁj, I:Fl
XFL, KEFI~281MFRF. XFRASMRE, &
EIREIARES DR

faig

APIRSfEIR, REAT~10001FFFo

IERIFAE R

EEAPIEKRFPIEKREIEAEE, BTFESEAPIERE
BRI IEFA T ZEAPIE R .

2. WRIETERSHER, kEZERE.

X 4-24 22HE

ol 1A
eSS APIZEEY:

- RFF EF QT KBRS, APIIFELR,
- TAE: &1F “FAR7 KB, HiZAPIFRESELELR
AY, ZAPIR= E2R,
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API %
FBFigr

4 FFr AP

e

\

ol

REINIE

APBNIEATL:
- APPIANIE: FRHAPIMERSAFEZEOSKkNZS
NIE. EEZERAPPINEAT .
- FERIAMINIE: BREBIAMESHITLEIANE,
- BENAIE: BREECIAERSEIRSS (10(E
FHOAUthIAIEE ) , AIERE “BEMIAILE" o
- TIANIE: BRAEEIAE. APIREIEIRGE RS
RAMBDIANIE, REEIZIBAPHRHERMAYEC
BE, FENSEANBEK, RIXLLAPIRKELR],
APIMXIBIE R ATBEAERIRS . B, WNRE
HEEAPIFIRIRSHEHITEN, JLUER “TIAIE”
B, APIRRAEEENFIEFRER KRS, H
[EURARSHITEN,
ZMMANESX TRIAPIRRHEEARE, BEMESEFER
APIGFFIEIAPI,
&N
- NEARIERIAMINER, (FEIAPIRSEFEFIGET LA
ILLAPI, FIREFEEEERIRE, SEIEHERINE.
- SNEARBTAIER, (HTARBRIETLASIEILAPI,
TR EEERIRE, SEBITSITENINE .
- SANEARHIBEENGAIERN, EEERSRSHE—BE
#, WEBPECHSAMIRARIRS . MR LFTRegion;E
B LERETIERIRS, NAIFERENAIL.

XIFRIZIAIE

Y “LLINILE” 1%EFE “APPIALE" FIOTECE .
BSZINEEAPPINIES X FIEBAPIRS, EGRPCIERL
Ry BRI IN— N SEX-Apig-AppCode, TIAEENTE
RABTER, APIRXE(XARIEAppCode, FHIEIER
B2, MMM PEIAL .
EESIEGRPCSH VAR, ASIFGRPCHT . BIKfE
HiE2EHEAPIGRIAPIE ZIAIEAppCode
{588
B EDRBIEAPIRFRESINE, BAZEHEESIAIL,
FEFHAMAP, ESERHAPIGEIZENAPIAT

XFFWEINIE

XY “LLINIE” 1% “APPINIE” 8 “HHIAMIA
iE” BAIECE .

EEAPIRSERHITNEZSINIE . REEEH,
NI#E{FEFAPPIAIES I AMIAMESTAPIE KiH{ T L EIAIIE
AT, ERHMERBTENXHIREAPIZFAPIERIFHITLEIA
ik,

BEMIAIE

XY “REINE” BEF “BEOANE” HEERE.
EEEeIRBAIRIREE B EMOANE. SiREURNEE
SCGNIE, ATREAME “FZEEMANE , elE—1
BIIRRERIBE XA,
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e

ol

2351 CORS

ERFBEEISIEICORS ( cross-origin resource

sharing ) o

CORSAF NS ES ISt pRSSEE, A

XMLHttpRequestigsk, MselR 7 AJAXRgERE)EEHE

HIPRH

CORSIERD A

- BEiEK: LERZH, EBIN—OriginFE.

- JEREIER: HERBEESZE, BI1—XGRPCEIY
/Ko

FFIZCORS (EEERIFK ) BF, EBFEZEHMEIZE—

“IERFE” J9 “OPTIONS” HIAPI, BEME(EIESE

FREELEAE.

EEHERRER, B AXF. ABE, WXsETF
W3C Trace ContexttiM¥iSEml fEin{EiEiEkk
traceparentHic R IRIEIRFRENEKRBEEF.

SRR Nt X ST RS RIE ERINRE o

SRAFIRES

NEHFE “HRER” FUERE.
SRIXCZES “IREUBISRAE” RS

SRAFEELA

NEHFE “HIRER” FTERE.

EV{E/90-100R928%1, ELAA100, 100 AREEMNME
R, BINSRIRRSZSHIFERFRET .

$|6e BE ‘T2 , BERRRS.

£RT EXFAGET.

IR ERAISREX — M EUAER, STHEHIT— N RIBERIAPIER, #B¥5

R EIBOARIAPIS i o

£ ‘RinEcE” WE, IEFAPIRIRIRSSSEE,
[EimiRSSEEIEEL-25. F4-26,

(1] #8A

FunctionGraph{&kFHEE TIERIRSSFunctionGraph, (IR UEIIAEFREREFunctionGraph
RS, WiEiwRSZEE FunctionGraphAAT A, MR HFIIMEFEEFZEFunctionGraphfRs, B
IRECEE R ELINEE, BRI IERFE.

GRPC APIBYfRimFunctionGraphz£8Y, HaiNHEA—. Lis—. {t=M. Lig= . RHTEX

375 o
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4 FF AP

% 4-25 GRPC&GRPCS

REITE N EiRARSS

2H

158

faEEl

ERERAREEELIERRSS

IR D AT LM

o NMERA: IENMERREBENYERKRS, BEEEE
imARSS bR iRARSS o

o PiE[FIN: fEEMAREBENNEIRKRS, FEIE
E—REHEERITRIIRSS 255 HECERRRNEXRMNY

o ZiE[FIN: EERREBENNRIRKRS, HEIE
E—RHBERIFRIRSS 852 HECERRANE RN .
ZSREINENZIRGER, NFHER, BRXTREFE,

URL

URLHENEERIESR 5 E . BN . Ga8iBiE/ f5inBRSS et

FNEEIRLERY o

o BKGIE
FKIAFIPOST,

o IERIMY
St “GRPC” 8f “GRPCS” . ENXHIGIHARSIHNYIA
SHPEiR SR

o RimARSSHEIE
(REAERREEEN, FERE.
EERimRSHAEMIE, &K “FNaw0O” . £
MARIRARSSHIEIEIPENE /185 ; k8 /EiRARSSAY
w0, KRigEHRORT, GRPCHMYEAIAEMAS0IR,
GRPCSHMYERIAERI443i% 0.
MR EIRARS U PFEEEHINETSE, NER “#%
8247 R UEHET SR GRS LT,
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INERERNER
o CHIEEIR, FHEFXEXAPPIAIEZEEIRIAPI, WIKEIEE, iS5 ERBAPIGRIAPIHA
iE%;EO
HR5RF
o ATHIFZE, BRINENZIFHTTPSEGRPCSHXIEBAPI, AZIFHTTP,
o BNEIERZSAGIESTAppCode,
4 pk AppCode

£ HANAPIRIKIEHIETRE .

£R2 RIEIRSELNSHE EBIEELH,
$I3 EEMSHIZEE ‘APISHE > SRS .
LR PEERSR, #AEREFENE.

FIB’5 1£ “AppCodes” iz, B “#NAppCode” .
*B6 RIETRSHIRE, EREEEAppCode,

N

<))

2 5-3 fitE AppCode

24 il
ERHE #EHEAppCodeI4ERL

o Hnh4rk: HERSHHNERMAppCode,
o FRifN: BEMXAppCode,
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https://console.huaweicloud.com/apig2/#/overview

AP| [

FFism 5 ficE AP IEFBISY (A )
2% 15188
AppCode NFEHMAFREBIESAppCodefIE, TIFHEX .

F. + 10#3%-/=, BREEIZEX . HFF+. /7L, K
E/364~1801F1F o

$R|7 BE “HBE” .
SR8 AppCodeifiiNserk/a, ERILAERAppCodeitiTAPIERAYEIZIAILE .
RIEEKRAT, BIMERLEPSE “X-Apig-AppCode” , BIIEREZBXES .

PACurl 5= a6, IBINSLERSEZFR: X-Apig-AppCode, SHEEEERMAY
AppCode,

curl -X GET "https://api.exampledemo.com/testapi" -H "content-type: application/json" -H "host:
api.exampledemo.com" -H "X-Apig-AppCode: xhrJVIKABSOxc7d******+*++E7] 4gSHEXkKCMQC"

R
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6 &M API

1 FH API

6.1 iEF APIG FFIHY API

APHEMETEAPINMEFRE CHIAPIS, APIERZEMAPIMESIEEAPI,

HRSRE!

HUIRRSR

WNREFEREREZ ( SIZAPISERRFZESERIEIRIESZ ) i59API, ZiEiRiE
Z8/XHEZ0LAiAEI10000% ,

WNEBIEAPIREIESS “APIESTE > APIRES > SSUTFHEIR” BEAY “ OIiESSULIE
B’ HOFIRET “CA” 2, BBATEBAPIET, &E=LATRS

- {ERHTTP/1.0tMYERAPIES, AFiFEkLH7FE "Transfer-Encoding"&

- RARFERCONNECTIERTSE .

- ARFERLFEEES " Content-Length"#1" Transfer-Encoding”
- RRFBERITHEESEIIEEIT

- Aifheader nameRIFETIEEIZHIFT o

- AARFERL"Host"hFETSIETITHIFT

- RRFBRLFEFEES I "Host",

ERFBAPIET, HRERSRGENESAPIRYLIEEE T TR

MRS ERFSAPINEERREVPCARRS, ATE#EHIGAPI,
MNBRWERFZSAPINKER—XIGAARRVPCHRY, Bl@IIeiEVPCIEER,
BENVPCHIMEITIE, SCHME—XIZEVPCHGAPI, BREEESEVPCHSE
EEREE

MR EBRFSAPINKEARRXIFERIARRBIVPCHRT, BiEid eI =iEZEsLHIFm
HEEEBAIVPC, EHNVPCHIMEZITE, SCMEXIHEVPGHTAP, BifE
BiESEEXIHVPCHIE,

MRS RFESAPIRKEIT AMEE, BHERAPINKE4BEEMEIP,
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AP| 3

BPiEm 6 E A API
REX API FUAAER
ERMEAPIE], SHEEMAPHRHEREAPIFVEREERE .
o FRENAPIHIIBRIER
FEAPIRIEIEI &% “APIESTE > APIFIE” , £ “APIFIEK” ﬁ SHTTIRENAPIEY

“BR7 . “BRAET 1 ERERT . EEAPIE’J%TL#)\ ‘APIiE1T” TR
|, £ “ﬁwﬁﬁﬁﬂ A =1y EijZZkHRAPIEZK{Eu o

o IKEVAPIHSAEEER
RIBAPERNZSINES AR, BEFEEXANESRIANEEE, BIRETER
BE3REN o
INEST INIEEE

APPIAIE ( BRIAIE )

[EAPHRHESRENZAPI TR EAIKeyFSecret
LARIAIEE 2 Fr{EFIRYSDK,

APPIAILE (fEI5ZIAILE )

EAPHEMHEFRELZAPIFRZIUEIERYAppCode .

APPIAIE ( SNEIAIE )

EIRSSREXAPPIANIELAR B E SUNEFRBRIAIEER .

APPIAILE ( app_api_key
TAIE )

MAPHRHEFRENZAPIFTIEIU EERIKeyFSecret

APPIAILE ( app_secretih
i )

[EAPIEHEIREVZAPIFZIEERIKeyFSecret

APPIAIE (app_basiciA
i )

MAPHRHEIRENZAPIFTIZI EERIKeyFSecret

APPIAILE ( app_jwtiA
iE )

[EAPIEHEIREVZAPIFZIEEAIKeyFSecret »

IAMIAIE ( TokeniAE )

IRNTBRS FarIAPIKSER .

IAMIAIE ( AK/SKIAGE )

R =IRSFEEERPKSHIAK/SK, LARIAIERESE
FRr{sE FBAYSDK

IAMIAIE ( IEEIAILE )

EEB‘X%HQIAMMEEU\&EZ"ES{i)\iIEﬁE%%E’\JiAiIE{%

15N O

BEMIAIE EAPIREERENERSHFRIETHEE OIS
FTIAILE TBINEER .

E=7IANIE (APIERE )

EAPHREERENE RSP RIETHE=TINIERE

15N O

SREVEIEAIKeyFOSecret :

{EFAPPINIERT, FEAPIRKIEH 5ikiE
EREAPIFTERUERRIBR,

“APIZIE > EIEEIR” , EERIIES
HENEEEBERE, KEUEIERIKeyFSecret,

Key: BR)ZRID . SFABILIAERXKAIE—IRRAT; GaZRIDMATIA
[ —EER, XERFITINEES

Secret:

75, FRELEEREIER

5ipiaEBIDESERNER, MERETMELES, AIRRKRE
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FAF$5rs 6 AR API
o REUAIEZZFAfEEFESDK:
ERAPPIAIE ( EZINIE ) SHIAMIAIE ( AK/SKIAIE ) B, FEAPIRISKIEHIGIERE
“EEIFG” , £ “SDKERBES|” REP TFEXIRIEST{FERSDK,
e J¥REVAppCode:
{EFAPPIAILE ( fEIZIAIE ) BY, TEAPIRIKIZHIEIEE “APIEIE > EREE" ,
EERYIFRPBETAPIFTERNZR, EANEREFIERE, £ “AppCodes”
(X 15 H3REXAppCode
EFH API

AELRMSKIFDAMESHRIEERRS, ERinRIEMSHEEFTEZRFBT
EE, WEAECE. SSLECES . IREFIRSHREERRSSHISTEIR, BNEsE

A RRERITECE -
MR

APIRRIFKIERE . ERFEESEARKER, B#ROBAAZSER.

1. MEAPHESK, AN :

POST https://{Address}/{Path}?{Query}

{Header}

{
{Body}

- POST: iBKp5i%, HEIRNIREAPIRIRRERFIRIAIERSG .

- {Address}: i&skitstit,

HRIRJIIRERAPIRIE S B PIREN A2t o

APIERIZ=

APIIERSHECE

{ERE 2 FBAPI

{EFERRSS D ECHYIEI = SRS 4P ERYE =R A
API, THERIIMECE -

{EFIPIEFADEFAULT
24ERIAPI

AP A | PHbHE FBDEFAULT S4B FHYAPI, &
EHBIMNECE

EAIPIEMBIE
DEFAULT44BRYAPI

o {FHIPHBIIEIEEAIEDEFAULTSEH THIAPPIA
UEAYAPI:

1. BELBIRECESE “app_route” FI
“app_secret” i€ “on” , FE
“app_route” Zf5, E—EIEEERIAE
EIEKIRIZFNSERYAPI,

2. mEKiEEPRRINHeader&% “X-HW-ID”
1 “X-HW-APPKEY” , S¥{ENAPIFTIE
EERYKeyF0Secret

iyl
ERBSZIAIE ( APPIAIE ) VARAPIRT, (NEEIBKE
BEdiRiNHeader2# “X-Apig-AppCode” #01 “host”
Bnar,

o (EFHIPHINIE1ZEAEIEDEFAULT> A FHYIEAPP
INERJAPI, BEEBEKREEFRRIIHeader2%
[3 host » o
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- {Path}: BEXKIERR, EEMEIIRENAPIRIERERPIRENHIE KR,

- {Query}: HFSH, oIk, BN “SHB=2HEE" , FlE0limit=10,
ZNEESHZEER ‘&7 B . SRIBIREAPIFIAREEPIREEIIER
SHHITRE,

- {Header}: iEKLB%, B “S¥Z: SHEE” , FHlE0Content-Type:
application/json. FEIRIEIRENAPIFIRAEEFIRENANBERSEHITRE

- {Body}: EKHEIK, JSONtE . FBRIEIXENAPIRNEREE KIS R
ARFEAHITIRE

2. AAPHERFIMAIEER

APBAIES = APIERSHEE

APPIAIE ( EZ1A EFSRENRYSDKIIAPIERHITER, BRESEFER

ilE ) APPIAIEREFIAPI,

APPIAE (ESZIA FEAPIEKRFRIIHeader2%{ “X-Apig-AppCode” ,

ik ) SHENIKIAPIFNERE R HIKENEIAYAppCode, B
KIESEHRREN .

APPIAIE o SLAINECESH “app_api_key” BIRES

( app_api_keyiAilE ) “on” , FFEapp_api_keyilAil,

o TEAPIERFFNIHeadersiQuery2# “apikey” ,
SHEIREXAPIESE RS R HIRENEIAYKey o

APPIAIE (app_secret | o SCEIRECESE “app_secret” BiREHN “on” ,

INIE ) FiBapp_secretiAiiE, H “app_api_key” EiREN
“off” , XKiFapp_api_keyi\il,

o EAPIERFRNINHeader2# “X-HW-ID” , &%
{E93REXAPIRY A BE B HIREXZIAIKey o

o TEAPIIERFFNNHeaders#] “X-HW-AppKey”
SHIEIIRENAPIRSE RS R IAENEIAYSecret o

APPIAIE (app_basic | o SLBIRIECESHE “app_basic” Bi&&EH “on” , FF

TAILE ) [Bapp_basiclAiiE,

o TEAPIERFHRINHeader2%{ “Authorization”
SHE N "Basic"+base64 (appkey+":"+appsecret) ,
HrhappkeyFlappsecrets 593k EXAPIRSERBEE
FRIRENZEIRYKeyFSecret,
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https://support.huaweicloud.com/devg-apig/apig-dev-180307034.html
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API %
FBFigr

6 &M API

APBANIES T

APIERZSHECE

APPIAIEE ( app_jwtiA
i )

o LPIRIECESH “app_jwt” BiREAN “on” ,
Bapp_jwtiAiE,

o TEAPIEXRFFINHeader2%] “Timestamp” , &
FEAHFETEAIUNIXETEEL, RAAZER,

o TEAPIERAFHRINHeader2%{ “Authorization”
2#E sha256(appkey+appsecret
+timestamp), Hsha256INZEHNFFHERHNE
F&, Hrpappkey#lappsecrets: 5l /93REXAPIRTIF
B{EEHixERIRIKeyFSecret, timestamp aZiai
AFIEAYUNiXETE)EL, BRIAZER,

o TEAPIEXRFIRINHeader2# “X-HW-ID” , 2%
{BEHIRENAPIRTERE 2 PIRENEIRIKey

APPIAIE ( WEETIA
iE )

FEAPIERAERFHEFAPPIAIERI B E XIAEASALES
=

en 0

IAMIAE ( TokeniA
iE )

RN IRSEZFEEHIIAIEToken, SABTEAPIERPH
INHeader&# “X-Auth-Token” , SHYEIINIE
Token, BEiAiE5&2ZETokenmAilf.

IAMIAEE ( AK/SKIA
ilE )

(FFRENAISDKITAPIE R HITE R, BifEs®E
AK/SKIAIE .

IAMIAE ( XXEIA
)

EAPIER P EIRHELRTIAMIAERI B E M IAIERSAIES
=]

SN0

BxEXIAIE RIEEESOMERIENX, FEAPIERSHHFHETERIA
IHEREHITIALE .

FTIAIE THNIE, ATEZEMAPI,

%;%7‘:7 INIE (APIZE l‘;‘_lAPIE{Q%X%HR%X%%ZEPE%%*E’\J%EHMEE%

En 1SN0

6.2 EiiER APIG FFIAY API

NERETFZEMER, RIRFIMNREMARLEEESE (CORS) B3, AR

RegipaEFERNRIR, MCORSFAIFM

K, NMSEMEBEIAE

Ilk—gg

as

mEEEgRSE, AXXMLHttpRequestis
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APl %
HPFPigE 6 JEFE API

6-1 BiEifa)

hitps:/fwww. example04.com s == e
[SiFaIE]
-
CORS
-

NBEESIECORSIER D A
o THEEKR
BREHIERNIDRFERHEA TR FEMA:
a. 1&EKRFIERHEAD, GET, m#&POST,
HTTPRISLER B LA T EE:
®  Accept
®  Accept-Language
®  Content-Language

®  Last-Event-ID

= Content-Type: BYESBHE: application/x-www-form-urlencoded.
multipart/form-data. text/plain

MFERIER, NEREMELERZH, HII—OriginFE;, OriginFERATF
IRAARRIERREMNE (IMYHEE+IRO ) o RS[IRBXNME, REESERE
BXOKIER . REE|MASEEFEE “Access-Control-Allow-Origin” B, &
EEIEK

LI | 371220
THEERIERENFGRIEHIFERIEK,
YFIFERIER, FEXBEZA, NEEESIEM—RHTTPEIFIERK, FRATIG
BK. NEEDIRSEE, HRIREAENREEEERSR[INFIZEZH, LU
eI LAMERBLEHTTPIE R XML EE TR, FiiEITE, NKSERRSEkIX
EERIEK,

RIS
APIRIXERARFFRESHIAIE, MREEEFARE, HSEL FRPEEMEERE. 1%
%E_%ﬂ%iﬁﬁgi%ﬁ?%\ BRI AR USROS, B R EAPIRESZ

o ERERIBIEIAIE

MNRZOBEZIHAIAPI, £ “RERE” BY, Ak “FAEZFEE (CORS) ” F
Xo FHOERES, I2EERER.
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P15/ 6 I3 API
=28
ESiiNO)] BFF Fha
EEINE APPIAME L3I AMGAIE EREMGNE FEME
O #==ERAppKey & AppSecretiilf. Z2REI:
 TEEEIAE FRESINES, APHEREERLIETAppCodeBRIAEATUETAPIER, SAPHNUEHTTPS, GRPCSITER
* STETEIAE FEZENEMNLS, APRILESREGAL
ZISEHEICORS FEZHERCORS

EERIER

o IFERIERIEEAE

FERIERAEELD B AT ECE S TS, IRFEEP—FECERE .

- AB™—: BCE—1OPTIONSIEXK, {ERFEIER. FUSiERAPIRISEIR

B, BIEHEBesimemR.

- BRI RERE—BERFELZRIEHHAEAPIEIT, BREFIES

EAPIRBERRELES,
a. ff “AlmENX” P, SHIESIRBIT:
i.  BEKAGiE: %R “OPTIONS”
i IEKRIMNY: EERESEFECORSRIAPIHBRIATIERK MY
i, &R EHRWL/

6-2 TS IEK-TENX APl 153K

URL BREE == = T

OFTIO. - HTTPS

2EH

@

b. # “REEE” F, R2INER “TINE" , Fik “FEFFEECORS” .

c RiRECEIEIE “Mock” .

MFEEBIER, SHEERFEEREESD.

iZE=—: EFRCORS, BRIRARSIINIHSRAISEEA, APIMREZESIL

E’Jlﬁ—k FHiR[E] “Access-Control-Allow-Origin” E&taisL, =EIENT:
MR RIE—MEOriginFRANERHR:

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: ltlz—?—Ex,lé\ , BRBREEMBEIR, LAIFBREETF “http://
www.cors.com” APIW?E/J:JHEHE&@TE XNME, RERTRERNXEK,

[RiRARSSREIMAGE R -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway
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FFEEAIEK

{"status":"200"}

APIRISKIIRZH S -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status™"200"}
Access-Control-Allow-Origin: LthZFEWE, “*” RRAPINKEZ(ERFANEK.

: EFFFSCORS, BEmARSIMNESHIEEEELE, FiniRSS MRSk
%E%API IRINRYES L, Z~BIa0T:

MR AX— P HOriginFRANERER:

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: Itt=FERwik, XRIBIGHERBER, LHIPIERFKETF “http://
www.cors.com” , APIRIX/[SixmARSZSIRIEXAME, /;&E%E:E%ZK)Ki%E*o

[RiRBRSSIREIRAGHR -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json

Content-Length: 16

Server: api-gateway

Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}
Access-Control-Allow-Origin: FRRIRRSES “http://www.cors.com” BIIERK .

APIRIXIERLEE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}

iR S5 ML H S HP RS 15 L B 25 APIR K B NG H B RIS 3k o

E(;]J‘H:HE%E%‘ , BREFREELE, FELIE— “iBKGFE" 5 “OPTIONS”
JAPI,

“IBRFTE” 79 “OPTIONS” HIAPIFIEBAPIRIXBIGNT:
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FRE5 R EREFRBCORSAIAPIERFERISE

BXRFE: #EE “OPTIONS”

BRMY: EESEFBCORSHIAPIHERIAVIERIMNY .

12 ERHT/EDE], AR5 EFECORSHIAPIHERZE ILELATIEKPath,

ZEINE: AEFE “TIALE" o TICIEEBMIAIEST, APIRIKERZERTINIEL
B,

FIEIEIHCORS: HEIRFFECORS,

BigRimIRSEE IMock, R=EIENT:
NEREX “BKFBE” I “OPTIONS” HIAPIEK:

OPTIONS /HTTP/1.1

User-Agent: curl/7.29.0

Host: localhost

Accept: */*

Origin: http://www.cors.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: X-Sdk-Date

Origin: LM%, RRBEKEEFABER.

Access-Control-Request-Method: Ltt=FE%iE, FRRBERSFERWLEHTTPIERK
Tj_lio

Access-Control-Request-Headers: tFEAIE, RRiaKRSEMIMNLIERILES
FE,

EimRSREHR: T
APIRSCIR[EHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 02:38:48 GMT

Content-Type: application/json

Content-Length: 1036

Server: api-gateway

X-Request-Id: ¢9b8926888c356d6a9581c5¢c10bb4d11

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: X-Stage,X-Sdk-Date,X-Sdk-Nonce, X-Proxy-Signed-Headers,X-Sdk-Content-
Sha256,X-Forwarded-For,Authorization,Content-Type,Accept,Accept-Ranges,Cache-Control,Range
Access-Control-Expose-Headers: X-Request-Id,X-Apig-Latency,X-Apig-Upstream-Latency,X-Apig-RateLimit-
Api, X-Apig-RateLimit-User,X-Apig-RateLimit-App,X-Apig-RateLimit-1p,X-Apig-RateLimit-Api-Allenv
Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Max-Age: 172800

Access-Control-Allow-Origin: Ilt=FERWAE, “*” FRRAPINKIZRZEREANE
Ko

Access-Control-Allow-Headers: HiEKEEHOSIFRAY, th=FB®iE, TR
RFBIRRIFMEERLEEFER.

Access-Control-Expose-Headers: FREBHGDAITFEFNRELMEEFE,
Access-Control-Allow-Methods: Ltt=FE&#A%E, FRRAPIMKSZIFRIFTEHTTPIS
KBiE

Access-Control-Max-Age: LtFEROIE, RRARFTUGHIGHER, B: ¥, &
BXHIN, THEEXARETUGIEK,

RLEER A iX— N EOrigin=FERAYIERL :

PUT /simple HTTP/1.1
Host: www.test.com
Origin: http://www.cors.com
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Content-Type: application/x-www-form-urlencoded; charset=utf-8

Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

[EiRBRSSREIHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json
Content-Length: 16
Server: api-gateway

{"status":"200"}
APIRXSIRELER :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json
Content-Length: 16
Server: api-gateway

X-Request-ld: 454d689fa69847610b3ca486458fb08b

Access-Control-Allow-Origin: *

{"status":"200"}

6.3 APIG [ API Mo R5E ESLi5iRA

IEAFAPIRS, APIRXIEINTFRAIEALSER L .
X-Apig-Mode: debugZ=7RiiniziH 2 LENNAPIMKIEHEE o

VRIS BS ik
X-Request-Id BXKID, FIEGIEEK, HREILSH,

X-Apig-Latency

MAPIRIZIZBIEKRE FimiR EE S SRR . (XTE
BEREELEEX-Apig-Mode: debught, RE|ES
.,

X-Apig-Upstream-Latency

MAPIRXIEK Ginz G imk EESLHI B . (X1E
BEREELE EX-Apig-Mode: debug, BIEiHRS
FERITAMockRT, IR[EILLSH .

X-Apig-RateLimit-api

APIREIEFHIEE .
~: remain:9,limit:10,time:10 second

(RIEIBEKEE LB S X-Apig-Mode: debug, BAPIFE
BTAPIRERFINY, RESH,

X-Apig-RateLimit-user

BRRERFEE .
~F: remain:9,limit:10,time:10 second

NEBREE LB EX-Apig-Mode: debug, EAPIEZ
BETHRPRERET, RELSEH
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MRGES Sk ik
X-Apig-RateLimit-app ERERERTER

~f: remain:9,limit:10,time:10 second

REBKIHELEEX-Apig-Mode: debug, EAPIES
BT EREREREN, RELLSH,

X-Apig-RateLimit-ip

/ﬁl Pl)leBE%M%:%\ o
~F: remain:9,limit:10,time:10 second

NIEIEKE B LB EX-Apig-Mode: debug, EHAPIES
BT RIPRERFIET, REILLSE,

X-Apig-RateLimit-api-allenv

APE%ﬁl)\/ub}::{m G o
~fF: remain:199,limit:200,time:1 second

NIEIEKEE LB EX-Apig-Mode: debught, iR[E]
Ls#,

X-Apig-count

1%12 LAPIGEIJIIEI ;x*io

ZIAPIGIABIE EEKRESIREIL S5, HX-
Apig-countiE=KLEME R F100Y, SRS
APIG.0612,

6.4 APIG Y API {21231 88

ZHiFFAAPIEY, JREBEI FRPAVEIRG. WRIBE “APIGW” FLAVEIRS, B

APIRIK R IRADEHTTALEE
AR

o EIAPIGIEOSIEAPI, KEEIRETS, FFENEIRDIESEEIRG.
o (HFIAPIGERIBAT, BELAEIRAE (UNAPIG.0101 ) JoiE, HEiREEHIEEERT, GitEx

HRERHRTMIER
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AP| 3

FBFisE 6 AR API
* 6-1 {HIRHG
S ES IS HTTP | iEX BRSE
b7 TN
i
APIG.01 | The API does not exist | 404 | APIRTEfESR | 1. {EEBAPIFT
01 or has not been KRMEIRE FERIEE. 1B
published in the KBEiE. BERE
environment. E1FHH,
2. RBAPIEE A
.
3. B FET=2
BIEH,
4. BEAPIZHE
FEOPTIONSEE
gk, WNRE
FEOPTIONSEE
Ek, 1B
APIRF S
CORS,
BiNMREEENE
PUE N
APIG.01 | The API does not 404 | APERFGIEAR | RBAPKEXKRAGIE
01 exist. vees EE5SAPIENH
FiEmEE .
APIG.01 | The backend does not | 500 TiEHE fEim BERAZIFIE
03 exist. Ui
APIG.01 | The plug-ins do not 500 | BiEKENGESED | BRERAZIFTIRE
04 exist. =1 I,
APIG.01 | The backend 500 | BiEHKEIGIRED | BRERAZIFLE
05 configurations do not =1 o
exist.
APIG.01 | Orchestration error. 400 kIR KBEAPIEEAIET
06 EiREsHERE
I,
APIG.01 | The custom lua script | 500 LuaffiR&RER | MERAZIEIE
07 encountered an = I,
unexpected error.
APIG.01 | The server group ID 404 | [RS3EEDEIDA | BHRERSRSA
08 does not exist. =& BEEEE.
APIG.02 | API request error. 400 | BEKREAAGE | REBEKRELERES
01 Biko
APIG.02 | Request entity too 413 i53Kbodyid X EVEKbody X
01 large. (KF12Mm) I\
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AP| 3

FF{sr 6 I3 API
HRB | E|RER HTTP | iEX BRI R
RE
i3
APIG.02 | Request URI too large. | 414 | i&RURIIZX R/ NERURIK
01 (KXF32K) Mo
APIG.02 | Request headers too | 494 | iEkskidk (8 | FIMERLK/N,
01 large. MEKRELKTF
32KEFrEIEk
L PKEXRTF
128K)
APIG.02 | Backend unavailable. | 502 f&iwA~n] B o IEEAPIEZERY
01 fEimttitE AR
.
o WNRFRIKIRS I
ECS, ECSECE
L BHMNIZE
BEHETAPIS
Ko
o EXRIMNUER
-8
o [SimARSSHEREE
RS oiE,
BINMREEEE
DU N
APIG.02 | Backend timeout. 504 [EimiBAY HRERAPIE AKERT
01 AYiE, sk4E\Ein
AOLMIERTIE]
APIG.02 | An unexpected error | 500 AEREEIR BEFATIFTIE
01 occurred. o
APIG.02 | Backend unavailable. | 502 [EimAr] KMEBEAPIBLENE
02 ImiE KM S SR
IRBIEKRIMYES
_&o
APIG.02 | Backend timeout. 504 [EimiBAY YREBAPIESHBAY
03 AYiE, sk4ad\Ein
RORLIERT ],
APIG.02 | SSL protocol is not 400 | SSLIMMARAA | {ERAsZHFAISSLIM
04 supported: TLSv1.1. XiF WhRA, HEiszis
TLS1.1%¥0TLS1.2,
HEEFERATLS1.2,
APIG.02 | Verify client certificate | 400 | ZEFIRIEPIRIE | EEFPIHIERE
05 failed. 5w &I,
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API <

BPiErm 6 A API
e SIS HTTP | iEX BRI R
RE
i3
APIG.03 | Incorrect IAM 401 IAML)\uT:{;.,u B | eEERNEE.
01 authentication = IR, a2,
information. 1@?171‘*[]\_\4%@)5@
Eljfj_lf ll.:l:Qh:\ =
HEH. BKRIKZE
5, KEER
imteeit a2 E
. B2 En
L
APIG.03 | The IAM user is not 403 IAMBRPARF | KERFPEEHE
02 authorized to access I5IEAPI HZERE
the API.
APIG.03 | Incorrect app 401 APPLAuT:{:.,u KMEIBFKRINGE.
03 authentication = B2, TasH.
information. BERIFIEZ(FER
ExE. BRE. &
HEH. BKRIEKZ
B, mEER
imteeit a2 E
E%o B2 ENIT
o
APIG.03 | The app is not 403 | APPARIFIAE | IWEEREEIHE
04 authorized to access API API, SHAPIEGE
the API. *ygé{iﬂ%o
APIG.03 | Incorrect 401 INIHE B8R KEINEHEERE
05 authentication 1FH,
information.
APIG.03 | API access denied. 403 AFFHIEAPI | KBEEEENAE
06 API,
APIG.03 | The token must be 401 tokenFTEEEH | EFMIAMILER
07 updated. token,
APIG.03 | The throttling 429 | BHRERERS | SERERIFER
08 threshold has been i, WNREIEIT
reached. I 2RV HIEKEL
IR, i&4bEihsr
yCI AN
APIG.03 | The project is 403 projectARI{ER | {FERAEprojectifs
10 unavailable. a6
APIG.03 | Incorrect debugging 401 lﬂl'tLNIE{:E%’* BRERATZIFTRE
11 authentication 2 o
information.
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AP| 3

BFEr 6 iEF API
HRB | E|RER HTTP | iEX BRER
K&
i
APIG.03 | Incorrect third-party | 401 B=RHINLER | KEBHEERS
12 authentication iR, INEEW | 1Ef.
information,auth fail.
APIG.03 | Incorrect third-party | 401 B=RHINEER | KEBERFBDE
13 authentication iR, BmiER | BE5E=AAILE
information,identities HhEmERIRE
error. =5,
APIG.03 | Incorrect third-party | 403 | E=HINEEE | BERATIETE
14 authentication 2R, HIAHESE | IMFIAIBKKIER
information,access BANEIER, W0
deny. B2, WESE=
BINIEEERIEE
TEESELARR
o
APIG.03 | Verify token failed 401 OIDCiAiEToken | #&&access token
16 during oidc_auth. RESEM =51,
APIG.03 | Get discovery info 400 | OIDCIAMESREY | #&&Ediscovery@&
17 from discovery_url discovery(S 25 | IHEI1EH, IDPHR
failed during iy FRBIBITIER.
oidc_auth.
APIG.03 | Code flow failed 401 OIDGAIEEN | tEdiscovery.
18 during oidc_auth. LN = e scopeFEELEINE
HIESI1FHs, IDP
REFPERBRE S
R EED
API,
APIG.03 | The JWT 401 IWTIAIHEHR | iBteEtokenfla
19 authentication plug-in IS tokensk I PEEREIEHA,
fails to verify the AaRET
token. JWKS_URIIRSS %
KERSES
=N
APIG.04 | Unknown client IP 403 TERAERIG | BENASTIFIRE
01 address. |Pitbit I,
APIG.04 | The IP address is not | 403 IPHEIEAR RIFS | (B IPHBIE R
02 authorized to access ig] APIHJ15 035 # R
the API. il
APIG.04 | The IP address cannot | 403 IPHEIEAR RIFS | (B IPHBIE R
03 be accessed. 9 SRR ISR
&l
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AP|

FF{sr 6 I3 API
HRE | E|RER HTTP | iEX BRI R
RE
i3
APIG.04 | Access to the backend | 403 BiRIPARRIEFS | EimIPitbliakEin
04 IP address has been ia] 12X R AT Pttt
denied. A A,
APIG.04 | The app is not 403 | RNZEENIP | KERIPREEES
05 accessed from a AN ERE | iR RS PEE
trusted IP address. & T SiFeEIEs,
APIG.05 | The app quota has 405 | APPEEBHES | T9SEAPPECER -
01 been used up. 11 S BRSNS
=mEERX | ERRE.
H AR
APIG.05 | The app has been 405 | APPH#RIGRES RETRE
02 frozen.
APIG.06 | Internal server error. 500 AREREIR BEBATIFTIE
01 VLIS
APIG.06 | Bad request. 400 | IEEEK KEEKERE
02 %o
APIG.06 | Domain name 500 a2 R TR IW MEHEHE, LU
05 resolution failed. RigZ2_EHET
1IEFRY R Rttt .
APIG.06 | Failed to load the APl | 500 | KINEAPIECE | BARBALISTIE
06 configurations. o
APIG.06 | The following protocol | 400 | MMYXA#RUF, | eRASTIFAIIMY
07 is supported: {xxx}. FFRIINZE (HTTP/HTTPS )
XXXo 111
FE: xoxxASE
PRI FRIAS
)=
APIG.06 | Failed to obtain the 500 TR EIEK | BRERATITTIE
08 admin token. =] o
APIG.06 | The VPC backend does | 500 | #FEaEiEin | BEEBATIFTE
09 not exist. I,
APIG.06 | No backend available. | 502 RENEENE | KREFREEheS
10 i oA, WEBEE
5 ERE—
£
APIG.06 | The backend port 500 | RiminERKE | RERAZIFIE
11 does not exist. I
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API %

FAF$5rs 6 JEF API
ERE | BRER HTTP | IBX BRI
RE
i3
APIG.06 | An API cannot call 500 | APIERES IEMAPIFimED
12 itself. &, BEREE
ReEBIL10E,

APIG.06 | The IAM service is 503 | IAMBRSBERA | BRERAZIGIE
13 currently unavailable. E1);:| I,
APIG.06 | Incorrect third-party | 500 szE%ZT:‘"”W *AEM_ELMIEE’J
15 authentication VPC RFBETREX | RHBERER

information. % 1Ff#.
APIG.06 | Incorrect third-party | 500 | i&EEE=HLN *ﬁﬁm_ﬁvxﬁﬂﬁ
16 authentication request ARSZ M =RIER.

information.
APIG.06 | Incorrect third-party | 500 | SKEXEE=H$EN | BB =5IAER
17 authentication e IS FEBIER,

response information.
APIG.07 | Backend signature 500 |IERHRER/EL | BEEAIFIIE
05 calculation failed. L I,
APIG.08 | The IAM user is 403 | ZIAMARPEY | BEERAZISTE
02 forbidden in the giregion#EEE | I,

currently selected H

region.
APIG.21 | PublicKey is null. 400 | EREPEREDT | BERASZGTIRE
02 I,
APIG.22 | Appkey or SecretKey is | 400 Appkeysk EEIEKAIAppkey
01 invalid. SecretKeyA& i SecretKey2 A 1E

A ffao

APIG.22 | Refresh token is 400 Refresh token#A~ | #&&Refresh token
02 invalid. Bix =R,
APIG.22 | Access token is 400 Access tokenAs | fuEAccess token
03 invalid. Bix =AIEHR.
APIG.22 | ContentType invalid. | 400 | ContentTypeA | f#&&ContentType
04 Bix =R 1EH
APIG.22 | Auth parameter 400 | NIEBHASE | RBEINESHEDS
05 invalid. 1Eff.
APIG.22 | Auth method invalid. | 400 [INERSIEARSE | REINESIEES
06 1E#.
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API %

s 6 JEF API
HIRE | ERER HTTP | IBX BRI
i
APIG.22 | The length of 400 through_data#8 | through_datat<E
08 through_data is out of K BR300, 1RIE
range. SCPRIE R EE
through_dataly
APIG.22 | The value of 400 grant_typef9{E | grant_type Iz#F
09 grant_type is not in EN=PA client_credentials
enum List. . refresh_token,
IRHESCPRIE RS
oo
APIG.22 | Lack of grant_type. 400 TR/ ISR SEEY i h0grant_type,
10
APIG.22 | Lack of client_id. 400 | BROZEFIRID | ERIIZFID,
11
APIG.22 | Lack of client_secret. | 400 R o=RiEZE | mINEPiwRSE.
12
APIG.22 | Lack of refresh_token. | 400 | #/brefresh BXEARZHF TR
13 token I,
APIG.10 | Refresh token is 401 Refresh tokenid | EFfkEXrefresh
01 expired. HA token,
APIG.10 | Access token is 401 Access tokenid | EFr¥kEXaccess
02 expired. HA token,
APIG.10 | App not match refresh | 401 AppSrefresh KB&Eclient_id2SH
03 token. tokenA~[ITfc 1Eff.
APIG.10 | App not exist. 401 AppATFTE & access token
04 AL,
APIG.10 | AppKey or AppSecret | 400 | AppKeyak mEIEKRN
09 is invalid. AppSecretA~g& | AppKeyzk,
;i AppSecretE@HBE
EIERYKeysKSecret
1BE.
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AP| [
HPFPigE 7 &SI API

7 E1E AP

7.1 E1E APl Hifix

APIBIRSERIS , EEATLIHTI AR IR EIRAPI .

o EEWMEBAPIGIIAPISE: GAILLES EEAPIENEERMEAAPHERE
B, EIREAPIEAEBRERIRSEE .

o EBAPIMEESGAE: BAILIES B GABREE GRS,

o REAPINSHGHHIN: GBS FEEEIN, HBRSERI IR

o HBHEMAPIREIRENER: ETLIBEMXIMNINEE, BEXIHRARSIEERX
MRAZ o

o TE[EAPIGRIAPI: HAILUBIESE[EAPITNAE, RIRCIEEASEIERRIAPI,

o  TZAPIGHIAPI: EALUBIS TL&APITHAEE, ISAPIMBXRIAER TZ, BiEXdsh
RHAERSS . ZIRERSEUAPIEISENIMEL AL, BREREESSHGER

L APIRYERR .
o BSABHAPI: ERJLUBITAPIZITN . CSERRSS . CCEL{EfAzE;. SAAPIE)
APIG,

o APIGHIAPLSIT AT REN : SANAPLREIHSHRY, EallisEapigZiFay R
EN, BEBAPLZITIE,

7.2 BETYRIE APIG BJ API (82

APIZ ST BB SRR MBI FRERIAP, BERRIBAPIISITE . BT
% BERIEEEER.
EADIRiE APl E2
S HNAPIRSEEEIGTE,
S RIBEIRIV ST NS LR

$I|3 EEMSHIZEE “APIEIE > APIFIR” , EEILIEENRIESRISCA FRIFRBAPI,
BRILUHNAPIFIEE B IREAP .
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APl %
BPFigE 7 &1 API

4 BEAPIZR, #HA “APIE{T” WM.
o WIFEEAPIRNLEME. RikEiE R EEE .
o YIHYRIEAPI. &THAPI. TZAPI, AP, APIEI. MIBRAPISLTEFEAPIEIE,

R
7.3 BitE APl IBENIAIIE

7.3.1 B2 & API I9g0iRBEESMIAIE
NRIEEZIEBCANANERFATAPIRRANAIESEN, aJLUERBENXIAUERSC .,
BEMNEEIERIRGimmRinsEy:

o RIRBEMIAIE: EAPIGEERBEMAPAMERE, SWEIRIAPIERHITRZEIA
o

o BIRBEEMIAILE: EAPIRGIRARSEMBEEXANAERE, REAPIGHK &I
ipRSF B REITREINIE,

AELEENBINTESZ— P EIREESXIAE. SFERTEE— N REFiRIEAIALE

HE, FEBESONERERZEESEIRIFMERR.

7-1 RliR B ESONEREE

ﬂ HIEEREE ARG S
@ L
[ ]
FIFAPP LPIAIE ECS
HENGAIE
T 403

APPIAIE

Internet

FERABEXAEERBAPIRREN T EFR:
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APl %
HPFPigE 7 &I API

7-2 HENXIAIEERA API

Fri&
FEHRH
Bl ATEAP| | b e -
I EREHES . HAPIR e F““"t“’“g{aph el
SErhEIAPHETIAE B e
CRSBEIOANE . WSS BIEEEENAE

BAPEEHEEVINE , B
e WAERT APIHEF T 45T GIEAPBHEREBENIAIE
S

LR SR
%x’ﬁ)‘(iﬁﬁmiﬁ@ﬁﬂﬁ%o IR LFIRegion'RE HELRHIRS, NRHHEREEY
TAIE,

B AT RIRE ESXAIERIERE

(A RNREE SOMEX BNmIEREITINIEENE], SFESEEFunctionGraphglE—
MEEE, BIYRHENXEFRBEIIALESR

$£I81 i A\FunctionGraphiz#l&
T2 EEMSHEFIEE R > REFIER .
TE3 BF “CIERHT , RIETRSERE, SIE— R

xR 7-1 BEBERE

S¥ ol

yrigesolicyaEau BN “BlE=ERE .

EREISEEY EIRERETATEEY, IEALEOA “SBHRE
X R SAPIR KRR K
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AP| 3

FBFEr 7 E1E API

28 izl

InH LARPIXIGEASTR—PIRE, XPMREHRERE,
FEREEMEXIFERER (TERR. FEERMMNE
HE) , UBOAIRB ARAMHETIER, BPALAGEEK
SHZKIEFRERR. WA ASIEFENXE,

ERELZFR RIEMLBEXBIR. BNERE—ENGAMIESZ
R, BEERERBIFIER .

A IRE IR ERMEHER, FXEUARRIREEEIRYS
EINEIR, 2IZERE. LLEIA “default” .

FIEAR BRPERRHTERTHOEMIN RS . thabiEE “Fk
EREEIERE .

1=fTAT AL Apython2. 735 = Fafdl .

SR4 B “AERE .

SIS RHMEBTRE, ENREFE. £ “Ri3” REFRERHNE.
FECIRE R BN R
o FEMMBZIF=MERSEEN, BLH:

Headerd g RE%1: event["headers"]["&#3"]
QueryHAIIERSH: event["queryStringParameters"]["S#3"]
REENMBBRFEIE: event["user_data"]

o REULIBREIN=FERSESAPINXBESGAMEFRIS X RN TAR:

HeaderR9iEk&#: XM BESGMEFSHE IHeaderlIFHKIRE, H
SHEEEERFERZER B ESGAMERIAPIEHEN

QueryHIERSE: WNBEMNEFSEMENQuerylIBHKR, HS
HEEEEBERZARE ESGAERJAPIEHEN

TEREMNBFYEE: MNEEMEFIABRIE, ESEREEIER
TESCAERTHIN

o RFRIREHEARBEATIM, WIRHEINTEN:

"statusCode":200,
"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

-~

}
Hef, body=FERRIABNFFHFHREIL, jsonfFiE3ZfE79:

~

“statusCode” FERAWIE, REIRSIERBBEXINERFBHFEIE
B, statusCodeRYENIAEENXINEREAINLRNAD .

" FAEBTENMIAMERNAPI, HETENIMERFAINWNADSHIE2000F, APIRE
IWHRHFREZZE, FREOERE “5007 , #IREEA “Internal
server error”
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API %
FBFigr

7 S8 API

»  FEREEENANIERAP, MREBESGMEFEEMEL, HEESXAMER
#HiEfELM . IR[E] “500” 5¢F “503” B, BEMINERERIEbody=
EREmAYstatusFE:, BEEREIEARMIN, ERTMNRELEBHIREEIRY
context=ZERt AT,

“status” FEAMIE, AFIRBIMEER. R7#F “allow” 8% “deny”
“allow” FRIAIERTD, “deny” FTRRINEELMK

“context” FEEAANE, TIFFFRIZEUREYY, HLAITF
authorizer_context_support_num_booldF4RT, BEITHIES I Fnumberzs

BlaibooleanztB!, HE{BEAIFISONIIRELEIA -

contextFIEIEATBEENHNZFER, INEBISEEIANESEIRSIZIAPIK

XERIREHH, HcontextPRISHBMRERRASHBRUNTE—H, B

XPKNE, contextFRISHBIRUMARNFEBIFL, IFEXXNEF

8. HF. THENPRE, BRKEMN ~3297FF,

BlmIAIEIBITfE, contextdRJuserfY{EabciRETZEfFimARSS Header I ERY

testaEH,

Headerh9iERSXE X ABRA:

# -*- coding:utf-8 -*-

import json

def handler(event, context):

if event['
resp =

'headers"].get("test")=="abc"

{

'statusCode": 200,
'body": json.dumps({

1

1

'status":"allow",
'context":{
"user":"abcd"

}

b))
}

else:

resp =

{

'statusCode": 200,
'body": json.dumps({

1

b))
}

'status":"deny",

return json.dumps(resp)

Query/

FIERSHENNBRE:

# -*- coding:utf-8 -*-

import json

def handler(event, context):

if event['
resp =

'queryStringParameters"].get("test")=="'abc":

{

'statusCode': 200,
'body": json.dumps({

"

"

'status":"allow",
'‘context":{
"user":"abcd"

}

b))
}

else:

resp =

{

'statusCode': 200,
'body": json.dumps({

"

b))
}

'status":"deny",

return json.dumps(resp)
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API %
FBFigr

7 S8 API

P EERE XA

# -*- coding:utf-8 -*-
import json
def handler(event, context):
if event.get("user_data")=="'abc"
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"allow",
"context":{
"user":"abcd"
}
bl
}
else:
resp = {
'statusCode": 200,
'body": json.dumps({
"status":"deny",
bl
}

return json.dumps(resp)

&6 MieRE. EURNEHH “SHENR FikiE “apig-event-template” , 1RIEEFRE

SIESERFNIRER, B W .
WATERS “pTh” B, R

ETRIGEZIHNAPIN X REeIZEFIR

.

BliErlim B ESOAIE

BESGAIE.

EelEriRBE AR, BHREEATRIREEGAENESER, SUIERR

BIZATRIREESOAERIRE
L1 HANAPIRIKIZHIS T

£ RIECPRSEEMNS A= E75I%ESLA) .
$I3 EEMSHIZEE “APIEIE > APIREE” .

$RA 7 ‘BEANLE” A, 2E “QIEBENANLE” . RIETRSHRNA, REEEX

NI

xR 7-2 BEMIANESE05A

2H 1588
TNIERFR IBEEEENXAPANESIR, BTFEOARENEEAE, X

P, |/, HF. TR, REELAREESL,
KE3~641F 5o

it BIZRIREESOAIERT, &R “Rlig” .

ERE I SRR TRImEE MOMERIRERIR, XTLUEERRERA
‘ERE” NRHEIR.

ARZASELRE R REARAT AR, REAMRAABINEESE

{ RETAEFR FunctionGraphFIF3ER ) -
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AP| 3

BPiEfm 7 S8 API
28 15488
RIZEERHE IEIRREEERGE , WELESZIRER, WHER, 51
RITEBRHE,
o V1: XHZRHHIIEVPCERMS
o V2: IHEREAIVPCEEY
FBATATE) (=FD) RERFUAEATBATATIE, (X2 “PLELE” 9 “v27 i
FERE,
BUESEE91ms~600000ms, FASZ#E600000ms, HAR
813 Pt R FHIB AT T 18] o
EERTEFR) REINEEREFRRTE .
BYESEE90s~3600s, EAOIMEARERE, RATIF
3600s,
TR o FEARBR, HRHRSZSATHE ( SRERSELERE
KW E FHRSSIRESxx ) B, APIMXBAESERF
iwiEXK. MRBEIXBER, URB—XEEILERAE,
o FXHARBR, MNEAPIHNRBRIRIAMEERT BENXIAIL,
BBARIRAESEEREEIIERZT
AEENEXFEEZENE, HEERE.
BipkiR RERATALHIERSH .
L “EE7FERGE" RH0RT, INRBEMSH ., FREE
BY, LWSEBIENEREEHREMALESLER,
BAE&i%body B EAPIERAIbody(R A BIEIRLAINIERREL . bodyfh
ABELERHNA, Sheader. queryRIBIEIE—H,
BRE#iE BHEMXRIBERSE, APIGERRENT, 5 ‘BHkR” —
BERIBERSE . KEN1~20481FFF,
IS B ‘“BAE” , TRBEESIAENEE,
EEENXANEERHEREIZIBENIAE, RRIAECIZERI.
EEYL =]

BEMXINECIESERE, SALEIZBRESCGANERERIAPI, BIFEE, 55ZCIZ
API,

7.3.2 Bic& APl IR EESIAILE
NREFEIEEHCRUANERFZBTFAPIERBENAUESEN, aJLUERBEESXOIAIERSLH .
BN EiERImA R i :

gﬁﬁﬁEEXiAiE: 1EAPIGIFEREENXANAIERE, JKEIBIAPERHFITLZEIA

'LIEO
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403
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ERABENIAIEEBAPIRRIEN FEFIR:
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BB ATRiREESGAMEREREL
$£1 i A\FunctionGraphiz$l&
S22 EEMSHEPEE “RE > REIIER .
£|3 BE “QIERH , RIBTERSENE, IR
* 7-3 BLERE
SH 1588
EFeIE S A “BlET=ERE .
BREAEEY EIRREIRIZEEY, HbBOA “ R .
X IR S AP AEE X 1
= LEARHIKIFROAGR—MIRE, XNREHRFRE,

PSRRI KIRERRR (HHERR. SRR
&R ) , LBOAIRB ASBAOETEN, BRTLLEEEK
SHZKEHAMERIR. WEEIAREIRZERXIE,
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R, BHEERERBIFERE.

®IIRE IR ERRBEOHER, FXEUARRIREEEIRYS
EINETR, 2IZERE. LEAA “default” .

FIEAR BRZRIERHTIEREBOEMAIZIRSS . LANEE “K
FEREEUERE”

1=17AT AL Apython2. 7iE= Faffl .

$RA BE “QIERE .
SRS RHERTHE, HARKFE,
FECIRREE RN N R

RERBRIFEEEXRAFEE, BEUA: event["user_data"],
ERECAIRENANS RS EAPIN X BESMONEFRRISHK RN REIFRSHF
B E X BREIEY RAPINXBE SGAEFRBREE, SEHETEECIZAPIKN
FKEEONERA, BPEEEARE, EILUBTEE.
REHBREBEARGEATFIM, BIGHEINTER:

{
"statusCode":200,

"body": "{\"status\": \"allow\", \"context\": {\"user\": \"abc\"}}"

}
Hep, body=FEREIABNFFAFHEI, jsonfFieZfE7:

|

“statusCode” FER Wk, REERSZIEEHBTEXALIRFELBESIE
B, statusCodeRYENNEE X IAIEREAINGRNED
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" JFAHEBTENIAMERNAPI, HEENIMERFAINNADSSHIE2000F, APIRE
IWHRFRSZZE, FREOERE “5007 , #IREEA “Internal
server error” ,

" ARBENIAIERAP, MIREEXNEFEEMNELR, HETEMXIAER
HOEELM . IR[E “500” 5F “503” BY, BEMIAEARAERIEbody=
EREmAIstatusFE:, EEOREIERAMIN, REATMRELIBPIRENZEIRY
context=ZERB AT,

- “status” FEARIE, BFRRBIMEER. RZEF “allow” 5% “deny” ,
“allow” FRIAIERYI, “deny” FRRIAIERM

- “context” FEATFIE, IFFHHERIBEY, HLOITF
authorizer_context_support_num_bool§FIERd, BEIIAMESZIFnumbersg
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contextFHIEIR AEBEENNFER, INEEIYEIEIAESEIRTEIAPIR
XERSHHF, HApcontextPHSHBMRERASHERWRNTE—H, B
XA KNS, contextFHISHBFRBRARNFBIFL, IFEXKNEF
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BimAIE&IZfE, contextdAJuserfY{EabcEiZlfFiniR35Header{UERY
test2HH, HEEEIBEAPINGIRES

P EERE X ACHRRE:

# -*- coding:utf-8 -*-

import json

import base64

def handler(event, context):
exampleuserdata=base64.b64encode(event["user_data"])
resp = {

'statusCode": 200,

'body": json.dumps({
"status":"allow",
"context":{

"user":exampleuserdata
}
)
}

return json.dumps(resp)

£R6 MR, AHEMR “SHER™ ik “=ERIR" , AFRA:

RIEERERENEREFNSNER, 25 WL’ .
WATERS “pTh” B, R
B TREFEHNAPIMNXFE IR FiREESOAIE,

TR
Bl RiREE MIAIE

FEIERIRBESAILER, BHREERTRREEMMEREERiR, SNIERR
AZATRIREESGAERRE

ST HENAPIRIKIEHIERE
£ RESCPR S EEAMNSAE=_E75iEREsEsl,
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hRASE B2 IERREAIRASSE, REAMRASIRINEEESE
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L5584 IEREREI AR EE . MBIRZIR(ER, WHER, 152
RITEHEFE,
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FBATAYE) (=) REREUAEAGEBATATE, (X2 “MEZEE7 B “v2” B
EERE.
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EFATEI (R REINEEREFHIRTE
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imiaKR. MRBEXEK, UREXKREISLERE,

o FXFARBRE, MRAPIHEIRIAMEERT BESIAIL,
BBARANESEEABREINERZT
AFREiMEREEREXKGE, BFEERE.
B¥kiR RERTANERERSH .
3 KA H ‘gl , B “EFRNE)7 AH0RT, R
REISH ., FEREFEN, WSEBENEREERER
INEER,
BEKiXbody IBREAEBAPIERIIbody KR BIEELSIAIEREL . body{k
ABELRENAR, Sheader. queryAIBEE—H,
BRP#EiE BHEXHIERSH, APIGEARRENY, 5 “‘BHpKERE" —
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API,
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APIMKSZFFXIAPIH TS ERHE, IRIBSRSHEVE, BEETRFEZNN, BRETHH
BIBERSEFFRIZSEE .
Bl gmHERN

ST HNAPIRXIEFIS T

$E2 RIFLIRISEANSH=E EF5IEEA .

$I|3 EENSHEIEE “APIEIE > APIERER” .
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S5 S “QEEHRIN , IRIETRSHRE, EERHFN,
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2H 15288
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o list: FIFRAAVEMREIFLSINIE,

e range: SEEIPHVEMEIASIMIE.

. gfsh: BRLIBEE DI F T B EEERE IRANER

e hash_range: ScHIERSH%Rkhash{E, BREhashBE#{T
rangefmHE .

e none_value: 1ERSHAZTITIEIREINone_valueFREEAISR

HEBREHE o

o default: BRSHFE, BE2ERAFNTLALE LS
kESHEY, BiREdefaultsRISHISRHEIREHE .
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SIREIZENFRGSHIE) , El— MRS, EEA%R
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AN AN BRI SEEHTTRAE

% “ﬁHF%Hg” iﬁ;:% “list” . “range” . “hash” .
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FE AT IESRES . SRABINOFTRAMIERY, ZdmHERIN
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SHEW
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e number

SHNE
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e header

e query
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“hash_range” . “none_value” . “default” FEEZAL
E.

EESHMAHER . SHFRN. HF. Tk, Fxlzk, BR
BELAZEN TPk, KEA1~128DF . S1MESHEREES
obR, BRBXIF30001MSH,

BE “WEMSHMER , AANINEHIMREHER

o ‘RHIRIFNERSEE

- é “URHESRER” BEIR “list” , MINTRHEEIRNE RS

- 3 “ZRHEREE” %fF “range” ¢ “hash_range” , i
AX[EREIAEFILIEE,

o RHIGHIBERSHEE: BARHIEHNERSHIE.
EEUKE 4 “YmHEREE” %EE “head_n” 5 “tail n” FHIRERE.,
ECEEEFHFHEIKE, BEEEN1~100,

$86 B “HE” .

R

7.5 BHEN APl FUEEiRIINEE

YRS RE!

P KR FEAPI K ARBERL TN IEAPIHER , AF=ERITEIRIMN . APIRISIREEAIARY
MRIERL ( default) , WNREFEEENMELASBEMKXITNAZS, AIEAPISHE
ErpFTRmKImL, ERImNREAFSISONEZIRIE .

Bian, “default” MAOIARIRZY:

{"error_code": "$context.error.code", "error_msg": "$context.error.message", "request_id":
"$context.requestld"}

ERILIBENX

{"errorcode": "$context.error.code", "errormsg": "$context.errormessage", "requestid":
"$context.requestld","apild":"$context.apild"}

JSONFRIR BT LUEFES, SEEHFRAS

o BN DEKRSAHFIRAN MK .

o ESTEHIOMERLBEEN, ﬂl‘]r“ %Eﬁkeyiiﬁﬁi? BEYFHBTIE (13
12817 ) , valueAJLAS|Biz{THdEE ( vJLAS | HAYZE ILAPIRKIE{ TR AT 3AENES
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o  TFECRBUAMENIN “default” SREEEENHIMENN, M EESEEREER
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o WXMNFTEMXAEIREREEEAE, BIARNMKERIDN SR
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IETHIRERR 11153

$context.apild APIEJID
$context.apiName APIZFR
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APIEREREENRETR

$context.requestld
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BELR

ST HANAPIRKIEFIA TR .

SE2 RIELIRSTEAMNSHE EHIEESA .
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4. Mo \EIRRE, BF B .
SR EREPEERSMERMAPIEINE.

o WMRAE ‘WEART , TEBEFAPIELRMAINE, BAPIDETRIFIBAPIA

mERE L,

o UWNREE “FHEEM , BESEKMAPIL,
$IB8 B ‘AT , PUEEl “APIiE{T” M, oEESHETRIAPL,
BB ASELITRHISNAPIZIAPIRI :

o S AHTTPERFiRARSZAPIRAI

o S AHTTP VPCEESiRARSSAPIRA!
e S AFUNCTIONZEE RimIRS AP

o S AMOCKERGiRARSSAPIRA
R

S HTTP 2B FimRSS APl 765

BEIAMNEIERSHRABIGETSEAPIENX, [FiRARSSEEIHTTP,

Swagger/=<fjl:

swagger: "2.0"
info:
title: "importHttpEndpoint10"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/http/{userld}"
get:
operationld: "getUser3"
description: "get user by userld"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "userld"
description: "user id"
type: "string"
in: "path"
required: true
responses:
"200":
description: "user information"
x-apigateway-request-type: "public"
X-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "HTTP"
parameters:
- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
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description: "user id"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
title: importHttpEndpoint10
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
'/http/{userld}"
get:
description: get user by userld
operationld: getUser3
parameters:
- description: authorization token
example: "
in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
- description: user id
example: "
in: path
name: userld
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
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servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpEndpoints:
address: example.com
description: "
enableClientSsl: false
method: GET
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: user id
in: QUERY
name: userld
origin: REQUEST
value: userld
type: HTTP
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

S\ HTTP VPC 2B FiwARSS APl 736

BEAPPINEFIERSHRHIIIANYSZAPIEN , RiRIRS{ERVPCEIE.,

Swagger/=<fjl:

swagger: "2.0"
info:
title: "importHttpVpcEndpoint"
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description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/http-vpc":
x-apigateway-any-method:
operationld: "userOperation"
description: "user operation resource"
security:

- apig-auth-app: []

schemes:

- https

parameters:

- name: "Authorization"
description: "authorization signature"
type: "string"
in: "header"
required: true

responses:

"default":
description: "endpoint response"
x-apigateway-request-type: "public"
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: "SWA"
x-apigateway-backend:
type: "HTTP-VPC"
parameters:
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpVpcEndpoints:
name: "userVpc"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
/http-vpc:
x-apigateway-any-method:
description: user operation resource
operationld: userOperation
parameters:
- description: authorization signature

SASRRAS 18 (2025-12-03) WRINFTE © AR ERABIRAE

109



API %
FBFigr

7 S8 API

example: "
in: header
name: Authorization
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-app: []
servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpVpcEndpoints:
cascade_flag: false
description: "
enableClientSsl: false
method: GET
name: userVpc
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
type: HTTP-VPC
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: SWA
x-apigateway-request-type: public
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused

type: apiKey
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x-apigateway-auth-type: IAM
x-apigateway-responses: {}

£\ FUNCTION ZBI[5iRfRSS API 7~
BEIAMINEIIERSERAMIGET A ZAPIEEY, , [EinARSSZEE AFunctionGraph,

Swagger/=fjl:

swagger: "2.0"
info:
title: "importFunctionEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'ffunction/{name}"
get:
operationld: "invokeFunction"
description: "invoke function by name"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "name"
description: "function name"
type: "string"
in: "path"
required: true
responses:
"'200":
description: "function result"
x-apigateway-request-type: "public"
X-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "FUNCTION"
parameters:
- name: "functionName"
value: "name"
in: "query"
origin: "REQUEST"
description: "function name"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
functionEndpoints:
function-urn: "your function urn address"
version: "your function version"
invocation-type: "async"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
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type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpEndpoint
version: '1.0'
servers:
- url: >-
http://api.account.com
- url: >-
https://api.account.com
paths:
/function/{name}:
get:
description: invoke function by name
operationld: invokeFunction
parameters:
- description: function name
in: path
name: name
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
- description: authorization token
in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
servers:
-url: >-
https://api.account.com
x-apigateway-backend:
functionEndpoints:
alias-urn: "
description: "
function-urn: "your function urn address
invocation-type: async
network-type: V1
timeout: 30000
version: "your function version"
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: function name
in: QUERY
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name: functionName
origin: REQUEST
value: name
type: FUNCTION
x-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

8\ MOCK 8V GixARSS API 7R_f51
BETINERIGETHEAPIEY, FimiREZBEEAMOCK,
Swagger/=<fjl:

swagger: "2.0"
info:
title: "importMockEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/mock":
get:
operationld: "mock"
description: "mock test"
schemes:
- http
responses:
"200":
description: "mock result"
X-apigateway-request-type: "private"
X-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "{\"message\": \"mocked\"}"
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
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in: header

name: unused

type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
/mock:
get:
description: mock test
operationld: mock
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
servers:
- url: >-
http://abc.com
x-apigateway-backend:
mockEndpoints:
description: "
result-content: '{"message": "mocked"}'
type: MOCK
X-apigateway-cors: true
x-apigateway-is-send-fg-body-base64: true
x-apigateway-match-mode: NORMAL
X-apigateway-request-type: private
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}
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E£7-14EBEEER

e i8R
Frigs ¢ CCELERHFTEDH . XIFRSEIEMNSHSEEEEDH.
R EIRERE, W ‘BEERBHRSIECCET EE.
CEE=3SE) EETERENGETE ., hETEEN—EHRFEINRBRES,
TR EETERERE,
o TR E, Deployment: R THIREAMRAHTEIESARSHIIIE
REIRATIRSRE .
o BIREIIERHE Statefulset: TEEITIHREFESFEHIEIIRSHIIER
HABRSITIERE.
o SFIPHFZEE DaemonSet: <HPHEERLIHEREN (FEBRELY ) T
BT PodLfll, HETAMANEERT, S AERIE—
Pod ., HETEMNERHSIRAT, XEPodESEEIN . MIFRDaemonSeti&
SR ERIZAIFREPod.
TEREEBEINBIESETEREER
RSB HRIRE R T ELAEAIPodiRE, BIIPodinEISEREN TIEfAZ . IRSBIFNREAN
— Podtr&EHI#E, ARFZBAFEAPodiREHIE.
ARSSIRIR(E e N
Podir&EiBXNBIES, BT RENESEM.
oy EETEREBAIPoIIRE . MIRRBIHRBFMRSIFIERE—, BAEES
EENTEZAT, ER LB IEREEMPodinSIEE RN TIERH .
BERIMY SKIFHTTP. HTTPS, (Sl ek SRS URRHEZERHTTPS,
BRI EEIER ERBREIERE “+” MEISRITE . fla0, BRERI/a/{b+}.
i% 0 ESCCETERHNENKROS
ZEINIE SZIFAPPIAIE. LERIAMINIERITSIAE
o APPIAIE: FRHAPIMKIRS AREIERILZEINIE, HEEFFHAPP
INERR .
o HERHIAMINIE: FREBAMESHITLEIAMIE,
o TINIE: BRAFEIAIL,
ZIFEICORS ERFBEEISIEICORS ( cross-origin resource sharing ) o

CORSAVFRIS R MISIEARSS 28, A HXMLHttpRequestiEsk, MMsEiR T
AJAXHBERNTR{EFRRIBRE -

CORSIEXRD I

o fHERIEX: LEEZH, BII—Origin=FE,

o JFEEISR: HEIER@EESZHEI, EII—RHTTPEIEIEK,
FFFECORS (E@ERiER ) BY, BHEBHMEIE— “BRSE" B
“OPTIONS” BIAPI, BEfMRIFIESEFRBEIHIAIE.
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S ol
[EimEEAT (ms) [BimiRSS1ERAVERTAYE], FIIESSEE1mMs~60000ms,

MREFAPHEINEIET, BEFERIMAEIZERER, BEIEKEmE
RIRdE), LMEHFEIRE .
52EA

FpEcESEHPESGERIRIE) LR, AIZ2CEE 1 ms~600000ms.

S B “SEAL” .
-

EE S
AT ZARAPIRX T =2 2E5 S CCE TFtust

7.8.5 & APIG HY API
APIGZHHEBIZEAIAPILUSON, YAML, YMLX RIS, TiESHEMAPIFOHL
ESHAPI,
EH API
$E1 HANAPIRFERFIATRE .
$2 RIETIRSEAM S EBIEESLol,
£1FE3 EEAMSHZER “APISIE > APIDE” . BHESBESMAREE ‘SH”
SELMSHFZIEE “APIEHE > APIBIER” |, BE “SHAPI” ,
T4 RIETERSHNE, RESLSH.

#F 7-15 S API

2¥ 1588

API534H TR ESHAPIFRERIAPISH .

ETHE ERESHAPIFRTERIIAES .

API FUASHAPIDARREIMERIFTERIAPI, IRFESH
%ﬁpl, B ‘BEMSHAP” , DIEFEESHAIAPIZ
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SH

ol

APIZENEHE

o £EFEN: GIFEAPIHIRBEKREN . BimiRSEXF0
NEM . BERATIBAPIE N &EHHSwaggerziOpenAPI
X,

o FEBEN: SiEAPIRIMBEKREN . [GiniRSE NI
NENX, EEIEAPIKEXRRERTIRES . thialiEHIsR
B% . HREGRISAIEXFGPEXRINSE .

o HitTENX: SIFAPIRIRIERENFIMNEN, ~EIE
ERIRSEN . EFAPIFIHIERE X IR T Swaggeriil
SBENXINS,, EEIEAPIRXAY—LESwaggerl B=F
B8, IEATFARSwaggersOpenAPIKETLHIAPISIRSE
o

o AAREN: HEE2ETENEM FEINKAZHMHIAPIRGIG
IREN o

Sititg=l

1%EIRISON. YAMLEEYML,

BE YR

ASEAPIBEXMRAS, MRRBEERTS, FIA
{EF=RIAYE .

OpenAPIkRZS

RS Swagger 2.08%0penAPI 3.0 XAJIAPI,

$|5 BE ‘SH’ , aNBTSHER, HBEIITHNME.

-

7.9 APIG B9 AP BENX

7.9.1 x-apigateway-auth-type
BX: ETFSwaggerfJapiKeyt\MEFRETL, EXAPIMESZIFAMSEINESL
{EFBis: Security Scheme Object(2.0)/Security Scheme Object(3.0)

Swagger:

securityDefinitions:

apig-auth-app:
in: header

name: Authorization

type: apiKey

x-apigateway-auth-type: AppSigv1

apig-auth-iam:
in: header
name: unused

type: apiKey

x-apigateway-auth-type: IAM

OpenAPI7Rfl:

securitySchemes:
apig-auth-app:
in: header

name: Authorization

type: apiKey
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x-apigateway-auth-type: AppSigv1
apig-auth-iam:

in: header

name: unused

type: apiKey

x-apigateway-auth-type: IAM

xE 7-16 SH15HA

2% = | B 1588
Whid

x-apigateway- | 2 String APIRJKIANESSEY

auth-type e AppSigvl: APPIAIE
e IAM: IAMIAIE

type = String INIESREY, {Nxz¥FapiKey,

name 2 String BFAERNSHER,

in 2 String {XziFheader,

description & String HIAMEE

7.9.2 x-apigateway-request-type
BX: APIRIKENRIAPIERZER!, ZHFpublicilprivate,
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
il
paths:
'/path":

get:
x-apigateway-request-type: 'public'

xR 7-17 SEURB

2% =E | B 588
x-apigateway- | 2 String APIZERY, FiFpublickOprivate,

request-type o public: AFFERIAPI, TTLL LS,

e private: FABZEEIAPI, Fatl E
ho

7.9.3 x-apigateway-match-mode

BN APIRKEMAIAPIERURLAIICAHRT,, SZFNORMALFISWA,
{EFBisk: Operation Object(2.0)/Operation Object(3.0)
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pi:
paths:
'/path":
get:
x-apigateway-match-mode: 'SWA'

% 7-18 SHBP
Y B 88

x-apigateway-
match-mode

2 String APILESET, Z3FSWAFINORMAL,

o SWA: HIZRPTHS, #0 “/prefix/foo”
0 “/prefix/bar” &f=t “/prefix ”
ITEZ, {B “/prefixpart” HIAREAHIT
[iTv8

e NORMAL: #X$PTES, ¥0 “/prefix/
foo” REEM “/prefix/foo” UTED,

7.9.4 x-apigateway-cors
BN APIMXENXRIAPIEKREE SZIFEL
{EFBiE: Operation Object(2.0)/Operation Object(3.0)
Bl

paths:
'/path":
get:
x-apigateway-cors: true

% 7-19 SHBP
Y BE | %m 88

X-apigateway-
cors

boolean AT REIERIVFRE
o true: i,
[ J false . Z:E?% o

FEEEIAEAIAPIER, MMM SIEINI0T ki

g2 R LigE )%
Access-Control-Max- 172800 FRAS I R B KB 7FAT 8] .
Age BB s,
Access-Control-Allow- | * SOVF{Eatal .

Origin

S i%hRA 18 (2025-12-03) AR © AR BRABIRAS 121


https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#operation-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#operation-object

AP| [

BFiErm 7 E1E API
LA FR LiEfE ik
Access-Control-Allow- | X-Sdk-Date, X-Sdk- IERIERAIFRYLE
Headers Nonce, X-Proxy-Signed-

Headers, X-Sdk-Content-
Sha256, X-Forwarded-
For, Authorization,
Content-Type, Accept,
Accept-Ranges, Cache-
Control, Range

Access-Control-Allow-
Methods

GET, POST, PUT,
DELETE, HEAD,
OPTIONS, PATCH

IEVBRAIFRITTIE

7.9.5 x-apigateway-is-send-fg-body-base64

EX: REXSFunctionGraphXZ BiFSHIERAF#H1TBase644w3, booleanzkE!,
{EFBi%: Operation Object(2.0)/Operation Object(3.0)

<l

paths:
'/path":
get:

"x-apigateway-is-send-fg-body-base64": true

xE 7-20 SH15A

body-base64

2% =E | kB kA

WA
x-apigateway- | & boolean =EX5FunctionGraphZ EiASATIERK
is-send-fg- i TBase644RhT o

o true: R,
o false: A¥gL.

7.9.6 x-apigateway-any-method

BX: APIMXENXHIAPIEXRTS L, ALAPLHCAKY
{EFBis: Path Item Object(2.0)/Path Item Object(3.0)

5

paths:
'/path":
get:
produces:
- application/json
responses:
"'200":

T

BAEXE

MBIHTTPH %,
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description: "get response"
x-apigateway-any-method:
produces:
- application/json
responses:
"'200":
description: "any response"

& 7-21 SERHT

e =E | EE kA

WA
x-apigateway- | & String APIIBRGT%
any-method

7.9.7 x-apigateway-backend

BN APIRXEMBIAPIRIHIRSZSEN o

{EFBiE: Operation Object(2.0)/Operation Object(3.0)

Al

paths:
'fusers/{userld}":
get:
produces:
- "application/json"
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "backend endpoint type"

*& 7-22 SEURB

2% m=E | XE 1588
x-apigateway- | & String APIRIRARSZEN o
backend
type = String [EinfRS52EEE, ZHFHTTP, HTTP-
VPC. FUNCTION. MOCK,
parameters & X- FIRSEHEN
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPEE RIHIRSEEN
apigateway-
backend.http
Endpoints
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2% =E | XkE 588
httpVpcEndpo | & X- HTTP-VPCEEFiRARBZEN o
ints apigateway-
backend.http
VpcEndpoint
s
functionEndp | & X- FUNCTIONZE B FimfRSSE N o
oints apigateway-
backend.func
tionEndpoint
s
mockEndpoint | & X- MOCKZERFiRIRFZENX o
s apigateway-
backend.moc
kEndpoints
httpVpcMemb | & X- HTTP-VPC-MEMBER-GROUPZEE! fFim
erGroupEndp apigateway- | IRSEN .
oints backend.http | pttpvpcMemberGroupEndpointsS15
VpcMember | pofp, snaiem, SRS TEE.
GroupEndpoi
nts

7.9.8 x-apigateway-backend.parameters

BX: APIRFKEMAIAPIFIHRSEEN o
{EFBi%: x-apigateway-backend

Al

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true

- name: "userld"
description: "FHR&"
type: "string"
in: "path"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"

parameters:

- name: "userld"
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value: "userld"

in: "query"

origin: "REQUEST"
description: "FAIFZ"

- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "JAFE"

& 7-23 SR

2% 2E | xm 388
name = String SHER, KEFBII2NFE, H

FH. H=F. TRI&. ELkaimEn,
B8k,
headerf BRI HBIRFAX D KNS,

value 2 String SHE, HSHKIEHREQUESTH], &
TNERSHER

in = String SHUIE, x¥Fheader. query. path,

origin = String SHBREIKIR, XIFREQUEST.
CONSTANT,

description B String SEE XER,

7.9.9 x-apigateway-backend.httpEndpoints
B APIREEMHIHTTPEEIAPIGIHIREEN o
{EFiE: x-apigateway-backend

<l

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"

httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
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& 7-24 ZE0RHT

B8H = | 5488
Wik

address 2 Array [EinARSS e, &0 <iHBFakIP>:
[port].

scheme 2 String RimERIMYEN, Z#Fhttp. https,

method 2 String BimiEkAE, XIFGET. POST,
PUT. DELETE. HEAD. OPTIONS.
PATCH. ANY,

path 2 String RImEKER, ZIFRETS,

timeout B Number [EimiEREntatE, BU=ER, REE
735000, BYESEE/91~60000,

7.9.10 x-apigateway-backend.httpVpcEndpoints

&YW APIMEENHIHTTP VPCEREAPIGHIRESEN -

{EFBiE: x-apigateway-backend
Bl

paths:
'/users/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "IAiiEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP-VPC"

httpVpcEndpoints:
name: "vpc-test-1"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

& 7-25 SE0RHT

2H 2 | kil
whik
name 2 Array VPCIEIBRAR.
scheme 2 String [EimERIMNEN , Z#Fhttp. https.
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2% 2 | jizkil3
WhiE

method = String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS,
PATCH. ANY,

path 2 String FRImEKER, ZIFRETS.

timeout S Number [EimasRkiBatatia, B=y, HREE
735000, BYESEE/91~60000,

7.9.11 x-apigateway-backend.httpVpcMemberGroupEndpoints
BYX: APIRIKENXHIHTTP VPCREAPIFIRARSZEN » M RENZIRMER, MHEE

F, 1SRRI EHFE,
{EFBi%: x-apigateway-backend
il

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "iAilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "HTTP-VPC-MEMBER-GROUP"
httpVpcMemberGroupEndpoints:
memberGroupUrlinfos:
- name: "XxXxxx"
scheme: "http"
method: "GET"
path: "/users"
enableClientSsl: false
enableSmChannel: false
retryCount: 0
timeout: 5000
name: "VPC_6Z70"
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& 7-26 SHUA
2 =h | =H izl
memberGrou | 2 X- R3S 4HURLER.,
pUrlinfos apigateway-
backend.http
VpcMemberG
roupEndpoint
s.memberGro
upUrlinfos
name 2 String REBERIR. KEN3~64HIFRF
B, ZHEAPN. ZNFE. HFE.
EF'*zlJé)% THIZ%. mHE, BREELIE ‘
NakHX sk . RXFERFIRIUTE-85
ZunicodeZwfi3
timeout B Number [EimiEskiEatATiE), BUEY, BREE
735000, EUESEE/1~60000,
retryCount B String BKEIRARFHIIEIRE, BAR-1,
%[_1110]0
HizER- 18, BEEEOSEA1UR,
EREWARLEIR, POST, PATCHA X
HFIEEE; GET, HEAD, PUT,
OPTIONSFHIDELETEE /532 B
FREE: -1
enableClientS | & Boolean EEFBNEIAUE,
sl
enableSmCha | & Boolean EEBHESMBEEE .,
nnel (RSB A5 SM R B BB A RO ST HIRT S
BHE.

7.9.12 x-apigateway-
backend.httpVpcMemberGroupEndpoints.memberGroupUrlinf

(0

BN APIREEMHRIHTTP VPCERAPIFIRIRSEN . W BENXSIREA, WEE

B, BREXITEHE,
{EFiE: x-apigateway-backend

<l

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
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- name: "X-Auth-Token"
description: "iAilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "HTTP-VPC-MEMBER-GROUP"
httpVpcMemberGroupEndpoints:
memberGroupUrlinfos:
- name: "Xxxxx"
scheme: "http"
method: "GET"
path: "/users"
enableClientSsl: false
enableSmChannel: false
retryCount: 0
timeout: 5000
name: "VPC_6770"

& 7-27 SERHT

2H KR

& Hll
S0

1538

String

ali

scheme

[RimiERIMYEN , #Fhttp. https,

String

ali

method

EimisKFiE, ZIFGET. POST.
PUT. DELETE. HEAD. OPTIONS.
PATCH. ANY,

String

Fali

path

Bkt , STLAEEIERSE, B{R
iR, tkin/getUserinfo/{userld}, SziF
* [ %- _ . FEHRFERS, BRERNET
512%F %, Bi%EURIFGE.
YiIFNETE, FRTETEN, 81
LEZHEENI~2MNFEEE, FF
BHENFE. HF. hil%k. TH&%
Hpk, BREELATEN T L,

String

ali

name

VPCEIBEGinIRSZREBIR. IFNF.
BY., ¥F. TH&E. fRI%. =, H
R ARIFNINEFL, BKEH3~64
FF . AXFEFVRAUTF-8E
unicodeZ®fg .

7.9.13 x-apigateway-backend.functionEndpoints
B APIRXEE X BIFUNCTIONZEEIAPIFIHIRS ENX -

{EFBi%: x-apigateway-backend

<l

paths:
'fusers/{userld}"
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get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "iAilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "FUNCTION"
functionEndpoints:
version: "v1"
function-urn: ""
invocation-type: "synchronous"
timeout: 30000

xR 7-28 SHIHA
el 2 | E 15488
WhiE
function-urn | 2 String ERETURNHBIE
version 2 String EREARA o
invocation- 2 String RECEARRE, TIFERETEE,
type
timeout B Number EREGERTATE], BRZ=R), RaEs
5000, BYESEEI/31~60000,

7.9.14 x-apigateway-backend.mockEndpoints

&V APIM¥ETENBIMOCKEBIAPISIRIREZEN o

{EFiE: x-apigateway-backend
=~

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "mocked"
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xR 7-29 SHIHA

el = | FH 15488
Wik
result-content | £ String MOCKIR[EIZER

7.9.15 x-apigateway-backend-policies

BN APIMXENXAIAPIFiHREE .

{EFBi%: Operation Object(2.0)/Operation Object(3.0)

Al

paths:
'/users/{userld}"
get:
produces:

- "application/json"

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"

& 7-30 2H05A

2% r S 1588
14
x-apigateway- | & x-apigateway- | RH&/Sifm .
backend- backend-
policies policies
type = String [EimARSSEE, STHFHTTP. HTTP-
VPC. FUNCTION. MOCK. HTTP-VPC-
MEMBER-GROUP,
name = String [RiRRIEETR,
parameters & X- RIRSEHEN -
apigateway-
backend.para
meters
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SH

RE

Lz

httpEndpoints

X_
apigateway-
backend.http
Endpoints

HTTPZEERSZEN -

httpVpcEndpo
ints

iy

X-
apigateway-
backend.http
VpcEndpoints

HTTP-VPCEEURSZEN o

functionEndp
oints

iy

x_
apigateway-
backend.func
tionEndpoint
s

FUNCTIONZERIREBEN -

mockEndpoint
s

iy

X_
apigateway-
backend.moc
kEndpoints

MOCKZERIRSZEN »

conditions

i

X_
apigateway-
backend-
policies.condi
tions

ZRHE

R
R

H#4H.,

httpVpcMemb
erGroupEndp
oints

1y

X_
apigateway-
backend.http
VpcMemberG
roupEndpoint
s

HTTP-VPC-MEMBER-GROUPZE! %
ARSZEN o
httpVpcMemberGroupEndpoints&#(5%
PR{ER, WFEFER, SRR TEFE.

7.9.16 x-apigateway-backend-policies.conditions
BN APIRIEE M HIAPI Sk SEHE Rt o

{EFBiE: x-apigateway-backend-policies

Al

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

responses:
default:

description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "backend endpoint type"
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API %
FBFigrE

7 S8 API

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",

origin: "source/request_parameter",

parameter_name: "string"

% 7-31 ¥R

¥ =2 (X 5488
WA

type 2 String REGFM KT, ZHFequal. enum.
pattern,

value 2 String RIERHES

origin = String RIERMHMAKR, SiFsource.
request,

parameter & String REEEHBNER Arequesths, ERA
SHIBTR,

7.9.17 x-apigateway-ratelimit
BN S|ERERg

{ERBiE: Operation Object(2.0)/Operation Object(3.0)

Al

paths:
'/path":
get:

x-apigateway-ratelimit: 'customRatelimitName'

*& 7-32 SEURAB

2% = | XE 5eRH
D

x-apigateway- | & String % s

ratelimit

7.9.18 x-apigateway-ratelimits

BX: ERIEETR S REARISIRET .

{EFiE: Swagger Object
Bl

x-apigateway-ratelimits:
customRatelimitName:
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api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: second/minute/hour
shared: true
special:
- type: APP
limit: 100
instance: XXXXXXXXX

& 7-33 SH0RHT

28 = | s ootz

customRateli | & X- IEESTRATRIERES

mitName apigateway- | sm(hEmiZER% igx-apigateway-
!'atellmlts.pol ratelimitBM4HE5 | BZRIERE R
icy

7.9.19 x-apigateway-ratelimits.policy

B RERBEN .

{ERLE: x-apigateway-ratelimits

0

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XxXxxxxx

x 7-34 SHU5A

2% =E | XB 588

Wiz
api-limit 2 Number APl ELREPRE o
user-limit & Number Pl R EBRE .
app-limit B Number RI Rl RZBRE
ip-limit B Number iR IPI R EPRE o
interval 2 Number I RIS AT ) EER
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AP| 3

FPiEmE 7 18 API
2H 2 | jizkil3
WhiE
unit 2 String IR REgEY B AR, SiF

SECOND. MINUTE. HOUR. DAY,

shared & Boolean EEHEREREE.
special & X- KRS RS
apigateway-
ratelimits.pol
icy.special
XIREA

7.9.20 x-apigateway-ratelimits.policy.special
B EHRREREREL.
{EFBis: x-apigateway-ratelimits.policy
Bl

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XXXXXxxx

& 7-35 SE0RHT

2% =E | XRB 588
AT
type = String FEERIMITERAGZREY, ZIFAPP, USER,
limit = Number APIESIBIENRES
instance 2 String 45TRAPPEL USERAIITRITIR o

7.9.21 x-apigateway-access-control
BaX: S|EBEFHISRE
{EFRiE: Operation Object(2.0)/Operation Object(3.0)
o~
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paths:
'/path':
get:
x-apigateway-access-control: 'customAccessControlName'

& 7-36 ZERHA

2 =h | =3 pizlilz]
x-apigateway- | & String R HI SRS
access-control

7.9.22 x-apigateway-access-controls
B BIOEHIRIE B RS KBRS IR .
{EFBi%: Swagger Object

Al

x-apigateway-access-controls:
customAccessControlName:
acl-type: "DENY"
entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

xR 7-37 SEURB

¥ 2E xR iR
WA
customAccess | & Xx- 15 EBFRAVIFIOEHISRES o
ControlName apigateway- | ynes(spRizaRs | EEEx-
access- | apigateway-access-control/E14H{ES|F
controls.polic | yimaepeozr
y

7.9.23 x-apigateway-access-controls.policy
B HITEFIRIEEN
{EFBi%: x-apigateway-access-controls
<l
x-apigateway-access-controls:
customAccessControlName:
acl-type: "DENY"

entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16
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API 5%
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% 7-38 S¥i%8H

2% = | KB 15288
Wi
acl-type = String BIEEHIIT, SZIFPERMIT. DENY,
entity-type = String HIEEHIRTER, (2P,
value 2 String BIEFIZRESE, 24MMELL ¢, EfR.

7.9.24 x-apigateway-plugins
BX: APIRIKE X HIAPHEHARSS o
{ERBiE: Operation Object(2.0)/Operation Object(3.0)
Bl
paths:
'/path':

get:
x-apigateway-plugins: ['Plugin_mock']

*& 7-39 SEURAB

2% = | =E ikl

%551
x-apigateway- | & Array APIER4BERVRIERZIIER .
plugins

7.9.25 x-apigateway-auth-opt
BX: APPEIZINER NS
{ERBiZ: Security Scheme Object(2.0)/Security Scheme Object(3.0)

Swagger:fi:
securityDefinitions:
apig-auth-app:
type: apiKey
name: Authorization
in: header
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
type: apiKey
name: Authorization
in: header
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
type: apiKey
name: unused
in: header
x-apigateway-auth-type: IAM
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OpenAPIZR=fl:

securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

X 7-40 SE6RBH
2% =AWk | KB 1548
appcode-auth-type & String | AppCodef&ZIAIESERY, BRIA

Jadisable,
e disable: RAHABEZIAIILE

e header: FEEZINER
AppCodef{yETEHEADER,

7.9.26 x-apigateway-result-normal-sample

BX: I RIRA .
{EFBik: Operation Responses

Al

paths:
/:
get:
responses:
default:
x-apigateway-result-normal-sample: success

7.9.27 x-apigateway-result-failure-sample

BY: KMIRRE.
{EFIE: Operation Responses

i

paths:
/:
get:
responses:
default:
x-apigateway-result-failure-sample: fail
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API %

s 7 12 AP
7.9.28 x-apigateway-authorizer
BaX: BENAIENR,
{EFBiE: Security Scheme Object
Bl
x-apigateway-authorizer:
auth_downgrade_enabled: false
authorizer_alias_uri: "
authorizer_type: FUNC
authorizer_uri: >-
urn:fss:region:73d69ae0cfcf460190522d*****+*+*+ function:default:DSFA
authorizer_version: latest
identities:
- location: HEADER
name: test
validation: "
need_body: false
network_type: V2
retry_attempts: 0
timeout: 5000
ttl: 0
type: FRONTEND
£ 7-41 24508
2% ERWIE ESid) 15388
authorizer_type 2 String ERBYPINNESE
FUNC,
authorizer_uri 2 String R ETIE
auth_downgrade_ | & Boolean TIMERNFX, BIAS
enabled false,
authorizer_alias_u | & String R Z bt .
fl HERERIZURNFIRZEL
IRARIEHENR, B2
IR ARG, Re(E
FREREAIZURN,
authorizer version | & String ERERA o
HERERIBZ URNFNRZL
IRARIEHENRS, S35
IRAEIR S, RefE
FIEREIAIZ URN,
RAKE: 64,
need_body B Boolean A A&IEbody,
identities & Array of NIESRE
Identity
objects
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API [

P15/ 7 E1E AP
2% BRWIE E- St i8R
network_type S String X EEEREAI LB BRI
y

o

e V1: JEVPCRIZEEEH
o V2: VPCRZELEHY

HaE: Vi,
retry_attempts 5 Number B E
timeout & Number ABATATE
ttl & Number EFAYE,
type 2 String BEMNIAIESRE,
e FRONTEND: Hijif
e BACKEND: [Fim
K 7-42 |dentity
2% BRWIE St 15188
name =} String SHEBR,
location = String SHE,
validation e String SHIRIGFIAT,
ERAAInull, A
G .

7.9.29 x-apigateway-response
BN APIBIMKIIRZFR
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

<l

paths:
/:
get:
x-apigateway-response: test

7.9.30 x-apigateway-responses
BN EEN MR,
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

i

X-apigateway-responses:
default:
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ACCESS_DENIED:
status: 403
body:
application/json: >-

denied","request_id":"$context.requestid"}

7.9.31 x-apigateway-pass-through
SN APIFNBRSHESBEE . alwaysHE, neverhAd,
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

<l

paths:
/:
get:
parameters:
- maximum: 0
minimum: 0
maxLength: 0
minLength: 0
type: string
x-apigateway-orchestrations: []
x-apigateway-pass-through: always
x-apigateway-sample: "
name: test
in: query
required: true

7.9.32 x-apigateway-sample
BaX: APIRBERSHRHNE.
{EFBis%: Operation Object(2.0)/Operation Object(3.0)

<l

paths:
/:
get:
parameters:
- maximum: 0
minimum: 0
maxLength: 0
minLength: O
type: string
x-apigateway-orchestrations: []
x-apigateway-pass-through: always
x-apigateway-sample: 'test-sample'
name: test
in: query
required: true

7.9.33 x-apigateway-content-type
BX: APIRIBRAERE,
{EALEL: Operation Object(2.0)

<l

paths:
/:
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API %
FBFigr

7 S8 API

get:
x-apigateway-content-type: application/json

7.9.34 x-apigateway-orchestrations

BN APIEKRSHITRHEINGIZE,
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

<l

paths:
/:
get:
parameters:
- maximum: 0
minimum: 0
maxLength: 0
minLength: 0
type: string
x-apigateway-orchestrations:

- Orchestration_114w
x-apigateway-pass-through: always
x-apigateway-sample: "
name: test
in: query
required: true’
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APIECERUZRERME S TIRIZRISRILHIE APl E— MR, — P APIRBER
—IREREEGE, BE—NRERBEILUGIES AP,

WIRAPIREGPETIZREE, MITRHMENIH “‘BEEESE &
“ratelimit_api_limits” F9SHIEITE.

RESFOAPIABIEE MY, RENAPISSERIRS, RIEAITAPIER . JIAPIEBE
RIEEIEERNIAE, FRASERE FAIAPIER .

RESAISBE . BRYB. EHRLITER, FHFEZEHRMAPL,
APIFY TR EAZINRISHIHER R, BREMENASTHE FEagfErIR

B .

INRKBESAPIEHEXRR, WRBTEHRITHIFREE.
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RERFIRYAHHE, BAANER . 2. . Ko
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APl ERRH!
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R ERE

BNEFEABAPIRE IR, (NEAPINZSINESR S
APPINIEEEIAMIAGERHEFE

o THBIY “APIREIRE" .

o 5 “BK’ RAER, FRGMUMDRNENAEFER
RYLIR.

o MRBEKSTFESIFRFBEAP, RERSRITHY
ARREGETIRA

EERERE

BENMEIEEBAPIRE LR, (NEAPINZSIAESZ S
APPIAIERTIEH o

o FiBIE “HFRERSE" 1 “APIRERST" .

o 5 “MK” BEGEA, FrRBUERREREERXE
LR

RIPA E PR
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Forwarded-ForsLshfdIPYE S iz A0 BrKIE o

o iBIY “APIRERFI" o

o 5 “NIK” BLAFER, X RB(AIEARIIPHEILERIX
R,

KT EHIRERAUEIR . IREN1~2557FFF .

MAERRAS 18 (2025-12-03)

IRIERE © LATITERAGIRAT 144



AP| 3
HPFPigE 8 & API 5EHE

SR BE “HBET .
o MRFEWNEANEREHITREIZF, TUE “REZTFIRIR” PIUREZFIRE

BRI,
o NEESURMERHGREEH, TUE RESHIEE hRRHE
BN
SIS IO, EBENBIRYIEAPI, A AERIIAPIER,
R

FIZREE4ETE API
ST BERIESIR, HAREFS.
S22 FEAPIBIRXIEEIRNER, BE “45EAPI”
I3 THIRAPIDEHIURRMIMNG, AEMFEIIAP
SIFHBITAPIZFREATE AP, REHCIEAPIBTE XHIHFE o
T4 2F “HRBE , PETHK.
o  MEB|NAPINTESPELLERE, BEAPITETH “BE4D”

o WNRIEAPIFNERYPEIULRES, WAIESHESIAAPI, BEIIRLETS “M487 .
E=Z[ERTEE481000NAPI,

.

AirEEHIRIEECEHRERE
MRFENENERHEITREEE, TLABIERERIEPRSSHRERTI, 185
ERNERERESE, ZERENEREREREIZSFHREREERS, APLREMRE
AP R 2R ZRERIERE
£} ERIEREFERE, BF SHRERT RE, #NFHREERE.
$I2 BE INIMFEHRERT  BE CRIMPRERE" THEE,
3 BIUTRMLR, SIMEHER.
o TINEBRERE: BE ‘BBRKE" , BEEAEE, BARE.
o NINEMENE: BE “Hitt” , MARMAFLEREIDMEE.
AR
HHERRRENESRERERGELRIERN, LIFRERRRENE.
f5lan: APIRERSIER10, ERREMRGUES3, D12, FHER (FRA) RiEEHR
2, HHER (EEB) RiEERN, ERAMEDIRERSTLUADLEE 7iZRIZRIEAIAP 2
R, EREBIE1 D HARZS T LUBIDE T IZRIERESHIAPI 4K

-

AR H RSB

MRFBEMENHAHEITRERT, JBIEREREPRIMFRERSEI. £
FiRInEInERE S, ZHEPRBPRERTSZEFREFPISERS], APIRERS!
N R EPRHI 2= R ERIRE o

M i%hRA 18 (2025-12-03) AR © AR BRABIRAS 145



AP| [
=z e i=1Ea] 8 & AP| 5EHE

SR EREREFRRE, B “SHRERT , SNSHRERTE,
$W|2 BE INIMFEHRERT , BE CRIMEAER” IHEE
£33 RIETERSHRE, BAEPER.

% 8-2 1FKIEFER

28 18R
HFID HPIDAKSIDIIREID
o 4IEAPPIAIERIAPIRY, FAFIDAIREID, RENRE
ID,
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K, SR LAUBIS g S IPHBI Sk PRI B BB Bk IE/ IR RN IPHBIE /MK S3 /MK
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AES “,” [BFF, WSAZIFFREELT “,7 LAsh
AMEEASCIZESR, WSRKERGIE1~641MF/R, &
TIFAHTF . SRSEFEHFHERKEARBE1024,

158H
o — M APIEIRISPEFRNEBIOS OHEHRISERS . WP 4RI

ZARBAWSIDREE , HITAPIRT, MBRREEAEE, R
REEZE, RGEINBE/T; MRREREEHEHES
B, RBBITHERA ‘B 1318,

o —MAPIEIRSSPE=FhEEIRTIGIOIFEHISERE . |PLEERYIPSE
B WKPHERIKS S ERFNKSIDREE, JHTAPIRS, P4
ERMKPHER ‘B %R, Hh—ARIeEMNL5E%
M. (—MAPIRBTSEEIPEEFNMK S /M S IDZEBYI alE
ﬂﬁ)ﬁmg, X AR R BRI MMB iR S = SR BB iE4E

shi’F

BiE “1F7 M “ZELIET
0“8 BEER, AF/ZIHSERIPHELE/IKS /MK
SIDiAIEAPI,

[agiichils

N3 “3E17 Jp “IptBht” BAEEERECE
BIARFSREZEIESIAIAPIROIPHENE, SIPHBUEEE .
i588

FVFRAREFIAIPHETRE, HBIATIURERS100%,

K=1D

X “3B7 1 “IKSID” HNEERE.
BARIFEREZILGIAAPIIKSID, S MKSIDZIE)E
RZEES “,7 RFt.

TeL REEReA LANAFE, &% “BIELE"
£ “FREIE” NEIREAFAIKSID,

KSE

XY ‘37 B KSR HEEERE.
BMARTFHEZILHFVAPINKS S, SPMKSEZEE
RZEES “,7 IRF.

TR BREERIe A EANRAFE, BF “RIEIET
£ “HAFBIE" NEIREVABFRIKS A
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APl %
HPFPigE 8 F2E API 5EH&

SR BE “HBET .

WREFESFHIECIEAIRE, BECLERIEA “BE° JIhRE ‘wE” kKBS
$E0AT . ERERERRIR IR RES CRZRIRIESMES .

SIS IO, EEBENBIRYIEAPI, A AERIIAPIERL,
e

FITREE4EE API
ST BERIESIR, HEAREFS.
S22 FEAPIFIRXIEEIRNER, BE “45EAPI”
W3 FHIBAPIDEIUARLMIMNG, AEMEIIAP,
S IFBITAPIZIREATEFFIZAPI, IRENCIRRAPIRTE X AR o
B4 BFE “HRE , BETHK.
o MWMRBNAPINEEGPELLRES, BEAPIFRTEITRY “FBYD” .

o UWNRISAPIFNERYPEULREE, WAIESHELIAAPI, BEIIER LT “M487 .
ExZ[ERTRE481000NAPI,

R

8.1.3 EcE APl BYRiRiRS TS
& EHBRATERBERIAPNENS, EAPIRXEREHESE, REEHE
SRS .

BREHH—IIKeyFSecrettApl, EREFATEIERIAPIATEER . HEAEHY
EAPIS, APIRXMEGIHARS AIXLLAPIFEKRET, SIEIMBNNESES, WINEE
EiniRSKERESNHTES, Bt RERAPIMN XD RAYAuthorization
LB ERE—HCRIRIAPINE A

8-1 EXFARIZE

SOAPIFISE SERESE
Eneny Exem
3 HiEE, AT Authorization
& AP LhmaEEES
=28 AP RiRES

1. #EEFIeIEEEER,
2. BHCIEREZERGIEAP

3. APINXEEEBEIEREZEIEIRRS, WATAuthorizationkPEEEZER.
BiFRSEIFRBIAFLES (Hlf0lava. Go. Python. JavaScript. C#.
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BPiErm 8 FeE API FHE
PHP, C++. CF ) #1783, BUILLIERLERINAPIMKEIT R
Authorizationsk P& Z 2B/ —HERIRIEAPIRIG A

YR 5SR
B— M MEF—PAPIRBESSE— N ERZEH, — N EREHTLUGBEZ AP,
REEFIAPIASIEEMY., RBENAPIYSERIERE, RIEAXIAPIER . SIAPIITE
K EIEEARINE, FRRIHEEINE EAIAPIERL
RESRISPE . MRG0, EMELATER, AHEEEHMAMAPI,
AQPIE@J‘Fé%i‘;TM’EZT%HFDJ%H%E’\Jéﬂsiﬁééﬁ, BREGRIDASTE FTERI4IErISR
Bz
WNRKIESAPIEEPEXRR, MR ERITHIBRSE,

IR IARME

£B1 HANAPIRNKIEHISTR@A .

$I2 RIFEERSEEMSHE EFIRESA .

TI3 EEAMNSHEIERE “APIEIE > APIERER” .

$R4 £ “RIBEE TUmE, S eUERET .

SRS £ IEERRERRE MEPIEE “ESRREE > BRERT .
$IR6 £ “EURRER” HET, RIETRSHRE, BERKER.

x 8-4 SZZHSHIRAB

2% il

EHBIR BENXEZMR, BTIRAIAERNER. IFHX. B, #
F. T, BREEAENEHNFFL, KEH3~641F
Fo

=3ig EFEZEPAPAIERE, TEE “HMAC” | “Basic

Auth” . “AES” #0 “Public Key” ,

AELBINERESEPFFE “public_key_enable” IhEEE,
AZH5EE “Public Key” 2284,

BEREX EFRAESHERELR, EELITREH:

e aes-128-cfb
e aes-256-cfb

Key RIEGERNEREE, HERRNERER.

e HMAC: IEEAPPIAIEFR{ERZEAXIHIKey o

e Basic Auth: ESbasia\iEF{ERNAFREZ.
AES: SHEEAESIAIEFTERIZHkey o

Public Key: &S public_keyIA\MEFT{ERRAIASE
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API %
FBFigr

8 2 & API 55HE

SBRT

SR8

2% 588

Secret RIEEENZARE, HERRNZRRER.

o HMAC: IHEAPPIAIEFERZEHIAYSecret s
e Basic Auth: EBbasid \iEPT{ERNZE .

o AES: HEHEAESIAIEFT{ERNMEE .

e Public Key: 1ESPublic Keyi\iEFF{ERBRIFATE

TiASecret BEE5Secret—&AY(E .

BE “HE” .
RISCIES, LT ERIESPEAPI, 7 BEERIEXIAPIERL .

e

JIEREE4ERE AP

LR
£HR2
S$IR3

+R4

P REER

BERIEETR, HAREFS.

FEAPIFIRXIEIGFING/G, B “HEAPI” o
TEIRAPIDHLIN A fIME, DIEFRFAIAPI.
XIFBITAPIZFRIARE TFIEAPI, 1REE HCIFRAPIBTE AIIRE o
BE ‘T’ , PETM.

o MNRBPAPINERYPELLREE, BEAPIFREITHY “#2407 .

o UNRMBAPIAEEYPEILRES, NAIEFELAIAPI, PEIIFLT “FBE” .
EZEIATRE810001NAPI,

e

SEZZE XN RIRRSBHITES, LENEZERMAPINKET RAIAuthorizationsk
PEBEL—HBCRIRIGAPIRIG A

8.2 Bit & API BG4S0

8.2.1 BicE& API HUiEIHF/FH=

EF=EMER, NNRSRENREMARRLENEEFR, WIIREmREENEH
HUAYERIR . CORSTIFNNIRE MESIRARSS 28 AIXXMLHttpRequestis=R, MTISCINES
Hinia. ESEEIHAREIES WEEERAPIGHEIAPI .

SRR = SRR NI E A R HE BTGB R LFNMANEL . BEh U2 IS FieiB
APIRYY FERES, AJBRIER. RIFHISCINAPIRYESIESIE .
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AP| 3

HPFPigE 8 F2E API 5EHE
(MARY:
o WRILRIEAELBISLHITASZIS, BIRARTRFARELFIZIEITIRA .
o FISHLPNER, NBILEEME, SEEEE.
LR5IRE

o [EF—PIEH, —PAPIREER— M EBEHEERIRGE, B BEHEREALL

HESTAPI,

o [E—APIDET, HBEIEKREZAIFIEAPI, REEHER— M EBEERLZRE.
o MIRAPIHET “X#FCORS” INRERIERT, th4DE 7 IBIRRIRIL=RER, MILASH

TERIZREE/9IE
o MRFEMSKIZEZ

THEOPTIONSTSIERIAPI, NHZIBKIZE FRIFFBAPIIARFBIF

HEEE R RHE R
o NEMEYBEAPING, APIRGIERTG EM M Hallow_methodsH BIFHNIERGTE .

o REFIAPIABHEEI, RBENAPIHERISE, RESATIAPIER . JAPISE
RESBIFBIEERMIMG, RIERIHEER_ERIAPIERL

o REISRISSE. ME4D. EHSLBIERN, FEEEHRMAPL,
o APIHTHIRMEAZINRIBRIFMEXRR, BREMEINASTE NERIFIERIR

i

o MRKEZSAPIBIHEXRSR, NREETENITHIBRRME.
o NRIRIBALRIEOIPAS, BIRZXTREARLEFEFIRAE .

Bl R IR = R

ST HENAPIRIKIZHIERE .
HRIESEPRL S A M SAnA= E75 042 5E61

N

SRR

£E3 EENSHIZEE “APIEIE > APIERER” .

$RA £ “RIBEER TE, BF QR .
SIS £ “ICERREREE BED, EIF B > BEEREE .
S£IR6 £ “CURRER" HET, RIETRSHRE, BERKER.
x 8-5 B RREE=RISEE
2% il
SREZRTR IBERIEAIEIR, RIFWSHYIBEN . BIEIRER—E
AE BMNIESREEER, FSEERERZIFEK
STIFPN . BN HF. T, BREEAEEHNT
3k, KEHN3~2550FFF,
SRERSEE BEN “‘BEARER" .
fik IEERIEAERMER . KEJI1~2551FFF,
REAR REBNEREAS, XHRPRETNNAEERTTS .
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API %
FBFigr

8 F2E AP| 5EH&

SH

ol

Allowed Origins

Access-Control-Allow-Originldizsk, $§ERIFIHIEIAPIRY
AMFURI, SPURIZIEMERESGESIRT

M FRIETESMHEIENSK, AJLUESHEREN 7,
FrRAFRERBIRAYAEIEK

Allowed Methods

Access-Control-Allow-Methodslafisk, 18ESIFFERR
HTTPIEK 5%, S MEKRAEZEERE]ESREF .

Allowed Headers

Access-Control-Allow-Headerslmizsk, 185E
XMLHttpRequestiEx kP IHETRIERELFE, M5
kL ziafERIESR .
Hrh, f@8i5kkAccept. Accept-Language. Content-
Language. Content-Type ( BYE{XBR3application/x-
www-form-urlencoded. multipart/form-data. text/
plainft ) BUARSIFEIBEKRPIET, THEEZSHPIRE.
i%Ag
o CIEBHZRBELZRIEH, KIAREEAlowed Headers, R
RFEIHERIEHIHIRENERL,
o FgEAllowed Headersy “*” , RRAFEEIERIETHRE
gk,

Exposed Headers

Access-Control-Expose-Headerslaizsk, fS§E
XMLHttpRequestiERIBR R ARVFHETHINGRN LT, £
MRSk Z BfEAESIE SR
Hrh, EARM@RSkCache-Control, Content-Language.
Content-Type. Expires. Last-Modified. PragmaZtiAft
RN HIET, TREZSHFIRE,
U]
o QIEMIHRIFHZRIRATS, BUAFRBCEExposed Headers, A<
FEVFN B EEAYavaScript B T BBt A IS IR ISRV AL N S
( BEXMLHttpRequestiT&RAYgetResponseHeader () /3343515
ROEANGRZSL, Cache-Control. Content-Language.
Content-Type. Expires. Last-Modified. Pragma) o
o HAtEExposed HeadersA “*” , FRAIFNILEEEATavaScript
RS AERATES I A D IRISRIFT B IR SL A .

Maximum Age

Access-Control-Max-Agellfizsk, IEEANRFUCIEKRAE
WHA, B . EEREIA, ERERXEHTEIERK.

Allow Credentials

Access-Control-Allow-Credentialsliofsk, &
XMLHttpRequestiEk 27 ftiFEr Cookie,

o FXFRERTAIT.
o FFXXARTAIIFo

$R|7 BE “HBE” .

REFESHISLIZRIREE, BECLIZRIH “BEF” JIhes ‘=i k&S
BRI, ERESRERRIR R RES EIZRIRIESINESR
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=z =] 8 F2E AP| 5EHE

SR8 RERCIRfE, SIEFENRIELIEAPI, FREEREEIIAPIER

R
PN =van ]|
{
"allow_origin": "*",
"allow_methods": "GET,POST,PUT",
"allow_headers": "Content-Type,Accept,Accept-Ranges,Cache-Control",
"expose_headers": "X-Request-Id,X-Apig-Latency",
"max_age": 86400,
"allow_credentials": true
}
s —
JITRERHEE API

T BERIEEIR, HAREFS.
S FEAPIBIRXIEEIRRER, BE “45EAPI”
I3 THIBAPIDEIUARRMIMNG, AEMEIIAP
SIFEITAPIZIREARETEIEAP, TREABIZEAPIRTE AR o
T4 BFE “HRE , YBETHK.
o UNRBNAPINEEYITEULRRE, PEAPIFTEITH “RREE” o

o UNRMBAPIAEEYPEILRES, WAIESELAIAPI, PEIIFLET “BBE0” .
ExZ EIAT#EE810001NAPI,

e

8.2.2 fit & API YN ETF

BRI BT R BN EF RIS RinIRSS ( ARSSiR ) IREIANNEEFEAPINKXF, =4
EPiRRIXEERNIEKRE, MXAREERESEK, ERROEFINS. AUk
RiEiRAIATE, ERNRAPLEBRGEER .

AR

o LEMAMMNEFRIE, FRIIMNATSEFIAPIMIF, LRIAPIRNXASTIFEFLHE
e, SFmMNPRSEESIEFEREXG, BIEREERE.

o REESHIMANER, AMLLERME, HEERE.

o MRULREEAEURIEAIPASTS, BIRRZTREARLOIZIRIIRA .

N iy 22 7 SR s R IR AN T -

SRR 18 (2025-12-03) WIS © AT BRABRAT 154


https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html

AP| 3

BPFigE 8 F2E AP| 5EHE
=Pify APIG i
EFIRIEBAPI, APIGEER
TR ER |
EEUEFRRIINL, EEET
LiFFrh TN, ihidEiE
EimEEIR R
é ______________
B e AR R
RG] = i
.1; _____________
EFRIEBRAP, KERAPIG
(&= =1 o Al
TRV BTN T
RG] = i
6 _____________
LR5RT

E— 1M AES, —PAPIREER— NN EFRIEGE , (BE— MO EFRIEATLL
GPEZNAPL,

Mo N B 17 RIS NS 35{EFGET . HEADJSRRYAPI,

BT 1 MBI AR SR ETF o

BF RN ASEFRINA"128m,

APIM KB FRiIRMNZEHHICache-ControlSLHYAESRAMEEE, MNREFIFFIR(E]
Cache-Controlsk, MIZNMAETE, (FRKEPEENIIFERIENEFHBERITE,
APIREERMA R EZ FiEfAYCache-Controlsk, BILUEBITSRREHHY
client_cache_controlSi#{TECE -

Cache-Contro MR EFHES AL OHTTPEFIRAENEIN—E D, RNRIEARSZ
HOREFES,

Cache-control: immutable

Cache-control: stale-while-revalidate=<seconds>
Cache-control: stale-if-error=<seconds>

APIMXAX Sz 1FEFContent-Type. Content-Encoding. Content-Language
L, NFRBRFESZRIHeaders, BIERIEN “ RITFEFRIRIRIMNSL" SEER
i, ERITENDAPIRKIEMRFNIR L ( x-apig-*, x-request-ids ) .
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BPiErm 8 FeE API FHE
o  FRISFIAPIASIEEINY, RENAPIHERIZE, RIEAXIAPIE . HAPIEE
RIS EIBEAGINE, FRIAISERE FHIAPIER.
o RESHIGBE. MRYR. FHSLIER, AFEEFHAMAPL,
. A;lE@Té’%?sﬂ’ﬁ?ﬁ%u@%mﬁﬂ’ﬂéﬂl@é%, BRERRIDASTE FEEgbERIR
Bz
o UNEFRBEAPIEHERXER, NIREETEHITHIBRIRIE.
SN 7R
EE1 HAAPIREIZREISTRE,
T2 RIELPRI S ELANSINE L5 5eELA)
FIE3 EEAMSH=ZEERE “APIEIE > APITRER” .
T4 7T “RIEEE” @A, B “CIERR .

NN
% W
o O

7 “YeiRsERg R

SBET, R HERE > NEET .

£ “EURRER RET, RIFTRSERE, RERIKES.

% 8-6 NN EFSHIRA

28

il

SREZATR

IBERIEAIEMR, RIFWSHYIBEN . BIIRER—E
AE BMNIESREEER, FSEERERZFEK
STIFPN . B HF. T, BREEAEEHT
L, KEHA3~2550FF

BEAN “MNETF" .

IEERIEAIERMER . KEJI1~2551FFF,

RESRECERNTS, IFRPEETNMABRERISL .

ks 325

EESHFABNEFE, BTXORRNER

e system_params3E!: FLEARRRINXHNERRSEUE
NORNEFERRDERF. RESHESENANES

e parameters2£8!: BLERERRNERquerySEERIMAL

o headerszE: FREEARRANGSKLIENMMEFTREERX
PDEF

HTTPS#{

RIEHTTPIIRN SRR RREREERT, ARERF
ENESEURIEIN

RAECEHTTPSE, BRAHTTPIGRASEIA(ED200,
BUYESEE: 200~599, EfFRIKEAAMEI300s, BUESE
El: 15~720000s,
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HPFPigE 8 F2E AP| 5EHE
2% il
EIFRISER W XiEIT = PikisskgdCache-Controlis kL k4N R4S

7, BNESFREZEFiRmCache-ControlsLA9iEK

o all: RIFFFBEZEFimm Cache-ControlsLAgiEK,

e off: IE%EFFBEZE Fifmm Cache-ControlsLAYiEsK

.o fe¥rappld ($EHRID ) BUEFE datass&HEE
U o

ARIFEFRIERIDNSL | W EikiEiHeaders, EINMNZHF4EFContent-

Type, Content-Encoding, Content-LanguagezkL., %I
REZEEFFZMHeaders, B “ RIFEFNEIRITN
SL” ANARIN, {BRIERINAPIREISINAIR FeNg Sk ( x-

apig-*, x-request-ids§) o

$R|7 BE “HBE” .

REFESHISLIZAIREE, BECEIERIRA “BE” JIheE ‘=i k&S
AT, RRERBHNEIRTRES CARNRERIRES.

T8 RERCIRfE, BIETENRIRGIEAPI, FREEREEIIAPIER

TR

BRI ECE B

{
"cache_key": {
"system_params": [
"$context.sourcelp",
"$context.requestld"
1
"parameters": [
"demo_parameters"
1

"headers": [
"demo_header"
1
I
"cache_http_status_and_ttl": [
{

"http_status": [
200
1

"ttl": 300
}

1
"client_cache_control": {
"mode": "apps",
"datas": [
"demo_app_id_1,demo_app_id_2"
1

"’cacheable_headers": [
"demo_cacheable_headers_1,demo_cacheable_headers_2"
1
}
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FPiEmE 8 & API SRR
JIREESETE API
ST BERIESIR, HAREFS.
TE2 FAPIIRXIEIERNER, BF “4fEAPI”
HI3 THIZAPIDEHIURRMIMG, AEMFEIIAPL
STIERBIT APIZFREHRESTEIEAPI, IR HOIEAPIBTE AR .
$BA BE “HRBE” , HETH.

o MNRBPAPINFERYPELLREE, BEAPIFTTEITAY “BR407

o UWNRISAPIFNEERYPEULRES, WAIESHESIA0API, BEIIER LT “M487
E=xZ[ERTRES81000MAPI,

.

8.2.3 fLE API fY HTTP Mghizsk

APINERLZFEAPIM K [E) 2 FimiREIRINER, HTTPIANSLZAPIRAN RRI—ERS . &8

PABEXHTTPIIRSL, FEREIRIAPIEA FISESEC BRI .
AR

o MNRULRIEEIRILOIPARTE;, BIRZ TRARLGIRIEIRA .
o RERSHANETR, HMILERME, BERRE.

o

YR5IRE
o [EF—PIEH, —APIRBUE— NHTTPIIRNSLSERR4EE, (B—PHTTPIIRSLSS
BRI LASBEZ NAPL,
o  TXEMAPIMKIGINAIRSNIRSL ( x-apig-*, x-request-idZE ) , BLIEAPIRI
IR HAYCORSINEEIS INAYMa RSk 6
o RESFOAPIRBHEEINY, RENAPISERISE, RIEAITAPIER ., JAPISEE
RIIIHIEEATIMNE, KIERIHEEIME ERIAPIERL.
o RESHIGBE. R4S, FHSLIER, AFEEFHAMAPL,
o A;IES‘F%ETM’EK%H@%H%E%%EE%%, BREBEIDASTE FEEIgBERIR
B o
o WRFEAPIBHTEXRER, NHRBITEHNITHFRERIE,
Gl HTTP gz SLERHAS
$IE1 HAAPIMEIEHISTRE .,
2 RIESLIR S EANISHE B i%iRsesl
T3 EAMNSH=EERE “APIEIE > APISRER” .
T4 T “RIEEE” WA, B “CIERER .
SRS 7E “IEIRERIRSEE MEt, EIF “IEESREE > HTTPIRRSLETE”
6 £ “CIERE” BES, RIBFTERSHRA, BEEERIEER.
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AP| 3
HPFPigE 8 F2E API 5EHE

% 8-7 HTTP Nrz=L S #0588

2% il
RESGEFR IBERIEAIEMR, RIFWSHYIBEN . BIGIRIR—E

RE BMNIESREEER, HSEERERFIFEK .
STIFPN . B HF. T, BREEAENEHT
X, KEN3~2551FFF,

SRERSEE BIEA “HTTPIARL” .

S EERIRIERMER . KEJI1~2551FF/

REAR RENEREAS, XHFRPRETNHAEERITSI.
Name MRSk EZFR . RSP ARERINES ZFRAIEASL (R

XA KNG ) , B&ZHRIN10KMELN:k,

SRR, 8F, =, Pk, BREURXFL, KE
F~320FFF, FRDKRNE, i FE, namefgelix-
apig-fllaccess-control-FFk, BA8E/9x-request-id,
Transfer-Encoding, Connection, Dategyserver,
RFESH Rz SLAYSREY,

o HENXSH: BEXHSERMNLAvalue,

o EZH: (FRRSKSHIEPNNLAIvalue,

Value MR SLAYE. 2 “Action” 53 “Delete” BINIMNSLEYEA
éEg-&y ﬂygz\o KE%1'255$?_50
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2% il
Action MR SLiRE, ERJLABE. 0. MkR. BhdosniSiss

B9 RSk

Override: B=

o HAPIGNPFIEISERINILSLAT, {FRESAIEASLAY
EEECEMMNLE,

o HAPIIMNPEFES N SIEENN BRI B FRAIIEA Sk
BY, 1ZRERSREaima kA EIR Bl —& g kic
io

. ;APIUEJFEEFZ:T?ETEZFEEQU@E‘Z%EYT, I EED] R

Append: 70

o HAPIGNPFEIEENMASLAT, BHailmRka9E
ANREanrMEZE, BESDR.

o HAPIARPEFES SiEENIL LB R A FRAII Rk
BY, ¥ ERELAYER ¢, 7 #HEE, BiRNZaE
Mz =L A9ME o

o HAPIENPATFEIEERINEN AT, FRIN=BulE N
%0

Delete: Hif&

o FAPIIRNPFEIEEAININ LAY, MFRZEINmRSL,

o HAPIINPEFES N SiEEN N 8RB FRAIIEASL
BY, MBRFFEERZFREINEN L

Skip: Bk

o AP FZEEIEERINEN AT, Bk ZHaiimz:k

o HAPIINPEFES N SIEENN BRI B FRAIER Sk
BY, SR EIEERSR(D],

. iAPIH[ﬁ]F_\‘ZEPZ:T?E?EiEE’\Jﬂﬁ]FJ‘Z%E?, E TN v

Add: Fie

ii@APlﬂrﬂquJ%éﬁ?Eﬁiﬁgﬂﬁ]m%, N IIEEE]V

$R|7 BE “HBE” .

REFESHISLIZRIRE, BECLIERIRA “BE” JIheE ‘=i BkES
BRI, SERESRARHIB R RES BAIZRRIESINESR

T8 RELIRRE, BEFENRIBIEAPI, FREERIEXIAPIEX

.
A&~

{

"response_headers": [

{
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"name": "test",
"value": "test",
"action": "append"
h
{
"name": "test1",
"value": "test1",
"action": "override"
}
1
}
FITRERYBRE API
T BPERIEER, HEAREFSE.
T2 FAPIIIRKIFEZRENER, BE “4fEAPI”
TE3 FIRAPIDEUREHINNG, AEFAFIIAP,
TIFBITAPIZTRIFATETFIEAP, RS HEIZRAPIFTE N AIFE .
TEA BFE ‘e’ , ETHK

o WIRBNAPINEEYIEULRES, BEAPIETEITRY “BREE7 o

o UWNRMBAPIAEEYPEILRES, WAIESELEAIAPI, PHRIIFLT “BBE4” .
ExZ EIATAEE810001NAPI,

R

8.2.4 Bt & API iUiEREH 2.0

LRSIRE!

el 2.0RES BT LABRHI SR RSBl M APIRIRRIB IR, STFSEinis . B

g?%ﬁ&l‘l}ll}lﬁ’]#d’ﬁ*l}ll}l o
o EHitimiz

ATLAXIAPI, FBF.
BE—HUBAFER,

o SHIRIE
Y iFiEEHeader.

=,
o ETFEMRERNEHRRE
SHEAMERSFE TR ERRE

AR
SNSRULERIEAE S AISEAIPASSF, AR TERARSLABIZIRFThRA o

FE. RIPHITZSHERE, SEANEEAPIRIRERHII

Path. Method. QuerylARRFZEFHISHEHITEENR

o EF—PIEH, —PAPIREER—NRERH2 ORIEHE, B—NRERH2.0%K

BE BT LAGBREZ A NAPL,

o MR PAPIHIEREIEHIRIEE,
e

o HMNURZBAEN1001,

o KEENBHRAKEG5535,

BELYRTE M EITHI2. 0KHE, MEEFIRIRS
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BPiErm 8 F2E API 5EHE
o FHESHSPXER, ABLLEEHEE, HEEAE.
o RESFDAPIRBHEEINY., RENAPIHERISE, RIS IIAPIER ., JAPISSE
RIENFIEEAHINEG, KIERAXIEEIME LAIAPIER.
o RESHIGBE. MRYS. FHSLIER, AFBEEFHAMAPIL,
o A;IE’\J"FQ%ET%{’E “IREIHERR, BARGRINASTE FEEgbEIR
Bz
o UNERBBEAPIEHEXER, NIREETEHITHIBRIRIE.
tlEEimEizE 2.0 KHS
1 HANAPIMEIEHIASRE.
FIB2  RIELFR SELMSIE_ B ERLA,
I3 EAMSHIZEERE “APIEIE > APITRER” .
T4 E “RISSIE” TmE, B “OIERERT
SIS £ “IEIRREESEE MEth, EIF IEERER > REEH)2.07
6 T “CIERM” BEPR, RIBFTRSHRA, BEERIKER.

% 8-8 mE T 2.0 25

2H Ll
SRERZFR IBERIEAIEIR, RIFWSAYIBEN . BIIEIRER—E

AR B MNIESRIERTR, HEGREIRBIER .
IFHN. /Y. HF. TR, BREERNEHTT
L, KEH3~2550F /K.

SRERSEE BEEAR “REFEFI2.07 .

i IEERIRIERMER . KEJI1~2551FFF,
RESAE RENEREAS, MHFRPERETNNAEERTS .
pray

<
c

HiF
HE
i

HFERSERERE .

o SHRERE: BHATSR FLFINESE—ERIIERER
¥, ERTHEERNIHR.

o SMRERE: BHATS FLAINER AR/, B
UERERER/NIREE, BRTHERERKT

o BN LANBITTRSERITRE, SHAI=
TECBIAERERERFER)N, BURERSFE—ERIIR
£E, ERTHREEANSR

IR RCEE o EANAPIAEX
STENMAPHHTREFITHFIIEE .
o APIHEZAH
SEPE T IZ BRI S API T R R SIS,

M i%hRA 18 (2025-12-03) AR © AR BRABIRAS 162


https://console.huaweicloud.com/apig2/#/overview

API %
FBFigrE
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ol

MEMRBIRIAHS, BAEM . 2. N Ko

o 5 “APIREIRF" BeA(FER, FrBEMATEANEAD
APIEFRIXE LR -

o 5 ‘AFREMRE" BcaER, RrBMAERAEAN
ﬁﬁplﬁﬁlA%ItBEo

o 5 “EIEREMRF BLSER, FrBUERAED
EREERIRE LR

o 5 “RIPRERT BESFH, T RBATERAEN
IPHENHE SRR EL EBR -

APl E PRI

BB APIFIE AR E_EBR
5 ‘B’ BcAfER, FRRPAEHERAIBENAPIERIX
#H R,

FRFREMRE

BAEPIEBAPIRE LR, GNERAPHAIESRZLHIAMIA
iE, ARPREREINBIDFRIES]; 2NRAPHAIES TV IAPP
NIE, AP RERIBIKSIDRIRE . WSIDFINEIDIES
ETRX “4F5%EF7 BCEIRE,

o BT “APLREMRE” o

o 5 ‘B’ BLAER, RRBAAERAIENARIER
IXEEBR o

o MREWSTESNFHFIHITAPI, BEWSRITHY
ERIRELHITIRS o

EEREMRE

EBNEIERBAPIRE LR, (NERTFAPIIZEINES T
FIAPPIAERT o

o AL “APII}ILEBE%U 7

°*5 “BHS” BcEfER, %TELLE]WEUWE’J%A‘*?E%K
IR EBR

IEI PI}ILEBEﬁ;U

BAANPHBUEEFIAPUREL LPR . BT LAEIEEL B SEAIRY
“real_ip_from_xff” 2#{EFEX-Forwarded-ForsL=fJIP
TERIRIERIFIBTRIE .

o AL “AP|U|LEBE$U 7

o 5 “BIK” BLAER, RRP(UAIEARIENPHEIHE
FIREL LR

tf

%;ﬂl}l

=&

[x

SHRERERX. FRE, USHHERHTRIZRE .
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FBFigrE

8 F2E AP| 5EHE

W
U3

ol

A
<
W
ot

EX BTN ERISE
o SHE: FATFHNILENSEHME.
- path: APIERAIURI, RFEBHAECE .
- method: APIERTFE, EREIAEE.
- header: ERLAIkeyH, BNAFBREHERER,
ARG EE
- query: QueryStringAkey(&.
- system: RHASH,
o S BATFHISHNLEFPNSHEBERGIH . F
R HF. FRlZ%. THZE. =, BREELARFHF
L, KEMI~329FEH/,

TEXGRM

TE SRR .

B NI 7, ARSI . NS I
M. B, HF. PRI TS, =0 fFAT. RIS
L FRVMNESHIES . XIS, BRAEELR
M. PIMHEFFL, KEHN3-2550FF,

o LM

ik L | RMESIRMEELAS, EE CENSH
RIS HEHIT R, IURBNSEE.

- =R%ETF
- =AARET
- patternIENIZFRIAZL

- enumAKE(E, SNSHEZBRRESHIE
o APLRERH

APIERIREAIRKIE
o [

EXMNEREIEEITE, WNRIAECERS, AN

AREEHIITIIL “REENMSE” HIHEAE,
BN, &£ “EXSE RIS “Host” , SHUEIE
F “header” ; £ “EMHN” =iHRMN—FMN, Ll
&R “Host = www.abc.com” , APLREREFIA10,
A< 860s, FREGOsSH, XFFigkkighHostSHET
“www.abc.com” BYAPI, BAPLBERIXAEGAZEI10, SR
BEEM .

1HRiRIEECE

1IRRIEECETT R . FFRfE, “EitiniE" AAFRER
H/ EERERTS “HRRE” BRI AR
EIERRY, LUSERRIEENE,
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SH

ol

1FIRFE R

FHPIDAKSIDEHITEID

o HITEAPPINIEAJAPIEY, FHFIDAIIREBID, IRENME
ID,

o HPELENIAMINIERIAPIES, FHFIDAKSID, A2
MHENAMBRERE, FREKSZFKSID,

BHE/IRAIATEA, HHAFIBEAPIRGRXE, Bl
‘Bt BIAPLREREIE.

KRR

EEREEERE, REARNER, WERBEAPIRIR
KiE, FEEE “EihitinE" AAPIRERENE.

FB,T BFE “HBE”

WREFESFHIECIEAIRE, BECLERIEA “BE° JIhRE ‘wE” kKBS
BRI, TERERERRIR R RES EARRIRIESESR

FI8 REKCIEF, f

.
PNy ]|

"scope": "basic",

FIATRENRIBEBTEAPI, 7 REFERIEXTAPIERS

"default_interval": 60,
"default_time_unit": "second",

"api_limit": 100,
"app_limit": 50,
"user_limit": 50,
"ip_limit": 20,
"specials": [
"type": "app",
"policies": [

"key": "€9230d70c749408eb3d1e838850cdd23",

"limit": 10
}
1
h?
{
"type": "user",
"policies": [

"key": "878f1b87f71c40a7a15db0998f358bb9",

"limit": 10
}
1
}
1
"algorithm": "counter",
"parameters": [
{
"id": "3wuj354lpptvOtoe0”,
"value": "reqPath",
"type": "path",
"name": "reqPath"
h?
{
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"id": "53h7e7j11u38l30cp",
"value": "method",
"type": "method",
"name": "method"
L
{
"id": "ww502bnb6g40td8u0",
"value": "Host",
"type": "header",
"name": "Host"
}
1,
"rules": [
{
"match_regex": "[\"Host\"\"==\",\"www.abc.com\"]",
"rule_name": "u8mb",
"time_unit": "second",
"interval": 2,
"limit": 5
}
1
}

JITRERSETE API
L BERIEEIR, HARIEFES.
S22 FEAPIFIRKIGEZFRER, 2E “40EAPI”
FI!3 BEAPIDELINRAHING, AIRFAFRAIAPI,
SIFBITAPIZIREATE AP, 1REHCIEAPIBTE XHHFE
$]4 BE “TRE” , BETHK.
o MEB|NAPINTFESBELLERE, BEAPITETH “BE4D”

o WNRMEBAPIATFTEYPELLREE, NAIESMELPAIAPI, BRIIFX LT “BEED” .
=2 [EIAT#ES810001NAPI,

R

8.2.5 fit& API By Kafka BHEHE=:

Kafka HSHEIX RIS IR M THEAPIRYIFMHiE B B iSHEXEIKafkahIsE], S{ERFEREY
APIRIBRAEBREER
(11 588
SNSRUEHRERAELAISEGIPASTSS, AR TR RELAIZISIRA .

R5SIRE
o [EA—MINEF, —NAPIRAE— M Kafka BEHEIESRIRYPE, (BE— KafkaBEHE
EREER LASIEZNAPI,
o [EA—MAPIGELHINERZ A 635 Kafka LSS , INEFEAE, 52T
B, E5EX.

o APIHFEKafka BSHEXRIRE, MASGIRIE30%, HREHIRBESE T mANEE
=

. %gﬁ%ﬁk?&%kd\?ﬂm, ISR /MNAASZIFRAHEEA/NAK, BHIEBSS
AT o

M i%hRA 18 (2025-12-03) AR © AR BRABIRAS 166


https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html
https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html
https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html
https://support.huaweicloud.com/productdesc-apig/apig-specifications.html
https://support.huaweicloud.com/productdesc-apig/apig-specifications.html

AP| 3

BPiErm 8 FeE API FHE
o RESFIAPIABIEEINY, RENAPISERIES, RIEAXIAPIER . HAPIGPE
RIEFIBEAHINE, KIERIAXIISEIRE LAIAPIER .
o RESHIGRE. MY, FHSLHIIEN, AFEEFHAMAPL,
o A;lE?J‘Fé%?;?sf%?zu@%mﬁﬂ’ﬂémﬁéé%, BREBRIDASTE FEEIEBERIR
% o
o UNRBIESAPIEYIERXRER, MRS EZHMATHIBRIRIE.
2l Kafka HEHEXERES
I HNAPIREESIATRE .
T2 RIELFR S EANSIE L5 5kELA
FIR3 EEAMNSHAZERE “APIEIE > APISRER” .
T4 T “RIEEE” TmE, B “CIERER .
SIS 7E “IEIREEIRSEE” e, RIF “IEESREE > KafkaBEHEIX”
*IR6 £ “CIERR” HET, RIBTERSHRA, BEERIEER.

2K 8-9 Kafka HEHEXSE0HAA

S8 15488

RESZIR HEHRESZIR, RIBIVSMEYIBEEN ., BINSIRE—E
B MUESRIEEIR, HESMERIRBIFIEK.
XIEFPY. BY. HF. THZ%, BREEUESHF
sk, KEHR3~2550MNFHF,

REgEEY EEH “KafkaBEHEX" .

T EERBIEIREE . KEN1~2557MNF,

RIEAE RIENEENDS, ZIFRPREMNHAEERHHS .

KEEREE

Brokeritiztik HE BirKafkafOEZbll, BINERXR . 2 HBkE)
g s () BB

TopicEER S BfrKafka HIREEAIERR

Key EHEREIKeyH, FRAEEFEEKafkafIBELX, &
VIEBBFEEBSER . t1EKey Az, NMEESHI
EFREARABIEES X,

KMEIX D E HE#E%E KafkaskMEHEIRECE .
o EI{IRE: LWEHEIXIXE, SBEN0~5K,
. Eiiitl‘EﬂB%Hﬁl‘Eﬂ D KMEREIRRTENERE, SEEA1~10

I
SASLECEERE
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ol

SH
%

eI

EZ B frKafkaPr{FERZ 2.

o PLAINTEXT: BRUIAEANSBIFFIAIERMY .
e SASL_PLAINTEXT: SASLEBFIAMERMY .
e SASL_SSL: SSLEBFIAIENMY .

iH SR

EtrKafkahiEEWIRE, BUAJIPLAIN,

SASLEAFRZ

VY “LeimY” i%iF “SASL_PLAINTEXT”
“SASL_SSL” FIERE.,

SASLEYSSLINIERRERRYARF S .

SASLEBFZ15

XY “Z2etimy” #E3E “SASL_PLAINTEXT” gj
“SASL_SSL” FIERE .,

SASLELSSLINUERREEFRY PRS-

HIASASLEBFZ3E5

Y “Letm” % “SASL_PLAINTEXT” &
“SASL_SSL” RERiSE,

IHE5SASLAFER—FRYE.

IEBARAE

N “LRet” 1%FE “SASL_SSL” RIBEE.
SSLUAIEFT{ERCAIEBASR

THIREERER

R oiE

HXNEES, SEETHEZAFRES.

Hrh, start_time. request_id. client_ip.
request_time. http_status. scheme.
request_method. host. uri. upstream_addr.
upstream_status. upstream_response_time.
http_x_forwarded_for. http_user_agent¥lerror_type=¢
Eg%%%ﬁ)&ﬂ%*%%ﬂ Hih R A FERBAEETIE

™o

EREE

HXRETH, FEIETRIAPIERER.

o HEGABKRLEES: AikE, BESHEFEET
H9iEskHeaders#, BANFREFERRES (,) £
bR, RHERHITEERE.

o HEBEIEKRQueryString(ER: AikfE, FESHE
PEEHRIERQuerySHIIER . ST FRIAIERZEX
2S5 (,) 9, SFERHTERRE.

o AEBRIBEKBodyINMEE: FiklE, HEPSIETAPI
BERAIBodyiR=E .

JE-\Eic3

HXHEES, EEETHAPIRLAEE

o AEBAMINLIHES: Akls, EESHTHERES
AR Header2# , SANFERIEFAENES (,)
IR, SIHERHTEERIRE

o AEEEMMNBodyiMEE: AikfE, HEPSETID
F_‘L‘_ Bodyﬁi{%—% o
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SBR7

SR8

SH ol

BENXIAIERE HXRREH, FEETHNEEANEER.

o Hiim: HSHSHEETRIRNRE ESOGAERIENFER
E8, SPMFRAEFEARIES (,) 9.

o [Fim: EEHSHEETRIRIREESGAENIENFER
ER, SPFRIAFEAREXES (,) 2.

B “HE” .

REFESHIELIERIRE, BECLIERIRA “BE” JIheE ‘wiE” ikES
BRI, SERESRERRIBR IR RES EAIERRIEBINES .

HHOIEIS, EABENEIGSEAP, FAYERISIIAPIAN
.

JIEREESPRE AP

gz
SER2
L3

BERIREIR, HAREIERS,

FEAPITIRKIFERINGS, B “4BEAPI” .
IEAPIDELAR & HINE, DIEFTEHIAPI,
SIFHBITAPIZFREATE AP, REHCIEAPIBTE XHHFE o
B “HE” , PETM.

o  MEB|NAPINTEESPELERE, BEAPIRTEITH “BE4D”

o UWNRISEAPIFNERYPEULRES, WAIESHESIA0API, BEIIERLET “M487 .
ExZ[ERTEE4810007NAPI,

TR

8.2.6 Bt E API pylTEREE

HRSRE

KIS 2R = APIN XS iRARSS BN REITRRAT CRIF R AN ENH . HAPINEIRIRSS
HINEEN GBI SE RSB T, SAARTIRESAIRERMRIE, RAPIERTIIR
[EEEFRSERBERERIIEENRRER. SRRKRSKEIERR, BEEX
17, BERIKEIESR.

AR

SNSRULERISAE S AISEAIR AR, AR T A RSLAIRISRHhRA o

o [E—1IEFR, —MAPIRBER— ISR RIEHE, E— I EriSss RS LASIE
Z/NAPI,

o RERFIAPIABEEIS, RENAPIHERISE, RESATIAPIER . JAPISE
REREIFRISERMIMNG, RIERIHEEME LAIAPIERL .

o REISRISSE. ME4D. BEISLRIERN, FHEEHARMAPI,

M i%hRA 18 (2025-12-03) AR © AR BRABIRAS 169


https://support.huaweicloud.com/usermanual-ticket/zh-cn_topic_0127038618.html

API %
FBFigr

8 F2E API 5EHE

o APIBOTFZIRE

i

“HIREEHBERR, BREMENHASTE FTERHERIR

o INRRBESAPIEHEXR, WHEEEERTHIREE.
ellbe i

HNAPIRIEFIS TRE .

RIESEFR\ SSTEAMIS A= _E 5 1%R s .
EAEAMEAE%E “APISIE > APIERR” .
£ “IRIREIE” m, BE “eUERER .

7E “ BEiRERERR

[= == =)

SEE, ER SRR > BsERT

£ “CIERER BEP, RIETERSERE, RERKER.

& 8-10 HIRERSERA

2% 15288
SREEATR IBERIEAIRM, RIFWSHYIBEN . BIGIRIR—E

AER BMNIESREEER, FHSEERERFIFEK
SIFEFPN . B HF. T, BREEENEHT
X, KEN3~2551FFF,

o
oJ
his
e

BIES “HiE&=R" o

i
5

IEERBAEIAMER . KEF1~25510F .

#
ox
o
B

RESRIECERNTS, IFRPEETMAEERITS .

W
oR
HE
g
it

5

o BANAPIEX
STERNAPIETIES
o APIEELEX
XIBE T % RIS B AP TS

eI RRAURR A SRR .
o HBRIMEL: BiERERLASIRARSS BRI EIORA S

o [LECSHIR: MRE&=SLL “LECSM PRORE(ENAR
KM

FiE=(

RIS RRAAR AR .
o ITHIEE: AREERHEMAFRMEIIBRREATIRE
BHE, WISZEPARARTIESS

o BLL: AREERNHEMAFMHIIBERIAZIRERR
8, REESREMARESSS.
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BPiErm 8 FeE API FHE
28 izl
UiTgs N2 “HRERESERY” IR “ IUERMERRAR " INEEE.

BB WIS BRAIR A = o

o MONEEIRED: RIS EIREE, WizEikS
KBRS -

o RURPRRIMMNATE: RinlNAEETIRER, Wix/E
ImiE R E A S

RHEE (7))

HTISERAYARAR M SHIEE, 5 “BE" 5 “&N\ED
te” SHESER, SEERIMAXEIXEIRERE
SEDEL, NARARTIEES

BE (R)

XY “SRER” i TR BIEECE.
HTISERAVAAEE, 5 “IHEE” SHESER. T
BN, FHEMASHRERBEIOREIAZIRE, NikAcRT

g

Argo

WNREAN M KBRS BERRMR RSB RE, Nk

ERZMXB N RS RkefAge:, Bt RETERE

AR REBIHRAE B RIEK

i5AH
BT RIBRIRB N MR AU LA, WRAPIRKEFES R
KEAMH, NENMKAHRIRERIT DT
BRILAFEAPIRKIZHIGRY “ IFUER” TE, £ “HRANIPY T
BEMKBHINPPE, —DIPRIA—IWKEMH

B/ NERIRE

XY “FMHE7 & ‘Bott” RS,

B BB AR TS 2R AIAPIE/ NE XS . WNRASIEEMN
APIRRIBRIREUNTZ(E, NARLRRTERSS

B&/NEDEE (%)

S “FiHE" EE “Gott” NEEE.
WTiSERAOASE, 5 “IHEE SHESER. S
Iﬂﬂ’\]iﬁﬂ%ﬂﬁ%@ﬂ’ﬂféﬁﬁﬁ%ﬁqﬁﬁtti&@]l‘iﬂ{é, UJ:Y 3
I‘-ﬁﬂl:l%%o

FREEHS (7))

Wi IRRIITERRTIE), RRIR=R R EARZ ERE X
I‘ﬂ o

[ B R

[EURPR R ERERTT X o
o FE: MRIERAIAPISIEBERERIIEERIRRS

o XA FRARFFERAIAPIASICIEREE & ENHTFinAR
55, BERORSAITAERIES, REHTTPK
e “5037
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ol

XY “EimbEReREE” FRREEE.
MIERAEGE, FiRERIVERRIREE , BARIRE
BURER, LARSHHEE.
e Mock: IEECERIIMNLEERIEAN EIRARSS IO EIER
[l
- MockBEMGRES: [EimiRSSIMAPASE .

- MockiX[EIER: [FinfRSSNMMAAYBodyER, JSON
o

- MANELSE: EimiRSIMAAIHeaderS 4

e HTTP&HTTPS: 1EGFimiRFZIEKREELLAIETE
HTTP&HTTPS/FiHARSS o

- GHBE: EEFERARHBEE N OEIRRS. MR
®E R, SEZIRAtIRAHES.

- [BiRURL: BeEERANGmIRS Bk,

- [EiwnEEAY (ms): [EimARSSERAVEATATE], BAR
5000ms,

e FunctionGraph: 1EGiRRZERERGIEERE .

- BREURN: REGERAIE—IRR. BE ‘7R’ ,
IMEREiRERSS AIREIURN

- R¥E: EERERHURNEBEEE.

- WRAEAIE: IEEREFRREMRA

- AR EERERHAVERRE,
Synchronous: FRELEA, FiREREIRSKE
EREREMZEMATHREIERER, BRinAX
BRERLSERS, WEIEHRIIREXIEE.
Asynchronous: FRFELVEA, SEiRREIRSIE!
EREREREREN, HITRINEREIERLE
R, RBIHETHER TSR MEEHIARNE
XK, BERIHAHEREBNER.

- [EinEEAT (ms): [EiniRSSERAVEBATATE, EOAR
5000ms,

e Passthrough: 1B/SinARSSIERERLEAPINEGiRAR

4

FJo

BFE “BNIs¥” , IARARSRIRRSIERFINE
KB,
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ol

RSHEE

w

[RRSHRETTX . FEETARREENAN, API

IEROUFEILE B E RN FRAYARA SRR ERES, NS

ARIVECE B E MM Z AT L5 ECERIROA A S4A0

PR oREE o

o YIRICEEIBENMN, MHTRNAEERIARAFM
FOBEERRNE . SNRICECRIRIE E X MNARECEA S
1¢§§B§?&§€H§, AT EF5 BCERIBOARLA SRR
R

o WIRAKRMIEEIBENHN, WHIT ESEENFIAA
SRR RS

%X%ﬁmmumaeaéﬁo BNABRESREE, LM
HEE

o SHUE: SEITAPIEKRPIIIE.

o S ATHINNITERSHS.

EFZHINE BreqPath (15KE&E ) Flmethod (BKT5
%) 8%, BFE RIS , IOiNNEMTESH,

EXFN

B € X BrERssAO LA AN . S “RONAIN " , BIRANAR
W, REAREN LRI TFRIRFEECARN, A@d £ T
BRI -

o MUELEM: BT “ 27 HRIBIEEHFAR. NRE
ERHEXRTFET3N, @ “‘HFER” WEREX
HITHBEIRE.

- =R%TF

- =ARET

- patternIIENFRIATL

- enumAKEME, ENSHEZERIEESHIE

o MR FRHIIEIRIERFIEEENSE EHINBIARA SR
RN ERREECE o

fBlan, Fig “BRESHEE” , RIRFERN “rule01” #

“rule02” #M, “rule01” XA “fARMHRE” FEH

FE “EimbEREREE" , “rule02” MEEFS. KiE8sS

LFeFIlr “rule01” DLECEMEF, GNRICENSIZIE EAHC

ENBAMAEREFEREESE (rule01 AKREEMA SR

%), FHHiTrule01 IEIRERERS . MRALENS
PREEFIRT “rule02” , LALLSEHE,

SR, BFE “BE

REFESHISLIZRIRE, BECLIZRIH B JIheE “wiE” k&S
HE0AT . TEREERERRIR IR RES ERRIRIESNESR

SR8 RECIREfE, BIETENRIGITEAPI, FREEREEIIAPIER

e

MAERRAS 18 (2025-12-03)

IRIERE © LATITERAGIRAT 173



API %
FBFigr

8 & API 5EHE

RN =N

{

"breaker_condition":{
"breaker_type":"timeout",
"breaker_mode":"counter",
"unhealthy_threshold":30,
"time_window":15,
"open_breaker_time":15,
"unhealthy_percentage":51,
"min_call_threshold":20
I
"scope":"share",
"downgrade_default":{
"type":"http",
"passthrough_infos":null,
"func_info":null,
"mock_info":null,
"http_info":{
"isVpc'":false,
"vpc_channel_id":"",
"address":"10.10.10.10",
"scheme":"HTTP",
"method":"GET",
"path":"/demo",
"timeout":5000

h?

"http_vpc_info":null

}

n

downgrade_parameters":[

"name":"regPath",
"type":"path",
"value":"path",
"disabled":true,
"focused":true,
"id":"92002eqbpilg6g"

"name":"method",
"type":"method",
"value":"method",
"disabled":true,
"focused":true,
"id":"tuvxetsdqvcos8"

1,

"downgrade_rules":[

{
"rule_name":"rule-test1",
"parameters":[

"reqPath",
"method"

1
"match_regex":"[\"regPath\",\"==\",\"/test\"]",
"downgrade_backend":{

"type":"mock",

"passthrough_infos":null,

"func_info":null,

"mock_info":{

"status_code":200,
"result_content":"{status: ok}",
"headers":[]

)

"http_info":null,

"http_vpc_info":null
h?
"breaker_condition":{
"breaker_type":"timeout",
"breaker_mode":"percentage",
"unhealthy_threshold":30,
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"time_window":15,
"open_breaker_time":15,
"unhealthy_percentage":51,
"min_call_threshold":20
}
|
}

FRIBSETE API
SB BEFISSIR, PR,
S EAPIBIRRIGSIRINERE, BE “U5EAPI” .
SIS HEAPISAR ETIAES, DEFTERIAPI,
TEHEITAPISTRIATESTEIRAP], FREAOlRAPIRIE AR
SWA BE WE” , ST

o MNRBPAPINFERYPELLREE, PEAPIFRTEITHY “#R407 .

o UWNRMEBAPIAFTEYPELLREE, NAIESMELPAIAPI, PRIIFX LT “#EE07 .
=2 [EIAT#EE810001NAPI,

et

8.2.7 & API I =75 \IF

ERILABIS S =5 IAMIERESECE B CRISEANIRSS HAPIBSIEIAITIAMIE . APIRIKSEIR
FAFFRISEINARSS , MRS IRSS RIS IO AL f5 BB 4R EifE R fE imARSS

(1 588
SNSRULERISAE S AISEAIP A, AR T R ARSLAIRIRFHThRA o

B=HINEFIEEMT, S=HIMERBHEAPIE, SRS EERAPIGHIRIAPI
e .
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FF$5rs 8 & APl 5RES
=Pk APIG E=T5 S [Sismss
EiEAMEIER ( FEToken ) > EiEEEE N
UIERE ( Token ) oo SANEEED (Token) | _ H
WEER, FEERSEATES
(El&Token) » iSRS Token >
RAEE, RS < Tekentas
mp L
_____ Tokentisgaryy
AVEER (FTRINE = S aykan ) .
e MemO_________ H
P AR
i i
BIfESRM

o [E—TIEFR, —MAPIREBEFE— 1M E=ZHIANIERIEE, (B— 1 FE=FIANIEREE

BILASBEZAPL,
o REEFIAPIRBIEEINI., RBNAPIEERIES, RIEAXIAPIERL . SAPIGEE

KRIENFIEEAHINEG, KIERAXEEINE LAIAPIER.
o RESRUSBRE. MRYD. EHFSSIATEN, AHEEHMAMAPI,
o APITEEBERIIRISRISEXRR, BRXEMENASTHE NEaigbEnsk

B o
o UWNRFIKEAPIEYIERXRER, MRS EZHITHIBRIERIE

BB =75 INIESRRS
SB1 HANAPIRKIEHIARRE.

N

SRR
SRR

w

IRIBESCRRA S TEA M SAE=_E 5 IEIESLH .
EENSHZIERE “APIESIE > APIFERR” |

$RA £ “RIKEE TE, £F QR .
SIS £ “IEEREREE BED, G “HURE > B=HAE” .
SIR6 £ “EURRER” WET, RIETRSHRE, BRERKER.
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* 8-11 E=HIAIESEUEA

24

1588

SREZRTR

IBERIEAIEIR, RIFWSAYIBEN . BIEIRER—E
AER BRNNESREEER, FSEERERFFEK
SR B HF. THIE, BREEAEEHNT
L, KEHA3~25510FF

oL
5
HE
i

BEAN “B=TINE” .

i
B

EERIERMER . KEJI1~2551FFF,

&
ox
o
D}

5
RESHECERNTS, IFRPERETHABRERITL .

2
i
3
i

AfERRAREEFASE=HEONEMIRS
EE ER7 B, EELIURSHIGEEE.
EiE “ANMER” B, BCESIRSSAVIAIEMAL

.Hﬂ]

fRimURL

BRAE

Y 3$5FGET. POST. PUT. HEADIEK A%

o 15KIMY

HTTPZ(HTTPS, {&inEE oy BUREIRITIEZ(ER
HTTPS,

o TAEEE (Tik)
M “(E0” aFEEny, T8gE., R0 R
HBESIR, MNEREGENREEE, Sthalisd
“SrEEEIEE" tUEE,

o [RimARSSHELL (AR )
NEAMERREHBEEN, TEIRE.
BEEENIRSH AN, &% “FNawO” .
NS BRSEZH95ia IPHELL /15, SRigEIHOIAT,
HTTPHMYXERA{ER80IRE, HTTPSHMYEKINER443
iwH o
BEiNSziFIPvaithiit .

o KR
ENIRSHIERR, BIIRSSHIurl,

BiwiBAt (ms)

SRS BERAYIERSRTE) . FBAYEYE A BT fRimm M ERT
AE)_EBR, #EATAYIE ERRAIEAPIMKIZHI G “BES
¥’ NEHES.

BE M host3Lig

(REEfERAREIBERTE.

BENGEiREZiERkPaIHostL g, BRAERIEKRFELA
AYhostskig .

BPrEREI=Ei=E

LRIPIAIEES D PRI T = I AER AR ELA E It 4b
%gﬁ%ﬁﬂﬁﬂj , BAARIPIEKRIZE,, TXSDHEREIRE
RIZEL

N, 558K, JRIPHIEESE =S HHEHITE = IAELRY
AUREDARIL A ECERRE, MAIRIPIERIZE, Bid2n
FhRRRIESREEE
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SH

ol

BHKiE

¥ MAPIRIATE R FIREU R BRI S HHITE =8
EOYIN ( BAZIF10 M headerS #1101 queryS
#) . BHRREEATH, EHAPIRIAERERS
iﬁl}f( header&##query2# ) RS =SEUEOHRT
&5 yo

EAETC

FXARBE, SEMRSAIR ( SENIRSETIEEX
%ﬁ%ﬁ*ﬂﬂﬁ%ﬂi@wﬂ AT, APIRIKABPARZZE Finis

RVFEHRRBRIE

FXFRER, BETAPIRIBRIFERENEROEN.

BRI (F75)

NEFRE “rHEERAERE" HEE.
IERIFKNAGEBT LG SVFRIRAIBRIE A/ o SEHIRT
EABEREXNATEAPIRNXEH G “‘BESH” REF
85,

RVFEHRIMEREER

FXFRER, BAPIRIRERIEEHZRSMUROBRZ
[ERBERIEOEN

BERE A0

FXARRE, SRR, BEZHREIENIRSS AL o

SV RN AL SLER

SNELINET, RIGIEIE NSRS IREIRIN A SLHFREN
LEAECERISKER, (BRI Rim.

ERAHFECE 101 LEB .

BIZEIRT HXARERE, ERRFIEREIAEL “20 B, RFIALE

EINERITE R “ABENER" XFARETERE.
HRIBEIRSS IR BRI L RIS EZF IS EERTTIR
Ia, mAaSkHREFELLARENSHE, FESHERSN
INIEEE .

EARHEE FXFRBRE, FRIBAPIERILECE/BEBMNIGH T/
TE=TINEE

eSS L =E=4=<b T

NREIRAPIER LR AR EMN , BARHEITE=TIA
IEEA,

o EZEHNY
YNREFIAAPHERILECERZ BRI, 1SHITE=T5IAIE
1
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EXSH EMXFATRUASE . BNAZRERREE, LG

o SYIUE: FATFARNITENSHNE.,
- path: APIERRIURI, RFBIAEE.
- method: APIEKRTGE, ERBIAEE.
- header: iEkLAIkey(E,
- query: QueryStringAkey(&.
- system: RHASH,
o ¥ BTFHIMRSMNPHNSHERTILH .
TEMFRN E X BTN RYFIRT R o
B RN, HEMUZRIOMNEE, 7 “F4
FA” BEPR, ER “EXNSH PHSHBIFIRRSE
%, DARMIASHE, BNAERREHREE, LBt
o =HETF
o =ARETF
pattern AIENIZRIAZ
enumANEE, SIMSHEZERRIESHP

°
0|

FB,T BFE “HBE .

REFESHIELIZRIRE, BECLIERIRA “BE” JIheE ‘wiE” iES
BRI, SERESRARRIR AT RES EIBRRIEBINES .

T8 RERCIRERE, BIEFEIRIRIIEAPI, FREEREEIIAPIER

4R
R A E &R~
{
"auth_request": {
method": "GET",

"url_domain": "192.168.10.10",
"timeout": 5000,
"path": "/",
"vpc_channel_enabled": false,
"vpc_channel_info": null
I
"custom_forbid_limit": 100,
"carry_body": {
"enabled": true,
"max_body_size": 1000
I
"auth_downgrade_enabled": true,
"carry_path_enabled": true,
"return_resp_body_enabled": false,
"carry_resp_headers": [],
"simple_auth_mode_enabled": true,
"match_auth": null,
"rule_enabled": false,
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"rule_type": "allow"

}

JIEREESEE AP

gz
£IR2
43

BHRIREIR, HNKEIFS,

FEAPITIRKIFERINGS, B “4BEAPI”
IEAPIDELR R HINE, DIEFTEHIAPI,
SIFHBITAPIZIREATE AP, REHCIRAPIBTE XHIHFE o
B “WE” , $PETM.

o MEBENAPINTESBEULLERE, BEAPITETH “BE4D”

o UNRMBAPIAEEYPEILRES, NAIEFELEAIAPI, PEIIFLET “BBE” .
EZET#EE810001NAPI,

.

8.2.8 Bt E API OB ER

APIRKIRE T RGE PiRiERAVEE], BAREEFRIRIIRESH—NEIRGRS
B, EARWUSFRRIERT, EFHERATHITEFNSTRT

(MERITY::
SNSRULERISAE S AISEAIP AR, AR T A RSLAIRIRHThRA o

IR SIRE
o [E—IMEF, —PAPIREEH—NREHRFRREHE, E—NREHEERRETLL
HREZ AP,
o BERIEKIREIINGNSH RS
o BRBEKRANERAEK/NZELHFISH “request_body size” 1=, BRINFRAAN
7312MB, BEIE “request_body_size” SEIFEERAEK/N, BREKNFEE
BAMEERIENA, HEERE.
o APIHISIHIRSES KB AMockY, REIE4BEREIBGES.
o REEMAPIABIHEIR, RENAPIYIERIEE, RIEAIIAPIER . FAPISEE
RIERHIEEAGINE, RIEFIIHEENE EAIAPIER,
o CRESRY4TE. B4R, EHSLIER, FHEZHAMAP
. AjIES‘F%S‘;TM’E “NIZRRSRISIERXR R, BRARGRINASTE NMEaI4IENR
%o
o WIRKIESAPIGHEXRR, NIZKETENITHIFRRIE.
CIERERR RS
FE1 HANAPIREEHIETRE .
H£E2  IRIESLFR S TEA NS 5% REL6l,
TE3 EEMSHIZIER “APIBIE > APIREE”
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AP| 3
=z =] 8 F2E AP| 5EH&

£ £ “RIBEE TUmE, S “IERRET .
SIS £ “IEEREEEE BED, GF HHRE > RERB .
H$IR6 £ “CIERER BET, RIETRSERN, KERKES.

% 8-12 REEGSHUKA

2 il
SRERETR IRERIEAIEIR, RIFWSMYIBEN . BIIEIRE—E

RIaF B MNIEERERZIR, HEERERBIFIERK .
RN, 'Y, HF. T, BREERNEHHF
%; KE%SNZSS/P??-&o

BEN “RERE” o
IEERIRAERMER . KEJI1~2551FFF,
RENREANS, HFRPERETNNAEERTS .

i
5
HE
e

B
5

oL
R
o
D}

RBIN RBIBRIMY . IEERNRGIRS MRS RFRYRGILSS
R ERIF 2o
Rtk REIRSSAMENE . BIP/ERIROSHER, SRKERBIE

255, XA ENEED (F0: xoxxxx.xxx:7443 ) o tNBER
BixgAsS, BBAHTTPSEAIANIROS 8443, HTTPEAIAIRE

=7980,
RBIEREBE L BB AHTTP/HTTPSENRE

BIBIERNRE, T % - _ SERFE, RKERB

13512, HiHRURFLE . INREREEEBKIEKIER, B4

A ERYERIAPIRIEKIZR .,

HizE %}Eiﬁﬁ{%i%ﬁ?mﬁ%@ra‘, ATLAUR BEIERIERAHHEE

I\Lo

o replacet®z: X REFERIEEMN “HBHIEKIER” (BN
BRIEKRAIRER,

o prefixtEzl: FREFEMAIEEN “HHRIEKIEER” +APIFY
ERBERENBERIEKAIEERR,

KEER SRS RAORMER, BUESTEE: 0.00001~1, HiRE NS

NEFRE, BOAR,

f5Ig0, APIERAREN1000, FREFRN0.1, IPARMENIZ

EiBEkiRE/100,

#BATHYE) (ms) BIRIBERAVERIATE), BfUms. BAIABITEIES
5000ms,

EFimiaREA BEEPIRINEKRIK, BATFBREEFinERIK,

$B,T BFE “BE” .

REFESHISLIZARE, BECEIZRIRA “BE” JIheE ‘=i BkES
AT, RRERBHNEIRTRES CRZNREEIRES.
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SR8 RERCIRfE, SIEFENRIELIEAPI, FREEREEIIAPIER

TR
HIARECERB
{
"protocol": "HTTPS",
"host": "X.X.X.X",
"sample_ratio": 1,
"timeout": 5000,
"mirror_request_body_enabled": true,
"path": "/ab",
path_concat_mode": "replace"
}
JIRERHEE API
T PEFRIEEIR, BEAREIFS.
2 FEAPEIRKIGEFINGRE, 2F “9BEAPI”
$E3 HIEAPIDHLRRHBIMNG, AIEATHEAIAPI,
TISBITAPIZTREAREFIEAPI, FREENEIEAPIRTE X HIFRE
TH’A BE “RE” , HERK.

o MRBPAPINERYBELLREE, SPEAPIFRTEITHY “HR407 .

o UWNRMBAPIAEEYPEILRES, NAIEFEEAIAPI, PEIIFRLT “BE” .
=Z[ERTREE81000NAPI,

et

8.2.9 fit& API £ OIDC IAE

APIGIRIHt—Fhs FFOIDCHMY RIS T . SRS TUREE M5
[EimARSSES, APIMX=5IDPARSS3ZE kB tokenFIFBFEE., KSEIRVSEMINZEIS
imBRSS AR o AMNATLIREUHIEMNIR, MEEEIARFRIESSED, HRERSHER
EEETEPNRZE MRS

e OIDC ( OpenID Connect ) : 2—MEMIAIEINY, BERMSIKEIER, i
T —MtRECI AR ERIERIGARIS) . OIDCSIANTID TokenfIHEE, X
EMESBERESHEERIWT (JSON Web Token ) , {BEMEBTILAME “iE”
EERLE, mMAUNETLUAEHA .

e IDP (Identity Provider ) : ISBMDINIERMHE, IFSAPINXIZEINEEER .

e EETEMEAPI (redirect_api) : EXEMCAPHRMLSIDPIRSER, SHEFEEQEIR
SR ERIDPIHITER.,

e EHAPI (logout_api) : BEHAPHIRMLEEFIEREERATEAR, BIABEFPERZ
APIFHERHER .

e JAIFAPI: EEEOIDCGAIFERRAIAPI,
(AR
SNSRI IR MBI A RIS, AR T A RSLBIR SRR A o
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BPiEm 8 FoE API FEHE
BRI
[EURARSS STIFHRERIOIDCHMY o
CZPZIDPIRS .
BE—9EPECIE=1API, SBIAMEAPI. EEEAPIFIZ AP, EIRIEE,
B2EB6IZEAPI,
YR5RE

B— ISR, —NAPIREEH— N OIDCGAEEIREPE, B—NOIDGAIEEIZT
LAGBEZ AP,

E— 1 APIGEEHIRFHZZ e 5PN OIDGAUESRRE . WNEEEEER, B3z T8,
FRIEIE .
IDPAJtoken_endpoint_auth_methods_supportedZiisz ¥ client_secret_basic,
LiEKETaccess_tokenKiH{TOIDCIAUERT, access_tokenB9iEKLZ AR
Authorization,

{HAIEESEOIDCGAERISHITAIERIAPIBNE K IZREBABES OIDG AU SRS
EEMAPIFIZE HAPIRIIEREEZEE
BEEMAPIFIZEHAPIERE(EREIOIDG ARSI —IRTMEE, EEMAPIE
#e8IDPERSZER, EHAPISEERERLEERIVER, MEEASSHMERISZ
i8, BPABEEREOIDCAERENER TEEER, SNiRE.
EE@APIFIZEBAPIRFERLEITILES . SKBVNNFFAPL, 15KFENGET, 153K
Y AIHTTPS . ZRINMEATINIE. EiniRSZSEELAMockEE! ( SLPRERASE
AEEmIRSS ) -

TokentRI& S HHRUNNZZEL X E B RS256, RS384, RS512, ANiAZHEHERIIDPAIjwks
FRENE & B1TECEpublic_key,

PHIES R NEREAI5KB,

IRFIEIDPRIAPIGELBIMLE BIE, BEIEIDPECE T EEMurl (153 + i8R )

f&, |DPinEERLISETEECUrAYES .

RESFIAPIRBIEEIMY., RENAPIYPERIES, RISAXIAPIERL . SAPIHIE
REISATBIEEAMIMNE, RIERIXIEEINE _ EAIAPIER

REEAIYPE . RRYE. FIIELAIER, FEEZEFHAMAPI,

APII T RIREATINRISIIPBERXRR, BREMENASTE NMEal4bERIR
=8

NRFRSAPIEHEXR, WKL ERITHIFRIRE.

BEUNTMNARYF. Fhni. 9MARERE. Ei5—FSEHE—XIEiFOIDCAIESR

B

tl#2 OIDC I\IFSRHS

SE1
T
T
T4
izl

w N

FENAPIRIKIZEHIE TUH .

IRIESCPR ST AN S ISR,

EEMSHZIER “APIETE > APIKRER” .

£ “SRESEIE” U@, P “OIERRE .

T “IEIRRREREY” WET, &R “HEHEREE > OIDGAIE” .
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H$IR6 £ “CIERER BEF, RIETRSERN, KERKES.

% 8-13 OIDC IAIFE& #1578

2% i5iAH
REREIR ESRIENER, RIBUSHUBEEN . BNEIRE—E
M ZNESRIEEZTR, HEERERAIFEK.
gAY ElIEH “OIDGAIE” .
R ESRIEIRAMER . KEN1~2557NFF,
REEAA KRNOERERNS, IFRPRENHAEERMS .
client_id IDPHRAYZ FiwID,
client_secret IDPHFYZ ik Secret
discovery IDPFFHAYRRSS ATttt
redirect_api redirect_apiDEEMAPI, ZAPIESARKRIEGE, 1R
IDPEEMERAIANL
o FFPZEZERITHIZAPIBIURLELENIDP clientfIEEM
ik, fNkeycloakfdclientdrfy “Valid redirect URIs”
¥
o SARERIBENEBWSAPIRIRZRFEESEEMAPIRY
IREHER, BNWSEREY.
o EEMAPWEANOIDCGMIESRREINEERY—IR, TECRBEERS
[EHAA A BEMIBR o
S RIEIR
scope ERERREPRRERNSHIIERAFER. FIMER
openid email profile, BJLAMIINEMSECEHA=ES IR,
ffliNopenid email profile phone,
logout_api logout_apiiZHAPI, iZAPIESAREREE, {ERBF
BHERMER, AEBAPERZAPEHEHER.,
o SARERBENEBISAPIRREFEESZ HAPIHIER
=HER, BNSBRLY.
o EHAPHEANOIDCAIESREEINEERI—IR, TERIREDE
HAPO A BEmiBR
public_key TokenFr{EARVIFXIFRELERINIA

o REES{EMpublic_keysi & IDPAJjwkRIRIStoken, B
public_keyFljwks_enableiXm S = DH— MEED
B, BNEERRtoken,

o YERIECE T public_keyFljwks_enable, FHIEE(FEA
public_key{EARIBHITIREG o

jwt_cache_enabled

EARTEAPIMEEZtokenI NIFARAIEEER .
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28 izl

jwks_enabled EA{EAdiscoveryiRSS AT FAYjwks_uriSRIRENAH
#H1TtokentRis o
HIDPIRMH T HHXAjWKEC BRI AT LUK B Atrue, BUEE
B{7EcEpublic_keyAgeiHiTtokentia

auth_header_name BFIWTIAEtokeniBRLEZIR, BHIAS
Authorization,

access_token_expires_i | 581 REROIS HARTE], BBAIARD,

n 2 MIDPIREXAYS RO R (S B 2 BT BART BRI (FE iz (8
{E9token T HBAT ], EJ(*»A7:13600 0

redirect_after_logout_ | HAFPIER T Zi#EElogout_apifit, WHESEEQEZ

uri ik,

slient_renew_access_t BEHIES RIS HERT AP X EREA M E FTAE S hE

oken_enabled

set_access_token_hea | 2&EEIHIAISHIZE HAuthorizationiEKkLiEERINWEE

der_enabled i o

set_userinfo_header e | EEBNIEHREF, ERBAPEEIZEIX-Userinfoigsk

nabled SLEERNEEiR .

T BE “BE” , THRIGHRIEIEIE,
T8 FKIRCIER, BEFENRIRGIEAP!, FEFERIEITAPIER
----4ER
AN =N bl

"discovery": "https://example.com/realms/myrealm/.well-known/openid-configuration",
"redirect_api_id": "8aa097****9843e****9c593d11b****",

"scope": "openid email profile",

"client_id": "myclient",

"client_secret": "NOTX***wo4Lt***6iRYMDoCSux****",

"logout_api_id": "8aa0****0e984****bc9c593d11b****",

"access_token_expires_in":3000

JIEREE4RE AP

SB1 BERIESIR, HENKEES,
TE2 FAPIIIRKIGEENER, BE “4fEAPI”
£E3 HIRAPIDHLR R HBIMG, AIEATFHEAIAPI,
STIFEIT APIZFREATRESTEIEAPI, RS ABIEAPIBTE LAMRE .

SRA B “HBE” , HPETK.
o MMRBPAPINERYPELLREE, SPEAPIFRTEITHY “H407 .
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o UWNRMEBAPIATEYPELLREE, NAIESMHELPAIAPI, BRIIFRLET “BEH07 .
=2 [EIRT#ES810001NAPI,

R

8.2.10 BicE API B JWT IAILE

LR SRE

JWT (JSON Web Token ) R—FfiZSRANNIEEERE, [ZNEATFAPIBDIGIES
o EBALISAPIEEIWTIAIESRRS, FIBTASBE A TokenFHHiIIfERRP, MXE(E
FR$BXI Tokenif T84, NSEMAPIRZ 2 hEEH] . APIRXSZISRFHIWKS
(JSON Web Key Set ) NEigEH:

o ERBRPEEITERSMUL, MXEERHEIZIBISRIRENAE
o  TERBRPENEERINGA.
AR
UNRIHREEFE LAISERIFASE, AR TRFHREHIRIRHIRA o

o [E—NIE, —MNAPIRESHE—NWTINESIREE, E—NWTIAEERALL
BIEZ1NAPIL,

o [E—APIGEAINGZRZS A BIFESNWTIAMIESRRE . WIFTAEAE, SiexTE, B
B1E .

o MAPFEESTIAENFEBETERAFAERN, HWHAEREHFEERR,
{(EFRI N AIFATAE R Token . IBRZEIRETATABIGIMEE .

o ERAEFIToken W FERFC 75193158 ; IWTIAIERIRE BN U2
BRFC 751 7#5EHYSONERFERFE

o HFIWTHASXWHEIBHTINE, S20BEREIERET Token R, LtE4MAT B
R TokenittiE, BIVEAREINHEKRIMNIHTTPRIAPIERIWTIAIE,

o TokentIEIHHINNZE LB ZRS256. RS384 . RS512. ES256. ES384%(
ES512, {EFERSAEXRY, BINEZIHKERTFETF30720,

e JWKS_URIREIIABHIEEREBNABE KRN, SZFmANI50KB,

o XERIETokenHInbf ( £AFE) ) Flexp (ITHARTE) ) FER, WNRIRIEKM
SEHEIEK,

o HEE “ERTHIEY BIRFIRES AT, YARRIEJWKS_URIFOAPIGELHIMEZEE
&, MERIRIERESESEMR5MINERIWKS_URI, SiRERIMAAIESI L
A, FEHXEKRNERSES DRXEKIER . NREBSLMAFTAEREE, ZiX
EEREiERt, BH—EREEIRAYE, $IWKS_URLBREIFASBRIA R IE 10
[BN$8, (E5#HIEFABE &R TokenEX ERATIEIIIE R

o  MXEIRIETokenFIIWKSAEBHAIKIdIHITITEIES , WNRIWKSHREFEE—
JWKNkidaTLAAZ, BUARBILLAZ; JWKSHEESFHNWKEIKIdATLAER .
WMRFKIREKId, WATAREIRE, ZRIEAHTokenTGERILIEL o

o RESFDAPIRBHEEINY., HENAPISERISE, RIEZITAPIER ., JAPISEE
RIENFBIEEAHING, FKIERAISERE LHIAPIER .

o RERHIGBTE. RR4T. FHFHSLATER, FEESTFHHAMAPI,

o APIFYTERIREARINRISILIERXRR, BIRAMEINASTE NEai4iEmR

i
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o INRKREZSAPIBHEXRR, NWIREELEHITHIFRRME

BUE JWT IAIFERR

EE1 HANAPIREIRSISTRE,

T2 RIBELFR SELMSIE B ERLA,
I3 EAMSHIZEE “APIEIE > APIZRER”
$I4 £ “RISSIE” THE, Bl “CIERERT

ZES £ IEERR

SBET, EE EEREE > IWTINLE” .

£IR6 £ “CURRER” HET, RIETRSHRE, BRERKER.

% 8-14 JWT IAIES 25

158

IBERIEAIEMR, RIFWSHYIBEN . BIIRER—E
AIER BMNNESREEER, FSEERERFIFEK

BEES “IWTIAIE”

IHERIRAERMER . KEH1-2550FFF,

4

55

RIEENEENDS, IFERPHREFMABEERIHNS .
RENAERIA .

o ERFHIEN: MFEXEEFE5mMIiniERIWKS_URIZREXALE
o EIEIRE: MESIEIMENRIWKSEIERAH,

JWKS_URI

XLikfF “ERHE” KRS

Mo AREIWKSAFERYURIMELE, N$BFEEIERFC 7517
HBRYISONETFER, TBRIEJWKS_URIFIAPIGSLHILE
B, MXWERIEHMESSERSmIiniERIWKS_URI,
BIREINNINAAMERA NI, HFEHXESKRKNERSES L
IRIERAVEER

M EiERURIMBHEAY S EAGET, MNERKISEIZKIMY,
MYERRHTTPS . IREIFIIWKS A/ NRASZ3E50KB .

JWKS

XHER ‘BERE” HFRANERE.
JiETokenfYWKS X8, FHHEERFC 7517#15ERYjsonF
8. IAZIF50KB,

FERTEYE]

{NHEE “ERHE” AN EERE.
XI5 KIWKSPRSSAYABATETE) ( 1-60000ms ) , ERfA9

2.

E1FRGIE)

NHi%F “ B HRHERE.

MELIZIWKSIRSIREIFIWKSHITER, AiFEEEN
#E7ZA%18] ( 600-86400s ) , BA{IHFD,
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BE N hostsLizf

Ri%F “ERHE” BRRHRECE
IERIWKSERSS R, AHEBEEXIBKAThostskiE, BIAE
{ERIERPREIGAThost k1T o

Tokenv &

TokenZ# A& : header, query, cookie,

Token&#R

ZBTokenSEZR,

o HToken{i & IheaderATELIA{EIAUthorization, %S
XD KNG,

o HTokenfEHqueryATBKIAE Haccess_token,

o HTokenfUHHcookiefHIZSHWE, ZSHFRDK
A\=

Tokengij£g

{N&Tokenfi/Bi%#R “header” BIEEE.
TokenZfF R ERIZAIZR, BETEN. FIAMESR

Bearer,

Token I HART M mis =

#tokenfEpayload iR & TiTHAATIE) (exp) , MXEIS
Hit(71R5, fifEEEX R tokenEEIT HARIATHH R
728 (0-86400s ) .

TokenBEE i

EA IS RIGtokenEEE iR . EAIAESfalse,

Token R~ FfERT B IE
Uk

SiERAKE T Tokenld, BEEAIFHHIIWTIAIERRZ D
5o

RESEEHARY A

A VM X 2 BE XS TokendIBHARY [BlexpFER BRI
ZHAESfalse,

Payload{&EZE G

G ftiFE Tokenf#TiHifIpayloadiE i E Rif . FIMEN

false,

PayloadFiEIE KL
)\

X4 “Payloadf&iEE/5ik" FERHEE.

KTokenfEtirtiAYPayloadE NEEERBIRAYERL . 25
HARXDKRNE,

RiEFREERR

M FEIGPayloadPIEEFES (claim ) BB, REIIEES

RANERLA, EEERiR. BaTLUBTIRis_override3k

BHIEEANEZERLHTEE,

e His_override Atruelly, MREFERZNEKILSEE
EE=.

o is_overrideIfalseld, SEWMEINREZANERL,

is_overrideEtiA Atrue, RFREZIFIRE 16N FREEIRE

i,

EEREE

RZGIRIER R RACE, XpayloadiEEFERRIEINIT

BB, MR payloaddiclaimId R BRI ITEE 17 2Z
B EREE—EN, BlclaimBYENE RN HIEN

N=FERERE, NSIESEBEK,
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{

"jwks_service": {

"uri": "https://example.com",
"timeout": 5000,

"ttl": 7200,

"custom_host": "Xxx.xxx"

3
"jwks": "{\"keys\":[{\"kty\": \"EC\" \"crv\": \"P-256\",\"x\":
\"MKBCTNIcKUSDii11ySs3526iDZ8AiTo7Tu6KPAqv7D4\",\"y\":
\"4EtI6SRW2YiLUrN5vfvWHUhp7x8PxItmWWIbbM4IFyM\",\"use\": \"enc\"\"kid\": \"1\"}] }",

"token_location": "header",

"token_name": "Authorization",

"token_prefix": "Bearer",

"token_expiration_tolerance": 0,

"token_pass_through_enabled": true,

"missing_token_skip_auth_enabled": false,

"ignore_expiration_validation_enabled": false,

"claims_to_headers": [

{
"claim": "iat",
"header": "iat_value",
"is_override": true

"claim": "sub",
"header": "sub_value",
"is_override": false

}
"blacklist": [

{
"claim": "iat",
"value": ""

by

{
"claim": "sub",
"value": "test"

}
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SRR ERABZBEMYAY, IEBERIEERIRIREE, SR
REEA M ERER

ST HENAPIRIKIZHIERE

SR RESCPRSELAMSAE=_EFIEESEA,
$I|3 EEMSHIZIEE “APIEHE > SREE” .
$R4 PEEFESWR, ENEEFBRE.

SIS & “EIEREURER Xi, BE HE .

H$R6 THREPRIFCHRIKLRE ‘SRR .
o EECHRE: BFE ‘XEEARE 5, BERE.
o CIBIRIS: BSER-1RECERE

& 9-1 EcERIRECARES

¥ ol

SREREIR IBEEFIRICERISAIETR, RSB EN . #iX
1.‘5:}2‘25;%5’9@%iﬂﬂﬂﬁ%ﬁﬂ%ﬁ%mﬁ%ﬁT\, T fEERIEIR
BlIFIEHK .

STIFPN . B HF. g, BREEAENEHNT
X, KEN3~2551FFF,
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BERENETER
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BER AT 92020/08/08 05:05:00, MSEREFikE?
EMEEHE M.2020/08/08 05:05:00FF 144X, &N /\BTHI05
PFHAZIT—NNETRI05 5 Zia a— B AdE), Bp
05:05:00-06:05:00 89— NR{ATE], LALLSEHE,

(NS

EERARFIAIAT, BmERE ‘7 . ‘97 .
“B4” 0 “X” . 5 “APlipaiREl” EEA@E% =R
BBy AYEIRZE Fis el A RAPIF SRS EIR o

APIi5ialpR &l

HEXFIRAIEARAPIRIRE LR, 5 “BHK” B&fE
H.

f

BEEFIREARISIIEIRER . KEN1~2557F

SR REEETHE, BE “HWE” o

-

9.2 Fe& AP AIERYERE G s

ERpIaEE A EAIAPIREREIPHEILE, RIPFERIRSS . BHLUNERRE LD
HIREE, RVF/ZRIEREAIPHIIAYEIRAIEIAPI,

[ =wet Yl AT
$£B1 HANAPIRIEEIARE.

£ RIEFRSEEMN S E75I%ESLA),
3 EEMSHIZEE “APIETE > SREEE"
$RA BERRESWR, EANEREFBERE.,

SIS E IHITIEEIREE X,

BE “4E” .

£R6 RIETERSHIRE, EREFERERIKER

& 9-2 iR HIRES

2%

ol

sf’E

RS HIRIEhE .
o I FBRNAIFIEEIPHIUAIZ FimiEIAPI,
o )b RREIHEEIPHINAIE FimERBAPI,

[agiichils

B “IEINIPHEIE” , FRINRIFEEELEEFRAPINZE FikIP
sk PHELIERS o
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1 O &TE APIG 3L

10.1 BEETYRIE APIG SLHIEE

sefieliEsers, ARSI aEEMMESLEIRERERES

ERNRELHEE
S HNAPIRSCEEI AT,
SW2 EENSHEEE THIER .
S| EEEEWRENLIOIL, BF EEEHE” HLHISR.
$WA £ PSR RE, RIETHSHRE, SENRELANREES.

& 10-1 LHIER

A fREEIN ol
BEER LHOERNMER, BIESLAIEBIR. SLAID. SIS,

BX. . EWIREIEE.
o FAFRILURIESLIRBRIEMERER.

o EFEEE “sElD” AT SHAIDES.
ey SEBIRO S TR NSRS FIRORT )
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MZEECE

o EIIEZ
SERURTREXROVPC, FIFHLIBREVPCEMIEES

VPCHEMAEEER..

o T
SCHEIFRREXRSFM, AP LIRGEFNEREEE 7
MIEREEER.

o LTt

SERIRTREXRY SR 24, APYUREREHBIRMES

E?@ﬁ%i%%ﬁ%@,mﬂuiif,%i%mﬁ
.,
o HITIEH
APIP AR MBI A HIaIEHISERE, EalLUETiIRE
IPHELEAY B 22 BESREE | |/ AP AN IPHEKE S SER) . 1P
HhbiHBRAN T
- EHIPHEL, w: 127.0.01
- IPAM#ERZ, 40: 192.145.0.0/16
- IPEZSEE, 0: 127.0.0.1-192.145.0.1
R R R 2 RS E 100N Pitbit s WER, His
KIKE 5120,
WNSR(EAIPVeittE, 1BAHRIRIT R SLHIST 35 PVeTy
MBRAFREIFIEHERE, BARITFREIPIAE; R
FRinaERIRE, &8 “BR/e” X8, ERREH
B aIPitit, MEEIHFTIPIFE; WRFFEIHEEE
REG, IRE “‘BYR" X8, BRSEEE(TMIPHE
ht, M AREFHETIPHIE.
LREAEIE . ARSI EIRFIAPIZSn IS
EREEDeny{fL5E/EN
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BFfEr 10 &518 APIG £l
G 3988
b T o ADitit
- ERFAE ST
fErT st A T SHihHES
- SERMEIPHENE

" ANERSCHIRGPEIEMEIPHELE, SR LASRRHBIES
ey “3ZBNREA” , 4BEsRIEIPHELLE

" YNRSCFIEHBESRMEIPHELL, AL R EH IS

i O SHimiHES, R amEN

“HRLPEIP” , MRARBEIPHENL,
UNSESCAIEARER M IPHELE, BRI AR
HIAIN, APSERMBESEAE, LEREARIP
RSB,

o HMtthiE
IEAVFSEBIAPIRYRIRARSS SREEIMERMES, APIRIXTS
SEHFEA HHjIIIo AR CTATRERT A TR o
FEAMEORE, EaLSE ‘E5wRNE" E8H
12, tamigts N

o iTZHIR
HEEAXERERTRITEER, ANTRIFRT R
&, TRITEREREEHREA/IME
- FHEFEEX/N, ATRESRmISRESEHER, 5

ARERIISS, EERE,

IR BCEFABME: . SLAIBIRSERE, EOABEE SEIERTIERE
RVPCFMMERTEIE ., MNREEIIMIFAENREES
SLEIERE, Bz EA TR E .

MRAMEIRF OB FNAELUAT=AKRFREAR, &Y
AZIFECEHBIRA

e 10.0.0.0/8-24
e 172.16.0.0/12-24
e 192.168.0.0/16-24

et

10.2 B2E APIG LIS H

g%ﬁéﬁ&eﬁiT*{ﬂmﬁ#E’J HBHEE, BELEESE, JLURZREHIIE
I ﬁbo

}
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HRSRH

. gg??ﬂ@aﬁ%ﬁ%@lﬁmmﬂ%qﬂl&ﬁ, T 3z T SSRIERHME BT
FCESLHISH
ST HENAPIRIKIEHIERE
2 EENSHIZERE “LOISEE”
$I|3 EFERESHIIXAI L, BE ‘BEEHET HEHIETR.
R4 2F ‘BESH ¥, HICEZFBNEER, RIETRSERE, #ITEL.
FREHIFISETREESHEFEAR, BRUREE,

& 10-2 LY E SHIRA

28 2% | 2858 | "R
A | E
=]
ratelimit_ap | 6000 | 1-1,000, | APIZBENARIZ(E . APIRGPERIZHRISET,
i_limits 0000/ | fTUEBRINRER; APISBEIRSRRAT, NHITHRE
b RURIERES . MIERIBIIAPIRERFEARBGEIT
APIEBEERMAIEE,
MRES T NESHWSIFEWRE, BiREL
SiEREER.
request_bo | 12MB | 1-9,536 | APIiE KA AiF#ERAIBody A/ LR,
dy_size MB SIS POSTIS A LIEX#, BRHSEER
FEE,
backend_ ti | 60,00 | 1-600,0 | f5izna M BATAYE]LFR o
meout Oms 00ms

app_token | Off On/Off | app_tokeni\IEAZFR, BiAKA. BRE,

AITEAPIER P {ERFAEAYaccess_tokeni#{TAPI

AR AIAILE .

e app_token_expire_time: access_tokenf95
RAFE), fEaccess_tokenZEAHT, 15MATFAEY
#rhYaccess_tokenHE#r, BRINIERE[F
.

e refresh_token_expire_time: refresh_tokenfy

BXATE ., refresh_token I FIRENHTHY

access_token,
e app_token_uri: ¥kBXaccess_tokenfduri,
e app_token_key: access_tokenfdfinZZkey .
app_api_key | Off On/Off | app_api_keyi\iEATLFFX, BiIAXA. BAE,

BITEAPHEKARRIN “apikey” 2%, EHEIER
Keyi#{TAPIESIEARIAILE o

M i%hRA 18 (2025-12-03) AR © AR BRABIRAS 196


https://console.huaweicloud.com/apig2/#/overview

AP| 3

FAF$5rs 10 E1E APIG SLf)
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;A | E
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app_basic | Off On/Off | app_basicAIEBENFFX, EOAXF. BEE, &
APIERFi7INHeader2%] “Authorization”
ZSHUE 9 "Basic"+base64(appkey.appsecret), E
FappkeyFlappsecrets 5l & ERIKeyF
Secret,

app_secret | Off On/Off | app_secreAEBF X, BhiAxA. BREE,
BIFEAPHERARIN “X-HW-ID” 0 “X-HW-
AppKey” 2%, EmRIEIIKeyFISecretiH{TAPI
ASARIAIIE

app_route | Off On/Off | IFIPIpIAIFX, BAXF. BAE, IE
DEFAULT53 48 FRIAPPIAIERIAPIBT LA{E R I PittiE
E 2218

backend_cli | - - BimX @A EFX, BRAXF. BREE, BIEEAPI

ent_certifica B & EimfREAT, AIEEEimXEIAILE.

te
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ssl_ciphers

ECDH
E-
ECDS
A-
AES2
56-
GCM-
SHA3
84,EC
DHE-
RSA-
AES2
56-
GCM-
SHA3
84,EC
DHE-
ECDS
A-
AEST
28-
GCM-
SHA2
56,EC
DHE-
RSA-
AES1
28-
GCM-
SHA2
56,EC
DHE-
ECDS
A-
AES2
56-
SHA3
84,EC
DHE-
RSA-
AES2
56-
SHA3
84,EC
DHE-
ECDS
A-
AEST

AFECEHTTPSIEEMS, FUARMBRINEES
B35, STPEMIEEE, UREFRIL
BEXIFHNEEY
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28 2% | 2858 | %A
2A | H
=]
28-
SHA2
56,EC
DHE-
RSA-
AES1
28-
SHA2
56
real_ip_fro | Off On/Off | E&{FRX-Forwarded-ForsLHgIIPERACL.
m_xff ERFIRRRYE, BOARER.
xff_index: X-Forwarded-ForstHIPHIHEREFES,
BERFRIER. B, 0,
o xff_index{E/90TKIEXART, FRENX-Forwarded-
Forskehyg3 225 |AYIP,
o xff_index{ERREHT, ZEIFFHIUMX-
Forwarded-ForsL#h3£ERIP,
FIENZNLAPIM FERIX-Forwarded-Forskrifixnsg
IP1, 1P2, IP3=/MIPitlE, xff indexBYORT3XEX
IP1, xff_indexBX1RI¥RENIP2, xff_indexBX-1H3%¥K
HXIP3, xff _indexBY-2B43KEXIP2,
app_jwt_en | Off On/Off | app_jwt\IESRFFXR, BAXKA. BARE, &
able APIERFIRINIAI TS, B EiEAYKey N
SecretLA N AT EJEHITAPIASEARIAILE .
o TEAPHERAHRINHeader&#
“Timestamp” , S#EHZHaURTEIAIUNIXEY
B&, BAAZER,
o TEAPHERRINHeader&#
“Authorization” , IX—&HOILUBEITIEHK
“app_jwt_auth_header” I#{TECE, EOA
{87 “Authorization” , S¥{ER
sha256(appkey+appsecret+timestamp), B
sha256NZENFHFEFNINEFE, HP
appkey#lappsecrets 3l A& EIIKey
Secret, timestamp9Z4giAtEIAYUNIXATE]
B, BuR=ED.
o 7EAPIIERFRNIHeader8%{ “X-HW-ID” ,
SHENEIENKey,
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SHE
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public_key_
enable

Off

On/Off

public_keyZRBIEZZEAFFX, BIAXT. B
&, AIESZZHEFERpublic_keyZEBIg
Ao

public_key_uri_prefix: 3XEXpublic_keyXJ [z
secretfurigi . EAuritg=(3: https://{FEHL
FABE =ittt }{public_key_uri_prefix}
{public_key&Z=ZBEFR} o

custom_aut
h_header

Off

On/Off

INIELEBENXEERX, BMIAXA. BREE,
2% “app_auth_header” 0
“backend_sign_header” HI¥IIRERZE, 5F
FERMER—H.
WNRELE “app_auth_header” B “SEHE1T
B , BBAITFAPPIAIEAJAPI, iE3Kheadershig
TwAPPINIEE ERISEAItAk
“app_auth_header” B9{H; WMREE
“backend_sign_header” B “S¥iE{TE" ,
BBAITF4PEHMACE;Z Basic Auth£BIES &£ 27
SASRREAYAPI, APIMXEIFimARSSAYERheader
PIEFEREBNSH L
“backend_sign_header” BY{&.,
iyl
fo B S a0sLf] FErEAPPIAIE S & 2 2 AR
( HMAC/Basic AuthZ£8! ) , {51Z1BfRE .

gzip

off

On/Off

XHIRAEKRERgzipEdE, BT RDCAMIRE .
BAKRECE gzip[E4E, BCER1DHER, BER
B,
BHEE, JE&comp_levelZ#, comp_levelsk
NEGER, BEEARRRIEREEFERLR, —HRA
I\736,
|
o IMRIERAATF KBRS, EBILAERgzipE4a 1
( BDTKBLARBISHAIESE ) o
o gzZip[EAESTIFHISHZEEIBtext/xml. text/plain.
text/css. application/javascript. application/x-
javascript. application/rss+xml. text/javascript.
image/tiff. image/svg+xml. application/json.
application/xml
o SHozipE%E, MEEKRFFIMERL “Accept-
Encoding: gzip” .
o gzZipleETRE, WFEN, ELFE1DME
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custom_log

Off

On/Off

BEXBEWEEFX, BAXH. FRBEXH
SIEElE, LB TFEAPIRIERABREREEREE
MEHEIH ESHIE.

FDI}EH)—E—i _El%%ﬂ_:l “—Fﬁéﬁ” ’ Il\\j][]ﬁ'ﬁrlnﬁﬁalu\

FTENHIS L.

o SHETIFEIRheader, query. cookieZ
.

i3]

o BENHERZHTHHREIHARIBERESR,
AEHTEDEAPIGHREN IEESH .

o BEMHEZZIEREI0NFER, B=FEX/NEH
Z:?E'FEJJ2KB
o SHETHHDIETHRFZFTIITRG, Hli0: NS

(+) SWRWBATHE “ 7, WEIS (") 2HRD
739 Ww22” , [RFIT (\) SWERIBA “\X5C” o

sse_strategy

Off

On/Off

SSEfEHzRIEFH X, BIAXT. BRE, XiF8
iZ{sEFAServer-Sent Events ( SSE ) 1ZBB 461
APIRINORIAE, BJLASSEHUERERFESR,
iyl

sse_strategyfc E5chkfE, WNHEH,

Ao

ELORBE 15

vpc_name_
modifiable

On

On/Off

REBEZFRIFHELT R, AREIEXNGRE
L@%%’?, 1Elé|ETJ;E1§JE’Jﬁ$Jz:_JE96 EEI e
RVPCIEESIEAPHEZORE,

vpc_health_
status

Off

On/Off

REBERRLAEERRESERTX, BAX
1. FFRABELIZBENRRIEEHET, &
EoHBEEFENEERERLANERKES,

request_cus
tom_config

XIFEENEEE FIRERIEXSE

. HTTP/2 HTTP/2tMYAIFF X, BRAAFEIR
. BEZFBEESEMALRAPIRX,

e request_body_timeout: ZPimiERABATAT
BJRYERL, BAINF8s, BUETEEI1-60s, ML
KREHBFRETKPER FEHRERZS
.,

0
ERimEREEXREENERE, HEN, BEVF
E158E.

api_uri_no_
escape

Off

On/Off

APIFJURLAAIPathiE W AMBFFX . BOAKA, &
RURLFAIPathe 1T AL E

FE “api_uri_no_escape” FFxkfE, {FHPathR
N HINREIESMEE10-3,
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BFEr 0 &2 APIG LI
Z 10-3 Path REENX ENMAIIHEE
IngE R APlgitg | iI5KA&i%X | api_uri_no_ | api_uri_no
EMM | BIERY | escapeFFk | _escapeFF
Path Path X xHE
APIEEX | APIGH{TILECEEH | /{path} | /aa /aa/aa Jaa%2Faa
AYPath %2Faa
S Ym BiRIRSZSHER | - - /aa/aa /aa%?2Faa
HE APath
httpZ! EEM{FEAPath | - - /aa/aa Jaa%2Faa
httpsEE
TE@
KRR | REESEEERAN | - - /aa/aa Jaa%2Faa
i ZH9Path
F=FH | APIHSEFE=HIN |- - /aa/aa /aa%2Faa
INIESR | IEREE/S, ZiBE
B FE=FA9Path
kafkaH | APIgBEkatkaBHE | - - /aa/aa /aa%2Faa
THHX | WHERKE, (FH
R AYIEKPath
REIE {ERURIIGFEDA | - - /aa/aa /aa%?2Faa
JE| BENREEE
AY, APIGHRiEA
A9Path
Function | APIFNEiREEES | - - /aa/aa /aa%?2Faa
Graphfg | FunctionGraph
Uity BY, &RIXEIRES
skPath
BENX | APBANERNIEERE | - - /aa/aa Jaa%2Faa
TAILE BEMIAIER, &
EF R ENEKPath
% 10-4 APIG ZERIINZEH
INZEEHSZIR Z&i
ECDHE-ECDSA-AES256-GCM-SHA384 =
ECDHE-RSA-AES256-GCM-SHA384 =
ECDHE-ECDSA-AES128-GCM-SHA256 =
ECDHE-RSA-AES128-GCM-SHA256 =
ECDHE-ECDSA-AES256-SHA384 £ (EMET%)
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API %
FBFigrE

0 =18 APIG L4

INFEEHEETR

Zel

ECDHE-RSA-AES256-SHA384

& (BT )

ECDHE-ECDSA-AES128-SHA256

& (B TE)

ECDHE-RSA-AES128-SHA256

& (B TE)

et

10.3 EcE APIG SCHlltREE

BITARE TIRERS SEGI R R
1. DTREE.

AP EREEEIRS ( Tag Management Service, fEFRTMS ) g
PHRFEREERIE,
BCESLHHFE

ZE1 HENAPIRXIEHIS R

LTE2 EEMNSHEER “IOIEE”

TI|W3 ERFRINFERITE L, BE “BEERHIE” LHIBR,

WA £ IR WEH, BE RIREST .
IR EHREEERK, BEFTUAZT,

o ITERE: ZIFAIAUTF-8SARTRIIFR(BEPN) . HFHNERH, UK: _.:=
+- @FFF; _sys BT RGNS, HPTERA.

o IE(H: IFTRUTF-8BARTHNFR(EEFN) . HFHN=RE, UK _.:=

=k

+ - @FTFo

(1] %88
USRI BZIREAPINARSSAOEAREE SRS, WAIRARRE SR S SLBURAITES o 4
BUNRAEEITEREAIAN, WETAELSERIMRRSAY, SHRANSER THRIRSHIRE

5.

$|S BE “HBE” .

fTtmic, HEDELAIRR, SLUXILHIRFBHITOHE

lﬁﬁlﬁlz\lﬁ\

e
Iy
TR SERERNE, BT, BE. S REELAIAE.
sm parrssnEErRRESsE, B FEEEES 95,
S ENFESERSRNG, BSORENER, HIETAEE.
1. [Xig: &$¢Aplnééﬁﬁ?‘|:ijzo
2. BIRER: &% “APIG”
NiERAS 18 (2025-12-03) A PFE © FEARITEIRARBIEAT 203


https://support.huaweicloud.com/productdesc-tms/tms_pro_0001.html
https://console.huaweicloud.com/apig2/#/overview

APl %
HPFPigE 10 &1E APIG L/

3. AR RN,
-

10 4 EEE APIG E,J jﬁuﬁ:ﬁ-ln\ |:|:§\

R R FATEVPCHIRIGE T RIRS ZEEM(FEE. 2. IAFHNERE
FER—XiEgH, alsEM=WEEVPCGHE)/FFRIAPI,

10-1 E—X15i5 VPC ifia)

VPC1

CTTTTT T T T T T ! — BRI
: APIGEZLR |
| |
I
} APIGELf APIGZLH] |
} iEE iR IRS : VPC2
| |
I
L )
— = EFiRREI

£JRSPRE!
BRFRERSHE—. JtR—RiEsh, BRI AT AR,

B S in T RER
SB HNAPIRISISHISTE.
SB2 EANSHEEE SHER” .
S|3 ECORMIALL, PE ‘EERHE" LS.
S|4 BF REDOEE RE, RETESHNE, EELRTHAES, #AEETS
BT REE.

£ 10-5 RigT=EE

24 prki:
RSER RERAYEFREA{region} {&in T RARSZS AR} { R ik T RARSS

ID¥ERY . SEMSESEFIRY, SR EIEVPCRIRTI =R
55, JLIRERRTRIRSZ BN, BAILELAMEN iR
T RIRS AR
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RREERIMXLAINRIRT RES . INRFEIERIRL
TR, BRE ‘CIERRTR S,

o EiFETHEID: RiETHSMIID,

o IRMITA: EinTIRIDARH, FAFKIRBIZWNLimTS
&

o T KT RAPRTE
FTFRIFDRIISE TS, FEERR T RRSNZR
TREBERE? .

o HEE: RigTREIEZIKSID.

o BlIERYE: KinTiRAVEIERTE

o B HinTRIRSZXILIRT SAVERKEAL, AEE
‘R BL BT
grbdl

i pASBISIZEZRTIAN, EEESEVRIEENIES
BS=iR, HEREF.

IR R T R A A MR T St 1.
BILUE B AVRE R T SRS IEIKSID, 15HEH
TS DR INZE i SRS IO SR,
Pk FIIESRER , HSKSID,
o EIUKSID: AT ARIEUIKSID,
o BlEEETIE: EER0BIEE.
o IBE: SERSITLHT SHUBIUIKS TR, TS

SRS MBS eI .
TR

10.5 BEN APIG IZE FimihinigC

f%?&ﬁﬁi@iﬁ)‘(%ﬁﬂ)\iﬁ“ﬁﬂﬂ]ﬁ'&, X #FE FimEd A ErE O KL RRYE imRAR

o

2R SRE

o IMBIRART, —PNiRENAFEE Y. SRINSIFHTTPAIHTTPSINY .
o MR SIRABXRIRSRERNE, BFEEEARSIRG .

BEXEFimihiaiEC
S HNAPIRSCEEI AT,

$H2 EANSHEIRER “IOIERE” .
$B|3 EFAEXAL RO L, BE ‘EFEHE” SSEfIER.
$£]4 7 ‘BEXALERO” REHR, BE “FEALEKRO” .
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IRIBSTIRLSS, MEEERINY, FHASASEE.
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£ ‘pEERT TE “EEEET XiE, BEHERTIRE R OESIIFIERIA
i S ESREIR SIS AR EIBN AR D, ARA A LIBE ARG CSEARRER
[EimBRSS -

10.6 280 APIG BYSCHIFIAE

ii%ﬂ%%%ﬁﬁ@%ﬂ%%iw,@EMEEM%QE&W%E@E%M%W
FJRSRH
o MEEEIRT, KEESRENN, BEEMEHE, BIUSEIEHTIRN
QEO
o SEEFRIEEMG, TEMREIE.

o FMSTERY, HIAMIPRLREZMN, MBEXMXERENEARREERES
208, PHIENSRERSESZIR! TERENSZIRISCERTHTRE! TE
TR, BREISEESHMARAXEXEEENE AR REE

o MNRIFELHIFRIHNESLEE, BERXTBEARELOIZIRIRA .
o MRTEIRETR, niFEirsEN ENKIES

IFELHIANE
S HNAPIRSEEEIATE
SW2 EENSHESEE THIER .
$EI PHRETELOIAMN ‘B > AREE" .
SWA THISHEDBESER0-1, WEFRIUE, BF “F—57 .

H$IR5 ﬁ%ﬁ%‘%i&'&)’a‘, QERSN, BE “EXT BFFAEE, TERHK15~305

(10 88
“‘F/8R7 IHEEXA, EEETENBMISE, BISTEM.
o “iRFHITER” BTHI T ENIEIN AR EZANSTER
.
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FBPFiER 1 BEGEIERSHESE

1 1 EAnERRSIESE

11.1 APIG RIS I=IEIR

IheEidRA
ATENX TAPIMKIES LR GIEIRBAI GBS R T8, BIsERIIRINHEHE
X, AFRALIBEZ =S TIHE%?ﬂﬁAEEE%Uéu‘EEAPIi%EI%Hﬁ?APIH%HEQJ“EE’J
BIERSEEER,
(1 #%Ee
o I hﬁﬁ%ﬂikﬁ}—ﬂ/\@.&fﬁg, Q’EJ‘FF?MOFQ RESINREER . PSRt
E’Jfﬁﬁ‘{n%b instance_id, api_id” BY, FTRXIAL E’J"’*}'E?E’fa?ﬁgiﬁgﬁ?f)%é&%%, a
“instance_id” H0E, “api_id” F1E,
o WNERENEIEIEIFEXBIAPIGEEHIRASTIF, 1BIRR TRAFRLOIZIGFIARA .
BR=TE
SYS.APIC
JLAEEAE =T i

xR 111 SiiEFriHAA

ISkRID | $SIREFR | $BIRE X | B || HE A
B || F H (=R
B ot
3] )
throttle | APIIIR | IZIBIRETRAPIHE | > | Ti | & | EZMRAPINE | 1958k
d_calls ; YR B /m..ir SZEEITAYA | 0 m | 75 | 43
REL IRE es | | (instance_id
/ )
m
in
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N EEnEERSRESE

1SFRID | $EHRBFR | BIRE X |8 || #HE WA
B || # (=R
& it
£3] ¥x)
request | FEOIER | IZIBIRETRAPIE |2 | Ti | & | EZ=RAPINX | 19
S T =2 D3 0 | m || SR
es | | (instance_id
/ )
m
in
req_cou | BERE | IZISHRETAPIZ | > |Ti | R | BDAPI 193¢
nt_erro RYFEIRIREL 0 |m || (instance_id,a
r es | & | pi_id)
/
m
in
reg_cou | 5Sxxi@f | IZIEFRERTRAPIEY | > [ Ti | & | AP 153§
nt_5xx | JXEL SxxiERIRE 0 |m || (instance_id,a
es | & | pi_id)
/
m
in
reg_cou | 4xxiE@F | IZIEFRERTAPIEY | > [ Ti | & | AP 15384
nt_4xx | X AxxiEARIREL 0 |m || (instance_id,a
es | & | pi_id)
/
m
in
reqg_cou | 2xxi@F | IZIEFRERTRAPIEY | > [ Ti | & | AP 153§
nt_2xx | JXEL 2xxE IR EL 0 |m |#| (instance_id,a
es | & | pi_id)
/
m
in
req_cou | AR | ZIEFRERTAPHE | > | Ti | & | AP 1584
nt REL B 0 |m |i&]| (instance_id,a
es | & | pi_id)
/
m
in
output_ | IREIRE | ZIBIRETAPIEY | > [B |1 | B{API 193¢
throug mRERE 0 [yt |0 | (instance_id,a
hput e |0 |piid)
0(
SI
)
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BPiErm 11 BEEREIERSIESE
1SFRID | $EHRRFR | BIRE X |8 || #HE WA
B || # (=R
& it
3] ¥x)
max_la | RAIER | IZIBFRETRAPIEY | > | m | & | EZRAPIRE | 194
tency EE BRAIEIREME 0 |s || Eh
& | (instance_id
)
max_la | X KIEIR | 1IZIEFRFTRAPIBY | > | m | & | BE1API 1538
tency = BRAIERZREL 0 |s |#| (instance_id,a
% | pi_id)
input_t | MARE | 1ZIEFRFTAPIEY > |B |1 | BB AP 1538
hrough mNEE 0 |yt [0 | (instance_id,a
put e |0 |piid)
0(
SI
)
error 5 | 5xxiAf | iZIEFRETRAPIEY | > | Ti | & | EZARAPINE | 198
XX IREL SxxERREL 0 |m || H
es | & | (instance_id
/ )
m
in
error_4 | 4xxilf | iZIBARERTRAPIEY | > | Ti | & | EZARAPIFE | 194
XX RE AxxiEFRIREL 0 |m ||
es | & | (instance_id
/ )
m
in
avg_lat | FIIER | iZIERERRAPIEY |2 | m | &R | EERAPINK | 1938
ency = SEIIFEREREL 0 |s || Eh
& | (instance_id
)
avg_lat | FITFER | iZIEFRERRAPIEY | > | m | & | ENAPI 158
ency =RE EHFEREME |0 |s || (instance_id,a
% | pi_id)
node_s | MXTa | IZEFETFSHRITHE |1 |0 | A | BEPMNET S 1538
ystem_| | RSRaE | BIEEEMNXTR |, |u |[#]| (instance_id,n
oad RS, 1327 |2 | nt | K| ode_ip)
Bkfiz, 2=+ |,
KL, 3F =K |3
iz ,
node c | MXTR | ZERBATFRITE |2 | % | A | BINXTR 15384
pu_usa | cpufEf | BIEUEBEMNET S | 0 i# | (instance_id,n
ge = cpufsE=R % | ode_ip)

SASRRAS 18 (2025-12-03) WA © EARUERABIRAE 209



APl <

HPFPigE 11 BEENEIEIRSERESZ
1SFRID | $EHRRFR | BIRE X |8 || #HE WA
B || # (=R
& it
3] ¥x)

node_ |MXTR | ZEFETFHRITE |2 | % | A | BPNEXTS 1938

memor | AFFER | AIEUEEMNXTR | 0 % | (instance_id,n

y_usag | = RFFERZ % | ode_ip)

MFEZENEHENINSNSR, FRZEOSHWEIRIERET, SECABKSIRAISE

EERXER,

fBlan, FEEEENMAPIRIERRE, ZiEmNHEEEEN “instance_id,api_id” , &

7~instance_idJ90&, api_idA1E.

o BIZAPIEIEENGITIEIRAT, api_idBVEEEERNERINT:
dim.O=instance_id,3d65c1ac9a9f4c5fa05435184a087bb2&dim.1=api_id,6666cd76f96956469e7be39d75
0cc7d9
Hrh, 3d65c1ac-9a9f-4c5f-a054-35184a087bb2F[
6666cd76f96956469e7be39d750cc7d9%3 5l Minstance_idFflapi_idAV#EEE, B
RIRENS X2 “HE” REPHEREUES .

o BEIAPHtEEEIIEIRAT, api_idPEEEFEERNELILNT:

"dimensions": [
{
"name": "instance_id",
"value": "3d65c1ac9a9f4c5fa05435184a087bb2"
L
{
"name": "api_id",
"value": "6666cd76f96956469e7be39d750cc7d9"
}
1
Hrh, 3d65c1ac9a9f4c5fa05435184a087bb2%0
6666cd76f96956469e7be39d750cc7d9%3 5! Minstance_idFapi_idiI4EE, B
RRENSEES N “HE” REHHREUES.
HE
Key Value
instance_id L= hRAPIMESLAIID, 5J40: 8dfOxxxx000p,
ZEVMBERVRENS TN AREEEZRRELAIFIERAPI, NEOIR
[EIRYI A SEHIREY .
instance_id, LERAPIKET 5=, f5Ia0: 8dfOoxxxx000p, 192.168.10.10,
node_ip ZEVEMSRES T BAEETEAREAEBAP, MWEOR
[E189Na NS EHEEEN
instance_id, EBAPI, fIg0: 8dfOxxxx000p, 6666xxxxc7d9,
api_id ZEVBERIFREUS A EARAEIEAPIFIFERAPI, MEORERID
N SEPIRE,
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5, MNTEEIFREIER .
BMEPR
SB1 HAAPIREIEHIATH.
S ARIBSIR SEA NS EF SR,
L3 EEMSHIZERE “APIEIE > APISE”
$BA BPEDESR, HA “DEEFER TE.

NS T RAPIRKARSSIZITIR

$|S & “APIETT” MEAY “MEEOET X, BE ‘EFESKE , &b ‘mRSHT

2" RE, SEUREBINNAPINXCIRZEZIN,

-
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=EEEIAPIMKRNE TASHITA E s, ALIBTEH S ERAIEBAPINX IR

WEIENR .

BEB APl NEEER
ST HNAPIRKIEFIA TR .
S RIBLIR S ELNSAE 75 ELf)
£E3 EENSHIZEE “APIEIE > APIDAE”
SBA BESESIR, HA “DEER HE.
S5 1 “APIET” REZEMIEEAPI,

H$IR6 E “MIEUET Xi, BEAPRIZIUGIEER.

—

EEENAPIRIBEMARLT, 818 “BRRET . “ERER” . “YUERE” 0 “HE
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o EVNTEUEE2SHRIFT—IR o

o EGN\BSEUEE2\ERIFT—IR,

o E—XREIREE2/NIRIF—IX.

o E—EME—RBEEEXRRIF—IR.

SR WRFTEEELS. LAITSRKERER, BRE ‘EEEShR’ , EEESR

IR
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BIEER(
SR O Otk . A Ottt sk Ot IS B B e S
BETmmE
FEB1 HAAPIREEHIESTE-
S ARIESCIR S A SRS 752l ,
S3 ELEMSHESER MO > BEkn” |
4 RBIETERSHHE, BEELIREE,

x£11-2 BiI=8

2H BeEIN
T EalP WoeIPAZBIAOZKEOIP, OIELAIEEFESE.
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£R4 FREEESH.
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ANRLERISEFIFFEX A NX , BRE ‘HES5ERRE .
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1 remote_addr EFimtit
2 request_id 1BEKID,
3 api_id APl ID,
4 user_id H{ERIAMINIEREIRS, BRI ARTIR
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5 app_id HfEFAAPPINIESEIRT, BRI IRMAAT
APP ID,
6 time_local 1BERSERATIE.
7 request_time BERIER (B #)
8 request_method HTTPIEK 5%
9 scheme BRI o
10 host BEKIEE .
11 router_uri iB3KURI,
12 server_protocol BRI
13 status N SRR ESED o
14 bytes_sent R ADN (BB =1, 88RET.
MaRZk . MORMA ) o
15 request_length BRKE (B =7, 858EHRT.
Bk, BKIEK) .
16 http_user_agent BFPRIEFRR,
17 http_x_forwarded_for | X-Forwarded-Fork,
18 upstream_addr 53RV Eimibit
19 upstream_uri BREIRAYURI,
20 upstream_status [RimNa A ARESAS o
21 upstream_connect_tim | 5/giniE I EREFTARTE ( B4:
e )
22 upstream_header_tim | NG5S RinREIIERZEEI M S inIREE!
e BFTAENE (B2 #) .
23 upstream_response_ti | NG S EiREIEEEIN EiRIKEE
me BE— " FTENE (8 &),
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FAF$5rs 11 EEEEEIRSRESE

Fs FB 588

24 region_id =R XID,

25 all_upstream_response | \FHIR S RimsE EEE MR imTAEE]

_time BE— " FTRENE (8 &),

REEIREY, SFTRNESH .

26 errorType APIIEKRRVEEIREEY,
o 0: FEREHIR
o 1: MMITHIR

27 auth_type APRAIEEEY,

28 access_model1 INE&ET o

29 access_model2 INIEET(2, FEWEIAILER, AEENX
NSRS .

30 inner_time apiglIREBRMERT, B,

31 proxy_protocol_vni VPCinm 5 MBI MILEFRIR

32 sroxy_protocol_vpce_i VPCEim T =A9ID

33 proxy_protocol_addr | ZFimiEIPHIL,

34 body_bytes_sent APIERHIBody(A K/, BBIFTI,

35 api_name APIZTR,

36 app_name HEHRAPPINIESEIRY, BKG{FEREY
APPEFR,

37 provider_app_id APIFT/EBIAPP ID,

38 provider_app_name APIER/ERIAPPRTR

39 custom_data_log1 BREEX BEFERET

40 custom_data_log2 BREEX BEFEE2,

41 custom_data_log3 BFEEXBEFRIES.

42 custom_data_log4 HRPEEX BEFEES,

43 custom_data_log5 HRPEEX BEZFEES,

44 custom_data_log6 BFREEX BEFERIES,

45 custom_data_log7 HARPEEX BEFERET.

46 custom_data_log8 HARPEEX BHEFERES,

47 custom_data_log9 HFRFEENX BEFERE,

48 custom_data_log10 HFRFEENX BEFRERE,
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P8R 11 EENEErSEEEE
FS FE 54BA
49 response_source 1K KR o
e local: APIG
e remote: [FikRSS
50 gzip_ratio [FaanarzbodyfA K/INS E4a 5 A /NEIEL
R,
51 upstream_scheme [RimtN R ,
52 group_id 341D,
53 apig_err_code MK ERIRAD
54 function_urn ERETURN,
55 cache_status ICREKREATPER:
o MISS, RRBHEIZBINER, BE
FEFE—IRIERAPIET I .
o BYPASS, RRNERIEFITERE, B
EAR LRSS
o STALE, FRREFHHNNL ST
HA, FBEM LRSS =RBGRAID
i o
o HIT, FRRMEZENEZHIZMHAY,
MAZM LiiFhRSS 28 SCRTIRENAY
56 authorizer_downgrade | BEMIANEFBERNMERE, BRIRR
v
o 1, RRABEIHKEESOAIEREL
o 2, REABRIHEEIIAIERELE.
o 3, FpIHFIEIREESIAIEERRE
Ko
® -, %ﬁ*ﬁ%g& o
57 X_apm_version HERRIBERATARAS o
58 x_apm_trace_id H—tRRA—IRE K2 BIEERID,
59 x_apm_parent_span_id | #RRHEHERAIR S Span ID,
60 x_apm_trace_flags =EEBEHAFEE: 01, BE; 02, 7B
=218
61 x_apm_span_id FRiRHENERAISpan 1D,
----45R
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=z =] 12 &F& APIG FHitB&

1 2 BFE APIG HitBE

12.1 =®HITIRFE 2SI APIG #B(E5IE

FE=EHITIRSS
MREREUWIE. ISRAETDAPINRIRSIIMEDTE, ATFHERLNHT. Hit,
S S R MG EE, NBB A E RS .
EHITIRS DA AT
o ERHETEE
o HItALHES
o ERITAEENE
o HEXHINE
o REBR(EEA]

BEXBIRFIIR

BE=#HITIRSS, EoILUCRSAPINKIBXARESH, @ETFRENES. HitFE
W8, APl GatewayiR{EFIFERI T&:

£ 12-1 =HITIRSZIEH APl Gateway 2/EFIER

HRERR RiRER EHRR
CUZEAPISH ApiGroup createApiGroup
(BZAPIS 4R ApiGroup updateApiGroup
RIFRAPIS£R ApiGroup deleteApiGroup
KIEEAPINHZFREEIFE | Swagger CheckApiGroups
ElfESZNE Environment createEnvironment
ED YN Environment updateEnvironment
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BRESR RiRRE B2

RIFRTRLE Environment deleteEnvironment

mETE EnvVariable CreateEnvironmentVaria
ble

fFREEE EnvVariable DeleteEnvironmentVaria
ble

BRZ= EnvVariable UpdateEnvironmentVaria
ble

BRI SR Throttle CreateRequestThrottling
Policy

(EBURIT SRS Throttle UpdateRequestThrottling
Policy

B A= SR Throttle DeleteRequestThrottling
Policy

elfEN Api CreateApi

(E2ZAPI Api UpdateApi

FRIERAPI Api DeleteApi

AT FZAPI Api CreateOrDeletePublishRe
cordForApi

RIGAPIENX. Api CheckApis

i API Api DebugApi

HERM/TEAPI Api BatchPublishOrOfflineAp
i

VIHRAPIhRZS Api ChangeApiVersion

IRIEIR A S AP Api DeleteApiByVersionld

Bl E %A Signature CreateSignatureKey

B REE Signature UpdateSignatureKey

fIFREE = %R Signature DeleteSignatureKey

PEZEZEA SignatureBinding AssociateSignatureKey

FEPRAPIS E R EARISIE
KR

SignatureBinding

DisassociateSignatureKey

éiBIEuw?? g

ThrottleBinding

AssociateRequestThrottli
ngPolicy

FEPRAPISiRIZREBRISIE
KER

ThrottleBinding

DisassociateRequestThro
ttlingPolicy
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BRERTR

HiRkE

SHEMR

BRI SRR

ThrottleBinding

BatchDisassociateThrottli
ngPolicy

SRR E ThrottleSpecial CreateSpecialThrottlingC
onfiguration
(EBEER7 Si ThrottleSpecial UpdateSpecialThrottling
Configuration
TR BRAFER I ThrottleSpecial DeleteSpecialThrottlingC
onfiguration
APP#5ZY AppAuth CreateAuthorizingApps
RRPRIEIY AppAuth CancelingAuthorization
HEihS2 ApiGroup AssociateDomain
HEZIER ApiGroup AssociateCertificate
(v ApiGroup UpdateDomain
fRYME A ApiGroup DisassociateDomain
BRI ZIE+ ApiGroup DisassociateCertificate
BUFEACLEERS Acl CreateAclStrategy
1EACLEERS Acl UpdateAclStrategy
THIBRACLERRS Acl DeleteAcl
HEEMPRACLERRS Acl BatchDeleteAclV2
KAPISACLERIHITHEE | AclBinding CreateApiAclBinding
FRBRAPISACLERREERISPE | AclBinding DeleteApiAclBinding
HEEREFRAPISACLIRREEAY | AclBinding BatchDeleteApiAclBindin
4B g
BIE B E XIAIE Authorizer CreateCustomAuthorizer
(& B E MIAUE Authorizer UpdateCustomAuthorizer
fIBR B E )IAIE Authorizer DeleteCustomAuthorizer
SHAPI Swagger swaggerExportApiToGrou
p
S NAPI Swagger ImportApiDefinitions
BIZEVPCIEIE Vpc CreateVpcChannel
EHVPCEIE Vpc UpdateVpcChannel
fBRVPCIBIE Vpc DeleteVpcChannel
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12 &F APIG HitHE

BRIESR RRER SHEW

NN E RS imsEfl Vpc AddingBackendInstances
B fEiRsEAl Vpc UpdateBackendInstances
Bk = i SE Vpc DeleteBackendInstance
HEELFIRESZ RS | Vpc BatchEnableMembers
B);E]

HEELFIRESZ AT | Vpc BatchDisableMembers
AATH

(B VPCEERRINE Vpc UpdateHealthCheck
INEEFHVPCGEESE | Vpc CreateMemberGroup
AR5 =R4H

gﬂﬁﬂ BRVPCEBIESIRARSSEE | VpC DeleteMemberGroup
g%%ﬁVPCJEiEEﬁ#&HE%“ Vpc UpdateMemberGroup
IR EEE XA, ApiGroup CreateGatewayResponse
1B tA B E M Im R ApiGroup UpdateGatewayResponse
PR 28 B E M IR ApiGroup DeleteGatewayResponse
B H T EERIREER! | ApiGroup UpdateGatewayResponse
BB E X IR Type

MRS LEIEEFEIRZEEAY | ApiGroup DeleteGatewayResponse
BEMnNEE Type

SCHIBCEFE Feature CreateFeatureV2
SIEE=IREAI (2T ) | Instance Createlnstance

BT = hRLA) Instance Updatelnstance

LI FE4PEEIP Instance AddEip

SCABIRREBEIP Instance RemoveEip
FEEFAMEO Instance AddEngressEip
EFSLAIH AR Instance UpdateEngressEip
KIALH AW EO Instance RemoveEngressEip
FEEFAMAO Instance AddIngressEip
EFSLAIN ARG Instance UpdatelngressEip
KIALFAMAO Instance RemovelngressEip

fhIR& E = hRSEAI Instance Deletelnstances
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BRESR RiRRE B2

IR E=hR=A (82E Instance CreateOrder

H3)

SR FEMEEEITE | Instance CreatePrepayResize
IHEMRTE Instance CreatePostPayResizeOrde

r

vpc-endpoint

AcceptOrRejectEndpoint
Connections

HEEIRINSEAI R T ik
- =F=1c]

vpc-endpoint

AddEndpointPermissions

SEMIPRSLFIR IR T i
e =F=1=c]

vpc-endpoint

DeleteEndpointPermissio
ns

SR PR N SEG)
A9bREE

Instance

BatchCreateOrDeletelnst
anceTags

SNHIRS Microservice ImportMicroservice

BUEESSLIEH SslCertificate CreateCertificate

IEHZ4BESSLIER ApiGroup BatchAssociateCerts

12 EEGESSLIEH ApiGroup BatchDisassociateCerts

fHIBRSSLIE+ SslCertificate DeleteCertificate

{ESSLIEH SslCertificate UpdateCertificate

SSLIFP4PEl Certificate BatchAssociateDomains

SSLIEB R4 Certificate BatchDisassociateDomai
ns

SRR Plugin CreatePlugin

(B e Plugin UpdatePlugin

B ¥R 14 Plugin DeletePlugin

EHSBEAPI Plugin AttachApiToPlugin

AP TE Rt Plugin AttachPluginToApi

FRIRGBEHRIGAIAPI Plugin DetachApiFromPlugin

FRRRGBEAPIRIIEF Plugin DetachPluginFromApi

BIEEAPP App CreateAnApp

1B APP App UpdateApp

fIBRAPP App DeleteAppV2

B5ERH App ResettingAppSecret
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FFisr 12 &F& APIG FHitHE
BRIESR RRER SHEW
IRAPP App CheckApp
£lI#2APP Code AppCode CreateAppCode
Ba&ERAPP Code AppCode CreateAppCodeAuto
flERAPP Code AppCode DeleteAppCode
IREAPPRIIAIENET] AppAcl UpdateAppAcl
fRIBRAPPEIAIE) = AppAcl DeleteAppAcl
elFE RN AppQuota CreateAppQuota
(EMUERECEN AppQuota UpdateAppQuota
pIERER I AppQuota DeleteAppQuota
EIERCAYIE IR IZE AppQuotaBinding AssociateAppsForAppQu
ota
RN EIEECENAENEA94E | AppQuotaBinding DisassociateAppQuotaWi
E thApp
KA=FITIRS

WRFEXA=HITRS, BERTEESIHRERS

12.2 £ CTS SR EE=HITHH

IR

tAREH

SHITRSZBEEBNRIRMAREZ T RAVRFICR, CRNEREELKERMENBARS
o, IPHElE . BRRSIRMEARSIER, DRREREINIMAES . RIBXLRFD
X, BALURSESCIZ e, [DERER . RIRENM, #ENEEFERLIF0FIA
EERIR. BalENSERIE.

SHAZHIH RS BEARFHRRSRRIRELS, B#MFEERFPYRRZER
A B, BIRRFRIE, ERLIBE “SMH” THRIEET AN ENRAMLE R
(5O

4 REEXK BRI IRRERR

EEERRESBMRBIHXKIRAFERIIME ZIRSS, FRSRIEFRIEE
{RiCRAEZEBERSRT . EIRERRCRIEEERSH, MAFYERSEIRTE.

Bl MPRFRIFSEM

HIRIBERRRICR AP OBSIHTRIEIRIFFRNFMES . HIRKERRICRAIEH
;Eﬁéiﬁ-, RIOBSBRSS LiRAIAFIOBSIEREIRRIRIFSM, HIal EIEEHE. T
HEF o
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5z =12

12 &F& APIG FHitB&

HRSRH

&

o EHENBERIAFEAMAREZH, BKSRENSHAILIBEZHEIHEREE
1, EEXBERRARANNEZE, SKSHEHREEKSECHEHIIE
NEEEE, HEIALRERREENOBSIETES, BaLIRIHARERSEEE

EECTS/system AERTEHEEES. AREBERVFANEFS WAREEREH

o MAFBEIZ=HIHIMIARAEIRIA7RNIRECR, SHBHNR, FEATL
kR . MNREEEFBII7RAVISFICR, BB EHEEDINRFEIRS
(OBS) H=AEMRS (LTS) , ATEOBSIEELISHEREmMEEHREHE
B, BN, SETREM7RABIRIRIFCR.

o AFPWEIRSERMECE. B, WESHRER, 19MReT LIS =EIHES
ETHEEEXEMRECR, sPMEAUET=HIHEH S EDHIRLE S HRE
1IeFo

. gfﬁ#&%#ﬂ%ﬁ@ﬁ:%&%?ﬁﬁ%{#, REEE|ARE MY R EEEIERFIT

15,

f#

1. EMEATHELRIAIE.
MREEE—ITEAKP, BHEIT—MES . IREERBENKF, BSF
UTEREIE,
a. IAEAREM, BF “EM .
b. RIERTEETMEM, FHREESNEMENRSHTBENZ.

MG, RacEMEEENTAEERE.

¢ SELZINEFTRN ASEIMKSSEZIAIL,

2. ISR o
MRERUERSERENZ, BHEIT—MES.
WMRERIVAMARERENR, FEHRRCTSEER ( EMKSsadminBRAS
BIFR ) JMIAMAFHEFCTS FullAccesst R . XA XESNAIAMAREN.

W

BEEHITEN

RPHAZHITIRS IEZEEXEERRGE, RATRICRARSTFRINRE. EEIZ
HIERBIRRE, RAFIRICRAPTOBSHEFEIERIE. ZHRITIRSEEEHE
SRFRE7TRAYRFICR .

AN EIMIERFIHRS BRI S BN S RIE7RANFFICR

£ CTS FhRS S IREEHITFH

1 BRCTSEHA.

S BREHE, BEELA — ) %iF ‘EESEHE > ZEIHRS C7S7 , #ASEIT
RSB AME .

$£IE3 BFELAMSHEN “SHIXR" , HEASHIEREERE.

$R4 FHRLES, JUUBIHIEEEE, EE&iAl/\i. RE1XR. RE1ERMES
%, BAILIBEX&RIAE7RAESIERAVRIES .
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SRS FMYIRIFEI SRILT KT NANRES M, ETLUERERES— T ESD

[ri- S

x 12-2 EHTHESENREA

SHBWR A8
B2RERIE THIEER ‘2”7 . ‘B, ReEEEEHP—IN,
o 2 THARIERESY, fINEBEFREE. SHAPE “BEE+
0 WEFET RESEHERE, Hitg T RiESEN, AxxiHE
ESEA Al N
o T HEIERUEIBEELE, PIONCIRETRRE. SHATRE.
ARIBR TR
EHBIR IRIESEHRIER,.
MANERD KNG, FEFFHFLE, R IFE/ITEEL,
SRS R E RS IRE S NSRS R
éﬂiif.'si;ﬁfgi ( =EITIRS PSR ) B9 “ SHFEITAIRS RIRIES!
BTJo
~f: updateAlarm
=R =IRSBHNBIRES .
BMANEXD KNG, FEFFHLE, AIFEMILEETC,
=~ 1AM
HIBEZR BRESEH LSRN RREZR,
BMANEXD KNG, FEFFHLE, A IFEMITEEL,
HiZEHIME RN TR R R RRFRS AT M AIAPIE IR ER S R E
BEIRSHET, ZFBRIT,
~ffl: ecs-name
HIRID RS LRI EIRID,
BMANEXD KNG, FEFFHLE, FAIFEMITEET.
HiZRBRBTEBRIDI FFCIRLEWAT, ZFERAT.
B {EID}
e IREEM A% LIREICTSIS, EESAtrace idSHIE.
BWMANEBEREFHILA, AIFEMItEER .
~ll: 01d18a1b-56ee-11f0-ac81-******1e229
RS IRESEH S RIEIRZEE,
BMANEXD KNG, FEFFHLE, AIFEMILEETC,
ENERSHIRREEES IZIFHIHIIRS RIFMIRETIE (=
HITIRSEFERE ) B9 “SHFHEITHRS RIEEIIR” =5,
=~: user
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HPFPigE 12 &F& APIG FHitB&

SHEWR 15%AH

RERRP A EHRIRIERRF

THOERPIERE— N ZS MRERRF
BEEHFRItrace_typeIESN “SystemAction” B, TRARIE
ERIRSERMA, IZEHEXIMAVRERPEIRERT,

IAMBDSIRIERARPINXER, URIRERAFRZFRENIREE, 15
S NIAMBHSIREBFINXR

==yl 75| THIEIREE “normal” . “warning” . “incident” , RAJi%F
EEFI_IHO

o normalfURIEIERLIN .

e warningXFRIBIELM

o incidentURECIRIELAMETEAIIER, W5 IREMBIES.,

AIREID BREREWIRBEID,

BEEWINHIDRIG R : EEPSERSIZHIGHY ‘MBS R,
AILIEEEWIREID,

~f5: b305ea24-c930-4922-b4b9-******1eb2

iaZZ$AID HIDEAID, EEIGEHARIEIEFXKASEZET
BERHOUZBEIDAIIS: EEHEeaLEs, ARATHIRIRG, %k
B “TRHEILE > ipiaZiE” , JUEEISIEERID,

TfB: HSTABA7VOV**++++T| NQ

$|6 EHHIIRNE, BIEDJUSHIBFCRMM. RIFHTIER. REJIXRRTERS.

J F?ﬁi?’flﬁﬂlﬂiﬁ)\ﬁﬁ%“%ﬁé?, B TEnterii2, AILIESHIIRERGSRMAIE
2o

o HF ‘S’ B, sHITRSSBEDERIUXSHSIRIRIENHSH,
ZXSXXHEAETRRERERNVAEEY, BERZSH50005%E8

o FHCUEH, ALGKIEISEMHEFICRIRHIES.

o BEOHA, WUAENEHIIRNETEE, Eﬁﬁ%’f‘él’ﬂ%ﬁﬁﬁ?&‘j,
AIERISAEEITT, ZRLINESSERT A, FMEALFX.

£B7 (A% ) FERREMYIRRNE, SEA LB “IREIBR” #EH, AIYREIRRSEM
SIRAHE .

R
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£ CTS |[BIRSEFIRERH TS

SER1

BRCISEHIS

EREHE, REELS

RS TRH

, &R “EIESEE > ZHIRSS C1S7 , AR

BEAMSH=RY “SHIIR" , EASHIIREERE.

BRE8XERTEHIHEH G, EHSRARTRRSEHIIR, SEREA LS
“IREIBMR” 2HE, HEEIRRSEMASIRRNE .

EREALYS, ALBEimEEEE, SaRaTNT. &IA1X. &A1 ERFS
%, RAILIBEX&RIE7XAESIIERIEES .

SR IF B TR BRI NAYRIES G .

% 12-3 %

SR

SHETR

1588

E S LS

SHXRBDH “EEEMT M MRS .
J Eﬁ%&%ﬁ, BIRPN=IRS RIRHE . 1221, MIFHRESE

o HYEXS4, BIOBSHRSS LiRAIOBSHERRIEIERIRIFSM, B
o0 EfEEURE. TEEIRES

ETHOEINT, SRR FFHRIRIRS B

ETHhOERS, EFRRFEGSRARIRER,

BN RIRFIR RIS S TS HEITRIRS NRIFRIREIIR (=
HITARSSAFER ) B9 “SHSHITARS RIREIIR &5,

RIS “HIRID” . “HEZWRT M EFRIFRT .

o FRID: RESHERINTZEIRID,
BZRREBTERRID, dZREOIEEMET, ZFEBAT,

o HHEZWR: BIEBHEHMIZIR,
ENEIRS IFEITHHRES N B RES W SHFHE RS &
FMEREIIE ( =HITIRS AR ) B9 “SHFHITIIRS Rig
E5IER” B,

o FEZM: BIEEHIRNERRZR,
HEHME RSB ELRRZSR, SIMAIAPIECIRIERS
RERZIRSHET, ZFERAT,

BRIFRR

A S HHRIERR

THOEIRAIERE— PN Z MEERF .
BESMHFATtrace_typeRIES “SystemAction” BF, RRAXIE
EFRIRSUERRA , ZFBEXINAYRIERFARERT,

IAMB M SIRIERPXMNXER, UMRIERFRZRAEIRE, 1B
S WIAMB D SIRERFPIINXER .
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SHEWR

158

SRR

“Normal” .

_IJ_IF‘T@A WiE=E =t
“Incident” ,,\Tﬂ}:’éHEP—Iﬁo

o NormalftFRIR(EmMIN.
o WarningftFRIRIEELK
o IncidentfURLLIRIELAMETERIE R, 05 EEMEIESE

“Warning”

LR BEEERFRMNE

, BF ‘887 .

$R8 AFMIIRNE, BEIUSHBRIFCRHFIRIFIR.

TE10 EEEEENSHEEM,

HERER

£R1

TEEEEERICEAN,

B ‘S 2, cREITRSSBEAERUCSVERNIIFREIUGSE, &SV
NHEETRXENERIAESG, BRSSH5000%ER.

g Clt, TLURIEIEHREERRIES.
$R EFHH ‘BREX JIF, BHlLERZEHRE

HRMEREITEHTREHREN, ER ‘&7 ;
AT BSHERR,

BHEN:

B_= «=7%
MEZIN RE o

BF 7 BRFZICRIFEAES.

wEEE Q FER @ £HEER Q =fERE 1

dockerlogincmd SWR - dockeriognemd @ ormal

BF ‘BFFEM” , SBE— I EOENZRFEHEERY

FHER.

=g=£ 1ty

{

“trace_id":
“oode”: *2007,
“trace_name”:

“resource_type”:

“trace_rating”:

“meszage”

“trace_type”:

“event_type”:

“tracker_name”:
“time”: “Z023/11/16 10:54:04 GMI+08:007,
“resource_name”:

“request”: "

“676d4dae3-842b—11ee-3283-9150eeefiadac”,

“createDockerConfig”,
“dockerloginemd”,

“normal”,

“api_wversiom”: "V

“createDockerConfig, Method: POST Url=/wZ/manage/utils/zecret, Reazon: ",

“aource_ip”: 7

“domain_id":

"Apicall”,

“zervice_type”: “SWR",

“systen”,

“project_id”:
“response”: 7Y

“resource id*:

“ayaten”,

“dockerloginend”,

“user”: |

“domain”: {
“name”: ¥

gt " -
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£B]12  (Tik) EIRREMFIRRTE, SEA LB “AIRHhR™ 1%, AR EIREM
SIRAHE .

TR

EE S

o XTHEMHEMNXRFRIFE, BEIEHEN “ (ZFHITIRSHBFER) > 5
H2%E > FHEN” STNSEHEE “ ( ZHITRSAFER) >EHEE > 5
HHEf)” B,

o EALABELATRA, REIWMEGEFIIEH:

-  (EHA=ERITRS, FitRAREARERERSAICIEMMIREE. B2
8, BENREHIT

- (ERZ=EIRS, EVINENEERRSSRERE EFRERINE, LR
NI CER R IRSS IR PRV . BIMEE, B2 RIERERL

-  [EA=FEITRS, BEEENEMRRSSENMEIRIFCR. BIMEE, B
SN FIRIRER .
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API,
c. ¥KEYSDK

BB SDKIFAK/SKERE R, FEMAPI,
d. EFAPI

IS IRENAPI R APIBIEIHEIE , JEFIAPI, RIEAPHERFAES AR, &M
APIBBEEHIT AR EARPAIESESURIE

13.2 HAHE=REHS
FRAPA SIS,
SB NPT .
S 1 T TEAS LRSS EARSIREHG , EARSIRTE.
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13.3 APl S¢AESTE
13.3.1 Gll# API 548

S s
CIZEAPIEI, BELLIZEAPIDE ., APIDEBEHTAPIRIES, APHRMEELIAPISES
By, SIESERRIFRBAPI,
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T HAHERIFHE
FIR2 B “FFAPI > APIDER” , HAZIAPISEFEERE.
I3 B ‘CIENE” , B ‘CIESHE” INEE. BEENFRIS-1RER.
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ERIN 1)
SEBFR APISDEEFR, AFIBAPIEOMITHESHE.
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o XIIMTFHIAPIRT, EEEHNAPISESERE SRS

-
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FHZAPIEY, EEENAPISEGE— NS IMINIIHZ, APIRFEETIRIHEEME
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1. EAMIES . AEdiEZ MRS BIEFHES .

2. AMITIHZEEESE, RAESEMIISETIERIAE . SEAHSENIE
H, @SR T8=,

3. HER: BEMMEEZCNAMERETRISEN S L, BARGEESRIEN
CNAMEZSRICRE .,

4. YNRAPISEPHIAPISTIFHTTPSIERIMY, IPATEMIIHAPFEEZRINSSLIER,
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=
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BIFSR

SER1
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F]3 B
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HARZRRIEFS

B “FHRAPI > APISE” , HAZIAPISEEERA.

DIMEE—fA, #A “BEER” 1L,

o HF “SASH , BADHIFMEERHE. B HEEE” .

o TEFHEHMBNDEMRET, BE ‘EFE > HEER .

B “4iEmaigs” , RENEER.

BE “RBE” , B E SAPIDEEE.

MRABFEUHZAT, THEZATET, BE “BRIE” .

(|73 ) 4BESSLIEF . APISDEFAIAPISIFHTTPSIERIMYAT, FBERINSSLIES,
1. B “IRINSSLER” , 38E “IRINSSLER” IHEIE.

2. IRYZEIRENSSLIER, WMNIEBZIR. IEPASHER, BE “BE” , FTASSL
IEBRIAIN

13-5 i7"h0 SSLE$H

ARONSSLUE
* WFERER xxd123
* ERRE ---—-BEGIM CERTIFICATE--—— '

MICUzCCATmgAWIBAGIUKUHY PFzulwF+79g6xAKScMDVFalwCgYiKoZizZj0EAwWIw
fZELMAKGATUEBRMCCXExCZAIBGN VBAGMAN FxMQswCQYDVQQHDAIKCTELMAKGAT

UE
Caw CE)'EE!:L‘.-\JBI nJ‘JEmMunFi\lE;k\. JwYDVQODDC Eh-"l I";IUZKNTLWG d'::tefff
O AL AR i o Bl T DA A DT i e T T A D Taa sl bk A A TE—R A AT
ECE
=3 -—-BEGIM RSA PRIVATE KEY-—- .
MIEpAIBAAKCAQEADZIMdUCPMNhZ3KkjuaxSockkifFQasCiu4OXnASigTBENOszdm
TLIIJDF‘J m+eHLcVeDinyGdymSUbzsEDRMKSN2ZLEIQ) I mSHRHT7WEQO2EmPMRvOLUC
E-?SF‘S*_-.:: rdiqDFTMdV 1 ng MI1LD [v\.- VOgeDwkBRwuNXProtspT6OlszrvifoQuQ
b STy L = P ' 5% A T O DO AN FRIT S e D | b I A LA T
1,678/8,092
REd) #25
MR

o SSLFBHBNZFpemER, WIFRINETIERER, nliEippem2EEBER.

o NRTESTRRBUSSUES, PREPSHEN S , BXIRES. MTPEBNENS
AERNE, TIFTEXEE, IRFREN, BERBAFNEBATHERR.

o WRABFEUMSSLES, EEHZAET, B “BIBRSSUER” .
LR
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o RNINSSLEBLAWERRE: HERIEBANRZFISEFRAILEBTAEE R —E.

[REEEE
HEMNINZE, SaILAITFHACIZEAPI, SAPEOEBEEAPINEF, FH/EHREE.

13.3.3 g9 4E

BFnR
APISYBTERIRERS, ANFERTCIRAOSIRITIG, ATLAMPRILS A,
(0 #88
UNRAPISETFEAPI, APISATTEARMIER o
HUESRA
Shellie2ap:
BAFTHR

£ HAHZIRIZHE
2 B “FFAPI > APIDAE” , HAZIAPIDREERE .
L3 BUUTEE—MAR, #HA “BERoOEH” NEE
o TERHMIBRAYAPIDEFRTEST, BE “BZ > HilkR” .
o HFE “SLASH , BADHEIFERE, TA AR ‘HMERT .
$IA IREBIRR, TERNETAN “DELETE” , Bk “HE” , =RBRNASHBES.

13.3.4 FriBRI>No Ry

BFn=

MIKIARL, FEAPIRIKARBERLINLIEAPISR, MMIFERYEIRIDN . APIRKIZHELA
AIMKIAR ( default) , YIREFEBEXIMRARSHEHMKIMNAZ, BJEAPISE
EERITEMXIEA, EinnNAEFFEISONISIURIRT

BN, “default” MERBNAET:

"$context.requestld"}

ERILABEN 9!

"$context.requestld","apild":"$context.apild"}
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JSONTAHIARBAILIIREES, BEISHFERAS,
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o ZRILIFMGEZS MR, ZiFE—2HE FAEAPIRERENMXIINAE

o MIXNIRIFFEMRIEIREREEEARAEN, BIRIRCERNEREE R
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T3 HAGEIIGRIBEMEAIINASE, BEHENDHEIFER,
FH4 BEHEPRY ‘WXL 1, RIAHEE MR .
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THRAFE
BESGMFREER
SEMANISRE, BESM. ERSSRESES
TR
500
HEER
e si] application/json
it 1 [{"error_code”: "$context.error. code”, "error_msg’:"$context.error

nessage”, "request_id":"§$context.requestId”}
EEe
AR
o UIFMBEAE MANANFE, MG “RwiE" &, PEEITIESIORAZSS. WA

o FiLR “default” SREEENXRIMXKIAR, NNEESEEREERTEN . SRILUELSH
MR APATSES, LARIBNAZE .

o IMNAFERERUNREMESR, AIBIEEANHIR, ZIFHLTENF3-3,

R

pog K s i i) R SR 2 153 B
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o
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TRfEI= iz
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[EimtBad 504 @ﬁﬁﬁﬂa‘, 5RiRfIMLE R BB TR ERYATE)
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[EiwARIF 502 [EiARIF, MEARTIXEIR
ZRINAXX - HEAXXEHEIR
ZRIASXX - HESXXEHEIR
FRILEIPCEAIAPI | 404 RECECEIAPI
ERSHEEIR 400 IERSHIRIGEY . ASTHFIHTTPA A
ERREELEE | 429 APIARX B Rt BN ERIEISE
Rz RIS 401 {5 FRRI R FA ARSI (E1ZAPI

APl MKz TRIR]IREN T =

% 13-3 WXERIDNLE SIS IR E

IETRHEEEMN A
$context.apild APIFYID
$context.appld APIERERIAPPIIRID

$context.requestld

HIRAPIERBERIEKID

$context.stage

APIEFERIEREIRR

$context.sourcelp

AP & RYRELE

$context.authorizer.fronten
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AlimE E SOGAMENT R A contextARETAYS EF{EXTHY
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MAERRAS 18 (2025-12-03)

IRIERE © LATITERAGIRAT 237



AP| [

FAF¥sRE 13 HERRIZIEIRS ((MEERFER )
IZTRHEESZTR ik
$context.authorizer.backend | [FimEE M IAEIWRAIcontextiRETAIFE ER(EXTAY
.property FREE
$context.error.message LRI EIRIINAYEIRER
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13.4 API 18

13.4.1 €7 API

S s
APIZHEIBAPIZEOEBEEAPINEF, FIEIwREES] .
SIEEAPIEEZES AONEE: ZEEREE. EXAPIEXK. EXEIRIRSFIENIRE]
&R,
(MARITY:
APIMXARSETRESTRIAPIZEYS, APIRFARADRAEEEBRESTIultEXIGE .
AR
o CE0IEEAPIDE, WIRFKREFZEAPISA, AIEMRIEREFEIZEAPISEH,
o WRERIRFZFE(FERVPCEE, BLLIBVPCEE, SENRIEREAEIZEVPC
BiE,

T HAHEIREFIS .
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REBEMENMNRNE, AJEAPIDEEERIIERNEINL, %8
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St APIZEEY:
o T IEIFE ‘N7 ZEBURY, APISZIFLEZR,
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5, MAZIFEENIAIE,

TIFEAZIALE | N “LRE|INE” iEFE “APPIAIL” BIATECE .
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AP, {B2EKMAPIRT
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BEMANEEEIRAIEIZE, aTREAN “FFEEEXANLE" 5z
elEE,

FR&E REETERTIIAPIRIND XKEN, HEEIETAEAPIE, HE
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A BE T,
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o HTTP&HTTPS
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WebSocketfws, HTTPSHEZFWebSocketddwss.,

i53KkPath

EOBKBIRE,
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o (URITERBRSY, FRIE"/ZAN—BE, FLIST
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MAERRAS 18 (2025-12-03)

IRIERE © LATITERAGIRAT 241




API %
FBFigr 13 HERIFEIES ((NFERPER)

ERI 53
PLECHEl IR -
o EYIILEC: JHARYIEKPathEENBIEAESAIAPISRPath.
o BIZRILEC: JHARYSRPathiELIBIERESAIAPIERPath/IR]
R, FEOEXZ M REPath,
BIgn, EKREEEA/test/AA, (EFEEISRILECHY, &BiT/
test/AA/CCRILAIAIE], {BRIET/test/AACCT AR o
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. @?Eurlﬂif, RAHHTHERIIA, BTRISIE, AURIAIEAISELR
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fIan, EREEEA/a/b/c, (EFRLEIIIVE; ERIEEA/aF0/a/b,
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o (FRRISILECRY, PLECRIRAESEIGBEERER.
fian, {ERRISRICED, BlimEREEEEN/test/, FimBERIEREN
Aftest2/, Eid/test/AA/CCIAIRIAPI, NfEiHWEIRTIERUrl9/
test2/AA/CC,

Method EOEREST: GET. POST. DELETE. PUT. PATCH. HEAD.

OPTIONS. ANY

o HAANYERRIZAPISIHESIBE RS %

e ¥ “Method” J3 “POST” / “PUT” / “PATCH” / “ANY”
B, @alLATE “BREARSHEA” PIEMSFiER ARG
=

XSS EEFFEEEEAIECORS ( cross-origin resource sharing ) o

(CORS) CORS#IFIsT MRS, AHXMLHttpRequestiEsR, M
5288 7 AJAX R AERIR(E FRAIRR I .

CORSIERD AR

o HERIEK: LEEZH, BII—OriginFE.

o JEEEER: FEIERNBEZEI, EIM—RHTTPEIEIEX,
FFFECORS ( Ef@ERiEK ) B, BEEEMEIE— “Method” 79
“OPTIONS” B9API, EEBiESIFRBEEESE.

IERERSHE | XS “BRGET %R “POST” | “PUT” | “PATCH” 5

iR “ANY” BIRIECE .
EEAPIESKPIERIAIGASE, FBTRHEEAPIEREEREINCE
HTTEAPIEK .

SW (i) REASEY.
NSENRIEETAHAPE, BEENSHAGHRE.
1. BE FMASEN , B TFIASEN WHEE.
2. HAGIE13-6FTRISE.
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- BHYUEFIHEADERHY, SHBEAEER “Authorization” 1 “X-
Auth-Token” , ARH KNG, tBAZIFTLIE,
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HEADER. QUERY,
1588
HIWENTPATHHRRISHEY, ZSHEER “iEKkPath” FELE
X,
i) FERRYZERY, B ESTRINGHINUMBER,
B8
ANSHNEHboolean, BEERSTRING,
WiE IEKAPIRT, WBHEETRNIE, NREE ‘27 , APINEE
RIGEKRPEEE SIS, MRFEE ”U?E%iii%ﬁ?o
EE BRSHERBERIEIRRS
IANE “WIR” B R BT, BMAEEY .. BRIPAE SIS EET,
API X BolENNENANERIZL R iRIRS -
S ERSHAINEE, BFRSHBIERENEERIEE, 21
KEEBRERESRE .
RIMKE SHENRIME, XAFBAME.
BRAKE SHENRKKE, XAFBAME.
Al SHEES A,
) STF UL SEAYER .
3. BiE “ME’ , THRASEXRE.
I3 B ‘“T—2£7 , #HA ‘EXERKRS” "M@
.
E M FinRIRSS
APIMKSIFEN 21 RIgEIR, BliBE—ERHEEASIEENAPIRIRIRSS, AL
,ﬁETHE’Jﬂ%%EO BIaNA T XoEEERSSFER, _JLAEM—A “ ﬁ%ﬂiﬂlz
im” , BTEBBERIPHELL, AFFRBRE D EE RN EIRIRS
FRT ENX— 1 ENVABIAPIGIRARSS , — 1NAPIHBILAE X 51 SRI&fSim o
B1 EXEINEi®.
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IR ERAISREX — M EUAER, ST#EHIT— M RIBERIVAPIER, #BIS
R EIBOARIAPIS R o

£ “EXERIRSS T WE, EFAPIGIRIRSSEE.

[RiRARSS KBS HIEANZER13-7 . FT13-8, F13-9,

% 13-7 HTTP/HTTPS XBIE N FiHIRS

RS2H

S5

71

HTTPERHTTPS, &M RIEIRARSS YIRS AR R SR
o
15288

o APIMESZIFWebSocketHiE(EH, ERIMYPRIHTTPHEET
WebSocketfgws, HTTPSHEZ3FWebSocketddwss,

o (ERERTBUREIRIHESFERHTTPS,

iB5KG

EOERAR, B8EGET. POST. DELETE. PUT. PATCH.
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HAhANYZERIZAPIIFHEEIE R AL,

(FERVPCEE
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ARSSAOVGI)IPHBIE /18R, RIBEIROIRT, HTTPHMYEAIA{EFES0
iwE, HTTPSHMYERAFER443i%0,
MREIRRSBI S EEETINETS, WFER ‘42347
S IET ERNZEiniRS e &, dN#ipaddress#, 2
HERMSANETE, W#ipaddress##test#,

BEM hostsk
1% (ETik )

XY “fEFRVPCEE” %#F “fEM” IARE.

EERWAIXZIVPCEERENAE, AIFEEENXIBRAIHostSL
15, BONSERERFFEIRAIHOStSLE .

[Fimis=kPath

[FiRARSSAVIER, BIARSSRIuri, AILIBSRESH, L{IBRERSE
&2, tbil/getUserinfo/{userld}.
MBEKRBEFESENELTE, WER4ZEZ4NHIVEIMEE
SENFNERIZRS, W/#path#, ZIFCIESINETE, W/
#path##request#,

[EimEE R

[EimBRSZiERAVERTATE], FIIESSEE1ms~60000ms,
WNREAPHEIKISIES, BRI SinlnNFEATZ EHEIR, HIEXE
KigiwiBadada, LUEHIERE .
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ARSSSH S5
[RImIAIE SR RIRSFEEXNAPIRBIEMB CRYAE, NFEERERER

TAIE,
ERANERZRRI—TEESGAE, BESAMBEETRETIER
ARSSSEM, AR TIERRSPRE— 1 HE, SSIERTAIESER
i, HEERAREERTISE SRS
588

ERIAMERBRE TIERIRSS , LINAERAERRS RIFFF -

2% 13-8 FunctionGraph ERBIENX GRS

IRFZS# SH05HA
FunctionURN | ERENEKE—FRIR .
B “IRI07 , AINEREAYFunctionURN,,
IR BZ TIFERR AR AT SIS, REARATEIRINEEESE ( RE
TAEHR FunctionGraphFIF3ERS ) B9 “IRAERE” 71 “BIZE1E”
E:ﬁ-o
iE A e Synchronous: EIZVEAR. BREIKRH TIERIRSWEERIEK
BRI EMTHIREIEARASER, BERinAXERERSERF, I
F R imNa N S X IAER
e Asynchronous: 2. ERIRAKIEKERNER, K
SiRWENEREEIERHTA, HEARIEIBEXRHIRE, RSiE
ETRER FTEZE NG EHEARSE K
[EimEBRT 2ER13-7THHEiRET
BIRIAIE 2EF13-THHEHRIALE.

% 13-9 Mock ERIE N FikIRS

RSS2 S5

MockBENIR | IEZAPIMMNAIHTTPIRZSRD, ANRIBBISEHIRSTEF, BERRERAX

CIfE] ARSI

MockiR[EIZER | Mock—RRFATFH&RIEIHAIGIE. EIRBEME, EinikSSREE
FEIFAPIERAIREE, AILAMERMockiE=, i REIEREISA
APIERTS, HEERAEHITIEFA.

[RIRIAIE SER13-THHEIRIAILE.

ERELSH BxEXAPINER AL SR -

BE “iMiiheader2#l” , FESSHE . SHENSHEIAR,
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AR
o WIR “FiRiEKPath” FIRETINMELE, FEAPIFIXRESTIEFRAPI

o MR “[FifiEKPath” PEETHETE, W ESAGHELIEETEINTEME, &
MTETEME, APHSTEESEER.

o NBTEZTFRXDANEG,
55%2 (E.]-J\ﬁ) i 7]!]}:1 ﬁfﬂﬁo
NS EIRREE, BERENREEY, ERkEEADIARNEmRRSF

1 g TFINEIER .
2 SESERIEIMSH, EAMEI3-10R, ESHHBENEST,

13-8 IR IN/EiRRES

rrrrr

= 13-10 FiRkIES ¥

{ERIR fik
[RiRRIEETR | BMEEXNETR, BTRAIFRREIRRE .
F205:0 - WEE—FM RERERBEEFRIES—IN, LEIRR
B AT LAERL -
- IEE@HB i REHEMEINRBRG, EIRREAE
SRERSM (EfEinsRER RIS, BIRaNzR13-11F7R.

& 13-11 REEFMH

(ERIN R
ZHRIE - Rtk LOBIEIAPIENERBUHE N RIS SRAERIR -
- BRAS: LUBRASSHUELRIEEMERE.
iyl
BRE BRAET (ENRIEEMERT, NSEEEAPIEIREKRPE ST,
WEHeaderiRII— 1M E#
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FF{Em 13 HEIRIRMFES ((XEERPER)
(SEIR fik
SHBR - Z “FERRT A BRAZST I, FERE. GIEE0E
BASSHEN.

SHIVE IRTE “SHERR” 5 “BRANE” B, BRBERASHSHIL

EO

BeSiS I “FHEERR” 7 “BRAST B, FBRE.

- 18F: ERSHELRNBMNER, SRR,
- W& BERSYEIFENEERHT—MERR, &4

[AVAS
- PUfe: ERSHERFTEAENFREXNPEHPT—MERER,
E LAV
FMHE - “HMEE A “BFET B, BA—ME.

- “HRMEE A KEET B, BASME, LERNESHE
o
- “MHEREY B “ILECT B, BMA—SEE, fig: [0-5].

- SRR A CTRE” B, MA—EESPibE, LA
RXESRFT.

;3 (Fik) BRERKRKRSSH.
Y& FAPIRHE NRIS EBRESE R iR ARSS R M A &

1. &

‘RIRRSF S AMBRE Y, BEUTNMEE MG ERERIRIRSZSH

BE “‘SAANSEX , RRENNNIEIZRMBASSH.
BE “PINRRSHEE” , ERERRNEMEZNEIRSHIRET .

2. RIERRRSEFISHBIRMSENMEERGI KR, WE13-9F7R.

13-9 BiniRSBZESHEE

* [imiERPath /api/mobile{test05}

* FEmaBeT 5000

EHESER O ~

ABEH A= Agum ERBEETR ERERE B
test01 - PATH STRING testO) HEADER
test02 - HEADER STRING PATH
test03 - QUERY STRING test03 HEADER

s gz @ FinERES

a.

b.

SHE “PATH” ([E, BASHBNRFEEN “FifiERPath” FAIZTRE

8

IERAPIRNIERSHEIR. NERIUSRIRSHER. MNERE .
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(AR

B SHERREExX-apig- « x-sdk-FFL, RXHANE,

" SHEAREEEx-stage, FARDANE,

" SHUBENHEADERE, SHERXDKNG, BRI M.

c. WEE, test01FtestO3EAAPIRT D BIECEFPATHFIQUERY NS, Fif
RS @idst, ISFEHEADER B EItest01Ftest03MI(E ., testO27EIEFBAPI
BYBcEFHEADER[E , FRimIRSZEITMET, SEPATH B LIS EZtest05

Skizltest0289(E .

54N, test019abc, test02Jgdef, test03Jaxyz.

ARAPIEK:

curl -ik -H 'test02:def' -X GET https://www.example01.com/v1.0/abc?test03=xyz
iR EK:

curl -ik -H 'test01:abc' -H 'test03:xyz' -X GET https://www.example02.com/v1.0/def

$R4 (Tik) REFE

NREmARS BEZWAPIERERAINES, JLIBTIRERESESHKLI. API
MXEBRERRSEE, BEESHBNIESEERMUE, FBBERLKEEEHR
=

FJo

ikl

FESHSANETR, ARBILEETHE, BERRE.

1. & ‘EES¥’ GuRE Y, EREESHIIR.
2. BE “TINEESH , BAURIZ-12FARER.

13-10 ;FINE=ESH

sRsm @

e RmE 2mE - e
FIIRBSN
x®13-12 EE5Y

(EEIR A

BESHE | BRSHOSHR, MBSHIE ‘PATH” (UE, BLASHEHE

B “[FikiEkPath” BEIZFRER
iBE
- BHEREEEx-apig- « x-sdk-FFL, AROKANE,
- B EREERx-stage, AP KNG,
- BH(UEARHEADEREY, BHEARD KNG, AT,
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(SRIR i

SHNE RS HEERPAINE
SHBEBWT=F: PATH. QUERY. HEADER

2HE MANSHRYE.
faig T UEES AR .
(1] #88

- APIRXSEEESSHIIBTRAXERIRRSEE, SIWMIHSHERHITES SRKD,
BHRERRSIFAE D SHD. 611, S¥(Elapig]l, EEHSRKEEE

}9%5Bapig%5D .
“PATH” {_LEE'J%%MEASU&DT FERHITED SR ASCIFE0RI3THIFR . 2.
>0<o /% #0" [\ D, N N = = VN ASCl|ﬁS?ﬂ127§U255E}’J$f§Q

“QUERY” uﬁﬂﬁﬁéﬂz@ﬂjﬂu?—?” ITEDSHE: ASCIFEA0RIBTHIZERE. >,
<ot & % #ACC VT AL I B8R, ASCIREYE127E IJ255EI’H—

o

\

SIS (TR ) RERKSH.

RBESHIEAPIN KRS IEAPISRITN RS TIISHIEE, SIENXANESE.
BIRIAIESE . BIRALSHSE, APINEIRIRSIKEGEIXLEE, aJLARTFM—Lts
BRI EIsR Mt B E XOAIERE ST o

. E‘EESE Qb Y, BREFSEYIE.

2. B “HRINRFSH , BAWFRIZ-13FRER.

13-11 iFMRFSH

RmEnAn REEREE EReRzE ERENGE

AEAESH

il A

RFSHEEE | - WMXRESH: APINXHFEENSH,

- BRAESE: BimBEEMANBREIERFHSEH .. £ER
E8h, FH “‘BEANLE” [/, ZaLUGRILSEEER,

- EWAISE: BiREENANBREERPHSH, HENX

FiniRSH, AR “‘BIRALE" &, ZRLUSERIILESEHE
io
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(SRIR

i

RBESHEN

“EESHEEE A “MEXNESE BY, SIFERNTS
-

= sourcelp: APLERZRVEIMbNE,

= stage: APIERBIEIEBINE.,

= apild: APIIID,

= appld: APIERZERIAPP ID,

" requestld: RIEFBAPIFTAERRASERID,
" serverAddr: MXARSSEEAIMBIL .

" serverName: RJXARSSZRAVEZTR.

® handleTime: ZARIERAPIFILIERTIE,

= providerAppld: APIRHERINAEID,

“RBRSEEREY” A “BIRAESE” | ‘BimAESE
B, LESHBFRGAFEESINEREIREIERFHISHZ
R—H

[RIRSEBTR

BEASHMHNEGRESH P, KEREMFEHRSEHZ
FRo
5iER
- BHEREEx-apig- « x-sdk-FFk, FRRHKNE,
- B¥EZRBERx-stage, FXHKNE,

- i%ﬂﬁ%ﬂgHEADERHﬂ, BHEATIF TYEBZREENAX S
/J\EO

[RiRSEE

IREFEMRFNERSHE.

fiA

TR G S ERER

$|e BE ‘T2 , HA “REEREMEN" NH.

R

EXGR[EE

B 7 “REEREMEN” NH, HSNFR3-14RER.

& 13-14 EXIRMEER

SR R
Jp2ul o)t BRIDEFBAPIRY , IREIRINEREEG.
e SRVt EFAAPIEINET , IREIRINMANAS S B o
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S B “RL” , SAAPIHIBIE.
APIBIEESERS, EAPIFIETERHEAPISH, BEAPIEAISE
.

BlZ API 18XHY FAQ
APIR X BB XIS R P RAE?
At ARERIRSS ERALN?

FEAPIRXHEIZESERAPI, AR “No backend available” $8i%, BRAMR?

[SEHRE

1BEIEZAPIE, BITEIRAPI, KIFRSESIEE.
13.4.2 FREE AT
4 2Estgisia

NERHTLEMER, SRENREMARLEOEEE (CORS) iBEK, LR
EREENIEEIRRIRIR, MCORSAIFNIERMEBEHRSSSE, RKIEXMLHttpRequestis

3k, MimnsCElEstgiAaE .

13-12 BiEgipiarsE

https:/fwww.example01.com i3 [ Nl ==

EiFE

CORS

fe=2 = hitps/fiwww_example02 com

= hitps/fwww. exampled1.com

RS SRIE CORSIBER D A

o THEEK
B REBEIE RIS EERHELATEN G :
a. 15KAEEHEAD, GET, z#ZPOST,
b. HTTPRILEEREBHLUTEE:

" Accept
®  Accept-Language
®  Content-Language

" |ast-Event-ID
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https://support.huaweicloud.com/apig_faq/apig-faq-181016018.html
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FBFigr 13 HERIFEIES ((NFERPER)

Content-Type: BYESBEl: application/x-www-form-urlencoded.
multipart/form-data. text/plain

FERIEK, MEEAMELMEEZF, HII—OriginFE, OriginFERRAF
IRAARRIERKEWNE (MYHEE+IRO ) o RS[IRBXME, REESEE
BiXOKIER ., REBMASEEHEE “Access-Control-Allow-Origin” B, &
EEIEK

LI |51 1=20-
THEERIERENSERIER HIFERIEK
MFIEERiIEK, FEXNBEZA, NEESIEM—RHTTPEEK, FRATIG
BEK. ML IRSSEE, SRIREFAENREESEERSH/INFIIZEZH, LU

NAILMERBPLHTTPISRIZENLEEFR. TCETfE, NGsRaRSRAIE
BB

FrREEi5Ia)
APIRKEOAARF RIS AE), MNRBFBEHFD, BSELANRBETKEGECE .
o ([HEAERMOEIEIAID
WNERZ2CUEFTAIAPI, TEENAPIERAET, FJFF “SZiFkstE (CORS) 7 F%, ¥4
HERIES, TJ2EE8iER.

13-13 X5

[2 o ©F== 3 (OF -
EWAPIER

HE c8f7c6901a074e1e9f8d071b60a83d16

=R HTTP m HTTPEHTTPS

EHKPath ‘ ;‘t\emooc'\\

TEEE

o IFRRBERIEEIE

ks

IFERIERNBEHIFEEAPINS B EE— “Method” 73 “OPTIONS”
BIAPI, {ERTRREIER

g’fﬁi%ﬂ?APIES%ﬁiﬁﬁ, BEELUTNRBES .. FANERESTSZEERE

a. FEAPIRIERERH, ZEINEE “TINE” o

SASRRAN 18 (2025-12-03) WA © EARUERABIRAE 252



API 3%
FBFigr 13 HERISEIES ((NFERPER)

13-14 FUSIER-FERTIAL

Q=== (2) muarigs O O
Bk

* APIETR API14g6

TERT, EY, 57, FRSE AREUSVAINTL, 325570

* FiEmEE APIGroup_test | o wmes
SaifErsE T EaE FEILAE P

# FFIBAL default .

Z2INE APPIAE ERIAMIE SEMME FohiE

SuEEs me0nE mEASETER, AR
b. EXAPIEKAE, SHIESIHBIIT:
" Bk EESEFFCORSHIAPIEEIATERIMNY
= EKPath: ERHT/
= Method: %% “OPTIONS”
" T#5CORS: ERFFECORS

13-15 FtEIEK-1Z & APl 153K

M =xee

(2 J2 S O ) =S

EWAPLER

e c8f7c6901a074e1e078d071b60a83d1E

] m HTTPS HTTPEHTTPS
=Z#EWebSocket

* EPath !
FRPathAILIESEREN, Bma etUserin ) SERPEFY

nEEs SERITEE BT
SEAEE, IESHE $iE] falFE S

# Method OPTIONS -

zismmcors) @D

¢ BimbRziEEMock,
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EIERER

13-16 FtaIEK-fEimRs52EE Mock

fi
oilf
111

€ =usmRs 4

(2) EMAPHER

BN EiniESS

I

it | HTTP/HTTPS FunctionGraph “

MFEBIER, SFEERFEEREESLD.

BR—: EFECORS, BiRinRSIAERPARISEEELNS, APINXEZEISE

AOIESK, FFR[E] “ Access-Control-Allow-Origin” EElaisk, REIGIT:
N EegRIX— N EOriginFBRANERIER !

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: tFE®i%, FREKEERER, LAIFiERFERETF “http://
www.cors.com” , APINX/RiRIRSIRIEXMME, REEBRENXIEK.

[RiRARSS R EImAGE R -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}

APIRXIERLE S :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status":"200"}

Access-Control-Allow-Origin: Ltt=E%iE, “*” FRAPINXESZERIZANEK,
BE": EF/FCORS, BREIHRSIINEEPIEEEINLAT, BiniRSIRAIEEk

BESAPIKIENAESIEL, REINT:
NS 2R A& IE— N FOriginFBRAEREE :

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT
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FFEERIER

Origin: IbFEEME, FrEREEMRER, EHIFBERFEERET “http://
www.cors.com” , APINX/FRiRIRSIRIEXME, REEBREENXIEK,
[BimiRSZREIEAGER :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json

Content-Length: 16

Server: api-gateway

Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}
Access-Control-Allow-Origin: FRRIRIRSSES “http://www.cors.com” BIIERK .

APIR KRR S :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}

[EimARSS MRAGHE B AR RIES L B ZE AP K I N H S R AIES Sk o

SFAEERIEK, SEEAZEEBE, FEEIE— “Method” 73 “OPTIONS”
BYAPI,
(AL
Bl = AR AEELE— “Method” 3 “OPTIONS” HIAPI,
“Method” 75 “OPTIONS” BIAPIFIEEAPIBIXBIGNT:

o FREDH: EFEEHBCORSAIAPIFRFERIS A,

o ZEINIE: FER “TIALE" o TICEFMMIAEST, APIRXERIZIBTCIAIER:
EEO

o IBEXKIMY: EESEHFFCORSHIAPIBRIANERIMN o

e iEKPath: ERIAT/EIA, tBANi%ERESEFECORSHIAPIHEREIELE LEAIIBER
Path,

e Method: i%#E “OPTIONS” ,

e HIECORS: HEIFEFFECORS,
BEEImRRSERE IMock, R~EIINT:
RESR A% “Method” J5 “OPTIONS” BIAPISK:

OPTIONS /HTTP/1.1

User-Agent: curl/7.29.0

Host: localhost

Accept: */*

Origin: http://www.cors.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: X-Sdk-Date
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e Origin: bRk, FTREKRKBEM
e  Access-Control-Request-Method: Jﬂﬁ?—ExM‘ , "N RE(FRELHTTPIS
Bk

e  Access-Control-Request-Headers: Itt=FERATIE, FTRIEKREFINRIZRILER
FE,

EimbRSRERE: T
APIRIKIR[EHS :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 02:38:48 GMT

Content-Type: application/json

Content-Length: 1036

Server: api-gateway

X-Request-1d: c9b8926888c356d6a9581c5c10bb4d11

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: X-Stage X-Sdk-Date X-Sdk-Nonce,X-Proxy-Signed-Headers X-Sdk-Content-
Sha256,X-Forwarded-For,Authorization,Content-Type,Accept,Accept-Ranges,Cache-Control,Range
Access-Control-Expose-Headers: X-Request-Id,X-Apig-Latency,X-Apig-Upstream-Latency,X-Apig-RateLimit-
Api, X-Apig-RateLimit-User,X-Apig-RateLimit-App,X-Apig-RateLimit-Ip,X-Apig-RateLimit-Api-Allenv
Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Max-Age: 172800

e  Access-Control-Allow-Origin: IFEEI%, “*” RRAPINIIESZEREANE
Ko

e Access-Control-Allow-Headers: M4iaREEhGSIFERRT, WFEBRM%E, Ex
RFBIRAFEIEKLEREFR,

e  Access-Control-Expose-Headers: FREHIHASIFEEHNRELEEFER.

e  Access-Control-Allow-Methods: LtE=EG#A%E, FRRAPIMKSZIFRIFTEHTTPIS
K%

e Access-Control-Max-Age: WFEAIE, RRFXTMCHBIEE, 2f: ¥, &
BN, TEBREETTHEIER .

B RIE— M HEOrigin=FERAIERL :

PUT /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

iR 5 IR EHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}
APIRIKIR[EER.:

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *
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{"status":"200"}

13.4.3 & API
e 5

AP|@U@FR§%H_L'LIEHE;:IEE
SH 5bodyiA2%, ﬂl'tAPI}zzElo

(MR

o NIRRT ESENE
o UWRAPIESPERIZSR

o ELIEAPIDEHMDEHMRAIAPI,

TEHIAPI,

o CEETHERRS

BREL R
B HEAHZRRIERS

Sy g “FFAIAPI > APIEIB” |
BELA™MEE—MGE, #

w®, B

|EIREEIHINGE, ERILARIIHTTPLER

RZIFE .
8%, ERHAPIEY, RITREETT -

HAZAPISIEEERM.
NAPIEIX TRE -

o HEFEIXAIAPIFREST, BE ‘B >E7 .

o B “APISHT

13-17 B RE

Y
HiE
B Japifecho
ZEasH & &
hello
@@
B " @
heads01 = | @527
[OF =

Iy
i

BE

=

1B

HENAPHEBRE . EALASE Bl .

3626 ms

R hitp//e2a33d9ab4e7453aba58994ce04d9964

GET /api/echo?message=hello HTTP/1.1
Host: e2a33d%abde7453aba58994ced4d9984 wyp g

User-Agent: APIGatewayDebugClient/1.@
Heade@1: 9527
X-Apig-Mode: debug

oo

HTTR/1.1 286 OK

Content-Length: 511

Access-Control-Allow-Origin: *

Connection: keep-alive

Content-Type: text/plain; charset-utfs

Date: Sun, 29 Mar 2020 13:49:26 GMT

Server: api-gateway

X-Apig-Latency: 3621

X-Apig-Ratelimit-Api: remain:99,1limit:108,time:1 minute

EMIAAPIESREHECEX T, SENRABINFER13-150 7R, AMIAAPILEANEREEM
APIEXKEARBEANREILEREIE,
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2 13-15 A API

SHEM ol

e {RIEAPIERAY “IERIMY” 79 “HTTP&HTTPS” BY, TIHEX.

BiE {RTEAPIEKREY “Method” TEX S “ANY” BY, SZTHFHEX,

[F4%% {NTEAPIERAY “ILhctE” 1 “BISiER” BY, ISEENEE
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£R|3 BE “APIERT , A R WA
BEEAPIRISIUETSIEIR

R4 BE ‘EEESHR , HAZGERE, EEESREHE.
AR

EIEHIEREEMABME, NRFERMERE, FREEOBSH, BiEiEHERFEOBSHE
&, BALRISES IEEOBSHIRTFE.

-

13.12 SR

13.12.1 BN FAFFREUEN

BFin=

SEFBAPPIAIERYAPI, FREEAPIRKHEIZE— N, LA BIDFIZEXS

( AppKey. AppSecret) . ¥EEIEEAINFEPEAPIS, A ALUERAPPIAMIEERAPI,
FEAPIEARERES, BEPEIEBRSDKHRIZIAXT, APIMKIRSZIEIBEZAXHITEMD
%3S, TSN . XTFHERAPPAIENT X, BiRiES%E ( APINXAAISE ) -

[0 #88
o NEEEMIHAP, REBCIZ—MA, TRPIRCIZIA.
o ([ERTIME/ANIAMIMERAP, TR,
o NFIEAREIEEETOIRRAOR FIRIFE = A A ISEAPI 4 AR FE -
BUER
SE HAHEREFS
S22 “RBAPI > MAEE" , #FAINAEEREERA.
£SR3 B “QIEMA” , B “ENA” MEE. BENAER.

% 13-29 WAHER

EEIR fER
RzRAETR R RAEFR.
R SN FBRIN R

$B4 B “HRE” , CIENA,
BUIENFRING, £ ‘NEASE” NENSIERSERAOIEINAEFINAEID,
TS BEASH, HNNMBIFERE, EEAppKeyFlAppSecret,
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FZFRETE / appdemo

EEAppSecret =5
appdemo 2923b693eTarx0fbo205c7158d9ec537
£8432043¢ PRRRE 533670081 [ oo ©
2020/03/29 22:00:19 GMT+08:00
FEMAPIZIZE AppCod
R

4B3E API

B HEAHZIREGS
$|2 BE “FRAPI > NAEE” , #EAINAEEERRHE,
$I|3 BUEUTNMES—MIEE, HA “4BEAPI” WH,

o TEFMBEAPIRINIFBFRTEST, B “YBEAPI” , BN “HBEAPI” FE., BE “48
EAPI”

o BEHGYSEAPIRN AR, HANBIFERE. BE “45EAPI” .
LA EFEBIOAE, QIRAPI, BE “40E" , TRAPISBER.
HERINfE, ALAENBIFRREEERCHERIAPI
AR
o BAPPIMIEAYAPIZ BT LA N FR4BRE o

o —MRIFRILASPEZ MAPPINIERIAPI, —NAPPIMIEAJAPIEETLASBES R o
o WMRFJFASHEMIAPI, BE “FHKAPI” , HENBXRME.

R

[SEEHR(E
B REIMES 2FFAPI .

13.12.2 fHE&RIFR

B{EES
EOIRNMATREIRMIRS, TSR,
(00 88
NEFEEMESLRIAPIERRINIAE, ASZHFMIFR
RIS

Shellf vz
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BAESER
S HALSIREIE
£ Bk HRAP > MAEE’ , HANNASREERE.
SB3 BIUATER—FE, EAHEE.
o TESHIIRIONFRET, BE WIR” .
o BF CWASH , MARFEHERE, TALReE WR .
(10 88
(RIEN BARGFEETAPIRT, SZI5HIPR, SNISSREGIAPI.
SWA BF WE” , RN .

.

13.12.3 E58 AppSecret

BEn=

HIRRSRH

BFL R
£E
T2
I3
g2 2}
L5

AppKeylffi—BARATEE, AppSecretiFEE, EAppSecretfBEEHNT. EET
&, R5EHIAppSecreti§Ry, 4PELLR FBRIAPHETEIER, 1BE#AppSecret, &
FTEFAPI,

Shellfe IVl

HEANHZIREFIE

B “ERAPI > NASE” , HAZINAEEEERE.
BHFEEAppSecrethIR AETR, HANAFBERME,

EA g “EEAppSecret” , #WH “EFEAppSecret” IHFIE,
BEF “HE” , SSHAppSecretIEE.,

----85R

13.12.4 AESIAIEZN AppCode

B’rn=

BSINIEERBAPIEY, TEHTTPIERLEREEEII— 1S #X-Apig-AppCode ( 2B
HNAFES “AppCode” HIE ) , MARENBERABTES, APIRXH{URIE
AppCode, AIRIGIERER, MMSEBIHERNEN o

H{FEFRAPPINIE, BB TEZIMEETR, APIEKEERTLAEEFERAppkeyFl
AppSecretfif&SZ 14, BT LAEEERAppCodei#{TEZIAIE
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(AR
o ATHRLE, BZINEHSHTTPSAHIVARBAPI, FZIFHTTP,
o B NFRZAEIESMAppCode,

HURSR{F
el iz

4pk AppCode
B HAHZIRIESS
£ IR TERAPI > NASE” , BEAZNBAEEREETH.
$I|3 PEHRSEENNAER, EANBFBERHE.
B4 BE “AppCode” TRZE, HAAppCodelIEIRRME
$£5 BE “iRiNAppCode” , & pfAppCode, BIERILER, tAIFERNAN

HEEMAPIZIE AppCode

| (3 iEinAppCode | SiEFAESAAEAppCode, SFRILIAIEST-AppCode,

APPRIEIEIMERT. fiégh'&ﬁl-ﬂ?sﬂi?i AppCode2IERAPIRISHERE, BUINETEFRE.

X
D iRbNAppCode
AppCode
e EEE
TR

{&£F8 AppCode 1T APl {ERIIEZIAIE
T EEIEEAPIRT, 1EIFE “APPINIE” HEHE “SIFEZINLE" o
MRy
MEHELCBEAPINEZINE, FEREEBUTHRE, SAPIEH AN, FEESIAEERER.
T2 BIFEZIMERIAPIZIERI 26U

ASE  Appirdc33 2 RIFBID

31ca3fe3046447830030cd2a5cc121
456644620734ec493c63905be2faseb [T AppS e @ [

TE 2021/07/19 22:20:21 GMT+08:00

HERIAPITIE AppCade

(G ]

$|3 KIXERES, BINBRLEFSH “X-Apig-AppCode” , BEBREZHEXER.
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PACurl A= oM, HEhNsLEpSEEHR: X-Apig-AppCode, S¥EIEE LM
AppCode,
curl -X GET "https://api.exampledemo.com/testapi" -H "content-type: application/json" -H "host:
api.exampledemo.com" -H "X-Apig-AppCode: XhrJVJKABSOXCT d******kix FZL4gSHEXkCMQC"
-t

13.12.5 EEMNASER APl 115

BEa=
TN RYEAPIFE, BENRAIERAPIFR.

BUIRSRIY
o BECIENMA.
o [WFHE4BEAPI,

BMELR

B HAHLZRRIEHS .

2 EFE ERAPI > AR , BEAIINAEEERRTH.
$R3 PESEENINARIR, HEANBIFBERHEH.

HRA BERSEENAPIBIR, HEANAPIEERE, EFEAPIFE.

TR

13.13 SDK

APIREFFREIAPI, ZRINEAENEIAMIAIE. APPIAIE. BEMIAESTIAIE. MM
EZHIXBILARANEESR, i52EEEAPI,

AEDEFERMHAPPINIERISDK FE AR, IAMIAIEBSE “(FERIAMIAEER
API” &7,

BEER
APIEFIAPPINIIERY, EHRIEEE FHISDKEAINAY, SETRFEHAPIRIEMA.

BRIFSR

SE AsERENE, 85 O,

W) EE HERL” , EAREMRORE.

H$£I3 gE “SDKEMIES|” ¥,

£ FEATFHMOESSH, BF FHSDK® , FHSDKE,
TS ER, BeE SDKIRY” .
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st TESqueyBMEEERkey s g & ; F s IERAPIGATEWAY_SDK

ﬁ Python @ Go

A | 203 v | LFESOK B sk POl s 202 | LFmsok B sokse
ST $TEHUpReqUeSIEIIIISERL I EEBREITRE N
JavaScript m PHP
e 202 ~ &T#SDK [ spksrks %3 202 ~  &TESDK B sDksrs
FETE #TEHttpRequestiITiSERER #FAFE  FBHttpRequestiGISEREL
C++ c

d g 102 ~  hFsmsok D spkrs 4 TS 201 v  FEsok B sokers
FrEE SIS querySEBESHERIkey FEE RS Nqueny B EHEHERIkey
Android

=S 100 ~ FaEsok [ spr

FREE -

-

13.14 EE API

BFaR
AP SRS EECMEAP), BIHCISRSAIES . FIETEKAP, WiF

RSRBIER.

EWERIAPI, FEBEIAPPINIESER

BSR4
EN=EEWL T AP,

BRI R
FE1 HAHZRRIEHS

FE g “FHAPI > EESEAPI” |, HAZIEMZAPISBEEERHE,
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FSTHR Bra=gEs 0 2000 2019/12/1609:13:15 GMT+08-00 2020/12/17 08:00:00 GMT+08-00

£33 REFEBIAPIDEBR, HEALSEFBERE.
BEISDHETEWZRIAPIZIRFLE D BIFMER .

SASRRAN 18 (2025-12-03) WA © EARUERABIRAE 300



API %
FBFigr

13 HEIRIRMFES ((XEERPER)

L4
RS

+5R6

13-38 EME API B9 R IERAI

APIRLE S onamapl / E=mE
SO
— FSER weather apistore huaweicloud com
0 2000
FRAPI
2019/12/16 09:13:15 GMT+08:00 2020/12/17 08:00:00 GMT+08:00
wEEE TimEEs
ERRAPI
Rz FERMENAPIFER, B EEEAP EEEREA
APIETR faik

2apat
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EMAAPIERSHECEX, SEIRAPINRT3-30F7R. GMIANAPILERNIERESH

APIEXRIERERIREILEREE

Z 13-30 iFid API
SHEMR il
Y IRIE “TBRMY” 8 “HTTP&HTTPS” BF, THHEX.
& {XFE “Method” 3 “ANY” BY, ZIHEX.
r-YEs IN7E “PufictEsl” 9 “BIRIER B, SSEENER.
BReH IR “Path” Bh7zfE “{}7 BY, STHEXN.
SRk HTTP Headerst92#I5281(&E.
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Body g& “Method” 73 “PATCH” / “POST” / “PUT” R, i&
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EMEEAP| / FSFE / BiET K SiREaXS

SR FREJUBTRABSRSYUSSHE, KETERIER, WGIEAPIBRSS .

.

13.15 FHEA%HHI API

13.15.1 iFF API
APHEMHETEAPINMEFRE CHIAPIS, APIERZEMAPIMESIEEAPI,

8 FE PR

NREERERES ( IEEAPIDER RS EAIEINEES ) 15DAPI, ZEidigES
K2 LAAIEI10000% .

REX API BSiBARER
EEEAPIHT, BEEMAPHEMERIAPIRERES.

o FRENAPIRUIBRIEE

FEAPIRKIZHIGIEE “FFRIAPI > APIETE” | BEAPIRIZTREN “BARER"
TUH, AIFREXAPIRY “13% 7 . “1IBKITE” M “iBKRERE , LURAPIRIERE

o REVAPIFSIAIEEE
RIBAPHERNZRINES AR, BEIREFEXRANSRAILEEE:

INEAT INIEHER

APPIAIE (B85 EAPIZHE SREZAPIFTEI R FBAYAppKeyFl
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iPPi})\iIE (185 | [APHRHEIREUZAPIFEI N ARYAppCode
TAIE
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INIIE ) AYSDK.,
BEMXIAIE MAPHRHE RS KRS HPEIETIEESXANIEEE .
TSINIE TEINEER,

- $RENNZFBHYAppKeyFIAppSecret:

TEAPIRXEHE=RRInSI SR “AEAPI > NEASE” , EMNESIERSEEAP
FRiStX R FBRYZ TR, AN AIFBERE, REUN FAJAppKeyFlAppSecret,

- FREUNIESEZFR{#FERASDK:
FEAPIMEHZ=RIEH SEFE “BEIFL” , £ “SDKEMRIES]” REFTEH
X RE S PERSDK.

- ¥%EYAppCode:

FEAPIRXHZIRIZHIAIEE “ AP > REASE" , ERAYIRFETAP
PRI N FBRYZFR, HANFRFIBIE, £ “AppCodes” TUEEHIREX

AppCode,
A API
(AR
AEDRERBIFDAESHIREES, ERENEMSHEEFTERFBTERE, Wi
BHECE. SSLECES . NREFIRSHEERRRSHISZER, BNSEWFINEHTEE

1. ¥SAPHEK, R~EIENT:
POST https://{Address}/{Path}?{Query}
{Header}

{

}{Body}

- POST: iB5KAi%, TEIRNIREAPINEREEPIREPIEKSZE,

- {Address}: iEkitttlt, FEIRIIRENAPIRNERERE FPIRENAYEZ L,
APIERIZ= APIERSHEE

{13 A FIAPI (EFERRSS D ECAYEI S SRS 4R ERYIE 2R A
APl, THERIIMECE.

{SEFRIPYEFIAPI {(EFIPHEIEIZEEAP, FRABKIBEEFRIM

Header2%#{ “host” .

- {Path}: BRI, FERIIKENAPIREAERPIREBNERIEEER.

- {Query}: EigS¥, ik, BRXH ‘SHB=-SHEYE" , HE0limit=10,
SN ERSHZEER ‘& B . FRIERINAPIRIERERFIREENER

SHHITIRE .
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- {Header}: ERLSH, BN “SHE: SHEYE” , HlENContent-Type:
application/json, FEtRIEIREXAPIFSERIERPIRERIERSEHITIRE

- {Body}: IBKIBEMF, JSONIEIL . FIRIERENAPIRIIER(ESFIRERATIBRK
KRBSHEARITZE .

2. BAPHEKFIMAIEEER

APBAIES T APIERESHEE

APPIAIE (BZIA (FERKENRISDKIIAPIERHITE S, BIMESEER
iE ) APPIAIERFBAPI,

APPIAIIE ( fE5IA FEAPIiERFFIIHeader2# “X-Apig-AppCode” ,
iE ) SHEIRENAPIRYERE R+ 3REEIRYAppCode, B

IFBESEREN T,
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)

RN EIREZ A HIIAIEToken, SABTEAPISRPE
INHeader2# “X-Auth-Token” , SF{EIAIE
Token, BE{XiE5&ETokeniAilE.

IAMIAE ( AK/SKIA | (EF5FEXRISDKITAPIERIHITEZ, BixigeE

) AK/SKIAIE .

BESIAIE RIBEESXINERNENX , TEAPHERSHPIETHHEIIA
UHEEHRITIAIE.

ToIAIE THINIE, BJEIZRREAPI,

13.15.2 Ngp;E Sk

IEAFAPIRS, APIRIKIEINUN FIRALES Sk
X-Apig-Mode: debugZ=7RiiuiziH 2 LENNAPIMKIEHIEE o

remain:9,limit:10,time:10
second

M RzE RSk R Lkl

X-Request-1d | iEKID FiBE&EEK, #BaRbESH
X-Apig- MAPIRKIERIEKREIRIR | (NTEEKIEELEEX-Apig-Mode:
Latency R[EE 2 LAY AR debughy, REISE

X-Apig- MAPIRKIEKRGEiREIGIR | (RTEIEKEELE EX-Apig-Mode:
Upstream- R[EE R LAY AR debug, BEImRIRFSZEELARIMock
Latency A, IRElthS%]

X-Apig- APIREIEFIER NEBEKER LB EX-Apig-Mode:
Ratelimit-api | = debug, HAPIECE T APIREEH!
remain9,limit:10,time:10 | BY» RENESE

second
X-Apig- BRRERHIER (RIS HE LB EX-Apig-Mode:
RateLimit- Al debug, BAPIECE T HFR=MRE!
user BY, RELSE
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VR SISBE ik

il

X-Apig-
RateLimit-app

NARSREIEE
i

remain:9,limit:10,time:10

NIEBEKER LB EX-Apig-Mode:
debug, BAPIEE T MARERE
BY, REILSE

1 second

remain:199,limit:200,time:

second
X-Apig- RIPRERFIER NEIEKIBRLEEX-Apig-Mode:
RateLimit-ip | = debug, BAPIECE T RIPREMRE!
remain:9,limit:10,time:10 B, REILSE
second
X-Apig- APIEUATRIZIER REBKIHE LB EX-Apig-Mode:
RateLimit-api- | = debught, REIEESEL
allenv

13.15.3 {255

LiBAAAPIEY, BIJEEBEIUNZE13-31FRAYEIRID . INRBE “APIGW” FFLAYFEIR

13, B2 WAPIRIKIRIRIBH TR o
MR

o BITAPIGIEOSIEAPI, KEHEIRET, LB IRIDESZHIRG.

o (HFIAPIGENZRIBAT, BELAEIRAE (UNAPIG.0101 ) JoiE, EiREEHIEEEART, GitEx
BIRERHEITRAER

% 13-31 {213

HIRE | ERER HTTP | iEX BRAER
RE&
i3
APIG.01 | The API does not exist | 404 | APIRTFEESR | IEIEBAPIFR{E
01 or has not been KAEIRE B . iBKA
published in the A BRERFICUERY
environment. APIRE—H; &
BAPIRE A,
WNERAHEIEEF
WiE, {EEIEKX-
Stagesk2HE K
HHWER; KE
VEFBAPI{E FRYE
ZEBCEEZHER
APIFTERY4H
APIG.01 | The API does not 404 | APIBRFIER | -BAPIBEKRGE
01 exist. == BERSAPIENH
FiEMEE
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FAF¥sr 13 HERRIZIEIES ((MEERFER )
=B | ERER HTTP | iEX BRI R
RE
i3
APIG.01 | The backend does not | 500 TiEHE SR AR
03 exist.
APIG.01 | The plug-ins do not 500 | TiEREUEMEED | BRI
04 exist. =1
APIG.01 | The backend 500 ToER I Eimbe | BXERARSZE
05 configurations do not =1
exist.
APIG.01 | Orchestration error. 400 HmHEEIR KMEAPIBLERIET
06 EiRsHEREE
APIG.02 | API request error. 400 | IERBRATIE | FERSENEK
01
APIG.02 | Request entity too 413 iBkbodyid X R NERKbody A/
01 large. (KF12M)
APIG.02 | Request URI too large. | 414 | i53KURIZ X TNMBIRURIK /N
01 (KF32K)
APIG.02 | Request headers too | 494 | iERsLiZk (& | R/IMERLAN
01 large. MERLKTF
32K FrEIBK
L LOKEXRTF
128K)
APIG.02 | Backend unavailable. | 502 [EimAn]H KMEAPIECERE
01 | v t=] ) ==
APIG.02 | Backend timeout. 504 [EimiBAY iy 2 LN ETE
01 NSRRI IR E]
APIG.02 | An unexpected error | 500 | RIEREEIR XERARZ
01 occurred
APIG.02 | Backend unavailable | 502 [EimAn] A KEAPIELENG
02 IREKRIMYETE
[EimBRSZE R IMY
—
APIG.02 | Backend timeout. 504 | fSimEBET =y NN EIE
03 IINEimAIRb IR E]
APIG.02 | SSL protocol is not 400 | SSLIMMARAA | {ERAsZHFAISSLIA
04 supported: TLSv1.1 XiF WhRA
APIG.03 | Incorrect IAM 401 IAMIMIEHER( | faEtokenE@d
01 authentication = B, BifiEsh
information. IAM{SEIAIEER
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FBPFiER 13 HERBIERS ((IFERFER )
ERE | E|IRER HTTP | iEX RRSE
RE
5
APIG.03 | The IAM user is not 403 IAMARA T | RERAPEEHE
02 authorized to access 5Ia]API HZERE
the API.
APIG.03 | Incorrect app 401 APPINIE(EESE | APPERZIAIERT,
03 authentication = MU THEE:
information. o HMEERMT

%, BRE. B8
S8, BRI
BRFEBNS
%, BR. &g
2. BRI
5
o MBEEFiniE
A5
B2EFERHAPPIA
IEBABAPIKES
ZrBAYER,
APPCODEfGZIA
IUERY, NS

8 REBRESR

B 7 X-Apig-
AppCodesLig;
APIG.03 | The app is not 403 | APPARAIFIAIE | IEAPPEEIEN
04 authorized to access API IGIaJAPI
the API.
APIG.03 | Incorrect 401 INHEE$EIR KEINLHEERS
05 authentication 1FHf
information.
APIG.03 | API access denied. 403 AFVFBIEAPI | (EEEIENGAD
06 AP
APIG.03 | The token must be 401 tokenFTEEEH | EFMIAMIKER
07 updated. token
APIG.03 | The throttling 429 | BEREERS | EERERFRES
08 threshold has been i), ANSRAAEFig
reached. ZRBEHBKRE L
PR, 1B4PETi
B
APIG.03 | The project is 403 projectA~BIfEEH | {EERAEEprojecti
10 unavailable. ia]
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BPFiER 13 HERBIERS ((IFERFER )
ERE | E|IRER HTTP | iEX RRSE
RE
5
APIG.03 | Incorrect debugging 401 AN ERE | RERASIS
11 authentication =
information.
APIG.04 | Unknown client IP 403 TERBIZEFiG | BRERASF
01 address. |PHBLF
APIG.04 | The IP address is not | 403 IPHEIEAR IR | (B IPHBIE R
02 authorized to access i3] ERZERE
the API.
APIG.04 | Access to the backend | 403 EIRIPARRIFS | BimIPHEt ek Si%
04 IP address has been i3] 1A IT Rz AYI PHBLE
denied. ARiFAIE
APIG.05 | The app quota has 405 | APPERBHED | 7 KAPPECER
01 been used up. 3 S SRS
=mISERX | ERXE
A
APIG.05 | The app has been 405 | APP#E&RES REARE
02 frozen.
APIG.06 | Internal server error. 500 AEREEIR BRI F
01
APIG.06 | Bad request. 400 E|SFSEP KEIEKEEST
02
APIG.06 | Domain name 500 12 R R IW MEHEHE, LU
05 resolution failed. RigBE2EEHE T
2R kil
APIG.06 | Failed to load the APl | 500 | RINFLAPIECE | BERIATIE
06 configurations.
APIG.06 | The following protocol | 400 | WMYA#EIF, | BUFSTIFATIMNY
07 is supported: {xxx} FFEIN 2 (HTTP/HTTPS)
XXXo 1508)
R xxxPASE
PRI HAIAE
HEE.
APIG.06 | Failed to obtain the 500 | CiEFRENETIEFR | BXEATIE
08 admin token. =)
APIG.06 | The VPC backend does | 500 | #AZlvpc/Zin | BARIEASL
09 not exist.
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ERE | ERER HTTP | IBX BRI
fig
APIG.06 | No backend available. | 502 | ;@EFIEENE | RERERIFES
10 Uty A, ERER
St ERE—
38
APIG.06 | The backend port 500 | RiminEARIKE | AR
11 does not exist.
APIG.06 | An API cannot call 500 | APIERES 1EMAPIFimED
12 itself. &g, BEREE
T BEBIZ10E,
APIG.06 | The IAM service is 503 | IAMBRSZFERA | BREKARSZH
13 currently unavailable. 1)z
APIG.07 | Backend signature 500 |IBEREEEX | BRERASE
05 calculation failed. g
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