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HPEEZ

EFAPIT, BEENAPIDEGE— MM, HAPIEBEISIEAPHER.
EPEINIIIG 2, EaLMERRANAPIDERIERIHZHTAPIER, 8K
ZaLisaiEiftiE=10000%

BIEEAPI

EEBRIRIRS I IFRERESTFUl API, HIFIMFIL.

APIBIZRING, EaltRIESERITAPIEEIHITRES:
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AP| [

FBFis/E 2 B2
BRRE
R % 4 A
MEEH I PRH BT BIRAPIRISRARIXEL, RIFEIRRSS .
= ipiaEs
BIAAPIRYIPHBLEFONK , e LAEId I &IPS K PRI B R B BERIE
o8 DIFE AN IPHENEEE M5 EAPI
" BEEH
BEARPBTRIHRRSIIEAPINXIISM, EAPIMKIEKRGIHIRS
BT, REERIRRSHNEZS.
R
" ERRRHERRSE
Bl R =R B n R ETeiE R L M SL . BatliE
S TS RAPIRY BeeD, aItiE. RIERISETIAPIFVES IAIE .
. HTTPIIF]J'" L ETESRHEIRAA
ERILABEMHTTPIRAEL , EREIRIAPIE N 45 E S B BRI L .
" REEH2.05ERS5AR
SO LABRHIBAIAS B RAPIRIIARIREL, XIFSEinis. BEitiREiiE
FEMRIZANSIRRE
u Kafka B E5#EX SRS R BB
Kafka B SHEX RIS IR TIBAPIRYIFAE A B X E KafkaR98E], 75
1EFE}:&EQAPIE’9U§.UEH E o Vfl:llun o
" HEERESSRRKiNAE
Wi EE 2 APINXTEGinRARSS HIL B DA RIP R FRIAENH o
= B=FHIAIESRRSAR
EA LB E =HIMEREECE B SRS AAPIBYH I TIALE .
i API
IEAPIBRSSRIINEER B IEE T A,
EfAPI
IEAPIRREIFRER, APIRBEAMIINER, ZFRER.
VAFH API

AVEFF & E AR A ATEAPIREFFAIAP!, B ERESHA
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APl %

FPigr 2 gaus
2-3 AR APl AR
FHi&a
IR EE (APPIAIE)
APPIMTE
Eithi)iE AK/SIGAE
3% HISDK
==}
1. ZEEVAPI
:ﬁéggﬁggi%ﬁéﬁ%l, BIFBIEEE . BRI 1BKRAE. BRERURINES
ILFIE =0
2. BIEEER

{EFRAPPINIERIAPI, FBEEAPIMKEFEIE—MER, ALK ERIDFIZART
(Key. Secret) ., BEIZEIVEIESPEAPIG, (FRAPPINIEERAPI,

3. 3KENSDK
A@Id SDKXTAK/SKERKE R, FERBAPI,
4. EEAPI

BT SRENAPI R APttt , JEFEAPI, HRIEAPHERRAES ARG, EAAPIRT
EEBHITARRANAEESURIE,
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AP| 3
HPFigE 3 AP| 518

APl &1

ITLd

3.1 Bl APl 542

CIZAPIEI, FELLZEAPIDE., APIDEBEHTAPIRIES, APHRMEELIAPISIEN
By, SESERNEREAPI,

EEIFZSY NSz haka
o HIZGIE
BlE—NEEBEMNSE, FAEEAPI, BPEETEIEAPI,
o S AAPHZITIIf
WA ENEERIAPISUE, BECIESAE.,
o S CSEBRSS
SNMBRSS5IZE ( Cloud Service Engine, fEIFRCSE ) RIMERSS, IRMEAPIEMFFIL
CSEfRSSREN . BEARTRIESNENCSERARSS
o S ACCET{Efa%kk
SANZEZA2E5| ( Cloud Container Engine, f&#RCCE) T{Efask, FHCCERRSS
ge. EFRSHESNEANCCELFRAH .
(1) 5 8A
o XIIMFRIAPIRY, EEENAPIDEFEE SIS,
o —PAPIRBEETE—TAPIDEH.

o APIDEBIEE, RFENSEBAHMDE— T AINKBIEINES, LRSS RESH
LAIE]10000K . EBRTLABIS XA “TEsisi& AR eXAERIES, XAEREImEiti
7, BAEdERESREAAP.

o PR, H—IDEFAULTAHME, ATEBECEMFAGRIELEMREASERIAP,
Il =S
EelEEsLfl,

Eixtl@
S HNAPIRSEEEIG T,
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API %
FBFigrE

3 APl &8

£ RIEEFR STELENISHEE EF%REf) .
T3 EAMSHIZEE “APIEE > APIDAHE
$IE4 2 “CIEAPIDEH > BiFtiER” , ERIEFESSHEER.

X 3-1 pAEEEX

ERIN Hik
PEHBIR APIDEEBETR, ATIBAPIROMTHEEE,
A XFEERINE

SRS BE “HRE” , GRS

.

B API &304

£B1 HAAPIREEFIATRE .

$E2 RIETIRSEAN S EBIEESLol,

T3 TAMSHIZIEE “APISIE > APIDAH”

$WA B “CIEAPIDE > SAAPIRITNHE”

£S5 TEEEIGRAMIRE TIAPISIM:, ABEE “TH” SN,

$6e HESANER.

£3-2E2ANAPI
SHBR izl
SABR EANBREELAT25:

o SRFINDE: BAPIEXSANE—MIINE, SATEFR
HEBmMEIE— I FRIAPIDE, FRIEESABAPIEREEZS
gﬂo

o EREBDH: BAPIEXEAE—EBHNDH, BNTEH
AEMibrDEPEBRIAPI, REBFIBHIAPISAS A,

API5>4H (NIEi%kR “BREBEE" F, BEIRFAPISH,
AR wikfE, BEAPAPIZIRSEGRIAPIZFRERAS, SANAPIS

BECAIAPI,

(NIERR “BREELE” i, EERFRERES.

VRE= WIEE, HENAPW EBENXIIER (ACL, #ix%E ) 5E8/I%

Qlfé (ACL, #iEE ) SEEN, SBE=CBRIEREE (ACL, RiE

$B]7 (Fik) B8F “2RBEEH®E)” .

MAERRAS 18 (2024-03-07)
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https://console.huaweicloud.com/apig2/?#/overview

API [
5z =12 3 AP 18

ZellE., 152%5.2,
EimERECE .. 1HSEZEE,

3. BE ‘T2, ZFEE “RE” . “JSON” | “YAML” EREBREF
5o

4. Mo KRG, BF B, TAkE.
S8 B “MEISANT , EREPREESIAERMAPIEINS,

A
[==]
o WIREER “MEkH” , EEFERFAPIZAHIING, BAPIDETRIFTEAPIL
mAME L,

o WREE “HWEEM , BSEKMAPL,
I B “BBE” , PEER “APIEfT” @, IEEDEHEHTHIAPL,
----45TR
[REEIR(E
fPIﬁéﬂ?U@ﬁ\sz, AL E4REISE, APIERE BT AEIEIiEE5kiE B
ST RHIAPL,

3.2 &\ CSE 4RSS

APIMXZ 15 NHMARSS51Z ( Cloud Service Engine, fEFRCSE ) RIRIARSS, 1=RMEHAPI
R RICSERRSSREST

AR
o MNRIFILHIFZHF “SANCSERIRS ™ , BBEZR.
o BRI MALF. R=E—. Lig—. ', ItREKIESZIFSACSERS

FEEIN
o (ZHEARABZEIMNERHIRSSIE,
o IBHEFIEHAILAISHIRSLAIMUMERHA, FUSNGEEBAPIEHIILMA
=
o RIEEIREIVANT, SANESER—MERGIENANY. EXKIER /B ITEEL
FEIERITECHIAPI
o SANEESEMMENAIAPILIN MRS KNG HEE, REBESKENHMIRS T
BELLAIRINIETL, HEHRIIGEHBEES,
BUIRSR{E
B8R CSEMRSS .
BMEER

EIE1 HAAPIREIZREISTRE,
2 RIELPR S EANSIE L5 5EL6,
I3 EEAEMNSH=ERE “APISIE > APIDEHE” .
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https://support.huaweicloud.com/usermanual-cse/cse_usermanual_0005.html
https://console.huaweicloud.com/apig2/?#/overview

API %
FBFigr

3 APl &1

£E4 2E “QIEAPIDE > SACSERIRS” o RIETRSHIRE, REER. MIRS5I1E

R3-3EEEE

AN RIFSE IR 5 IZCSE,

ERIN fiik

PR CSERMBRSSSNRING, ERLRIAPIFRERIAPINE . IFRILCIZHHAISH
ElgrigEdar=payic

e XFFHTTP. HTTPS, (EHIEEaSUREIRITIERFERHTTPS,

MRS5S

AT HRSNARIZREE, NAFPREEMAIL. RSaE. REEE
FettseiS N R RIRSSEES .

RS MRS 2SS, BNEHEMRSHEMNHE,
MRS hRA MRS hRAFRRIFCHIRSHIERICR, HENHRSHREIERHTE
}EQ
IR552244 ERETOpenAPHIBIIMIRSZOLNERIE, RIRSIHIIESERIT T
ABIEN -
EIRE058 BERIBRELEE “+” MEILRIE ., fIa0, BREERH/a/{b+}.
TB|5 BE ‘ST .
3.3 &\ CCE IL{ffa%k
APIMXZ#5SN=E 85512 ( Cloud Container Engine, f&FRCCE) T{EfRaz:, =Mt
AP FFRICCERRSSBEST -
(00 5388
WMBRYFIELHRLIEF “SANCCETIERE” , BHEER.
FEEIN
o (STIFHENCCE TurbofER¥. VPCRILBIEEIAYCCESERE
o BEEMRRUFILASCCEERTER—VPCH, siBIHEMS R IRIERE ML
ok, BUSANEERAPISEIERIAS .
o IEIFVPCHIBZIEEIRICCEERIRT, BB EAELFIFBEREAVIE A EPIRINCCESE
BNARENER, SUSAEERAPISEIAMIZS .
o SAESERNMERMAIAPILIR MRS EBNGRFHEE, AFBESBNIERET
FRBSEAIRItEIE (L, HEFREIGEHBEEF.
BItESR

SRl CCETEfRE;
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https://support.huaweicloud.com/productdesc-cse/cse_productdesc_0001.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0047.html

API %
FBFigr

3 APl E18

BIFSR

$E1 HAAPIRFEERFIATRE .

T2 RIBCIR S EEAN S E5 %R,

T3 ELMSHZEE “APISIE > APIDE”

£A B “CUEAPIDE > SACCELIERE" . RIFFERSHIRE, REGEE.

E34EEEE

(EEIRN )%
FriEés4E CCET{EAZIFRE R A . STIFRIL BN HIIEREEEDE,
gt EIRERE, AT ‘BETBESIECCE” BE,
AR =IE EERTERFENGRETE, fRTEEN—HERINRINRES .,
T et SR o TIREHRE Deployment: EE{THIRENMRFTATEIEIARNSHTIE
RERATIRESRE -
o BIREI(EfAE Statefulset: FEIETIREPSFFHIRIIKSHIILIER
HIRABRESTIERE
o STIFHIZEE DaemonSet: <FIPHIZERILUARESED (EREL ) P
LSBT — PodLfl, BETRIINEERIRT, BEAEHRIE—
Pod . HBBETSMNEREEIARNT, XLPodE[EI ., MERDaemonSeti&
=R EEIEERFFBPod,
TERESEBIIN BB S E TIERQEA
RS HRIREZ ERETEREAIPoIRE , BITPodiREIEEENTIERE . IRBIFRZAN
prpmp——. Podir&HIE, IRSBHRRENIPoIREHIE,
7R Podir&EEXHNBIES, BSERESERE.
& EERETEREAIPOIIRE . WIRRSBIFRBZFRSBITERE—, BAEES
EENTERER, BB TEFEEMPodirESIEERE N TIERE .
=B 71 XIEHTTP. HTTPS, {EHEEoiBUREIRITHEZFERHTTPS,
BKIRIZRIR BREEEIEE “+7 MeIRItEs, Flan, 1BKI&REA/a/{b+},
iwa EECCETERBRKNIROS
ZEINILE SFAPPIAIE. EAIAMIAEFITSIAILE .
o APPIAIE: FRHAPINXIRS RAREOIEKRINLEINIE. HEFEHAPP
INER .
o FEHIAMINIE: FREMAMIRSHITZEIAILE,
o TINIE: BRAFTEIAIE,

MAERRAS 18 (2024-03-07)
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https://console.huaweicloud.com/apig2/?#/overview
https://support.huaweicloud.com/usermanual-cce/cce_10_0006.html
https://support.huaweicloud.com/usermanual-cce/cce_10_0386.html

AP| 3

FRFERE 3 APl 18
(ERIR R
ZIFEICORS ERFBEEISIEICORS ( cross-origin resource sharing ) o

CORSAVFRIS R MISIEARSS 28, A HXMLHttpRequestiEsk, MMsElR Y
AJAXHBERNTR{EFRRYBRE -

CORSIERS FFE:
o BEEXK: LFEEZH, EII—/OriginzFE&,
o JEfEEEIEK: HEIETUESZAEI, EII—XHTTPEIEIBK.
FFECORS (IEfEEREK ) i, BEZBHMEIE— “BRGE" B
“OPTIONS” BIAPI, BEiNRIEESERZERE AR,
[Eiw#BAT (ms) [EiRIRSSIERAVHBATATE] o
WNREAPHEIXIZIES, BESimIANEA Z EHEIR, 1BHEXSEKRIRE
AfEdE, LMEHEEREA .
=l
TESLfIF B S HHEXGERIRTIE LR, BHEXCEEF1ms~600000ms,

WS BE “SAL” .
.

(EE S
T ZIRAPIR TR A 285 [ CCET{ERE

3.4 TENZ

FEFRAPIRI, SFEZSAPIDBGIEIRIIHZ, APIEREBITIRIIZGTSHRARY
AP, BRI LAMER RS BEchYRIHE A IGITAPISEHRAIAPI
o EHiEE (Fi8E ) : APDEBER, RRNDHEENHDE—TAEENLRE
IHEE, WEEEE—BEAREEN, 8R&ESLIAET0000K.
o JEIIEF: BMEEMANHZ . RSAULURNS MRS, FRIGEXE. APLE
FRE BT 53R 21532 K8 A ST IATAPI .
MARIY:

o [E—LITRIFRSEA RS ERRAVIRIIENE o

o IR INRBEESSLAIERVPCARIARSS 28 LREAFILIE, MRBNHSEIT AR
w5inpE, BESEG EEAMNCEMEIP,

o IPMNTIZNiTEZ (FF0*.aaa.com ) B, APEILUBISZIHZRIERE FEE (BN
default.aaa.com, 1.aaa.com) iBAIFF4FES B TFRIEFEAPI,

RO
. CEMEE. TETE RS SRS .
2. AMEBUEEEESR, FERMNRIGSTERIL, SEHREIE
H, SNERRIHTER.
3. gé’:&ﬁﬁ%AiB%ﬁ@’fEéUi{ﬁUE’\J)\Elitiﬂ,thJ:, B RES IIEINALRIER
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https://support.huaweicloud.com/bestpractice-apig/apig-bp-0021.html
https://www.huaweicloud.com/product/domain.html
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https://support.huaweicloud.com/usermanual-dns/dns_usermanual_0007.html
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API %
FBFigr

3 APl E18

BAETER
SE
2
I3
gz 2
S5
FIw6

4. WNRAPISHFRIAPISZIFHTTPSIERIMNY , BRATEIRIIHEZ PFEERINSSLES,
IBEIRABRENSSLE BN EER, FHEZESSLIES.

FENAPIRIKZEHIE TUH o

IRIBSEFR S TEA M SR ET5IEIELH .
HEEMSHISEE “APISTE > APINA” |
B SHEH

BE “HHEER” "L,

EEEEE” X, BF “PEMEs”  AEEETREREER.

& 3-5 MIIHZAE
SR ik
15 IEEZRYERTIEE

TIFER/NTLSARA IR 215D P {EBIYE&/NTLSAR A, TLS1.18¢TLS1.2,
HETF{ERATLS1.2,

ZECE{IHTTPSAER, A IaHTTPEE Eithifas
=X, EALEERESETNmED “ssl_ciphers” 2¥EcE
HTTPSHINNZEH

SiFhttp to httpsBz) | TEPNIZIHZFFShttp to httpsEEIEEME .
BHEM

BE “HE” , BIRIIREZ SAPIDELE.
WRTBHBUHEN, FERSERET, BE “HEE" .

(T3 ) ANRAPISBEHRIAPISTIFHTTPSIERMMY, NIFEEIIRIIIHZHESSLIES o
BUPT SR
1. EEEMREITRE “EESSUER” .

2. TEEERSSLIFPHEPAGESENSSLIER, AEEE “tRE” , SeSSLIEBHY
4PTE

- WISREIFEAISSLER EEICAIEE, BAFRE “SHFEFPimAILE" BIFE
HTTPSXXEIAILE

- WNERIEPRFIERSTATAEISSUER, BJ8E “CIFEESSLER” , FRESSUES,
BAREECE RS E6IZESSLIES .

e

. ﬁgﬁfﬁiﬁ%%%{’%‘)ﬂuﬁl RIGIRIZIE B CNAMERETZI S HRYEIER _EaiiE&E

o ANINSSLEBKWENRE: ZERIERBAIEZFISEFRAIHEBT RS R —E
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APl %
=z =] 3 AP| 518

4% http to https BEIEED
2022511 A30H Z IERINRASZIFHTTPEEMEIHTTPS
LERPRH

HFNSEEEfR%, JEGETaIEHEAD S ZNEEM AR SHEIEEL, FEILLAPIERA
i EPRESGETERHEAD,

FEEEAFHAELFREE:

o SIFEAPIFT, BIRBCEANSRIMERE “HTTPS” g “HTTP&HTTPS” ,
e APIFFEAPISHESREIRIZFISSUER, BMMREBESI X,

IS RGPESRIE, T “SiFhttp to httpsEEIEER” FIHFBEEMINAL,

[SELR(E
HERMTSEE, ERAILUTTEOIEZAPI, BAPIEOREEAPINNS, FHEHEE.

3.5 SIENIETE

APIMKIREIMEEEINRE, BIRIENEEE, SLUERERIMEEXFRRIAPIE
FRE&R.

WREFEZEANE CERUEEN—MTE, ZTEEEERE L. BUENER
TE, SWE—API, ERRMETEBAENERRS

HOZAPIRIEXN TEZEERR, WFEBEEHETRIIETSE ., FICIZEAPIRNEN TEE

£Z73 “Path” , ERR1HEIETEES “Path” , TE(H “/Stage/test” , WAPITE
AMBIAEIRS, EF “/Stage/test” & “Path” , APLEARETEIAE1FiERLAPI
BY, EimfR331EKkPaths “/Stage/test” . EIRE2HEIETEER “Path” , T=E
“/Stage/AA” , MIAPITEARFEIIRE2RT, R “/Stage/AA” (X& “Path” , API

BEERE2HIEALLAPIEY, FiniRs3iEKPaths “/Stage/AA” ,

3-1 INEZEREE

ERRE1HRRAPRS | SimiR

B SERPath:
Path=/Stageftest /Stageftest
API[Gimis3Path
HAPIETRS BAAPI
[#Pathit
SR EIEIAPIET |, SRR
Hiz=2 SiERPath:

Path=/Stage/AA [Stage/AA

BAFTER
S HENAPIRIEHIATE,
S IRIBIRL ST NS EF Rl
S| EAMSHIZER “APIEIE > APISA” .
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AP| 3

BPiErm 3 APl &8
ZBA B ASHASH,
$B5 B ‘HEERT mE,
6 T ‘NETE" XiF, EIFHE, IRKCIENE, T8t “CIENE" S,
]| BE “TINETE , BEETEER.
ikl
HELIRARIEAPIERF, METSRMET2ESENEE, BOETRIAMEE.
%* 3-6 FigT=
SRR ik
TER TENZIR, WRSEIZAPIFTEX T SiRETTEE
HQ
RLy=={[=| TERIZ,
T8 B “MAE” , CIETHK.
[G4EER1E

BIEZTIMNERER, ERILUSAPIRFEIMEEEMENIME L, LUEAPIERER
Ho

3.6 FriE RIS N,

P KN R FEAPIM K RBERLINALIEAPIHESR , MM ERITEIRMA . APIRISKIZAERAIARY
MRMER ( default) , WNREFEEEMMELASBEMKXITNAZS, FJEAPISHE
IBRrh B SKIL, BN AR SISONAEZLRNET .

BN, “default” MXEAONMBRNAET:

{"error_code": "$context.error.code", "error_msg": "$context.error.message", "request_id":
"$context.requestld"}

ERILABEX D!

{"errorcode": "$context.error.code", "errormsg": "$context.errormessage", "requestid":
"$context.requestld","apild":"$context.apild"}

JSONTFRIR B LUEFES, SEBHFRAS

NiERAS 18 (2024-03-07) RIS © LATITERARERA 16



AP| 3

HPFPigE 3 AP| 518
(MARY:
o BNMNEZRSAFHIEANNKIR
o EESTIFOMINLETEN, MLLAkeySiEM=F . BB TRIZE (1212847) ,
valuedT A5 | Bia1TRTZEE ( IJLAS | BRI E NAPIMSZE{TATAIFEENEES ) , valueFREE
/E\ “[[” *D “]]” o
o REEREBNAMXKINN “default” SREEEEXIMKNNE, NIMEESEEEEARTIER . &
AL EMIINAYATS, URIIINHES .
o PIXNURFERE X HIEIREEEEBEARMEN, BRI RiEiRNuSEEY AR .
o NN ANBEZIFREBAPINKIZTAITEE ($contextTE ) , BERTIAPIMKIZ{TAIBIFEENZE
g,
1BES R

£ HANAPIREIEHIATREA .
2 RIELFR S EANSIE E5i%ELA,
I3 TEEMSHAZEERE “APIEE > APIDAHE

TRA BELASH

$I|S B “DEERT BE.
H$|6 T “MXRIMN Xig, SRLATEE R .
INRELEEOANKIBNSS, FEREEINEE, S£& “IREBAEE” BIF.

-

poI SR s RN R S EL15 B

APIRKIRMHAYIEIRIDN ZEEL I TR, ERRIRARS R LURSEIRRZME E X122 .

& 3-7 APl M KRITEIR DN SR

iR RAARIND | FARISAR
BRRZSES
LI 403 IE4EIAIE), MALEERERTSIEIRGIES., S
WA A
EESGAIERRE S | 500 BRGNS, BEEY. RESEmE
iz Hig
EESGAIESRI | 500 B SUMIEFIEERAEAK
B GAESHE | 401 Bl EE NSRS B RA R A
IR i2
F=/SINERERE | 500 E=FHNESSE, BEAK. RESERLS
iz SE
F=HINELY | 401 E=TINETSRERAESH
STRERA 18 (2024-03-07) IR © ERRBRABRAT 17
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AP| 3

5z =12 3 AP 18
FEIRIAE BOAROE | E4ERER
RHRZSES
FE=RFINESMHEK | 401 FE=FINENSHRIFERIRE
EEES
INIESRIY 401 INIESRML, IAMERAPPIAIERRIS S
INIESHASRIRTRE | 401 INESHH KRS BERK
[EimtBaY 504 E?ﬁﬁﬁﬂa‘, 5EimaIME3Z EBId e ERAE)
=RES
[EimAB] 502 [EiwARI A, MEARTIXEIR
FKINAXX - HEAXXEEIR
ZKIASXX - HESXXEHEIR
FIEITECAIAPI | 404 FRITECEIAPI
ERSHEEIR 400 IERSHIRIGEY . ASTHRFIHTTPA A
ERREELEE | 429 APIARX B Bt BN ERIEISE
ERARIEN 401 (BRI SR ARMIEAGHIE)IZAPI

APl MKz TRIRIIREN &

% 3-8 MXIBIRIDNLE SAS IR &

IETRHEEEMN A

$context.apild APIFYID
$context.apiName APIZTR

$context.appld APIERERIERIRID

$context.appName

APIEFIZRIEREIIRER

$context.requestld

HIRAPLIERBERIEKID

$context.stage

APIEFERIERE IR

$context.sourcelp

AP & RYRtELE

$context.reqPath

APIEKIZR, ~E&querySH

$context.reqUri

APIIEKEER, B&queryS#]

$context.reqMethod

APIERTTIE

$context.authorizer.fronten
d.property

FIIHE E SGAIEIE R A context R ST AT BB (EXTHY
FITERE

MAERRAS 18 (2024-03-07)
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AP| 3

5z =12 3 AP 18
IETRIEERR 1k
$context.authorizer.backend | [5iwmEE X IAUEIWA A contextiRETHYIE ER(EXTAY
.property FREE
$context.error.message SR KRN AVEIRER
$context.error.code = ENE S e =)
$context.error.type LB KRR R IR ST

3.7 G API

APIHEMEEAPIZIECEEAPIMXSH, FR/EIRAE . BIZAPIDLITER:
o HiRECE
XIFEERIREN . REREMBTRSEH.
o [FiREE
SHFEEERIAGR. REEFIRFIREILER .
o (TE) FAPERINRES
ISR EE S RIEFIRA RS o
(MR
APIRKARSSETRESTRIAPIZEY, APIRIFHALEREEEERESTIUMEXILE o

BURSRE

o CELIZEAPIDH, WNERFKEIZEAPISA, BECEIEAPISA.

o WBRHKIRSTEEFEADEBE, BORELEEE.

o WBREBFEHABEAESHITAPINZRINILE, BEIBEESIAIL.
BURECE

£ HNAPIRKIEHIA T

L2 RIETIRSELANSHE EBIEELH,

£33 EEMSHIZEE “APIBIE > APIDA”

L] BEDASH

S5 £ “APIiETT” INE, B “GUEEAPI > BIEAPIY
1. RIETRSHER, BERIREN

L1 88
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URL
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By SRR IEZERAHTTPS,
APIM Sz 3FWebSocket#iEEH, ERIMNFHY
HTTPHEZ4FWebSocketfiws, HTTPSHEXF
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PLECHEL

D AFIE :
- #BIJ0ULED: EARYIERPathEIE R EIEAHESHIAPI
i53kPath,

- BURITES: ARRYIERPathiZLACIZERTIESRIAPHS
KPathHEIER, SZHFEOEN 21 AEPath,
flgn, BB /test/AA, (FREBIZRICECHY, &
13 /test/AA/CCRILAIAIE], {B2@id/test/AACCTL
Bia,
5iER
- (FEFRIRICECES, PLECRISARRIGEEEIRGR.
a0, (FREILRITED, BIRIERIBBREN A/test/, Bk
EREEEEN A /test2/, Bid/test/AA/CCHITAPI, MfE
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55 FEILE R a3 PTELAYAPI
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APIfS, MUEIDEIE.
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B, MAFE. (NEHEUTMESSFMEAT, Base64ln

B aEx:

- BHEMAIE

- [GixECEIFunctionGraphZE!

- SPTEMTIRESIRNE, BRTIRSRSinRM SRS

FunctionGraph3s8!

INFEXABase64miy, (NIRNBIEIRELN

“application/json” BIZA A A,

APIFJHEIR

a% “%*H;ﬁ” J\&E 11 POST” . 11 PUT” ﬁ
“ANY” RITTECE .
EEFEAPIERIIABIEINEE, FREAPIGRIRER
EFEINASE LB O GIRERAPIER . STRFEE
“application/json” . “application/xml” . “text/
plain” 1 “multipart/form-data” . ERASKEIE
BRI, 1SRRG mRIRS SFIEEINASEEE,

BPFPigE
=SS0
Base644ghd
DU
Pz 2
IR NS LS

X2 “BRTE” &R “POST” | “PUT” |
“PATCH” T “ANY” BYOJECE .
EHSAPIEKRPIEKRAIEAER, BATFEHEAPIARE
IRERUN{O IEFRTTZEAPIE K o

2. RIETHRSHER, RERERE.

% 3-10 22fE

(SBIR 1115
it APIZEEY:

- RFF: &R QI KB, APISZIFELE
- TAE: &1F “FART KB, HiZAPIFIESHEHLELR
RS, ZAPIA= E2R,
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- APPIAIE: T RHAPIMEIRS RAEFZEOGEKRNLZSE
INIE . EEEFERAPPINESTR .

- ERIAMINE: FBREBIAMIRSHITRZEIAIIE,

- BEXANE: ARPEECENERSFSIRS (10FE
FBOAUthIAIE ) , Bl “BEMIAILE"
- TAIE: BRAZFEIAIL,

BINELS N FRIAPIERHEERE, BAESEEA
API,

B
- ANESRAEAIAMINIER, (HIAPIRKIBFIIAILLE
ILLAPI, AIREFEEERIRE, SEUIEITEIINE
- NEBNATIAER, (HTRMABRELSIELEEAPI,
JReFEEERInE, SEEEITENING.

- NESRABEANLER, FEERYIRSHE—RE
#, MEAPECRTAERRTIRSS . NRZRIRegion;R
B LR TRRIRS, NASHFEEAILE,

XIFRZINIE

Y “LEINE” &F “APPINIE” BIAIECE .

BSIANEEAPPIAIES T FIEBAPIRY, EHTTPiERL
EGHBEISIN— 1N 280X-Apig-AppCode, MAZEINE
RABTER, APIRXE(XARIEAppCode, FHRIEIER
%2, NMEZIMREmL
FESGHFHTTPSHENER, AFHTTPA . BIK
ERIESEZREZIAIESEAppCode,
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MRENRBIZAPIKRFABREAZIAME, BFAZEFHBREZIAILE,
EEEIFHAMAP, 55ERMAPILT.

XFFWEINIE

NH “REINIE” &FE “APPIAIE” 3% “£IAMIA
iE” RAECE .

EXIAPIRSEREITNERZSIAE. NRIEEEA,
AJZ‘EH@APP»)\xrt:lzlAM»)\xrtRJ‘APIuad%u-}z%éi)\irt
BY, ERMERBENXBIREAPIRTAPIERHITZEIA
ik,

BEMIAIE

NE “REINIE” &FE ‘BEANE” HEERE.

BEMNERZEACSE, TREANR “HEBEX
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2351 CORS

ERFBEEISIEICORS ( cross-origin resource

sharing ) o

CORSAF NS ES ISt pRSSEE, A

XMLHttpRequestigsk, MselR 7 AJAXRgERE)EEHE

HIPRH

CORSIERD A

- BEiEK: LERZH, EBIN—OriginFE.

- JEEEIER: HERBEESZE, BII—XHTTPE
/Ko

FFIZCORS (EEERIFK ) BF, EBFEZEHMEIZE—

“IERFE” J9 “OPTIONS” HIAPI, BEME(EIESE

FREELEAE.

3. (°i%) IRIBLITHREEXAPIRIERSH, ERESBMEN N TE.

x 3-11 5RSH
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2B

SHZTR, MNRSHIE “Path” UE, SHIRE
BL ‘IR PRI
i8R
- BHEBREERX-apig- « x-sdk-FFk, FRHANE,
- BHEBRBERx-stage, RXHANE,
- B¥{IEFHEADERRY, S EAEER “Authorization”
# “X-Auth-Token” , ARH KNG, BAZIFFIEZE,

W
&
s
e

FEIRYEEY, B STRINGFINUMBER,
i5AE
ANSUEHboolean, HIEFESTRING,

WAME

I5KAPIES, IWSHEEBNVIE, IREE ‘R , API
MIERISERPEREEUSH, NRTES, WE
EIEAT P

EE

IERSHUESEEREmRRSS

%

IERSHAMNEE, FRSHRVEREEMEEFiE
B, 2 EaRRXGESETT .

BINME

“RIET 8 R B, BOMEER. BRPAEELS
BT, APIRKBsIENIRUMEREEEIHRARSS o

FTIPRH!

- BRAKE/&RAE: “ZER” B “STRING” BY, &
BESHENSARFEGFERE, “FEB R
“NUMBER” BT, &ES2HENZRKXE.
- RAVKE//RIME: “ZEE” B “STRING” B, &
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“NUMBER” BT, &BESEENFR/IME.
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BiARSZZEEISHTTPEHTTPS, FunctionGraphFIMock=#, E{xS#iHANE
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e FunctionGraph{&kEt FE# TERIRSS FunctionGraph, IR HEIIREHAREE
FunctionGraphfRsS, NIEixRSSZEE FunctionGraphA~a] .

o TEERRSAEFESENIAZT, AILUERMockiE, EiEEREEREILSAPIERS, B
ERARH TR,

3% 3-12 HTTP&HTTPS KBIFE N FisiRE
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URLHBIEARIERG A 1BKIMY . REEE/ GRSt
FORRIZLARY
o BXKFGE
GET. POST. DELETE. PUT. PATCH. HEAD.
OPTIONS. ANY, HFFANYERRZAPISZFHERIBF KRS
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o 1EKIMY
HTTPELHTTPS, {EinEZE o SUE BT E=(ER
HTTPS,
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- APIRX3Z#FWebSocketHiE(EH], iBKRIMYAFAIHTTPIE
2FWebSockethws, HTTPSHEZFWebSocketAdwss,
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(NEFRGEEER, FERE . HECAENREE
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i5iRE
REBEET, =IRSENLEAXIITIF100.125.0.0/16/E
wHia, SUESHEREELMRISTE,
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NEAFERAHEERN, TEIRE.
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MAEIRIRSZHAEIPHEL/1%E, FiEERORM,
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MREIRRSUPFEEETINETE, WER ‘4%
2247 PFEERETERNNE EikiRSS LR, a0
#ipaddress#, XFERFMBANINEEE, W
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202255108 30 B G 8IEMIEAIIFAPIGE FiR RS tISTEFEM
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[EiniRSZRVEEER, BIARSHIuri, LB EKRESH,
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MRBEKRBEPEENETE, WFER+ZER#5
EHETEENENEKIERZRF, /#path# ., 256
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REERARZEER, ARE.
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e {EAN0-100F, TRABEININGE, FHRIBKENERT
Bk, HERHRT, REid.
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NE” , IBEELAIN “EBeESH” iRk
backend_client_certificateilF$ .
JRIRIALE BB R IRIRSZZEXTAPIEBISINE SAPAILE, NHE
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FEAEREERMI—BEXAME, BEXAEEIH
HARSSSCI, ERHERSS FRE— MR, SCIEHIALE
ERRE, NEERRBBACHNGE—EMRS .
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R NEARREREIRSS , LEINRERTERRD BKIFFF I
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HE B NINREE, RBBZENER.
EREIURN REERE—RIR
B AT, RINPRREAYEREURN,
ARASELRIE R R EAMRAT AR, REAMRATAIZINEEFSE
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KEMEMITHIREIABLER, ERigLIXBEREEE
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e Asynchronous: REER. BRiRAXKEEKIERY
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{&XA9_EFRJ9600000ms

[RIRIAIE BE&EFR3-12/5IRIAIIE,

2 3-14 Mock Z8IE X [FimfRsS

(BN R
Mock B E SR [EE EEEAPIRAAIHTT PR o
MockiR[a£55R Mock— iR FFRIEIRIIE . EINEYIEMER, Finik

SIRBERFAPIEGEING, BILAERAMockiRT, 1STRHA
EREERMOLAPIERTS, HERARSGHITIEFR.

[RimiAILE SER3-12[5IHIAIE.

N iNheader2%f BEXAPIENAIheaderS%L
BE “ifFilheader2#” , FHESSHE . SHENSH
k.

(MRt

o HURLFEETZEWNRE, EAPIBXREREERN.

o WMREURLFIRELE, SAVRNESRAIELRELELNEEHE, BURELER
8, APISTXIERER.

o TEFTRBEOKNE.
S8 (k) RERANGRIGERRSZSH, KSERAPRHENINIERSHIRGIZIFIRIRSS
IERAGNAE . FIR5.3PREXBREH, TEHEIILLZE.
1. & “BRRSSH T, dBZUMEE—FMEEMIGRRS S
- BE ‘SAANSEX , EMBEEXRIAPIERSHFNEIFIRRS S
- BE “HNINERSHEET , BREERNRIIERRS S
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EREESE @ ~
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a.
b.

AsEE pE= ] ERSHER EREREE =

STRING testot HEADER
STRING testo3, HEADER

HEADER STRING testos.

[RIRSHIE “PATH” (B, BMASHEBRHEM ‘B FrOZIRERE .
IEFAPIRNERSHBIR. MNERILSERSHER. LEFRE .

(%88
B BHERREEx-apig- . x-sdk-FFL, RRHANE.,
B SHETREEx-stage, FXPANE,

" SY(UEHEADEREY, SHIFRRDANG, AR Rk,

N EE, test0O1F0testO37EEAAPIRT D BIECETFPATHFIQUERYVE , [Gifm
IRSZiEISIET, YSTEHEADER B test01F1testO3MIE . test027EiE AP
HECEFHEADER(E, FiniRSZEIIMET, SEPATHEISEZtest05
SEZWItest02B91E .

{RiZtest01Haaa, test02)gbbb, test03Jgccc,
APIERIEK:

curl -ik -H 'test02:bbb' -X GET https://example.com/v1.0/aaa?test03=ccc
iR HK:

curl -ik -H 'test01:aaa' -H 'test03:ccc' -X GET https://example.com/v1.0/bbb

£I|3 (i) RERNANGHNEESH . IRERRSFEEWEENESES, TUB
WIREFESEHRLI .. APINXEEIRIRSAEERE, BEESERINENERIE

EE,

REBERRE G RIRIRSS o

EEESH T, BE CRNEESHE , MINERERSERNEESH.

ikl

FESHSIANETR, ARBLLERTHE, BHERERE.

x3-15 EESHEE
E2IN R
BESYUS EEREESHNER. “SHIUE” 1 ‘PATH B, &
HEFES "B PRISHETR—E
15i8A
o SHEZTAELIx-apig- . x-sdk-FFL, FEEEx-stage, AXH
KB,
] "Tﬁ‘i"ﬁﬁE?ﬂHEADEREﬁ, SHEBERZIFTRIEFL, FRHK
hBo
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RERIRRSSIFEDSHE. i, 28E[apl], EEDSHBHEZEI%5Bapi%sD,
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1. &E“EHFSE T, BF “FNEFESE , TINERIRSIEKRNEFZSE.

X 3-16 ZERSHEE
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RGSHEE EIRRFSHRIEE,

- MXRESH: FERENRARSH.

- BEUmAIESE: BlimBEEMXAIEREBIZERFHNS
., ERREES, “ZRINLE &R “‘BEXIA
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RRSHE

BERFSHRIBTR,
‘RBSHEE B "MXAESH I, L
FINT2H:

" sourcelp: APIERZEAVEMEE,

" stage: APIERBHIEREIRE,

= apild: APIRIID,

" appld: APIARERIAPP ID,

" requestld: ZXRIERAPIFTERATIEKID,
" serverAddr: MIXBRSZEZAIMBAL .

" serverName: RMXARSSZRAIEZFR.

" handleTime: ZXiEFAPIRILLIEATE]
= providerAppld: APHEMHZERIEREID,

" apiName: APINEFR, BEAMAPIEZAOI{ERA
[lie=2 8

= appName: EBAPIFHERRIERSER.

- RFESEEETVH “‘BimAISE” 5 ‘ BimAES
¥ B, XHEENSH, BRISHVUNABE
MINEREIERFHISE

BEXIMERERE LA RIREIZERSEABRENG X,

BeE (FEiERE) -

[RIRSEBTR

HERSZSHEEMSNGEIRSEHBIR,
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- BHERBEx-apig- . x-sdk-FF3k, FAEEx-stage, &
XPANS,
- B¥UENHEADERHEY, 2HBAIFFRILTL, FX
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RiRSHNE

e RIn S MRk AR PRE, ATk
“PATH” . “HEADER” # “QUERY”

faig

HERFRSHAUERER

S5 (FIE ) RS
NSRRI, BERENRESEY, BREELIFENEIRRSF .

1. EEG)?%%DD%E%E%Q
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- REI—FG: REREREEEPIEE—IR,
i =y <3 le?__l'uiﬂ o
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SEIN
[RiHRIEZIR
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REEEME

(ERim RIS ERRIFRMY, BIRNER3-18F 7R,
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FHEIR

- Iﬁi&iﬂ: L/{'lfﬂ'ﬂAPlE’Jlﬁ?i"ﬂﬂt'f’ﬁtfﬁﬂ]nzﬁ1¢*/ﬁo
- BRAS: LUBRASSEIENRIBREKR,

- Cookie: FRLAAPHERKAICookielSE/ENFIMRSE
14:0

- RESH-MEXHESE: LINERESEIEREE
KRR, WERESHISAPIRN L IEAPHEKAT
NEFIZTIHSEIEE.

- RESH-BImRALESE: BlinBESAIBRELE
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7N

- IR ERAET (ERNRIREMR, NSFEEAPIFIR
i%ﬁ?EF'EEEﬂ? WNEHeaderiRIN— 125,

- WMRKER “‘BRSH BEHEERANSIFFHRELA.

SHEWR

- 5 ‘SRR 8 BRAST B, FERE, &
EERENASSHSER.

- L KRR R ‘RRSE i, RS
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® reqgPath: 1&3KURI, 0 “/a/b/c” .
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SHNE
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L KERRE N RHESH HE ‘SHEWRT R
“reqMethod” BY, “&H4ER)” (WIREFHESTEE.
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sk,
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“KEER” N ‘RESH-RmAESE B, B
LR (HEIESbooleanZBRY, FELINE,

£E6 EMRMOLER,
£ “RESEREMEN” X, ESREES

% 3-19 ENIREIER

SRR faR
jp2ul o)l FRIIEFIAPIRY , IREIRINEANAS BB o
SR 7= ERRAPIKMAT , IRERINEAESTG.

SBT B SRk’ , A “APIE{T” IHE, JEEAPIFE.

-

(BJi ) J9 APIiRINSEHS

KRIAPIE, F3RIRINERES o

S8 & “APIR{T” WE, $&E RINREET .
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tliE API #H3<HY FAQ

APIRX R IFESBin T R A R?

R AEIRIRSS B LM?

FEAPIRIXFBIFESSREAPI, EFERYIR “No backend available” §8iR, EABR?
FREERIE

APISIEETERE, BEIEIAPI, KIERSZERIER.
3.8 BE GRPC API

APIMX3Z5BIZGRPC AP, gRPCERPC (I=f2Z3F2IAR ) R9—, REENE AP
AIRequestFIResponse, Fl FRIGRPCHEZRFLAILATERY . ERIBENUSHEH 2EHB
protobuf ( protocol buffers ) fEAEREOTENIES ( Interface Definition Language,
455IDL) , ENEENEERIEER thEFEAprotobuf, TF5IH T GRPC APIS
REST APIRYXB!:

% 3-20 GRPC VS REST

S8 | GRPC REST

I

B | protobuf JSON

4mt3

&% | HTTP/2 HTTP

MY

B | ERREY, BER BRaREE

{ESE

&% | e & RPC (Unary RPC) RIEBEMEK, BWERENIL

ezt KRIXBMEK, BWEBRANIA,
o fRSZimmTIL RPC ( Server
streaming RPC )
KRIEXBEMEK, BWBRANMA,
o ZEFEARI RPC ( Client
streaming RPC )
KIEZMEK, BRI,
o I@imzt RPC ( Bi-directional
streaming RPC )
KRIEZMEK, BKRZSPIA,

SITRIE PR IIRSS inEl IGRPCEALRY, AJLAET B2 GRPCEEEIAIAPISEFFIGIREE
7. GRPGERTFTRERRSZAVEM, MHREHFER, EaXs, ETRSEE.
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API %
FBFigr

3 APl B8

{EFA PRI

HURER

BRAFLRR

SR7

gt
g )

o  FISAPIBIEERFISNSHEAPIINEL. SAAPIITE. SACSERIRSIN
BE. SACCEIfEfazInaE. IEiHAPITORE.

o AR RRIEFEIHRIEZEE IMock, HTTP&HTTPS, FunctionGraphfd
HTESEERAE -

o CEIEAPIDHE, INEFKREIZEAPIDAE, BEIZAPISA,
o NRRFRSTEEFEAREEE, BEIRGHEE.

o FRimARFZEEN protoZft, BNfEprotoX{FiE X APIFIRequestFIResponse,
protoX {42 T E M EUREIFNIRSIZORN G, BEEIRPCHER. BETF
Pr(iobufi?:.i%', RFEREIRNEHTIRESN, ZARFIHRSHZEBE
NERE .

HNAPIRIKIEHIG TUH .
IRIESCPR L ST AN S ISR,

EEMSAHZIER “APIEIE > APISAH" .

B DAEZH

£ “APlizfT” TUHE, 22E “EUEEAPI > BIZGRPC API”
feERlmENIEEE5.1,

GRPC APIETImENX R “iBEXRTZE” #1 “BKRIMY” BN “POST” #1 “GRPCS” ,
GRPC APIFTImENXRY “BER” FERELIRWSMAT=MEELXPIEREE:
o /

o /{BELERSE)

o N{BBIBSBI{FHIESR)

(D %88

o BF. BEE. LB protoXHRIREY,

o RIRIEFIRE “N{EBNMRSBSBY{ITIER)Y B, APIRILERA AILAER “433T
B .

o R iFBase64iRATHECE .
ZEREFESES.2,
GRPC APINZ 2B EARZHF “WEINIE” .
B T2 .
RERAGHESELE .
GRPC APIFYGisRSZERIL 1 “GRPC&GRPCS” #1 “FunctionGraph” FEFHZEHEY
o [SinARESEELH “GRPC&GRPCS” Y, “iERAER” #1 “BR” , HBIBKAR

“ POST” *D “/’7 , “.IE%E*TJJ\}L)\{” E?% “GRPC” EE “GRPCS » , Ezzii% “ %%ﬁ
PREE” o
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AP| 3
BPFPigE 3 AP| 518

o [FimARFZZEBLA “FunctionGraph” BY, “MEZ249” 1 “AHAZEE” AN
“V2” # “Synchronous” , BARIF “SHGRHE .

(MEEY::
GRPC APIgYfEiwFunctionGraphZ£8Y, HFXEHE—. EE5—. {t=M. L5, T
SFRIEXEF.
FE10 (FiE) FIRBERESELRS.
-

(Bl ) 79 API FRINSRHEE
KRIAPIE, F3RIRINERES o
$B1 & “APIZE{T” WE, 8E NIRRT .
SER2 IEFRIERE, EKRE.
o IEEFEEERE: BE ‘RREAKRK &, EERE.
o CIBIRIS: BSECIRREEHIEAPI.
$|3 B “BE” , STHRERIEIE.

-

BRI
ETFAPIRILHgRPCARSSHIIREHIE R

3.9 & API

APIM X155 fZE BIFERYAPI, IRSAPIBIEER,, BERZAPIINEZEBE X APIZFR
FOAPIFTIRIRER

FREAPIEARSTIF e ZHERNE, MRFBEHERBIBFINRIF,

BUHESRIY
EEIZEAPI, ANERKEIZEAPI, BEEIZEAPI,

BRIELR
HIE1 HNAPIRIIEHIETRE .
$E2 RIELIRSEANSHE EBIEESLol,
$I]W3 EAMSHIZIEE “APIBIE > APIDAH”
LRA BELASH.
W5 7 “APliE(T” INE, B ‘BEL >RET
$6 BENAPIZTRIIAPIBIRISER, BF “HBE” .
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APl %
HPFPigE 3 AP| 518

[EEER(F

APIEESERLE, BIZXAPI, BIERSZEREIESR,

3.10 AR50

4 REEAE
WSBHTR2MEER, SIRSINRERARAREEIAR (CORS) iR, IR

HREEHIEEEINEIR, MCORSAIFNEEMEERSEE, KIEXMLHttpRequestis
sk, MmSEINEEEAE.

3-3 EiEiAIE

hitps:/fwww. example01.com sl ==y e
[=iEaIE]
-
CORS
-

MBS 2EECORSIBR D FHE:
o fHEIER
EREIHEKNITRFEREA R IEMA:
a. 1&ERAIERZHEAD, GET, 5#&POST,
b. HTTPRILEEARBELUTER:
=  Accept
®  Accept-Language
®  Content-Language

®  Last-Event-ID

= Content-Type: BYESBHE: application/x-www-form-urlencoded.
multipart/form-data. text/plain

XFERIEK, MEEEMELEEZF, HII—1OriginFE, OriginFERRATF
RBAARRIEREEENR (MY HEZ+iRO ) . IREB[|IRIBXAME, REEBE
BiXOKIER . REBMASEHEHEE “Access-Control-Allow-Origin” B, &
BIEiEK,

o JFEHEK
AHEBBRIERENEHRIE AIEERIFK
YFIFERIER, FEXBEZR, NEEESIEM—RHTTPEIFIEK, FRATIG
BK, NEz8aiRSEE, JARRNEMENREEERSS=ITIERZH, LU
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AP| 3
BPFPigE 3 AP| 518

NAJLASERBLEHTTPIERGEMLERFR . TiCEdE, NiSRaRSHERE
EERIEK

FREsEAE

APIRMKENARFREEAE, IREFBFE, FEELANHATKEERE. WF
BENBEAERL . BEAERE EAHEERRNIDE, SERBHEREZR
o ERERNEEIT

MRZONEFAIAPI, £ “LR2RE” B, A% “‘FEsiFBig (CORS) ” 7
Xo FHNERES, J2EERER.

Z22ihE
=LIE APPLAE IAMEAIE BEMIIE FoAE

© #==EEAAppKey & AppSecretililf. =2RE:

FEESMES. APTEAREETLIET AppCode BRI IEAZEHTAPIER, MSAPHMUIHTTPSAT &R

FEEUENLS, APIRILIESAEMAE

SEHCORS [ FE=isEECORS

o IFERBEREE T

k|

SIS SR AR EEEAPINS BhalE—4 “iEKkAE" I
“OPTIONS” HIAPI, {ENTRIGIER .

gﬁi%*APIE’\J%%ﬁEE, BEEUTRBES, FANERESTSEERSRE

a. TE “BiREN" H, SHESHBPUT:
" BEKGE: & “OPTIONS”
" EKINY: EERESEFECORSHIAPIERIATER MY
" BRI ERMT/

3-4 TSIEK-ENX APl 53K

URL RS BRI EE P

OPTIO. v | | HTIPS - ! ®

b. 7% “L&EE” P, XRINEE “TNLE" , GiI% “‘FEZEFBEEHCORS” .
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API 3
FBFigr

3 APl E18

BIERIEK

3-5 FaiER-(ERTINES
ZLWE

2 ) s s

FrERFEanE, MHEEER. =285 —

THSEECORS [ FETEACORS

c. BiREEIEE “Mock” ,

& 3-6 TtL1EK-fFimict Mock
[GiRELE

EiElREER HTTP&HTTPS FunctionGraph m

MFEEIER, SFEFEEREELED,

mR— E'B:FF'CORS BiRinIRSIAE S PARIEEBESLES, APINKESZESIE

E’Jla? FIR[E] “Access-Control-Allow-Origin” E&tEgsk, REIGNT:
NI AIX— N EOriginFERANERIHE:

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: lH.’.?—ExZ‘ , ek EERER, EFIFIERERTF “http://
www.cors.com” APIW?&/EJHEHEQEFE XAME, /ki%é‘lﬁl%zﬁmﬁﬁ?o

[RiRBRSSIREIRAHR -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}

APIRISK N RZiH S :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status":"200"}

Access-Control-Allow-Origin: Ltt=E%i%E, “*” RRAPINXESERIGANEK,
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FBFigrE

3 APl E18

JFEERIEK

B="": EHFECORS, BRiniRSMMAEEPIsEEELR, RinRSIHRNAIIEE:SL
IS BEAPIMEIEINRYEETESL, RAEMIT:
RLEER AIE— N EOriginFEBRRNEREE :

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: ItFERwi%E, RRSKESMEIR, EHIFIERFKET “http://
www.cors.com” , APIRX/[RIRERSZIRIBXME, REEGEERIBEK.
[EimBR 5 REIRAGER -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json

Content-Length: 16

Server: api-gateway

Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}
Access-Control-Allow-Origin: FRRIRRSES “http://www.cors.com” BIIERK .

APIRY KN RziH S

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}

[EiRARSS IO ALE B R AIESIE LB R APIM K ALE B R RISk .

SFAEERIEK, BEERFEEAE, FREIE— “1BKkAEiE” A “OPTIONS”
BYAPI
(AT
BEREERREREEATELE— “BKGiE" 5 “OPTIONS” RIAPI,
“IBXR7iE” J9 “OPTIONS” HIAPIFNIEBAPIFIX B0 :
o FREDH: EEESFHECORSHIAPIERIERISEH
o EXRFE: 1HEIE “OPTIONS” ,
o BEKIMY: EERSEFHFBCORSHIAPIFEREIANERIMY
o B2 IEHRWI/EIR], tBrlikiESEHFBCORSHIAPIFEREE PLECAYIEKPath,

o ZEINE: FNAR “TINE” . TICEFWHINESTC, APIRXENZERTINIEL
&,

o HIHFEEIHCORS: HEFEFFECORS,
BiREiRIRSZEE IMock, =~EIENT:
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3 APl &1

NEIREARIX “IERITE” 79 “OPTIONS” HIAPIER:

OPTIONS /HTTP/1.1

User-Agent: curl/7.29.0

Host: localhost

Accept: */*

Origin: http://www.cors.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: X-Sdk-Date

e Origin: b=k, REKBENEIE.

e Access-Control-Request-Method: ItWFERWMIE, FRIGRESERPLEHTTPIES
Bi%o

e  Access-Control-Request-Headers: Itt=FERRTIE, FTRIERSETINGERISLEE
FE.

[EiRERSRERE: T
APIRKIR[EH S :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 02:38:48 GMT

Content-Type: application/json

Content-Length: 1036

Server: api-gateway

X-Request-Id: c9b8926888c356d6a9581c5c10bb4d11

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: X-Stage,X-Sdk-Date,X-Sdk-Nonce,X-Proxy-Signed-Headers X-Sdk-Content-
Sha256,X-Forwarded-For,Authorization,Content-Type,Accept,Accept-Ranges,Cache-Control,Range
Access-Control-Expose-Headers: X-Request-1d,X-Apig-Latency,X-Apig-Upstream-Latency,X-Apig-RateLimit-
Api,X-Apig-RateLimit-User,X-Apig-RateLimit-App,X-Apig-RateLimit-1p,X-Apig-RateLimit-Api-Allenv
Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Max-Age: 172800

e  Access-Control-Allow-Origin: Itt=FEw%, “*” FRAPINXEZEEEANS
Ko

e Access-Control-Allow-Headers: YHiEKEETEESHFERR, WFEBM®IE, Fx
RFBIRAIFEERLEEFR.

e Access-Control-Expose-Headers: FREIHAISIFEEHNREILHEEFER.

e  Access-Control-Allow-Methods: LE=FEG#AI%E, FRRAPIMKZIFAIFAEHTTPIS
KF5i%o

e  Access-Control-Max-Age: It=FERAIE, RRANXFMGHIERHEE, B ¥, &
BREN, TEBXEHTHEIER .

eS8 A IE— N Origin=FERAYIERL :

PUT /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

[EimBR S REIHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}

APIRSCIR[ELHE :

MHSERAS 18 (2024-03-07) WA © EARTERABIRAE 40



API %
FBFigr

3 APl &1

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status":"200"}

3.11 i API

APIBIZEFERIERS EARER, SEEFHISRMEAINIIEE, ERLURIMHTTPLER

2 5bodyAs#, EiXAPIEO,
(D #e
o SIRIEFEFTESEWNELTSHIAPI, FZFFEL.
o WRAPIESPERIZREE, EEIKAPIHT, RITREETH .
o EIXAPIRY, [FintBATATIEIERASZIF60s,
BUESRIS
B EIRRS -

BMELR
ST HNAPIRIKIEHIETRE .
T2 RIEEIR S EANSHE E5IEREL6l,
$I3 TAMSHIZIEE “APISIE > APIDAH”
WA BELAE
LB £ “APIiafT” IE, EEFEIHA0AP, BE EE” .
£1%6 FLEURLFAPIERSH
BEEIBRGIE. BRIMNY. 32%F, AREEAPIERSH.

2 ANEEIRS B BRI IEE . SIERARITIREZ ZEEN, FRESZEENT

iﬁgo
AR

SRR AR, APALAEEIZER RIS FERLIEPRE S H FRIETEAPL,

fBlan, ENZiEE R “faaa.com” , FHZAILAA “default.aaa.com” 1 ¢

SB,7 B2F @ .
FIE8 ERME FHIREIZREIE XIHFTENAPIEARIResponselZ 8.,

o AMRINAY, IREIHTTPIRZASA “2xx” FlResponselZ2.
o IEIKMES, REIHTTPREB A4 0Ek5xx, BMEIREEE

”A-lr

T.aaa.com” ZF,
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AP| [

=S =] 3 AP| 518
B9 EnJLUBITREERSHESSHE, KERERNEXK, KIEAPIIRS .
1]
[REERME

APIEIREINE, EaILUSAPIRHEIINE, LUEAPIERE AR, & B FAPIRNZS
HERE, JAPLRIIRRE .

3.12 1 API

HURRSR

BRIEL R

[REER(F

APITERIESR, BITEERNARLRER, HEEEREBZEBAP.

ikl

o {NIEAPIIAPPINIERT, A TIFHEIUAER.
BMEIRRZEIITIEI1000MAPI,

APIEA .
SO,
EelEEE.

HEENAPIRISHEHI & TUH
HRIESEPRL S A M SinA=_E75 042 5L61

FEAMSHIZEE “APISE > APIDA” .

BESHEH

£ “APLiz{T” TUH, EEFHEMNAIAPI, BE ‘BE > EI .
BE IR .

EEFAPIEINEG, BEHARERERE, BE “BE” . & “‘BNHE” BEFRETRE
RIXAIESR

WREENNEEFTERRZIN, EEEIIRPEERETRE “BIREN .

.

BBAPIERGEIEEERERE, JIABEARIESHISDKIERLLAPI
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AP| 3

BPiErm 3 AP| 518
3.13 &% API
BIZESRHIAPI, SIEAGEIFRENIAE., APIREEAGIIFER, AXEER.
APIMXZIFEEAPIAMAE (MRA. AMiKA. AGEITEMNAGIAE) , HZF
EiREIARERIAPIHSERRA
(MARY::|
o DRHIAPI, FHIENEEE, EESHAHIASENENEERSIIRES,
o E—MAPIEEBNMEFESIERI0RRTNRTBHE.
BUIRSR{E
BRI E,
%1% API
$IB1 HAAPIMEIEHISTRE.
T2 RIELPR S ELANSIE L5 5EELA
T3 TEANSHIEEE “APIETE > APIDAE”
B4 B SHSH,
IS T “APIiE{T” UM, EFRFEBHIAPI, BE “RIBmARA”
6 EIFAPIZELHEIING, FESEMINAA,
(MARY::|
o WRAPIEEEMNINEHFERS, BRERMEIAEZSZINENIAP,
o REAFNINEIISERCEENNEG, JUSE— N ECEEWINE.
TE],T BE “BE” , APIRTRIIE, “AHRMIRA" 1A EHRRTERINSESE,
EAMIAPIE A EMERZEEEXTIMBHIRS , AT ERPSAPINEXRIMEST
%, ZIREESBUAPITEISENINE T MG, BHFRCESF(FERLLAPIRIAR
&, EREFTEIAPI, B “T&” 80a,
BERGHE

gz
g ¥
H$LE3

£

£ “APIE{T” IUHE, ERGEERMHLERIAP,
BE ‘B2 > kBHE7 .
FERRAFRTEST, B “BEERA" , BHIRANFREEIHEE,

BEAPIERNEE. APIEK. FBiRiER. ASEX . SHMG . EESHFIREILE
&R

INSREBIREZBIRANIERIRA, WERSRET, BE “HRELRA" , 8
“UHREULIRA” IHEHE
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API %
FBFigr

3 APl &1

ﬁéﬁ “HE” , STRRARARITIHE . ILEHRASFEIART “SRIRA" , RIBIRER
.

APIiJEﬁHiiElﬁHJtBAPIEH‘, APIZEN “HEIRA” RENSH, FREE—XRERT
HIAPISE,

g, 2018488 1H A TERELEASERERIAPICEAEIRE N “ABIJITE” , 2018
F8H20H1BMAPIILEMER IR E S “BIZRILE” , FHAMEIRELEASEINE, AEIRE
20188 B 1 HAMANRA X EIMRA, IthETAPIEREEERILLAPIEY, APIRYILECHED
1 “HBISOER”

R

%0 API 1EKRY FAQ

SHAPINEN ERTEENMAM?
APIEZHBEIRELEASEIMERILAIEE AT, &fZEIIERELEASERE T EAI)?
APIEREIFAERER, SRABRFRNEIRIRSIE?

3.14 & API

HIRR SR

BRELR

LIRS

éE,%Zi?E RIAPIE A EMRRBEEERIIMRMARSS , FTLAERMSAPINEXRIARHFT

ikl
IZIRM BB SEULAPIEISERIMRRZMINIE, BIHRELRSFERLLAPIRIABR

o EBIEEAPIDEAFISERAIAPI,
o APIEARHENZINE.

BENAPIRIKIZHI S T o

IRIESEPR L STEA M S ISR,
FEEMSHF=ZIER “APIEIE > APIDAH”
BERAPIHASH, HNAPIDEIEERME .

. %;F'Fé%APIO EEMIEEAP, RREALAREE “T&” , BH “TZAPI” 33
iﬁ EO

o HMEBTEHAPI, H=ZEIAITTL10001API, B “HSIRE” , 1ERAP, REHEE
T2iH, i “ T&API” IHEIE,

PHEAPIBE T, Bk R, SHAPITE.
-
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AP| [
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[EEER(F

BAPITEEE, ATLUEISHIBRAPI, ERMULAPIER & RS,
3.15 SEANEH API
3.15.1 [RHIS3EES E154AA

HFEAPIXRSANSESHAPIES, REISTHESEMTAIR:

PRI
o APINXSEIRFI, W TFFIR-
- APIMFEEARZiEFformDataflbody( BRIEKSEEN -
- APIPEEAZIFconsumesiproducesEN o
- APINXH, headerfUBHISH AR, FROK/NE,
o [SUmTRESRTI, GNTFTR.
- BOARIREBLIAHTTP, RERFiRSZIFHTTP. HTTP-VPC
- BOABIREELAHTTP-VPC, REEFIRSZIFHTTP, HTTP-VPC
- BARimSER function, REEFiKZIF unction
ZOASIRER Amock, FIEIRSZIFmock

FEA AR
o I FOpenAPIHIE

OpenAPIHISE (OAS) , BEN—MRER . SEARIEESLXAIRESTUl API
RSB . OpenAPIHSBRIBIS 2SwaggeriiliE, APIMERISIFFFFOpenAPIHL
&1 Swagger 2.08,0penAPI 3.0, BT HERXS, FXHOASKROpenAPIHE
(& &sSwagger 2.08%0OpenAPI 3.0 ) , Swagger&RrSwagger 2.0815E,
OpenAPIZ/ROpenAPI 3.085E

o APIRXEAHESHAIOASHR, SAPIMKITRE X AIMETKER
o ERSHEBEAPINXSHAERER,

o APHEREREFEEREEER.

o  SAAPIBISIFHIAPIRKY BFE
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AP| 3

5z =12 3 AP 18
& 3-21 OAS M55 APl IKXIRTE X HIBRET K FR
Swagger | OpenAPl | APIR% | EARHTH SHRT
PUE PUE PUE
(LA3.0.0
R6l)
info.title | info.title | APID4E | SAZIFHDE: # | ERADHEHBR
BFR A HZR
SANIEERA: K
5
SIFENF. B #
F. %, BREE
PAZEZ iR FFk
3 ~ 64T
info.descri | info.desc | APID4H | SAZIFHISAE: # | EXRADEBREE
ption ription PG B LRER
ENFEBFRA: K
f5F
info.versio | info.versi | fRZA HRMEA BRiEE
n on e S ESE TN
i8]
host server.url | API¢H | R{ERA S FERAPISHERY
%3 F—BEENEE
MRPERIEBRE
Mg NERESHRY
ST
basePath | - - BEBEAPIRIEKR | KER
BRI HHEER(ER
paths.pat | paths.pa | APliE3K | SbasePath#fiFiesk | IEEFZRNAPIEKRIER
h th ®E YEAAPIEKIEREZR
operation. | operatio | APIZ¥R | fENAPIRIR IEF HAPIZFR
operationl | n.operati
d onld
operation. | operatio | APIiEIA | fE/SAPIEIA EFRAAPIEIAR
descriptio | n.descrip
n tion
operation. | operatio | APIglif | {EIAPIERSH HREHAPIERSE
paramete | n.param | &SRS
rs eters
operation. | - APIgI® | YEJIAPHERIMY HEFESAPIERIHY
schemes TBERIMY
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ses
operation. | operatio | APBAIE | APBAIEAR HFEHFAPRAIEST
security | n.securit | 7530 #L&x-apigateway- | £5&x-apigateway-
y auth-type auth-type
R 3-22 [ERSHEEEI AP X SEHEERER
OASEE! APIRISEEY XIFNSHREIEFR
integer number maximum
long minimum
float default
double enum
required
description
string string maxLength
minLength
default
enum
required
description
Heen Zc HF
7 3-23 APl IBRIERERIEEER
E S OASZEISwaggerZsE! | APIRIE
Jusers/{userName} X THF
Jusers/prefix-{userName} Y BIimIE R EN A2
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3.15.2 &S\ API

¥8§SwaggergOpenAPIEEX HIAPIS AEIAPIN K, TIFSAZIFHDEMNSNTETS
EFFS . BAFIREERAPIEN PIMEAPIRELT BEN .

SIS EEEE

BAPIEXSAEI—MHIDE, SATEFRFAZEMNEIZE—HIAPIDA, ¥
SABAPITEEZSH.

ERTFE—DERBETEAAPISAZIAPINK,
SENAPIEI, 1EFELATEIR:

e APIMXFAPISHEHFNAPIFIECETH BT K o

e {FMASwagger infoakOpenAPI infofdtitle/ESIAPISHZIR, FHEZEAIAPISDES
MHAEESEARIAPIDHEHBZRES .

o SAHAPIEXH, MIRFHEPR, BARBEREASABLREINF, STSARIAPI
SERENEI, EEAHAPIR RRENEH. BN SNRIAPIE X 1R 2/\%
%foEﬂ%@?Eﬂ FEHERHAPI, BRAKLEANBNAPISEREANNI, EEANS

SUSS

o ﬁﬂ%ﬁ?ﬂf BEE, B8NPI BEMNEMRSEAKEE (ACL, REiEsl
% ) JRERART, )\J BEOEREE (ACL, REEHZFE) .
o SAMAPIRZBmAREIRE, SARTLUERE “‘SZAER” 3E ‘A
*E” ’ uE“’)\E{TL}:FEﬁH

ENFEEREATFEEIR

BAFTER
o2
SE2
SB3
B4

BAPIEXENEI—EBNSH, SATERFAMIFSEFERRIAPI, J2REH
IBRIAPIS N,

BT HRIAPIEE —MEERIAPISAZIEBRIND A,
SAAPIgI, BESLATEI:
o APIRXAHAPIRECELHER K.

o SAHAPIEXSEBRIAPIEN HERET, EAILUEEERSANAPIEN BEEE
HIAPIEEX,, ESZ%G%%EEEI’JAPIEE)L LRI SABNAPIEX 2 BREAKK

o INREFYREEZ, SSANAPIKY BREXMBZIFSEGRE (ACL, REEH
&) ZFREEET, LJ BEOERE (ACL, REEHE) .

J E)\E’JAPIT SEMRBINE, SARALUEE ‘ZRAH” & “BEx
7, EEILABITIRERER .

HNAPIRISIEHIS TR

IRIESEPR ST A M S IR,
FEEMSHFZIER “APISIE > APIFIER”
BESAAPI, BENEEESESAAPIRITIE,
A LASELI T RIS NAPIZIAPIRX :
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EAHTTPEE SiRRSSAPIGI
SAHTTP VPCERFiRIRSSAPIRA
S \FUNCTIONZEBY R ARSSAPIIR G
S AMOCKER SiRARFZAPITAI

R

S\ HTTP & SiRARSS API 7=~f)

BEIAMIMER NS RSHRHIGETA ZAPIENX,, EimiRSERIAHTTP,

Swagger;=fj:

swagger: "2.0"

info:
title: "importHttpEndpoint10"
description: "import apis"
version: "1.0"

host: "api.account.com"

paths:
'/http/{userld}"

get:

operationld: "getUser3"
description: "get user by userld"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "userld"
description: "user id"
type: "string"
in: "path"
required: true
responses:
"200":
description: "user information"
x-apigateway-request-type: "public"
X-apigateway-cors: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "HTTP"
parameters:
- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
description: "user id"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

securityDefinitions:
apig-auth-app:
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in: header

name: Authorization

type: apiKey

x-apigateway-auth-type: AppSigv1
apig-auth-iam:

in: header

name: unused

type: apiKey

x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
title: importHttpEndpoint10
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
'/http/{userld}"
get:
description: get user by userld
operationld: getUser3
parameters:
- description: authorization token
example: "
in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
- description: user id
example: "
in: path
name: userld
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpEndpoints:
address: example.com
description: "
enableClientSsl: false
method: GET
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
parameters:
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- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: user id
in: QUERY
name: userld
origin: REQUEST
value: userld
type: HTTP
x-apigateway-cors: true
x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

S\ HTTP VPC 2B FiwARSS APl 736

BEAPPINEFIERSHRHIIIANYSZAPIEN , RiRIRS{ERVPCEIE.,

Swagger/=<fjl:

swagger: "2.0"
info:
title: "importHttpVpcEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/http-vpc":
x-apigateway-any-method:
operationld: "userOperation"
description: "user operation resource"
security:
- apig-auth-app: []
schemes:
- https
parameters:
- name: "Authorization"
description: "authorization signature"
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type: "string"
in: "header"
required: true
responses:
"default":
description: "endpoint response"
x-apigateway-request-type: "public"
x-apigateway-cors: true
x-apigateway-match-mode: "SWA"
x-apigateway-backend:
type: "HTTP-VPC"
parameters:
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
httpVpcEndpoints:
name: "userVpc"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
/http-vpc:
x-apigateway-any-method:
description: user operation resource
operationld: userOperation
parameters:
- description: authorization signature
example: "
in: header
name: Authorization
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
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- apig-auth-app: []
servers:
- url: >-
https://abc.com
x-apigateway-backend:
httpVpcEndpoints:
cascade_flag: false
description: "
enableClientSsl: false
method: GET
name: userVpc
path: /users
retryCount: '-1'
scheme: http
timeout: 30000
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
type: HTTP-VPC
x-apigateway-cors: true
x-apigateway-match-mode: SWA
x-apigateway-request-type: public
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses: {}

S\ FUNCTION B! FimiRSS API 7545

BEIAMINEIISERSERAMIGET A ZAPIEEY,, [GinIRSSZEE AFunctionGraph,

Swagger/=fjl:

swagger: "2.0"
info:
title: "importFunctionEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'ffunction/{name}"
get:
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operationld: "invokeFunction"
description: "invoke function by name"
security:
- apig-auth-iam: []
schemes:
- https
parameters:
- name: "test"
description: "authorization token"
type: "string"
in: "header"
required: true
- name: "name"
description: "function name"
type: "string"
in: "path"
required: true
responses:
"'200":
description: "function result"
x-apigateway-request-type: "public"
x-apigateway-cors: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "FUNCTION"
parameters:
- name: "functionName"
value: "name"
in: "query"
origin: "REQUEST"
description: "function name"
- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "invoke user"
functionEndpoints:
function-urn: "your function urn address
version: "your function version"
invocation-type: "async"
timeout: 30000
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpEndpoint
version: '1.0'
servers:
- url: >-
http://api.account.com
- url: >-
https://api.account.com
paths:
/function/{name}:
get:
description: invoke function by name
operationld: invokeFunction
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parameters:
- description: function name
in: path
name: name
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
- description: authorization token
in: header
name: test
required: true
schema:
maxLength: 0
maximum: 0
minimum: 0
type: string
x-apigateway-pass-through: always
example: "
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
security:
- apig-auth-iam: []
servers:
- url: >-
https://api.account.com
x-apigateway-backend:
functionEndpoints:
alias-urn: "
description: "
function-urn: "your function urn address"
invocation-type: async
network-type: V1
timeout: 30000
version: "your function version"
parameters:
- description: invoke user
in: HEADER
name: X-Invoke-User
origin: CONSTANT
value: apigateway
- description: function name
in: QUERY
name: functionName
origin: REQUEST
value: name
type: FUNCTION
x-apigateway-cors: true
x-apigateway-match-mode: NORMAL
x-apigateway-request-type: public
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
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in: header

name: Authorization

type: apiKey

x-apigateway-auth-type: AppSigv1
apig-auth-iam:

in: header

name: unused

type: apiKey

x-apigateway-auth-type: IAM

x-apigateway-responses:

default: {}

S\ MOCK 28V [FixRSS APl 7~

BETINENGETSEAPIEY,, [iniRS52EE

Swagger/<fjl:

swagger: "2.0"
info:
title: "importMockEndpoint"
description: "import apis"
version: "1.0"
host: "api.account.com"
paths:
'/mock":
get:
operationld: "mock"
description: "mock test"
schemes:
- http
responses:
"200":
description: "mock result"
x-apigateway-request-type: "private"
x-apigateway-cors: true
x-apigateway-match-mode: "NORMAL"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "{\"message\": \"mocked\"}"
securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7=:f1:

openapi: 3.0.0
info:
description: import apis
title: importHttpVpcEndpoint
version: '1.0'
servers:
- url: >-
http://abc.com
- url: >-
https://abc.com
paths:
/mock:
get:
description: mock test
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operationld: mock
responses:
default-cors:
description: response example
x-apigateway-result-failure-sample: "
x-apigateway-result-normal-sample: "
servers:
- url: >-
http://abc.com
x-apigateway-backend:
mockEndpoints:
description: "
result-content: '{"message": "mocked"}
type: MOCK
x-apigateway-cors: true
x-apigateway-match-mode: NORMAL
X-apigateway-request-type: private
x-apigateway-response: default
components:
responses:
default-cors:
description: response example
headers:
Access-Control-Allow-Origin:
schema:
default: ™'
type: string
securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-app-header:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-opt:
appcode-auth-type: header
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM
x-apigateway-responses:
default: {}

[REER(F

BSNRINMAPIRHEIAES, LUEAPIEREEM.

3.15.3 & API

SHISONLYAMLIETUAYAPI ., APIRKCSZIFEPNAPISHIMEAPISH

BRIEL R

L1 HENAPIRKEHIERE .

HI2 RIEIRSEEMN S E75I%ELA .

$I3 TAMSHIZIEE “APISIE > APIDH” . BEASASHREERETE ‘S .
EAMSHIZEE “APIETE > APIZIR” , BE “SHAPI”
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% 3-24 &4 API
(EEIR ik
API9¢H IEFREFSHAPIFTERIAPIDEH
BITINE BB ESHAPIFRERIIAES
AP EOASHAPIDHEFIERERIFTEHIAPI, IRFESHD
AP, BEF “‘BENSHAPI” | AEEEZSHAAPIZ
FRo
APIESSEHE o HitEN: SIFAPIRIRBERENXENEN, ~EBIFE
EHRIRSEN . EFAPIFIRIERE N R T Swaggerill
SEENXIN, IREIEAPIR KA —LESwaggery B
E% . iEARTFERLSwaggersiOpenAPIFETHIAPISTALTE
XO
o 2ETEN: GIFEAPIBIRIEKREN . FimbRSSE NG
MNEN . ERTFIEAPIE N FH ISwaggersiOpenAPI
X4,
o TEEN: BIFEAPIEIRBEKREN . FikbRSSENFG
NENX, BEIFAPIKEAIREITE] . IHEHIEREE
STRBIEN o
SgX i%E#EISONELYAML ,
BHE XA NEHRIAPIBEXIRAES, NREEIEEREAS, A
E=ZETNRIEIR
OpenAPIfRZS %S HSwagger 2.080penAPI 3.0 X HIAPI,

S5 Bk SN, ANETSHER, FEMTEYM.
R

3.154 I RENX

3.15.4.1 x-apigateway-auth-type
X EFSwaggerfJapiKeyi\MERETU, TEXAPIMNKEZIFAMFEINEL
{EFBiE: Security Scheme Object(2.0)/Security Scheme Object(3.0)

Swagger:

securityDefinitions:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
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AP| [
HPFigE 3 AP| 518

type: apiKey
x-apigateway-auth-type: IAM

OpenAPI7Rfl:

securitySchemes:
apig-auth-app:
in: header
name: Authorization
type: apiKey
x-apigateway-auth-type: AppSigv1
apig-auth-iam:
in: header
name: unused
type: apiKey
x-apigateway-auth-type: IAM

& 3-25 SEURA

e = | XE 5eBH
WhIf
x-apigateway- | 2 String APIRIAIES T, Z#FAppSigvl. IAM
auth-type
type 2 String INIEZEEY, {N3z#FapiKey
name 2 String BFRAERNSHAIR
in = String {Xz#Fheader
description & String HAEE

3.15.4.2 x-apigateway-request-type
BN APIRXEMBIAPIERZER, ZHFpublicklprivate,
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
Bl
paths:
'/path':

get:
x-apigateway-request-type: 'public'

K 3-26 S5

2% =a | XkB ikl
WA
x-apigateway- | & String APIZEEY, #Fpublickprivate,
request-type e public: AFFZEEIAPI, AILLLEZE,
o private: FABEEIAPI, FEH E
pals]
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3.15.4.3 x-apigateway-match-mode
B APIMEENXAIAPHERURLAIITEHET,, STHFNORMALFISWA,
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
i
paths:
'/path":

get:
x-apigateway-match-mode: 'SWA'

& 3-27 KA

B8H = | XHE 5eBH

WA
x-apigateway- | 2 String APILECET, ZHFSWAFINORMAL,
match-mode e SWA: BIZRIUED, 4N “/prefix/foo”

0 “/prefix/bar” &t “/prefix ”
PtEg, {8 “/prefixpart” ZDASAKEIT
fico

e NORMAL: #&3$0TEZ,

3.15.4.4 x-apigateway-cors
BX: APIRKEXHIAPIEREEIFIEL,, booleanzki,
{EFBiE: Operation Object(2.0)/Operation Object(3.0)
B
paths:
'/path:

get:
x-apigateway-cors: true

% 3-28 ST

e 2E | =® 5eRH
D
x-apigateway- | 2 boolean EARIFHREEIERIIRR .

cors o true: wiF

o false: A%}

FREEEAEAIAPIER, MMM IEINI0T ki
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SLig 2 FR LB A
Access-Control-Max- 172800 TN RN fr KB AT E]
Age By s
Access-Control-Allow- | * FOVF(Farts .

Origin
Access-Control-Allow- | X-Sdk-Date, X-Sdk- IEE K A9k
Headers Nonce, X-Proxy-Signed-

Headers, X-Sdk-Content-

Sha256, X-Forwarded-

For, Authorization,

Content-Type, Accept,

Accept-Ranges, Cache-

Control, Range
Access-Control-Allow- | GET, POST, PUT, ENBER TG E
Methods DELETE, HEAD,

OPTIONS, PATCH

3.15.4.5 x-apigateway-is-send-fg-body-base64

B EEXSFunctionGraph3ZBizsHiEKikiH{TBase644wi3, booleanzEhY,
{EFBis: Operation Object(2.0)/Operation Object(3.0)

Bl

paths:

'/path’;

get:
"x-apigateway-is-send-fg-body-base64": true

% 3-29 SR

2% =E | EE $ikA
WA
x-apigateway- | & boolean =EX5FunctionGraphZ EiHSATIERK
is-send-fg- i1 TBase644RhT o
body-base64 o true: #5A3
o false: RYgi3

3.15.4.6 x-apigateway-any-method

BX: APIMXENXRIAPIERGE, ALAREREEEXHHTTPE X,
{EFBiE: Path Item Object(2.0)/Path Item Object(3.0)
il

paths:
'/path":
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get:
produces:
- application/json
responses:
"200":
description: "get response"
x-apigateway-any-method:
produces:
- application/json
responses:
"'200":
description: "any response"

7 3-30 SRR

2% = | EE 5ER

Whid
x-apigateway- | & String APIEKFE
any-method

3.15.4.7 x-apigateway-backend
BX: APIMXENXHIAPIFIRARSEN o
{EFBiE: Operation Object(2.0)/Operation Object(3.0)

i

paths:
'/users/{userld}"
get:
produces:
- "application/json"
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "backend endpoint type"

% 3-31 S¥0HA

¥ =E | kB 588
x-apigateway- | & String APIRIRARSENX
backend
type 2 String [EinBRS52EE,, XHFHTTP, HTTP-
VPC. FUNCTION. MOCK
parameters & x- RIS EEN
apigateway-
backend.para
meters
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2% =E | XkE 588
httpEndpoints | & X- HTTPZEE FimARSSEN
apigateway-
backend.http
Endpoints
httpVpcEndpo | & x- HTTP-VPCEEFIRIREZENX
ints apigateway-
backend.http
VpcEndpoint
S
functionEndp | & x- FUNCTIONZEE [RimBRSS E X
oints apigateway-
backend.func
tionEndpoint
S
mockEndpoint | & X- MOCKZEB FimRFZ ENX
s apigateway-
backend.moc
kEndpoints
3.15.4.8 x-apigateway-backend.parameters
BX: APIRFKEMAIAPIFIRSEEN o
{ERIE: x-apigateway-backend
p:
paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true
- name: "userld"
description: "FHFR&"
type: "string"
in: "path"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "HTTP"
parameters:
- name: "userld"
value: "userld"
in: "query"
origin: "REQUEST"
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description: "FHIFZ"

- name: "X-Invoke-User"
value: "apigateway"
in: "header"
origin: "CONSTANT"
description: "JAFE"

7+ 3-32 S¥UHA

8% = | EE 5ER
WA

name = String SHEIR, HFE. H=F. TUL. &
. =8pk, LAFEFL, &IK32FH
header{fUENSHEMTAX D K/NE

value 2 String SHE, HSHCKIEHREQUESTRY, B
TNERSHER

in 2 String SHIE, Xirheader. query. path

origin = String SRR, ZIFREQUEST,
CONSTANT

description B String SEE ER

3.15.4.9 x-apigateway-backend.httpEndpoints

BN : APIREENBIHTTPEEAPI SRR

{EFBi%: x-apigateway-backend

i

paths:
'/users/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP"

httpEndpoints:
address: "example.com"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

EX o
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% 3-33 SH0RA

¥ = | X 15488
WA

address 2 Array [RimARSSibit, B <iFZskIP>:
[port]

scheme 2 String [RImERIMYEN,, Z#Fhttp. https

method = String [RimiEKRTE, ZIFGET. POST.
PUT. DELETE. HEAD. OPTIONS.
PATCH. ANY

path 2 String EimEKigE, IFRETE

timeout & Number [EimiakiEataE), BER, HREE
735000, EYESEEI/S1 ~ 60000

3.15.4.10 x-apigateway-backend.httpVpcEndpoints

BV APINEENHIHTTP VPCERIAPIGEIRESEN -

{EFBi%: x-apigateway-backend
pi:

paths:
'fusers/{userld}"
get:
produces:

- "application/json"

parameters:

- name: "X-Auth-Token"
description: "iAilEtoken"
type: "string"
in: "header"
required: true

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "HTTP-VPC"

httpVpcEndpoints:
name: "vpc-test-1"
scheme: "http"
method: "GET"
path: "/users"
timeout: 30000

% 3-34 ZH0RT

S8 B2 | yzl:]z]
Wi
name =2 Array VPCGEEBEZR
scheme 2 String [RimiERIMYEN , Z#Fhttp. https
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2% 2E | En Lol

method = String [RimiEKRTE, ZIFGET. POST,
PUT. DELETE. HEAD. OPTIONS.
PATCH. ANY

path 2 String EimEKigE, IFRETE

timeout B Number [EimskiEntadiE, BuER, HREE
795000, BYESEE/I1 ~ 60000

3.15.4.11 x-apigateway-backend.functionEndpoints

BN APINEEMAIFUNCTIONZERAPIFIRIREZEN o

{EFBLEk: x-apigateway-backend
Bl

paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "FUNCTION"
functionEndpoints:
version: "v1"
function-urn: ""
invocation-type: "synchronous"
timeout: 30000

% 3-35 SR

8% = | =E pizhil:
Wik
function-urn | 2 String EREIURN#EE
version = String EREhR A
invocation- = String RECAAEZEEY, TiFasync. sync
type
timeout & Number EREERTRTE, BU=R), REER
5000, EXESEEFIT ~ 60000
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3.15.4.12 x-apigateway-backend.mockEndpoints
BN APINEENHIMOCKERIAPISIHRBEN o
{EFRi%: x-apigateway-backend
p:
paths:
'fusers/{userld}"
get:
produces:
- "application/json"
parameters:
- name: "X-Auth-Token"
description: "i\ilEtoken"
type: "string"
in: "header"
required: true
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "MOCK"
mockEndpoints:
result-content: "mocked"
% 3-36 SHHA
28 BE | X3 15288
result-content | 2 String MOCKIR[E]ZER
3.15.4.13 x-apigateway-backend-policies
BX: APIRIKTE M AIAPIFIRERES -
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
p:
paths:
'fusers/{userld}"
get:
produces:
- "application/json"
responses:
default:
description: "default response"
x-apigateway-request-type: "public"
x-apigateway-backend:
type: "backend endpoint type"
x-apigateway-backend-policies:
- type: "backend endpoint type"
name: "backend policy name"
conditions:
- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"
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£ 3-37 2¥1uRAA

policies.condi
tions

2% =E | XxB 588
x-apigateway- | & x-apigateway- | RE&Rix
backend- backend-
policies policies
type 2 String [RimARSS LR, TAFHTTP, HTTP-
VPC. FUNCTION. MOCK
name = String [BiRREEZFR
parameters & X- FiRSEENX
apigateway-
backend.para
meters
httpEndpoints | & X- HTTPZEEURSZENX
apigateway-
backend.http
Endpoints
httpVpcEndpo | & X- HTTP-VPCERIRSE N
ints apigateway-
backend.http
VpcEndpoints
functionEndp | & X- FUNCTIONZEBUIRSZE X
oints apigateway-
backend.func
tionEndpoint
s
mockEndpoint | & X- MOCKZERURFBEN
s apigateway-
backend.moc
kEndpoints
conditions 2 x- RERSIHEE
apigateway-
backend-

3.15.4.14 x-apigateway-backend-policies.conditions
B APIRISEE M RIAPISim RISt o

{EFBiE: x-apigateway-backend-policies

<l

paths:
'fusers/{userld}"
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get:
produces:

- "application/json"

responses:

default:
description: "default response"

x-apigateway-request-type: "public"
x-apigateway-backend:

type: "backend endpoint type"

x-apigateway-backend-policies:

- type: "backend endpoint type"
name: "backend policy name"
conditions:

- type: "equal/enum/pattern”,
value: "string",
origin: "source/request_parameter",
parameter_name: "string"

7 3-38 SRR

2¥ 2 | kil
WhisE

type ! String REEFM KT, HFequal. enum.
pattern

value 2 String REESEIHE

origin = String REESZHMANRIR, SxiFsource.
request

parameter & String RIS KIR Srequesthd, 1BERA
SRR

3.15.4.15 x-apigateway-ratelimit
BX: S|ERERE.

{EFBi%: Operation Object(2.0)/Operation Object(3.0)

i

paths:
'/path':
get:

x-apigateway-ratelimit: 'customRatelimitName'

7 3-39 SRR

2¥ =a | XE 5ER
WA

x-apigateway- | & String SRS

ratelimit

MAERRAS 18 (2024-03-07)

WRIERE © EARITERARERAF 69


https://github.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md#operation-object
https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.0.md#operation-object

API %
FBFigr

3 APl &8

3.15.4.16 x-apigateway-ratelimits

B RIERIESIRE RERIEIRET .
{EFBi3: Swagger Object

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: second/minute/hour
shared: true
special:
- type: APP
limit: 100
instance: XXXXXXXxx

& 3-40 2H05AA
2% = | s 5iEA
%S i
customRateli | & X- IBERIRARIESR
mitName apigateway- | gu(spmiyacgs qu-apigateway-
ratelimits.pol | ratelimit/@4HES | FIZERE SR
icy

3.15.4.17 x-apigateway-ratelimits.policy

r"!/—l'—

BEEN o
{EFBi%: x-apigateway-ratelimits

<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XxXxxxxx

I)Il:j:

& 3-41 SEURHA

B8H = | EE 5ER
WA
api-limit = Number APIFERE PR
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2% 2 | jizkil3
WHik
user-limit & Number BRFiGELREPRS!
app-limit & Number NGl REPRE!
ip-limit S Number JRIPIGIEREI PR
interval 2 Number it =B
unit = String TIESREREY B AR, SiF
SECOND. MINUTE. HOUR. DAY

shared & Boolean EEHEZRERE
special S X- S B a1

apigateway-

ratelimits.pol

icy.special

XTRENE

3.15.4.18 x-apigateway-ratelimits.policy.special

B FHRTIERIEEN .
{ERRLk: x-apigateway-ratelimits.policy
<l

x-apigateway-ratelimits:
customRatelimitName:
api-limit: 200
app-limit: 200
user-limit: 200
ip-limit: 200
interval: 1
unit: MINUTE
shared: false
special:
- type: USER
limit: 100
instance: XXXXxXxxx

% 3-42 SRS
2% =E | KB 1588
WA
type 2 String 1R RIGSREY, SZHFAPP. USER
limit = Number HIEREL
instance = String 45ERAPPER USERFIRTSRARIR
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3.15.4.19 x-apigateway-access-control
BaX: S|EBaEFHISRE
{EFBisk: Operation Object(2.0)/Operation Object(3.0)
Ml
paths:
'/path':

get:
x-apigateway-access-control: 'customAccessControlName'

% 3-43 2R

2 =y | EH 54EH
x-apigateway- | & String TSR
access-control

3.15.4.20 x-apigateway-access-controls
B HIOEHIRIEE RS KBRS IR .
{EFBiE%: Swagger Object
Bl
x-apigateway-access-controls:
customAccessControlName:
acl-type: "DENY"

entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

& 3-44 ST
2% =E | B 5EA
customAccess | & x- IEERTRAVIE I RS .
ControlName apigateway- BIEEIZE, $5x-apigateway-
access- | access-control/BIH{ES |AHIZRIES
controls.polic .
y

3.15.4.21 x-apigateway-access-controls.policy
BN HIHEHIRIEEN o
{EFBi%;: x-apigateway-access-controls
Bl

x-apigateway-access-controls:
customAccessControlName:
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acl-type: "DENY"
entity-type: "IP"
value: 127.0.0.1,192.168.0.1/16

% 3-45 2H%A

2¥ =E | B 1588

acl-type = String iGlaEI{T A, ZIFPERMIT, DENY
entity-type = String InEEHIRTR, (NSZIFIP

value 2 String HIOEHIREE, Z2ME ¢, EE

3.15.4.22 x-apigateway-plugins
BN APIMXE X AIAPHEHIRSS o
{EFBi%: Operation Object(2.0)/Operation Object(3.0)
i
paths:
'/path":
get:

x-apigateway-plugins: ['Plugin_mock']
x-apigateway-plugins

% 3-46 S¥UHEA
B8H = S kA
x-apigateway- | & Array APIF4BERIIRFETIZR
plugins

3.16 & API 5%
APIBIESTHEELAIEAIFAVEMAP, BAURL, BFIRE. RENESER.

BREL R
FE1 HNAPIMEEFHIETR@E .
2 RIEIRSEERM S E5i%ELA),
$IE3 EoLIEEARLA THFRBAP, XiSHmE. &% . EIXERE,
$BA TEEMSHEZEE “APIEIE > APIFIE” , HAZIAPIZIET@E,

SRS BEAPISH, ENAPIFTEDERIFERE, “GIZAPI” | “HREE" | ‘KKEX
87 FRETSE LNEH THIFS.

s
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3.17 3ZF HTTP2.0

APIRKSZHFHTTP/2 (B AMEMIMNEE2hR ) TGN, BEFRZHTTP2.0, BE—
E%U’f%ijt;%ﬁ\ ZREBHZERAISRKELERIGEN, i Emttat, SCIRIER
Me&itE.

AR
o HTFHTTP2ORZMKIMEZIZEILRY, BB AEREAHTTP2.0RHERBELRIS ERIMEE
5, MEZEFIRASIFHTTP2.0,

o NRLFILAIRSIFFHTTP2.0, BEBARIIARSISFHRLA,

o WIFHXFAHTTP2.0MMY, FEAPIRXIZHER “BES%™ REFHY
“request_custom_config” SETXAHTTP/ 2 ENR] .

e Binary Format—##IAE={
HTTP1 XA AR R ES, MHTTP2.0SFrBEREEDEINE/NGEEFM,
HITENIREAZHFIEXRID . BNFERS (XK ) @, ZHBIERIrE
BEEARZHE, =BFHEmiEee.

e  MultiPlexingZ iR E
ETHGIEINAEM £, HTTP20ARBIKMZB MERETIMHITLE .. KiXiEK
R l@Re o
Ei%E TErEBEEEREMNERE L, BNERTLRSEIEHENES; 8
BHR—EHEZMNER, SMMZEATLEFAE, REATLIRIEIEIBAYRIR
IREMES . NMEEIRIER, =BARE,

e Header/£4g
HTTP2.0fEAencoderskiRi.VEEEHINIHeader K/, ZFIRSRSIHSBIRF—
{AHeader fields¥k, #pESheadertEif, BMERMA), TMWESEHE.
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API &

oR

4.1 BIZEREZHEEE AP

BT RIERISE0, JIAPHRMERIEAZHISREEFNY FEaE

A
REESHSPNER, ABILERTE, BHZ2ERE.

RIS
o —MAPIRBESIE— MARIKEIEES .
o RESRIAPIASARERS, QENAPHBERISE, HESATIAPIEN . JAPIHEE
RESEITIEERTAING, SIS IRIIRIETR S EAIAPIERL
o RESROSDE. M. EWSLMEY, FRBEMEMAP.
o APYTEARIERRINKBMAERR, BRRTHRIASHE MAIENE
B
o IMRMIESAPIEHEXR, WHEEENTHIREE.
BUERAS

ST HNAPIRKIEFIS TR

$E2 RIFLIRSEAMN S B IEELA .
$I3 EENSHZIEE “APIEIE > APIERER” .
$R4 £ “RIKEE TUE, BE QIERR

SRS PEEEOEAVRIREE,
o IEMRES
e R E PR E RIS ES

N

(8,

HSERZS 18 (2024-03-07) WRINERE © ARITERARBIRAE 75


https://console.huaweicloud.com/apig2/?#/overview

AP| 3
BPFPigE 4 APl 55HE

= 4-1 RIREE

=2 A

REZZFR ESHRIEINBIR, RIBSHMYBEN . EEigiE—
ERfRZMNIESKIERZTIR, HEERERBFEL,

REgEHE ITEIRRARAVZEEY, RRESEBRIRIRIRHAREYT B,
1548

NRIEEERLUTRIEAN R SRISEAIP AT, BBERR
ARIFARELHIZIERFRA -

- BEERHESR: SAPINEELIREEETIG
;?kaﬂ]ﬂrlf" sk BahEIZBEIMEIERAPIRIEE

- HTTPIIRSLEIRGRES: SILABENXHTTPIRAZSL,
FIREIRIAPINE L P ERC BRI Sk o

- uu.g?fﬁ%ﬂ OZRHE: mILABRH SRR /E PIAPIAYIRE
RE, XIFSERE.. EiREfETEMRE
E’Sl#%ﬁ%];w}; 0

- KafkaBEHEXER: KafkaBEEEERIBHTIE
APIFYIEE AR B EHEEEIKafkal98EH, HERF
SRENAPIRIARAREEE .

- BIR=RSRER: WRIREERAPINXERinIRSS HINItRE
IR RIF R SRINENH

- B=EHINERR: BEE=SIAEREREECRY
LIRSS HAPIRSSRIEITIAIE

ESREAEIAMESR .

REBHIREND, XISRPEENHAEERMHLR .

TERIZRREER, REENBIERERE:

- BERFEHZRRIR

- HTTPIA L ETRRARIEA

- mEiEH2. 058 ERER

- KafkaHEHEX SRR 5ER

- BERERSRERIEA

- B=TSINIESRRERAE

i
5

H
R
o
D

o (EHRER
TERIEEE, RIEASHERERE:
- REREHSEEEREA
- IhinEISRRS AR
- BEEPRIRRA

55%6 EE “E [

J ﬂﬂ%‘”*%g?ﬁJEﬁULE’J%H &, IBECOIERIRN “IRIF” JIheE “w’R” &
BSHEN,
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AR
- RERERAIBRIRTE S ERIRIERESR.
- REEHREIERERRE IS RE
REBCESS, MEFEENRIESIEAPI, FREERIEXIAPIERL .

R

FRIBSETE API
S
Eg-)
S
S84

BERIESH, HANREIFRE.

£ “KEXAPI” XIgEIFINMERE, B “45EAPI”
THIEAPISEH, AIEFTFERYAPI,

B “WE” , PETM.

MREBPAPIAFEEELLREE, BHEAPIFIEITA “BRHE7 .

WU SAPIAEEHEULREE, N AEFEEIRIAPI, BHRIIERET “FBYL”
ExZ[ERTEEE81000MAPI,

e

4.2 BRI =R

{sE FA PRI

BEFZEMER, NNRRENREMARRLENEEBR, WIREREEHEH
HUIHAYERIR . CORSAIFN LIRS MRS 2 A IXXMLHttpRequestiE=R, MTISCIES
winial, ESEEAERIREES DARBEELIE.

iR RH = SRR B EL R At E SIS RN . BRI EEFHaiER
APIRYY FERES, AIHRIE. RIBRISCILAPIRYESIEISIE)

(MR

SNSRILRESTESBISERIRARSSF, BRI F R SLAIZIRFTRAS o

BT RS

E—APISET, BRISRIERIIFTEAPI, R ER— NSt S BERL=EER .,
WEAPIFET “Z#FCORS” INRERVEIAT, H4RE 7 HEESEHZER, NLAGE
ERIER &,

WNEREMERIBZTHEOPTIONSHEMIAPI, TZiERBEFER FHETEAPIIARIF
HEERRHEZRER

JIEAEGBEAPIRT, APIRIERG AWM Rallow_methodsH SBIFHNE K% o
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BcE2SHuRAA

x 4-2 FeESE05RAA

(EI=N

ik

Allowed Origins

Access-Control-Allow-Originldizsk, $§ERIFIAIEIAPIRY
AMEURI, SANURIZEFEREISGESIB -
WFRIEFSHEIERNIEK, AJLBSHERER “*7 ,
FRAFRETEIHAYAEIEK

Allowed Methods

Access-Control-Allow-Methodslafsk, 18EASIFFER
HTTPIEK %, EMEKRAEZEEREXESHEF.

Allowed Headers

Access-Control-Allow-Headerslgpzsk, $I5E
XMLHttpRequestiE SRR ARVFETHANEKLFE, 2MNMB
KLz BfFERERSGESIRF .

Hrh, @Ei5RLAccept. Accept-Language. Content-
Language. Content-Type ( BYE{X[E Jsapplication/x-
www-form-urlencoded. multipart/form-data. text/

plainfd ) BRARIFEIEKDIER, THEETZSHTRE,
L
o CUEBERRHZREET, BATEEAlowed Headers, &
RS RIET IR ENIERL,

o EHAllowed Headers)y “*” , RRAVFEEIBERLIEHNE
Bk,

Exposed Headers

Access-Control-Expose-Headerslahzsk, $8§E
XMLHttpRequestiE=K NI P e iHETHRINAN L FEE, 2
MRSk BfEAESIE SR
Hrh, EARNEKSkCache-Control, Content-Language.
Content-Type. Expires. Last-Modified. PragmaZkiAft
RN T, TREZSHFIRE,
Ll
o BOIEBIHEEHLZRIRAT, BIATBCEEXposed Headers, &
FVFRISEERRT)avaScriptUIS T ES 13 K B3R 1S AU R Sk A
( BRXMLHttpRequestXIZRHIgetResponseHeader () /5355515
RIEARNRNSL, Cache-Control, Content-Language.
Content-Type. Expires. Last-Modified. Pragma) o
o FEExposed Headers)g “*” , FRFAIFNILEEERIIavaScript
RS EERATISIEA D IRISRIUFT B IR LA -

Maximum Age

Access-Control-Max-Agelifizsk, IEEAXFUSIERIE
WHA, B . EEREIAR, EEERXAHTEIEK.

Allowed Credentials

Access-Control-Allow-Credentialsliafsk, &
XMLHttpRequestiExk A2 & ftifFi&ErsCookie,

o FXFRERTRAIT.
o FFXRXARTAIFo
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"allow_origin": "*",

"allow_methods": "GET,POST,PUT",

"allow_headers": "Content-Type,Accept,Accept-Ranges,Cache-Control",
"expose_headers": "X-Request-Id,X-Apig-Latency",

"max_age": 86400,

"allow_credentials": true

4.3 HTTP I h L BB EEHE 5 AH

APIIRZIEAPIN KRB Z FimaINGR,, HTTPIGRL 2APIBR FHI—ER5 . EaTlL
BEXHTTPIIRSL , TEREIRIAPIIR HHEEEEEINERL

AR
SNSRULCRESTESAISERIRARSSS, BRI TR SLAIZIRFTR A o

{SEFAPR I
TENEIAPIRFKIBINAIR ZIMAEL ( x-apig-*, x-request-id% ) , EIEAPIMIKIRL
AYCORSINREE HNAIIMAL K .
[Tt Izl
x 4-3 BeESE0RA
SE8IR iR
Name MRS ZFR . BNREPAERINESE SR (R
XHANE ) , BRZSHIMN0KMASL
Value MR SkAYE. 25 “Action” 79 “Delete” BYMaRLAYER
X, TRT,
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=5IR )%
Action MR SLiRE, BRJLABE. w0, Bk, BhdosniSisE
A9 Rk

Override: B=
o HAPIIRNPFEISERINGLELAY, (FRHAFIMRNSLAY
EEECHEINLAYE,

o AP FFES /N SHEENN B EZFRAIN R L
B, M FRSRIERIIASLAHEIREI—FIGMN kIS

io
° iAPlﬂﬁ]FﬁﬂFKﬁE?Ez’EE’\JHEM%E?, N IE ] )V

Append: 70
o HAPIEL FFFEFEERINERNELRT , A& Lm0 LAYE
AnEIEamNMEZE, BESSR.

o SAPIBNPEFESNSIEEMMNKIERZFRATNE RS
RS, SRS MBRSLRYER ¢, 7 #HERE, BNz

M R SCA9ME
o SAPIRNRAFEREERINEASLET, FIN=REINER
%0

Delete: Hif&
o FAPIIRNPFEIEEAININ LAY, MFRZEINmRSL,

o SAPIINFFES /N SHEEMN AR EZFRAIN N Sk
RS, MIPRPAEERATREIIEA, .

Skip: Bk
o HAPIBR FFIEIEENMLSLAT, Bhid Haimazk

o SAPIINPFES N SIEEMMN AR FRAINE RSk
B, A EERRE .

o ;’.Aplu@ﬁquﬁm‘éiﬂ’guﬁm;kﬁa‘, I E D] v

L,
Add: i
TICAPIIRN PR EBFEEENRNSL, EARINZEh&

IR ECE R

{

"response_headers": [

{

"action": "override"

}
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]
}

4.4 == 2.0 SKRENRAA

mETEH2. 0K AI LABRFI BB AT B NAPIRMRIE AR EL, XIFSEmE. ERtimizi
g?%ﬁﬂjm&xﬂtﬁjﬁ*mﬁl o
o EAltiRiE

BILASSAPI. FBF. iR, RIPHITZSHERE, SEANRERBIRITRAIIEE
—HEFRRS.

o SHIRE
X iFtRiEHeader. Path. Method. QueryLARARFZLTEFHSHEHITEENR

=

L] Eﬂzgﬁﬂjmﬁlﬂ’]&r—ﬁ*m&:
Xj';/“E;EjﬁHPL #zrfﬁﬂjmﬁzo

(1 588
SNSRILRERTESRISERIRARSSF, BRI AR RFTRAS o

{SEFAPR I
o WNERE—MAPIHSEREIEHIG, HEHNTESEITHIRE, REREHSEY.
o  SHIMIEMSECTF -321ER,; SERIEAMNEZAENX 1001
o KREEHBEERAIEG65535,
[T =taNInlif
x 4-4 BEESELRAE
2¥ B EiRAe
P A S ERSHTRERE.

o SHRERE: BHATSR FLINESE—ERIIERER
¥, BRTHARERITS.

o SMAERIE: BHATS FLAINER AR/, B
RATEAS BB \REE, ERTFHARRANS

o B LANB I TRSERITRE, SHAI=
TECRIAERERERFER)N, BURBRSFE—ERIR
Z£E, ERTHAREEANDSR

REBEXCEE o EANAPIER
XFEANAPIHITRES IS

o APIEZ=EH
SIYPE TIZ RSB APIEITRREFITHFIEE .
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4 API Z5RE
2H B EiRAE
DEN mEPRFIRIATHS
o 5 “APIRERTI” BeSER, FREMUAEANEN
APIERIREL LR o
o 5 “HAFRERS f&ER, TREMMAERNED
ﬁﬁplﬁﬁlA%ItBEo
o 5 “EIERERS A ER, TREMMAERNED
EREIRRE LR,
o 5 “RIPREMRF" BcsFERH, TREMAIERAEN
IPHELHESOREL IR .
APl E RS EBNAPHEIRFIRE LR o
5 ‘K’ ie&ER, BREMAERENAPIERIR
H R,
PRI e BPBMBAPIREEIR, MBAPBAEAZIAMIA
ik, APRERIEINEIDRRS; tNRAPRAIESTNIAPP
NE, APRERIEWSIDXRES. WSIDFIIEIDIES
ETX “455ER7 BeEiR.
o B “APIRERF" .
o 5 MK’ BeEEMA, FRBEMATEANENEFIERK
IRELEDR .
o MNRFHKSTESNFHEFIBIAAPI, HEWSEITH
EARREUHTTIRS
ERRERT BANERBBAPIRE LR, (NEAFAPINZEINIESL T
JIAPPIAIIERT
o AL “APII}ILEBE%J 7
o '3 ‘I Bc/fER, %T%LLE]WEUWE’J%A‘*?E%K
RELERR
TRIPTR ERARA BANPHIHEFBAPIRE EIR .
o AL “AP|U|LEBE$U 7
o 5 Mk’ Bea{EA, FREMATEABIENIPHELHE
FOREL LR o
SURERE

&}
}G
W
i3

SHRERERX. FRE, USHHERHTRIZRE .

EMFATHNENSEH .
o SHE: FATHNILENSEME.
- path: APIEREJURI, RFEZKIAEE.
- method: APIEXKRTGIE, RABMINEE.
- Header: &35kkATkeylEo
- Query: QueryStringfkey(E .
- System: RS,
o ¥ ATFIESHINLEHHNSEHEBER S,
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A&

TEXMNAITCEC S, LARAPERERSIFIITR
B RIMAN” , ARSI
o FRMIPCES

ik L | ARMEIRUEAR, BT CENSH
chiy S HETHIERRM, IURBASEE.

- =RETF

- EARET

- patternIIEMZFRIXT

- enumANEHME, SANSHEZEARESHIE
° APII)ILEBELI:EU

APIERIREHIRKIE

o fFE
EMNREEFIINE, NREGAREE, N
AREEHIITKLL “RIEBEANEE” HITKRE,

flgn, 7= “""M”‘éﬁl” FIRIISE “Host” , SHUEE
1 “Header” ; £ “TEMHN” FFRINI—MA, PTECE
HIRER “ Host = www.abc.com” , APRER%IA10,

AF1</960s, FRFE60sA, XT?la?;QHEPHostﬁéﬁ%F
“www.abc.com” BIAPI, BAPLERIXENAZI10, SHR
BEH.

S S =]

ARERERX. AERE, “Hitinz” BAFRRER
H/ EERERTS “HFRRE” BRI AR ERLT
EVERES, LUSERRIEENIE,

KRR

FHFIDAKSIDERIREID,

o HBEAPPINIEAYAPIRS, FHFIDAIREBID, $XEURE
ID,

o HEELAIAMINIERIAPIES, FHFIDAKSID, RZiF
MARENAMBRHEE, IREKSZFIKSID,

EERERAEA, LWHEFIGIEAPINRXE, FEd
“ERE" RIAPERERFIE.

1R EE

BREAERE, REsRuEn, WEREHPAPINEG
KiE, FEd “Ehihiniz" RAPIRERFIE,

BB EpI

{

"scope": "basic",

"default_interval": 60,
"default_time_unit": "

"api_limit": 100,
"app_limit": 50,
"user_limit": 50,
"ip_limit": 20,
"specials": [
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"type": "app",
"policies": [
{
"key": "€9230d70c749408eb3d1e838850cdd23",
"limit": 10
}
1
L
{
"type": "user",
"policies": [
{
"key": "878f1b87f71c40a7a15db0998f358bb9",
"limit": 10
}
1
}
1,
"algorithm": "counter",
"parameters": [
{
"id": "3wuj354lpptvOtoe0"”,
"value": "reqPath",
"type": "path",
"name": "reqPath"

"id": "53h7e7j11u38l30cp",
"value": "method",
"type": "method",
"name": "method"

"id": "vw502bnb6g40td8u0",
"value": "Host",
"type": "header",
"name": "Host"
"rules": [
"match_regex": "[\"Host\"\"==\",\"www.abc.com\"]",
"rule_name": "u8mb",
"time_unit": "second",

"interval": 2,
"limit": 5

4.5 Kafka BEiEXSRAZHER

XIFWEEAMAPIRIERETER . Kafka EIIL,&&J_ﬁIH&?zd tTEAPIRSIFAIEREE
xR IKafkaRIgEN], FSERFSREXAPIRIERERER

AR
SNSRUCRESTE S BISERIRARSSS, BRI TR SLAIRIRFTR A -
{EFAPRH!

o [E—1APIGEAIRZRZ AT IS5 Kafka B EHEERE -
o APIiEKafka HEHEERERE, MHREISIRFE30%,

HSERZS 18 (2024-03-07) WRINERE © ARITERARBIRAE 84



AP| 3

BPiEm 4 APl 55HE
[T= a0zl

x4-5 BLESH

S8 BoEi5AA

FREXEE

Brokeritsiik HE HirKafkafOiEZblE, BIEEXR, S HhtELAZE
XiES (,) BFH.

TopicERR HS BfrKafka LR EERIER,

Key HEHERIKeyH, XREAEFEEKafkafIBES X, TLAH
REFEESIER. MNEKey s, NEESGEEER
BESHED X,

LWEIX SR HEERIKafka kMBI EIREE .
o EIIRE: ELMBEMIEIRIXE, SBEHN0-5K,
o HEiHERATE: KWERIEIXETEENRE, SEEA1-108,

SASLECEER

Z LMY EZ BirKafkaFrfEFRILZ 2N o
e PLAINTEXT: BEAEAN=RIABFINENY .
e SASL_PLAINTEXT: SASLEBFIAEINY o
e SASL SSL: SSLAFIAIEIMY .

THE A LE B¥rKafkafSiEEWIANE, EXIAJIPLAIN,

SASLAR N “ZemY” 58 “SASL_PLAINTEXT” &
“SASL_SSL” REERRSE
SASLEYSSLIANIERRERRIARF S .

SASLAAFZHS (N “ZiN” R “SASL_PLAINTEXT” =
“SASL_SSL” RS,
SASLEESSLIAIERT{FE RIS

FBIASASLAEFZED | (X3 “ReiMY” ##F “SASL_PLAINTEXT” =
“SASL_SSL” RIEERRE
EES5SASLARZEB—HE.

IS PN ES N “LLehny” %R “SASL SSL” iSRS .
SSLAIEFMERNCAIEBAS .

TTEIEEE(EE
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28 EeEiRAE
RS EE HXBRES, SEETHNRERAFZRER.

Erh, start_time. request_id. client_ip. request_time.
http_status. scheme. request_method. host. uri.
upstream_addr. upstream_status.
upstream_response_time. http_x_forwarded_for.
http_user_agentflerror_type=rEREEEAERHEPIET, H
BRAFERFIAERETES

IEREE HXRAEH, FEEFIAPIERER.

o AFAEBERLFGEE: itls, EESHATHEETIIE
KHeader&2# ., SNMFRIEFEREIGES (,) £, XF
FERHITEEIRE

o HEBEIEKQueryString(E5.: AiEkf5, FIEEHEHE
}’*mﬂ’JlﬁnYQueryﬁéﬂl{n_ o BNFRIEERRNES ()

oiR, ZEERHTERIRE.

o HEBEIBEKBodyIRNMEE: AikfE, HERSETHAPISK
AYBodyiAMSE.,

M) Ry 04 HIXRIETR, FRETRIAPIINER .

o AEBEMMNLFER: QitE, FESHAEHEETHIN
[NHeader2#, EANFRIEFEAESGES (,) PR, XiF
(FR* T EERE .

o AEBAENMNBodyiNMsE: Qitkis, BEFLETIN
Bodyi&ME8.

BEMIALEEE HXNEEY, FEETHERENAIEER.

° uma B HEREETIIR1H B E XOAMERIIN F (S
, BNFRIEFERRES (,) PkR.

o Fiﬁ'ﬁ HEHEPEETGEIRE ESXOAERRAFERE
, BNMFRIEFERENES (,) 98

4.6 His=E RS AE

BT IR RS AP X SR ARSS LI AL RIF R RRIAENH . SAPIRISIRARSS
HINEEN GBI SERNERSRIBR T, SEARTRSAIREREIE, RAPIERTIIR
[EEER RS ERERERIIEENRR ER. SERKRSZKEIESR, HEsEX
i, BERIKEIESR.
AR

SNSRUCRESTE S AISERIRARSSF, BRI TR SLAIRIRFTRAS o
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=t

X 4-6 FtESH

2%

BcEiRA

RERERCEE

o EENAPIER
STEENAPLEITIZS
o APIHESEH
SIYPE TIZREEAOFTBAPIE TS

oM RR AR A SRR .
o BAIMEL: WRERZRLUSIRIRSBITEAMA SR

o [LECSHIR: WrE=RLL “ECSM" PROIRE(FHAR
Ko

FiE=C

e MRS R AR AR .
o iTHEE: AREENREMAFHINERIREIAZIRE
BHE, WSZEPARARTEESE .

o BLL: AREERNBEMAFEINERIAZIRER
{8, EEEREMARTIES.

Ui S e

X2 “HRIRERAEY” T “ ILECSMHRRR” BIRECE.

[T ) g S L

o MIREEIRED: RGNS EIREE, Wiz/Fiks
KB

o FUAMRRIBMNATIE: FinIMMNATEBTEEE, WizE
ImiE R E A S

RHEE (7))

BTISERAYAR ARSI IEE, 5 “BE" 5 “&N\ED
tb” SYFCEER, SREERNMOREAEIRERE
BB, NARARTIEES

BE (X)

Y “HHER” EE TR IIEECE.
HTISERAYAAEE, 5 “IIEE" SHESER. EiE
BN, FHEMASHREREIOREIAZIRE, Uikl
iz
1588
WIS SR RIS R IZENMRBMD TR, WRAPIMXFES W
KEMH, WEMRRBEHRIMETTD T
IREAN MBI DERR MR EELEE, WAIXRZ
MR FROISRSMARTESES, EthoRiBdEERIM KB
RIEEERIBR.
B LMEAPIRSCSEAIEFIGRT “SEAISRE” m, £ “ HFAM
IP” TEEMXAHAIPIE, —NIPERRA—ITMXAM .

B/ INEFIXE

XY ‘R EE “Bo” HEEE.
RYEIE AR AR TS RRAYAPIR/ NERIXE . MIREER
APIR IR FIREBUNTZAE, WAARARRTISES o
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W

#

A&

B&/NEDEE (%)

XS “FiHE" & “Gott” NEEE.
HTiSERAIASE, 5 “IHEE SHESER. S
Iﬂﬁ’\]iﬁﬂ%ﬂﬁ%ﬁﬂ’ﬂféﬁﬁﬁ%ﬁéﬁﬁtti&@]l‘iﬂ@, kA
&ﬁﬁﬂ%%o

FREEHS (7))

Wi RRYITERRTIE), BRiR=R eI EARIZ ERE X
i

[ B RS

[E PR REE TR o
o HE: MARRAIAPISIEIERE KENSERRIRSS -

o XA FRARFFEHRAIAPIASICIEREE & ENHTFinAR
55, ERRORSZAITRERER.
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A&

XY “EimbEReREE” FRREEE.

W= ERE, RimERAVEEAREERE,

e Mock: {EECERINENLERIFIIEiRARSS MMM EEIR
@0
- MockBENXRERS: [RimfRSSIIMAPIRTET .

- MockiR[EIZER: FRixikSZIARIBody(SE, JSON
B,

- MANLSE: EiwiRSSIMAAIHeaderS 4,

o HTTP&HTTPS: IEGEimIRSZIERIERBIETE
HTTP&HTTPS/Gi%RSS o

- LHBE: EAEFERAHEE N DEIRRS . R
®EE R, SREEIRAtIEREEE.

- [EiwURL: BcEERRANGHIRS SRt

- EiwEEEY (ms): [FiniRSSERAVEATETE], EIAS
5000ms,

e FunctionGraph: 1B/EinARSSERIERLGIEEREL -

- REURN: REERIE—IRR. 8F “7Fm” ,
A IME R SRR SSAIEREIURN

- REE: EERERHURNESEEE.

- WRA: EEEFERNRERA .

- ABZEEL: IEFERHEAVERRE,
Synchronous: FRELEM, BintAEARSE]
EREREZAMTHREIERER, BRimAX
BREALES, WEIGHRIIRNEXAEE.
Asynchronous: FRFLEA, FinREIRSZIE!
ERERERERERN, HITRINEREIERLE
R, RBFIHETHNER FTEERANLIEHBARYS
X, BERIRAKHERERNER.

- EiwiEiY(ms): FiniRSZSBERAVERATE, EIAN
5000ms,

e Passthrough: BEiRIRSZIERERKLEAPIRGIRR
22

FJo
BE RIS , ARG ERIRSINERFINS
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B AECERPI

W
U3

A&

RSHEE

w

[RRSHRETTX . FEETARREENAN, API

IEROUFEILE B E RN FRAYARA SRR ERES, NS

ARIVECE B E MM Z AT L5 ECERIROA A S4A0

PR oREE o

o YIRICEEIBENMN, MHTRNAEERIARAFM
FOBEERRNE . SNRICECRIRIE E X MNARECEA S
1¢§§B§?&§€H§, AT EF5 BCERIBOARLA SRR
R

o WIRAKRMIEEIBENHN, WHIT ESEENFIAA
SRR RS

EX AT TACRIZ
o SHNE: SHEAPIERPIINE.
o S¥ ATHHINITEANSHSZ,

R BN BreqPath (i5KE84Z ) fMmethod (1EK7
%) B¥. BE “NISH” , IiNNEMTRESH

TE X

B E X BrER2RAO AN . S8 “RONAAIN” , BN
W, RERFEN EZTRIINFCECRIR, AEil T
BRI ST -

o DUECSRf4: B “ 27 RIBLERZHRLR . IRE
EXHEATETIN, TBEE “BFER” WRKEXR
HIToERE.

- =R%ETF

- I=AFRETF

- pattern SIERNZFRIXTL

- enumAKE(EH, BIMSHEBEZBRARIGESHIE

o MAFHIIRIRIEIRISEESE EHREIAMA S
AP RIRECE -

flan, FE “BESHEE , LIRFERID “rule01” F1

“rule02” W, “rule01” X7 “fAFEEE" HE

FE “BinbRRERE" , “rule02” WMEEFE. BiEsE

RAFIRT “rule01” PUECSRAY, ANRIUENISIZEE EHED

BERNAMARETEEREE (rule01 AR ERMAS

%), FHITrule01 BAYGEIRIERREE . ANRATENES

PREEFIMT “rule02” , LALLSEHE,

{

"breaker_condition":{

"breaker_type":"timeout",
"breaker_mode":"counter",
"unhealthy_threshold":30,

"time_window":15,

"open_breaker_time":15,
"unhealthy_percentage":51,
"min_call_threshold":20
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B

"scope":"share",
"downgrade_default":{
"type":"http",
"passthrough_infos":null,
"func_info":null,
"mock_info":null,
"http_info":{
"isVpc'":false,
"vpc_channel_id":"",
"address":"10.10.10.10",
"scheme":"HTTP",
"method":"GET",
"path":"/demo",
"timeout":5000
%
"http_vpc_info":null
"downgrade_parameters":[
{
"name":"regPath",
"type":"path",
"value":"path",
"disabled":true,
"focused":true,
"id":"92002eqbpilg6g"

"name":"method",
"type":"method",
"value":"method",
"disabled":true,
"focused":true,
"id":"tuvxetsdqvcos8"

3,

"downgrade_rules":[

"rule_name":"rule-test1",
"parameters":[
"reqPath",
"method"
1,
"match_regex":"[\"regPath\",\"==\",\"/test\"]",
"downgrade_backend":{
"type":"mock",
"passthrough_infos":null,
"func_info":null,
"mock_info":{
"status_code":200,
"result_content":"{status: ok}",
"headers":[]
L
"http_info":null,
"http_vpc_info":null
B
"breaker_condition":{
"breaker_type":"timeout",
"breaker_mode":"percentage",
"unhealthy_threshold":30,
"time_window":15,
"open_breaker_time":15,
"unhealthy_percentage":51,
"min_call_threshold":20

Byl
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R LUEE 5 =5 INERIRECE B CRISSINARSS JIAPIRYSIEIHITIMIE . APIRKSE
FRRFRIENARSS, WERIENARSS RIS 5B ALE AR RARSS -

(AR
SNSRILRESTESBISERIRASSS, BRI TR SLAIZIRFTRAS o
FS=RINEREEWT, E=HIANIERESEAPIE, BalLISEEAAPIER.

BRiE APIG BT ERS [EiRmSS

EBFMEER ( AEToken) S EMEER

Hé IMEREDD ( Token ) J_!r" o JhiEED (Token) H
REIH

rEiER, KEAPSMAEER

(B&Token ) » Bk Token N

>
La- -FREENT, BREE | e Tokentg®ely ______
o Foenmmamn

U EER [ ALFINE =75 E R AT AR )

‘ AlSE e
e
EcE2S&0K AR
X 4-7 BEEES A
{ERIR ik
REEE ERFERREEEFNE=FEONENIRS
o %EIZ “(FR” BY, ELEXNIRSHREEE,
o HIF “AMFEA BT, ECEESNIRSZAISHITMbLL,
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E2In

%

fRimURL

o BEXFGIE
F1EGET. POST. PUT. HEADIEKRA %,

o 15KIMY
HTTPI(HTTPS, {&inEE oy BUREIRITIEZ(ER
HTTPS,

o RAFIEE (FIE)
X “6ER” AfEER, TBIRE. EFEENR
HBER, WRLEUENRHEE, SBhrlieE
‘FrEtadiEE” el

o [RimARSSHbAL ( AJik )
REAERARHEEN, TERE.
EESNRS AL, &80 “EwO” o E
MAENBRSHAENPHBI /%S, FRiEEROAT,
HTTPIMYERIAERE80UR , HTTPSIMYERIAERE443
iz,
15488

ERINZFFIPvaltbtlt

o %1

LINARSSHIEEE, BIBRSSHYurl.

B E M hostsLig;

REEfEAREBERTE.
AR AR RHBEPIIRRSS SRR, RIFEEENX
i5RAYhostskis, BUARERIBERPIRIGAThostsk1E o

[Ei#BAT (ms)

SRS IERAVERTRSE) . YRS BB [T im R M E R
g@ig, TEATAYE) L FRATEAPIMEIEHI SR “BiES
W HEE

PR I=EEE

SiRIPIIRES D R T8 = S INIERMATREUA R4k
gg;%g%l‘iﬂ{ﬁﬁj , BRRRIPIERIESE, XSO HEMHEIRGE
Ban, SoA, TRIPIHEES =0 FRE T =5 IAMERK
ROREGAZIL R ERIENE, MAIRIPIERIZE, BE25
HERIRARI=E .

BpKIR

1EMAPIRIATERPIREUL A EC BRI S EUR TR =T 51
EOSN ( ZKZ3F10 header2##0110 N query2
#H) . BHOXREESENTH, EBAPIRBIERNERS
%Z*( header2#f1query2%8 ) ARASE =HEUEOHT
¥,

EAETC

FXARBRE, SEMRSAUR ( SENIRSEEEX
%EE%EWHE%JEEISX)() B, APIRIKABPAEZ = Fimis

RFETRIERIE

FXFERE, BETAPIRIRIERIKEBEIEEOSEN.
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ERIN

%

IBRIEKRN (F75)

REFRE “AIFEFRIRERE" IHEE.
IERAR/NAFREBI SLAIAIFRIRAITRIEA/N . SLAIRY
EABEREXNATEAPIRNKES S ‘BESH” $&E
EO

RVFEHRIRERIER

FXFERE, BAPIRIRIERISEHZRSMUROBRZ
[ERRERIEOEN .

BR[O EAm

FXARRE, SRR, BEZHREIENIRSS AL o

SIS RN AL SLAR

SNELINEY, RIGIBIE NSRS IREIRINR A SLHFREN
L ECERISCER, (ERIWSS R,

BRASZIFECE 101 3LER

BZEIRT HXAARRE, ERRSFEREIAER “20 BF, FRRIAIE
J\Eﬁo
EINERICE R “‘ABENER" XAETERE.
HRIBEIRSS IR BRI L RIS E B F IS EERTTIR
g, maSkhEFELLARENSHE, FESHERSN
INIEEE .
EARHEE FXARBRE, RIAPIERILERE/BEBMNIGH T/
ITE=T TN
eSS L =E=4=<b
NREIRAPIER LB AR EMN , BARHITE=TIA
IEEA,
o EZHHNY
INRFIRAPIERILECRZEMN , BHITHE=TINIE
=
EXZH EX BT ANEISEL

o SHIE: ATFARNERNSHNE,
- path: APIEKRAIURI, RFEBNIABE .
- method: APIERTIE, EREARE.
- header: 1&EkLATkeylE,
- query: QueryStringfkey(&.
- system: RHESH,
o ¥ ATFIMSHNHHSHERS .
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BPiEm 4 AP 5ER%
EEIN ik
TE SR EX FFNATF K244 o

BE NI 7, REMNBIRFIMNEG, £ “FH
FIAR” BER, KR “EXNSH PRISHBHFIR
%, URBASHIE,

o =HET

o =ARETF

e pattern HIENIZFRIXT

o enumAKEE, SNMSHEZBARIESHH

0|

B AECE P

{

"auth_request": {

"protocol": "HTTPS",
"url_domain": "192.168.10.10",
"timeout": 5000,
"path™: "/",
"vpc_channel_enabled": false,
"vpc_channel_info": null
%
"custom_forbid_limit": 100,
"carry_body": {
"enabled": true,
"max_body_size": 1000
%
"auth_downgrade_enabled": true,
"carry_path_enabled": true,
"return_resp_body_enabled": false,
"carry_resp_headers": [],
"simple_auth_mode_enabled": true,
"match_auth": null,
"rule_enabled": false,
"rule_type": "allow"

4.8 EEHIRERRA

REEHSISNER . SREMIERSEARNEREREXIAPIBSERIXE, FIFEIRIR
5o IFRD ARRERBIFREREH . N TIRHITEIREIRS, SIIIETeIE
IEREE, FHRIBERDAPIHITIRERES.

{(sEFEPR!
e APIRINARIRRESIES T RIZRIERESS4IE TAP, B— 1 HREH, —APIHEEH
—PRIERIESIE, (B— RIS REETTLSEZS AP,
o WNRAPIREPERITRES, MITIREMESLA “EBESE
“ratelimit_api_limits” RIS HIZEITHE.
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{E2IR g
REIEZTR APIRIZRIEZIR,
E i o “BitiniE” 1 ‘HERE” .
o HAHIREXIEPAMNAPIHITIREFITFIIEE;
o HEMEHYIYIE TIZRIENFFBAPIHITERRESRIT
¥z o
A< MEMRBIREHL
o 5 “APIRZMRF" BeAFER, FrBEMATEANEAD
APIERIXE LR .
o 5 “HFPRERS BcaER, TrRBE([AENAIEN
FBRiERIRE LR .
o 5 “SIERERF" BLSER, FTRBE(AEIRAEN
ERERRE LR .
o 5 “RIPRERT BESFH, T RBATERAEN
IPHENHE SRR EL LR -
APl ERE! EBANAPIIE RS EIR o
5 ‘IR’ BEER, FREMATEARNENAPIERIR
#H R,
BRR=RE BENAPEBAPIRE LR, {NEAPINZSIANESR
APPINIEEEIAMIAGERHEFE
o BT “APIREMRE”
o 5 MK’ BAFER, TREMNIERNEANBFIEK
IRE R .
o WMEFWKSTESNFRHEFIAEAPI, IZEKSRITHY
RRREHITIRS
EIER=RE BENMEIERBAPIRE LR, (NEAPINZSINEST S
APPIAIERHIER o
o R “FAFREMRSE” 0 “APIRESREI”
o 5 ‘B’ BAFH, FREMTENNERBERIAE
FBR,
IRIPRERS! BN PHENEEFBAPLUREL IR o
o BT “APIR=ZRF” o
o 5 ‘MK’ BLAFER, FRREMNAERAYIPHELINERIX
#H LR,
iR K FEHI SRR AR
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MREBFENEREIHTREET, TJUE “REEFERIE PAKEYERE
IR, iefE, ZERIOREIFHNARERS, MAPIREFRFRE
P REEHRIERS .
MRESWPWEMEFPHTREES, TUE “RERFHHRIE” pAHERYERE
BEHIEE ., $iEfE, ZHPIORESIFHEPIERERS, MAPIREMEFRE
PEREETIRIERS .
HNEESIE R TR
EeIEENE, ciERMEMEIEID,
B ERRREIEBRE, 2 “HNAT E, HASHRNERE .
B2 B “IRNINEEHRAART , B CIRINEHRAAR T SHEE
T3 BELUATEMED, NIBFERNA .
WNEENAE: B “BaNA7 , BEeaEE, BAFRE,
WINEMBRAE: B “Hitb” , I AEMEFRERIDFIERE.
(MARIY:
RN AR ENEEREREERLRIERRT, LUSFHRNEREEE.
BlEn: APLREZREUEN10, ERASREESN3, K19, SHNA (REBA) RIEER
2, %N (RFEB ) miREN4, NEATE1 D ARRS LIS IO4E T IZmERIgHIAPI 2
R, MABE1SHHRZSAILIGIOYNE TiZREHRIEAIAPI 4R,
FERPEREEHIREE

STE EREREFERE, 25 “SHERT , BNSHREFRRE,
$R|2 BE IRIMSERERT , BE CRIMEAER” JHEE,
$E|3 MAEFER.

x 4-9 1FHRIEPER

SE8IR iR

fHFID SFEVHIMKSIDEKIRBID, 1B52%EF4-4000 “456%HER
1488,

B EEREERA, LtHEFIAEAPIIREXE.
TEEABIT AP EIRHI(E

$RA BE “HAE” , STHEAEFASRI.
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AP EN AP REREELEER, LUSHRERRIZENIE,

BIan: APLREREIEZ 10, AFPRERENE3, IO, $AEF (FHFIDBA) =
B92, ¥R (FHFIDB ) mizER4, HPAE1DHRRSAILIBIOSIE TIXRERIgaY
API 2)%, FHFBE1S#HARZOILUBIASEE TiZmiERERAIAPI 4%,

2R

4.9 il SRER A

iplalE %J B&2APIMIRHAIAPIZ 2IPE G2 —, EERREHIAITAPIRIPHELL
%m’m); SR LB IR E I Pl s MY B AR SRR I/ S AN I PHBIE /MK S22 /MK
£IDIFTAPI,

G HISRERFIAPIA S B2IEEMIAY, RERKHNESIRIEHEAPIE, HEEHR
B% A XIGBERIAPIZERS o

{sE FR PRI

AeES&5RAE

E—APHER—NMAR R REEE— MERIIREIZEEAT D REHREE, —MAiE
EHIRIERILABEZ 1NAPL

202212831 B RIZAISEAISIFIREIEAAPIRKSID, AXZRIEIZMNE=
WRSEGIARSZ S, WNFHER, BREAZR.

£ 4-10 BLESHURA

=EIR ik
REEZIR IhialE ISR HIZFR
et 15IAEIAPIROZEEY,

o |PHfit: BRHEVEAFBAPIAYIPHELL

o IKSE: (NEARIAMINESRERIAPI, BREIEEAPIAINK
S8, NXFREKSE, MKSERKSE TRIAM
RPEMRE, FZFEEAMARSE.

o IKSID: {IEHIAMIAIESEELRIAPI, PRHEIERAPIEINK
SID, XZIFEEWKSID, JWWKSIDRMWKSIDTAIIAM
AR IDERT, ~ZIFEEIAMARFID,

A8
o — M APIEIRI4PERFNEREIRSTEHEISRES : P 4ERO—

ZEBIHMKSIDXE, HEAPIEY, IERNE2EEEE, 1
RIGAEE, RIGEBINSE/K; NRREEZSEHAE
B, RGBTSR “B” 1818,

o —MAPIRIRISPE=FPSBIROISIOHZHISRNE : IPHERERYIPSE
B KPR S 2 SRR SIDSEEY,, iBITAPIRT, P4
ERKPEER ‘B’ HXR, Hh—ARIeLKNliBEL
Mo (—NAPIEIRTSREIPEEFIK S S /M S DRI
HIERS, ARSI S = MR RIRH LB EIER )

MHSERAS 18 (2024-03-07) WA © EARTERABIRAE 98



AP| 3

BPiEm 4 AP 5ER%
EEIN ik
S BiF “/1F7 0 “ZIE7

M “KB” FoRER, AVF/ZRLLBRAPIEIIPHELL/KS
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15488
FFREIAIDHIIPHESRE, DRITARERS 1005
KSE N5 “26B7 B “KER” HREIE.

EANSFSEZILBOAPIIKS S, 2NKSZZiEFE
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=ID {NH “KB1” A ‘IKSID” NEELRE.
BANRIFHEZIEATAPIRIKSID, SMKSIDZIE)NFE
BEXES () B

Fr L pEEHeA tANBRS, ®F “BREILE"
£ “EREILR" UEXREAFPIKSID,

4.10 B2 AEE

EREBRATRRIRSIGEAPIMXRISS, EAPIMXIEREIRIRSH, RIEEIHAR
SHIR=E.

S SRR —TiKeyFiSecrettHRl, FREBRELIERIAPIABAR . HESHID
SEAPIS, APIRXESIHESREIAPIIGERET, SEMERNESEE, WIHEE
RIS REBRESRIHTES, B S SERAAPIFIEITRAAUthorization
SRS R E—HOREIRAPI AL .
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(ERRIE

4-1 EZZHERIEE

AAPIMFIE HEmESR
SEETHA EEETHA

HiEES, R Authorization

ERAPI LhEaSEEs

AR AP BwERS

. EEHetIEEEEA,

2. BB ZZIAYPEAP,

3.  APINKEBEEEANERAIXEFiRIRSS, LttAfAuthorizationskHEEERZEE.
EHRRSEIFAENFFLIES (fHlallava. Go. Python. JavaScript. C#.
PHP, C++. CF ) #1783, BUILLXIERLERINAPIMXEITRAY
Authorizationsk&EZ 2B —HERIRIEAPIRE XM,

[if=tg Wi 2
£ 4-11 EEESHURA
{ERIn )%
ZIAZIR BHENXEZIR, AFRIFENESR.
e RS ZFHEAPAIESER, aiEE “HMAC” . “Basic

Auth” . “AES” #0 “Public Key” .
ELBINEESE PTG “public_key_enable” 8E/,
77 1F%1E “Public Key” 28I,

TREE EFaesNERE X, BELITRM:

e aes-128-cfb

e aes-256-cfb

Key IRIEEIZAZIARE, HERRNZHRER

e HMAC: IEEAPPINIEFRERZBYTRIKey o

e Basic Auth: ESbasic\IEFT{EEIEBFE .

e aes: HEFaesi\iEFH{FERIYZEAkKey o

e Public Key: ESpublic_keyi \iEPF{FERERIZNE
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o HMAC: IHEAPPIAIEFT{FEREZEAXIAISecret
e Basic Auth: EBSbasici\IEFF{ERINZE .

o aes: EHFaesIAIEFTFERN@E.

e Public Key: 1ESPublic Keyi\iEFF{ERBRIFATE

TiASecret BEE5Secret— &A1& .

IFEZLE

SEZFEETEIRRSHITER, TSR ERFAPIMNXEIDT FAIAuthorizationsk
PR EE—HRIICAPIN G LM,

4.11 BENXIAILE

BEMINEEEMMIALE: BlimBEEXINEGEIRBESN AL
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ANSSLIES . SSLIEH R THIRERINIZFSDIERINES, IFRRIAEFNEIA
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B,
openssl pkcs12 -in cert.pfx -nocerts -out key.pem
o IREUIFHES, LA “cert.pfx” i “cert.pem” 59
.
openssl pkcs12 -in cert.pfx -nokeys -out cert.pem
P7B 1. iEPEEHE, LU “cert.p7b” e “cert.cer” Fffl,
openssl pkcs7 -print_certs -in cert.p7b -out cert.cer
2. Y8 “cert.cer” IEPXEEIZEGZN “certpem”
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privatekey.der -out privatekey.pem
o IREUIEF®GS, LU “cert.cer” iy “cert.pem” A
B,
openssl x509 -inform der -in cert.cer -out cert.pem
ST SSLIEH
NRFEEHESCIEAISSUHIESR, HNIEBFIRRTE, HEFESGES, & “BME" 5
BFE ‘R, (EOEBEERIA,
SNEREFHAISSLIEPR E4P M7= B EFHINBIIECAIER, BBAIMIZIEZMBIA
FiE “ZHFEFHAE" BIFFEHTTPSIMIALE; WIREFHAISSLIER E4BEIhrinE
HEFRIABTCAIER, BBAMZIGZMBIAKT “SIFEPIRIALE" BIRAE
HTTPSXXEIAILE
[REEE

IEREIESERE, HEAAPISERNEIRIIHZEIEIES .

4.13 fAaFEE

GEBETERTHRSBISAPINXEZMIAMGINGILE .. ERNBETERVPC
RIRERFMIE(S, MEESRR, ERRREEEERHIIEINEE (RSFEBER
&), URBHMRSRSHFEENEN (MRS BEXRE ) , NLIWERRSSH
SIS BRI RS T RAIEE,

SIERFEEG, EOIAPI, BEinIRSZEEAHTTP/HTTPSHY, fGiniRSSHEEATLIL
BERFRCIENREEE.

N, REFBHEER6AECS, ELIE—RKAFEE, EFECS 01F1ECS 04ERINZEI R,
WiEd, LATAPIMXEE REEET LA EIE G afRaEAAIECS 01F0ECS 04,
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AP|
BPFPigE 4 APl 55RE

4-3 j@iS APl Xip Rl EBIEAY ECS

aRiEE ECS 01 ECS 02 ECS 03
AP ECS 04 ECS 05 ECS 06
VPC

o FFEEHEFVPC Administrator@B R,

° élﬂiﬁiﬁéc*?é%ﬂﬁ%%% , BEIETRRSEEE. APINXSRFHBEFRIIRSE ZEM
=-A EE o

o INRBBEZXREVNRARS, COEUFREERF, SERFRBINCCEERE ( VPCEIREL ) o)
TurbofeE¥, HEEEIETIERE

k|

o MMRIRISEHIRIFAIRSBESLE, BERRBANSHFHRLHIZIRITRA .

o CBIEAYCCEERFSAPINXLAIBTR—VPC, s&E & EEEXIFER
EHVRIEMBENA . BEE—NVPC (B BMRE ) . WHEEEFLHRE
EMERS, FEAREHOBCCEERRFIBEPR “BRMER” RINFIAPIRKLS)
FEPR “BREH” £, BNESSHAPIMXEIFRMERE,

o EEIBMNTIFRABFTEEPodIRE, FEMIRSSECER IJEIS PodinERigEET
e, MATIERBRSIRAXSE. BMNRMEESEmESER.

o HCCEEHAGET “elERa%"™ DB, BREPodRE, #
AEIZTERBETNHE, £ “SREE > &SR > Podin®” KiGiicE
HIET

o TECCEHZHIGEY “YAMLEIZE” HFROIETERERT, AtEPoding. 4l
un “app=service01”
spec:
replicas: 2
selector:
matchLabels:
app. 'serviceOT'

BlZRFIEE
S HENAPIRIESHIATE,
S RIEIR S NS LR
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AP| 3

BPFPigE 4 AP| 55RE

£33 EEMSHIZEE “APIEIE > APIREE” .
R4 BF ‘REBET TE, HAIGHBESIRNH.,
S| BE ‘QIRABEE" , BREEMMEE.

X414 EXNGEERE

{ERIR iR
BEZR BEXRHBEERZIR, BFRINFENGEEE.
%0 REEEPENNROS, BAFNERRIESRAS.
BYESBEIA1 ~ 65535,
PEREE B AEEHEBRFEAXEIPEEN.
PEREEEEWMTILM:
o NS
o NN Ew/INESRE
o EHENIIAES
e URINAH
wmiEER o EIFIRSSEEET!, APIHNERIGHE S AENEEFHIE M
ZIREZRIIEEIRSEEIP, B EESNEE6,
o IEFMIRS R, APIHNERIGHE D AENEEFHIRAR
$5IP, BNRIEIESNEET,

Se BiEmERRSEE.
MERL
REHBEISTARELE, TIEIIEEIRS SRS,
o EERRSER.
a. B ‘UERSZESAE” .
EHEPESRSROEES, BE HBE” .

& 415 RSHENERE

SRR ik

SEBIR B5MRSRDENERR, RIBMIEEN . BlE
REB—ENREMNIES SEZTR, HSEERER
BFIEHK .

S IBEERSRDHEINEE, NEERK, BAEIix
DETIRSH|ANERMENS .

iR IBEESHERMER

b. BFE “RINERSEE -
ERED, EEFMAIREFMINARS:E, 25 “BE” .
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AP| 3

FBFEr 4 AP| 51
c BEZRE, HITEEREERE.
[ J ? ZFEHEJ’:’ nnﬂijli.u:
a. BB “CIERSZ=RHA” .
= §$i¢iﬁ%ﬁﬁ%a§’\é HER, BE ‘e’ . BBESHESERL-15,
b. EBF “FIIEiRIRSZSEEMU" , EIRPIESGiRIRSESHbE,
%4 16 Flﬂﬁﬂﬁjjnna
R fR
[EimARSS e bt B RiniksSE2a91PHblE .
EAERATR HFREENNERESFZAIFHATR, (NHEEED
R EPHPERT T
iwA EHERiRRSSENHEROS, wOA0RERRE
BEfiwa .
BIERE HEEEREERSRE, REERHEE, B RIEnK
FizIRS = L.

c EERME, #HiTRERERS.

$]7 EEMIRSRSHHE.

BESSEE A 4A

1.

dotault

oE

RIETRSHRA, REMRSER.

X 4-17 HIRSBEE

(E2I 1k

MRS 3R Z=5823|2 ( Cloud Container Engine, f&#RCCE )

=5 EIREERE, IPE ‘EERSHR/EIECCE” BE.

GRSl Ji'EECCEEEﬁ’J =g, ATEEXN—EHIRIREANS
SKHHRES
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API %
FBFigr

4 APl 55HE

(SRIR

%

MR {EE=2Sit

- FTIRFERE Deployment: TEIR{THIALEFREFT
AIEIRSIRSH TIEREIR A TIRERE -

- BRRESTIEfAZ; Statefulset: HIETITIEFLFE
HIETARS TERBIRABRES I ERAZE .

- SFIPHIZEEE DaemonSet: SFPHZERILBIRESE
(EEFEL ) P B UE{T—1PodsLfl, HET
HOONEREY, WS AEFIE—1Pod ., 3BT
MEERFIZIRRT, XLEPod&K B o
2l

HiERDaemonSetiE =Mk EEIZERIFFEPod,
TERERBIINRIESE TIEQEE.

ARSSHARIRE

IRSSHRR(E

R TG EAIPodinE , BT PodinEisER AN TIF
g, IRSBIHMRBIPodiRERIRE, IRSHRmR(ESIPod
RERYE,

PodizZBHXABIES, BEEITEE5ER.

2. EeERS=DE.

BF “RIRSESET , BEER.
= 4-18 [REF[RHERE
(EETR ik
ARS5 88 HBTR EUANRSITRME, BPBREWSERIEL.
*yiﬁj\ﬁa %ﬁiA: 1 ’ 5-H_B0~1000
i5EH
DEREEERGEEEN, NERIAAT, BERSIFHESL.
[FimBRSS iR A G HEERO .
TEREBAR ERCCETEfaE.
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API %
FBFigr

4 APl 55HE

%

e TAEREAIPoAITES . UIRIRSSAMRBRFIIRSSIRA
EARE—, BREEEENTIERERE, ErLIBITE
FHEMMPodiREIEER TIERE

flgn, T{EREFB01FNITIELF028%apptBE, AIETIE
Fversiongitest_ nameX 9 TYERF013 T {EaZk
02,

THEGa#01:
spec:
replicas: 2
selector:
matchLabels:
app: 'app01'
version: 'v1'

T{Efa#02:
spec:
replicas: 2
selector:
matchLabels:
app: 'app01'
test_name: 'test_value'

3. EcERpfE, #HiTRREERE.

T8 EERERIEE.

xR 419 EREEEE

{EEIR T

Y FERLUTIMY, SRFEPENIITRERSE.
o TCP
e HTTP
e HTTPS
ZRIASITCPIMY o

W EIAILE {NENR “HTTPS” BY, FEIRE.
FRERE, APINIZSIAEAPIRIHRIRSS . WIEIAEFTERE
P EIRE, B2ERESH .

iy REWYAH “TCP” B}, EEIRE,
BEREENRIBEREER.

Bk o GET
e HEAD

KBEiwa #EEENBREO.
HRENT, BEIROARFEBEENKROS
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AP| [

BPiErm 4 AP 5E1%
EEIN ik
IEEEE ¥R EBEPENEEIRIEN: EEEEXRL, xB

R ENEERE,

EVESBER2 ~ 10, HREEN2,

SEHRE ¥EGHBEDFNSENKIER: EEEERM, xH
TR ENSERE.

EESBER2 ~ 10, REENA5.

FBATATIE] eEHAE), TIWMAAIRTE, BAAF,

EVESEBEIN2 ~ 30, BREENS.

ELERIE) EERXCERNERRTE, BAAF,

EYESBEIAS5 ~ 300, TRE{EN10,

HTTPIE RS REHNFA “TCP” B, BEIRE.
IEBFRHTTPIGRAT, FIKFEIN(ERBIHTTPIGRES

$R| BE ‘ST’ elREEERILE.
SNSRIBIESRAMARSS , CCETfRLAskRY “SLAIP” & (1B ) , “/SiniRs5 st

> 2ELSEE,

4-4 ARSI LR A HBEIFIE

,,,,,,

RS

SR

RSB

NG

IR

.

[EEEERE
1. HHAAPIGELHIERINEH .. BEIE—VPC (B BNMERSE) . IHEESHN
ERZCCERFE SAPIGELFIRIMLSET, BERNER.
a. HA=BEES|IEEHE, 7 ‘SR TEPHECOIEAICCEERZIR,
b. # “2¥” WEM “‘NRER" KiFEE “BENR” , FHicR.
c. HAAPIMXIZHIG, E “LAISE” TEPEINAILHIEIR,
d

£ “LHER” mEM “‘BR° XigEEERINEEESASENREE—
ESZO ﬁuizz_:z&, -\L%;?]\E\j]no
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AP| 3
HPFPigE 4 APl 55RE

2. GUEAPI, KBEREERFTRIFIRIRSS FFAP .

EESE =
{EFAAPIRIXFH =2 285 | CCE TR task

4.14 KISEIE
APIETLAREHEMA T RRESAR, MER. MikskFFE. RELEASERBAFIERIIR
15, TR,
elfE37 N
$E1 HANAPIRFIRHIARE.
S ARIESIRAV SIS E R
S| IEAUSHEER “APIIE > APISEES” .
Sl BB SR TE.
SIS BE COIRINET , EEREES.

& 4-20 MIRER

EEIN 1k
RIEZR APIREBTR,
A WEHRMER

$E6 S “HE” , SIEWIER.
SIEIMRAINE, & “NEERE" RERYIFRFETHEZIIINER,

PAlEIEZ N
EBITRESTful APIETLASEIAPIZRIABIRELEASEIRAES, WNRifIaEMIAE, EEFERL
FRiRINX-Stagesk, ABERIMIER, FlaNisaE s “DEVELOP” RITAEE, NUERN “X-
Stage:DEVELOP”
(AR
APIRXESEITEISH B ThaE, EERERRE, ROSHEHETEEs.
[REER(E

BIESSIMRSE, EHLUSAPIEREIAG, LUEAPIEREER.
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AP| [
FBPFiER 5 RS

RS

gL="

5.1 BIZFI=FHIEE API

{EEFAPPINIEAIAPI, FEEEAPIMXFEIE—NMEIE, LAAEREIEIDFIZANT ( Key.
Secret ) . EEIEEAVTIESPEAPIG, A BJLUERAPPINIEEREAPI, ZFin ( APIER
& ) EARAPIIIESF, IEZARIEHASDKPRIZERIATT, APINMXIRSIRIZZIAIT T
Bp3d, TR . XTHERAPPINER SR, BRiEESE (FAIEE) -

(iR
o {ERTIANIE/EAIAMINIERIAPI, THEEIEERE,
o BILOIRSEIESONER.

e[k
ST HENAPIRIKIZHIERE
$R2 RIFLIRISEAMSH=E B IEELAl .
$I|3 EEMNSHIZIERE “APIEE > SIREE” .
$R4 BE ‘QEER" , HEREREER

x5-1 FRER

ERIR 1)

FRER EARAIBIR
A X ERAINGE
AR

#FAppKey (Key ) FlAppSecret ( Secret ) BTEEXECE . AppKeyE2BMNIRR, ZEFIILEH
;%Zlﬂ%ﬁﬁﬁ%k?ﬂi, AEWFER “‘BEXNEE” , ERSRWINEREBIRR, aEERIEE
BE.
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AP| 3
FBPFiER 5 RS

5 B ‘“BBE” , CIEEE.
o GIEFIENING, EREEEREERFEERENEED,
o EBFRZESH, HNFIBRE, EFEkeyFSecret,

-

4B7E API
SB £ “EIREE TE, REEESY, ENFERE.
S22 1E “KEFAPIT XIs, BT “4BEAPIT
I3 IEFEETAE . APIDLEFNAPI,
SBA BE HRE
SNFERRYBAPI, TEAPIFRTEITRRE “HR40” A,
AR
—MERATIULBES MAPPIMIERIAP, —APPIAERIAPIETIASPES MER

5.2 &858 Secret

KeylE—BARAJEE, SecretxiFEE, HESecretfBEENZE. EETHE, REH
i‘(;clzetﬂ%g&%l, HREUEIRRIAPHS LA, 1BEMSDKHRIZEAYY, HEF AR
BMESR

ST HNAPIRISCEHIATE

R REIRSHELNSHE EBIEELH,

L3 EEMSHIZEE ‘APISHE > SRS .

LRA REZESH, BNERFERNE.

$E5 B “EFSecret” ,

ZR6e EHEPEE ‘HE” .
----45R

5.3 JEIZIAIESEE AppCode

EZINIEEEBAPIRY, FEHTTPIERLEEHEIEII— N S5X-Apig-AppCode ( 2%(E
BERIFES “AppCode” HIE ) , MARENBERABTES, APIMXH{UIRIE
AppCode, FIRINIEREE, Mﬁﬁ;&)ﬁ&&ﬂl‘]r‘

LEAAPPINIE, BFETRISZIAERE,, APISKEEATLUER{FHKeyFSecretfEEZ
RS, LAk {ERIAppCodeit 1T {EI 2 IAIIE
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AP| 3
FBPFiER 5 RS

(MEETY:
o ATHRZE, BHIANEHZIFHTTPSHNARAPI, RZIFHTTP,
o BMERERZAEIES M AppCode,

4R¥ APPCode
S$I1 HNAPIRIEIEHI AT
L2 RIETIRSEANSHE EBIEESLol,
$E3 TEMSHZER “APISE > SIRERE”
S BEEESH, SNERFBRE.
$UB5 £ “AppCodes” X, B “FINAppCode” o
6 7EHEThEEAppCode, RfEERETE “BE -

% 5-2 fig& AppCode

{ERIR ik
A iEEAppCodefIER AR -

o Hnh4rk: HESHIERMAppCode,
o FafiimN\: BENXAppCode,

AppCode XFahim N B NEEESAppCodefY(H.

.

{$5F3 AppCode i#1T API iERIEIZIAILE
H EQIERAPIRT, MR “APPINE” FHEFFRE “SHFESINE” .
(1 #5288
MREELEBEAPINERINIE, BEEIENEHE, BAPIEHAT, FESIAEENER.
S I ESINENAPISIEEE ORISR,
HIE3 BEERE, MINERLEPEH “X-Apig-AppCode” , BIGERESHEXES.,
LACurls =0, HEINSLERSHEFR: X-Apig-AppCode, SEEET AR

AppCode,

curl -X GET "https://api.exampledemo.com/testapi" -H "content-type: application/json" -H "host:
api.exampledemo.com" -H "X-Apig-AppCode: XhrJVJKABSOXC7 d****¥kix FZL4gSHEXkCMQC"
AR

5.4 ST iRECHR S

EREARIEATIRGIZFin (APIERAE ) EE N IEEMRRIAPIERIXE, ZiF
BENXEEE,

NiERAS 18 (2024-03-07) RIS © LATITERARERA 116


https://console.huaweicloud.com/apig2/?#/overview

AP| 3
BPFiER 5 RS

BMESR
£ HNAPIREIRE SR .
$E2 RIELIR S TEAMNSHE EHIEESA .
$|3 EAMSHZIER “APISHE > ZIRSE"
SBA PEEESH, BNERFBERE.
S| £ EIREAURS Xi%, BE 4R .

$IR6 THREPGRECHARISEE “CIEHRIE .
o IEEREERE: BE ‘EREAKRK &, EERE.
o CUEHTRER: BEERS-3REERE.

& 5-3 BB EIRACERES

SR ik

SREEBTR IS EFIRICERISAIETR, RIEWSHMBEN . #iX
eI —ERInAMNIESEAREEIR, HEERER
B IEHK .

BERENESER IREFCARERAIERGRIARTE . BIE0, BHSI9 /NG,

BENREATIE £792020/08/08 05:05:00, MIZFERZFi%ED
EMEEMZM2020/08/08 05:05:00FFa4%, &4~/\AFhY05
DFHAZIT—NETRI05 S ZiEa— B zATE), BP
05:05:00-06:05:00 89— R{ATE], LALLSEHE,

A< IESEERHEAIEHS, BEERE ‘B o D7 |
“B7 F1 “R7 . FBS “APHAIEIRE” ECEEA, FR
B ERE Fin el iE AP SR R

AP IEIRRH IBSEFIRAEMBAPIRORE LR, 5 “IiK” BEfE
%O
faik BEE iR AR AIEIRE R

FB7 REERETRGE, B “HE” .

R

5.5 §hE = H SRS
YR BIEE AT A AP Pt ( APHEFBE: ) IPHBAE, (RIPIRIRIES . 15
LN E PR E BT, /AR PP ARAP,
BEL R
SB HNAPIREEIATE.
S IREEIRASTEEMSAE E5HEEp,
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API %
FBFigr

5 RS

£E3 EEMSHIZEE “APIEEE > FREE" .
$RA BEAESH, SNEREFBRE,

SIS £ HITEEIREE K, BE HET .
£ THRETERERRKER.

& 5-4 4iEnin=EHIR S

ERIN

ik

shi’F

AR RIRNE .
o RIF: FRNXAVHEEIPHIHIE FinkiE AP
o b FRREILEFEIPHIAIE FimEARAPI,

[agiichils

HBEEKIPItLIEES .

B “IBANIPHBLE” , INAIFEREELLEREAPIRIZE FikIP

ST REEETHE, BE “HE” -

R
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API %
FBFigr

Ill—j;""'/\w.']‘.

=T

6.1 API i5#=

6.1.1 SZFFRIMIEEIR

ThEgiee

REENX T APIMKIRSS EIR A MIEIRSS A IEiEtrAar B =

SYS.APIC

% 6-1 ISiEtRs AR

S[E), MEFRIEIRY R4
EX, AFRLIEE = EiEiRS IR EIRIEH e APHEIRIG RAPIRM K ARSS P 4RI

BIEETEEER.

$8kRID BIRBIR aX BESEE MEYIRE&ME | Usi=EHA
E (=ats
=)
requests | EOAAX | FitillE8api | 20 MEXTSR : 1958
# EOBAR L= hRAPIM
AOREL XS5
MBHRE:
instance_id
error_4xx | xFER | SitllZEapi | 20 MEITSR: 1958
# EOIRE]4xx L hRAPIK
?Ei%ﬂ’\])ﬂ KL
o MU
instance_id
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API %

FBPigr 6 IS
}SHRID ERBIR aX BYECHE MEXTREME | W=EHA
E (Riais
)
error 5xx | SxxHFEIRX | HitlEapi | 20 MEXGR: 1534
# ZEIR[E]5xx LE=RAPIK
EIRADREL K341
MBHRE:
instance_id
throttled_c | #i=H9E | SeitillEapi | 20 MEITSR: 158
alls FIREL wniEaoiE L= hRAPIR
BxE KL
NSHERE:
instance_id
avg_latenc | FIIFEIRE | FitlZapi | 20 MEXTER: 193¢
y (% BOTFW | gy = | TZARAPIN
RZFERTATIE] = | s
MSHERE:
instance_id
max_laten | RAIEIRZE | AitM=Eapi | 20 MENGR: 153§
cy ¥ BORKID | gy =5 | TZRAPIK
RZFERTATE] | s
NEHRE:
instance_id
req_count | EOERKR |ZiEtnETF | =20 MBITER: 158
# FirtlEapi EAPI
BLIRRIR NBer:
5 api_id
req_count | 2xxi@FX | iZdEtsEF | 20 MEXTSR : 1534
_2xX # FitNEapi EAPI
%DEFHZXX M= 4 2 -
i MELERE:
E’fl/f'\?ﬁ ap|_|d
req_count | 4xxFEX | iZEtsEF |20 MEXTSR : 1558
_4xx # ZiHEapi EAPI
EOIR[E]4xx I e s -
. N MELERE:
2R api id
req_count | 5xxFEIX | iZdEtsAF | 20 MEXTSR : 1558
_5xx # FitlEapi EBNAP
;ﬁDEESXX m= .
. - MELERE:
HIRARE api id
req_count | SEIRE ZiERET | 20 MEXTSR : 1958
_error FitMEapi EAPI
EOS89E TSR
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API %
BPiErm

6 M=

184RID BiREiR | aX EEE MENIRHE | Wa=fRHA
E Qs
=)

avg_latenc | FIOFERZE | iZiEtsFF | 20 MEXTSR : 15958
y ¥ FitN=Eapi ) ENAPI

FELI P TS
max_laten | RAIERE | iZiStrATF | 20 MEITR - 193¢
cy oL FitNEapi B =FD AP

ELRAI B

[Nz SE R At E] api_id
input_thro | JRARE ZiERET | 20 MEXTSR : 1958
ughput SEirNEapi | gy E1API

EEAY

BOSR | Byte/kB/M | MR

= B/GB api_id
output_thr | iRHRE ZiEtsRF | 20 MEXTR: 193¢
oughput GutlEapi | gy EAPI

BOREN | pyte/kB/M | MR

= B/GB api_id
node_syst | MXTRR |&ist=AF |1, 2, 3, MEXTSR : 1958
em_load | #taEk SO T T G == v BAMXTS

IBEMXTS | count =

R B

‘T%E, 1§E7.R1EE node |p

KRNI, 2R -

HRkfiz, 3%

EN=YIN\]
node_cpu_ | RIXTI= ZigtrF | >=0, & MEITR - 153§
usage cpulFFER | FEitHRIE | fi1: % BT

IEEMXTS =

FACpUfERIEE B

node_ip

node_me | MXTRAW | ZiERETF | >=0, B MENTR: 153§
mory_usa | fFEFEE FitHEiE | % BAMNKT
ge EEMXTS =

RRPIFFER B

= node_ip
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AP| 3

BFiErm 6 RS
HE
% 6-2 AP| MK IEIIEIRNS4HE
Key Value
instance_id L Z=hRAPIRX
instance_id,node_ip EERRAPINET =
instance_id,api_id API

6.1.2 BIEEZMN

1BEps
BIICIRBEZEMN, SaTaEN MEEBIRSEINREE, KT TEAPINEIRSETIR
R, MImEeZIFREE(ER .,
SZMNEIESZMNZIR, MiExdsg, Wi, SZHE. SWZERNEE A%
BHIE2SE,

BUHESRIY
APIE#IER

BELR

S HNAPIRIKIEHIETRE .

T2 RIESFRSEAN S L5 EEL6,
HI3 EAMSHIZIRE “APIBIE > APIDAH”
TB]RA RELHAEH

£S5 £ “APiafT” WERY “IEIENE" Xig, B% ‘EFRESKE” , RO ‘mRSE
=7 RE, SEUESENNNAPIMKBIZEZMN .

R

6.1.3 BEE LSRN
SSIESTAPIMEAIZI TIASHITHELE, LB IEFHISEMINEEAPINAZIR

WEFSIEHT

BEEHB API FIEIERIER
SHT HNAPIRIISHI S TE,
S RIEIR S MSHE EAERLA.
$|3 EANSHEEER “APIEIE > APIDEA” |
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2 request_id 1BXKID
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10 host IERNEE
11 router_uri 1BEKURI
12 server_protocol TBERIMY
13 status M SR 2SS
14 bytes_sent R AN (Bf: =15, EERET.
MRSk MARA )
15 request_length BRKE (B £, 85867,
Bk, BKIK)
16 http_user_agent FAFPAEFRR
17 http_x_forwarded_for | X-Forwarded-Forsk
18 upstream_addr IR =il
19 upstream_uri BERBIHAIURI
20 upstream_status [EiRIE LRSS
21 upstream_connect_tim | S5iginEE 7 %EZFr ARYE
e
22 upstream_header_tim | \FFHIE S RimEIEEE M S imIKEE!
e B FrFEE
23 upstream_response_ti | MFFAS RikiE &R M S iHmRENE!
me RE— 1" F T AAEE
24 region_id =HRSEBXID
25 all_upstream_response | NFHA5S fRimiE I0&E#E M fEimsRENE!
_time RE—NFUREE, 2. &%
=i{Ad, JFTARTEIEE .
26 errorType APIERRVEEIRZEEY
o 0: IERITHEIR
o 1: REHEIR.
27 auth_type APRAIEFZEEY,
28 access_model1 INEETC o
29 access_model2 INIEET(2, FEWEIAILER, AEENX
INIERS .
30 inner_time apighIAZRAMIBATS, AR,
31 proxy_protocol_vni VPCE iR T5 AR 4B FRIH
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32 sroxy_protocol_vpce_i VPCEIRT =D,

33 proxy_protocol_addr = PRI Ptk .

34 body_bytes_sent APIiERRIBodyiA KN, BAIZFT5,

35 api_name APIZAFR,

36 app_name HEBAPPINIESIEIRY, ERG{EREIY
APPEFR,

37 provider_app_id APIFF/ERIAPP ID,

38 provider_app_name APIFFEAIAPPETR

39 custom_data_log1 BREEX BEFERET

40 custom_data_log2 BREEX BEFERE2,

41 custom_data_log3 BAFREEXBEFRIES.

42 custom_data_log4 HRPEEX BEZFEES,

43 custom_data_log5 BREEX BEFERES.

44 custom_data_log6 BREEX BEFERES.

45 custom_data_log7 BREEX BEFERET.

46 custom_data_log8 HARPEEX BEZFERES.,

47 custom_data_log9 HARPEEX BEZFEE,

48 custom_data_log10 HARPEEX BE=FEEE0,

49 response_source BRI A SER o
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50 gzip_ratio Eﬂé‘ﬂ[ﬁlﬁﬁbodyﬁiﬁd\'—iﬁﬁﬁlﬁ K/NEIEE

51 upstream_scheme [EimtNEEE

52 group_id 481D,

53 apig_err_code [FPSEIESER
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SEECER

E—IREIDT, —1MEWSENARBERIES LA, IREFEZCIEESILAI, o]
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FABHEE . FEEASARAIERL |, SHSRXEORIGIN4ANFAB L . BIRREEEN
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XiF, BHERAROWSATUEREAUFRANEE, T
BAMTHIREA, FREMEIER
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R FIRARSSEPEEINERMES, BFREERIPvoittitis
18, WFEBAE “THFIPV6” .
i54H8
SENIS| A LS
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e app_token_uri: ¥KBYaccess_tokenfduri,
e app_token_key: access_tokenBJfizzkey .
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REEERIRAAZN, BIARIZX.
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BIPath&= {74 MAME,

FFE “api_uri_no_escape” FF¥KfE, {ERPathA~EE N AIIN
BEIRZIRT-4,
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7 SLRIEIE

& 7-4 Path R M2 IMAIIIRE

IhfE AR APIalE | BKRAE% | api_uri_no_ | api_uri_no
EXK | BIER | escapeFFX | _escapeFF
Path Path x4 XHE
APIEX | APIGH{TILECEEH | /{path} | /aa /aa/aa Jaa%2Faa
AYPath %?2Faa
28R | RinRSSEER | - - /aa/aa /aa%2Faa
HE AYPath
httpZl EEM{FEAEPath | - - /aa/aa Jaa%?2Faa
httpsE
TEME
KRR | REEEIERAN | - - /aa/aa Jaa%2Faa
Uty 2f9Path
F£= APISBEE=FHIA |- - /aa/aa Jaa%2Faa
INIESR | IEREES, EiEF
i3 FE=JA9Path
kafkaH | APIgBEkafkaBHE | - - /aa/aa /aa%?2Faa
X | HEEREEE, 8
R AYiEKPath
TREE | (FRHURIIEEDA | - - /aa/aa Jaa%2Faa
B BENREEE
BF, APIGHRER
AYPath
Function | APINFIRERL | - - /aa/aa Jaa%2Faa
Graphfg | FunctionGraph
Uty BY, &XFRES
skPath
BEX | APBAESTERE | - - /aa/aa /aa%2Faa
INIE BEMIAIER, &
EF R E B K Path
----£55R

74 irEEE

BITARETIRER SEBIRIR

1. ke,

P EREEIEIRSS ( Tag Management Service, {BFRTMS ) T EEIEER.
PHRFENREERIE.

TR, HEDEELMRR, LMIELHRFHITOEE
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AP| 3
BPFiER 7 LIS

BRIELER
£ HANAPIRIKIREIAE TR
£ EEMSHZ®RR “THSEE”
SE3 EEFIMREIEAI L, BE “‘BERIENEG” RS
SHA T B TER, BE FINRE” .
IR HEIEAER, ETUAE
(MARIY:

NIERYBREEIRTEAPIM AR ABRAR SRS, NFIRRIRSRISMN HSTERINTE o 17
BANRAFEIRERIEAIAN, NWETRESSERMTERY, BRAAREER T H#TE aﬁlﬂﬂli

rﬁo

WS BE PR .
R

HEXRME
HNFEEIRRS, BIMIFETEL, B8, SHREELFSE.

S SEREEN — ERRFERSIE, B REEERS R,
T2 HAREBERSENE, EESEREEER, SIELARIE.

1. IXi;E' &hAPIHB’EﬁET‘Eﬁo

2. KRB 5%;‘% “APIG” ,

3. ,\ﬁff‘*ﬁ IR RINAIRES 2

et

7.5 BinTTREE

iR ATFEVPCHIRIFED RIRSZIEE(ERE. 2. IAEREEEE,
FERE—XiEgAd, eI =WEVPCGAha/FFRLAPI,

A
BRIPREASH— . ItR—XIE5;, EfXKIE>TRinT R EEIEE.
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7 SLRIELE

7-1 E—X1%EE VPC 159

VPC

AP

] APl

BEP R

‘

ELB

L1 HANAPIRIKIEHIA T
£2 EEMSHIZEE “SSHIEE” .

$I3 HELIBRILAI L, BE “EFEHG” SZLAEH .

$]4 BE ‘BipmRERE X, BERRTRER, FAEEISERETREE,

xR 7-5 Bir T RIER

VPC1
AP itE
TS ECS ECS
4
EETEEE VPC2
APIREE
LR ECS ECS

SR izl

REEE BREinTERSETR. SEWILEIRT, BEaIEEVPC
RigTRIRSS, ATLRR IR suEE L.

EEEE BREEEINELHNRIETREE . IREEHERIR

TR, BRE ‘CERETRT SIZ.

Kip T RID: LirT=AYID,

HTRR: Zir T RIDRIRR, ARIRBIEENLimT
&

W& BT RAPIRES.

FFRIF DRSS, FEERITRRSIIZR
PREBERE? .

BEE: BErmoelEENKSID,

BlUEEAYE): RimTs _AIEUERTE,

B RinT RERSXR iR T mANEEERL, Ak
“gg” EE “;Eg@” o

A

i pA LSBT IZERRTIAE, EEEEVAEENIES
B S5%2R, HEIRRF,
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AP| [

PSR 7 SERIETR
SR 15488
RPRETE NREE B TEHRE A EHEP LI s TiaE.

AJLUR B RVFERIZ LT RBRS AR SID, 1R
IKSIDFINEL T RIRSZAIBREH,

BE “NINBARRICR” , HEKSID,

o FINKSID: EZDRIFT RAURINIKSID,

o GUEAIIE: BREBRIEIERTE,

o BF: MERPORIT RRURINKSHITRIF, 3F
B ERNKSABZRFHR.

-

7.6 SLHIFISEE

i?&ﬁﬂ%m‘é%%iﬁﬁﬁﬁ’ﬂﬂ%ﬁ?ﬁ?w, RIS TS B IR FAHEC R E S MR

A

o SRISTIFELBRBIRYSLAINIMSEE, FREFASIHN—. ItR—XiEgsh, EhXiEg#ERT
FREE, WETELET, KERSRENY, FTEEMERE, BRISRE
HAH TR R E .

o REEAEEIESME, TixbEEME.

o MISEERY, HFIMIPREET, WHHEXMNXIEEESEBRREETEREN
W, BIIEMZS R SESSZR! BRENEZ0XISEAI TR !

FE1 HANAPIRKIZFIS T

$I2 EEMSHIZERE “SSHIEE” .

$I|3 PEFTELFHAM ‘B > MEELE .

LRA LHISPERIBESERT-3, BERRINE, Bk “T—27 .

£S5 ?2{559&1&%, WERSNY, B “EXT BFIFAEE, TERHK15~305

(MR

o ‘GF/8R7 HEKRRAILE, ERETENBEFIEE, FBHFTEM.
o “IEHITE” RANLAHIEENSII T EASTER

TR
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AP| 3
BPFPigE 8 SDK

SDK

APIREFFRBYIAPI, ZRINEANENEIAMIAIE. APPIAIE. BEMIAESTIAIE. M
EZHXBILARINEER, 52 EEAPI, ASTEERMHAPPINERISDKFEH AR

B
BEER
APIEFIAPPINIIERY, EHRIEEE FHISDKEAINAY, SEXRFEHAPIRIAM.
BIESER

FE1 HANAPIRKIZFIS T
$I|2 EEMSH=ER “SBEh0” .
H$IR3 BE “SDKERMEE|" T,

R4 EEFTHANESS, BE “THSDK” , TEHSDKE ( SDKEZER ESDKATEFIRENL
13, REIESSDKEARE ) -

SIBEERY, S “SDKRY” .
TR
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API %
FBFigr

9 FHE&TAY API

9 ERAEA&HI API

9.1 }AF API

i

HIZ

APHEMHETEAPINMEFRE CHIAPIS, APIERZEMAPIMESIEEAPI,

PR

ESE

NREFERRAREE ( CIZAPISERRFASERIEIRIESZ ) i59API, ZiEiRiE
Z8/XHEZ0LAiAEI10000% ,

WNERIEAPIREIESES “APIETE > APIRES > SSUTFHEIR” BEEY “ OIiESSULIE
B BOFETRE “CA” 33, IBATREBAPIE, BEELATRE

- {ERHTTP/1.0tMYERAPIES, AFiFiEkLH7FE "Transfer-Encoding"&

- RAFERCONNECTIERTSE .

- ARFERLFEEES " Content-Length"#1" Transfer-Encoding”
- RRFBERITHEESEIIEEIT

- Aifheader nameRIFETIEEIZHIFT o

- AARFERL"Host"hFETSIETITHIFT

- RRFBRLFEFEES I "Host",

ERFBAPIET, HRERSRGENESAPIRYLIEEE T TR

MRS ERFSAPINEERREVPCARRS, ATE#EHIGAPI,
MNBRWERFZSAPINKER—XIGAARRVPCHRY, Bl@IIeiEVPCIEER,
BENVPCHIMEITIE, SCHME—XIZEVPCHGAPI, BREEESEVPCHSE
EEREE

MR EBRFSAPINKEARRXIFERIARRBIVPCHRT, BiEid eI =iEZEsLHIFm
HEEEBAIVPC, EHNVPCHIMEZITE, SCMEXIHEVPGHTAP, BifE
BiESEEXIHVPCHIE,

MRS RFESAPIRKEIT AMEE, BHERAPINKE4BEEMEIP,
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9 IFHE&TAY API

SREX APl BOTERER

A FAPIRT,

IRENAPIRTIERIER

EHEECAPIRMEIRENAPIRIERER

TEAPIRIEIEI E1ER “APIEIE > APIFIER” |, 7£ “APIFIER” REHnIFKENAPIAY

“iﬁ% ” .

“ERITIE”  “ERIBRET . BEAPIRIBIREN “APIETT” I

H, % “iRicE” 5 “fRinkcE” KIBIRENAPIEAEE

SREXAPIEBAIES R

RIBAPHEBNZEINES AR, BEREEXRANISRIAIESE:

NIEST

NEHER

APPINIE (&5
INIE )

[EAPIR A SRENZAPIPTHZ I EAIKeyFSecret, LARZIA
IEE 2P {ERAISDK,

APPINIE (&5
TAIE)

AP EIRENZAPIFTIZI E#ERIAppCode.,

APPIAIE ( WE
IAIE )

[EIRFSREXAPPIAIELAR: BB SGANEFRFRANAIE SR

APPIAE
( app_api_keyiA
iF )

[EIAPHRHESREZAPI P IUEIEAIKeyF]Secret o

APPIAIE
( app_secretiA
ilE )

EIAPHRHESREZAPI P IUEIEAIKeyF]Secret

APPIAIE
(‘app_basiciA
iE )

EIAPHRHESREZAPI P IUEIEAIKeyF]Secret

APPIAIE
(app_jwtiAiE )

EIAPHRHESREUZAPI P IUEIEAIKeyF]Secret

IAMIAIE ( Token
TAIE)

RTBRSFERIARIKSERE

IAMIAGEE ( AK/SK
TAILE)

gﬁﬂyﬁﬂﬁ%iﬁéﬁgﬁﬁﬁmﬁ%ﬁ’%ws& ARG AIERS 2 PR
9SDK.

IAMBAGE ( IXEE
TAIE)

REIRFSRENAMINIELAR: B RE SGAIEFRRANAIEE S

B IAIE EAPHREERENE RSP EEFHIEESCANEER .
FTIAILE THRINIEHER

FE=71IAIE (API
HH8 )

EAPHREERENE RSP EEFRIE =TTINEER .

- IREUEIEAIKeyFOSecret:

MAERRAS 18 (2024-03-07)

WRIERE © LEARITERARERAF

142



API %
FBFigr 9 FEEAHI API

FEAPIMKIZHIEIERE “APIEIE > RIREIE" , EEIEIIFRPEIAPIFTIEIN
EREIBIR, ANERFBERE, KEEIEAIKeyF1Secret,

- REGAESEFERSDK:
FEAPIRIEISHIAIEIE “BBI0” | 7E “ SDKERHES]” R FEMMLE
ZFF{EFISDK .

- ¥XEYAppCode:

FEAPIMXI=HIBIkE “APIEE > TIREIE™ , EEREIIRPETAPIFTEIN
ERAIZIR, HENERFERE, & “AppCodes” XigH3kEXAppCode.

VAR API
AR
AEDIREEREIFLIANESHNRERS, ERIRHNEMSHREFTERFBTEE, WiE
RIECE . SSLECES . IREFIRSHEERRESSHUSER, ENSEWRINEHITIE.
1. MHEAPHER, RHIE0T:

POST https://{Address}/{Path}?{Query}
{Header}

{
{Body}
}

- POST: iEKFi%, HEMIREAPIRIERERFIRIENEKRT %,

- {Address}: iERitht, BEBRHRIAPIRGERISE-RIAIEIS AL . 15
AT R P EIAPI,

APIERIZ= APIIERSHECE

(= B3 A FAAPI {EFERRSS D ECHYEI IS SRS 4R ERYE 2R A
API, THERIIMECE

{EFIPIEADEFAULT | APISIF (S RAIPHENHEDEFAULTSHTRIAPI, T

>£AARYAPI EBINCE -
EAIPIEMBIE o (EFAHIPHINIESZIEAFIIEDEFAULT A FAIAPPIA
DEFAULT4BRYAPI UEAYAPI:

1. BELAINECESE “app_route”
“app_secret” iI€&A “on” ., R
“app_route” Zf5, E—EIEAREEINAE
B KRESEFNTTIERIAPI,

2. miEKIEEHRIIHeader&% “X-HW-ID”
1 “X-HW-APPKEY” , SE{EJIAPIFTIEIX
EEAYKeyFSecret ,

o {HFIPHBLE#ZIAAIEDEFAULT S 4H FHIFEAPP

TNIERIAPI, FEEBRHEFRINHeader5#{
“host” .

- {Path}: IERIEEZE, FEIRNIREAPIRIERERPIREAIERER

- {Query}: EigS¥, ik, BRXH ‘SHB=-SHEYE" , HElimit=10,
SNERSHZEER ‘& B . FRIERNAPIRIERERFIREENER

SHHITIRE .
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9 FHAEATAY API

{Header}: i5KLSH, 8L H “SHZ: SHEYE" , HaiContent-Type:

application/json., FHRIEIRENAPIEIEREEPRERNERSHHITRE

{Body}:

ISRHEYR, JSONIETU. FBIRIEIREXAPIRIERERFIREAIER

RRETHERHITIRE -

2. AAPIBKRFIDAIEEE .
APBAIEST APIERSHEE
APPIAIE (BZIA (EFASRENAISDKITAPIIEKHITE R, BNESE(ER
i) APPIAIEEFIAPI
APPIAIE ( fE5IA FEAPIiERFFIIHeader2# “X-Apig-AppCode” ,
iF ) SEUEIIREXAPIRNERB(E R HIREXEIA9AppCode, B

KESEWEND,

APPIAIIE

(app_api_keyiAiiF )

o LHIRECESE “app_api_key”’ BEIREN
“on” , FFEapp_api_keyilAilE,

TEAPIIER iR INHeadersiQuery2# “apikey”

SEEIFRIAPINABERIREEIRKey .

APPIAIE (app_secret
TAIE )

SLHIECE S “app_secret” 2ig8EN “on”
FSapp_secretililE, B “app_api_key” 288N
“off” , FiHapp_api_keyIAilE,
EAPIEKRFRNINHeader8# “X-HW-ID” ,
{BERIRENAPIETERE R PIRENEIRIKey
FEAPliERFFIIHeader2# “X-HW-AppKey”
SHENIKBAPIRSARERHIREE UE’JSecreto

P

APPIAILE ( app_basic
TAIE )

SLEINERE S “app_basic” BigEHR “on” , F

[Bapp_basiciAilE,

EAPIEkhiRINIHeader&%{ “Authorization” ,

S#{89"Basic"+base64 (appkey+":"+appsecret) ,
Hrhappkey#lappsecrets 5 /93REXAPIRSERER

EPZkHR%UE’JKey*DSecreto

APPIAIE (app_jwtih
iE )

IHINECESE “app_jwt” E1REH “on”
Bapp_jwtiAiE
EAPIEKRFRNNHeader2# “ Timestamp”
FEAHFIETEAIUNIXATEEL, RAAZER,

TEAPIIERFiFINHeader&8# “Authorization”
SH{E9sha256 (appkey+appsecret
+timestamp) , Hsha256INZEHN=FFRENNS
F&, Hrhappkey#lappsecrets3 5l /93REXAPIRTF
BEEHiRERIRIKeyFSecret, timestampaZigi
ASERIUNIXESIE)E:, B NERD.

EAPliERPiRINHeader&# “X-HW-ID”
{B93REXAPIBYE RSB SRENEIAIKey .

, T

W

2

APPIAIE ( XETA
iE )

FEAPIERFREIHEFAPPINIERI B E SOAEASAIE S

15N O
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9 IFHE&AY API
APRAIEST APIERZSHEE
IAMAAIE ( TokeniA SR EIREFEE09IAIEToken, ABEAPISRAT
iE ) INHeader2# “X-Auth-Token” , SH{BEFIAIE

Token, B{KiEZ2%ETokemAiE,

IAMIAE ( AK/SKIA

{EFISRENAISDKIIAPIERFITE S, BIMESE

iE ) AK/SKIAILE .

IAMIAIE ( XUEEIA EAPIERPEAHERIAMIAER B E X GAERSAIES

iE ) ISH

BEESIAIE RIBEENAENEN , TEAPHERSHPIEEEXTIA
UHEE#ITIAILE

ToINIE TEINIE, BJEZEARAPI,

%?Eiﬁft ( APIZE MAPHRHE RS KRS HPEIETINE=FINIEE

mn N0

9.2 Mgh;E =k

EFAPIEY, APIRSIEINEI FIMALEE L o
X-Apig-Mode: debugZR7Ria iz iE 2 LIENMAPIMKIEIXES

RGBSk R 548
X-Request-ld | i&KID FAEEIREK, #BRELSH
X-Apig- MAPIRKEEBIEREIRTG | (XEBEKRBELBEEX-Apig-Mode:
Latency REEHE LAY AR debughd, REILLSE
X-Apig- MAPIRKIEKREREIRR | (NEEKRBELEEX-Apig-Mode:
Upstream- R[ElE R LAY BT debug, BREI®RIRSZEELARIMock
Latency B, REISE
X-Apig- APIREEFIER NEIEKIERE LB EX-Apig-Mode:
RateLimit-api | ;=) debug, EIAPIEZE T APIEEI
remain:9,limit:10,time:10 | B9, IREIESE
second
X-Apig- ARPRERHIER (XEIEKIEE LB &X-Apig-Mode:
RateLimit- T debug, EIAPIECE T AFRERS
user remain:9 limit:10,time:10 | A9, REILSE
second
X-Apig- ERERERFIER (RIEBRIEE LB EX-Apig-Mode:
RateLimit-app | debug, EAPIEE T EIERERS
remain:9,limit:10,time:10 A, RIS
second
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AP|

FFig’E 9 ARE &I API
MapzE RSk ik izl
X-Apig- RIPRERFISE NEIEKRBEELEEX-Apig-Mode:
RateLimit-ip | = debug, BAPIECE T RIPREMRE!
remain:9 limit:10.time:10 | A9, REILSE
second
X-Apig- APIBUARIZ(ER (XTEiEKBEE LB & X-Apig-Mode:
RateLimit-api- | =z debughy, IR[EILESEL
allenv remain:199,limit:200,time:
1 second
X-Apig-count | IEREZISAPIGHIZUREL ZIAPIGEAAN G ZIEKRE=IR(D]
S, ZX-Apig-countiiskLEY
BXT 100, =REEAPIG.0612

9.3 1HI=MG

SFHAAPIRY, FIEEIBEITERPRYEIRID. MRIEF “APIGW” FFLAJHIRES, 520
APIRIREEIRIBHI TR o

0 #88
o EIIAPIGEEOSIEAPI, REEIRE, FENEIRPIESZERG.
o (FHAPIGHEIZAEAT, BLEIRAD (AAPIG.0101 ) JiE, EiREEHIEEEART, Bitant
EREEHITRMIER

% 9-1 {Ei215

HRE | ERER HTTP | iEX BRAER
RE&
i3
APIG.01 | The API does not exist | 404 | APIRTFESR | IEIEBAPIFR{E
01 or has not been KAEIRE B . iBKA
published in the A, BBEFNCIEERY
environment. APIRE—H; &
BAPIRE A,
WNERAHEIEEF
WiE, KEEIEKX-
Stagesk2HE K
HHMER; KE
VEFBAPI{E BRI
BEEER4ER
APIFR7ERY S 4H
APIG.01 | The API does not 404 | APIBRFIER | -BAPIBEKRGE
01 exist. == BEESAPIENH
Yalri=|El
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AP| 3

i e 9 AREAHI API
ERE | SRER HTTP | iEX BRSZ
RE
i3
APIG.01 | The backend does not | 500 | F&kZIGi% BXERARIF
03 exist.
APIG.01 | The plug-ins do not 500 | TiEREUEMHED | BRERARSEF
04 exist. =1
APIG.01 | The backend 500 | TiEHFIRIREL | BAERATF
05 configurations do not =1
exist.
APIG.01 | Orchestration error. 400 | fmHEEEIR KEAPIECERIRE]
06 FRins¥eaalE
APIG.01 | The custom lua script | 500 Luaffi R &SR | BRESASTF
07 encountered an HEEIR
unexpected error

APIG.02 | API request error. 400 | BRBAAEE | FERAGIERNEK
01
APIG.02 | Request entity too 413 iBkbodyid X R NERKbody A/
01 large. (KF12Mm)
APIG.02 | Request URI too large. | 414 | i53KURIZX TNMBIRURIK /)N
01 (KF32K)
APIG.02 | Request headers too | 494 | iEsRksLidk (& | R/IMERLAN
01 large. MERLKTF

32KEFrEIEK

RKEXTF

128K )
APIG.02 | Backend unavailable. |502 | jSisAnaIFd KMEAPIERCERNE
01 kil =] ) =2
APIG.02 | Backend timeout. 504 | [RimiEAT 1B KEBATHY Bk 4E
01 NS iRAIRAIRATE)
APIG.02 | An unexpected error | 500 REREEIR XERART
01 occurred
APIG.02 | Backend unavailable |502 | FisA<aIE KMBEAPIELENE
02 ImE KM ERE

[EimARSSIERIMY
—
APIG.02 | Backend timeout 504 | [RimiBAT 1B KEBATAY B2k 48
03 NSRRI IERTE]
APIG.02 | SSL protocol is not 400 | SSLIMMARAA | {EAsZHFAISSLI
04 supported: TLSv1.1 X WARA
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BPFiER 9 AAE &I API
ERE | E|IRER HTTP | iEX RRSE
RE
5
APIG.02 | Verify client certificate | 400 | BFIHIFPRLE | KEZPIHIEIBE
05 failed L BIEH
APIG.03 | Incorrect IAM 401 IAMIAIHE 25 | 1eEtoken2dE
01 authentication = ffa
information.
APIG.03 | The IAM user is not 403 IAMEBRFPARITF | RERARPESHEE
02 authorized to access VAITAPI HZ2ERE!
the API.
APIG.03 | Incorrect app 401 APPINIHEESE | WEIEKRAIAIE.
03 authentication = B2, EEsH.
information. BRIRFIER(FEH
NExE. BR. &
S, BERIEE
A, mBEERF
i 2B E 2 E
. BSEEH
APPIAIEREFAPI
EEZAHEIE
B
APIG.03 | The app is not 403 | APPARFIFIAIE | EAPPEEIZN
04 authorized to access AP| 15I8JAPI
the API.
APIG.03 | Incorrect 401 INIHEEHEIR REANHEERS
05 authentication 1FH#
information.
APIG.03 | API access denied. 403 AAFHIEAPI | MEEEENAGE)
06 API
APIG.03 | The token must be 401 tokenTEEFFH | EFFMIAMILER
07 updated. token
APIG.03 | The throttling 429 | BHRERERT | FERERFREL
08 threshold has been 5], MNERARAIEIH
reached. 2B HIEKE
LR, iB4iEMmsz
17
APIG.03 | The project is 403 projectA~RIfEEF | {FEHRAEprojectis
10 unavailable. g
APIG.03 | Incorrect debugging 401 NSRS | BRERARSSE
11 authentication 1=
information.
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AP| 3

FAF¥sr 9 FRAE&HI API
=B | ERER HTTP | iEX RRSE
RE
i3
APIG.03 | Incorrect third-party | 401 F=FNLEER | KBEBHEERE
12 authentication iR, TANIEEMW | 1B
information,auth fail
APIG.03 | Incorrect third-party | 401 B=RHINEER | KEBERFBDE
13 authentication Hiz, BipER | BE5E=AIAIEE
information,identities HhBEHERRE
error =5
APIG.03 | Incorrect third-party | 403 | E=HIAMEESE | BREEATIF A
14 authentication 2=, HEELR | BERFREEE AW
information,access FZiEK, MRZ,
deny NREHE=FIANIE
AR D=8
BB LARRIR
APIG.04 | Unknown client IP 403 | TERRBERIG | EEAZE
01 address. |Pitiik
APIG.04 | The IP address is not | 403 IPHELEARSBIFS | IOEIPHBUEE AH
02 authorized to access i3] ERZERT
the API.
APIG.04 | Access to the backend | 403 EIRIPARRIFS | BimIPHEt ek Si%
04 IP address has been i) 1A XT R AT PHBLIE
denied. AFiFiAIE
APIG.04 | The app is not 403 | RMNESEENIP | KERIPREEES
05 accessed from a BB FBIE | [aiEd RIS E
trusted IP address. = T e EIES
APIG.05 | The app quota has 405 | APPEEBHEL | I9SLAPPHECER
01 been used up. L S BT
=mIAARR | EARIRE
A
APIG.05 | The app has been 405 | APPHEIRES RENAFE
02 frozen.
APIG.06 | Internal server error. 500 AEREEIR BXEFAZF
01
APIG.06 | Bad request. 400 | IBEREK KMEBKREEAE)
02
APIG.06 | Domain name 500 | IEBERHTEM MBEHEHE, LU
05 resolution failed. RigZ2REHET
IFrfaRY Rttt
APIG.06 | Failed to load the APl | 500 | RINERAPIECE | BERIZATIE
06 configurations.
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API %

P8R 9 AREAHI API
ERE | SRER HTTP | iEX BRSZ
RE
B
APIG.06 | The following protocol | 400 | WMYXA#RUF, | ASTIFAIIMY
07 is supported: {xxx} FFAINNE ( HTTP/HTTPS )
XXX, il
= xxxLASE
PRI PRI ES
Rk
APIG.06 | Failed to obtain the 500 | GTiEFEEEK | BXEBATIE
08 admin token. R
APIG.06 | The VPC backend does | 500 | #FFfaskFin | BRRRALIF
09 not exist.
APIG.06 | No backend available. | 502 | RBEEENE | KEFREEHES
10 i A, WARER
SXfrEERE—
34
APIG.06 | The backend port 500 | RiminEARIKE | BRERARSZ
11 does not exist.
APIG.06 | An API cannot call 500 | APIERES IEKAPIFiRED
12 itself. g, BEREH
T EEBIZ102
APIG.06 | The IAM service is 503 IAMBRSBERIAR | BXEARZS
13 currently unavailable. 1)z
APIG.06 | Incorrect third-party | 500 | SRENEE=/5%MN | EHE=7IAIER
15 authentication VPC RFBETRE | RHBERERS
information e 1FtA
APIG.06 | Incorrect third-party | 500 | iEEFE=F%N | KEHE=FIAIER
16 authentication request ARSI =RIER
information
APIG.06 | Incorrect third-party | 500 | SRENEE=F%M | EHE=IAIER
17 authentication e mIvE ST FEBIER
response information
APIG.07 | Backend signature 500 |itEBEmRERE | REEASE
05 calculation failed. g
APIG.08 | The IAM user is 403 | ZIAMBFPEY | BREEARZR
02 forbidden in the BiUregion#FEE
currently selected H
region
APIG.21 | PublicKey is null 400 | EFEARKE | RERAZES
02
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API %

BPiErm 9 AAEA&fAY API
R | ERER HTTP | iBX RRTSR
3
APIG.22 | Appkey or SecretKey is | 400 | Appkeyak KEIEKAIAppkey
01 invalid SecretKeyA& | i SecretKeyE2 &
& i
APIG.22 | Refresh token is 400 Refresh tokenA~ | #&&Refresh token
02 invalid Bk =5I1EHA
APIG.22 | Access token is invalid | 400 Access tokenA~ | ¥EEAccess token
03 Bix =AM
APIG.22 | ContentType invalid 400 ContentTypeR | #&&EContentType
04 =} 2RI
APIG.22 | Auth parameter 400 | NIEBHASTE | REINESHES
05 invalid 1Fff
APIG.22 | Auth method invalid | 400 | JIANESZEAREE | REINESEESR
06 1EHf
APIG.22 | The length of 400 through_datai#8 | through_datai<E
08 through_data is out of &< +FFR300, RiE
range SCRRIEIRIEEE
through_datalI&
APIG.22 | The value of 400 grant_typef9{E | grant_type Rz¥F
09 grant_type is not in N =7 client_credentials
enum List . refresh_token,
IRIELPRIBE RIS
APIG.22 | Lack of grant_type 400 TR/ SIS R 7 hgrant_type
10
APIG.22 | Lack of client_id 400 | BROERFIRID S INE FiwID
11
APIG.22 | Lack of client_secret 400 R OZRIEZEE | imNINE iR
12
APIG.22 | Lack of refresh_token | 400 fr/Drefresh BRERFE AT+
13 token
APIG.10 | Refresh token is 401 Refresh tokenid | EFfkErefresh
01 expired HA token
APIG.10 | Access token is 401 Access tokenid | EEFfr¥kEXaccess
02 expired HA token
APIG.10 | App not match refresh | 401 AppSrefresh Bclient_id2&
03 token token4~[ILEg R
APIG.10 | App not exist 401 AppATFE K& access token
04 =BIEH
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API %

FPiEmE 9 ARE &M API
HRE | ERER HTTP | iBX BBRRSE
i
APIG.10 | AppKey or AppSecret | 400 | AppKeyay; KMEIERAY
09 is invalid AppSecretA~E | AppKeyz},
;i AppSecret2&I1E
ff
WRINPE © AR ERABRAE 152
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API %
FBFigrE

10 NRETE

1 O PRELE

gL="

10.1 SR FRBUER API R

BITES Y

MR EFEXEFRBRNAPIRXIRSHTIIREE, SALUERRE—IMIAERSS
( Identity and Access Management, fES#RIAM ) , EZIAM, &aTlA:

o RECUMNSER, FEENEHRKSS, Aol TR IR TR
IAMPBF, LR THER—Z2EE, FERAPIFXESAR.

o RECAWAFHRG, BETEMSDNR, LUATIRRZ EIRREE.

o BAPRXESARERABCY . SRNHBKSHERRS, XLKSHER
IRSS PTLURIBIIR TR

MBLHRWSEREREENER, TRBRBTNAMAR, EALUBEAS

W, FEIEERAPIRE IS IS

AEDAENEYAREINNGE, BERENE10-17R.

SLRAPARNZE, BERTERFPEALURINAIER10-1, FHESSERERE TIEE,
tﬂ;@%giﬂﬁmlIW?EHE%Z?I‘E?JEEHE%@W, IAMZF5ARSSHIFR A REKIBES IR
PRI o

% 10-1 APl MXRIR G B BT SREE

Rame/ |k 38y (RIS R

RISBIR

APIG APINXIRSHIBIERINIE, | RRHE MNRERIEI R R

Administra | EIZNRAYAE PRI LAER Hitt B2 S ENOE.

tor APIRKBRSSHIPTBIIRE - bs . TEZE, MEE
EERIME P AIEXT N
BRSZAYAdministratortl
PR o
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API 3%
BPiEm

10 NRETE

Rt/
REEBTR

%

(L3UES

APIG
FullAccess

APIMKBRSSETER . H
AN PRAIA PR LA{EFIAPI
KERSSHIFRBINEE

RGTRIE

o

APIG
ReadOnly
Access

APIRIKBRSSAIRisE5E14X
PR, ABEIZNRAIAFRAE
BEAPIMXIRSHIZEE

o Ye)

RGTRNE

NI =

10-1 5 FHP 2 APl X IRSB IR IS

FHa

¥

BIEAPEEN

¥

BIERF

¥

PSR

—_

L)

]

BIEERPAEFHRIN

HEIAMIZHISEIERFE, FHIEFAPINKIRSZSHIR “APIG Administrator” %
“APIG FullAccess”

N

w

SIEAFHIMANRFA
FIAMIZFIGRIZAR, FREIMANFEZIAEFE.
FAPERFAIIR
EIZRAFRERIESE, BIEAPIRKARSHINR

10.2 API B E N RRE

INREFTRERIAPIMKINR, FHEEIURINER, JLEIEEENREE. BENXR
BRARRTLAZINAGEANIR ( Action ) 1555 4RI E SRIESTISFAOSANIR .
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AP| 3
FBPFiER 10 RPRETE

BRIEATSTFIA TR e B E MRS :
o FAIIHMERIEZBENRE: THETERIEE, KUMCIRESIEIRERR
5. BF. BR. FMEERIBRE, JEIEMRRE.

o JSONWIEICZBEEMRE: JLMEEERIBRIRG, RIEEAERIRIERIEA
7, UYL ERAREBENRSISONBIRIREBAS

BREIZLRESN: SEBEINERE . AENENEERRIAPINXEE M RERHF

B,
API 3K B & X RRg 5
o 51 AN EIZAPI. EiAPIRIIER
i "Version": "1.1",
"Statement": [
"Effect": "Allow",
"Action": [
apig:apis:create
) apig:apis:debug
1
}
1
}

o Rf52: 1B BIFEAPISDE
EERIEEERNESEHMIRIEER, SNEEERMER. BPHEIETIIREE
B, —/MESURAYERR IR ERTFEAlowF1Deny, ME{EDeny{ftst.
WRIBEEFFIEFAPIG FullAccessBIRF5KREE, (EARFERFIHEEAPIG
FullAccessHriE X HIBIZEAPIDERIR, ERILABIE—RIELEIFEAPISERNBENX
FRE&, SARRAPIEAPIG FullAccessFIIELESRIRIZF AP, RIEDenyL5EEN, W
BRPELITEREIZRAPIDEHIMNIFTBIRIE . IBRRIEREIMNT:

{
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [

apig:apis:create
apig:apis:debug
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API %
FBFigr 11 mEIHIRS SIS HRRIE

1 1 SEITARSS SZISRIK IR

11.1 =®HITIRFE 2SI APIG #B{E3IER

FE=EHITHRS
MREFBWE . ICRYEETRAPINXIRSZAVRFASE, BTXELXENT. #Hit.
REMFERNRTRE, BAFTRLETFERHITRS .
=HITIRS B AL TIEE:
o ICERHEITAR
e HITATEN
o EHITAEELNE
o SHHNHIIE
o KIBBR(FE

BEXBIRFEIIR
%ﬁf@i‘l‘ﬂﬁ%, EAILUCRSAPIRKAEXANRIESM, EFHERIEE. SHitHE
F 11-1 =HITARSSSFAI APl Gateway 12{EFIZE
BERR BiRAE E S LS
BIEEAPIEH ApiGroup createApiGroup
(BZAPIS 4R ApiGroup updateApiGroup
RIFRAPIS£R ApiGroup deleteApiGroup
KIEEAPINHZFREEIFE | Swagger CheckApiGroups
elfES7 8 Environment createEnvironment
ED YN Environment updateEnvironment
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11 ZEITERSS IFHIKRIR(F

BRESR RiRRE B2

RIFRTRLE Environment deleteEnvironment

mETE EnvVariable CreateEnvironmentVaria
ble

fFREEE EnvVariable DeleteEnvironmentVaria
ble

BRZ= EnvVariable UpdateEnvironmentVaria
ble

BRI SR Throttle CreateRequestThrottling
Policy

(EBURIT SRS Throttle UpdateRequestThrottling
Policy

B A= SR Throttle DeleteRequestThrottling
Policy

elfEN Api CreateApi

(E2ZAPI Api UpdateApi

FRIERAPI Api DeleteApi

AT FZAPI Api CreateOrDeletePublishRe
cordForApi

RIGAPIENX. Api CheckApis

i API Api DebugApi

HERM/TEAPI Api BatchPublishOrOfflineAp
i

VIHRAPIhRZS Api ChangeApiVersion

IRIEIR A S AP Api DeleteApiByVersionld

Bl E %A Signature CreateSignatureKey

B REE Signature UpdateSignatureKey

fIFREE = %R Signature DeleteSignatureKey

PEZEZEA SignatureBinding AssociateSignatureKey

FEPRAPIS E R EARISIE
KR

SignatureBinding

DisassociateSignatureKey

éiBIEuw?? g

ThrottleBinding

AssociateRequestThrottli
ngPolicy

FEPRAPISiRIZREBRISIE
KER

ThrottleBinding

DisassociateRequestThro
ttlingPolicy
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API %
BPiErm

11 ZEIHERSS IFHIKRIR(F

BRERTR

HiRkE

SHEMR

BRI SRR

ThrottleBinding

BatchDisassociateThrottli
ngPolicy

SRR E ThrottleSpecial CreateSpecialThrottlingC
onfiguration
(UM ThrottleSpecial UpdateSpecialThrottling
Configuration
TR BRAFER I ThrottleSpecial DeleteSpecialThrottlingC
onfiguration
APP#5ZY AppAuth CreateAuthorizingApps
RRPRIEIY AppAuth CancelingAuthorization
HEihS2 ApiGroup AssociateDomain
HEZIER ApiGroup AssociateCertificate
(v ApiGroup UpdateDomain
fRYME A ApiGroup DisassociateDomain
BRI ZIE+ ApiGroup DisassociateCertificate
BUFEACLEERS Acl CreateAclStrategy
1EACLEERS Acl UpdateAclStrategy
THIBRACLERRS Acl DeleteAcl
HEEMPRACLERRS Acl BatchDeleteAclV2
KAPISACLERIHITHEE | AclBinding CreateApiAclBinding
FRBRAPISACLERREERISPE | AclBinding DeleteApiAclBinding
HEEREFRAPISACLIRREEAY | AclBinding BatchDeleteApiAclBindin
4B g
BIE B E XIAIE Authorizer CreateCustomAuthorizer
(& B E MIAUE Authorizer UpdateCustomAuthorizer
fIBR B E )IAIE Authorizer DeleteCustomAuthorizer
SHAPI Swagger ExportApiDefinitions
SNAPI Swagger ImportApiDefinitions
BIEVPCEE Vpc CreateVpcChannel
EHVPCEE Vpc UpdateVpcChannel
MBRVPCIEIE Vpc DeleteVpcChannel
N DNE RS iwsEfl Vpc AddingBackendInstances
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API <

FFism 11 ZEITIRS ISHIRIR(E
BRIESR RRER SHEWR
B fEiRsEH) Vpc UpdateBackendInstances
Bk = i SE B Vpc DeleteBackendInstance
HEELFIRESZEIRES | Vpc BatchEnableMembers
oA
HEENEIHRRSZ RS | Vpc BatchDisableMembers
eI F
B VPCIBIERRENE Vpc UpdateHealthCheck
RINEREFVPCGEESE | Vpc CreateMemberGroup
AR5 =R4H
EB@VPCEEE%HE%%% Vpc DeleteMemberGroup
%%ﬁVPCEEEQ%HE%“ Vpc UpdateMemberGroup
EUEDEEE MR, ApiGroup CreateGatewayResponse
1224548 B E X Mg i ApiGroup UpdateGatewayResponse
PR 20 B E M IR ApiGroup DeleteGatewayResponse
B E TEEEIREE. | ApiGroup UpdateGatewayResponse
BB E XM Type
MRS LEIEEFEIREEAY | ApiGroup DeleteGatewayResponse
SRRV Type
IR ESE Feature CreateFeatureV2
BIEE=IRELA (2T ) | Instance Createlnstance
B E=hREAI Instance Updatelnstance
LTS SPEEIP Instance AddEip
SCABIRREBEIP Instance RemoveEip
FEEFAMEO Instance AddEngressEip
EFSLAIH AR Instance UpdateEngressEip
KALHAMEO Instance RemoveEngressEip
FEEFAMAO Instance AddIngressEip
EFSLAIN ARG Instance UpdatelngressEip
KIAZHI2MAO Instance RemovelngressEip
B E= RS Instance Deletelnstances
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11 ZEITERSS IFHIKRIR(F

BRESR RiRRE B2

IR E=hR=A (82E Instance CreateOrder

H3)

SR FEMEEEITE | Instance CreatePrepayResize
IHEMRTE Instance CreatePostPayResizeOrde

r

vpc-endpoint

AcceptOrRejectEndpoint
Connections

HEEIRINSEAI R T ik
- =F=1c]

vpc-endpoint

AddEndpointPermissions

SEMIPRSLFIR IR T i
e =F=1=c]

vpc-endpoint

DeleteEndpointPermissio
ns

SR PR N SEG)
A9bREE

Instance

BatchCreateOrDeletelnst
anceTags

SNHIRS Microservice ImportMicroservice

BUEESSLIEH SslCertificate CreateCertificate

IEHZ4BESSLIER ApiGroup BatchAssociateCerts

12 EEGESSLIEH ApiGroup BatchDisassociateCerts

fHIBRSSLIE+ SslCertificate DeleteCertificate

{ESSLIEH SslCertificate UpdateCertificate

SSLIFP4PEl Certificate BatchAssociateDomains

SSLIEB R4 Certificate BatchDisassociateDomai
ns

SRR Plugin CreatePlugin

(B e Plugin UpdatePlugin

B ¥R 14 Plugin DeletePlugin

EHSBEAPI Plugin AttachApiToPlugin

AP TE Rt Plugin AttachPluginToApi

FRIRGBEHRIGAIAPI Plugin DetachApiFromPlugin

FRRRGBEAPIRIIEF Plugin DetachPluginFromApi

BIEEAPP App CreateAnApp

1B APP App UpdateApp

fIBRAPP App DeleteAppV2

B5ERH App ResettingAppSecret
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AP| 3

FFiERE 11 ZEHIHIRS IFAIKIRE
BRIESR RRER SHEW
IRAPP App CheckApp
£lI#2APP Code AppCode CreateAppCode
Ba&ERAPP Code AppCode CreateAppCodeAuto
flERAPP Code AppCode DeleteAppCode
IREAPPRIIAIENET] AppAcl UpdateAppAcl
fRIBRAPPEIAIE) = AppAcl DeleteAppAcl
elFE RN AppQuota CreateAppQuota
(EMUERECEN AppQuota UpdateAppQuota
pIERER I AppQuota DeleteAppQuota
EIERCAYIE IR IZE AppQuotaBinding AssociateAppsForAppQu
ota
RN EIEECENAENEA94E | AppQuotaBinding DisassociateAppQuotaWi
E thApp
KAZHITIRSS

WRFEXA=HITRS, BERTRESIHIRERSS

1.2 EFHETSEH

BFn=

(s FEPR

AFHEAZEHITIRS CIREERERREGE, FRATRICRERSRRARE. FolE
HIRRIBIREES, RAFIRICRAFPOBSHEHEIERRIE. mHRITIRSEEEHE

SRFRIE7TRAVREICR .

RO NMEINMUERFEIHRS EEES 6 EE S HRE7RAVRFeR:

ENRSEHSIREERITEMH
EIRRSEHSIREERITEMH

BEKSIRIEFNEAHTTLIBE ZHIHER &8 T, SRSHNEHREEKRSBECSHY
EHINEXRNEEEES, EFARERSERENOBSIEFES, thall RIHRE
IFSEACERICTS /systemAE R FEEEE .

RAFPBE=EIHES S REERRE7RAHMFICR . IRFETIEET 7RATE
fFICR, BB EEMHRINRFMEIRSS (OBS), FAAOBSHEREEREN

. BN, BRBITRER7RLABIRIRIFCR

= L8R, 19WATIBE ZEHIHEH S EREEEFHE(FCR, 591

ZAEE mEHIHE S ERHIEREFHHRIFICR.
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API %
FBFigrE 11 mEITIRS SIS HRRIE

EFREHIIRERHITEH
1. BREEERHE,

2. BEHALA — , &R ‘FESHEEESHE > ZEHRS C1S7 , HASH

THBRSS IH

3. BEAMSHME “HHIER" , HEABHIEREERHE.
4. BEHIRZIFEISILEREGNNANRIESH, EoLAEmEsEEE— 1k
BRI
- BB WMASHNETR.
-  E4ID: WMASHID,
- HRSW WMARENRR, [ZEBHMERNEERLRREZTREEXINAY
APIEIRERNZ R RZMSHET, ZFBRAT.
- %ﬁID: BMNZRID, JZRFRBTRRIDITRCIELMAT, 1ZFEH
- =R ETHHEPIEENNIEIRSEFR.
- WEEDL: T TNREPIEENNARIRSEE
- BERF: ETIERIEE—HSNERRURIERF.
- iﬁ-é&%ﬂ: AEINA “normal” . “warning” . “incident” , HAEZRE
—IT,
" normal: FEEIERII.
" warning: RRIEIEEM.

" incident: FRIGBIFAMEFEOBER, s RIS,

- BYESEE: AEEEERIAVNT. &E1X. RE1EEESE, B8
EX &I BRESIERARES M.

5 ASEMYIRNE, BEIJIUSHEBFCRXME. RIFIE. REFIRERER
F,

- gi&?ﬁ@ﬂmﬁ)\ﬁ%“%%@$, ek Qn, FEEHSIRIE RS S
iz

L B S B, SR RS ARENERL XSS,
KIS T AR ARG, HEBSSH5000558.

- exCum, aLRTES R RIEE.

. 2xOpm, TUEEYEHIENERES . BREERNEIRETL
P, TEEAB SR, SRITESRITE, BASLT

6. XTHEMENNXEFRIFE, FEUSMEN ‘“HITRSFMSE > FHE
1" ETMSEEES “ ZHRITRSEMSE > FHEMH” &5,

7. (9)ik) RS MR E, £EALEHRY “REIRR” &HE, AITEEIRR
EHFIRTE

EIERSEHIIREEH TSN
1. BREEERHAE,
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AP| 3

PSR 11 ZEITIRS SR RIRE
2. %EEEJ:% — , ®&F ‘BSESHEEESEE > =HITRS C1S7 , #A=H
RSB RE .

3. BEAMSHIE ‘MR , EAFHIIREERE,.

4. APEXEFR=EHIHEHEN, ERSRAETHIRSEMIIR, SEREALES
A9 “IRMEBRR” 2, YHREIBRSEMIRRE.

5. HHIERZIFEIIHIEREAN MANRES G . HaiHEIRSZIFOMEERA
a8, FREEWNT:

- SSEE kR, BIRRERRSEE, £ MIETRETARMG .
TBIE R BUR R IR DRI, EHEFaMAENEARIRIRID.
" IEGRSRBURE MR, EFEEERENBRISEGETR.
" IERRBURRIERMIEEN, ERIEENFHNMARTBEANSEIRS

>

o
- BERF: A TMIEPGREE—BARRRERR, R ERPERP%S,
AR .

- BHERR: anslh “FrEsEERs)” ¢ “Normal” . “Warning”
“Incident” , RANEFEEAH—IR,

-  HESEE: AGREERRa7XRIESHERIMRIESME.

- BE ‘SU7 R, cHEIHRSSBEEERACSVIEIRIFRS ST,
ZCSVHEE T RRERERNMESEY, BRSSH5000%ER.

6. EEZERFRME, BE ‘B
7. EFHHIIERRT@E, £ L_JL,LE'#Hj%1’&3%321#[1]’]‘%&5]%o

- BE ‘SU7 %, cHEIHRSSBEIERACSVIEIRIFRS ST,
ZCSVHEE T RRERERNMESEY, BERSSH5000%ER.

- xCmin, TUREEISEHRECRISTEE.
8. EETBEWNEMAEM, BF ¥ BFZCRNEMEE.

request

aaaaaaa

9. HEREEENNCRAMN, BE ‘BFFM , SBE N ENERZRFEEME
RFHER
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API 3
FBFigr

11 ZEITERS IFHIKRIR(F

=gt

i

Yrequest”: "
“trace_id": “6T76ddae3-842b-1lee-9289-9159eeebalac”,

“code”:

*200%,

Ytrace_nams”: “createlockerConfig”,

“resource_type”: “dockerloginemd”,

“trace_rating”: “normal”,

“api_wersion”: "7
“message”: “createDockerConfig, Method: POST Url=/vZ/manage/utils/secret, Reason:”,

Ysource_ip”: "

“domain_id": "

“trace_type”: "ipiCall”,

“service_type”: “SWR,

“event_type”’: “system”,

“project_id":

“responze”: U7

“resource_id*: ",

“tracker_name”: "systen’.

“time":

“2023/11/16 10:54: 04 GMT+18: 007,

“resource_name”: "dockerloginemd®,

“user”:

{

“domain”: |

“name”: ¥
vighe *

-

10. XTFHMEMIXBEFERIFE, B2ISHEN “HITRSSUHSE > FHE

) ==+

YA

BP

S-S “ ZEITRSEHSE > FHEA

) ==+

BTlo

1. (&%) EIBRRFMEFIRRTE, BEHA LA Ak 1&RE, JIHRERHR
EHFIRNE
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APl 3%
HPFPigE 12 |BhR UI

1 2 IBAR UI

12.1 APIG {EEE

APIR% ( APl Gateway ) 2AIRIE M. SUH. BSXEWAPIEEIRSS, #BE)
IRIZEE . STEFISRS(EEIERIAPI, EENAPIRZAFFEIAPIFIVEAAPITNAE, AT
LATEIER . BRIE. 1RARAS. EXEHSCI SRR Fisem . WSSRENTFRL

e FFIKIAPI
IS FAREBIIAPIMX B SHIRS SEE -

12-1 API [ ARSS TR API

SEEIE

o
[

APIRtE APIFE
il APIETE VPCEE
..
AP
=
BESE AT J—

FHAPIRINL SS(ERERAZ A0 FEIFAR
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APl %

BPiEm 12 |BhR UI
12-2 APl KRS FIR AP ERRIZ
PR =]
S5
[t
4 e e -
BIJZEAPI ez
ERAPI ZERAEH
AETRAPI
L]
a. Gl
EZRFEMWELA,
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. gitﬁz%wﬁm@: R E CNAMERRITBI DA F 15 Lot
o RMISSUEBKMAEIERE: EMEBIEEIEIRRBESA RIS T,
[SELR(E

HEMIINZ S, EaLAFHRGIEAP], JSAPHEOEEEAPIMNXF, FRERIHREE.
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WebSocketfws, HTTPStEZ4FWebSocketfwss.,

o (ERERSBUREIRIHEEERHTTPS,

SRR 18 (2024-03-07) WIS © AT BRABRAT 190




API %
FBFigr

12 |BhR UI

RZ2# S

BXRA EOEBAT, 8IEGET. POST. DELETE. PUT. PATCH.
HEAD. OPTIONS. ANY,
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ptpg

HTTPS

oELETE

% 12-14 BiRERSH

(2R ik
EinRIEETR | BMEENXER, BFRIRENEIRRE.
5 - WRE—FE: REFERESEHNEE—IR, ERR
BEF BT LA .
- HEEEEM: REHEMEINRIESRY, tERIRRIEAE
o
REESG EEiRRIEERRFME, BIR0ZFER12-15F7%,
% 12-15 FIEEM
(2R A
SRR - GEiehE: PAARIAPIRYIE R U E A SREE SRR
- BRAZS: LUBRASSEUENRIESEERE.
- RHE2H: URFSEIENKREEEFRR. RRSEISAPIN
FAMBAPHERITH R FIEITRISHIE R
0
IR IBERANS " (ENRIEEMERT, \SEEEAPIHIHSKRPE ST,
WfEHeaderiHFII— 1N E2#
ﬁ%%#&i%ﬁéﬁ%%ﬁ, NRKRERESHERIBHR R AR IFFAIRST
B,
SEZTR - HKHEXRRERET A BRAST I, EBERE., EFE6IE

BASSHEN.
- 5 FERRT N ‘RRSHT B, FERESHETR.

= reqPath: 1&3KURI, &0 “/a/b/c” o

" regMethod: &X7G%, 0 “GET”

W
i
<t
I

INfE “FMHERR" 7 “BRAS B, BRERASHSHL

=1
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= =] 12 |BhR UI
(SEIR ik
it NTE “IEXRR” B BRANE” M “RHs#’ i, FER
=18

- 18F: BERSEELTNBMNER, L,
- #EE ERSPERFTEMEMERHT—MERR, FMH

)EES‘ZO

- g BRSHMERFEMENRAXPEQT—MERRE,
E S AVAS

1588

L RURR” N ‘RAESH HE “SEEIR” B “reqMethod”
Y, “HRMURE” (SHSHARBZEME.

FMHE - “HMER B “BFET B, BA—ME
CERMHEREY A WA Y, MAZSME, AERNESHE
7o

“RMERYY Jy “INECT BY, WIA—EE, fa: [0-5].

‘SRR 9 “TRME” BY, WA MPibIE, LA
RXESRFT .

B3 (mE) BEEERRSSH.

YR FAAPIEHME NS HIREI R FimAR S X AV & .

1. & ‘EmkESESH aled ™, BELATMMEE—ME AR ERIRIRSZSH.
- BE ‘SAANSENT , RABMRNECIZINREASSEH,
- BE “RINERSES” , RERERKFIGHEENEHRSEIRS .

2. 1RIEEIRIRS LFRISHZANSHEIEESIRGTX R, WE12-10F7,
12-10 [EiwiRS S HECE
« EdsiERPath rapi/mobile festos]

* [T 5000

EiRESER @ ~

ABEHR rBUE AT ERSEETR FEirsnus =i

test01 - PATH STRING test01 HEADER

test02 - HEADER STRING PATH
test03 - QUERY STRING test03 HEADER

s asEy @ Fsasimsg

a. SYE “PATH” (UB, BRASHBIRHEM “/FinisKPath” AL
&

b. EFAPIRNERSHEIR. NERILSRRSHER. MNERE .
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(AR

BHETREEEX-apig- « x-sdk-FFL, FRHANE,
BHETEEEx-stage, FXHKNE,

SHEFHEADERES, SHEBRXDKNG, BARTIF T,

c. WEE, test01FtestO3EAAPIRT D BIECEFPATHFIQUERY NS, Fif
RS @idst, ISFEHEADER B EItest01Ftest03MI(E ., testO27EIEFBAPI
BYBcEFHEADER[E , FRimIRSZEITMET, SEPATH B LIS EZtest05

Skizltest0289(E .

54N, test019abc, test02Jgdef, test03Jaxyz.

ARAPIEK:

curl -ik -H 'test02:def' -X GET https://www.example01.com/v1.0/abc?test03=xyz
iR EK:

curl -ik -H 'test01:abc' -H 'test03:xyz' -X GET https://www.example02.com/v1.0/def

$R4 (Tik) REFE

&

NREmARS BEZWAPIERERAINES, JLIBTIRERESESHKLI. API
MXEBRERRSEE, BEESHBNIESEERMUE, FBBERLKEEEHR
=

FJo

ikl

FESHSANETR, ARBILEETHE, BERRE.

1. & ‘EES¥’ GuRE Y, EREESHIIR.
2. BE “TINEESH , BAWRI2-16FRER.

12-11 FINE=ESE

HESH @ N

=ESNE SHATE BEE s —
DB
*£12-16 EE2H

HSn iR

FEESHZ BESHIZIR, NRSHIE “PATH” (I8, IBASHZIRE

B “FimigskPath” PRIZFRERE,

i8R
- B¥EBTREEEx-apig- « x-sdk-FF3k, FRHANE,
- B EREERx-stage, AP KNG,

- SH(UENHEADEREY, SHBEARARDOKNEG, BASFTEIZ.
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(SRIR i

SHNE RS HEERPAINE
SHBEBWT=F: PATH. QUERY. HEADER

2HE MANSHRYE.
faig T UEES AR .
(1] #88

- APIRXSEEESSHIIBTRAXERIRRSEE, SIWMIHSHERHITES SRKD,
BHRERRSIFAE D SHD. 611, S¥(Elapig]l, EEHSRKEEE

}9%5Bapig%5D .
“PATH” {_LEE'J%%MEASU&DT FERHITED SR ASCIFE0RI3THIFR . 2.
>0<o /% #0" [\ D, N N = = VN ASCl|ﬁS?ﬂ127§U255E}’J$f§Q

“QUERY” uﬁﬂﬁﬁéﬂz@ﬂjﬂu?—?” ITEDSHE: ASCIFEA0RIBTHIZERE. >,
<o &% #OC O\ AL W X =B8R ASCIREE127F IJ255EI’H—

o

\

SIS (TR ) RERKSH.

RBESHIEAPIN KRS IEAPISRITN RS TIISHIEE, SIENXANESE.
BIRIAIESE . BIRALSHSE, APINEIRIRSIKEGEIXLEE, aJLARTFM—Lts
BRI EIsR Mt B E XOAIERE ST o

. E‘EESE Qb Y, BREFSEYIE.

2. B “HRINRFESH , BAUNFRI2-TFRER.

12-12 iFMRFSH

RmEnAn REEREE EReRzE ERENGE

AEAESH

il A

RFSHEEE | - WMXRESH: APINXHFEENSH,

- BRAESE: BimBEEMANBREIERFHSEH .. £ER
E8h, FH “‘BEANLE” [/, ZaLUGRILSEEER,

- EWAISE: BiREENANBREERPHSH, HENX

FiniRSH, AR “‘BIRALE" &, ZRLUSERIILESEHE
io
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BPiE/m 12 |BhR VI
(EEIR A
RRASHZR | -

“EESHEEE A “MEXNESE BY, SIFERNTS
-

® sourcelp: APIERZEATREMEL,

® stage: APIERRIERBIAE.

= apild: APIIID,

= appld: APIERZERIAPP ID,

" requestld: ZRIEBAPIFTAERANERKID,
= serverAddr: MXARSS=RAYMBIL .

" serverName: MJXRRSZEEAIZHR.

® handleTime: ZARIEFRAPIRILIERTIE]

= providerAppld: APIRHERINAEID,

‘RFSHER 79 “BRINESE /| “BIRAESEH
gg , ﬁﬁ%ﬁ%ﬁ% RSB E SOMEREUR [EEE R PRISHE
IN—EY o

BEMNEREAIRS IANIREIZERSHABREG %, 52
Z ( APIRXFFARIER ) o

ERSHER | BRASHMRFIERSHP . REFERFNERSHZ
o
5B

BHEREEIx-apig- « x-sdk-FFk, RRHOKNE,
BHETEEEx-stage, RO ANE,

i‘%ﬂuﬁ%ﬁ HEADERRY, S2HEZAZIFFIEXBZHREERNFAXS
/J\E o

FiRZHMNE | REFTEMRFIEIRSHNE.

A TR G S ERER

$|6e BE “T—F7 , HA &

R

EMREIZER

[EEREMEN " WH.

B £ “REEREMEN” NH, BESNFR12-18ARER.

% 12-18 EXIR[EIZER

SR80 faR
BXIANE Rz 7 BRIMEFIAPIRY , IREIRINEAAS BB o
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https://support.huaweicloud.com/zh-cn/devg-apig/apic-ug-190521108.html

APl %

BPiErm 12 |BhR VI
EEIN A
SN iz 73~ 11 EFAPIKMEY, IR[EIRIIEAA(S 2B,

T2 B “SSRk7 , SSRRAPIBYBIEE,
APIBIEESSRkfE, TEAPIFIRRREERLAPIZTR, BEAPIFHEE.

{58 API 58l API
RRATLMEFIAPIE S L AIERAPI, ERGIEEEELI TS,
BIZAPI

B2 API 18X/ FAQ
APINX B ESIF SRR TR EE?
AT A RiRIRSS EARRM?
TEAPIRIEAREIFESZRAPI, EHARTHR “No backend available” iR, EAMRR?

[REERE
RRIEESAPIE, EITIERAPI, KRS EEIEE.

12.4.2 FREEAE)

HAREESE

NERHTFLZEMER, RIRFIMNREMARRLEIEESE (CORS) iB3K, AR
EREENIEEIRRIRIR, MCORSAIFNIERMEBEHRSSER, RKIEXMLHttpRequestis
K, NMSEMEBEAE

12-13 BiEgipiarsE

hitps:/fwww.example01.com s = = e
EhEValE
-
CORS
-

LSS CORSIBER D HFE:
o fHEIBEK
R EIES RN S EEFEA TR NRG:

SRR 18 (2024-03-07) WIS © AT BRABRAT 198


https://support.huaweicloud.com/api-apig/CreateApiV2.html
https://support.huaweicloud.com/apig_faq/apig-faq-180606012.html
https://support.huaweicloud.com/apig_faq/apig_0087908599.html
https://support.huaweicloud.com/apig_faq/apig-faq-181016018.html

API %
FBFigr

12 [HhR UI
15K AIERHEAD, GET, F&EPOST,
HTTPRILEE B LA TEE:
" Accept
®  Accept-Language
®  Content-Language
®  Last-Event-ID
= Content-Type: BUESBE: application/x-www-form-urlencoded.
multipart/form-data. text/plain
YFERIEK, NEREDELERZH, 7 HH—AOrIgIn%ER, Origin=FER AT
IRBAARIBIEBBNE (MY+HRE RO ) . RSFRIBXNME, /JQI'E%EH
BIOXBER, RS[MAGEEFEE “Access-Control-Allow-Origin” B, &R
|_.|$1E—.ko
o JFEERER
R EERIERENFRIER DI RIEK
MFIEERIER, FLENBEZR, NERRBM—RHTTPEIEER, RFs
BR. NSERaaRSas, SRREMENRESERSRITFIRREZH, L
NAJLAERBRLEHTTPIE RS EZFILERFR . fiteEid/E, NSRRGSR KAIX
BB
by =t Va1l

APIRMKENAARFREERIAE, MREFEFE, FSEIANRAKEERE. WFH

EFEME*HE’JEY;&\ B RNERITEMIBEREMULAE, BERBEERIEZE

o (ERERNEET
NRZOEFAIAPI, FEEMAPIBRETS, FTH “SiFBig (CORS ) ” FFX. 1F4H
RIERIES, I2EEBER.

B 12-14 XI5t
Dz ——— @ =varisk 3) mussRs (@) muisEss
EMAPHER

po == cB8f7c6901a074e1e9f8d071b60a83d16.

ERARY HTTP m HTTPRHTTPS

ERPath ‘ #demo00]]|

o JFERBEREE ST
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M

IFERIERABIEIH T EEAPINSHFEE— “Method” J3 “OPTIONS”
RYAPI, {ERTRREIER

g*ﬁi%ﬁ?APIE’\J%ﬁiﬁﬁ, EESEUTRBES . FANERESTSEIERRE

a. TFEAPINEAREEH, Z2IAEE “TIALE” .
12-15 FtE1EK-ERTIAIILE

o§$f§’,% '.;E._'E"";PI-E"'\ NSRS D) mviEEes
-2 X
< APIEFR API_14g6
* FREsi APIGroup_test - ¢ FEss
PSR default -

EEWE APPAAGE ERIAMATE SEUNE

TS, RSN, AR, FEEER,
b. TEMAPIEKRES, SHIESHAMNT:
" ERIMY: EERSEFBCORSHIAPIHEREIATIER MY
" jEKPath: ERIAT/
"  Method: ##F “OPTIONS”
" HHECORS: EEFFECORS

E] 12-16 TSIEK-IRE APl 153K

DE=SHE (2 EoI=> [OF= 1 @) muEEss
EWAPIER
e ©8f7c6901a074e1e98d071b60a83d1E

ML HTTPS HTTP&HTTPS

* {E=Path i
CEAE BT SRR
* Method OPTIONS v

=sm=mcors) @D
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BIERIER

¢ EimRsEiEEMock,

12-17 FtE1EK-fEimRs52EE Mock

121

(D E#EE (2) FEMAPIER ENERIRS 4) EVEEEAR
EMERES
EiEEsm HTTP/HTTPS FunctionGraph “

MTFEEBIER, GSFEEFEEREESD.

ZE—: EF/FCORS, HREIRRSIMNHEEPRIEEEELAT, APINXEZ (TSI
A9IER, FR[E] “Access-Control-Allow-Origin” E&taisk, REIGNT:

RLEERAIXE— N EOriginFBRANEREE :

GET /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: Ilt=FEEwWI%, FRERKEERER, LAIFIERFKRF “http://
www.cors.com” , APINX/FRiRIRBIRIBXIMME, REEBRBNXIEK.

[RiRBRSSIREIRAHR -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}

APIRISKIERZH S -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status":"200"}
Access-Control-Allow-Origin: Ltbt=E%i%E, “*” FRAPINXESZERIGANEK,

] EFRBCORS, BEHRSINESFIEEEELA, SiniRSIMAAIEE:SL
BB EAPIMKIENNRIES L, BV :

NBEBEAXE— M HOriginFERANIERE R :

GET /simple HTTP/1.1
Host: www.test.com
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Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

Origin: IltFE®i%, FRERKEERER, LAIFiERKERTF “http://
www.cors.com” , APIMX/RiniRFZRIBXME, RERTREEBRRIEK,
[RimiRSZREIMAGER :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json

Content-Length: 16

Server: api-gateway

Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}
Access-Control-Allow-Origin: T RRIRIRSSES “http://www.cors.com” BIIERK .

APIRIKIRZH S -

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT

Content-Type: application/json

Content-Length: 16

Server: api-gateway

X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: http://www.cors.com

{"status":"200"}

[RimARSS O ALE B HRAIESIE LB R APIM K ALH B R RIS .

E[E RS
NFIEERER, SREFBEELE, HELE— “Method” 3 “OPTIONS”
AIAPI,
(D %8R
B R REHEEATECE— “Method” J3 “OPTIONS” BIAPI,
“Method” J3 “OPTIONS” RUAPIFIEBAPIFIX BN T :

o FENE: EEREHBCORSHIAPIERERISA,

o ZHEINIE: FNERE “TIAE" . TICEEMFIAELT, APIRKEZIRTTIAIEL
i#,

o IERIMY: EERESEFRBCORSHIAPHEREIAYERIMY -

e EKPath: HFMT/ENA], tBANERESEH/ZCORSAIAPIFEEEE ILEAYIEK
Path,

e Method: %% “OPTIONS” ,

o TIFCORS: EFEFFECORS,

BigfEimiRsSERE IMock, REIGAT:

N2E k% “Method” 9 “OPTIONS” RUAPIEK:
OPTIONS /HTTP/1.1

User-Agent: curl/7.29.0
Host: localhost
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Accept: */*

Origin: http://www.cors.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: X-Sdk-Date

[ ] Ol‘lgln . Et?EﬁIvz\‘% ;—ej__i% \%lu\ﬁﬁ %l}? o

e Access-Control-Request-Method: IWFEWIE, RRNBERSERBLHTTPIS
Tj_lio

e Access-Control-Request-Headers: Lt=FEZANIE, FRIERSFIMNZIZRILER
FE,

[EimBRSRERS: T
APIRKIREIHS :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 02:38:48 GMT

Content-Type: application/json

Content-Length: 1036

Server: api-gateway

X-Request-1d: c9b8926888c356d6a9581c5c10bb4d11

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: X-Stage X-Sdk-Date X-Sdk-Nonce,X-Proxy-Signed-Headers,X-Sdk-Content-
Sha256,X-Forwarded-For,Authorization,Content-Type,Accept,Accept-Ranges,Cache-Control,Range
Access-Control-Expose-Headers: X-Request-Id,X-Apig-Latency,X-Apig-Upstream-Latency,X-Apig-RateLimit-
Api, X-Apig-RateLimit-User,X-Apig-RateLimit-App,X-Apig-RateLimit-Ip,X-Apig-RateLimit-Api-Allenv
Access-Control-Allow-Methods: GET,POST,PUT,DELETE,HEAD,OPTIONS,PATCH

Access-Control-Max-Age: 172800

e Access-Control-Allow-Origin: Itt=FEw%, “*” FRAPINXESZ(EEEANS
XK,

o Access-Control-Allow-Headers: HiEKEEFE S FERRT, WW=FERMWIE, £
RFEIHAIFREIE KL EEFER.

e  Access-Control-Expose-Headers: FREEHIGADIFEEINRELEEFE,

e Access-Control-Allow-Methods: Lth=EGwA%E, FRRAPIRMKSZIFRIFTEHTTPIS
KFFiE

e Access-Control-Max-Age: WFEAIE, RRFXTMGHBEIEHE, 2: ¥, &
BN, TERREETHEIERK .

N RR&ZIE— N Origin=2ERAYE KL |

PUT /simple HTTP/1.1

Host: www.test.com

Origin: http://www.cors.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Accept: application/json

Date: Tue, 15 Jan 2019 01:25:52 GMT

[EiRBR S REIHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16

Server: api-gateway

{"status":"200"}

APIRSGR[EHE :

HTTP/1.1 200 OK

Date: Tue, 15 Jan 2019 01:25:52 GMT
Content-Type: application/json
Content-Length: 16
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Server: api-gateway
X-Request-Id: 454d689fa69847610b3ca486458fb08b
Access-Control-Allow-Origin: *

{"status":"200"}
12.4.3 i API

=R

APISIZEEERIRSZERIEE, SEEHSRMEXIIEE, EaILURIMHTTPLER
S 5bodyA &%, EiXAPIHEO,

(0 %8R
o EIRISETEBIMNELEMIAPI, FFFFH.
o WRAPIESERIEREE, TERIKAPIRY, FIZRIELK.

=S
o ERBEAPISETMSERIMIAPI
o ERESAERRS.

BAEDER
S BREEEHA.

s remsar et ¥ EExRE,

$1B3 BEEmEEHAaLEE — , RBBE “APIMX APIG”
T4 ELEMIEREHIAPIRRA, BEFHFHAZISNRAHOAPIF ASEREERET.
o “HEIR” IBEIECIEHSIEAPI, WiEREIZEA, LIAPBRXEITE:.
o “LENR” IBEAPIEZIRELAIFEIEHESIEAPI, W REFIZEA, KRLEEiTHT
Bt
S5 B “FFMAPI > APIEIE” |, HAZRIAPISIBEERE.
6 BELUUTEE—M7E, HAAPIELRTRE.
o  EFEIAIAPIEREST, B “EZ > @A .
o B “APISH” , HAAPLEBRE. A LARE B .
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12-18 AR E

HE
e /api/echo
ZEasH &
[OF=:
=Rl &
heade01
[OF =)

Iny
hid
i

3626 ms

R hitp//e2a33d9ab4e7453aba58994ce04d9964

GET /api/echo?message=hello HTTP/1.1
Host: e2a33d%abde7453aba58994ce@4d9984 wyiy

L= BE User-Agent: APIGatewayDebugClient/1.e
B o Heade@1: 9527
= | hello BE X-Apig-Mode: debug
E i
= 9527 i =3
oo

HTTP/1.1 200 OK

Content-Length: 511

Access-Control-Allow-Origin: *

Connection: keep-alive

Content-Type: text/plain; charset=utfs

Date: Sun, 29 Mar 2020 13:49:26 GMT

Server: api-gateway

X-Apig-Latency: 3621

X-Apig-Ratelimit-Api: remain:99,limit:1@8,time:1 minute

EAAPIERSHECEX, SHIRBMZR12-19MR. GIAAPIKIEIIERES
APIERIERGANROIZEREIE .

2% 12-19 A API

SHETR

15AA

71

{XTEAPHESRRAY “IERIMY” 9 “HTTP&HTTPS” BY, ZHHEN.

ik

{NFEAPIERAY “Method” EX I “ANY” BY, SZHAEK.

(NFEAPIERAY “ILEctRL” 9 “BIRIRR” BT, ISEENE

1Io

APIRJiEkpath,

=
e
BESH

{RFEAPIEREY “iBKPath” fRzfE “{}7 B, XFHEH.

QueryfI2#52#1E,

HTTP Headerst9S# 52#1E.

{NTEAPIERAY “Method” TEXH “PATCH” / “POST” /
“PUT” BY, ZFHEL

(MR

FREEERNER, WA ERERRNEERREER .

LR|T HFINERSHE,

BF “RIXBEK” .

AR ELER R X3 TENAPIE FAAYResponselE 8

o FFRLINAY,

REIHTTPIRZSASS “200” FIResponselSE.,
IREIHTTPIRSRB 4 0Ek5xx, BMEIREEIESNBIRE.
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I8 FnIL BT RABEKRSHESHE, HXFRRANEK, KIEAPIERSS
(11 ¥ 88
REBIEHWAPISY, BHEALABE “GRiE" , HBNAPIHRIERE.
[REERE
APIEIXRRINGE, ERILUSAPIRHEIMG, LUEAPIERE AR, & EFAPINNZS
=S, tAPI@IJi%mE SREE. BIEIpaiEEI RS eI HERSERER.
12.4.4 Z1 API
LEL S
APITESIEES, BITISEIRNATELEN, 1HSEN BREIEEREAPI
(1 %8
o ({RITAPIEFREINERS, A IS,
o (NTEAPIIAPPIAIERT, A TIFSIUARFE
BUIRER4
o EBIEAPIDEFIDERAIAPI,
o (Hik) BEIERE,
o CEBIEMNA,
RMET R

T BRE

$EE2

$E3
£

BEfla

rEERsar taes ¥ BERE,

eI AL e — , ARSTE “APIRIZ APIG”

FEEMERERIAPIRA, BEHHNZINIRARABAPIF A SAREIERA .

o “HEIR” IEEIECIEHSIEAPI, WiEREIZEA, LAAPERXEITEE.

o “LEIR” ISEAPIEEIRLAIPCIEHEIEAPI, WP REER, RLHEITRY
EitEE,

B “FFRIAPI > APIETIR” , HAZIAPIEIEEERMHE,

BELMEE—MI5IE, A “FENA" NHE.

o TEGIRINBIAPIFREST, B "B > BI7 , #HA “RINAPI” WHE. BE K
MRZAR” , S “EANNA” IHEE.

o AEHEMNAIAPI, B RN, BN “FEXAPIY . S8 RIINAT
S IR XHEE .

o BUIAPHFIBERNEEN, SBRIUIT:

SASRRAN 18 (2024-03-07) WA © EARUERABIRAE 206



AP| [
HPFPigE 12 |BhR UI

a. BEFHEIAIAPIETR, ‘#)\APIﬁ?'I%ﬁEo
b. BFE “BRUEE” , #A “EER" ]’
¢ BE HMIMEI , sl RN Xj“lﬁ’flio

AR

MBREEHEIZ S NAPHSE— A, WAESEIAIAPI, B B , #HA ‘B
API” TUMH ., Bads “SINREAR” , 3 “ISHNA" XHEE. RSRIHER100071API,

SRT IRFAPIERNINEG, ERFAENARE, BE B .

1SR
APEETHTERE SEEIRE

MRERR KHAID ik

App_ir0c33 alca3fe304644e78a39930cd3a5cc131

s

SR8 BINMINGE, FJLE “RIUER" / “ZIXAPI” hEBRERNAINA.
(D %8R

NREFNNNRFIERFAESTHENAINA, FUHMARETREE “BIRERT , BLHEN
AR FEMIER o

e

{s5F API 75U API
IEERTLMERIAPIRTS RIBINAPI, BUNRIEEE BT,
0
RRIRIBAR

JSEERME
IEASAPISIUAISERIFIIS, PILAEIS R EHESAISDKIARILLAP .
12.4.5 X% API

RIEGE
BIZFRHIAPI, SIFAHEIFRENRE ., APIREEAGINER, FFAEAR.
APIMESZIFERAPILMASE (WA, KWK, KHIEHEHIAE) , HF
ELREIAREIRIAPIASEIRA .
(MARY::|

o EXHHIAPI, HIZHEREE, FEEHMAHZTEBENEHERRSIMET,
o E—PAPIEB N METRERSICRI0FEMIEHHEE.

SASRRZA 18 (2024-03-07) WRIXERE © EARTERARBRAE 207


https://support.huaweicloud.com/api-apig/CreateAuthorizingAppsV2.html
https://support.huaweicloud.com/api-apig/CancelingAuthorizationV2.html

AP| 3
HPFPigE 12 |BhR UI

RIS

o CERIEAPISEMSEMAIAPI,
o CEIENIER.

15 API
B

—

SREEEHIE.

s rEERsar taes Y BERE,

N

$1B3 mEEEEsaE He — , ASERE “APINX APIG”
$IBA EAEMEREAIAPIERA, BHiHH\FIRIRARANAPITA SERSEREE.
o “HER ISEEOIEHEIEAP, tERIEM, UAPIEEREITE,

. “iiﬁ&” IETEAPIZEZARELAI R EIEEHETEAPI, WS REIZER, 1EKLAliziThT
I‘Eji <0

SIS B “FIHIAPI > APIEIE” , HAZRIAPIBIEEERE,
;e BULUTES—MEE, #HA “RAPI” IWH.
o TEFRMAIAPIERTEST, B ‘&7 .
o HFE “APISF , HANAPIEIERE. EALABEE ‘KB
(MARIY:
MRFEHERGAPI, WIEFEEIAPI, BE “RFE” . REEHTAT10001API,
FRT EEREAPIRZERMIINNGE, FESEMIRA.

=N

12-19 &% API

APIEFR api_demo

bl

i)
i
o
m
—
m
0
i
m
4
Q
;
f
HF

T

C
i

]

(10 488
o WMRAPITEEENHIERE RS, BIRXAHEIAEZIZIMERIAPI,
o MREEEFENHENSBECEENE, ALItIE— BECRENKE.
SIS BE KA, FHAPIET.
s

SASRRZS 18 (2024-03-07) WA © EARUERABIRAE 208



AP| 3
HPFPigE 12 |BhR UI

EERMHHE
SE BREERIA.

s reEpsar e Y ERxE,

i3 mEEnlar b — , REEE “APINX APIG”
B4 EAMIERERIAPIERA, SNSRI SR ANAPIFF A SERSERE.
“HEIR” ISEIEAEISIEAPI, IS REIER, LAPIERIREE,

é??#&” IETEAPIEZ RGP ISR HEBIEAPI, WP REIZEMA, KXizfTaEt

H$IR5 B “FFMAPI > APIETE” |, HARIAPISIEEERE.

£IR6 PHEFEERHMHEAPIZIR, HAAPIEERE.

ST BFE “REHET , HA “REHET TE,
BEAPINARHRER.

12-20 K#HHE

APIEZE / api_demo FiEAP

=t ERER iBREE iy et

255 Eca ] E-2500 AeAERiE

RELEASE

RELEASE

$IR8 TERRAFEST, BE “‘BEMRA” , MRS FEBEEXEE.

BEAPIERER. APIER. FBiRiER. ASENX. SRS, EESHFIRMEE
£

SR WMRBEREZAIRANIR0RA, WERSRET, BE “UHRELRA" , 8
“UNHRZICARA” IHEIE

BE “HE”  STHRARIE, EIRASENER “ShRA"  RIERER

I,
APIIEREERILLAPIETS, APISEN “HEIRAK” IKRENSH, FRRE—IRRERE
BIAPISE,

gn, 201888 1H & TERELEASERERIAPIEAEIRE N “ABIJITE” , 2018
F8H20H1BMAPILEMERIRE N “BIZRILE” , FHAMEIRELEASEINE, AEIRE
5;)1 88 1B AMIINRANLEIARA, HATAPIEREEAALLAPIRY, APIRIITEMER
79 “HEIIITER”

R

{&5F API 750275 API
RIS AP R TOAP!, ERIBIEEE BT,

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 209



AP| 3
BPFigE 12 |BhR UI

KRTAPI

&%h APl {B3<RY FAQ
MAPINENRE T EE/HAM?
APIZFEIRELEASEIRMERILAIER 18], &fhZI4FRELEASEIRMETEIGI)?
APIEREIAERER, SEAFRNGEIRIRSE?

12.4.6 T API

BEInE

E&HBAIAPIE A EMEREEEEITIMEMHIRSS, aTIAERPBAPINEXRIAEFT

ikl

ZIR BB SR APITE S BRI B L EHIAE, BRFREESNERILLAPIRIERF
BIESR(4

o ELIZEAPIDEFISEMAIAPI,

o APIERHEIZIAE.
BETR

FE1 SREEEHE.

s remnsar et V) EExRE,

i3 mEEnla bl — , REEE “APINX APIG”
S04 EAMIEIRERIAPIRRA, BB RARARIAPIFF & SRR SERE .
o “HITR” ISEEOIERITEIEAP, WEREIEE, UAPIERREITE.

J “?iﬁfi” IETEAPIEZRRELAEI R EIEHETEAPI, WS REIZER, 1KLfliziThT
raji L2

$IE5 B “FFMAPI > APIEIE” |, HAZIAPIEIEEERNE.
186 BILUMEE—FGE, TZ&API,
o TEFTERAIAPIFRTE(T, BiE “EB2 > T&” , @ “THAPI” IHEIE,

o BE “APISHT , ENAPIEIERE. FALABE “TK” , B “THAP”
PUFETER

(AR
MREEHETHAPI, NAEETERAP, BE “T&” . RSEITTZ1000MAPI,

SRR 18 (2024-03-07) WIS © AT BRABRAT 210


https://support.huaweicloud.com/api-apig/CreateOrDeletePublishRecordForApiV2.html
https://support.huaweicloud.com/apig_faq/apig-faq-180307002.html
https://support.huaweicloud.com/apig_faq/apig-faq-180606011.html
https://support.huaweicloud.com/apig_faq/apig-faq-181016019.html

AP| 3
BPFigE 12 |BhR UI

SRT IEFAPIFE NLRINE, BE “HE” , STHAPITS.

e

{s5F AP1 5T\ % API
ERBILEFBAPII S T REAP, ENSIEBEE I ThEE.
TZEAPI
[REERE
IRBAPITES, ATLUBISHIREAPI, BERULAPIER SERYEE.
12.4.7 iR API

S T
EAMHIAPIABIRERSS, aTLUSAPIRBR
ikl
o ZIREBSHBUAPITIE#HIAE, AR IWIEEFERALAPIRINEsERF, 156
RELSHEF.
o B LZREEERAPI, FTiEEMIFR.
o EARMAIAPI, BELTEAPI, BHIER.
BMEL R

SR BEREEHE.

s pEERmartaes ¥ mRRE,

i3 meEEntlar te — , REEE “APINX APIG”

SR EEMIERERIAPIIRA, BEFHAZINARAIAPIF A SEAEERHE,.
o HER IEEECIEHEEAP, WTNEIZER, LIAPIERIREITE.

J “iiﬁ&” IETEAPIEZARELAIFEIEEHEIEAPI, WS REIZER, KLAiziThT
I‘Eji <0

$IB5 B “FFRIAPI > APIEIE” |, HAZIAPIBIEEERA.

$|6e BELUMMEE—MIEE, BE “BERAPI” IHEE,
o FEFHMBRAVAPIERTEST, B “EZ > MR .
o BE “APISHT , HAAPIEIERE. A LEABEE MR o

(18R
INRFZHEMIBRAPI, WDESFRBRAIAPI, B “BER” . &ZEHMIER10000API,

SRR 18 (2024-03-07) WIS © AT BRABRAT 211


https://support.huaweicloud.com/api-apig/CreateOrDeletePublishRecordForApiV2.html

AP| 3
HPFPigE 12 |BhR UI

ST IR, ERAERMA DELETE” , 8% “WE” , SHAPIHIRL.
.

53 API 5 UHIER API
RERTLMEFHAPIE S RRAPI, ERGIEEEELI TGS,

AP

12.4.8 S\ API

1BEns
APIR <3S N\ Swagger 2.0 X HIAPIZIEBHIAPISHTFAIAPISDE . Swagger
ETFOpenAPIHEHIEZENFERETER, SJLAFRERIT. 052, icFRIAR(FERRest AP,
g)\APIﬁ%ﬁﬂ\API%MmttﬁAm%)\, FEEURTSwaggerX{4EhE EHIAPIEL
EO

BB
e S AAPIHI, BEETESNBAPIEXN X {4HhibESwaggeryl BEN . IR “¥'E

EX” PREEFENEN, BIREIEAPIMXFEIE,

o S AAPIHI, BIRRAPIDHEHIDAPIRIECETHER Ko

BMESR

SR EREEEHE.

s reEpsar e Y ERxE,

$1B3 mEEEEsaE He — , SASERE “APINX APIG”

$RA EEMEFREAPIRE, BEFHNEIIMRAFIAPIFASEREERH
o HER” IEERECIEFEEAPI, WIPREIZEA, LAAPIERIXEITE.

J “*ﬁiﬁ&” IETEAPIEZRRELAEI P EIEHETEAPI, WS REIZER, BLAliziTaT
[Eji ~No

$UB5 Ed “FHMAPI > APIETR” |, HAZIAPIBIEEERME.
6 BE “SAAPI” |, HAN “SAAPI” RE,
FIR7 ERINFE12-20F~55,

12-21 & A API

SrFT SERIEFIISE sunszphonenu * | C

SNBEH

SRR 18 (2024-03-07) WIS © AT BRABRAT 212


https://support.huaweicloud.com/api-apig/DeleteApiV2.html
https://support.huaweicloud.com/usermanual-apig/apig_03_0084.html

APl %
HPFPigEa 12 |BhR UI

2 12-20 SA AP
SHER i8R

SABLR SABHEELT2/:

o LERFRINE: BAPIEXSAEI—PHRINEH, SAZESRR
H=BEMRIE—NHRIAPIDE, FIESAAPIEERZS
.

o EEREENH: BAPIEXEATI—EBENSE, SATES
AR EFEBRIAPI, R2RBHIENAPISADH,

API9¢H (NIEIRR “BREEDE” i1F, TEIRFAPIDE,
AR Aikls, ASNNAPIBRIRSEERIAPIZFRERRT, SANAPIE

BEEERIAPL,
REEE “IRREANE” i, FREEEEES.

IRE= AEE, BSAAPH REXINETR (ACL, #RiEE ) SEBRIR
E )( ACL, 7iE% ) BIMERRS, SBECARIRE (ACL, Wiz

S8 BE ‘SASH THR ‘MXMH7 , EEGESABAPIE,
X ¥syamlfljsonFIFSHEILRIAPISN , RERFUESGSAAPINE

12-22 EANSH
S EH

O =/ EEmi s TEREELE. SUTLEEERLEES, SHSSNSEVIE

it EBE il MR
e2a33d9ab4e7453aba58994ce84d9934
APIG Demo

EchoDemo
2828-83-29-22:19:11

fapifecho:

Demo API
HttpEchoDemo

£  (HIE ) EMUFSAAPINZREE.
Rl =RECE, WRIRIRAIEREE, BALUEKEFINZORE.

SRR 18 (2024-03-07) WIS © AT BRABRAT 213



API 3
FBFigr

12 |BhR UI

12-23 BN BEE
[OF:"—-1 [©F =i

FNE

EER

FHSEE(CORS)

EIREREE

EERsEd HTTP/HTTPS FunctionGraph Mock

s HTTPS -

#EVPCEE A

* EREEE 192.168.10.10:80 |
B EHROT. SHeaES SgHTTH
* A (m! 5000
BT

< SBAAPI
[OF =01 @D zmme —— @=r=

~ APIZIZE

s
Q| CEEst ENEE 2
B defaut

BisER BEIER |53 TRIRE
Japifecho

APIERER

APIEFR  HttpEchoDemo

4B EchoDemo

E i) aF 2

NBEN
SHE SHEE *E i
message query string

S]|I0 BE “RELL” , TRAPISA.
(%88
SAWAPIFRBMEEIRG, FREFMER.

et

[SEER(F

BENKINAPILZ RIS, LAMEAPIEREER.

EkpPath  /api/eche
f=ad Deme AP
EHIE TNE 2
E default

STFRECORS B 2

EAME SHIRH Bl

SRSRRAS 18 (2024-03-07)

WRIERE © LEARITERARERAF

214



AP| 3
HPFPigE 12 |BhR UI

12.4.9 & API

BEs=
EHISONLYAMLIEZCRIAPI . APIRETIFENAPISHEIIEAPISH
(RERL
AEEWIMAPIRSIESY
BUIRSRE
B2EIZEAPIS4BFIAPI,
BMESR

SR BEREEEHE.

s rEERmarbaes ¥ mRRE,

I3 meEntla b — , SAEEE “APINX APIG”

R4 EAMIERERIAPIIRAE, BEFHAZINARAIAPIF A SEAEERE,.
o HER IEEECIEHEEAPI, WSNEIZER, LIAPIERIREITE.

o ‘LRI’ IEEAPIEEIRELAIFEIEFAEIEAPI, WL REIER, REOIEITE
Bt

LIS B “SHAPIY , HAN “SHAPI” RH.
H$IR6 IRBUNFR12-21 RS

SRR 18 (2024-03-07) WIS © AT BRABRAT 215



APl 3%
HPFigE 12 |BhR UI

12-25 &4 API

APISiE EchoDemao v
EETE RELEASE v
AP (B SENEHAR

APIFENTEE S£EFEN v
sEviEE @

% 12-21 &4 AP

BB 1588

APIS4H EEESHAPIERERIAPISH

BTHE GRS SHAPIFRTERIIRES .

API EOUASHAPISERFEMERFTERIAPI, MIRFESH 5
APl, B “BENSHAPI” , AiEFESHAIAPIEIR,

APIEESBHE o HAtFEN: SIEAPIRNRSKENFMAENY, ~EiEE

IHIREZEN - EFAPIRNGIERE NIRRT SwaggerfiliEE
MXIR4h, EEIEAPIMKAI—LESwaggery B=FER .

o £ETEN: BIEAPIHIRIBEREN . BimIRSSE X FNWAL
EMX .

o FEEN: GIFEAPIEIHIEREN . FRimiRSSE X FINmA
ENX, BEIEAPIXEXAIREREH . IHIEHSRIETR

BEN -
SHER 1%3RISONBLYAML .
BE XA HNEHWIAPIBEMIRAS, NNRZHIEEREAS, EIAFE
FBXaiAdial,

ST Bk SH , AUETSHER.
e

SRR 18 (2024-03-07) WIS © AT BRABRAT 216



AP| 3
HPFPigE 12 |BhR UI

12.4.10 235 HTTP2.0

APIRXZIFHTTP/2 (B A EMNEE2hR ) BIaY, BEFRZHTTP2.0, HEZ
HESRE . SREBESEENSRLER/IVEESD, SuHEmtss, SCIRIER
e&its.
[MARI:

o HIFHTTPOSIRKIRMLEISTEMRY, BINAFPIEERHTTP2. 0RHEMRLL BIaENMNLE S

2, MEZEFRAIFHTTP2.0,

o UIERMFISCAIRSIISHTTP2.0, SRR ATIEFRIH) .,

e Binary Format—#HIA&=t

HTTP1 XLAN ARIF R B H, MHTTP2. 0B EMER D EINE/IE SN,
FHIENIRBHESIRD . BXNTFES (XA ) B, THEISURITE
HEEARZHE, RAHERMEE.

e  MultiPlexingZ & E

FETHEASIURIE L, HTTP2ORBREIS MERASLIMFTIE. KXIERK
RNARYL o

EiEE FErAEEEMER NER L, BMERTLURRIEISHERER; B
SRS MMER, SPMMZERLEFRE, REALMRENE YRR
IREFHHESG . NMSEIRILE, BAE.

e Header/%45

HTTP2.0{AencoderskiRiZ\DEZ(EHRIHeader K/, BEFIHESRSZIHSZBERTF—
{pHeader fieldsZ, &RESheader(&i, BMERA/), IWSHFIHE.

12.5 REFEF]

12.5.1 QU RIEERE

BFaR
TR ATIRG S AT AP HERIRE, (RIF SRS -
AT IREHSERENRS, GABT RTINS, HIOAPHHTREE.

TIEREFIAPIAS Z2EEMIAY, RBEERERIEHIEAPIS, RITRIEAXI48ERY
APIEEH

AR
o E—PHEH, —PAPIRBER—MRIERIEIE, E—NRIERIETLSES AP,

o WRAPIRYPERIZHREE, HLZIRAPINERFENARIZIRTF2000% /7 . EZIRAPIMFER
EIRFE LA “BLESE” & “ratelimit_api_limits” FISEIE1TE.

HURSA
FEYIENAPIERT .

SRR 18 (2024-03-07) WIS © AT BRABRAT 217



APl %

BPiErm 12 |BhR VI
BRI RIS
FTE1 BREERHE
smy remssiarraes ¥ mERE,
$I¥3 BEE EE}I?ﬁIJ‘*EJ:% — , SRiGEE “APIM APIG”
$BA FEEMISREAPIIRA, BEFHHARININRANAPIFAS ERSERH.
o “HENR” ISEIECIEHEIEAP, WISRIEA, LIAPIBERIREITE.
o ‘LI ISEAPIEERELAIFCIEHEIEAPI, W RBIZEA, RLEEiTES
Btk
TS5 %R “FHAPI > REEF” , HARRSEEHEER@E.,
$£IB6 BFE ‘CIERERE” , MY “‘CERIERRE WNEE. MANEI2-22FRER
Sl ’
SREER Throttling_bv3c

mE @ 1 2% -
APEEEIRR (@) 1000
BRRERE () PERANREEEE
HERERS () TFERERTERS
EPRER @) FEFAPIRERTIE
=0
*® 12-22 RERIRER
E2IN 1)
SREZRTR APIFRIZERERZHR o

MAERRAS 18 (2024-03-07)

IRIERE © LATITERAGIRAT 218



API %
FBFigr

12 |BhR UI
=2 /i35S
ESiS 7 “EMiRE M CHERE WX,
o HRETIZE IR MAPIHITIRBAITHES;
o HEREHIGIE T IZRIBRIPFE AP T EIRESRITAES o
igS imEPREIAIAHR .
o 5 “APIRERF” B, RTBMANERIIBIAPIEK
IRE IR
e 5 “MFAERY" BEGER, TRBAERNENERE
FREL LR
o 5 "MARERE" BEER, T RBAAIERAIBENAPPIER
REEBR
o 5 “RIPRERF” EEER, FRBAAIEINAIRENPIEIHS
FIREI LR
APIREIRS | B APHKIERIRE LR
5 “BR” BLGER, TRBMAEREBENAPIERIRE LR
RPRERS | 2TRAFERAPIRE LR, (UERATAPINREIAMIESNAAPPIA
IFSZIAMIAIE .
o FiBT “APIREMRH” .
o 5 'HK” BGER, RRPMIENNSTARERXEL
PR
o MREWSTESNFRFIHITAP, BREKSRIHIERIRE
TR
RNARERE | BTNARMBAPIRE LR, NERTAPINREINESINAAPPIA
iEO
o FiEEY “RFRERS" .
o 5 “MK” BLAER, TRBMAIERAIRMBIERRE L
PR
BIPREMRE | PIPHEUHERAPIRE LR
o FiBIL “APIREMRS” .
o 5 “MK” RGHER, RRBMAIERAIENPIBINEFIRE £
PRo
DS KT HEHIRIEATEA o

SR B “BE” , TREEHRIERIEIE.

BliEpkInfE, REEFIREBINERHEZIRES . ETLUSHEXAPISERIZRES,

LISTIR R
.

MAEARAS 18 (2024-03-07)

IRIERE © L ATITERAGIRAT 219



AP| 3
HPFPigE 12 |BhR UI

487E API

B F “RERE tE, BELUT™EE—MITIE, HA “45EAPI” M.

o EFMPERIREIEHIRIREATEST, BE “4EAPI , HANESIEAPITIRIAE.
B “48EAPI” .

o BERIREM, HARIKFBRE., £ “HBERIAPIFIR" REPSRE “40FE
API”

S MR CAPIDIE” . “TRE” LR “APIEFR” , TREEFRERIAPI,
U3 HEAPI, BT CHRE” , SSRUAPISRESEES.

12-26 4B3E API

4B7EAPI
e 2SEINE Qllc
APIEFR EfTRE i FRaE b CHEHEEERR
hd  API_ivmd RELEASE T DEFAULT
]
Ea -
(RARY:

ERIZRISGIEAPIS, WRAPIAZZIFALRE, £ “BIR” , BRYE. MRFEMNER
4RAPI, MIZEFSESRAOAPI, B “MEIR” . RSEAIRESE10001NAPI,

.

{5F3 API SUBIRTRIZSRES . 405 API AIREIRYIPE
EEALMERAPINS QRN SUEAPTIRISIE, BINRIAEEEUTH

£

IR IREE
PEREREE
RGP E

[EEEIRIE

o MWMRENNAFEZREREES, JLUBIXNZRIEIMANAECI, BiE
SERNMSHRNAEER . BIMSHRNAERE, RN EREZSIHN BRI
EFRH, MAPIREMRFREZRERIERT .

o WIRENEPAEZTREREES, TLIBIMNZRERBIAEPEI, B
SETIMFHRNASAERP . BINSHERfE, WHEPRNBPRERSHEFI
BRR#FI, MAPIREMNRAREZRERIEIRS .

12.5.2 MipRiRIEERER

BEnR
HEQRIRISRES T EIRMIRSE, ATLUSIRIREREEMIER .

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 220


https://support.huaweicloud.com/api-apig/CreateRequestThrottlingPolicyV2.html
https://support.huaweicloud.com/api-apig/AssociateRequestThrottlingPolicyV2.html
https://support.huaweicloud.com/api-apig/DisassociateRequestThrottlingPolicyV2.html

AP| 3
HPFPigE 12 |BhR UI

RIS

BRI R

BAEL R
SH BREWSHE

s pEEERmartaes ¥ mRRE,

$IE3 pESEEaL Ll — , ABEE “APINXE APIG”

FRA EEAMIEFERIAPIIRA, BEFHHAZINRAIAPIF A SEAEERE,.
o HER” IEERECIEFEEAP, WIILREIZEA, LAAPIERIXEITE.

o “LENR” IBEAPIEEIRELAIFEIEHSIEAPI, WS REIZA, KRLEEiTHT
&,

TIES EIFE ‘AP > REEFT , EAZRESEHIEERE-

$I6e BIELIMMES—F750, B “MERREREE" XEE,
o EGMIPRAVRI=RISERET, BE "MK o
o BEHESMIRAIRIEZIR, BARSEHIFBRE, A LASE ‘MR .

AR

. REIMJE%HQ?H?BE{IHAPIEj‘ SISMIRR, SNESSHRIRAPI, EREEHIFBRE, Bk
SRRGBAPIFRESTRY “fRIR”

) &D%;a%?kgtgﬂw?m};%ﬁ J"iJ".lL SHIBRAYRIZSRES, BE “HEiR” . =ZSREAIHIER1000
MRS EE

SWT HE T, SRR
R

{5F APl HRUBIBRiA  oR S
IEERTLAMERAPIR S IR iEREs, BIMRIBEBEE T,

RS TSRS
12.5.3 iRIAFER N FAEFE
Brin=

MEBENE AR PG BSOS, NSRS R AP AT LI EH
HURRSRAF

EeUENA, SHEIRENENFAID/FAEFID,

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 221


https://support.huaweicloud.com/api-apig/DeleteRequestThrottlingPolicyV2.html

APl %
BPFPigE 12 |BhR UI

NSRS
SH BRERHA

s rempsarraes ¥ ERxE,

S$3 PEEEE ?ﬁJ"‘Z-EJ:% — , ABEBE “APINX APIG” ,

FF4 EEAMIREERIAPIIRA, BEFHHAZINRARIAPIF A SEHEEERE,.
o HERT IEEEOIZEFEEAPI, WILREIZEA, LAAPIERIXEIE.

. “i;ﬁﬁ” ISTEAPIEZRSLAI P EIZFHBIEAPI, WS NRFZER, RLFhziTaT
Bt

SRS &R “FRAP > BEEF” , HAZREEFIEERE,
£E6 PEANNISHANABRERIRIETR, EANREFEBRE.,
£E|7 BE “BHNAT , HENEFHRNARE.

SIS S IR , B ISR XEE.
S| BELATAMISI0, RIMSERNA

w

12-27 &4ZN
Fd) 1B S 37 3T

o HFNEBMNMA: BF ‘SENA" , EESENA, BARE.
o NINEMENA: B “Hfth” , WAEAFAINAIDMENE,
(11 588
RPN RIS EAI N AR R RSB EE R, LIS AR EN

Blgn: APIREIRENEN10, NARSMREIEN3, BAIDH, KFHREA (NABA ) iz
B2, 455N (RFEB ) MiRER4, NAAE1DHRSESALULIEEE TiZiniz5Reg
BYAPI 2)X, NFBHE15#HARZ BILUBIIYBE TiZimiZREGAIAPI 4%,

R

SRR 18 (2024-03-07) WIS © AT BRABRAT 222



API %
FBFigr

12 |BhR UI

ElIESE7 il

LR4

LIRS
+IR6

SER7
58
LR
S$E10
FR11

BREERHE

BAMEHIEIEERAFPE, NSRS SES “FAELE" .
£ “APIZIE” WEBEEKSIDFIIEID,

12-28 &&= ID F1IRE ID

APIEE @

O =xerzHs. AWFESINBEMERES. BSEEE

R

JE WA = FREHE |=

cn-north-1 -AeE—

aEEpsar Faes Y wRxE,

BEE IE?:%'JL‘EJ:% — , REREHE “APIRIX APIG” ,

FEEMIEREIAPIRA, BEFHENRIINRARIAPIF R SEREERE.
o HER” IEEZOIEHEEAP, WILREIZER, LAAPIERIXEITE.

o “EEIR” IBEAPIEZIRLAIFCIEHESIEAPI, WEREIZER, HLEEiTH
B2,

T “FRIAPI > REEH” , HARIRERHEERME.
BEFRIMSHREFRRIERIEINEIR, EAREFBERE.
B SHMERT , BNFREFTE,

B RIMEHRAER” , Bl CRIMSHRER” ShEE.
MINIIFR12-23FTRIEE.,

12-29 iRNINEFHEPEE

*EAID @

* s I 53§

SASRRAN 18 (2024-03-07) WA © EARUERABIRAE 223



AP| 3
=z e i=1Ea] 12 |BhR UI

£ 12-23 15HHEPER

{ERIRn ik
FEFID S E3HIREHIMKSIDEIRBID .

o HBEAPPINIERYAPIRT, FHFIDAIREID,

o HELEHIAMINIERIAPIES, FHRIDAKSID, F3IFHSE!
IAMBF4E .

BE EERERA, tHEFGEAPIHRXE,

T REBITAPIREMREIE

$BI12 BE ‘B’ , STATREFRN.
AR

AR EN AR EREELEERR, LSRR R EN &,

Bgn: APIREMRGME10, AFRERHEHER3, K128, FEREF (FHFRIDRA) fiE
B92, ¥4 (FHFIDIB ) mizEh4, HPAE1DHRRSAILIBIOSE TiZRiERIEaY
API 2)R, HHFBE1 DRSS HLUAIAEE T ZRIZREEAIAPI 4K .

-

{8 AP1 75U IN4T 2R R R AR
SRR LMERIAPI A TR R SRR, BINREEEEIU THEE.

elfER S 7 Sha

12.5.4 MBR4SERR FHEFHF

B{EITS
SN A/MEFREERZE, MERREREERINAERA /P . AN LARBRSS
230z LTl

BHREH

L4 E@UEUH’A"*
o EIRIMEIRRL FH/%HF' 0

HERA TR
SE BREERIA.

sBo pemmsar et ¥ wRxE.

$3 PEE IE?:%U‘*EJ:% — , SRiGEE “APIM APIG”

FRA EEAMIERERIAPIIRA, BEFHHAZININRAIAPIF A SEBEERE,.
o CHER” IEERECIEFEEAPI, WILREIZEA, LAAPIERIXEITE.

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 224


https://support.huaweicloud.com/api-apig/CreateSpecialThrottlingConfigurationV2.html

API %
FBFigr

12 |BhR UI

MIBRREAFE R
gz

o “LEIR IEEAPIEEIRLAIFEIEZFAEIEAPI, WERFIER, REONETTH

L2117 228
R “FRIAPI > REIEE” , HARIREEHIEERE.
B FRIBRIS RN R EIEFIRIERETR, HEARSIEFNFIER®E,.
B YRR, HEAN “HSHERNAT RE.
TERHMIBRAVIS IR FRFRTEST, B2aE “MIBR” , SBHXIEIE.
B “HE” , STRFERRFRIMIER .

BREERS

remssasaes V) miExE,

PrEEIEEaL H — , SAISERE “APIRX APIG”

FEEMIZREIAPIRE, BEFFENRIINRAFIAPIF LS EREERE.
o HER IEEECIEHEEAP, WIPNEIZEH, LIAPIERIREITE.
o ‘LR’ ISEAPIEZIRSEGIFCIEFEIEAPI, WIS REIZER, REGEITH

[Eit2E,
TR AP > REEH” , BEAZIREEHEERE.
BESHMFEREF AR EEFIRIERIZIR, BEANREIEHIFBRE .
B “FEERT , BN “SHERT T,
ERMPRRISIRIEFPREST, 2 “HIIRR” , SBHXNEE.
BE “HE” , STRHFEHREFRIMER

{£F3 API JS U4 RN FREFE

SRR LMERAPIRIS UM AREFER , BIMRIEEERIATHEE

pRFHRIRE
12.6 i51a)i=Hl

SASRRAS 18 (2024-03-07) WRIERE © LEARITERARERAF

225


https://support.huaweicloud.com/api-apig/DeleteSpecialThrottlingConfigurationV2.html

AP| 3

BFisE 12 |BhR UI
12.6.1 GlEBiA=HIsRES
e (37—

Gl HISRER RAPIR KR MAIAPIZ 2 RSIFE M2 —, EERAREHILITAPIRIIPHELIE
MK, ERILUET IR &IPS IK PRI B2 B RIE XS/ SRR 5 I PHEAE B 75 ()
API,

DS RESFIAPIAS ZBEMAY, REHHEEHIRIESIEAPIE, hREHR
B% A XIGBERIAPIZERS o

(AR
E— P IMEHR—PAPIRBER—MEIEHRIBHE, —MhEHRIERTLASBES 1MAPL,

Bl G HI SR

SR BREEEHE.

s rEEERmaraes ¥ mRRE,

I3 meEnla b — , REEE “APINX APIG”

R4 EAMIERERIAPIIRAE, BEFHAZINARAIAPIF A SEAEERE,.
o HER IEEECIEHEEAP, WSNEIZER, LIAPIERIREITE.

o ‘LER ISEAPIEZIRSEGIFCIEFEIEAPI, WIS REIZER, KL
Bt

IES EIFE CTERIAPI > ipiEiEH” , NSRS REESIRRRE
6 B “CIEIHTIEHIZRES” , B “CUESIIEHIREE " XHEE,
T BAF12-24UFRER,

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 226



API 3
FBFigr

12 |BhR UI

BURIGE= ISR

b

BEERR | Access 9cgk|

=

IPithht

(P =imipient

e

x 12-24 i[O HIREEER

SR

ik

SREERTR

RS RERAIETR

PRI

HIAEAPIRIERY
o IPHbliE: SVF/ZELEISIEAPIAIIPHELL
o KSR AF/ZLIEABAPIIIKSE

sf’F

BE “fRVF7 f “ELET
1 “PREVEEL” BeAER, RIF/ZLDARAPIRIIPHELL/IKS S .

IPiidit

BMANRE TS EEELLGIEIAPIRYIPIHBLE, SXIPHEUETE .
X7E “PRHIZERL” J9 “Ipibit” BY, BERE.
1583

FVFEEELLIGIRATIPHENE SRS, DRIATLIERERS1005%,

KS&

EINEBEDIFREZILHEAPINIAMIKS, (UEEFAPINZSIA
IEA X TIIAMIAIERT .
1E “IRFIZEEL” 9 “MSR” IF, EEIRE . TIFHAS MK
2, =X “,” fBFF, %aaa,bbb,
il

SZAFIAMKSHEERGRES], REETRENMAMBRP#EITIAITES .

SR8 P “HaE”
e o

e

» STRREEHERERAYBIE . RTLUSIERAPISSERIZERES, LASCHLS

MAERRAS 18 (2024-03-07)

IRIERE © LATITERAGIRAT 227



AP| 3
=z e i=1Ea] 12 |BhR UI

487E API

£ E piEEs” TE, BELT™MEE—MITE, #EA “45EAPI” M.

o EFHPERVLIIERIRISATET, BE “9BEAPI” , IHAEHBEAPIZIZRRTE
BE “4BEAPI” .

o EEEEH, MARMFETE. 0 GEAP” .
SR IR CAPISE” . TR LR “APIEHR | FREFRAERIAPI.
SW|3 THAP, B YEE , SRRAPITERI.

mapil:

FELITHEHIRIESBEAPIS, MNRAPINEZEALLRRE, 2E “BIR7 , BIRGE. MRFEH
SRRYIAPI, NAEFFEIIRIAPI, BE “BIR . RSEAIEES1000MAPI,

-
12.6.2 MlpRiGIaH=HITRRS
ez
LB R BER, AILUSILS SRS .
BRI
SRl HIEERS .
BRIELER

TR SREEEHE.

s rEERsartaes Y mERE,

$I3 pEEEsEaL LR — , RERE “APINX APIG”
A FEAEREMAPIERA, B AR R AR AIIAPIFF A SR EERE.
o “HIEIR” ISEECIRISIEAP, MISRFIEM, LAPIERREGTE,
o ‘LR ISTEAPIEE=IRSTAIROIEITETEAPI, WS RIEAH, KIS
BN
SIS IR CFFRRAPI > iBlaEE” |, HESIE ) SRS 5 R TR
$16 BTIUATES RS, B PRSI HEE.
o TERMIBRAGISIEIRRSERE(T, B W .
. i??%@%ﬁﬁ%ﬂ%%gw,ﬂAﬁ@Eﬁﬁ%ﬁﬁ,EEtﬁiﬁ“m
(1) #¢A8
o (NIEIHIOIEHISREERGPE(FTAPIRT, SZIEMIBR, TNIEEMELTAPI,

o WMRFEHMEMPRSIDI=EIRE, NAESHIRGHIDZHIRE, SE ‘iR . SSET
FHUBR 10007 R =5 ERES o

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 228



APl %
HPFigE 12 |BhR UI

SR BE “HRE” , SoRinRESI RIS .

R
12.7 KIEEE

12.7.1 SIERBFIRIEEZE

BlEn=
APIHJLABIIHEMARBERIREER, 4=, MidskFF & . RELEASERENIAFERIIR
1B, TECE. BAPIMNXIRHINETEINEE, BiItIZNETE, TWERRNRE
ENMAERAPIERIRRER.
HETERIEENE LEEESEN—MT S, ZTSBEERE L, BiItIERE
TE, LME—MAP, ERRMEFIEBARRIEIRIES
HEEAPIRTEX TEEWRR, NEBEREFRIIES. fIIIEIZAPINEN TEE
28 “Path” , ERB1IFEIETETER “Path” , TE(AE “/Stage/test” , NAPITE
AMEIRE1AT, (FEFA “/Stage/test” £F “Path” , APIEARETEIRE1HIERLLAPI
BY, RimbR33iEKPathg “/Stage/test” ., EWRE2HEIETZER “Path” , TEE
“/Stage/AA” , MIAPIFEAFREIIAE2RT, EFE “/Stage/AA” K& “Path” , AP
BEERE2HIERLLAPIEY, FiniRs3iEKPathl “/Stage/AA” ,
12-30 INET=
RS ggiﬁimaﬂ,ﬁplﬂa‘,%ﬁﬁﬁ
AP SigiaSPath
HTAPIEE ERAPI
[MARI:
ENDHEEFE—NTES, RSEESONEE,
BUIRSRY
E8IZEAPISAH,
EES2 N

] SREEEHE.

s rEERsaraes Y EERE,

SRR 18 (2024-03-07) WIS © AT BRABRAT 229



APl %

BPiEm 12 |BhR UI
$1B3 pEEESHAL LR — , ABEE “APIMX APIG”
T4 FEAMIERERIAPIRRA, BHEHFANRIRINRARIAPIFASEREIERE.
o ‘HEIR" ISEIECIBHEIEAP, WiEREIZER, LIAPIARIREITEE,
o “TEIR’ ISEAPIEEIRELAIFCIEHEIEAP, WIENEIZER, EELAIETHT
=8
TS5 IEIFE “FHAPI > IMEEIR” , AR EEREERE.
6 B “CIEWE” , B “CIENRT MIEE. BESWNFE12-25FREE.
12-31 SIERE
BIERIE
TFEEER |Em-i|'onﬂen1_|91t
% 12-25 KIBEE
EEIR ik
ERFR APIFRIBZTR,
TP WEHEAER .
FT]T BE “BBE” , CIERE,
SIEEMIBERING, & “‘HESE” mEYIERSERHCIENRE,
BITAE

EBITRESTful APIETLASBIAPIZAABIRELEASEIRAES, tNRifaEMIAES, EEEERL
FRiRINX-Stagesk, ABRMIER . FlENisaE s “DEVELOP” RIIAEE, UM “X-
Stage:DEVELOP” ,

(11 #58R
APIRXEIRIZEIGRT “Wii” TheE, BEAFANE, FHHERIMEREE .

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 230



AP| 3
=z =] 12 |BhR UI

SRR E
ST BREEEHE

s rempsarraes ¥ ERxE,

I3 pEIEntla Hy — , SAEEE “APINZE APIG”

FF4 EEAMIREERIAPIIRA, BEFHHAZINRARIAPIF A SEHEEERE,.
o HERT IEEEOIZEFEEAPI, WILREIZEA, LAAPIERIXEIE.

o “LEER” IBEAPIEERELAIFCIEHEIEAPI, W REIZEA, RLEEiTET
B2,

LIS IEIFE FIAPI > APIDE” , HAFIAPISDEEERE,

£B6 BELITMMEE—FMAI, HA ‘TEEHE" L,
o BEHEHRENSESZIR, EADEFMEERNE. BE ‘TEEE”
o AREIEMERSBNNEMRET, Bk "B > BEEE

ST Tfjf“ﬂ‘i%” RIEEARINZENIMEETR, B “MNRE” , B “HETE” X
ETER

S8 EEINE12-26F~EE

12-32 #iET=s

* SREFR

&
Hin
i

*= 12-26 FiETE

=301 fER
TEAMWN TEMNER, YRSCIEAPIRENXNEEIRRATEER.
TEE LEER.

H$| BE “HRAE” , THZRERNRIN.

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 231



AP| 3
=z =] 12 |BhR UI

(AR
WMRTBHENTSM, AREMETSEE ‘MR .
AELPRRIZAPIERS, MELSRRSLEERPEE, BEHRRIAGEE.

-

[SELR(E
QIRFINSTIESERE, CRILUSAPIRTEINE, LUEAPIEMREEM.

{858 APl 5 QIR E
R EI LS RAPII A L AEINSINT S, EMRIESEEIUTHEE.

SRR

s
MR EERAI FAQ

APIEAEITRIIS, SBRTRAEHIRSE?
12.7.2 HIERIFER
BEmS

SO ETBIRIIRS, ALUSTERE.
ElE=-S et

OIS,
BELR

£ BEREEEHS

s remmsar et V) R,

I3 mEEEsla bl — , REEE “APINX APIG”

FFA EEAMIERERIAPIIRA, BEFHHAZINRAIAPIF A SEAEERE,.
o HER IEEECIEHEEAPI, WIPNEIZEH, LIAPIERIREITE.

J “iiﬁ&” IETEAPIE =R EIEEHETEAPI, WS REIZER, EEAliziTaT
rEj-I’ ~No

L5 EE AP > IMEEIR” , HARIKEEEEERHE.
£R6 ERHMIIRAVIMEAIEST, BE “BER™ , SBHIHELE.
AR
(IEBERIRAPILZToRS, ISR

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 232


https://support.huaweicloud.com/api-apig/CreateEnvironmentV2.html
https://support.huaweicloud.com/api-apig/CreateEnvironmentVariableV2.html
https://support.huaweicloud.com/apig_faq/apig-faq-181016019.html

APl %
HPFPigE 12 |BhR UI

ST BE R, RRNEEREE.
R

{&£F API HTUBIPRIFR
IEERILAERAPIRIS UMAERES, BAREESELITHEE.
IES78

12.8 R Z5H

12.8.1 BIEHEFERATEZEH

BEn=
ELHPRTRIFRSWIAPIFXNSY, EAPINXBERFIHRIRSE, RIEFEHE
SRS,

FR2ZAEHR—XIKeyFSecretéAR, ERFIPETEHEZIAPIABEEN . JEREIH
HFEAPIS, APIMEMESiHIRS AEIAPIRIE KT, SIEMEBENHNEZEE, IHE
BRIRIRSBKEEELSNHTES, BT R ERFNAPIMNXEIT KA
AuthorizationskPEE BB —HERIREAPING M

(MARY::|

E— P IMEP—PAPIRBEHE—NERER, — P EBIBAALLES AP,

Rz
EEHatREEEE.
SRR S HIRYIEAPL .

APIRZNEE B ERNERAXZIGEHIRSS, LHAuthorizationskhEEEZER.
BixRSEIFRBIAFLIES (#Hlf0Java. Go. Python. JavaScript, C#.
PHP. C++. C. Android¥ ) #1785, tLIIEZERIAPINFEIEIIRE
AuthorizationskFREEZ 2B —HERIRIGAPIRIS I & .

FAPI RIS HERRS R
EXEEH E=EEH

12-33 ERFHERE

EiEfESR , Bt Authorization

AP LhEaEaEe

R API R ERIES

SRR 18 (2024-03-07) WIS © AT BRABRAT 233


https://support.huaweicloud.com/api-apig/DeleteEnvironmentV2.html

AP| 3

FBFiEr 12 |HhR UI
XA

BB BREWIEEE
s remsar et V) EExRE,

$I¥3 BEE IE?:%U‘*EJ:% — , SRiGEE “APIM APIG”

$RA EEMEFEAPIRE, BEFHHNEITINRAIAPIFASEREERHE .
o HER” IEEROIEHEEAP, WILREIZER, LAAPIERIXEITE.

° “ﬁ;ﬁfi” ISTEAPIE = RSLEIEIZEIEIEAPI, WS RAZER, RLEhziTad
Btk

SIS B “FNAPI > EEEAT , BASZEPEIERERRHE.
S$IR6 BE “GUEEAT , B “eUEERT MEE.
LT EBWNFR12-27ARER

ellfE e asE

EHERR Signature_x17n

27 HIMAC v

Key

\Secret

B
T

& 12-27 ZRER

(EEIR R

ZERAFR BENXBIR, BFRIARENESR.

i %;Hfiihuz% S REARNAIESREY, ai%iE “HMAC”
“Basic” .

SASRRAN 18 (2024-03-07) WA © EARUERABIRAE 234



AP| [
BPFPigE 12 |BhR UI

SE2IN 27

Key 5 “Secret” Boa{EH, RREBEENT,

e HMAC: EShmac \iFFHERZAITRIKey

e Basic: EBbasiaNEFFERNARE.

Secret 5 “Key” Be&fEH, BREZZHNT,

e HMAC: EShmac \iFFHERZ$EXTHISecret ,
e Basic: {EEbasiciA\IEF{ERIZERE .
HfaiASecret BES 5Secret—219{&E -

S8 BE “HAE” , STAERIIEIR.

R

4B7E API
ST B AP > BE2FH” , BEAESRASEEERE.
B2 BUUTNEE—HAE, BESEEIPCYEAPITIRRIE.
o TEFFSDEAPINZIEFRTEIT, BBk “4BEAPI” , N “SZEBPYIEAPI” M,
o HHFYIEAPINEHZIR, EABPIFERE.,
I3 BE “4DEAPI” , U “4DEAPI” SHFIE.
R4 HEFE APIDR” | IR LR “APIBIR” , THEFREEAIAPL,
TS5 AEAPI, BE ‘4’ , TRERYIEAPI.
AR
EXSEPMTAPIS, NRAPIFBEEIER, B ‘B , BIRIE.
-1

INIFERER

SEZREIIERRSHITES, EIERERMAPIRXEIEAIAuthorizationsk
PREBZEL—HBCRIRIGAPIRIG A .

{8 API SlRIEE 2 FH
SRR LUMERAPI A R AIRE SR, BINREEEEUTHHE,
e zei=tots

12.8.2 HHpR=EREH

BEER
MREE—EETEREIRS, NALUSERR.

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 235


https://support.huaweicloud.com/devg-apig/apig-dev-180307037.html#
https://support.huaweicloud.com/api-apig/CreateSignatureKeyV2.html

API %
FBFigrE

12 |BhR UI

RIS

BRIFT R

g1
+IR6

gz Y

EeIE= R,

SEREEEHA.

aEERsar Faes Y mERRE,

eI AL — , SAISERE “APINXE APIG”
EAMEREHAPIIRA, BEFHH BRI RARANAPIFFE SE RS IERME.
o “HENR ISEEOIEHEIEAP, tSRIIEA, IUAPIEREIREITE.

J “?iﬁfi” IETEAPIEZRRELAEI P EIEEHETEAPI, WS REIZER, BLfliziThT
I‘Eji L2

BE “FHAPI > BEER” , BEARZEREEEENHE.
B MES—MT5%, BENEE,
o ESMIBRAVEIRAEST, 2 “MRR” .
o BE ‘BHFSH , HAZIZERFRENE. AALARE ‘MR .
AR
IRESBZARGEEDTAPIRS, SR, BRIESCHEEIAPI.
BE “BE” , TREBIIMR.

e

(£ API SXHIPRE R %A

SRR LMERAPIRIS MR ERER, BRRREEERIUTIEE.
HiprER =R

12.9 VPC 1B

\%E

12.9.1 8 VPC BiE

=

VPCEEEERATEIEEVPCHRIRS BITAPIN X HREEINRILE, ERNBET
{ERVPCHYRERFMIE(S, MESITIEER, EIVPCEEREBREITEINEE, MMM
[RiRARSS IR EIIE .

SIBVPCEERE, TLIZAPI, BHREIRIRSZEEIHTTP/HTTPSHY, FiniRSSHEUERTLA
BEiEFERSCIENVPCEE., fli0, VPCHEE6RECS, StlE—£VPGEE, Hf
ECS 01F0ECS 04ERINEIVPCEER, ILLATAPIMKIEIZVPCEE R LABRRSAIEVPCH
AYECS O1F0ECS 04,

SASRRZS 18 (2024-03-07) WA © EARUERABIRAE 236


https://support.huaweicloud.com/api-apig/DeleteSignatureKeyV2.html

AP| 3
HPFPigE 12 |BhR UI

12-34 i&iJ APl M<i51a) VPC i@iE=aY ECS

VPGEE ECS 01 ECS 02 ECS 03
APIFF ECS 04 ECS 05 ECS 06
VPC

MR

APIMXEZRRAIVPCIBIESZIFFAMELB, HZhRAIVPCEERZIFFAMELB .

BUiRSR4
o BEEIERIRSE.
o MAPEEHELRVPC AdministratorBEIR,

llEE4PSESEE]
SB BREBRHIA.

s rEERsartaes ¥ mERE,

$1B3 pEEEEsaE He — , ASERE “APINX APIG”

$RA EEMEFEAPIRE, BEFHNEIIMRAFIAPIFASEREERH
o HER” IEERECIEFEEAPI, WILREIZEA, LAAPIERIXEITE.

. “ﬁih‘&” IETEAPIEZ ARSI EIEEHETEAPI, WS REIZER, &Lz iTaT
[Eji ~No

FIB5 B “FHNAPI > VPGEE" , HAZRIVPCEEYIERE.
$1¥6 Bt ‘QIEHEEE” , HA “‘FRVPCGEE" THE, EHEWNEI12-28FTREE .

SASRRAS 18 (2024-03-07) WA © EARUERABIRAE 237



API 3
FBFigr

12 |BhR UI

12-35 gERIEBE

BEXER

* BEEH

EEHSEES

i}
i
5]
[
@ @ @ 0

WVPC_wihw

.

RS e e URIEE
TCP HTTFP HTTPS
2 +
- 5 +
- ; +
- 0 +

% 12-28 VPC iBiEfc &

ER2IN

R

BERR

BHEMXVPCEERR, BATRAIAEINVPCEE,

i

VPGEEFFNHIRAOS, BIREFPERLSIROS,
EY{E91 ~ 65535,

RuRR

R AHBETRIRS MR EE . HRERAERHBELZRS
TEEIERL

o SCffl: ETIEERRIERIRSH/AIS R INATEERR -

o IPHEYE: WIHESIPHINAISRIRIMAEBERSR .

(XN EZRRAPIRI KT AR AR RIRIS o

MAERRAS 18 (2024-03-07)

IRIERE © LATITERAGIRAT 238



API %
FBFigr

12 |BhR UI

i
=
=t

B
[

5
X
i
DH.

B D AEEREBREAIZZIPEEN
DREEEZW T LA

o MNEIH

o NI E/INESR

o RIBLIISTS

e URINEH

71

EARLATIMNY, XVPCHIENMITREINE .,
e TCP

e HTTP

e HTTPS

EIABTCPIMY .

BREENRIBEREER.
REENY AR “TCP” BY, EEIRE,

KEiRmO

fEERENBREO .
FRERTAVPCHRENANROS

IEXEEE

FIEVPCEERENIERRUKIES : ELRT I, xNIERERY
IEXEEE.

EUERN2 ~ 10, TRERTH2,

SEBE

HEVPCEEPTENSERIRIEN : ELRT LW, xNIGLERT
SEHE.

EUE2 ~ 10, TRERTAS5.

FERTAYE]

1EHRE), TMNAYRTE), BARD.
BE/92 ~ 30, TRERT/I5,

I

ELEFRSEREIRAYE, B,
EYE N5 ~ 300, TRERTH10,

HTTPIa 45

IEBRHTTPIINATS, FIKTEINERBEIHTTPIERES .
NEMNMYA S “TCP” BY, BEEIRE,

FB,7 B8F “T—F7 , @A FINSRSEHRT A
S8 BE “IMIN=MRSHRT  BE CRINEIRSEET THEE,
$R WGRFERNN=IRSEE, BE A0

AR

{ERHZRAPIMXETS, AN EIRSSBILTEHEVMBIF100.125.0.0/16ERHE, FNIE
SHEREEEUR IS RE,

$B10 BE “5Tpk” , TAREBEEIE.

e

MAERRAS 18 (2024-03-07)

IRIERE © LATITERAGIRAT 239



API %
BPiE/m 12 |BhR VI
&£ APl 56 VPC @&

AR LMERAPII AR BIZEVPCEE, BB EEEELATIEE,

flEZVPCEE

[SEHR(E
BIRAPI, JSEBE/EVPCARIEIHARSS FIIIAPI, MNTISEHUSIHARSSMIREITE .

12.9.2 fjlif& VPC iEiE

Biria=
ELIZRIVPCEEFBREN, FJLIEEMER,
AR
ARAPIEEZ(EFIVPCE, BAPIEE/EITNS, AT EMIALVPCEE,
HURRSRAF
EeIEVPCEE
BRIETR

SR BEREEEHE.

s pEEERmartaes ¥ mRRE,

I3 EEEtlar tl — , AEEE “APINX APIG”

$RA EEWEFEAPIRAE, BEFHANEIINRAIAPIFASEREERHE .
o HER IEEECIEHEEAP, WMISNEIZEH, LIAPIERIREITE.

o ‘LR’ {SEAPIEZIRSEGIFOIEFHEIEAPI, WIS REIZER, REGEITH
EitEE,

W5 BE ‘AP > VPCEE” , HAZIVPCEESIRTH.

L6 BIUTEE—FHEE, BHEEE,
o TERFMBRAYVPCEIEFRTEST, B “MIFR”
o BE “VPCEESH , HAVPCEEFERE. EALABE “MiR” .

FIET B “BBE” , SRVPCEERIMIR .

858 API 5THIBR VPC iEiE
EARTLMEFAPIR S IR VPCEE, BEMRIESEE AT .
HEEVPCEE
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BEs=
VPCEELIERME, rBidRiEREREEhEEMEREEIN,
BUESR
2elEVPCiEE,
BIEL R

L] SREEEHE.

s rEERsartaes Y BERE,

$IE3 pESEEaL Ll — , ABEE “APINXE APIG”

$RA EEMEFREAPIRE, BEFHHNEITIMRAFIAPIFASEREERH
o HER” IEERECIEFEEAPI, WIPREIZEA, LAAPIERIXEITE.

J “iiﬁ&” IETEAPIEZRRELAEI P EIEHETEAPI, WS REIZER, BLAliziTaT
[Eji XN o

S5 B “FFIAPI > VPCEE” , HAZIVPCEESIRITH.
|6 BE: “ VPCEESH , \VPCEEIFIERMAE .

$£F7 BE “RERET , HA ‘EERE I¥,

S8 BiE ‘R , B “RERRNERE MEE.
H$IB9 IRIEINER12-29FRMEE .
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SRR

fE
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FARLITMNY, JFVPCHhENMITRERE,
e TCP

e HTTP

e HTTPS

ERIANATCPHMY o

RIS ERRIBIRISER
(REMYAR “TCP” BY, BERE.

A=Vl

EERSENBRKC .
FRERTAVPCHRENANROS

IEEEE

¥UEVPC¢$ULIE’$E€JR‘ES‘E%: EEABE R, xR BRIER

EUERN2 ~ 10, TRERTH2,

SEBE

FHIEVPCHRENSERIKIEN: EEOBEXXH, xNERENSE
BHE.

BUE2 ~ 10, TRERT A5,
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FBATATIE] WeEHRE, TIAAYETE, B,
EYES2 ~ 30, FRERTH5,

EIEIE) ELEFRSEREIRATE, B,
HY&E5 ~ 300, TR&ATH10,

HTTPIAZAS BHrHTTPIg AT EERRAIHTTPALES
RTEMN AR “TCP” BY, TEIRE.,

$R|I0 BE “HE” , TREREEREIEL

45

12.9.4 7£ VPC BiEHRE=IRSEER

B{EITS
FeIZBVPCGEER, JIIBERIERIRSE R AVPCEEIEN/MIFF=RS S imiE =R
SEAINE,

BHREH
EelZBVPCEE,

REL TR

SR BEREEEHE.

s rEERnarbaes ¥ mRRE,

I3 mhEEnsla bl — , REEE “APINX APIG”
$BA EEEMIERERIAPIERA, BEFHAZIRIRARANAPIF A SERSERE.
o “HIR” ISEEOIEISIEAP, WS RIIER, UAPIERREITE,

. “iiﬁ&” IETEAPIZEZ ARSI EIEEHETEAPI, WS REIZER, KLAiziThT
I‘Eji <0

S5 B “FFAPI > VPCEE" , HAZIVPCEESIERITMH.
$W6 BE: “ VPCEESH , HANVPCEEIFIERMA .
BT BE ‘TIRSEET , #HA ‘mIRSEET R,
T8 RIEENFEERNVPCEEIEN/MFR= RS Rk mIE = IRFSZ2ZAIMNE
o IBNI=PRSSES
a. BF “NINzRSBEET B RII=IRSEET SNEIE.
b. AGFEHRMI=IRSEE, HRIKENE, BF “Hm .
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MRV SEZATE .

o MBR=ARSS =S

a. TEFMERRIRIRSSSRFAEST, B "R , SREXNEE.
b. 8FE “HE” .
o RELRRSZHINE

a TERERENENSIRS ST, Bl ,
b. MINETRONEE, BE .
o INEBRIESIRSENE

a. @;&?%QWEEWEE’JEHE%%%, BE ‘MERENE" , B “RENE
ELER

b NEARRSBRECMMNER, BE HE” .
R

(5 APl A=U1E VPC iBiEPiRiEnIRS 2R EE
AT MEFRAPI A R EVPCB S RIE SIRSS SRS, BENRIEEEEI TS,
FINSHEE (=RSSE)

12.10 BEMIAIE
12.10.1 SIZEENIAILE

BIEESR
EESUMEGATMIAE: BiREESOMERIEREEAE.

o RIRBAEMNE: MNREFEERBCHIPMERSE, MAZAPPIAE/EAIAMIA
IEXSAPIESAIEE TINESINES, SRILMERBENXIAE, BiTZBE X IREH
TN

o FIRBAEMANE: SRENEIRIRSERFEBINAMERSN, SHEEEATE
ARNERSEHAFFRAPI, TAPIGEZBESANELRE, BSHNERSRERM,
EHAPIFFRNERE . BABERAPIGHEIEEEXHREIAILE, APIGEILY
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(1 588
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S]|7 BE “GI7 , TRBESIAIEREE,

R

12.10.2 PR EESNXIAIE

Birin=

HURRER

BREL R
gz

g ¥

gz

+LR6

HEEXAPNEEABFEN, FJLMBREESAIL,
(11 iER
o BENIANHKBERE TIERRS . WRKFIRegioniZE LR TIERIRSS , NASTIHER
BEIAILE,
o EFEAPIHERNBESCNELERMIF .

EEIEBERESAIE,

SREEEHA.

aEEpsar Faes Y ERKE,

PpEEIEHIaL s — , REEE “APIR APIG”

FEEMIERERIAPRRA, BEFENRIXINRARIAPIFZSEREERE.
o HER IEEECIEHEEAP, WITNEIZER, LIAPIERIREITE.

J “ﬁih‘&” IETEAPIEZ ARSI EIEEHETEAPI, WS REIZER, &z iTaT
rEj-I’ X~ o

£ “FHRAPI > BESOANIE” &, ESMRIBESCNERET, BE ‘MR , #
HEXIEE
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e
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12.11.1 GIEHRE

APIM X EZhRZFFBISHR RS0, JIAPHRIELR IR REES .
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i SHRPNER, ABILERTE, BHERRE.

RIS
o —MAPIREESIE—MARZEUMOIE .

o HHFIAPIRBIEEMY, RENAPIHERGE, MEAIIAPIER .. FHAPIGIE
IRHRIBIEEAMING, HEFRIIEEINE ERIAPIERL.

o IHMHRIHE. BREE. BISLIEN, FEBREHAMAPL,

. aljlE?J'F%S‘;T’M’EZT%H@E#H’\J@BEE?&%, BIRRMENASTE N agbErIiE

o MRBEHSAPIEHEXR, MIEHEEENTHIRRE.
BUE R

SR EREEEHE.

s reEpsarfes ¥V ERRE,

SIE3 mbEmEintlaE M — , SASRE “APINX APIG”

FRA EEMSMEBETE “EZR” , BAEZREOPIRR, BF “EFEFHE” , HAAPI
FESEREERNH.

SIS BE AP > i, HEAZNEHSIRRE.
S£IR6 BE “EIREHT .
TeER e EPEEREHES
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AR TR ESHRHFRIZTR, RIENLIBEEN . BINRIRIR—ERd
BMVESHGEIR, HEERERIFERK.
fofEE EEERRIRE, FEZEERVRHEEAEY EeEN .
. %ﬁﬁﬁﬁ,\;' AAPINES IR HIRR A E E TG IER L
FIaRsk . BEahelER BRI IERAPIRIEES
o HTTPIIRLETRAEE: aILABEMHTTPIIREL, TEiR
EIRYAPINE N FEERERIERNL .
o MEBEHIEMS: RJLARSIEAERIAPIEIEIERR
?E ﬁ?—.r"ﬁmt&:: Eﬁtﬂ,ﬁi‘:*ﬂgz_l:%ﬁﬁ/ﬁhﬂfﬁ—ﬁkmu
R RS BHNERERNS, FRPEETNMNAERERMS .
RIEARERYEMGEE, RHFRBHEERE:
o BiNERIRHEIAHF
o HTTPIIR LSRR
o MELFIESF
R ESRGEAMER.
BT BE “TRAE” , G
imHeIREE, BEFRENAPISIERRM, 7 RelEBHITAPIERL
--%5R

79 AP SRTERH
gz

FEAEMBISA=IER “ FFRAPI > APIEIR”

H2 FEAPITIZRG, BHEEGIERRMEAIAPIZIR, HAAPIFBRE,.
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S|3 £ BT [ET, BE “HEmE o

SR Ileziﬁiﬁ{%%qﬂ, R EYRERRMRY ‘TR R0 “HRHERE” |, AAEEPELIER
e

SIS BE R, SRAPISIEILE.
R

12.11.2 Bl R RLEIHE

EFZEMER, NHNRSMRENREMARNRLERNEEFR, WIIREREENEH
HUEAYETIR . CORSAVFRNISERRREIHARSS 28 AIXXMLHttpRequestig>R, MMISLELEE
iginia . ESEEIHIRNEEIES RARBEELIE.

B R F L = iR OB Eh R AR E UG IS RS . BRI B EFuMeiER
APIRYY RERES, AJHRIE. RIBAYSCIRAPIRIESIELSIE

AR
RBEILOIAIFEH R REZEG, BRERARSIFARELG.

{SEFAPR
o ETRRRIRSFM.
o [E—APIDAT, HEEBEKEENMEAP, R ieE— P BigRREE=E 4
o MNRAPIFFT “#HCORS” TNeemIERT, th4BE T BIERREHL=EME, NLASP
EREE A
o WIRENBKIZZTHOPTIONSITERIAPI, MIZIERIEEE TFRIFTEAPIIARBIF
SEBIF R =AM .
o HAPIGPERHRMERT, APIFNEKRGEVNallow_methodsHFiFANEKRAZ.
BCESHIRA
* 12-32 Be B SR
e BcEAe
allowed origins Access-Control-Allow-OriginlaRzsk, 3I§ERIFIHITIAPIR

AMFURI, ZAURIZEMERESGEZSIRF
SHFRIETHBMEIEANEK, JLIESHEREN “*7 ,
FRFFRERBEAAIENEK

allowed methods Access-Control-Allow-Methodslafzsk, 1I5ERIFERER
HTTPIERT5E, 2MEKRAIEZBFERESGESIE .
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2% EcEi5AA
allowed headers Access-Control-Allow-Headerslghisk, 1I§E

XMLHttpRequestigskPiHETINERLFER, M5
KLz EFERZRGESIE -
Hrh, &SRk Accept. Accept-Language. Content-
Language. Content-Type ( BY{&E{XBR5application/x-
www-form-urlencoded. multipart/form-data. text/
plainfd ) BOARFEBE KPS, TETZSHHPIRE.
%88

o CIEBIERRLAEHEN, BAT B Eallowed headers, A

AYFEEEREH IR ENBERL.
. ?E%allowed headers)3 “*” , BRAFEBIHEKRIETIER

exposed headers Access-Control-Expose-Headerslifzsk, 1§&E
XMLHttpRequestiE KNI F e IHETHRIN L FE, 2
MarzskZ BfERESGESIRT .
Hep, EARN@RskCache-Control. Content-Language.
Content-Type. Expires. Last-Modified. PragmaZfiA7t
WINPT, TEEZSHPRE.
i%BA
o BBl EBEHEZIHAHIT, BMIATBcEexposed headers, A
FEVFEEEEAY)avaScriptf RS T BB 15 D3R 1S AU R L N &
( BRXMLHttpRequestXdZHIgetResponseHeader () 75i%3K15
RUEARNIRSL, Cache-Control. Content-Language.
Content-Type. Expires. Last-Modified. Pragma) o
o fiiEexposed headers)y “*” , FTRAIFNEEEAIIavaScript
AR EIEA R SAIFT B IR L NS .

maximum age Access-Control-Max-Agelliizsk, IEERNRFUEIERTE
WHE, BRI, EERHIR, TERXAETMEIEK.
allowed credentials Access-Control-Allow-Credentialslgizsk, &

XMLHttpRequestiEs kP2 & ftiFtErsCookie,
o AXHABETRIF-
o FXRKAFRTARIFo

A ECEH

"allow_origin": "*",

"allow_methods": "GET,POST,PUT",

"allow_headers": "Content-Type,Accept,Accept-Ranges,Cache-Control",
"expose_headers": "X-Request-Id,X-Apig-Latency",

"max_age": 172800,

"allow_credentials": true

}

12.11.3 HTTP IR SLESTRiRM

APINERZFEAPIM R [E1Z FimAINEL, HTTPIGRSL2APINER HEI—ER5 . &aTLA
BENMHTTPIIRSL, TEREIRIAPIIRR HiEESEENERL
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(AR
MR URISEBIARIFHTTPIOR L SRR, BB RRARSHFFARESI .

sEFABR S
TENECLAPIRKIBINAIR ZMASL ( x-apig-*, x-request-id% ) , EIEAPIMIKIZL
AYCORSTHEEIEMNAYINIRZSL .
BcE24u5K AR
x 12-33 B ESH0RA
2 BCE1RAE
Name MRSk ZFR . B MEEPREERINEEZRANINL (R
XHANE ) , BRSHFIMN0KMESL,
Value MR SLASE., 2 “Action” A3 “Delete” BIIRRSLRIESR
£, AT,
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28 EEiRAE
Action MR SLR(E, EalLABE. 00, MiBR. BhideiFhiSise
A9k .

Override: B=
o HAPIIRNPFEISERINGLELAY, (FRHAFIMRNSLAY
EEECHEINLAYE,

o AP FFES /N SHEENN B EZFRAIN R L
B, M FRSRIERIIASLAHEIREI—FIGMN kIS

io
° iAPlﬂﬁ]FﬁﬂFKﬁE?Ez’EE’\JHEM%E?, N IE ] )V

Append: 70
o HAPIEL FFFEFEERINERNELRT , A& Lm0 LAYE
AnEIEamNMEZE, BESSR.

o SAPIRITFES N SISEINM ARSI,
Y, SIGSMARSKIER * FHEE, BRNLE

M Rz SCA9ME
o SAPIRNARAFEEERINEASLET , A IN=REINE A
%0

Delete: Hif&
o FAPIIRNPFEIEEAININ LAY, MFRZEINmRSL,

o SAPIIN FFES /N SHEEN AR EZFRAIN N Sk
RS, MPRPAEERZATREIIER, .

Skip: Bk
o HAPIR FFIEIEENMLSLAT, Bhid MRk

o SAPIINPFES N SIEEMMN AR FRAINE RSk
B, A EERRE .

o ;’.Aplu@ﬁquﬁm‘éiﬂ’guﬁm;kﬁa‘, I E D] v

L,
Add: i
TICAPIIRN PR EBFEEENA Sk, EARINZEIh&

IR ECE R

{

"response_headers": [

{

"action": "override"

}
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12.11.4 REEHEGE

mEEHIEET LRGSR AATEINAPIERIERIRE, IFSHRE. EMREmnET

B~ ShFiTh = NE S ST s
AR

NRBRIEGIRITRE
o HpfiRE

IR, IBERRRASTF RN,

BLASIAPI. FBF. WA, RIPHITZSHERE, SEANRERHINIE—FER

R

o SHIRE

S iFtRiEHeader, Path. Method. QuerylAR ZFZEFRISHEBHITEENR

=o

o ETEMRIEAMTIRRE
XIEA N A P TR R .

{EFAPRE!

o WME—NMAPIERSIRFIE, HEHERSEEHIHYE, REEHESEY.
o  SERIEAININRZSAEN 1001,
o IHHANBRAKEGS535,

EcE2S&uK AR

£ 12-34 BEESH0RA
2 BoEi5AA
RESEICEE o EANAPIAERY

STENMAPIH I TREFITFIIES

o APIHZEH

S4PE T EE B APIE TR R g FRsl

B RERHIRYAHL

o 5 “APIREIRF” BAFER, FREMATEANED
APIERIXE LR .

o 5 “HFPREIRE" BLEFER, TREMAMERAIED
BPIERRE R

o 5 ‘NAREMRS" BEER, TRB(AENAIEN
APPIERIRE LR .

o 5 “RIPRERT BoSFEH, T rBMATERAED
IPHENHE SRR EL IR .
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2H B EiRAE
APIRERH! EBPAPIHRIERDREL LR o
5 ‘i’ Ge&ER, REMMERNENAPIERIR
HEMR,
P RERE BANRPERBAPURE LR, WIRAPRAIESLZAIIAMIA
ik, APRERIEINEIDRES; WNRAPRIAIESTNIAPP
IAIE, BRREREKSIDXRIES . WKSIDFIINEIDIES
ETX “455%ER7 BEIRA,
o T “AP|U|LEBE%U 7
o 5 MK’ BcEEMA, FRBMAATEANENAFIBERK
IRELEDR .
o MRFWSTEZSNFAFILIEAPI, REKSEITHY
ARREHTTIRS o
IR 2R BANNAERBAPIRE LR, (&R FAPINZEIAIESL T
FIAPPIAERT
o AL “ PI}ILEBE%U 7
o 5 MK’ BeaER, RRBAAEANENRHBIFK
RELERR .
IRIPRERS BN IPHBYEEFBAPIREL LR o

o AL “APII}ILEBE%U 7

o 5 “BIK” BAEM, FrRBUAIERAISEAIPHELLE
FKIREL LR

SHREERETX. FEE, USHHBHEHITRIZRE

aE | W
i
HF
T
i

IS
W
&

N BTN RIS E

SHNE: BTFANCRNSHUE.

- path: APIEKRAIURI, RFEBNABE .

- method: APIEKRTGIE, EREARE.

- Header: HTTPLigiR9E—/ME.

- Query: QueryStringl9%—"1ME.

- System: R&HSH,

o S ATHIESMNILEFISHEREILE.

° H} \\}P
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A&

TEXMNAITCEC S, LARAPERERSIFIITR
B RIMAN” , ARSI
o FRMIPCES

ik L | ARMEIRUEAR, BT CENSH
chiy S HETHIERRM, IURBASEE.

- =RETF

- EARET

- patternIIEMZFRIXT

- enumANEHME, SANSHEZEARESHIE
° APII)ILEBELI:EU

APIERIREHIRKIE

o fFE
EMNREEFIINE, NREGAREE, N
AREEHIITKLL “RIEBEANEE” HITKRE,

flgn, 7= “""M”‘éﬁl” FIRIISE “Host” , SHUEE
1 “Header” ; £ “TEMHN” FFRINI—MA, PTECE
HIRER “ Host = www.abc.com” , APRER%IA10,

AF1</960s, FRFE60sA, XT?la?;QHEPHostﬁéﬁ%F
“www.abc.com” BIAPI, BAPLERIXENAZI10, SHR
BEH.

S S =]

ARERERX. AERE, “Hitinz” NBAFPRER
F/NFARERES “4Eiinis” BUSERIEF AF IR AL
EVERES, LUSERRIEENIE,

KRR

FHFIDAKSIDERIREID,

o HBEAPPINIEAYAPIRS, FHFIDAIREBID, $XEURE
ID,

o HEELAIAMINIERIAPIES, FHFIDAKSID, RZiF
MARENAMBRHEE, IREKSZFIKSID,

EERERAEA, LWHEFIGIEAPINRXE, FEd
“ERE" RIAPERERFIE.

4SRN R

EREANA, BEENRuAdERn, WNAIBEAPINEG
KiE, FEd “Ehihiniz" RAPIRERFIE,

BB EpI

{

"scope": "basic",

"default_interval": 60,
"default_time_unit": "

"api_limit": 100,
"app_limit": 50,
"user_limit": 50,
"ip_limit": 20,
"specials": [
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"type": "app",
"policies": [
{
"key": "2e421d76dc6c4c75941511ccf654e368",
"limit": 10
}
1
L
{
"type": "user",
"policies": [
{
"key": "878f1b87f71c40a7a15db0998f358bb9",
"limit": 10
}
1
}
1,
"parameters": [
{
"type": "path",
"name": "reqPath",
"value": "reqPath"
L
{
"type": "method",
"name": "method",
"value": "method"
L
{
"type": "header",
"name": "Host",
"value": "Host"
}
1,
"rules": [
{
"match_regex": "[\"Host\"\"==\",\"www.abc.com\"]",
"rule_name": "rule-jlce",
"time_unit": "second",
"interval": 0,
"limit": 5
}
1
}
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£IR6 PHFEERIAPIDARBIR, HALDEFBERNE.
BEISEHTEWLAIAPIZIRFLE > EIFRES .

12-39 EMSE APl 99 4Bi¥ BT

APIFI &

ERZEAPI / KSR

RS weather apistore huaweicloud com

0 2000

2019/12/1609:13:15 GMT+08:00 2020/12/17 08:00:00 GMT+08:00

HEEEe

e
| IBEAPI

B | AR

= | IEAPI

= | ERARI

BT dEEE RS 240af

Et | BiAPI

SR7 EFEHAAPIFREST, B “EIKAPIY , BREER “IEiKAPI” NE.

FIR8 LMIAIAPIERSHEEX, SEIRBINFE12-41F7R. ANAAPIRIERIBEREEM
APIEKEAREINREILZLREIE

Z 12-41 @i API

SHETR

15AA

71

IR “iBKIIN” J9 “HTTPRHTTPS” BY, SZHHE .

ik

IR “Method” 79 “ANY” BY, ZFHEX.

iZEEs N “ILEctEl” 9 “BIRIRR BT, IFRENER.
BREEH V£ “Path” srizfE “{}” BY, SZTHEHMEXL
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HPFPigE 12 |BhR UI
SHZR 548
=SS HTTP HeaderstUS# 52514,
HiFSH Queryl IS ¥ 5S2HIE.
Body {RFE “Method” 39 “PATCH” / “POST” / “PUT” BY, ziHE
%o

LB FINEREHE, BEF “RXEKT .
AMiRELERE R X TENAPIEBRIResponselE L.

SEAP| /| FAFE [ BB R SHREERS

cess-3adegagede1o

1219132277423¢5 cs499fcabecse
19121670120227

T

‘‘‘‘‘‘‘
B0 FAETLIBTEEERSHESHE, KERRNEK, WIEAPIIRS .
R

12.17 BFHE AR API

12.17.1 iAF3 API

SREX API R 35

TIABAPIET, BEEMAPIREEILENAPIREKREE, SIFHOEE. &KX, i&
RFiE. BRERURIERSH .

JXEXAPI:

o MN=EEWE,

o BELTEE (M AEHEEWESEIE) .
FRENZAS:

o CERHMI=MEIGRIAPI, BEAEETLERINSE X,
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o RAEMEI=EEHIAP, FEXTEARAPHRMESGIRENSE N,

o WMRAPLARRSZBEHIRMHARS, B LAEEA=EFOREISE X,

RIBEAPIERNZEINMES R, BEREBHEXAIERIAMEEE:

e APPIAIE:
- ZBRIANIE: [EAPHRHEEIREUZAPIFTISI L FHRYKeyF0Secret ( 2 ZE FimHY

AppKeyFAppSecret ) , LA FBFEMAAPIAISDK,
- EZIANE: [EAPHRHEIREUZAPIPTEN FAYAppCode.
- HMAIE: @APHREEIKEUZAPIFTISI L FARYKeyFSecret ( 2 ZFixHY
AppKeyF1AppSecret ) ,

o  HHAMIAE: BEIRRSFEIIKSEIE ( IKSFIZEIBIRE TokenZlEAK/SK )
BHATINIE . GNREEBAK/SKHITIAME, EHEEMMAPIRMEIRENE T EAAPIRY
SDK,

o BHEMAIE: [[@APHRHEREUERSHPEETHEENAMEES..

o FIAIE: BHFINIEER.

A API

(AT
AEDBUREERIEUFNAISHNESIES, ERENEMSHEERTERFBRTEZE, Wi
RIEE. SSLEESE. MREFIHSHRBERESSHUISER, BNSEWFRIREHRTERE .

ST BeEBEKMIIEXSE,
APIiERGS APIERESHEE
EEFI 2 EFBAPI {F RS 72 BohF a2 s iR S 4P e = E B

API, THERIIMECE.

{&EF3IPIA FEDEFAULT 4> 4BRYAPI

L= RAPISSFERIPHELEERDEFAULTS 4B REY
API, TESIMLE

{5 F3IPYE R EDEFAULT 73 4B RY
API

o {FFIPHBHIEZIAAIEDEFAULT D 4H FHIAPP

TAIERYAPI

1. BELABIRIBECESE “app_route” FI
“app_secret” IREA “on” . FE
“app_route” ZJ5, R—EBEAREEIZING
HEENEK BTG IARIAPI,

2. TEEKEHEFiRINHeader8# “X-HW-
ID” 0 “X-HW-APPKEY” , S#{EJ9API
FrigtUE EAYKeyFSecretal = FimAY
AppKey#AppSecret,

o {EFIPHEIIEIZEFAIIFDEFAULTSETRYIE

APPINIERIAPI, FBEEEKRIBEFIRIM
Header&#{ “host” .

FE2 RENESH,
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API %
FBFigr
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APBAIES =

APIERESHELE

APPIAIE ( BRIAILE )

{EFSRENAISDKITAPIEKHTT
SEFBAPPIAIEEFEAPI

=5, BifhE2%E

APPIAILE ( fBIZIAILE )

FEAPIERFRINHeader2%1 “X-Apig-
AppCode” , SEUEIIRENAPIR SHEHIRENE]
#9AppCode, ERESERIENIT.

APPIAIE (app_api_keyi\ilE )

o LTEIRAISLHIEESE “app_api_key” Bi%
B8R “on” , FFapp_api_keyiAil,
° EAPIi%j?EP,J\JJI]Headeer,Querytﬁ

“apikey” , SEEIIRENAPIFIAHFIREN
FAY KeyESZAppKey 0

APPIAILE (app_secretiAilE )

o LZIRAVLHIBCESHE “app_secret” BIRE
7 “on” , FRapp_secreti\iE, H
“app_api_key” BigEJH “off” , X
app_api_keyiAilE .

o TEAPIERFIRFIIHeaders#] “X-HW-ID” ,
SHEIAPIFTIEINAIKey T = FimAY
AppKey,

o TEAPHERAFNNHeader2%L “X-HW-
AppKey” , S¥BEIIREXAPIR SIHEHIRENE!
A9SecretakAppSecret,

APPIAIE ( app_basiciAilE )

o TEIRMILAIEESE “app_basic” EIRE
7 “on” , FfZapp_basicAil.

o TEAPIEKRAFRNMHeader5%4
“Authorization” , S¥EH
"Basic"+base64(appkey+":"+appsecret), H
Fhappkey#lappsecrets> Bl 93KEXAPI R 32

SxENZIRIKeyFOSecret ( EtAppKeyF
AppSecret ) ,

APPIAILE ( app_jwtiAiE )

o LERAVLAIEESH “app_jwt” BIRENR
“on” , FRapp_jwtiAi,

o EAPIi%EH?EF'mJJDHeaderméﬁ
“Timestamp” , 2¥{EHZHaUATEIAIUNIXAT
EIS 8

o TEAPNHERAFRINHeader&£L
“Authorization” , 2#{B/9sha256(appkey
+appsecret+t|mestamp), HErhappkey#Q
appsecrets3 3! 793REXAPI K S HIRENEIRY
KeyFlSecret ( siAppKeyF1AppSecret ) ,
timestamp9 =gt EIAYUnixAdE)EL .

HHIAMIAIE ( TokeniAilE )

IRV RSB S RIIAIEToken, SABTEAPIEK
iR Tokeni#H1TIAIE, BE{fiESETokenlA\iE,

FEHRIAMIAIE ( AK/SKIAIE )

EFEAPIEY, {FEIKENHISDKITAPHERIFHITE
2, BINEZSZAK/SKIAILE,
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API %
FBFigr
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APBAIES =

APIERESHELE

BEMIAIE

FEAPISREHHERINEE BRI TINE,

FoINILE

THINIE, PTEEEAHAP,

4R
12.17.2 ORGEESL

AFBAPIRT, APIRSIEINAN FIORLEE kL
X-Apig-Mode: debugZ=7RiiuiziH 2 LENNAPIMKIEHEE o

remain:9,limit:10,time:10
second

MALESSk 1) 5488
X-Request-1d | i&KID FiEEIREK, #BSRELSH
X-Apig- MAPIRIKIEKIEREIFIR | (NEBKRBELEEX-Apig-Mode:
Latency R[E)iE E LAY ARY debughd, IR[EILESEL
X-Apig- MAPIRXIEKRGEiREIEIR | (NEEKIEELEEX-Apig-Mode:
Upstream- R[EEE LAY AT debug, BEimIRSZEEAIMock
Latency AY, REILSE
X-Apig- APIREIZHIER (RTEEKIEE LB EX-Apig-Mode:
RateLimit-api | = debug, HAPIECE T APIREEH!
remain:9,limit:10,time: 10 i, REISE
second
X-Apig- BFRERHIER RIEEKRBRELBAX-Apig-Mode:
RateLimit- P debug, HAPIECE 7 FHFREMRE
user remain:9,limit:10,time: 10 A, REISE
second
X-Apig- NARERFIES (REEREELE AX-Apig-Mode:
RateLimit-app | s debug, EAPIECE 7N EMRE

B, IREIESE

X-Apig- RIPRERBIEE RIEERBREL B AX-Apig-Mode:
RateLimit-ip T debug, BAPIECE TIRIPRE/RS!
remain:9,limit:10,time:10 R, IREILSE
second
X-Apig- APIFATRIZER NEIEKRIBERELEEX-Apig-Mode:
RateLimit-api- | = debught, REILEESE
allenv remain:199,limit:200,time:
1 second
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12.17.3 {28

LEFBAPIEY, TJREEFIINFR12-42FhRAYEIRID . WRIBF “APIGW” FFLAVEEIR
13, 152 APIRIKIEIRISHI TR,

(MARY::|
o BITAPIGIEOSIEAPI, KEEIRES, FERIEIRIDESZHIRG.

o (HFIAPIGENZIBAT, BELAEIRAE (UNAPIG.0101 ) JoiE, HEiREEHIEEEART, GifEY
BIRERHITRAER

% 12-42 275

HIRE | ERER HTTP | iEX BRAGR
K&
5
APIG.01 | The API does not exist | 404 | APIRTFEES R | EIEBAPIFR{E
01 or has not been ROEIRE BrEE . i5KkA
published in the A BRERFICUERY
environment. APIRE—H; &
BAPIREB &R,
MR AEHEIFESEF
WiE, KEEIEKX-
Stagesk2HE K
mAMRIER; *ﬁﬁ
VEAFAPIERRYE,
BEEERYER
APIFFTERID4H
APIG.01 | The API does not 404 | APIERFEEAR | lBAPIEREGIE
01 exist. == BERSAPIENH
Yalri=|E
APIG.01 | The backend does not | 500 ToiER R fSim BRI F
03 exist.
APIG.01 | The plug-ins do not 500 | TiEEHEMEEC | BXREREARSF
04 exist. =1
APIG.01 | The backend 500 | TiEHFEIRIREC | BXRRARSZHF
05 configurations do not =1
exist.
APIG.01 | Orchestration error. 400 kAR KBEAPIEEAIHT
06 BiRsHEREE
APIG.02 | API request error. 400 | BRBAAEIE | FEAGIERNEK
01
APIG.02 | Request entity too 413 iBkbodyid X &K body A/
01 large. (KF12Mm)
APIG.02 | Request URI too large. | 414 | i&KURIZ K TINMBIRURIK /N
01 ( KF32K)
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BFEr 12 |HhR UI
ERE | E|IRER HTTP | iEX BRI R
RE
i3
APIG.02 | Request headers too | 494 | iEkskigk (8 | ENEREAN
01 large. MERLKF
32KE 1Bk
S LORKEXRTF
128K)
APIG.02 | Backend unavailable. | 502 [EimA~AT B KBEAPIRENGE
01 i s t=] )=
APIG.02 | Backend timeout. 504 [EimEERT BRI AT [BIE4E
01 INFiRAIRLIERT )
APIG.02 | An unexpected error | 500 REREEIR BXEFALIF
01 occurred
APIG.02 | Backend unavailable | 502 [EimAn]H KEAPIEENG
02 IHEKIMYEREE
[EiRARSSE KM
—&
APIG.02 | Backend timeout. 504 [EimiBaY 2y N N EIE
03 INFIRAIRMIRRT )
APIG.02 | SSL protocol is not 400 | SSLEMMARAAR | (EASZIFHISSLID
04 supported: TLSv1.1 XiF WhRAR
APIG.03 | Incorrect IAM 401 IAMGAIEEEE | 1B tokenE@H
01 authentication = B, BiNEsR
information. IAM{ERIAIEEIR
APIG.03 | The IAM user is not 403 IAMBRARF | ERFPEEHE
02 authorized to access 5IaJAPI A2 ERE
the API.
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FBFisE 12 |HhR UI
ERE | E|IRER HTTP | iEX RRSE
RE
3
APIG.03 | Incorrect app 401 APPINIE(EESE | APPERZIAIERT,
03 authentication = MU THEE:
information. o EERMYT
%, BRE. B8
S8, BRI
BRFEBNS
%, BR. B8
2H. BKRAEZE
B
o MBEEFinlE
A8 24 E
B2EFERHAPPIA
UEEARBAPHGES
BCABAYERT
APPCODEREIZIA
UERY, N
B: KEBEKRED
R 7 X-Apig-
AppCodesLis;
APIG.03 | The app is not 403 | APPARAIFIAIE | HEAPPEEIFEN
04 authorized to access AP| 15IaJAPI
the API.
APIG.03 | Incorrect 401 INIHEEEIR KBEINLHEERS
05 authentication 1FHf
information.
APIG.03 | API access denied. 403 RAVFIABIAPI S B EARENAIE
06 API
APIG.03 | The token must be 401 tokenFT=EEBEFEH | EFMIAMIKER
07 updated. token
APIG.03 | The throttling 429 | BEREERS | EERERFRES
08 threshold has been i, ANSRAAEFiE
reached. ZHBEHBKRE E
PR, 1B4PEITi
B
APIG.03 | The project is 403 projectA~BI{EEH | EERAEhprojecti
10 unavailable. ia]
APIG.03 | Incorrect debugging 401 AN ERE | RERASIS
11 authentication =
information.
APIG.04 | Unknown client IP 403 TRIRBERig | BRERARSZ S
01 address. IPHBLE
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=B | ERER HTTP | iEX BRI R
RE
i3
APIG.04 | The IP address is not | 403 IPHBUEAR SIS | B IPHBIEE B
02 authorized to access o] ERZERT
the API.
APIG.04 | Access to the backend | 403 BiRIPARIEFS | BimlPitblakSin
04 IP address has been a] 12X R AT Pttt
denied. AFeiFinia
APIG.05 | The app quota has 405 | APPESBHIAT | ¥ KAPPHECAR
01 been used up. 4| BT RS s
S=mEERX | BRI
H AR
APIG.05 | The app has been 405 | APPH#RIGRES RETE
02 frozen.
APIG.06 | Internal server error. 500 AEREEIR BRI
01
APIG.06 | Bad request. 400 | IEEIEK KEEEREEE!
02
APIG.06 | Domain name 500 a2 R TR IW MEHEHE, L
05 resolution failed. RigZ22EHET
Rz Eprchily
APIG.06 | Failed to load the APl | 500 | ZRkNNELAPIECE | BXRIE AR
06 configurations.
APIG.06 | The following protocol | 400 | WMXA#RIF, | eRASTIFAIMY
07 is supported: {xxx} FFRIINZE (HTTP/HTTPS )
XXXo 15ia)
FE: xoxxASE
PRI FRIAS
3 )i: 38
APIG.06 | Failed to obtain the 500 TESRENEIEIE | AR ASF
08 admin token. =]
APIG.06 | The VPC backend does | 500 | #AZlvpc/Fin | BRERBEAL
09 not exist.
APIG.06 | No backend available. | 502 RENEENE | KREFREEheS
10 i oA, WEBEE
5 ERE—
.
APIG.06 | The backend port 500 | EiminERLE | BRERARSEF
11 does not exist.
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HiRE | ERER HTTP | iBX BRI
i
APIG.06 | An API cannot call 500 | APIERBEE 1EMAPIFiRED
12 itself. g, BHRAREH
TEEEIZ 102,
APIG.06 | The IAM service is 503 | IAMBRSZERA | BXERASF
13 currently unavailable. E1):
APIG.07 | Backend signature 500 |IitBEREEEX | RERASE
05 calculation failed. W
APIG.08 | The IAM user is 403 ZIAMARES | RERASS
02 forbidden in the Biregion/P#FEE
currently selected FB
region
APIG.10 | AppKey or AppSecret | 400 | AppKeys mEIEKRY
09 is invalid AppSecretA~& | AppKeyzk
= AppSecret2&1E
t

12.18 IR EIE
12.18.1 SIZE AP FHIZIER API X<

HURESRAF

MR EFEXEFRBRAPIRKIRSHTIIREE, SALUERRE—SMIAERSS
( Identity and Access Management, fES#RIAM ) , BEZIAM, &ETLA:

o IRIBEEWAINSEZAER, EERENRKSH, LRI FREIREEERR IR T EE
IAMAR, iItRTREE—R2FEIE, FHERAPIMKIRS TR

o IRIBELEVWAFRYEREE, REAFERIHIINIR, LUXEIBRZERIMRIEE

o BAPIMXIRSZFZEEALELW . SUNEMENTKSHE SRS, XEWKS
s E =R A LURIENRIHI Tz

MRENZRSEREREENER, FERCEMIAIAMAR, ERILIBEAE

T, RN ERAPIN X ARSSAITNRE .

AEGAHENENARRNNGE, #ERENE12-40F7R.

LRFERINZE, BETBRAFERLIRINNR2-43, FESIRERETIER,
NRIETEIIFRAPIM KRS  SMIEERSEN, IAMIFIRSHIFIARISES IR
IR “Hith” SRy “RFERR” o
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+ 12-43 AP| X R Z R BIREE
EaAt/ | #k 251 KRR
REERFR
APIG APINXIRSINEERNIR. | REHE MRERIEIRER SR
Administra | B IZIRAVAFR A LAER HittRSZERAVBIEE
tor EEIRMHEZIRAPIM X IRSS iipR. TEE, WiLFE
AIFrEIhEE, EERMBE P AEIT R
RSZH9AdmInistratori¥
PR o
APIG APIMXERSZEABNIR . 18 | AR TCo
FullAccess | iZAREIBBFPRILMERE=R
WMRAPIR R SZHIETBINEE
APIG APIRI K ARSSHY RIZiH Y RS To
ReadOnly | BR. B ZIRAIEFREE
Access BEEZEIRAPIN KRS
ES IS
AN

12-40 LSRRI AP KA BRIAE
g

¥

BIEAPEARN

BIEAR

FAPEFHSIHR

I.‘ I*

Y

]

—_—

IR P EFRN

FEIAMIZHEIGCIZEEPE, FIEFAPIMKIRSZAIRR “APIG Administrator” g

“APIG FullAccess” .
SIEBFPHIIANBFA

N

FIAMIZFIGRIZAR, FREMANTREIZIAEFE.
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3. HAPEFRAIENR
FEIZRBRERIZHE, WIEAPIRKARSHINR

12.18.2 API B E N FKlE

NREFFRERIAPIMKIIIR, FHEEAURNER, JLIEIEEEN R . BENKR
B AR ETLARANAGHEARIN ( Action ) 152% 4R B SRR SZIFAURAIN .

BRICARSTFIA T RS U EIE B E MRS :

o AN MERIZBENRE: THETHERIEL, EUNCRESIEIEERKR
5. BMF. BR. FUESREBRET, TBMNEMRE.

o JSONWIEICIZBEREMRE: JLMOEERIERRG, RIEEAFERRIERIEA
B, UL EREREEARSISONISAIREAS

%M‘ﬁﬂ@ﬁﬁ%iﬁéﬁmr CIEEENREE . AERENAERRIAPINK B E N RIS
Bl o

AR
ERXEZRRAPIM K STHFRGERIELAN B E MR -

API 3% B E N SRBE AR
o RBIN: IBIEPOEEAPI. TTRAPIEIUR
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",
"Action": [
apig:apis:create
apig:apis:debug

]
}
]
}

o P2 IEEAFEIEAPISDA

EERIEEERNESEHMIRIEER, SNEBEXLRMER. BPEIETIIREE
B, —PMESURAERINRERIFEAlowFIDeny, MBfEDeny{oc.

WNRIBEEFEFIEFAPIG FullAccessHI R GRS, (EARFERFIHEBAPIG
FullAccessHTE X RIBIZZAPISDEIR, AT LAGIZE—FIELBIZAPISAHIIEENX
HRHE, SASERPSAPIG FullAccessIERKIGIE TR, 1RIEDenyUSEER, [
FBRFELARITEREIZEAPIDEINIFTEIRE . IELERIERAIWT:
i "Version": "1.1",

"Statement": [

{
"Action": [
"apig:groups:create"
1
}

]
}
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12.19 =HITIRS SZIFAIHEIRE
12.19.1 =ETHIRSBSZHAY APIG B{E5IFE

FE=HITRS
INRIEEEIE.

=HITIRS AL TIEE:
e ICHRHIUAT
o HITETEN
o HITRATEEAE
o HHNHINE
o KHEE{FE

EEXREFIE
%ﬁi@ﬁw

Card
%, &

B LIRS APIRKAEKAURIES M,

x 12-44 =®HIHIRSZIFAY APl Gateway E3IZR

ICRNETWAPINXIRS IR ERE, BT ERENH. #Hit.
REMFERNRZRE, BAFTERLETFERHITRS .

EFRENES. HitFE

BRERTR RiRER EHEWR

BUZBAPISER ApiGroup createApiGroup

IFRAPIS£R ApiGroup deleteApiGroup

EHAPISHE ApiGroup updateApiGroup

4l ApiGroup createDomainBinding

B ERIMY ApiGroup modifySecureTransmissio
n

RSN ApiGroup relieveDomainBinding

D EZIIE ApiGroup addDomainCertificate

BRI ZIE+ ApiGroup deleteDomainCertificate

CIZEAPI Api createApi

fHIBRAPI Api deleteApi

HEEMIERAPI Api batchDeleteApi

EHAPI Api updateApi

ATAPI Api publishApi
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12 |BAR VI
BRIESR RRER SHEW
TEAPI Api offlineApi
HERM/TEAPI Api batchPublishOrOfflineApi
tIHRAPIRRZS Api switchApiVersion
IRIERRAS TZAP Api offlineApiByVersion
iEiAPI Api debugApi
IS Environment createEnvironment
HIBRIAIR Environment deleteEnvironment
EIINE Environment updateEnvironment
ez 37 R EnvVariable createEnvVariable
EEFIN R EnvVariable updateEnvVariable
GRS EnvVariable deleteEnvVariable
elfEdazs App createApp
BRI AR App deleteApp
BTN A App updateApp
HEESEEA App resetAppSecret
Z FimgPEAPI AppAuth grantAuth
= infR40API AppAuth relieveAuth
elfEEEzarais Signature createSignature
HpREE = %58 Signature deleteSignature
B A% Signature updateSignature
PEZZEB SignatureBinding createSignatureBinding
fRgE 2 =R SignatureBinding relieveSignatureBinding
ke vaTRE Acl createAcl
S YaTIR ks Acl deleteAcl
HEEMIBRIBEES Acl batchDeleteAcl
EHmAaEd Acl updateAcl
IEINREEEZR Acl addAclValue
il[E A== Acl deleteAclValue
APIZEEIEIa= ] AclBinding createAclBinding
APIfE4R B AclBinding relieveAclBinding
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12 |BAR VI
BRIESR RRER SHEW
Hr=REg0aEE AclBinding batchRelieveAclBinding
tliERE Throttle createThrottle
0[S Throttle deleteThrottle
HEEMFRRE Throttle batchDeleteThrottle
B Throttle updateThrottle

PERIE

ThrottleBinding

createThrottleBinding

fRyineE

ThrottleBinding

relieveThrottleBinding

ERRLRRE

ThrottleBinding

batchRelieveThrottleBind
ing

elfE 237 Sk ThrottleSpecial createSpecialThrottle

illERES7 S ThrottleSpecial deleteSpecialThrottle

EEESIEE37 S ThrottleSpecial updateSpecialThrottle

U REIEE Vpc createVpc

illEE A E] Vpc deleteVpc

E2F =R Vpc updateVpc

IEINfAEEER R Vpc addVpcMember

iESRE=RENEl DAl Vpc deleteVpcMember

SHEAPI Swagger swaggerExportApi

HESHAPI Swagger swaggerExportApiList

SHSHETERBAPI Swagger swaggerExportApiByGrou

p

SNAPIZIFSR Swagger swaggerimportApiToNew
Group

SAAPIEIEESAE Swagger swaggerlmportApiToExist
Group

SHeEENGH Swagger SwaggerExportLdApi

ENBENXEiR Swagger SwaggerimportLdApi

BIEZBEEMIAIE Authorizer createAuthorizer

fRR B E MIAIE Authorizer deleteAuthorizer

EIHBENIAILE Authorizer updateAuthorizer

EllfESEE ks Plugin createPlugin

Eia Plugin updatePlugin
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AP| 3

5z =12 12 |BAR VI
BRIESR RRER SHEW
IR ¥R Plugin deletePlugin
RHF4BEAPI Plugin pluginAttachApi
FRIRGDEIRIFRIAPI Plugin pluginDetachApi
APIZBESEH Plugin apiAttachPlugin
FEFRYBEAPIRIIE Plugin apiDetachPlugin
TJSEAPIS£R Market purchase
LZEAPISER Market onsell
TZEAPISZE Market offsell
(EMFECERZS Market changeStatus
BE/REBRBIEAPIDH Market lockOrUnlock
RES MR IRAPIS 2R Market frozenOrUnfrozen
FRITIGAPIS4H Market reserve
1B Market delist
BT Market unsubscribe

KA =EHIHIRSS

WRFEXA=HITRS, BERSRESIHRERSS

12.19.2 BE=HITHE
MNREFEEEFEEFITHE, BERESBESNEFH TSN,

12-41 HEEE
Cilug=ps EEHE
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