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HEBHIFFX FEsXAEEEA, HIBIT:

e @O meps.

o I STy

HEIBENER AILUEIREREENER, iEZ Rt ‘BEEEREMNER ¢
FEFRIER,

BZXTEUER, B2R (BERENRSEFERE) -

SH4 BE “NAT , FREEEN.

R

1.5 IKESHEEE

BFin=

BRIFE R

BEREERSS, WHPRREANIPERE MR, SHILER. HE. BHESE
HASEHITEHE, HEERA T #DDoSFEERASIFHIBFER .

@F%ﬁ%ﬁéiﬁiﬂﬁ, HIEXEERT, I ERSERSHNSEHRIEREEESH
#15,

£} BEREEEHE.
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o T TAMSHN, IR EE > S8, HA “SEMN [HE.
$Ws EREALT, B COBREEMN” |, HA OIS RE.
e 2EER1-6RBFESH,
B 1-8 &5
K
EZE

R

24 1528

BIR ERSINTE—TBR, SR TIES
i EENNEIR .

HEXRR &R ‘FH .

SR | &R “REEH

SRR | &R EEARIPT

wiEsEE | SEMNERNRIREE, RIEFEIRE.
SRR | BUAS ‘BEXEIRZ” .
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5 =12 1 DDoS [FAEiRIF R EER
SH 1588
HEREE | EEEE “EIPIE” . “EIPEEE” . “EIPFFUADDoSERE” . “EIP
£52RDDoSiEIE” ©

HMEAT10000kpsht, RASEFIEBERANERBAZRIE—IR
Z@EH; MmE/NF10000kpsA 2 RIEXEFE B

BHA | EEF EBRA” 5 ERTR
R R ERYERAE o

BHXR | EEPTERIERITIR .

SRAESE | RIESERRIEE

fasM | &R HMEET . “REEET .

ST RELRFRE, GREAREEN.
MERL
SEHE I SIERSSMNARE, WAL BEA.

= 1-7 BHIESH

e ol

RIXIBH | BRERERIEMME. S, HTTPAIHTTPSIERIAF .
BHIAN | RIEEEAEREMARERT RS

o “IBIA” : RIIEBEIAIES WEIEEAINIR/EENE.
o “TITIH” : CIEETTITAISS I BIEREEEAER

yGEpILE] BRI BB ER, RIFLiREE .
BHIXR | BHAXAERTRIER, RIESTRERE.
EUENE | ZEERNEEREERREEREE .
A | RIESCPRGERR

SIS B CURIE” | ERBOEORES: ‘HE , SEEIRRT.
R

1.6 B & Anti-DDoS HE

Brn=

[EFEANti-DDoSHHFINEES , ERILUSKERFICRAI=AERSS (Log Tank
Service, EFRLTS ) &, BIILTSICFEAIANtI-DDoSHEHIRE, HRIESBUEHITSLATR
M. IRBITHEE LR SEIEEDT,
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B UTSATEES, SRESESTmnE
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BERZATREE (U7s) WEFAFENEER SEEIDDoSHRRIEER=AMEZER
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«

% 1-8 TR ESH
2¥ SHRAE

i == Pz | EEELIENATAE, ERE "EEEATAE" , PBHRRILTSE
EHatlEHIESE.

ICRWERE | BESLIZIAER iy BERE ‘EFASTR” , BERILTSEE

EHEatlEFNEER.
IézEEl FIERE—MHHEZEE, SIERGEE. HPIIPEE
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PSR 1 DDoS BAEE AP FIEE
HEFERi5EA

AEBNETAntiDDoSHEB BWHTEFEE .

*1-9 £EATFRIRA

FE 1588

logType HEEE, BHAK “ip_attack_sum” , HEHE.
deviceType FiREERNREZEE, BIAA “CLEAN” |, ERESE.
inKbps ANRE (Bfi7: kbps)

maxPps ANREIEE (247 pps) »

dropPps EFREINE (B pps)

maxAttackinBps WERSIEERZINOANREE (B bps) .
currentConn HRNERE .

zonelP FEHFAYIP,

logTime HEF=ERRTE .

attackType WHEE, WNNHEEEESEERT-10,

inPps NRE (B4I: pps) o

maxKbps ANREIEE (Bfz: kbps) .

dropKbps EFNIREE (B kbps)

startTime W FHERTE]

endTime WhEERAYE, ATRURREERLER
maxAttacklnConn Kn=IEERZIAEEE .

newConn TR .

& 1-10 ILHESEEHAR

HiE 3G i)

0-9 BEXIRSKE

10 Syn Flood¥ 5

11 Ack Floodiish

12 SynAck FloodIZ&
13 Fin/Rst FloodI&d5
14 FRERMBEEE
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FAF$5rs 1 DDoS [REEFGIPIR(FIErR
#HiE oG s Sl
15 G RAGEITSE
16 TCP R E
17 TCP%> FBandWidth limitIgZ=
18 TCP BandWidth limit¥d5
19 UDP floodIh
20 UDP# R
21 UDP4% B BandWidth limit®d5
22 UDP BandWidth limitIZz#
23 ICMP BandWidth limit® s
24 Other BandWidth limit=
25 SRERAR
26 HTTPS FloodIdh
27 HTTP Flood Kl
28 R
29 DNS Query Flood;
30 DNS Reply Flood®d;
31 Sip FloodI{
32 ERBER
33 HTTP URLITARE
34 TCP% HabnormalEEFRE
35 TCP abnormalEFRE
36 UDP43 FabnormalEFRE
37 UDP abnormalEF 2
38 ICMP abnormalXds
39 Other abnormalX®
40 Connection Flood¥&5
41 ERAIFEE
42 DNSIEEKEHIRX
43 DNSREIK T
44 HBADNSIRN K H
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FF{5rs 1 DDoS [REEGIFIRIFIEm
(=] i S
45 DNSIRISKIREFE
46 DNS/EEIRLRESE
47 DNSIHZIERERRE
48 DNSiFZ BN BEEREE
49 DNSIEKIRNTTLRE
50 DNSIRMIEHXFE
51 DNS CachelLEe EF KT
52 I MEREEIG S
53 TCP AbnormalX{ (tcp RN FE)
54 BGPIZE
55 UDPXEXRTERE
56 DNS NO such Name®&E
57 Other 184X
58 BAIAXI SRR T
59 HTTPIBIRIE
60 SRR
61 1922 PR BT
62 FILTERIZE
63 WebIZEHME
64 SIPIRPRIER &

1.7 IEBEIFE
IR EEN, BTRREEER. SSHEHEREENFES=EIRT,
ALUERRSZEMEE (AR, FIEATIRE ) I=RiRiH{To3E, DDoSFEE
HipP i IR AR IPELEIRS, HESIE,
T
+B1 EFEERHS

$E2 ERELEAEE ‘KiE” 5, BERELLAN — , %% ‘L2548 > DDoSH5F
AAD” , HA “Anti-DDoSiiEE %" Rl

$|3 BE “AWIP” RE
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T4 EFERETENAMIPEET, BE “REFE” .
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2RIP EERE HEEA 8%

&

BPHES Eass FFiSE

© E= @)
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Q=

50

S| ERERNNE, BE RIRE” .
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o FRENRS: ?E)JE@)\*T\_\ﬁijT\_\JEO

o EEEBRE: BEEENFE.

1-11 FRIFRE
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11

(1179
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ar ] | =1 R e
(1 %88

SRV RLRBRIREARSAVBEXRITEREE, NFRBRSRIEMUATRRUTE . fRER
AFEITERIERIMAN, NWATESSEIRESRIIEY, BRAAREERTRrSRIGFS.

S| Bk EE .
e

1.8 &F Anti-DDoS SiEiRZ:

BEES
%PEUEE$¢QMWMW}ﬁh,aﬁém%F%U\ﬁm%Fmﬁéﬁ\mm
REREBIER. 24\ SR EHE
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FAFigR 1 DDoS [R4EERERHIFIRIEISRE
BELR
T EFREREHE.
£ ERAELEAERE ‘K% 5, BEREmALELEAN —, %% ‘2258 > DDoSEEF
AAD” , A “Anti-DDoSAEEE" Rl
$IE3 %ﬁ: “RMIP” TRE, EFEENREIREFNAMIPHILIIFAET, B “BERIER
1-12 EELIERRE
$IBA £ “WSINRERT @A, TUAEEZAMIPIRERIEMIEIR, WE1-13F0B1-14F,

J ﬂg%g?ﬁ%ﬁﬁﬂﬁﬂjﬂﬁﬁf\\ SRIRGIFECESH. 24/\IRERIR. 24\HEES
HEER.

o MNIIBFIFREBEIEE, LSO — I HIERESIRER, TEREEUTSE:
- REBERRMERRSHIRERR, SERSHENVESNREURKER
EO
- IRERERRPMER RS 2[AIRSOERER, SIRERARSOERLURIK
TGRSR

. ‘ﬁg{if&f&%ﬁﬁﬂiil E1XRA=IRSS2[AIDDOSHHCR, BIEBIAFHFIE
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1-13 EERERITIRE
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1-14 EEIRERGFRE

LFIP © e mreE
ks @ ES @R EEVAE 120 Mops
EFSETE]  2024/02/22 09:08:56 GMT+08:00 - 2024/02/23 09:03:56 GMT+08:00 L Q
RE TREE
ERNESER RS
MR
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o BE T, ILIBKINRETHIIAM, BEANIPREMFMETFEE.

i = ToE==5 _ . = W EE J — s
o whEkEEERE, gl TEREg N EREARE | grhyRer ‘wEne
g ‘IERARE” ER.

o TEREEWIsEERE, ot WEEEE N [EAEEE  jpedgnars
“WEHIRSGER” o “[EENRSGER” 58,

e R

1.9 B E Anti-DDoS EiIRS

B

BEERAFPAEAMIPHIIIIPHRGIHER, BEFRAE. BTRE, URAMIPEKIZ
TIRE Top1 0F NI =R TIRE

£ SREEEFS

S TRELEHEER ‘i B, BERAEL LA —
AAD” , N “Anti-DDoSiEiEwk" Rl

SH|3 &R “EEIRET E, ALEERPREARMIPHIEIIRAITES, MEN-1550
o

HEdieE ‘ERAHT kEEREAMANEZ RS, BEENEEEN—R, X
EERUEASIHEE, SEFRRE. BARE, URAMIPHEKIZEIXE Top1 0FIH=
B EIREL

, EF “RE55M > DDoSHHF
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1-15 BEEEEIRS

2RIP =z HZED 8%

EiREE | 2024101722 - 2024/01/28

DDoSH##a5E TOP10WIREHEARIP

AR ESRT

(MR

mE T ALUSREIRETRAIS, SEEEOHRNBPSAITHSE.
R

1.10 &Hit

1.10.1 =ERITARSSSZHFHY Anti-DDoS #{F3IR

Z=E1HIRSS ( Cloud Trace Service, CTS) 185 T Anti-DDoSHEXANRIESE, HEMA
FHEEE. FifE, BENEs=mitIkRSEFER.

SEHIRSS ST H5 H0ANtI-DDOSKREBIZE RIS 11 BTz

% 1-11 CTS 59 Anti-DDoS 18EFIZR

BRIESMR EHEM
FiFAnti-DDoSHHIF OPEN_ANTIDDOS
{E2Anti-DDoSEHIFEL & UPDATE_ANTIDDOS
RELTSEEHEERE UPDATE_LTS_CONFIG
REERN/RETMSRIFIRES UPDATE_RESOURCE_TAGS
HEMRTMSEIBIRE DELETE_RESOURCE_TAGS
EHEPNSERERERR UPDATE_ALERT_CONFIG
(EoiRE B REERIAMSL UPDATE_DEFAULT_CONFIG
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BIERFR SHBR
bR R E R EEEIIAERL DELETE_DEFAULT_CONFIG

1.10.2 EE=HI1HHE

FRT=HITRSE, RAFIRICFAnt-DDoSEIRAVEE. mHITIRSSEEHS
RIFRIA7RAVRIFICR .

SR SREEEHE.

£ PEREAMNAY
Ho

, i ‘EESRE > TEIRS” , #EAZHITRSEER

$I]3 BEAMNSHE “SHIIR" , EASHIIREERE.
$]A ETRAEFIERE ‘=R , WA “Anti-DDoS” , #& “Enter” ,
SRS EERERPREHHER, EESMHFR.

SR BESRIERREOMANRESY, EILERESRES— P ESD
v S L

HHZIR. BREZWR. ZRID. BHEID: BEMAENEFRIZIREID,

- RRER: SRBHMERNERRERRZIREXINAIAPIECHRERS R
RERBIRSHET, ZFRAZ.

- RKRID: ZizRFEXETRRIDHFFLIZRIMET, ZFRAT,

=hRSS . BRRE: A TMIERIEENNAIZIRS ARG REE

BEAR: T EREE— ST ERRRERF

EHRF: BHEA “normal” . “warning” . “incident” , RAEIGREH—
I,

- normal: FRIZIERIN.
- warning: FRIZIELEY.
- incident: FRECIRIEAWE™ERIIER, W5 EEMHEIES,

BHEsEE: EsFEaRA /g RiF1X. &E1BERRMESY, BaLBENX
B BRESE ERAVRIESEG

-

1.11 PREE
1.11.1 IZAPFHENERA Anti-DDoS

WNREFEEXT A RYIANt-DDoSHTRMAAINIREIE, EnILUERSZE—BDIAIIE
BR3% ( Identity and Access Management, fAI#RIAM ) , EZIAM, EaTLA:
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o IRIBEWAINSEZAER, EERENRKSH, LRI FREIREERR IR T
IAMAFR, ILRTHBH—ZEFEIE, FEMANt-DDoSHIR.

o IRIELRIWAFRYEREE, REAFERIHIINIR, LUXEIBRZERIRIRE

e 5Ant-DDoSHBFEZIRLEL W . SHHIEMENTKSHE SRS, XEKS
& IR A LURE BRI TICIzHE

MRENZRSEREREENER, FERCEMIAIAMAR, ERILIEARE

T, AN ERANt-DDoSERESIIEEINEE

AEDAHENENARRNGE, #MERENE-16FTR.

BUESRS
HERPEBENZE, BETERBPETLUGRINAYANt-DDoSINR, HiESLirE ki
1Ti%E$E, Anti-DDoSTIFHIERSEIUR, iE52W: Anti-DDoSERSRIR ., MNREFERT
FRANti-DDoSZHMIETIREZISIN, IAMIZIREZNIFTEPURIES MEFAR .

T BFRAZ

1-16 LLRFEIARSSIRIFEE

FHg

BIZAPEFEN

APEFFIEIER

l

3=

1. GIZRAPEFRIN.

FEIAMEEHIESEIZAFA, FHiSSFAnti-DDoSIREZEMEIERIE “Anti-DDoS
Administrator” .

2. QIEAFHIARFH.

FIAMEEFISRIZAR, FEEMANTPEIZAFE.
3. RAPERHFIERR.

EENBPERENS, NIRERNXE, JIEFRR:

BETEAE FSH = , IR ANt-DDoSIERSMIE—IRS, MISISTARR
B, &= “Anti-DDoS Administrator” B4R,
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1 DDoS [REERBHIFIRIEISR

1.11.2 Anti-DDoS BE N 5518

INRAEFTNERIANtI-DDoSIPR, R BERIRINER, FTLIBIEEEN RIS, BE
MERBEFHRRTLURINAIRARIR ( Action ) 152 IWANti-DDoSAPRAZ AR »

BRIEATSHFA TR A CIZ B E X RE:
o AN MERIEZBENRE: THETHEREEL, HUNCIRESIEIEERR
5. BF. AR, FEERERE, TBEMNEMRE.

o JSONHIEICZBEEMRE: JLMEEERIERRG, RIEEAERRIERIEA
B, AU ERAEREEANRSISONISIRIREBAR .

%F@UE&-%%@*J’E: BB EMREE . AENENEFERBRIANt-DDoSHE X REK
Al

Anti-DDoS BiE N F IS

o BT EINAEFEIANt-DDoSERIABGIFEREE
{ "Version": "1.1",
"Statement": [

"Action": [
"anti-ddos:defaultDefensePolicy:get"
1
}
1
}

1.11.3 Anti-DDoS R RS IR

SZFFHIIRZARIN

MREEEXEFTBABRIANt-DDoSHITHEMAMREIE, ST LMERZ—SMIAILE
ARS3 (ldentity and Access Management, IAM ) , IMREARIKS BERREH BT
%ﬁg, THRECEBIMZAIAMAR, GBS AET, A& ERAt-DDoSAIE
AV

INBRT, FENAMARSEEINIR, SHF2EEIMARPA, HEAFHEE
FHREHAE, FeERPEAPRIFAFREHEMANIR, X—E3ZIRAEN . E1X
&, BRHAILETFEEIIRN=IRSHITIRIE

PPREIERINAEHIERE, DRABMRKEE. AELURSZHNE, RIAMRHEAY
—FARIE A B TAFERREE MABRAVERL EIRANALE] . SRESIZANEINAEH, RILUSH
FIEMEE. BRISM, seBHEEWINIRE/IMINZEEITEK.

KRB SRGRBIEENRE, NMRAFREAHERNER, EERAULIGIES
EXREE, FEISERAPAERTBE X RIERE THRMINLEES
o BUR: RITSIEBIIUE(E,

o IR EENEBSTSISACton, TEEE N FHMIACtionsh S \EHUR,
BT ASEIEAR I RIA RIS .
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BER EIn HREficZR 15 AR
&ifJAnti-DDoSEMARSG | anti- .

PR

ddos:defaultDefensePolicy:
get

B2 & Anti-DDoSERIARH
IPEREE

anti-
ddos:defaultDefensePolicy:
create

fRIBRANti-DDoSBRIARS
1PERRS

anti-
ddos:defaultDefensePolicy:
delete

HifJAnti-DDoSECERA]

anti-
ddos:optionalDefensePolic
y:list

&ifJAnti-DDoSHRSS

anti-
ddos:ip:getDefensePolicy

vpc:publiclps:list

E#Anti-DDoSHIRSE

anti-
ddos:ip:updateDefensePoli

cy

FFiEAnti-DDoSHRSE

anti-
ddos:ip:enableDefensePolic

y

EEREIPARLTHER

anti-
ddos:ip:getWeeklyReport

EWIEEEIPHIFRE

anti-
ddos:ip:getDailyTrafficRepo
rt

TS EEIPRESEMY

anti-
ddos:ip:getDailyEventRepo
rt

BEIEEEIPFHIFIRE

anti-
ddos:ip:getDefenseStatus

EIHEIPHIPIRESSIER

anti-
ddos:ip:listDefenseStatuses

i) Anti-DDoS{EE

anti-ddos:task:list

BEIEEREER anti-ddos:alertConfig:get | smn:topic:list

BIEZRERER anti- -
ddos:alertConfig:update

BO=HTRSEE anti-ddos:logConfig:get -

Bz HERSEE anti- -

ddos:logConfig:update
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FAF$5rs 1 DDoS [REEFGIFIR(FIErR
AR AT 3 TESIL)
EHiffcan anti-ddos:quota:list -
BRRFIREIIER anti- -
ddos:ip:listTagsForResourc
e
HEERIIFRE anti-ddos:ip:tagResource -
HEMPITE anti- -
ddos:ip:untagResource

1.11.4 =FHISHIBPRIER

DDoSRAEMIGIFNEMAIRSZEESHKEIFXER, REESHBIAMERFREZIEN
&, #EConsolelzHl &N E ML EEE BERNAIRSIIREAREEEEEIFER, K
HIRSAISURE EIIE T REIRE T IAMERFZ R IZIAYANt-DDoS Administratorsi
BEAUR, ¥R E S LI5S N EIERAPHIEFERANt-DDoS,

AR BIBPRIRE

WMRIAMARZEEConsoleizf SRBHEMNINEENEESERLIR, BIHAEEZ
BRRERNBEPEIZE T Anti-DDoS AdministratoriEBRAVEERESUR, BRI TE1-12
IENNKERARSZHI A B o R

Z 1-12 Console H{KiRIRSSAIMA Bk REE

=Hl&IEE KERARSS = EABIRE
BeEAnti-DDoS | =HERS EBIEANLTS ReadOnlyAccessHIRZHRRK, A 8L
BHE LTS EERERHTRSPEIENESAMNBER
FRo

FFiEAnti-DDoS | iBREIBAIIRS | FEIEINSMN ReadOnlyAccessHIRFKRE, 7
HEIE SMN BEIRENE EIBANAR S AV EEHAE
IREIRES ITSEIRRS | EEEINTMS FullAccesslIR ARG, ARelE

T™MS FREEHE
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2 DDoS [RESRHIPEIEISR

DDoS [RERNPLIFR(FIER

2.1 {EFRAMHR

FHEDDoSIRESRIR, BEARAMIPEFESIERILAIE, DDoSRESHRIFFR
HAYR 2R DR A LAEEINEEI=ARSS -

DDoS/RA BRI IFAIERBE S INR2-1P7R

& 2-1 (ERAHS

Finiz 15488

TIEDDOSIR | IFMIR/EIES WIEESLHI,

£ SRRHIFE

15

BCERGIFRES | DDoSIRESRIAIFIRIE T EE2EAIRHIFMN, ERTLURIESS
ERECEEMNAIPGIFRES . 1FMREISS WERNBGHERES

BB | BN ERAMIPEERINAMGIFNSR, FEERAMIPE RS
DDoSIRESRIGIF . 1EMHREIEES iR

AEESEEM | ARSZEMNGE, HIPEZDDoSKHT, EaLlE—Ataizis
@0, MR EEENIREEEEN.

HBELTSHE | BELTSICRAEEIRE, RESSHETIIRES . REIE
HEBLAR I SHEBR DN, MR EES WHBLTSAE.

BEHIERE | UEEIEX. XK. 3KEERNIBOSEFITAHEEEE,
MR EES N EETEIRIRER.

ST FHELEER . RIS . BB EERLfISIERIRE, FMRIES

SN EELH .

REEHEE
b3l

BERSERS, SHPRSEEANIPERAS fEE, SHIS
&% HiE, BHSSMNETEE . FRRMEEENRESHEE
EH .
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2.2 WALl
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{
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}
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}
}

e ITECRCEHEEO, EFFE—1SEcrcEIAERORIA,
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X 3-7 EBSELRAA

SHEWR 152HA
IEF 34 - IEPEAEIU T

MIIDIjCCAv+gAWIBAGIJAMD2jG2tYGQEMAOGCSGGSIb3DQEBBQUAMIGPMQsWCQYD
VQQGEWJDSDELMAKGA1UECBMCWkoxCzAJBgNVBACTAkhaMQ8wDQYDVQQKEWZodWF3
ZWkxDzANBgNVBASTBmh1YXdlaTEPMAOGA1UEAXMGaHVhd2VpMQ8wDQYDVQQpEWZz
ZXJ2ZXIxXljAgBgkqhkiGOWOBCQEWE3p3YW5nd2VpZGtkQDE2My5jb20wHhcNMTUW
MzE4AMDMzNjU5WhcNMjUwMzE1MDMzNjU5WjCBjzELMAKGATUEBhMCQOgXCzAJBgNV
BAGTAIpKMQswCQYDVQQHEWJIW]EPMAOGATUEChMGaHVhda2VpMQ8wDQY......

----- END CERTIFICATE-----

- IERBXHREREFTTE:
" PEMRBIVIES: ANARmERERITHITES.
" JEPEMFSTVIES: SEALRMPEMIET, BRANANREREZIITHITES,

5283
IERAERTS B S E ATEIFPEMISUAEBALIRAAPEMIE?
RAEASM AN BIUN T :

----- BEGIN RSA PRIVATE KEY-----
MIID(jCCAv+gAWIBAGIJAMD2jG2tYGQEMAOGCSqGSIb3DQEBBQUAMIGPMQsWCQYDVQQG
EwJDSDELMAKGATUECBMCWkoxCzAJBgNVBACTAkhaMQ8wDQYDVQQKEWZodWF3ZWkxDzAN
BgNVBAsTBmh1YXdlaTEPMAOGA1UEAXMGaHVhd2VpMQ8wDQYDVQQPEWZzZXJ2ZXIxIjAg
BgkqhkiGOWOBCQEWE3poYW5nd2VpZGtkQDE2My5jb20wHhcNMTUwWMZzE4MDMzNjUSWheN
MjUwMzE1MDMzNjU5WjCBjzELMAKGA1UEBhMCQOgxCzAJBgNVBAGTAIpKMQswCQYDVQQH
EwJIW]EPMAOGATUEChMGaHVhd2VpMQ8wDQYDVQQLEWZ

----- END RSA PRIVATE KEY-----
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