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Mysql: 5.7
Redis: 6.2
Mongo: 4.4
Kafka: 2.5.12
Zookeeper: 3.6
Nginx: 1.24
Fastdfs: 6.06
Activemq: 5.17.6
Kkfileview: 4.1.0
Minio: Ex#ThR

1. server: 3.3.1
Jdk: 1.8

ITERIRL ( &2-2 ZIFEAAAIL )

BRI

BYAHRRIDL ( 2=2-2 FiFAIR ALY )

x 2-2 BB NRL!

=R gL =
VPC MIERI%EIR172.16.0.0/16, HittRAEIAERE
Subnet MIEZIEIE172.16.0.0/24, HittRFAIARE
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el RIEZEEFEBEASM3306. 6379%Fi% M 1
ECS BTSSR | c6.2xlarge.4 | 8VCPUs | 32GiB R4i#2 3

200GEIRE
CCEZ5283| | CCE Standard&s8%, IF=aH, 500 T= 1
g
CCE % | mAiteEi@ay | c3.4xlarge. | 16 vCPUs | 64 GiB | TR | 6
1
OBS TNETFIEERAZIFEE | 5TB 1
RDS rds.mysql.x1.2xlarge.2 | 8 vCPUs | 16 GB(JHZ=2Y) 1
NATRIK INEY 1
ELBfaZtY | H=H 1
1
EIPSEMEL | 100MIZES 2
1P
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3.1 IRSSEEWMAL
3.2 ##&#EharborE
3.3 ZfZKubernetes&EEE
AZ
3.1 IRSZBEHIE
RSS2 KI R IheE SR
& 3-1 IRSBEEMXI N INEEB
F= | IP FHZA ERBHA CPU | IZF | BB
1 192.168.1.61 k8s-master1 ksEHEHS | 8 16 200
2 192.168.1.195 | k8s-master2 kSsEEHS | 8 16 200
3 192.168.1.198 | k8s-master3 kSsEETS |8 16 200
4 192.168.1.207 | k8s-node01 k8sT{ETeE= |16 |64 200
5 192.168.1.237 | k8s-node02 k8sT{ETHx |16 |64 200
6 192.168.1.235 | k8s-node03 k8sT{Em |16 |64 200
7 192.168.1.199 | k8s-node04 k8sT{ETom= |16 |64 200
8 192.168.1.191 | k8s-node05 k8sT{Em |16 |64 200
9 192.168.1.189 | k8s-node06 k8sTi{Em= |16 |64 200
10 192.168.1.57 k8s-node07 k8sT{Em | 8 32 200
11 192.168.1.133 | k8s-node08 k8sT{Em= | 8 32 200
12 192.168.1.127 | k8s-node09 k8sTEmm |16 |32 100
13 192.168.1.82 k8s-node10 k8sT{EH= |16 |32 100
SCRSRRAS 1.1 WRINERE © AR ARBIREAT 7
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FS |IP N2 EREHIA CPU | IF | BUESE
14 192.168.1.156 k8s-node11 k8sT{ET5m= | 16 32 100
15 192.168.1.112 | zk-01 Zookeeper 8 32 100
16 192.168.1.56 zk-02 Zookeeper 8 32 100
17 192.168.1.250 | zk-03 Zookeeper 8 32 100
18 192.168.1.98 Mongodb Mongodb 8 32 100
19 192.168.1.99 R / 8 32 100
20 192.168.1.132 |/ / 8 32 100
21 192.168.1.3 harbor. rancher | harbor 8% |8 32 100
22 192.168.1.219 | EftFEEmysql Hit¥a 8 32 100
mysql
23 192.168.1.102 | EZERmysql EE&Kmysql | 8 32 100
24 192.168.1.18 Z35bmysql Z3u 8 32 100
mysql
25 192.168.1.23 AEEmMysql AEIEmMysql | 8 32 100
26 192.168.1.148 | HiEmysql giEmysql |8 32 100
TR ansible Y hosts 324
[REEt EREERansiblet®(E, LUSINEREIZEM
BXRS e ENE
{#ansibleftt EE MRS EEENZ
ST ERENZHA
:_f_losts: all
remote_user: root
tasks:
- name: change name ##k A&, ERRSZEEER, FHEKEFansiblefiJhosts3Z {4
shell: "echo {{ hostname|quote }} >/etc/hostname"
- name: ##|GRHMEX, EFEFEN
shell: hostname {{ hostname|quote }}
- name: create data if not exits ##GIZ T{EEF
file: path=/data/ state=directory
T2 (FEHansibleEFRSZEENSZ
ansible-playbook hostnameChange.yaml ##itS2HTEHR
I3 IGIE
ansible all -m shell -a "hostname"
SAERRA 1.1 WRINERE © LA ARBIRAE] 8
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CHANGED
GED
CHANGED
CHANGED
CHANGED
| CHANGED | rc=0 >>
GED | rc=0 >>
CHANGED | rc=0 >>
CHANGED rc=0 >

CHANGED rc=0 >>

| CHANGED | rc=0 >>

Figurel:
-5

TRLERMG
SE A

- name: insatll docker-ce package ##FRBIERERNHMIERECE
hosts: k8s

tasks:

- name: scp install packages

unarchive: src="/data/src/dockerkuber_yum.tar.gz dest=/data/"

- name: install

shell: yum -y install /data/dockerkuber_yum/*

£E2 PUTHIAR

ansible-playbook yumupdate.yaml

.

XA KA. selinux
FIE1 HIAK

- name: stop firewalld selinux

hosts: all

tasks:

- name: stop firewalld service ##>firewalld

service: name=firewalld state=stopped enabled=no

ignore_errors: TRUE

- name: stop selinux

shell: sed -i "s@SELINUX=*@SELINUX=disabled@" /etc/selinux/config
ignore_errors: TRUE

£E2 TR

SCASRRAS 1.1 WA © LR ABIRAE]
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ansible-playbook stopSelinux.yaml

-t
FHER P
$'1 BIAK
- name: update kernel to 4.18 ##MiZFKREI4.180RA, WZGEEBBSEEREA
hosts: all
tasks:
- name: copy kernel tar
unarchive: src=/etc/ansible/test.targz dest=/data/
- name: install kernel
shell: yum -y install /data/test/*
- name: set default kernel
shell: grub2-set-default 0 && grub2-mkconfig -o /etc/grub2.cfg
I HITRIA
ansible-playbook kernelUpdate.yaml
T]3 EERSHE
HREZE, WPBE—aaRS=RMT NITeSH:
shutdown -r now
TBA BEEWIE
ansible all -m shell -a "uname -r"
3-2 EIRENIE 2
4,18.C
192.16 :
9-1.el7.elre
8.1
1.148
-1.el7.elre
Figure2:
TR
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3.2 2% harbor B
i

& 3-2 RS3Es%

Fs IP ENZ EpEHA

1 192.168.1.3 base02 harbor

¥REX harbor ZpEHIA

wget https://github.com/goharbor/harbor/releases/download/v2.3.1/harbor-
offline-installer-v2.3.1.tgz

IESECEN M, FFE ssLINIE

cat harbaryaml

hostname: harbor.talkedu.com
http:

port: 8080

https:

port: 443

certificate: /data/harbor/ssl/harbor.talkedu.com.cert
private_key: /data/harbor/ssl/harbor.talkedu.com.key
harbor_admin_password: Talkedu@123
database:

password: Talkedu@123
max_idle_conns: 100
max_open_conns: 900
data_volume: /data/harbor
trivy:

ignore_unfixed: false
skip_update: false

insecure: false

jobservice:

max_job_workers: 10
notification:
webhook_job_max_retry: 10
chart:

absolute_url: disabled

log:

level: info

local:

rotate_count: 50

rotate_size: 200M

location: /var/log/harbor
_version: 2.3.0

proxy:

http_proxy:

https_proxy:

NO_proxy:

components:

- core

- jobservice

- trivy

SCASRRAS 1.1 WA © LR ABIRAE]
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##EZBBTIEHSUT

1# openssl genrsa -out ca.key 4096

1# openssl req -x509 -new -nodes -sha512 -days 3650 -subj "/C=CN/ST=xian/L=xian/O=example/
OU=Personal/CN=harbor.talkedu.com" -key ca.key -out ca.crt

1# openssl genrsa -out harbor.talkedu.com.key 4096

1# openssl req -sha512 -new  -subj "/C=CN/ST=xian/L=xian/O=example/OU=Personal/
CN=harbor.talkedu.com"  -key harbor.talkedu.com.key  -out harbor.talkedu.com.csr
1# cat >v3.ext<<-EOF

authorityKeyldentifier=keyid,issuer

basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth

subjectAltName = @alt_names

[alt_names]

DNS.1=harbor.talkedu.com

DNS.2=harbor.talkedu.com

DNS.3=base02

EOF

1# openssl x509 -req -sha512 -days 3650  -extfile v3.ext -CA ca.crt -CAkey ca.key -CAcreateserial  -in
harbor.talkedu.com.csr  -out harbor.talkedu.com.crt
1# openssl x509 -inform PEM -in harbor.talkedu.com.crt -out harbor.talkedu.com.cert
4=3z]
HPATERZHIA
bash install.sh
A
ISk
docker ps -a ##FrFpodiIIEE BN
3-3 I9IIE 3
[root@base®2 project]|# docker ps -a
CONTAINER ID  IMAGE COMMAND CREATED STATUS
PORTS NAMES
aad43e49cfc4  goharbor/nginx-photon:v2.3.5 "nginx -g ‘'daemon of.." 2 hours ago Up 2 hours (healthy
) 0.0.0.0:8080->8080/tcp, :::8080->8080/tcp, 0.0.0.0:443->8443/tcp, :::443->8443/tcp nginx
7f5e43b47a74  goharbor/harbor-jobservice:v2.3.5 "/harbor/entrypoint..." 2 hours ago Up 2 hours (healthy
) harbor-jobservice
36231cdbed4?2 goharbor/harbor-core:v2.3.5 "/harbor/entrypoint..." 2 hours ago Up 2 hours (healthy
) harbor-core
2edd98608cdS  goharbor/registry-photon:v2.3.5 "/home/harbor/entryp.. 2 hours Up 2 hours (healthy
) registry
€194d70a0674  goharbor/harbor-portal:v2.3.5 "nginx -g ‘'daemon of.." 2 hours Up 2 hours (healthy
) harbor-portal
4075e60423ba  goharbor/harbor-registryctl:v2.3.5 "/home/harbor/start... hours Up 2 hours (healthy
) registryctl
a58266181a71 goharbor/redis-photon:v2.3.5 "redis-server /etc/r.." hours Up 2 hours (healthy
) redis
2159f3347c43  goharbor/harbor-db:v2.3.5 "/docker-entrypoint... hours Up 2 hours (healthy
) harbor-db
6aa20ddfb757  goharbor/harbor-log:v2.3.5 "/bin/sh -c¢ /usr/loc.” hours Up 2 hours (healthy
127.0.0.1:1514->10514/tcp harbor-log
root@base®2 projectl#
Figure 3:
a \ »
BCERTIIEAN, BRE] 1P i378)
iptables -I INPUT -p tcp -m iprange --src-range=192.168.1.1-192.168.1.254 -m multiport --dports 443 -j
ACCEPT
iptables -A INPUT -p tcp -m multiport --dport 443 -j DROP
iptables-save > /etc/sysconfig/iptables ##{R1FHN, RSHEEINERBEEEEINEES
N S S =
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3.3 EB& Kubernetes &£&f
BRAERRA
e ZE%: Centos 7.7
e Kernel Version: 4.18.9-1.el7.elrepo.x86_64
e Kubernetes: v1.19.16
e calico: v3.19.1
e docker-ce: 20.10.12
o VIP: AR
AR5 885
x3-3RBEEE
Fs IP FNE ERE A
1 192.168.1.61 k8s-master1 k8sEET R
2 192.168.1.195 k8s-master2 k8sEET R
3 192.168.1.198 k8s-master3 k8sEET =
4 192.168.1.207 k8s-node01 k8sTIFm
5 192.168.1.237 k8s-node02 k8sTETS
6 192.168.1.235 k8s-node03 k8sT{ET =
7 192.168.1.199 k8s-node04 k8sTIET =
8 192.168.1.191 k8s-node05 k8sTIET =
9 192.168.1.189 k8s-node06 k8sT{ETS
10 192.168.1.57 k8s-node07 k8sTIETm
11 192.168.1.133 k8s-node08 k8s THET =
12 192.168.1.127 k8s-node09 k8sTfET3
13 192.168.1.82 k8s-node10 k8sT{ET5
14 192.168.1.156 k8s-node11 k8sTIET =
i1t kubernetes &8
e X[Aswap
ansible k8smaster -m shell -a "swapoff -a && sed -ri 's/.*swap.*/#&/' [etc/fstab"
o LIRSS EARSH
SRR 1.1 WRIXERE © LR ARBIRAT 13
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B85 docker

B
#H#TAAIZESEL, XHk8s.conf. limits.confIEESRE 4R

- name: config sysctl

hosts: k8s

tasks:

- name: copy sysctl kernel argus

copy: src=/etc/ansible/k8s.conf dest=/etc/sysctl.d/
- name:

shell : sysctl --system

- name: config limit

copy: src=/etc/ansible/limits.conf dest=/etc/security/limits.conf
AT

ansible-playbook sysctl_config.yaml

BGIIE

ansible k8smaster -m shell -a "sysctl --system"

o FFRip_vstEiR

a.

AN

##k8SEERHEAip_VSIRIU, BEAKIZSMRE, WiptablesHiNIEE

- name: start ipvs module

hosts: k8s

tasks:

- name:

shell : modprobe -- ip_vs && modprobe -- ip_vs_rr && modprobe -- ip_vs_wrr && modprobe --
ip_vs_sh && modprobe -- nf_conntrack_ipv4

HATHIA

ansible-playbook ipvs.yaml

Eall

ansible k8s -m shell -a "lsmod | grep ip_vs"

Figure4:

R RERIZR

- name: start docker-ce
hosts: k8smaster

tasks:

- name: make docker daemon directory ##GIZEEINE. GEEBH

file: path=/etc/docker/ state=directory

- name: copy docker daemon.json file ##IERIH TS

copy: src=/etc/docker/daemon.json dest=/etc/docker/daemon.json

- name: Support docker tab key completion ##%i%docker{EHtabiEi S ETNEE

shell: source /usr/share/bash-completion/completions/docker && source /usr/share/bash-completion/

SCASRRAS 1.1
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bash_completion

- name: support kubeadm kubectl tab key completion ##3%#Fkubectl. kubeadm{FFBtabiiEan<#METIh
[

shell: echo 'source <(kubectl completion bash)' >> /root/.bashrc \

&& source /root/.bashrc

- name: start docker ##Saldockersgs

service: name=docker state=started enabled=yes

- name: enable kubelet ##kubeletFHBEE, #ia{tkubernetesthtITILIRIE

shell : systemctl enable kubelet

MF: deamon.jsonNHEHE:
{

"exec-opts": ["native.cgroupdriver=systemd"],

"log-driver": "json-file",

"log-opts": { ##dockerBEARMIRFRLE, REFS500m, BNBRFFNEEX G
"max-size": "500m",

"max-file": "5"

%

"storage-driver": "overlay2",

"storage-opts": [

"overlay2.override_kernel_check=TRUE"

1,

"registry-mirrors":["https://r2hd8p9u.mirror.aliyuncs.com"],
"data-root": "/data/docker" ##{FFH/data/docker{E;adockertRi&{R
}

o  HUTHIA

ansible-playbook startdockeryaml

o IRNIF
ansible k8s -m shell -a "systemctl status docker "

3-5 IIE 5

) 6

Figure5:

EERFNIAML (LEAETRZE master01 EHIIT)
o HEFkubeadm¥TIAILIZIF

cat >> kubeadm-config.yaml << EOF

apiVersion: kubeadm.k8s.io/v1beta2
bootstrapTokens:

- groups:

- system:bootstrappers:kubeadm:default-node-token
token: abcdef.0123456789abcdef

ttl: 24h0mO0s
usages:
- signing
SRR 1.1 WRIXERE © LR ARBIRAT 15
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- authentication

kind: InitConfiguration

localAPIEndpoint:

advertiseAddress: 192.168.1.61

bindPort: 6443

nodeRegistration:

criSocket: /var/run/dockershim.sock

name: nx-master01

taints:

- effect: NoSchedule

key: node-role kubernetes.io/master

apiServer

timeoutForControlPlane: 4m0s

apiVersion: kubeadm.k8s.io/v1beta2

certificatesDir: /etc/kubernetes/pki

clusterName: kubernetes

controllerManager: {}

controlPlaneEndpoint: "k8s.talkedu.com:6443" ##kube-apiserver{EFEIP, JRIMaEIIEZEIP
dns:

type: CoreDNS

etcd:

local:

dataDir: /var/lib/etcd

imageRepository: harbor.talkedu.com/system ##{EFREFRCE FHIEE
kind: ClusterConfiguration

kubernetesVersion: v1.19.16 ##ZPEiRAJ31.19.3

networking:

dnsDomain: cluster.local

serviceSubnet: "10.96.0.0/12"

podSubnet: "10.244.0.0/16" ##podmEg, Lt=FEETE ScalicomER{FIF—
scheduler: {}

apiVersion: kubeproxy.config.k8s.io/v1alpha1

kind: KubeProxyConfiguration ###&ERB¥ERipvsIEAMEEL
mode: "ipvs"

EOF

o  FHE¥ItA{LkubeadmizHIFHE

kubeadm init --config=kubeadm-config.yaml --upload-certs
o (RIFIINEEFD<

18 LEDSITENkubeadm jond1R%, RAEHIFERMETEMAEE]
FEME.

o FgEkubectlifa)ER R E S
## BiEkubectligpSEEkubernetesEEE
mkdir /root/.kube && cp /etc/kubernetes/admin.conf /root/.kube/config

o IRNIF
kubectl get node && kubectl get pods -n kube-system

3-6 JQIE 6

[root@k8smasterl srcl# kubectl get node && kubectl get pods -n kube-system
NAME STATUS  ROLES AGE  VERSION
k8s-node01 Ready <none>  56m  vl.
k8s-node02 Ready <none>  55m  vl.
k8s-node®3  Ready <none>  54m  vl.
k8s-node04  Ready <none>  54m  vl.
k8s-node05  Ready <none>  53m  vl.
k8s-node06 Ready <none>  53m  vl.
k8s-node07  Ready <none>  52m  vl.
k8s-node08 Ready <none> 5Im  vl.
k8s-node09 Ready <none> 5Im  vl.
k8s-nodel® Ready <none>  50m  vl.
k8s-nodell Ready <none>  50m vl,
k8smasterl Ready master  67m
k8smaster2 Ready master  65m
k8smaster3 Ready master  59m

SCASRRAS 1.1 WA © LR ABIRAE] 16
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Figure6:

3-7 IGIE 7

root@k8smasterl src|# ube-system
NAME STATUS RESTARTS AGE
calico-kube-controllers-6f497785c5-7w8mv Running 61m
calico-node-6jd9ox Running 50m
calico-node-6rczr Running 55m
calico-node-7gh7p Running 61m
calico-node-92h8b Running 61m
calico-node-94kdh Running 54m
calico-node-d7c22 Running 51m
calico-node-dnrfw Running 59m
calico-node-fkmcq Running 52m
calico-node-gfqgbr Running 51m
calico-node-hkpdt Running 56m
calico-node-hwxnb Running 53m
calico-node-p4pfw Running 54m
calico-node-pk24s Running 56m
calico-node-xrfcx Running 53m
coredns-69475cc69f-k2t12 Running 68m
coredns-69475cc69f-vnkkr Running 68m
etcd-k8smasterl Running 68m
etcd-k8smaster2 Running 66m
etcd-k8smaster3 Running 59m

NN Sl Sl oNCNONoNCNoNoNONORONONON o NN S

Figure7:

%4 calico PIZEHHGF

o HEFLTEBBNH
calico.yaml ## Il SHTEERE A

o NFFERMMH

kubectl apply -f calico.yaml

o IGIIF
kubectl get pods -n kube-system ##E&EXZMREEHFIEPodEEMINGEED

3-8 IIE 8

root@k8smasterl src|# ube-system
NAME STATUS RESTARTS  AGE
calico-kube-controllers-6f497785c5-7w8mv Running 61m
calico-node-6jd9x Running 50m
calico-node-6reczr Running 55m
calico-node-7gh7p Running 61m
calico-node-92h8b Running 61m
calico-node-94kdh Running 54m
calico-node-d7c22 Running 51m
calico-node-dnrfw Running 59m
calico-node-fkmcq Running 52m
calico-node-gfqgbr Running 51m
calico-node-hkpdt Running 56m
calico-node-hwxnb Running 53m
calico-node-p4pfw Running 54m
calico-node-pk24s Running 56m
calico-node-xrfcx Running 53m
coredns-69475cc69f-k2t12 Running 68m
coredns-69475cc69f-vnkkr Running 68m
etcd-k8smasterl Running 68m
etcd-k8smaster2 Running 66m
etcd-k8smaster3 Running 59m

DO HHOOOOOOOOOLOOOOOEHOON

Figure8:
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YSHE S master T55F0 node el \ERE

o fEmasterti = LT
kubeadm join k8s.talkedu.com:6443 --token abcdef.0123456789%abcdef \
--discovery-token-ca-cert-hash
sha256:1df03bef705ad54fa693121e644d372d37d6b7e79a45058a999bc2d2ff590776 \
--control-plane --certificate-key
8bbe0725b691eff7eade92b4ef70a797ce3224a84e8ad8c02c42e70b32de3df0
##IETS(RANRTRER, SHIEEFITEIIIAERHES M1THS9: kubeadm token create --print-
join-command

e fEnodeTi= LT
kubeadm join k8s.talkedu.com:6443 --token abcdef.0123456789abcdef \
--discovery-token-ca-cert-hash
sha256:1df03bef705ad54fa693121e644d372d37d6b7e79a45058a999bc2d2ff590776
## ARSI 24/NFIBRY, ISHRFREHITENIMAERHES, HiTaES/9: kubeadm token create --print-
join-command

o IGIF
kubectl get nodes && kubectl get pods -A

EIMEPERE 10 £

o EREMMA
update-kubeadm-cert.sh ##UISHTEERE A, kubernetesEEB¥BAIAMERBREASF

o HUTRIA

bash update-kubeadm-cert.sh all

## RIAREEFIRkubeletZ SMIFRBIES

o IGIF
kubeadm alpha certs check-expiration

3-9 IGiE 9

[root@k8smasterl srcl# kubeadm alpha certs check-expiration

[check-expiration] Reading configuration from the cluster...

[check-expiration] FYI: You can look at this config file with 'kubectl -n kube-system get
cm kubeadm-config -oyaml'

CERTIFICATE EXPIRES RESIDUAL TIME CERTIFICATE AUTHORITY
EXTERNALLY MANAGED

admin.conf Mar 28, : 9y
no

apiserver Mar 28, - 9y ca
no

apiserver-etcd-client 28, ? 9y etcd-ca
no

apiserver-kubelet-client 28, - 9y ca
no

controller-manager.conf 28, : 9y
no

etcd-healthcheck-client 28, : 9y etcd-ca
[

etcd-peer 28, H 9y etcd-ca
no

Figure9:

o  FHkubeletif
##7Ekube-controller-managerfe EX 4, EcommandiNINERERT, BEEEFNEBHAR105, F
FEIEBBnhitt:
vim /etc/kubernetes/manifests/kube-controller-manageryaml
- command:
- kube-controller-manager
- --experimental-cluster-signing-duration=87600h0m0s
- --feature-gates=RotateKubeletServerCertificate=TRUE

FEEkubeletfRsS

systemctl restart kubelet
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RUXIIMNBIRIAND, BIULARSSAI80. 443iwCIBREIEIEN L, HIFET, @idi80. 443
imH, HIERFRERS

o HETRBERENMH
ingress-nginx.yaml ##1 S HTEERE 4

o NFEFERMMH

kubectl apply -f ingress-nginx.yaml

o IGIF
kubectl get pods -n ingress-nginx

3-10 3&iE 10

root@k8smasterl src]# kubectl get pods -n ingress-nginx
NAME READY STATUS RESTARTS
ingress-nginx-admission-create-xc27r 0/1 Completed

ingress-nginx-admission-patch-z26zj 0/1 Completed
ingress-nginx-controller-76f6c4fdfb-7nd4gn 1/1 Running

Figure10:
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