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s Ephosts ), ERJLIEREHIFMGhostsIHER— 1 EIZAR . tBATLL
Slhosts3 4, BABED

gNRhostsXHEEHT T DNSHRITIP, BRARBEERIX PRI AL .

(Eehosts IR UNRBIX HII-RIVEEEFHEHRIP, 155tXKighosts)HEX
FRuEHECE, ARESEHITAT IR EEEHETRYIPIHELL .

NSk 21 (2023-10-27)
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SBMERARSS =R
EPEHERR 1 SSuHEsf)

4. EIHEAPEKRMEINNLG, W-RBMEEELANDRSBEIFE.

{Ee&hosts X RBEMMINITERE, MREXFTRIAKBR, FABRINEWL
‘hE-FE” KIEAIRSER

ﬁ i£—: {#M Ping & T E#0 PinginfoView T E& i aERERIRAVIRSSSE IP it

A LiEId Bl hosts U RILLIBIAERE, BFLSERNT:

1. (ERSERMAE (Administrator ) BRI MRIRSSE.
2. BIINSEIAEPingtEM TR, 1L http://ping.chinaz.comafi .,

3. WANEEFEROML, #HITPingt@ill, FAILLAEwww.example.comAfl, icx
45 SR %1 2R g Nz AT B BAREAYIP o

4. THEPingInfoView, TEZE, #IERiziTPingInfoView.exeBIaJ{FEH
5. FTFFPingInfoView, @3 SR 35RENEIRYIPIBIL S HIEIXT R AVIMNIES, FHBET

OK.
&
=
HHHHHHHH dd Reply P Add % Failed g Status ing Tim +Bing e Ping p 4
x

Sent O Reply IP Address im

Ping Tmeaut n ms): 1000 v Ping Size (n bytes):

EAPing again every... El seconcs

EAARemenber addresses list

[use 1P-+ost Descrpton format

(Jstart pinging immediately without displaying this dialog-box

o] | oo

6. SHERGERPIERFIRAYIPHELL,
b3 PingInfoView I_I_-' o

Fle Edit View Options Help

SIEEERE.

ecutive... 9% Failed Last Ping Status Last Ping Time Last Ping TTL  Average Ping.. Descript
0% Succeeded 248 234 248
0% Succeeded 226 238 226
0% Succeeded 222 234 217
L |
£ m ¥
Sent On Reply IP Address | Ping Time Ping TTL Ping Status
i 2019/1/29 17:3...| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:3...| 99.84.178.238 217 234 Succeeded
@ 2019/1/29 17:3...| 99.84.178.238 217 234 Succeeded
@ 2019/1/29 17:4...| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:4...| 99.84.178.238 216 234 Succeeded
@ 2019/1/29 17:4...| 99.84.178.238 222 234 Succeeded
3 item(s), 1 Selected NirSoft Freeware. http:iwww.nirsoft.net

7. FJFC\Windows\System32\drivers\etc\, & Za1EHIAIIPHBIILAINI T A A
hosts3 {417 o

SCASRRAS 21 (2023-10-27) WRIERE © LEARITERARERAF 9


https://ping.chinaz.com
https://www.nirsoft.net/utils/pinginfoview.zip

SEMERARSS =R
EEREEES

A EE

o hostsHRRFRFRIZONHZ—, BIREFREREN.
i ig&Ephosts X, EAILABERSH#EMEhosts LR —EIZAR . tAfLL
SEhlhosts32f4, BABED

o UNRhostsSHESHE T DNSEEHTIP, BBA REEEFIX NI PREMTIubLLE

o (EclhostsSHFINEEXHI-RIVEEZSFHEHEIP, 1B55Eighosts)HFEX
FRSRIECE, ARESRITARTARIFIEEETAYIPHELL

BN EHIAYipiti7999.84.178.238, M4599.84.178.238 www.example.comB X\
ElhostsMHRIERTT, RIFEXA .

8. EILEFPEXRMEINGLG, W-RIEEELRRITRSBRIFE.
BRBARBER, FAENEERPE XM AT RRSS2E .

REEMGAEREESEIN N

MCpaEER, BENSSRPEILFIASEHDAIMuLtEE, RN AIEET
T, BIRAFENEENER, thAseRihnBirRSBSEFEESNER, TLUHd—
%ﬁi‘iﬁtﬁ'ping -t MuSHIRIAEEER . 152 E ping A EakE SIS INaH# THERN
ix?

fBI40: ping -t www.example.com

AR
WindowsiE{ERF BRI BT FEZRcurlEFin, 59E FEicurlZERIR, BERE, F17binx
HEIENER, EENEESERI,
MRBIMAASIEIRBBIEREEREFSEINN, BRAERINEERRsEEhEER
RSRERFEESH.
R RZREE AN ERCIR ., REEFEEFERRN=ERERS, HEMEREY
LB E . F R ESSEETRIEERSETNEXIHZVPCEHE,

1.2 ping A EEE SIS UHMI I THER NI ?

)RR

RESHr

ARG DIHIEMMMWERIRE, HIME-RM. HiTpingis<, FEEEIATIE
g YR

AT5#R(ELATracertFIMTRTE I, MMEIMEIZHE S aITIE T SRIMESARR o

ZENTERS IR, #ETRE. RERNEE. RRRETEFR
ESE s

FHRRRIRSZ==EBREG, S LAERTracertskMTR TR TiH—21
(EFRMEIZET TEMTRA AR BN HIA MK ERAMRE
AGRIESHR:

i
o

®

SHSRRAS 21 (2023-10-27) WA © EARTERABIRAE 10


https://support.huaweicloud.com/trouble-ecs/zh-cn_topic_0191526703.html
https://support.huaweicloud.com/trouble-ecs/zh-cn_topic_0191526703.html
https://curl.haxx.se/download.html
https://www.huaweicloud.com/product/cc.html
https://support.huaweicloud.com/bestpractice-cc/cc_04_0002.html

SBMERARSS =R
EEREEES

Windows:

- (#EFEER ) WindowsiEER St Tracert/ M BF01ER .
- WindowsB{ERZAWInMTRAEF{ER

Linux:

- LinudZ{EREGEMTRSTEMER

Windows E{EZX % Tracert /1 4BF0{EH

Tracert2IEHIRIFIZER, Tracertan S AR EREIESRIA B EVERZRIEREZR, F
SERIEENTEHENE . TracertdpSINEESPingan SR, 1B EHSEZELLPing
wSiEH, S EREIBEERENSINIRE. T =aYIPLAKATE,

ZEFRWindows=R532E,
FHAHmda<SE, PITLATaSIRERIPHELL
tracert IPitBLiE/RaugEIE

f5ia0: tracert www.example.com

C:slsers™s >Eracert wuuw. LCom
v ek WL A LB = CIE et

WIS 30 )i IR

L F1ds _

Fl wwn, ||'|I||||||-

| 2
30
29

3
1 13
b 29

SEIET Ao

- TracertBUARABEEL30, F17EMITES

- TracertBRESRIE=TEIRE, 2. 3. 45 ANN=AEIEEREIRT
18, 55 ANEERIPT =,

- BRUME—EHEIMT “** *request timed out” , FPANIBEELXEID
A, X BEESHEEAR BT S

Windows {ER% WinMTR W EF1{ER

1.

vk W

ZFWindows=RZ2E,

BENEEESAEEIN, ERF FHEWINMTREEEE,

REFBWINMTREZEES, WinMTREGERZE, AL EEREET.
WEHEWIinMTR.exe, FJHWINMTRI R,

FEWINMTREO/IHostk, HABBIRSESIPHEtIE ek E &, B “Start” .

STRERRA 21 (2023-10-27) IR © ERRBRABRAT 11



SBMERARSS =R
EEHERR

]'[ost:" ;Il Start | | Options | | Exit |
|3op_\,r Text to clipboard| Copy HIML to cliplmard| | Export TEXT | | Export HIML I

Hostname | Hr | Loz=z % | Sent | Reeow | Best | Arrg | Worst | Last |

'W’lnMTR - 0.8. Copyleft @2000-2002 Vasile Laurentiu Stanimir ( stanimir@cr.nivis.com )|

Vi |

6. IRIESLARER, FRHEWINMTRIZT—ERETE, BE “Stop” , FRMIK. WITE

P
Host: [192.168.0. 161 =] | Step | [ options | | Exit |
|:opy Text to clipboa:rd| |:opy' HIML to clipboardl | Export TEXT | | Export HIML I

Hostname

| Hr | Loss % | Sent | Reev | Best
1

|Avrg |||'nrst |Last |

192,168, 0, 191 0 33

33 0 0 0 0

Double click on host name for more information.

MWHERNERERUT:

- Hostname: ZIBRIRSZFELIIIG N ENIPTIHS o

- Nr: £3PRp%E.

- Loss%: WMNPRIIERR,
- Sent: ERENHFIREHE.
- Recv: EERWEINTNAIEHE.
- Best: &FEAINENATE,

- Avrg: FENENZATE]

- Worst: &xiAIN@RATE .

- last: mRIE—RAYNGRZATIE]

Linux {EZX% MTR N AF0{EFH
ZEMTR

SASRRZAS 21 (2023-10-27)

IR © EREH BRABIRAT
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SBMERARSS =R
EEHEER

BRI RILInuX R TARAERTEE ¥ MTR, WIRERILInUXZIRS KB LEMTR, T
LT T e ST R

e CentOS BIER%:
yum install mtr
e Ubuntu BER%S:
sudo apt-get install mtr
MTRIEXS#i5EA
o -h/--help: B/REENZEE,
e -v/--version: BRMTRIEAFZE
o -r/--report: ERLURER L.
e -p/--split: 5 --reporttBx7, HHIFIHEBRERRILER
e -c/--report-cycles: IEBEBXRNAXNVEIERHE, BIAMER10,
e -s/--psize: REFIEERIK/N,
e -n/--no-dns: AXTIPHEiIH#IEZ BT
° ; /--address: FAFPIRBERIXHIESAIPHELL, FEAFPE—IFHZNIPHELIAYA
o -4: |Pv4,
e -6: |IPv6,

LAZANZNIPII119.xx.xx xxHIAR S 22 91
HITLUAT S, LURSFIMEMTRANZETIRS
mtr 119.xx.xx.xx --report

EIREEWT:

[root@ecs-0609 ~]# mtr 119.xx.xx.xx --report
Start: Thu Aug 22 15:41:22 2019

HOST: ecs-652 Loss% Snt Last Avg Best Wrst StDev
1.]-- 100.70.0.1 0.0% 10 30 34 28 75 13

2.|-- 10.242.7.174 0.0% 10 524 515 342 589 6.3
3.]-- 10.242.7.237 0.0% 10 32 50 27 208 55
4.]-- 10.230.2.146 0.0% 10 10 10 1.0 1.1 0.0
5.]-- 192.168.21.1 0.0% 10 35 42 28 116 25
6.]-- 10.242.7.238 0.0% 10 353 345 6.0 564 22.6
7.]-- 10.242.7.173 0.0% 10 33 47 3.1 147 36
8- ??? 1000 10 0.0 0.0 0.0 0.0 0.0
FERHAERNT:

e HOST: HRRYIPHENEEIES

e Loss%: EGZEK,

o Snt: BMRENHNECIHE.

o last: RIA—IRAINENATE]

o Avg: FYNERATE

e Best: RRAGAIMMNZATE,

o  Wrst: BI<HINERATE

e StDev: tRERE, REEWS, WS MHIEEEZT SN EHEZERX

STRERRA 21 (2023-10-27) IR © ERRBRABRAT 13



SEMERARSS =R
EEREEES 1 SSuEEZf)

WinMTR ] MTR BUR & O IE
U TEIEDFWINMTRIOIMTREVIR S o

My traceroute [vB.851
ecs-3666 (.6.0.8) Mon Sep 2 12:14:33 2819
Keys: Help Display mode Restart statistics Order of fields quit
Pings
Host Best Urst StDev
. 18.6
B 49.6

[
o
w

-
W

DEDUNR DD ~OW o

DrPINNDIDUROADW

.

b 10

DRNOOLNTBLLNLR, N
.

[
EERNDNDWNRNRBD
DENONALNDOND RN

-
DEIRIANTWNRRRENN N

2
?
3
1
1
1
Z.
3.
9.
8.
1.
8.
1.
Q.
a.

o
TR e
ey

o [RSEI|AMMLE: BIEPAXE, RAHEBEMADNHEMEREREMES
- ﬂg;%%Pﬁﬁ”%$ﬂﬂWé§=FE’\J*,§HﬂmE%, N FEXS A MW R TIENATHIE
7o
- MRAHNERUENEZHISE, WEERStEsERRIRTH,

o ZEBBTME: BIEPBXE, MRZXFENEE, JLMRRSET<HIPE
HEMMBIZER, RMNNEERHTRIR.

o BifnimAibies: BIEPCXE, BIBERRSETERHEAINGE

- MREZEREEERRSER, VWTEEBERIRSS=IOINESEERR, 51aE
ERIARSS 2RI IEECE -

- MREZEREEBEERSHRALEE, WeTstRBinikS =R MHEY

ERIEIRR

EREE R H 26
o BiFENEETY

NTROIFR, BEEEBRMIEHIT 7 100%R9EE . NEIE LEREIERIRE
X, HXRAFREBFRSENERERE, FeERAIMRSS RIS

B

Host Loss% Snt Last Avg Best Wrst StDev

1.72??

2.77?

3. IXX XXX 0.0% 10 521.3 90.1 2.7521.3211.3

4. TIX XXX 00% 10 29 47 16 106 39

5. 2X. XXX 80.0% 10 3.0 3.0 3.0 3.0 00

6. 2X XX XX.XX 00% 10 1.7 72 16 349 136

7. IXX XX XXX 00% 10 52 52 51 52 0.0

8. 2XX.XX.XX.XX 00% 10 53 52 51 53 0.1

9. TXX.IXX.XX.X 100.0% 10 0.0 0.0 0.0 0.0 0.0
e ICMPIRIE

WNTRGIFR, ERSHHEIIES, ERETRIRIRE .. FILUEHMEZT =
ICMPPBRIEPE . ZIBRXIREEFinZ] BirRES[NBFEERTFISEEMW, D
B ET LA RS ILEFR7 == o

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 12 03

2. TXX XX XX XX 00% 10 04 10 04 61 1.8

3. IXX XX XX XX 00% 10 0.8 27 08 190 57
4. TXX XX XX XX 00% 10 6.7 68 67 69 0.

5. 1XX.XX.XX. XX 60.0% 0 27.2 25.3 23.1 264 2.9
6. TXXXX.XX.XX 0.0% 10 39.1 394 39.1 39.7 0.2

SCASRRA 21 (2023-10-27) WRIXERE © EARTERARBRAE 14
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HIPEHERR 1 S FEZE
7. TXXXXXXXX 00% 10 39.6 40.4 394 469 23
8. TXX XX XX XX 00% 10 39.6 405 395 467 22
o IR

TFRGIER, BIRGAESSHFHI T BTN, SREELEIEERRS
#x. LI RERTIEEFAXTRBHEREREMN, FHRAENTRE

EERE,

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 1.2 03

2. TXXXXXX.XX 00% 10 04 10 04 61 1.8

3. XX XX XX XX 00% 10 08 27 08 19.0 57
4. TXX XX XX XX 00% 10 6.7 68 6.7 69 0.1
5. 1IXX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
6. TXX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
7. IXX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
8. 1XX.XX.XX.65 0.0% 10 0.0 0.0 0.0 0.0 0.0
9. 7?7 00% 10 0.0 00 00 0.0 0.0

o HERRHRRR

MTFRGIERR, BREESIRZEHMEZNEHIRR. XBEEERTHANTR
FRUFRrEL . BINESREAERNTEHE—ZWHA . ZPSFBEREFAN T RITE

EERELE,

Host Loss% Snt Last Avg Best Wrst StDev
T. XX XX XX XX 00% 10 03 06 03 12 03

2. TXX XX XX XX 00% 10 04 10 04 61 1.8

3. XX XX XX XX 00% 10 08 27 08 190 57
4. TXX XX XX XX 00% 10 6.7 68 6.7 69 0.1

5. 1IXX.XX.XX. XX 0.0% 10 0.0 00 0.0 0.0 0.0
6. TXX.XX.XX.XX 0.0% 10 0.0 0.0 0.0 0.0 0.0
7. IXXXX.XX.XX 0.0% 10 0.0 00 0.0 0.0 0.0
8. TXX.XX.XX.XX 0.0% 10 0.0 00 0.0 0.0 0.0
9 TXXXXXX.XX 00% 10 00 0.0 0.0 00 0.0

1.3 1518) ECS 3£6 Eiz{TROMIARIR, NMaERZE)R?

[ ERHER
—IREEAIHTTPIE SR OB S MRIT . BIITCPIER ., AftisR. IRSSEEKEIEKiH
T IEFHREKMIRER . NSEEEXTHTMULIBHEHI TR FEREMSIR, RS TREH
TEREM. HP, HTTPENEKRIREED T BRAEFiR. ERIREIBEANRSSRZ
BIMNETDRIUARIRS S . EX=1TEF, EFE—IHDHIRaREEeSE0A
18] ECSSLI_EIE4TRIMZE <17
122 DNS 25 EcE 1
1. $THcmd&a<SEO, WA “ipconfig /all” , {EFEFAIIDNSIRSRETELES
=ZKADNS,
R ERE I TEAIADNSHELE ,
(1 #88

HERRIRHAIDNSHEIEES E L= DNSHbE
2. WRFEANELA=HIDNSHELL, BT TSN ERRSZSDNSTRZE
L& EEIEE .
ping DNS IP4tif
a0 LA%edb-bm=PYefl, $iTping 100.125.1.250
3. WELUTSS, EEEBBITESIEER.

SHSRRAS 21 (2023-10-27) WA © EARTERABIRAE 15


https://support.huaweicloud.com/dns_faq/dns_faq_002.html

SBMERARSS =R
EEHER 1 SSnEEZs)

nslookup 7FL/GHIA LS s tatt

f5i40: nslookup www.example.com

ShaFEARS (BEPEESRERAMER. KX ) Mih, EFRWMEE
RBANRRES BT

HRRUBAKRAER, BESEATIREREHIE.

BRI HER
1. AHEPIHpingIREBARP, MARSFEEORERIIER.
- EREEONEESNER, BERMTRETISN, BAEFTS%EpingF
L E ORI THERRIE? .
- ETEEZCNESNER, BRTSE.
2. #1f3dig/nslookup@<, EEDNSHIBRHTIES, HFEREDNSHEATSIEATH.
AT LA R AP N, HERE DNSHITBSHATIE.
FREESE
- TR AT RE?
- BB REER?
MEZIRSR

1. BREEEFIS.

2. mEemEEsias e Y, SRR .
3. MR HE > BIESIRER
4 ggﬁzw%%wimmatﬁ,mAﬁﬁ£W%%gw\mmmﬁm,#ﬁﬁ
5. BEMMRIRS RSN, SEEE.
6. TEMERIRSRIEETE, EIF LR’ TS, SESENE.
BB AR I TR et 2 A A X MASHICPUE RS K
o HISFECPU/NTHEMTSIER, E2EWindows=IRSR-EREAD? «
Linux=RR5E SR EIEAN? HTHEE .
o NRGESSERAIESNER, BEE SRSEYESESEAN?
- AR EREEeE TSRS RIS,
- SIS B e,

1.4 LT EB AR ATR?

)RR
A S IR SRAOMSIE , OB, PXEERE. R2ERBES/HT
BXB . FE— MBS, BLSHMEELAT. FBERIENBRIETES
DESAIHFE B .

HLSREE Bf

WIS TG IR R ATR?

SHSRRAS 21 (2023-10-27) WA © EARTERABIRAE 16


https://support.huaweicloud.com/dns_faq/dns_faq_003.html
https://support.huaweicloud.com/dns_faq/dns_faq_015.html
https://support.huaweicloud.com/usermanual-ecs/zh-cn_topic_0013771092.html
https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0013748743.html
https://bbs.huaweicloud.com/videos/103592

SBMERARSS =R
EEREEES 1 SSuEEZs)

HFE &S

ERFTAMUEEHRIERTER, BRMZRERIBRTES, AFETERERER.
R 2 EAEREREEPERDRBHEREERER.
AR

RREIRNEE L AR B ERELITE, BICRERESHITRTE, AERERRZTH,
EHETHER, REEAZE.

(R LURIEL FHEE RIS T e, HFE BRI A sE R =i THE
Fr, ENENSIRRRETENRRRAE, NS RIELEaRAERER .

INRBRTEANATERENRBRUR, BREHFEEMMARERR.

1-9 MuLFELaHEE B

/ 1. 8EEOBE -~ KEWebisOZEIERKR

[ - 2. GEESENN -~ HEEEREHEWebiRO
[
[
|

[[ — 3 wsmcEmE - UdiksxiE S S ESsE

) — 4. EBERRSHEEHEE BERRSHERETNXEERAREER

Y T 5. aEAMME - SRFHASSEMRENES R IAERSE
\
\

I\ 6. MERRSECPURIAR - EUsnziRS:HCPURIBESMSEHLILHE

— 7. ASEEERT HERTE R EREEHIER

— 8. NEEHREER PSR FIRRSS 28I P R A S REALh

& 1-1 MG TRLEHERR

G AT

KMEiRO8E KEWebisARBIEEL, FHRRFESEREROER
I‘quEO

EZEEMN KELZEHRDMEWebinO, FHRIFESENERSHE
A

aERIKIEECE WK EXAERENUESERE, FHRESESERE
BKiEECE o

KEBRRSZRIBHE | EERSHISERTWXEREERSIER, FMIEES

=1 SERB RS HRIBHRE.

STRERRA 21 (2023-10-27) RS © ERmI BRABRAT 17


https://support.huaweicloud.com/api-ecs/ecs_07_0001.html
https://console.huaweicloud.com/ticket/#/ticketindex/createIndex

SRR =R

SUEHERR (NG EES
QIS AIBfENE
MERIEWLE SERFNALSEMNENEEETIAERSE, FHRIE
IESEREARNGE
KERRSHRCPURI | BN RSZZRCPURIBRSHIEEFIUICEHTE, 1F4HIS
=R FESENERIRSZRCPURIAZR,
wEEHZHET (B | BTk ERREkEEN, (FRRFESENEEREE
FEHBHONGR) | FIBTREESE (ERES&LELRNER) .
KWERERER (EF | NibAIERMRSRIPESEERMY, FRRMFESERE
FEHZHENGR) | SRSESFFESER (ERESEXLEINER) .
HEROBEE=R

HRERSHZANIROERETIE, LTFLISTENRKES . F1-28ENTCPIAZ.

LinuxiR{ER A = IRSS 25in B (S BHIE
{# netstat -antpBSRBRSHRS, HIAROSBIES L.
540 netstat -ntulp |grep 80

1-10 EFIROMSIFIAZ linux

[root@elb-mge2 ~]# netstat -antpu | grep sshd

tcp ¢] 0 0.0.0.0:22 0.0.0.0:* LISTEN 7178/sshd

- MRIROWIEFRR, ERTEEZSEMN,
- WMRROEEFHEENIR, BREWebRESHIERS BB EEERE.
WindowstiEER AR = AR5 25in iB(S i HIE
FREER NGRS :
FIHCMDEs<1TE N
HfTnetstat -ano | findstr “i7/[7” HSEEHEFERNIROS
f5I40: netstat -ano | findstr “80”

1-11 EFROWIFIAZ windows

C:\llsers\Admninistrator>netstat —ano findstr 80"
ICP 8.8.8.8:8

LISTENING
A.8.8.8:8 LISTENING

1:8 LISTENING
LISTENING

ICP A.8.8.8:49155
TGP [=:1:88 [s:
ICcP =:1:49155 [z:]1:8
upr %z
upp E

" MRROWIEREN, BHTRERZSEMN.

" WIRIKMIRBRERRIT, BREWeb RS HIZEERBEEEER
=18

NSk 21 (2023-10-27)
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SEMERARSS =R

HEH RS 1 SR EZEG
E1-2 0 TCPIKE
TCPIRZE | WBB YIRFS
LISTEN Rk A HITCPIRORERS | IEETCPIRSS IR
4
ESTABLIS | (SFE— 1M ITFHANERE IEETCPiE::
HED
TIME- S 1F BRI ELARIRITIZETCPIE | EXANTCPERE, —R19HE5
WAIT W R ZERE s KAYERIA BRo
CLOSE- | EEFNAHBRPARIEZSR | EBERFBUG, &E%XiAsocket,
WAIT B3R HIEMZ R, —iREHZEST
BT EFFEMSEGE . TUAERXT
N,
FIN- MIEZFZTCPEFEZ P IMEK MEHENT, BE129MAGET
WAIT-2 RE .
SYN- BRIEEESREESIERNE | TCPHEESREM . —RE2REH
SENT ZEk CPULEERTS, LEFARINS
. DDosKEth&HIILIE R .
FIN- EFITIETCPIEERRNEK, oot | WEFENT, RS8R 81T
WAIT-1 BUAGIERE R EMERAIRIA 1BE (Z1598LA LA ) , R
KEAERiROFEEFOSKE -
eEZEEHAN
MRLZLEZEMGHERNIRO, EEESRSEELFIRINAIZ BT RINBIT
Zim O ASFI
1. EREEERHAE.
2. HEE UE > BERIRSER
3. EEMmIRSRIIE, BHEFETELEANNAEHRIRSIRZEIR.
4. kR “RefE” ¥, BAZSEMN,
5. B “BEREAEIN”
6. IRIEMILERNIROERSEHFIILZSEMN, BITMiLERNRO.
BT OBFEMIRE, B2 IEEZ AN,
B XIS E

o LinuiMERRRIRSE,

LACentOS 6.81&{ER%80im 61,
. {$iptables -nvL --line-numbersr SEEFCE BRI A IERE .
b. HIRMITLA T an<LH4T80iw .
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A OUTPUT -p tcp --sport 80 -j ACCEPT

KA K EENREE T LUER LT,
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SRR
EPEHER 1 SSuEEsf)

{$F3service iptables saveds SI{RIFRINAIEAN ,
{&EF3service iptables restartis$ERiptables,
{#Fiptables -nvL --line-numberds SEFIENNAIHINE B4
. KEREXIERE, EXMNILIEEEEES.
o  WindowstERA LRSS, XABXEFNIXZEIIAERSGE,

a. BFWindows=iRSEeE.

b. BEHEEMEA FANWIndowsElR, 1EFE “I=HER > WindowsFaKIE" .

5 FRAEERIEHET [= 1=

3 o+t |B o BYEE » FRERSEER

- o oa n

A EARE EEST b -

P & 8E %P
& 2

R !

& EERE

g =

¢ B “BHEmkAWindowsfakig” o
BEHRERXBHERRE: ARk,
) Windows F:8 [=[= ]

€« (=) = 1| BENE » FEENEER » Windows MR

#F Windows BEAESRREENRIPITHIERER

Windows I SHRI TN RENERRIHET Internet RREHISRNSE,

| PELED BiE® @
& mxamen
% EERE Windows IkiE RS mEN AR S ENF LT RS
W EERLE Windows Enkimts: ]
P aaen oA, NSRRI TR
T AR ¢ mm s
e Windows IR SR IR
. 9 FESAHEREEP) Bigk @
LB PO B )RS
Windows KBRS =3
LN (LN SFE RS RFIRT A A
AR HiBERE
AOHT Windows IR S S AR
BRSO
it Lovl

d. XAMKERE, EFRMENESEDREER.
MELRSSREHEE

o LinudR(ERA=IRSE

a. f{EMroutefp SEFRARM, #%0.0.0.0M9F0AIRRIEREMX, ERAAIPFI
MXAEEREME, WNTESE11THE31THR.
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SRR =R
EEREEES 1 SSuHEsf)

[root It route

Kernel IF routing table

Nestination na‘l‘Pl.Iﬂl_’I Reomask Flagq Metric Ref

default gateway A.8.8.8 UG 168
gatewal) 205, 205 /2655 2655 1IGH 1HA

A.A.8.8 £95.255.255.8 U 188

a.8.8.8 £295.255.255.8 U 181

8.8.8.8 295.255.255.8 U 182
11

b. {EMifconfigaiEip addripSEESLAIAIIPHBLE

Bl 1-12 ifconfig s S EE IP bk

[root@elb-mge2 ~]# ifconfig -a
etho: flags=41 ; T,RU G = mtu 1560
inet 192.163.¢C tmask 255.0 broadcast 192
1neté fed0::fale :fe24: len 64 scopeid 0x
ether fa:le e:7f txqueue1en 1666  (Ethernet)
¢ 83 bytes 21176207838 (19.7 GiB)
dro ped @ overruns
149514101 bytes 2
dropped @ overruns @

{, RUNNING .
netmas 5.0.0.0
: prefixlen 128 scopeid 0x10<host=
1oop txqueue1en 1080 (Local Loopback)
X packets 14 bytes 1888 (1.0 KiBE)
dropped @ overruns @ frame @
1688 (1.0 KiB)
dropped @ overruns @ carrier @ collisions

B 1-13 ip addr G5$EE IP #lik

[root@e]b mg@2 ~1# 1p addr )
536 gqdisc nogueue state UNKNOWN group default glen l@o0
G brd 06:08:00:00:00:00

¢ ho
t forever preferred Lft forever
scope host
t forever preferred_1lft forever
bT UP,LOWER_UP= mtu 1580 gdisc pfifo_fast state UP group default glen 1@@@
7f foff:ff:ff
ope global noprefixroute dynamic ethe
ec
inet6 fes
vali

c. {EFroute -ni5d LLE&EEEEﬁEn?& o
E1-145976), BRIURIRSS2E3MKSEpRItE 9,

1-14 route -n FFSBEEM X

[root@elb-mge2 ~1# route -n
Kernel IP routin
5 Flags Metric Ref se Iface

100 ] 5 ethe
0.1 . 180 5] B ethe
5.8.08.0 188 5] 8 ethe

o  WindowsiER A =IRSSZE
a. FIFCMD#<{TED.
b. HfTipconfigin SEASLAIRYIPHBIL
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SEMERARSS =R
EPEHERR 1 SSuEEsf)

B 1-15 ipconfig s $EE IP itk

PS C:\Users\Administrator> ipconfig

c. fTroute printi LB AEREEMX

1-16 route print AP EEM X

\Users\Administrator> route print

16 3e ee 99 c2 Red Hat VirtIO Ethernet Adapter #2
ieeiacnanneannnn...50Ftware Loopback Interface 1
00 00 00 00 00 00 icrosoft ISATAP Adapter

B UBRILE
EIRFH AR RN RS LSER
W%gumﬁW@mmzw2“mn SEREIER, BHS ARSI EE L
R o

MEZMRSSEE CPU R

=RV ERMCPURI AR S RIS ML TIELE . MMREELBI =GR
SEEIEEES, ACPUSHERERIAERSN, RRSBMREEERE.
1. ZE{i mjzsﬂﬁjjnntng$D(ZPLJ*UHqZEFjEgl_iio

- Windowsi% 1??2%1%&1?2752§IE_IU\IELL@ , BEIEESEESE.
BEIS 28 (Performance Monitor) . &l ”"'?).,g%(Resource Monitor) .
Process Explorer. Xperf (Windows server 2008 LAfZ)F0HMENER FeFull
Memory Dumpt&&s

- LinudR{ERFEHITtopss LEESRRRIIETIRE
2. [OEE4HE: HIEHERSIER, HoR#iTaE.
-  IEE#HE: MUER, XECRSHFERE.
- REHRE: BNEFXARE, BHaLGBE=STAREXAHE,
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e AR5 3
HTEHERR 1 ESRREEEp)
MEERSESBIERAES ((EBREBTXSGENER )

e DIRRIHIS S, 15EREIEAMIPEHITIAN . MIRERIPHIIATLAISE, (BR1EHE
HIEIRM, NeJRER & & S E BT A K BUE R M s T AL o

MIARIEIE SEEZAPAE . HBRSLRINEPRE. MIGSESRRE. BITEEEN. Mih
MEMEFZS I UTEXR . AXERTH, FE—IHRTHIEE, HBSEML

FTixpia.
iﬁﬂ;ﬁﬁﬁ SEEBTNHERIRESEMLTELNHIERE (HIEESS8R#%

1. MEHEER.

BREEPEARFEAI—IUEN, MSAREMRSRIPEEHITER, SEMINE
SRR AT LS RIBRSS SR @ AE .

- WRSERPEAMT RIRSHREEERKMESRSS, FETERSREM
gﬂ‘%iﬁ%éﬁ%ﬁ, BEMINEEZAAILUERRS @S . MEE
?

- INREERNRFEAMEXIASMIRS S (BFFERREREMEZ.
X ) REEEKMNERRS, THER.

- NMREEZEEEMEABDESERARGEERS, UAEERIIEIT
IRSSRHITEHB AT (HEB _REREOEIR ) , BRABEXE, T8
BHREENRMIENER.

[MERTY:

o BEHEMULNBTESEREE—H, BEXREREILEN.

o WREHIMUEEFXRMININLERE, BFEF—NITFH. BT ERESER,
BRBEI—TFEENREBIHK.

2. IOEEEFET.
MRFHRESRR, (EREREESZFEITEAIEESHUSETLEPINgE.
IZAILIDNSRSSI=H S ER B ImFES .

3. 1QEDNSIRSZEAE-

WNRping HERTHAZENTREEDNSIRSRIEERE, SEAHIT-ER, &EiX
TSERG: BURRSHRHTFEAPLEIMNILEITINEEISEAD? HITHMA.

1.5 =IRSEZ B OB EHEHE?

BEES
INERISEET A, TaERATREMREMITRMILE TSR T B EmR
DO
ATRIELSOR N FINBHE RS BRI TETRORESE.
BIEEAZE IR

WNREHTCEITIMBEHTTPARSS, aILULLAT BB EWebfRSZHEXAZO ( ZhAK
TCP 80 ) RBIEETIE,
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SEMERARSS =R
EEHEER 1 SSuHEss)

FECSEIEEFIG, WIAREHESRITIZIKR .
IFBEIRECSLRI, HIARSEEFE.

AR OEERET . WA, BIESUEITibiL,
HASEBIRE KIS E LRI TIRSS -

Windows ¥ {EEX St
PATIRIELAWindows 201 4R ERF=IRSZEE, L& TSRS AE,
T AL EEASEMIT80iIRO .
1. BREEEHE,

. pEemssaztan Y, EEREIIRE.
3. R UHE > BERRSHRT .
4. TEEMERIRSERIIR, BEGEELZSEAMNAEERIRS RS,
RO =iz R RS RIF B R
5. &1 ‘&R’ WK, HRE, EFEREEMN,
6. MR=IRSHFAENZEHE TN TLZEERN

AN =

EAES AEHI HGER SEERSE

RN BUEERINHLL HEIBE
g0 YV @ 247 B @
= IPv4 testo] @
ICMP : 288 IPv4 0.0.0.0/0 ®
TCP:22 IPv4 0.00.0/0 ®
TCP: 80 IPv4 0.0.0.0/0 ®
TCP : 443 IPv4 0.00.0/0 ®
TCP : 3389 IPv4 0.0.0.0/0 ®

T2 EEFR=IRSEE, WARSEEHS.
1. 7 “IRSBSEEIEZR” B[O, Bd “THE > Internet Information Services (11S) &
mee”
WRHAZIXMEIR, WiRBERBMINZEISIKRS, SEEMTEIISEKESS.
2. fEInternet Information Services (11S) SEBEREFORIAUTEE,

- 1 “EER SR, AEeEEAID, MR ‘B &FREeRE, £
ISIRSBELFR.

- BE ‘ML’ , EABIIRREEERLZERIMISAPATS ., WRMLAEA
);SJA%LE” , WEERLL, EAMRFEER “EBnR” , BE ‘B’ ,
I:I_ Wﬁ o

$I3 BEROAELLPEBIERREITHRESE.
FIFcmd&EO, HITA TS
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EEREEES 1 SSEEsf)

netstat -ano | findstr :80

NREIRES N TNRE80R O EFE M. BN, BIEc ik,

Crsllzepeslidministratoe 2 ! Findstw»

e
TCP B.8.8.0:00 A.A.0.6:8

IGCP [==1:88 HE L

T4 AL XEEEMITIRSS
1. B “4EEIENR > WindowsBaXiE”
2. IRIBEHXIERES, WITAEHRIE
- WMRFXBGTFRARS, FEEEMEMMLIE,
- WMERXIBEGCTFHABRES, WHRTATERIE,
i. BE ‘BREET .
ii. ERHBEONENSIHES, B AR
ii. J;%ﬁj “RHEMIRSS (HTTP RAE)” , MRGTFERRES, BEEHEH
I8

e

Linux I{ER %
LUITRAELLCentOS 7iRIE RS AR S22 2ENginxBRSS Jfl,
S AR ECEHITe0EO.
1. BREEEHA,
. mEeEEsias e Y, SRR .
3. IR “ITE > BESREE .
4. EBUSRERIIE, BHATERSENNEEE SRS RS,
RN S R IR S SR .
R C‘mel” TS, HEE, aERSENN,
6. IBRIREEFENZ AT RN RERAMN

EAES NPEHN  HAERN SRS

AN PIEFRNAL L HEIFE
Hivisn YV @ 27 it @
el IPv4 testo1 @
ICMP : £33 IPv4 0.00.0/0 ®
TCP- 22 IPv4 0.0.0.0/0 @
TCP : 80 IPv4 0.0.0.0/0 ®
TCP - 443 IPv4 0.0.0.0/0 ®
TCP : 3389 IPv4 0.0.0.0/0 ®
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SEMERARSS =R
EEREEES

Jﬁz L*E
miT

EFZECSSEfI, MARSZEEHE
QD-FNF' < *ﬁéng|nxﬂﬁ%%é—eg§ﬁ% o

systemctl status nginx

EERWTR, MRANgINXELB0.

[EE

LIES

KR, WHITLA TS BEINginX,.

systemctl start nginx

£E;3 AT
nets

[

MTar<, BERROELAFESERHREN
tat -an | grep 80

(ERNSAA8OIKAEEEMEIT . MNRRENFRLIALER, BIEEITitbIL

tcp 000.0.0.0.80 0.0.0.0:* LISTEN

TH4 EF

ZARSSREP K iEiptablesiIMIZIZE o
PATLA TS, BRSNS
systemctl status firewalld

17

firewall-cmd --state
RGBSR LABATUA TGS S

systemctl start firewalld

WMEBREAEGSHITHRIESR “Failed to start firewalld.service: Unit is masked.” &

PATLA T an S S B EFHRIT BRI XENGS .

systemctl unmask firewalld

BEFARO

firewall-cmd --zone=public --list-ports

BATTCP 80i% O

firewall-cmd --zone=public --add-port=80/tcp --permanent
SR IERNY

firewall-cmd --reload

-
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SBMERARSS =R
EEHER

1.6 =iR552E
BIEFS

) [/

737

MREIRSBFJRIERIMB L L ERE, FJEHETaRSH/IFTRS
BN BHIERIRS SRR O RS AR ENAIRERR TS

Windows I ERFZ=IRSZZE
1. EEBEH/EEESRTRSESE.
LAWindows201 212 ER Gt =hRZ2E 961 -
2. IF “=13” &0, WA “perfmon -res” .

1-17 FIHRIR G EE

Sdzeps“Administratoriperfmon —res

tlzers~fidministrators

EESHRY, &1

13 ‘9{ ||/— ” “ ”» [11 ”» 230
3. T “WIREMIR" B, BE ‘CPUY 5 ‘MK7 , BERCPULBRNTEERRB
Y
/R o
®) Epsns - o x
IR SRRV FEEN(H)
BE P HE B2 ME
CPU P 9% cPu &R 7 108% EAsfis= v | “
Rz 1762 FETAVES 1/O I 78% StEHeiE v |
I8 [ 18 Kbps Fii§ 110 B o FAEEEE A
E=1d PID s mEE. SElES. SEEm. o
svchost.exe (utcsve -p) 4516 52.114.75.. 2,238 2,590 4,828
svchost.exe (utcsve -p) 4516 52.114.327 970 1,352 2,322
vpnd.exe 71480 127.0.0.1 433 383 817
svchost.exe (LocalService -p) 4812 127.0.01 381 431 812
vpnd.exe 71480  192.168.1.. o 354 354
chrome.exe 67392  203.208.4.. 299 0 209
vpnd.exe 71480  117.78.29.. 231 6 237
chrome.exe 67382  192.168.1.. o 232 232
HiE B o ™ 1% EEEnE - |
‘ i |
i I'|| H
fie ||
FIfF 100 BEFRER/FL
L |IP

4. BEETROARRSHHIES.
- REFEHERESRIEHENSS

- WREET
BITRIEHENEERZERHHITER.

*EE; leldtﬁiz:ﬂﬁ%%gﬂgﬁago
BRENHEANEEHE, TRERSIASS

S, gX&aLL
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SEMERARSS =R
EEHER 1 SSuHEsf)

Linux {EXZ=RFS=E
1. BEEEEHEERTIRSES.
LAT2{ELACeNntOS 6.8 64bitIRERZ=IRSZ SR 961,
2. HIFUTHSLELnuxRE NIz T Hiftop,

yum install iftop -y

[rootPecs—fccf “I# yum install iftop —y
paded plugins: fastestmirror, security
setting up Install Process

Determining fastest mirrors
pelsmetal ink

* base: mirrors.lb3.com

= gpel: mirro 1 jupt .edu.cn
* gxtras: ftp.sjtu.edu.cn

= updates: ftp.sjtu.edu.cn
ASE

asesprimary_db

3. TS, EESHRERENROSHERENIP, LlethoiwOafl.
iftop -i etho -P

4. T Ta<SERROMMANERE, L138366imO051,
netstat -tunlp |grep 38366
- >RREHE, <<FREBEEE.
- TXERRKRERE, RXRTEKEIRE, TOTALRRERE.
- am: RREIIZMHERNDIRE
- peak: REBIIZMERITREIEE.
- rates: TXREFIZIER2E . 1070 40 REIFITRE
5. BEETROBAERESNHER,
- MR BFETERSIERENWSEHE, BNECEERIRSSEBAEE.

- UREETERZSUHEANREHE, URERSIADSH, BETLL
BITRIEHESEERZERHITER.

1.7 Windows =R 28FINEAD?

SIERN ARG RN TRERIE IR HJRAL MM ERTIR, WaJsEEH0L
TEREESERY:
o ZRSHEMHZZFIFRISLA,
ATFHERRFELOESLOAHRZCPU, JRFEAER, SEFIEATBEHBICPUR
REe, SEaRSH R,
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SBMERARSS =R

HPEHERR 1 SN EZE

o Z=RFBHEATHRFCPUFERRITS.

MREEZBI GRS EBIEERES, HCPUHRFBESHN, RS
Bl RXEELLIE,

HRSBEFERAREZRFERSLFIRT, SR TESERHITHIS:

1. [IBE: KEHIIIRSROMEER, A=RMNME=RSEIRMEBIESE T
ESicN

2. BULIE: RSB EMERESERK, BNGESTEMMSIREEHZET
I E = EISLA

HWindows=RE S wmn=d = CPURI RS, BILUZIN TERHETHES:

1. [EBEN: EUIE=RSEETEFCPURIBERSANHATZEFIRBEKIRIEE
WindowsiERAASIRE TRZTIEALUEMOE, SIE(FSEEEE. 46l
M2E (Performance Monitor) . &iRIS1IEE (Resource Monitor). Process
Explorer\ Xperf (Wlndows server 2008 LAfS) FIHMEXZER FtFull Memory Dumpi&

o EREANBRT , 1A AT LAfEEFBWiresharkEX—ERAYIE]AY ﬂ2§@. VaX AN
iﬁﬁﬁ B
2. IR HIEHAEFRDEEIER, HoSdiThE,
-  IEE#HE: iER, dXE=RSHFNECE.
- BEHE: @NEFExiaE, StrlMEEE=FTEXAHE,
- IFRRIREN: REETIRNAHITHIE, E=FEIREMRIBZRFE KR
TEf B ENEXT RIS o
- FEAKRIREN: FINEENEABEIRED, B aILAMERIEMRS LRSI
=hLTEeEET BE#HITHE.
[BRRERIZ B
1 . r iE?I%UA{§%VN CET%%EHEW =1=8¢)
2. IF “i=1377 &0, WA “perfmon -res” .
& 1-18 3T =R
slzeprssAdministratoriperfmon —res
Ssllzere Administrators
3. £ “HREMEE P, BE “CPUT T ‘WK , BECPULRXRIHRFERE

o
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SBMERARSS =R

= =<'~ =
HFEHERR S EES]
B 1-19 FHRIEEE
) AR [= 1o .
) SREEM)  FERIH) 2
e |l e |me |mg |
= 3
HiE ™ 51% CcPU = 17 100% Sk A WE v
| &2 PO w iz U FHC. A CPU - 253 100%
] Tiworker.exe 304 windo.. [EEET 6 50 4913 =
[] system 4 NT Ker... FEEFT 101 0 0.66
[] Trustedinstaller.exe 2860 windo. EEET 4 0 0.15
(] Estrrne WA, [EEEST - 0 0.08
[[] Taskmgr.exe 216 {EBE. EEET 13 0 0.05
[] perfmon.exe 1984 EEE. EETT 17 0 0.04 50 & 0%
|| explorer.exe 1108 Windo.. [FEST 36 0 0.01 B CPU A 100% -
] Isass.exe 456 Local 5.. IEGEET 5 0 0.00
| RS B 0% cPu EES (v) |
| KB azan o
B c 0% |
CPU 0 100%
i
|"|I |"\ il "u“\ i
w v
BECPUIIF S S AXRRSAIHIZI DIIHES .

=
%3]
IR
iz

a.
b.
C
d

HAEVNCEROEED “Ctri+Alt+Del” , FJFF “Windows{EZEIEE”
F =177 &0, A “taskmgr” , FIFF “Windows{EFEZE1ESE" .
SBNENBEES ’éIEaEEF'HFPID, HEHENERNVE, ZIEEEE

MRAN
o

A

_\_E” \

[ == PJE33y

iR RIS
BEPIDHITHER .
AEEHEINCPUT IJ_'_I}EH’—n—‘mE’J #iE FARBE “FTHNMHUE" .

)\I\o

EHERERERNEENTEERF.

NSk 21 (2023-10-27)

WRIERE © LEARITERARERAF 30
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LIRS SR EEES

1-20 1SEHE
F=EeES [=1o .

W4 ENO) =EEV)
2| (=E | BF Y

25 #E Bre CPU  AFEE A
[iTrustedinstaller.exe T gen TwEme ccTER 00 o
= S — N e S L B 2 ? P 19039{
5] ChsIME.exe 25 |FREEA . 00 351
J-s msdtc.exe 25 EEEEEP) » IR... 00 1545
& conhost.exe 24 BEEEMEF Str.. 00 1,0
ntaskhostex.exe 23 SFEREEA) btr... 00 1,14

Taskmgr.exe 22 AC 2244 ktr.. 00 8,71

-|svchostexe 22 ?J?.ii';ﬁ.i}t'-ifﬂ PR... 00 Tt
" taskhostex.exe 21 e - 1 00 1,0¢
® [svchostexe 21 PR... 00 214
F.'\'m-agentexe 21 ERFLEREN) 1 00 4,9¢
TIVSSVC.exe 20 EER 1 00 1,2¢
(N perfmon.exe 19 SRS btr... 00 53,14
Pijava.exe 1860 IFEER SYSTEM 00 44 6.

" svchost.exe 1796  [EEEfT SYSTEM 00 8
»._:}I WmiPrvSE.exe 1780 [EEET NETWOR... 00 1,74
® |dllhost.exs 1696 ILHEET SYSTEM 00 2,6
® lvm-agent-daemon.exe 1636 IFHEE(T SYSTEM 00 5%
2 lsychost.exe 1576 ___FfFimiT SYSTEM 00 aa”
< m ¥
@ mEEED EFEE0

6. ¥F “Bf7” O, @A “fltmc” , BEERFIIXEEFISTEIRE .

TELAwindows 108 {ER G 41, 7i' ERFRGAERNAR, BAEMMLGR
B MNRLZETE=5REH, BREXMIIRPET.

1-21 BEERSIRGN

)
]
1

LT e b= =

| 11HIrd:n

UTEBRENBIMTEFRIRENAIRIE, 2B NAEKIFEIRE.
a. FIFERZIER “C\Windows\System32\drivers” ,

b. T'_ TREIRENBFR LB, 1®IF ‘BiE” , BEEFEHER.

c. HEE ‘HFERT , EERMIKIE.
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I FEHERR 1 SSHIEZEA
1-22 BEEIREIER
B e
Ea | HEIEE B | HRES | L EEEE |
HETE
S A BFEbE N A AR
u .. B]H =011 H1sH ..
FERIZE @)
[ s [ BE || ERw
SHTAbIE

7 %HY?’*E?ELIE@ N1, BEEEHIMMCPUIT R G ARSHIHETIIREEE

IEE, Ho=iziE,

IEEHES TN IRERIY

1. WRIEARRIER SR Windows 2008/Windows 2012, BHEEREFELXR/), EBIXA
FEOEE2GBE LA L,

. RERAEEEAEHITWIindows Updatefl91T .,

3. KMERSRHERSIEEESHITRRIRE.

4. VXJ‘EHE&“JZUEI'JF" FAREFHEEEUMEMCPUERSHER, IIRE, &

BB RIRSeSNE BB 5E -

5. ﬂﬂ%xﬂﬁ%ﬁ%ﬁﬂaeﬁtb’&n, BINE R =RSEE LN GRS SEEE, Fla
BEURENN B D FERE .

FEHES T IERN

MRCPUIFRFIAEXSERTRE . REAEEHN, IAREFMERHE. B

RIS S 2 I S

1. (FEAERRSES LML 2T EMicrosoft Safety Scanner, %21
X ERS
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https://learn.microsoft.com/zh-cn/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide&spm=a2c4g.11186623.2.22.3fe9671c4mJYXV

SBMERARSS =R

EEHERR

LTHREWindowsszFi#h T o

{EAMSconfigZ A M BT IRS IR, KEORESEBEAAE, BiFiES
= WEIEWindowsHh TS5 -

4. FBIRSHHILSEZDDOSHEHHCCHES, BEN~ERENIHTEK,
E L EREIREHI ST TIRE:
- BZEAnt-DDOSKTGHEEHE, HEBEHIFRIEREHESE; NREE,
52%: BCEH/SAnNti-DDoSBHR,

- BEHIPFRIBESHRE, ARERFRBEERESE; KRKE, B2
Z: ECECCHHIPRIE.
TEAKRIR N ST IR N

BLBRSIASRBE N HRFTIRIENMNE . MRELIAPRFIIR, BE
EEIZIRED, AILMERERBLRSRENE= S EETHHTHIR.

NREMETEMERAOARIAEL, SERREESBXEIAARRED, —REER
SHADHIE . WRERERBIRSRENE =L EE T Bt A GEREH
bR, BINEERIRMERSR, EXZRBMTFEIESRDBRIEMIRE .

1.8 Linux =RFZ B RIEAT?

SR TRSHRANSTEER BN TIRSZH/RALMMESEFINSR, WrTsE2MLL
TEREESERY:

o ZRSBHREAHZ=HRIREILA,

ATFHERRELHERSIFHLZCPU, SRFEARTEHT, LAERTEEHICPUR
;}E%;@ E&EH&?S an I\'-'E)\o

o ZRSH|AIHEICPUERRES
MREELBE R EITRFOETSEES, SCPUSHEFNRXRSH, Ras
BHRIREEERE.

SRS REALZRIRBISLEIRS, EalLURIN T ERHTHIE:

1. [OBEN: KEHIERSHAIIEEE, KRR =RISTHIANREIESE L
ﬁﬂ%ﬂo

2. BAME: INRINSBIRENERSER, BNGEITEIRIRESHE
W ~EH 9 IMZ= RISLB

HlinuxLAlHEREBISHCPUFERERSH, BRI TS BHITHIS:

1. [EBEM: EUZMEIRSEHEMCPUERERSRIHE,
2. |GRRQME: HIEHERSIER, FoRiTaE,
- IEE#HE: MHER, ITE=RSESENERE.
- FEHRE BWEFHXAERE, EEWE=SITREXAHE.

Bisz

“Nﬂf

RIFEXIFFanSLACentOS 7.2 6AIRIERZEAH . HEMRARILInuIR(ER RS
HJReBEMER, BRERBSRENEMERGENEST XA,

Linuxm RS sREECPUERARFEREXTRNIE RS T :
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https://support.microsoft.com/zh-cn/help/929135/how-to-perform-a-clean-boot-in-windows?spm=a2c4g.11186623.2.23.3fe9671c4mJYXV
https://support.huaweicloud.com/usermanual-aad/aad_01_0020.html
https://support.huaweicloud.com/usermanual-waf/waf_01_0009.html
https://support.huaweicloud.com/qs-ces/ces_06_0008.html
https://support.huaweicloud.com/productdesc-ecs/zh-cn_topic_0035470096.html
https://support.huaweicloud.com/productdesc-ecs/zh-cn_topic_0035470096.html
https://support.huaweicloud.com/usermanual-ecs/zh-cn_topic_0013771092.html
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SBMERARSS =R

HUPEHERR S EES ]
e  ps -aux
o ps-ef
e top

CPU SRS IaREEN
1. {FHREVNCHREER=IRSEE .
2. WITUTHSBEEHIRANETIRE.
top
RSEEIEHEFFIT:

op - 28:56:82 up 37 days, 9:89, 1 user, load average: B.HH, B.H41, B.85
asks: 88 total, 1 rumming, 79 sleeping, A =topped, A zombie
«Cpuls): B.2 us, B.3 sy, B.8 ni, 99.5 id, B.8 wa, 8.8 hi, 8.8 =i, 8.8 st

[KiB Mem : 3888824 total, 2963384 free, 178384 u=ed, 738336 buff - cache
[KiB Swap: A total, 8 free, B used. 3434888 avail Mem

161896
125488

top

systemd
kthreadd

ksof tirqd- 8
kworker-H :8H
migration-8
rcu_bh
rcu_sched
lru-add-drain

LA LY BN L LA 00 L) o
oo ooo ool
IDODEO O S W
oo ®® ok
DDODE OO -
VDI ®®

3. BRERER,
- @2 EIE%E—17: 20:56:02 up 37 days, 1 user, load average: 0.00, 0.01,
0.059B M FERAENWT:
REHEIEYE920:56:02, Z=iRFBFECIZTITR, SEIEFITARPER,
RIL1DH . RIESD#HFIEII157 FEICPUFIIRAE .
- HPEEE=T: CPURRSIMERBR
-  wPEEENT: AFKESARERER.
- [EERTFTHERSHENSESBER.
(%88
1. fftoplum, AILAEREMNIE “q” SETEE FIZ “Crl+C” 1B,

2. BRTHEEMAGDS, BRALBEVNCEERERSAEAB “Input
Command” , EREAIIHEEFFEULTEBANBN S, BE “Send” .

3. TrtopEfTHERNAEHSUT:
s: HEEHEHE,
l: KFAHFABE—EBDE—ITtoplERAIERTR.
t: XARFFEE—EBHE 1T TasksF I =1TCpusiEENET-
m: XARFBHE—EBHEETMemFl FERITSWapEEBHNER.
N: EAPIDESA/INSIRFHES SR
P: LACPUSRZERX/NWIRFHETIHIZTIZ
M: LARESRZEA/NYIRFHESHESIZR .
h: ERasSHEE,
n: RETHESIRMETRHENHE.
4. 1B /proc/ PID/exern S A LABEENHIEI DX N AIFE 314 -

[rootPelb-myB1 sysconfigl# 11 ~procs4243-exe
lrwxrwxrwx 1 root root @ Mar 18 11:46 /procr4243-exe -> sCloudResetPudUpdatefigentdepend- jrel.B.B_131-bin~ java
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SBMERARSS =R
EEHER

CPU fEFAZRS a)m4b 12

MFSHCPUEBXRSHIEAKERE, IRHASREHRE, tJLIEEE T topipTEILE
HIZ . X3 TFkswapdOHIZSHAICPUERRFZRIEM, NFEEXINBREFHITHIL,
SE BT IENIAFHTREMERIF R

kswapdORRZFSHIEIMNAFEIRRER, UIRYMIEBEREFEARERE, RFEmaikiEkswapdo
Hi2, HkswapdopEciZEE It aIBEERF, EMmSBASERICPUEIR,

Ftopas SR IECPU RS HIHIE

AL BE T topiaTRERRL BN FEHE . RELRUT:

a. frtopip¥izfTHIERY, BTINER “k” .

b. IAZELZILHFZERIPID,
HIZHIPIDItopin S EIENE—FIEE. FIa0, ELLIEPIDAS2RIHEE, B
A “527 FE%E,

op - 21:87:38 up 37 days, 9:21, 1 user, load average: 8.81, B.82, B.85
81 total, 1 rumning, 79 sleeping, 1 stopped, B zombie
A.Bus, 3.2sy, B.Bni, 6.6 id, B.B wa, HB.8 hi, B.8 =i, 8.8 st
3888824 total, 2961528 free, 178968 used, 739544 buff.cache
A free, A used. 3434216 avail Mem

TIME+ COMMAND
A 125488 3884 26843 ©B.8 HB.1 B:11.32 systemd

3] 3] A AS ©B.8 B.B B:88.88 kthreadd

p - 21:87:38 up 37 days, 9:21, 1 user, Iload average: B.H1, H.BZ, 8.8
81 total, 1 rumming, 79 sleeping, 1 stopped, A zombie

8.8 us, 3.2 sy, B.Bni, 96.8 id, B.8B wa, B.8 hi, 8.8 =i, 8.8 st

joganzZ4 total, 2961528 free, 178968 used, 739544 buff. cache

a total, a free, B used. 3434216 avail Mem
Send pid 52 =ignal [15/sigterml
PID USER PR NI UIRT RES SHR 5 «CPU =ME TIME+ COMMAND
28 B 125488 3884 26845 B.8 B. B:11.32 systemd
Z root 28 8 5] a A5 6.8 8. B:868.88 kthreadd

kswapd0i#tE S S HCPUERERS

Ed U TSR FEHENREFSAER.

a. BiTtopandEEkswapdOHIZHEEERA

b. NRkswapdOHEFEA FIFEIRIAS, BizfTiERI, ALMESHIER
FESFERIFITIRTURIE, AILUSREERAFEAENRERAE.
Tazks: 81 total, 1 rumming, 79 sleeping, 1 stopped, B zombie
#Cpuls): B.2 us, 52.2 sy, B.Bni, 99.7 id, B.Bwa, B.8 hi, B.8 =i, B.8 st

KiB Mem :@: 38886824 total, 3014828 free, 179824 used, 686188 buff.cache
KiB Swap: A total, a free, B used. 3433948 avail Mem

PID USER PR NI UIRT RE3 # ¥ TIME+ COMHAND
36 root Z8 @8 3] a . 4:18.45 kswapdd
4595 nginx 28 B 125392 3576 . . fA:84.91 wginx
1 root Z8 B 125488 3884 . . B:11.47 systemd

¢ BEvmstatasSH—LTEEFRREIURFRIERER

NRsiFIsoRIERLLERS, RIBRGFEMERRTRE, REMIERTFAR
Eo

" sii BRNKERIRFRA), BEREZRAAF.
" so: BUMBAZRXARTFAN, HRFEAEE .

d. WFREFEAEEE, JLlEIfree. psFapSH—LTERNRARRAAHE

NREFELRBR, ME—LHES.
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SBMERARSS =R
EEREEES 1 SSuHEsf)

e. IERAEBEESEWSTRPEBNEHEZAERAF.
MREMBR LBRAFAENEE, FTENRSSENFHITT S, AR
F=8, IRAEEY sHNFY, TESMANBRER, DREEFERAXR
RERIFITER
T e R = R oA
MRZ2EEWSIHELAIRIEENAHESHITEERERS, SEARRSHRITER
HITRER . ARIEIEEFEIE, WNRLAFEIPRIERIGE, SERSBIFEZEITCCY
F. EFEHESHIIEREREXS, BT RESIET BnethogsskLAT T NS
ITSHENTRERBR, Fd TaEHERER.
o f{FMAnethogs TE#HTHIE
a. WIFLAT®S, &EnethogsTH,
yum install nethogs -y
ZRNETLIEE netgosip S EEM LS T RAIERER
nethogsan S HEASHUHBBIIT

" d: RERFRIESEER, BIAA 1s.

" -t FRREE.

" - IREEITRE.

" device: IREZEWNAIMNK, EiLZeth0,
BT R LAS A LA RS E TR AR

= g: iBEnethogsT B,
" st BRIEREXNNWINFHBIHESIR .
" ERERGREX/IIRFHE ETESIZR .

" m: IRERITE8RM, YHIRIRFEKRAKB/s. KB, B. MB,
b. HATLUT#HS, EEEENINEROSMHENIME T RERER .

DEV SENT RECE IVED

ethl 34.368 3.267 KBrsec|
8.179 8.246 KBsec|

. B8.888 8.888 KBrsec
192.168.9.92:29181-185.176.26 .66 : 13108 8.888 8.880 KBr/sec
unknown TCP 6.808 8.888 KB/sec|

3.512 KB-secg|

SSERIBWT:
=  PpID: #EID,
= USER: BETZz#AERIER

" PROGRAM: HIZoEiEN A HIIPHELFNIG O, BIERIRSSEHYIPFNLS
O, EEEEFiwAYIPF RO .

" DEV: REEXFAIMEIRO .
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EEHER 1 SSnEEZs)

" SENT: HESWARXRIEEES.

" RECEIVED: HEBMZEWHIEIEE.

¢ HBIEEEREFSERREEIREIP,
MRIAKRE S RANETRIHIESEEHE, TLUERkKIU PIDaFSE LT
SR,
MREBENPERAGIE, aTLAERiptablesiRSSRISIEEIPHEEFHITAME, 40
PRk PIBAIE Sl BRI

o {FFEWebRFEBA X EEFAEICCIE

HIRSZER T CCHE, iBEWeb N AKX SRS B CCEERF . WebR AR
KIBRYE S S5 S WECE CCRAFaREE .

1.9 BERIRSSIRGEIES

INREMRIRSFREEERK, TLUBHENRAEFREE, REEEE,

. EFREMRRSESE.
2. WITLAT@S, tiEZErootAF.,
sudo su

3. HFATS, Eifgrub3ZHRIARA .
rpm -ga | grep grub

1-23 &if] grub kR4S

[root@ v 1# rpm -qa | grep érub

grub2-2.02-0.44.el7.centos.x86_64

4. $5grub3{ErhtimeouthTEHEXSI0s
- grubhRA/NF2RY:
FTFZE “/boot/grub/grub.cfg” 8% “/boot/grub/menu.lst” , FHEKEF
AdiE “timeout=0" ,
- grubhRAJ92R9:
FIFF3Z44/boot/grub2/grub.cfg, FHEMZERFATIE “timeout=0" ,

1-24 {4 timeout

#boot=rdevssda

default=A

timeout=8
splashimage=(hd@, 1) boot /grub-ssplash.xpm.g=z
hiddenmenu

title CentDS (2.6.32-696.16.1.e16.x86_64)

root (hdB,1)

kernel rbootsvmlinuz-2.6.32-696.16.1.el6.x86_64 ro root=UUID=2bcBf5fd-eb
19-4ba5-8BceB-BfelZbbefcZ4 rd_NO_LUKS rd_NO_LUM LANG=en_US.UTF-8 rd_HO_MD S¥SFON
=latarcyrheb-sunl6 crashkernel=auto KEYBOARDTYPE=pc KEYTABLE=us rd_NO_DM rhgb g
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SEMERARSS =R

R EHEER 1 St
1.10 FEE=IRSSEESCMIZ MK IP 1510
EmA
UEIRSHREE T ZEKNEH, EEECRS SN ERIRIEEHAFCIMAEEM-RRY
BE, BN ELERUT,
AR E
FEERBIMN, SEY EMN-ENIPEEIAE,
= =]

AIRMLinuXFIWindows = RS BAVURIEIES, BIMESIE-3,

& 1-3 B{FE515RA

{i?ﬁ%ﬁﬁ% IP2EE! BESER
Linux IPv4 AL ACentOS 8.0 64biti{ERZ -
IPV6 ﬂﬂglﬂ-ﬁLlnuxiﬂﬁ%ﬁﬁﬁﬂﬁﬁﬁﬁﬂﬁﬂﬂ (IPv4/
IPv6)
Windows IPv4 AZLAWindows 2012 64biti{ERZE 94 :
IPV6 %%W-EWmdowsz_:HE%%EEEE%H%E%EE
(IPv4/IPv6)
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SEMERARSS =R
EEREEES 2 BRERHE (Windows )

2 HERESZE (Windows )

2.1 Windows =RFEZ SN RIFSTRIEZ IR F?

B{EES
ATTRIENBIAMTREWindowsHRS3 KB BRI AR ST E AR ENSHHAFT -

BMESR
A TRIELAWiIndows 20081/ER 961 o
1. ¥ “FHE > 15177 , @I “gpeditmsc” , ¥JFF “ ARHBBARERGRIERR

] 2-1 gpedit.msc
B =T

Windows FHRESATEINFIER . AETHEREAZRS.

= s MR Internet FHE,

FTFF(O): Igpedit.mscl ~|
Y EASTRRARR TS,

W Ry | SUS(E)... |

2. IEFE “LTENECE < ﬁ’fi’f& < WindowsfBt% < iItiZRHEIRS < InfiERHESIE
Em < SIERTEIPRE)”
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SBMERARSS =R
EPEHERR

2 IBEE % (Windows )

3.

ESTELTTE ME |

i ﬁfﬁ_b\] BEH MW FHEHo)
= | 2m = HBE T

R Bl @ 2cniams
; %ﬁggas
B BEREEmS R RERES TR
O BIHEE
= {RpaTE
© FEERiE{RP

R AR SR ER
2 axﬁé:hfﬂ*ﬁﬂﬂmkéﬁm% iEf I SRR
iE

gl ¢ e
oL g ;zﬂmmmsmﬂﬁ
3 E%%féga R Remotehpp B HATERRS
| ETURRE
EREEREE
mm mJ-HEE i

- EE Broer
1 =
_ fTETHLEE)

REE U LEHIRTEIRH .
- HEECERAT.
- EREEFHERNSIE: AT,

S T R L= AR AR

E] ESEERRE Sl EH

CoEmEE) e
" EEREIE
 EAER(D)
T A FA Windows ¥P Frofessional 82 Windows Server 200:
g HERG:

R R e
e, BiRT . i

BB SR SRS SRR IR
- BECERA .
- ERAERE) AT

e ] [

A = 0 2 {0 e e o 35 L Y R
= v el i e i s | ]

LE—iREP) 15
C AR
= ERME
"~ B
WS FE wWindows XP Professional 3 Windows Senver 2003 3
bFirilTH #EEh:
LR AR | | v = # SRR AL e
FrE AR TR PR

MFEHIEFREEE | Mk
FEE. sEiHEIERAtELE |
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SEMERARSS =R
EEHERR 2 BRERHEE (Windows )

2.2 =RRSSERAYEI SHRAERTEJA—EL

\SIRTHEA

ZIR4E 2 BRAIWindowstRIER ZiAtiE) 5 A AT R AR —2K .

B 2-2 1R{ER SR E S AR EERTE R — 5L

10:30
M 2018/5/16

EEEEES

R TS5 MR e — LR IR RO SAN AT 852 H AR SR A A — B0 R .
R EBHE 1

FHRE RS,

1. BEREATHER “EXEERE" , 177 “BHfedE” &0,
2-3 FHEAFRYIE]

2016555168

[« NPT )
B—-—-=M0F K “\

|
1 2 3 4 S5 (I ' -]
& 7 8 9 10 11 12 J
13 14 15 17 18 18\~ ~4
20 21 22 23 24 25 28 & \

2T 28 29 30 31

10:26:26

% FHI=
BrraeioetiEhs®E. . .
= 10:26
C}{"—] 0‘ th PP 2018/5/16 =

2. %R “Internetfdia)” W&,

STRERRA 21 (2023-10-27) IR © ERR BRABRAT a1



SEMERARSS =R
EPEHER 2 BRERZEE (Windows )

2-4 Internet AYj8
w H ik . 2

Bt | mnm

ESiHENEEHENS “timewindows.com” E:.

EHENSREN SRR N
4 BNREC. |

4 Internet BIEIEF?

WGE I A I A &)
3. BF “BERuRE’ , FHEEMNEE.
ZRARTIEES “time.windows.com” .
4. {oxeEasd “IENEH > BE” .

2-5 ENASER

x|
EE Internet STEZE:
¥ 5 Internet BTEERSE&EES Q)
BB i O
it EHEiaE time.nist.gov
" |time-nw.nist.gov Q-
time-a.nist.gov
time-b.nist.gov
@ s |

5. {EBWindowsRZ &R B S AR ERE RS —
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SBMERARSS =R

HFEHERR 2 BERSZE (Windows )
RIETTIE 2
BT EME, EtWindowsRTBIRIEFRE
1. §TFF “iz177 SHEE, WA “regedit” HNFHRRESE.
2. RORIERHKEY _LOCAL_MACHINE > SYSTEM > CurrentControlSet > Services >
W32Time > TimeProviders > NtpClient , FIXZSpecialPollintervalZ(&.
3. BXhEEPRR “BET SEER ST
4. IRENERZER.
“‘HEKE PERNHFIEEEMIERE (LM REA) , BIRBEKS
TURE .
2-6 1 ERTEIRIZ FEHA
‘Wi DYORD (32 fi)ff X|
F{EEHR 0.
lSpec 1alPollInterval
F{EZHIE ) - B
300 C 75 o0
@+t @)
WiE A |
5. B ‘AT’ REXAXHEE.
6. EESHKE, 1T “omd” @SE, WITUTGS, RIFESRES.
gpupdate
7. fEinternetBt[EEE, WE2-7F7R, AIRERSMESEEEN 159 H—
Ko
2-7 EEMNERZUR
FXEE: 2018/5/16 11:05
BT$RTE 2018/5/16 10:50 5 time.windows.com E2ERETN.
RIETSIE 3

LRNTPERSSE:, BIMRFBEEN “EHhZRRERENTPIRS::, BHEERE? 7 .

STRERRA 21 (2023-10-27) IR © ERRBRABRAT 23


https://support.huaweicloud.com/ecs_faq/zh-cn_topic_0093971249.html

SBMERARSS =R
EEREEES 2 BERHE (Windows )

2.3 Windows =S558 E XM -=AM510]

BEInS
WindowsZIRSZEHITIRERE . 13RI EFE, EFERMEI9HERIEARIP, L
BN

£JRPR ]
BIEIRET, IBRIFEN-RNES, FEER.

BELR

EBEFRIEHE, FHERE 8 > ERRSE
E=RS nn§|.]43§)\, BRI E’JEHEJ: B o
%EEZIHE?: RBIR, ENFBR,

R R &,
B ‘PR, RIBERIERERRIYT EMNE
rEMFNZEE. FREMENRREREF—.
TEM-SRORING, RS=BmkEFAB P,
6. IEEERERSE

BEATH “TAMSMHEZH0 , STHEER “ENERRRE" , KA
AINAIM -

vk N =

W
" }{e; Het Device Driver #2

8. JiEh:{n IREMEER, ARATER, &F ‘Bl .
9. HEMBEZBIEERGD “WL" EIK, & “Internet HHYIRZA 4(TCP/
IPv4)” , RERETER “BiE” .

10. FEEMEERT, THREIEMIEINT, B5hEEAAIARIPHELE, (ERFHSHbIL
ECELRFTARINAYR R
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EEHER 2 BRERHZE (Windows )

BRI T U P

" BapFig IF ko

o {ERET-EET IF HikE):
|7IP Tk I

FhedfiEs
FAphpedx )

€ BehiEtis TS ARS=atiil 6]
" {ERATEAY DN ARS8l (B):

Hi% NS fR5EE ) [ 114 114 114 114

HH IFS fRHE A [ 114 114 115 115

I~ BRI IR RS L) =R V). |
TR

- FABIPHbAL: 192.168.1.11

- IPHBHE: 192.168.1.11

- FM#EY: 255.255.255.0

- BUARIZE: 192.168.1.1

- EHI%EDNSHRS3EE: 114.114.114.114

- ZFIDNSPR388: 114.114.115.115
1. BEE%xRE, @ik “BENGIERE” .
12. EEMR, AE4PEEMELAMIPRITET,

2.4 Windows =iRFZEFBESFIFTEARE?

[alERHEA
IEFREEWIndows=iRSZEEE, FeeEH]. MILNE, ARBEEREE, “HlL” %
IREK o
EIEEEES
o REHTAMIRGNZEMET .
o RSSEErdpclip.exeiHiERE .
o  RFFILRIRSSEBNAMENZ [EH TS FIRERETNEE o
RETSE
o RH(TAMIRENSESIRET, E2-8LUERAMAICE . DI M.,
a. EEfTEOBA “mstsc” BIFEITH “ImieSmiEE” .
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HFSHERR 2 BERSE (Windows )
b. ¢ ZMHJ &, Haik “AgSEiIRE" 209 ‘SR o ‘IR
K}Jnn ”»
c BE “E £, MESH . MUINEEREIREIER,
B 2-8 AR
B =iz - X » PEESR
‘I ‘*EE%E A20 2018
g;f_' I ¥, EESmsE X
&4 Pz i
a mx TR am ER o g
EEEA
g . TR SE SR A B, FAa SR,
BEE)..
5
RIFE Windows BEH(K):
mEERETH E
T Alt+Tab IDataDisk (0
. Oss ks
MMﬁﬁ _ i [ IEfE=ISATRIERIA (PoPRaE
-3 Pt o e =it
[k arsiaty) HA=rmn
FHREEM)... -
[ ST PX
(= BEEEIO) EEN) HEIH) 5.29.2018
° HE%%%rdpclip.eerE,%ﬁ, FEEFRBrdpclip.exeitiz,
a. IEFERMEEIRSEE, BoiWindows(E5ETERS, EHERRS AR
rdpclip.exei#tg
B 2-9 2558 rdpclip.exe #iz
& & PID & Brs CPU  WFEH.. =i
® | ChsIME.exe 14 | SER{EE(E) | str.. 00 3,540 K Microsoft IME
®] ChsIME.exe 1 SEERIFHRT(T) v 00 648 K Microsoft IME
7 csrss.exe 34 () p M 00 944 K Client Server Ru
Ecsrss.exe 21 LR v 00 1,020 K Client Server Ru
Y esrss.exe 21 PN i v 00 720 K Client Server Rul
m7 dwm.exe 5 @ 2 00 5980 K SEE[EES
T UAC g2k
" | dwm.exe 9¢ 8 00 6,064 K EEEEES
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2-44 BEINES
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.
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6. W& “HiE (AF) 7 BA, Wk “@R° FIEHF, AiE “Microsoft IME” 1
‘BiE7 , BF ‘e’ , oABRE VAT M ‘e’ REEERE.

2-47 &R HIE
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EHINE G T8, ETETNEL G
ETHINE BETH Eﬁﬁﬁﬂﬁ%ﬁ?ﬁiﬁlﬂ
3

-

& - EE - E

2.9 [EAESCT] Windows =R SE {4t

BAEES

AR SR ZIE— N FROWindows=IRS B ZIEANHLE.
LR SIRE

HEVHNZRSBER—FAT, BRSEE.
BRIESR

1. A=RSBRATHNMESERE, aReE “FTHMSHMEZH0” .
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& 2-48 T HMLEFIHZ= A0

& REEFHE Y =S
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LR SRR
p—— EEESREESREEE
EEENRE
ENSEEAE
ENESSERE s IR Internet
LR i §uxme
e

4G EEFmeERRE
-

BEEE. ESW VPN B  MEEEaINEN S,

(= PEEme
PEARERNSEAE NETSEMSEES,

SEeE
Internet iE3
Windows FiiE
amRE
Ll
Pl N e Cal. 3 i vy

2. BF° Eﬂﬂmﬂ,\;iﬁﬁ” DRIFE “ER” M KRERR 8 BRANMERET
EHR" , BE “REENR

& 2-49 BAEKARGER

Windows H{FF@ENS AR eNFRERTE, FIUHTSNEET4ESSENAT,
i ©
®

‘ﬁxm\m (SRR ‘

FEER
km%aﬁﬁﬁﬁﬁﬂ. MiEatENITLETRSE e BN E MBS END
BILAERESTHEL.
O BRAMEER
® FAFEER
MO TENAE

ERVEETENATT | RE ENAFTLISEET i BRI TE.
‘ ® BENEIHTENAR |

O FETHTENAE
AP ®
3. fEcmdBEOITHSservices.msc, HEITCP/IP NetBIOS HelperfRss, HigEH
FE.
ERSHT SRS, WERREE, BRSOy ‘O’ %E “Fa , A
EFERS .

2-50 FF/3 TCP/IP NetBIOS Helper

. Task Scheduler SRR RSt  TEET =Fi) FinFESH
L2 TCP/IP NetFJOS Helper 1262 TCP/IP (NetBT) BRE LA N... IEEET

. Telephony IBHERERS APl (TAPDEHE , ... Fi PR
‘. Themes HEFEEEETEEENGE, EEET =E) EMES
(% Thread Ordering Server EBHEERER—EEEITHER.. F& 5
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2.10 Windows FGixIERE SRR EHF IR S 2HE?
)R AR

ERWindowsiFRARMRS R[S, BEEERNRS . BENEFEERL, (Bik
BIESENaRiE, TiEBERTRGRIRE.

2-51 BEMRGIEERN

=
RSN R
[ Ny T ] ~ |
[F—ow>] @A |
ABEIRE
Windows3 {421,
RS

1. ESREERFE, &% ‘U8 > BUESiRSHE .
2. EHIIRSHERRIEIER .

ERSH|AFER, BE ‘mER” X, PEHEREN “HH .
3. ERHIEIRSSHAUMERS

ERERBFRANTIRSEMT “BME” ST, 8 "BF > EBRER

AH
. ?ﬁ?&’fﬂﬂﬁﬁ&ﬂgﬁﬁﬁ%ﬁj BEERRG . IRTWMBBAZRINRE, BEX
Tlo

ERBFRASSHRGEEIERERR, BRAIMTFEIES® .

4. BHEEFHFEZRERRSSR, ENNIIZRSHBESSTUEERANRE.

2.11 Y{I&EZFE Windows =RSZEERIERHE?

eIk
APIREIESAPEEWIndows= RS HBHERHE.

BRIESER
AISRIELL201 2R ERA RSS2

SHRRAS 21 (2023-10-27) WA © EARTTERABIRAE 74



SRR
EEHERR

2 IBERE % (Windows )

3.

4.

BREMRIRSEE
R s > BT H > SHEES T .

M HE =5 =B v 8
TG BHER » GERMERD » SETE v o[ zzemrs 2|

X o =% - #HER = Folh A
& TE ODBC ZEER(32 @ 2013/8/22 T:56  tRIEAE 2KB

msE ODBC 2864 £ 2013/8/22 14:58  HEEAS 2KB L
O] BERENEE {8 Windows PowerShell (x86) 2013/8/22 2337 GRS 3KB
#¥ Windows PowerShell ISE (x86) 2013/8/22 14:55 BRiEAT 2KB
o Eami #¥ Windows PowerShell ISE 2013/8/22 14:55 REAT 2KB
" B Windows Server Backup 2013/8/22 14:53 EAT. 2KB
‘.. e [#t] Windows FIFFigilf 2013/8/22 14:52 GRS 2KB
El |5 s ELEERS 2013/8/22 1445  BHAS 2KB
iz =T 2013/8/22 1454  tRiFA 2KB
B TE i B 2013/8/22 1454 RIS 2KB

TR i3 o BEaEms 2013/8/22 1455  HRAT 2KB .
k== B =EDe Windows I5kiE 2013/8/22 14:45 4RSS 2KB
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o 4624: WindowsZREINRYE(EID,
e 4625: WindowsZFREMIIEHID,
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WS, ko 1,3,5-99,-76(N)

4774 ‘

ESFEIM: |

XBFQ: | =

Py [<,E,Eﬁ,%,r—‘l>
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5 BEAEEE "‘FHEMT , ITEIZFMIEREKF.

BHEEH -|a
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=z

o 5 ) SR n SR - S ATT6 , Microsoft Windows security auditing. B
v :ifff?% S ; Tk 1D: 4776, Tl 429,305 A wane N
gfi’% i T .. gl PR TR BRI .
gl‘ :;E [C S, 2010/ Microsoft.. 4776 il |
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£ Bessn /4776 . Microsoft Windows security auditing. TR administrator
v (B AAEIES A
v [ REES RS = =
= S Microsoft Windows secur SEREIIE): 2019/8/15 152453 =
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BEEmM: 28 BRI =] RWTO: WA
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B IDER 4776 ESHBIY: FETE BB e R
FEIL: =R FEF(O: WA BEERED: EEEBIEE
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BERBO:  BR "
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Windows AR 2RAEKIENETTE, TIhihEMubsRA

AT, =ARSZBEUERITEER, aILAPIng@IMEBMILE, (BRFAERNIGESHT
HMNEBRYEE AL o

STRERRA 21 (2023-10-27) IR © ERRBRABRAT 76



SBMERARSS =R
EEREEES 2 BERHE (Windows )

G A
Windowsz=R$S 22 09a&imOFER

HFWindowsiZ{ERFERTCPERIARYTime Wait DelayAJia o454, Hit, 24
Windowsi R ER A= RSZEEEIATEFERE, TaeaFERTFTime_WaitikSFH & A
ASHRORERE, NISHWindows=IRSS=iHIasMNIMLLEE N B EMSE

A LATEWindows = ARSZZRIICMDER S1RFFH, HUTLATHRSEBLFTIME_WAIT
RASHOEE ,

netstat -an |find "TIME_WAIT" /c
WITERAT:

= 2-52 BBE TIME_WAIT JRSHNEEHS

C:Nlsers“\Administrator?netstat —an ifind “"TIME_WAIT" /c
15082

C:\sers Administrator’

RETTIE
1. ZEFRWindows=fREzE
UEEREDIZEITCMD,
HATLA T a<, EESRAIZISIRONE.

netsh int ipv4 show dynamicport tcp

& 2-53 ﬁﬁéﬁ HUEJJUJHEEI

4. PUTLATEG<, BASSROMNEFBFREEASIROME.
netsh int ipv4 set dynamicport tcp start=1025 num=60000
netsh int ipv4 show dynamicport tcp

. 2-54 12§Eleu\lffﬁD

C:\Users\Administrator>netsh int ipv4 show dynamicport tcp

5. EIHESNBMILAEN AR o
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3 IEZR %L ( Linux)

3.1 emergency mode ( E24E ) QGG E

[BIREIR
LinuxRZFBEIRFHANZ24E, 127~ Welcome to emergency mode, #NE3-1pf
R, FHRTRBIArootEZ B H N4 .
3-1 Z2E
» emergency mode?! After logging in, type "journalct]l -xb" to wiew
: ' to reboot, “systemctl default” or D to
REDHT
ZSBENRMR AR/ IRE, BMEERATZHAANFIRERER T, Etalld
BERZ, ARSENT, RRENZERHRFHTIEE, TN HTEMA
WNHRS, FAEMEED, REH—EERNRS .
BAZSEANEREER:
o /etc/fstabMHFESEIRSEIER R RITEKM
o YHEFFEBRSH.
LR SRS
ATIRIEERFLinuxdg{ERFemergency mode ( Z21&E ) [QFAAMNE . 1RIELES
z’%ﬂégﬁﬁgéfﬁfﬂ’ﬁ, EENHRGFEZRMENL, BARMhIUEREHRITIESE
SIETTE

1. HArootZREMO%E, HANMEEER
2. ERSEATRORRURIES I ESR, BEERER THXHFERTLIATES
<, UEEAHEHRESRI KX,
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# mount -o rw,remount /

3. i?ﬁbﬁl«‘l'ltﬁé\ﬁf'ﬁﬁﬁfstabSZ1¢xE'E’£T??T£%‘a*ia“e, SIERRTEARERRISH R

# mount -a

# vi [etc/fstab

AR ETWmount point does not exist IIEE A AFE, 1BEIEEIINAER;

&5

v O

17,

gnER N0 such device AIRNFHEZNHRAIRTE, ETREERMIRZIER

R EHMan incorrect mount option was specified 9EE 288 1=, BN
RIEHRAISE,

NS E HIUE IR H27RUNEXPECTED INCONSISTENCY;RUN fsck
MANUALLY, BEANEGRZEIREH, BRELSET,

4. PITLATES, FTH/etc/fstabfEMHERAYEEIR

[etc/fstabXFEETUTFE, BETHESMR:
[file system] [dir] [type] [options] [dump] [fsck]

& 3-1 /etc/fstab S#i5 B

e il

[file ERHND XHF#RE

systems] [file system]SUEZI{EFAUVIDIIA X BE, HTblkidHSEN
IRE XM REFUUID,

SEREILWT:

# <device> <dir> <type> <options> <dump> <fsck>
UUID=b411dc99-f0a0-4c87-9e05-184977be8539 /home ext4
defaults 0 2

EFUUIDRYF M E T EMNSHEIRFTX . MNRIRFEBIOSHL
B TIRNEFEREINF, SuEBHikR 7 FERE, RN
—LEBIOSTI BER NI T F R E AN, BRAFRUUIDRE
TEEEY.

[dir] [file systems]AYFEZUE -

[type] THIRETEI D KA RFREE, SHFFZSMARNMHER
%t ext2, ext3, ext4, reiserfs, xfs, jfs, smbfs, is09660,
vfat, ntfs, swapMauto,

IRERautoRB, mountipSIBNERRISHR SRR, X
CDROMFIDVDZEF#Rahig &2 FEE A,
[options] THAIERNSH, BESHERSEEXHRRTERY. fia:

defaultsSHERMHRFRIBAEHSH, extdBIFASE

J9:rw, suid, dev, exec, auto, nouser, async,
BZSHIBENITUTHSEEManFM: # man mount
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2% 1588
[dump] dump TEIBIICREMIESD . dumpRIEENS, FHH

HFRREREIX NG RFHITED -

BUYEAOFT . ORRZRE, 1NHITHED . KEPHBFRER
Zadumphy, [dump]izig A0,

[fsck] fsckisEER [fsck| IS B R R EE BN BN E R FZHIINEEINF .

EEX0, 1, 2. RERNIFRSESHILENRT, HEMRE
FEWOBRIREIREN2, 0RRREBISWIsckETQE.

(E5eRfE, RIMENERRIER, BRITLA TGRSRt Estab 4,
# mount -a

HATLA TS, ERRSEE.

# reboot

MRLEE3FISEEAEIR, WolsEAXHRFERSH, H1T:

# dmesg |egrep "ext[2..4]|xfs" |grep -i error

(11 588

o MLERPUREI/O error ... inodeRIHIREENIRE NN EREABREH

o IR ERGLIRARMBATICRXHRFXHERNERE HBRIRIRA . BRIREXMH
AR “SE7 . CEAXHMRRINRE . RYMNTHBEREEE

o WBRRIAT —PMHRFAERSE (HIIFA/NOEBEEIESE T IR SFIBRIR S
X)) , BARFITRESTENRINZERS, RRARMINEEIREXERZSH
HANESER . ext2fsERIPERFEBRRIABTIHIT T &0, HERTIRER
A9tRE ( blockgroup ) 15,

BHATLAT GRS, HEXERFLENER,
# umount ZZ L
BEHES SIRIAINIE RS

A
BENHRFN RS SBEIREREXRBTHITHIESD

- extXHERSE, HUTLUTHS, BENHRARSFERIR.
# fsck -n /dev/vdb1
(AL
WNERH W The super block Cloud no be read or does not describe a correct ext2
filesystemAYERIBEBEEEZE10,
MRFHEEE, HUTLUTSRS, BEXHRER.
# fsck /dev/vdb1
- xfSXERS, FUTLUUT®S, BENHRAREFEREIR.
# xfs_repair -n /dev/vdb1
MRFEEE, PITUTHS, BEXHRER.
# xfs_repair /dev/vdb1
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10. (=% ) I The super block Cloud no be read or does not describe a correct
ext2 filesystemiBEIRBREURIF, HIE3-2FR, SIRIBIZREREHIRER
EFTBRIR

3-2 FBRIRIRIR

[rootBecs 7 1# fsck -n sdevsudaZ

fsck from util-linux-ng 2.17.2

e2fsck 1.41.12 (17-May-2818)

fsck.extZ: Ho such file or directory while trying to open rdev-udaZ

The =uperblock could not be read or does not describe a correct extZ

filesystem. If the device is wvalid and it really contains an ext2

filesystem (and not swap or ufs or something else), then the superblock

is corrupt, and you might try runwning e2fsck with an alternate superblock:
e2fsck -b 8193 <device>

WITUUTSS, FRSMIBRIMEEEMBRIR,
# e2fsck -b 8193 8%
ANE3-3F B FB IR TR :

3-3 EFTBRIR

[rootlecs 7 1# edfsck -b 8193 sdewv.xwda
eZfsck 1.41.12 (17-May-26818)

sdevrsxuda is in use.
eZf=ck: Cannot continue, aborting.

MERTY::
o -b 8193EINATF ENERFBIE R FFHI8193RAVBRIIIENEIE . BEEE
BRIRERIAATEER . SHBRIRAIERIKBAVEE R ZAIblocksize L.
SHFEB KRNI RS, TR RIS D ERILS193,
SHTFEB2KMRAXNIE RS, EHR16384;30F4kiR, 7EHR32768,
o <FFB>HEBZHRMIEN X,
1. BERKEWITIN TGS, EERSEE.
# reboot

3.2 ToiEYmiE fstab HHFEAT?

BRI
fmig/etc/fstab3 {4, 127< “readonly” .
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3-4 fstab {4427~ readonly

sdevsshm
sdevspts
/SYs
/proc
smnt-ssdc

"setcsfstab” [readonlyl 15L, 8EAC

Y5

BEELT (read-only system ) MR HRIPAIAREEIEN, 1217 FEMGS, IERFAX
HRPRE A ENES (rw) o

mount -o remount,rw /

W7 EiAdGS, Eiddwigfstab3 4,

3.3 CentOS/EulerOS B EXFATX

BFaR
ATRENMBIECentOSHEUlerOSIMF R AR RS R BRI RANRIES T .

LR SRE!

o IZHYEECentOS 6.8%CentOS 7.5 ERF=IRSSEE LIGIE, EftthrAATEE
TER.

o EHFRLARE LEIXIA, EftthdXiERESLRAITIRE .

CentOS 6/RHEL 6 R % ( LARE _LiBIIX 61 )
1. XABRRFNX, BHT
# cp -vf [usr/share/zoneinfo/Asia/Shanghai /etc/localtime
2. HIEREBHIITIUTSHS, MIASRIRNXEEEEACST,
# date |awk '{print $5}'

£ CentOS 7/EulerOS #{EZR % ( LJEFIEIJ:Y@EB‘IZ?WU )
1. ([FEEUTHSHRIRENNR, BT

# timedatectl list-timezones

2. EMEIX
# timedatectl set-timezone Asia/Shanghai
3. WIERXAYATS

# timedatectl status
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3.4 Web i8I RZZHEFIED: nf_conntrack:table full,
dropping packet

SJSEE

ERm=

HRSRH

RE S

Z Fimisalweblt H#ltime out, BRFBiIRE S HE/var/log/messagesiTENkernel:
nf_conntrack:table full, dropping packet.,

able full,
full,
full,
full,
full,

t
t
t
t
t
t
t
t
t
t

ronntr
telim

ATOIREERTCentOSESL, BRFEFAR 7 EVBINE, EftlinuxRERIgEFEE

=
Fto

ATRBELRIENRFRNESH, ELIEARNESHERNARIIRE, BNENE
ESENNEERRS, BIHMAXREERE.

iptablesfYconnection-trackingtZR{E A R AR FHI—E0 5 SKIRERR P RUIERE .
“table full, dropping packet” %%é&ﬂﬁﬂrﬁelﬁ, FREHFMEZCIEFFNEE,
E iR RSz, LT “dropping packet” A%,

RS RRIRINMEEIRIRSZ B REHE

CentOS 6 RIIRERFAIBTE

1. BITLATES, BEnf_conntrack_maxZ&#,
# sysctl net.netfilter.nf_conntrack_max

2. HKEHRIEERIFANEES,
# cat /proc/sys/net/netfilter/nf_conntrack_count
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WNRIZ(EIXEInf_conntrack_max{BEN & HIMEFREFAINR .

S net.netfilter.nf_conntrack_max{& ( LARTFEH64G,
net.netfilter.nf_conntrack_max{&20971525%1 ) .

PATIAT <, (EECERIATER.
# sysctl -w net.netfilter.nf_conntrack_max=2097152
HITL TR E R RECENALE -
# echo "net.netfilter.nf_conntrack_max = 2097152" >> /etc/sysctl.conf
(11 %88
e .net.netfilter.nf_conntrack maxFE2M=i#iF, BERIEREFEAINETIEE.,
e nf_conntrack_maxit& AT (6447 )
CONNTRACK_MAX = RAMSIZE (inbytes)/16384/2
BIANIRAOH 22 2—1N64GB 64bitIIR S, BBARSIENES
CONNTRACK_MAX = 64*1024*1024*1024/16384/2 = 2097152
NS conntrackFzHRIZEHETEENN ( GIAILAAMSHUREIZIN ) , WIERZEN
Ffificonntrack R BRI HBRAIKNLURSHE .
THEFFANEHRE: ECentOS 6&LAEIRAE, itE AL Rhashsize =

conntrack_max/4

HATIAT @<, IREMRIGHE XN,

# echo "options nf_conntrack expect_hashsize=524288 hashsize=524288"
>/etc/modprobe.conf

EZiptables,

# service iptables restart

CentOS 7 RIBIRER GRS

1.

HATLATES, 1E/etc/modprobe.d/firewalld-sysctls.conffi&Econntrack$
HIEEHE.
1£CentOS 6 LA ERRA, i+E AT Ehashsize = conntrack_max/4

# echo "options nf_conntrack expect_hashsize=131072 hashsize=131072"
>> [etc/modprobe.d/firewalld-sysctls.conf

FEZfirewalld,
# systemctl restart firewalld

NS EUEL LTI

# sysctl -a |grep nf_conntrack_max

THREZIES ERed Hat Customer Portal,

3.5 Ubuntu IREFRFIMTREIASEIRZ

Bria=

AGERIFERTUbuntu16. 04 ER RS EIRS R EFAGEIR%, EfthUbuntuhi
RAJREFEER -
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BIERxE
1. FTFH/etc/default/grub32{f ( LABEHE=W#%AH) , 1EXGRUB_DEFAULTHYE
A"1>2" , WE3-6FRR.

3-6 &2 GRUB_DEFAULT

GRUB_DEFAULT=
GRUB_HIDDEN_TIMEOUT=
GRUB_HIDDEN_TIMEOUT_QUIET=true
GRUB_TIMEOUT=10

GRUB_DISTRIBUTDR="1sb_release -i -s 2> ~deusnull Il echo Debian’
GRUB_CMDLINE_L INUX_DEFAULT=
GRUB_CMDL INE_L INUX=

- 1>2RRY BRI R R ERE T NEIN,
GNU GRUB wersion 2.02%hetal-36ubuntud.2o

Lkt

whdvanced options for Upurtw .|

1>20hR92FBRY R E R R E _ NMEIHPHE = FEIZIEIR
3eubuntud. 22

Ubuntu, with Linu:
Lt i, m1+h |1

Uhuntu, with Linux 4.4.
Ubuntu, with L
Ubuntu, with L

1>29 09> D RFSRIEAETIE .

BIOFBEER—AHSIS.

2. BUTLATS, EREmgrubEiE N4,
# update-grub

3.6 EHFECE Linux oL R: atop 1 kdump

BEa=
KBERIENBatopFlkdumpBIBELE 5%
AEMYLinuxhRAMERRatop TEMRARRE, EILEES EHMEFRARE.
Ec&Eatop:
e atopfEqt
e CentOS 8, RedHat8RFIEERFECEatop
e CentOS 7. RedHat7. EulerOSHRIIEERFZE Hatop

e SUSE 15, SUSE 12RIHR{ERHKEZatop
o (HFEEMBANZLEE (IEMAFSUSE. Fedora, Debian, UbuntuZERINEERS )

EeEkdump:
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o FEEEkdump({ERZEN
e  kdumpfEif
o FEEBEkdumpiR(ELE
o IBkdumpElEEEEN
atop f&7¢

atopE—MATEELNRRRFESHENTE, SU—ERSIRICRESRIEITIR
&, IRENIIEESRERRIR(CPU. AF. MEMNMES)ERBRIIHIEETER,
FRELIBEXHRISREFERET, RS[LIMTRE, JIREFENATatopAR
BT

CentOS 8. RedHat8 RIIEIERFEE atop

1.

Ti#atopZTiEt,

# wget https://www.atoptool.nl/download/atop-2.6.0-1.el8.x86_64.rpm
PATLA T S & 3=atop,

# rpm -ivh atop-2.6.0-1.el8.x86_64.rpm

IRIERCE X, (EDRIFEEE.

# vi [etc/default/atop

BN T EESHE, EUERFHRE.

- LOGINTERVALZRIAZ600, BILMER15, SR,

- BilatopAERFEEIN28K, AJLMRIESLFRMENLOGGENERATIONSHIE
H3, BIAK,
LOGINTERVAL=15
LOGGENERATIONS=3

EEatopRSS .

# systemctl restart atop

MBERARBAL, active(running) RNIZITIER
# systemctl status atop

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2021-06-19 14:46:10 CST; 8s ago
Docs: man:atop(1)
Process: 6391 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +${LOGGENERATIONS} -
exec rm -v {} ; (code=exited, status=0/SUCCESS)
Process: 6388 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)
Process: 6387 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)
Main PID: 6390 (atop)
Tasks: 1 (limit: 23716)
Memory: 4.1M
CGroup: /system.slice/atop.service
L6390 /usr/bin/atop -w /var/log/atop/atop_20210619 15

Jun 19 14:46:10 ecs-centos8 systemd[1]: atop.service: Succeeded.

Jun 19 14:46:10 ecs-centos8 systemd[1]: Stopped Atop advanced performance monitor.
Jun 19 14:46:10 ecs-centos8 systemd[1]: Starting Atop advanced performance monitor...
Jun 19 14:46:10 ecs-centos8 systemd[1]: Started Atop advanced performance monitor.
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CentOS 7. RedHat7. EulerOS RIIEIERFAHEE atop

1.

T#HatopTEE,

# wget https://www.atoptool.nl/download/atop-2.6.0-1.el7.x86_64.rpm
¥Gatop-2.6.0-1.el7.x86_64.rpm_H{EZIBFEMN.»

Z#Eatop,

# rpm -ivh atop-2.6.0-1.el7.x86_64.rpm --nodeps

fRASECEN Y, 1ZBCREREE.

# vi [etc/default/atop

EUNTEESH, EUEFRFHRE

- LOGINTERVALEKIAR600, ATLMEXRL15, B,

- EihatopBEREFERH28K, AILMRIESLIRMEMLOGGENERATIONSEYE
A3, BiIAX.

LOGINTERVAL=15
LOGGENERATIONS=3

[EzfatopfRSs .

# systemctl start atop

KWEREBRGIKL, active(running) RREITIER.
# systemctl status atop

atop=IRIEFMRERIBHAERIF—IRRGEURE, FHRTFE/var/log/atop/B%

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2021-06-19 11:49:47 CST; 2h 27min ago
Docs: man:atop(1)
Process: 8231 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +${LOGGENERATIONS} -
exec rm -v {} ; (code=exited, status=0/SUCCESS)
Process: 8225 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)
Process: 8223 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)
Main PID: 8229 (atop)
CGroup: /system.slice/atop.service
L8229 /usr/bin/atop -w /var/log/atop/atop_20210619 15

Jun 19 11:49:47 ecs-centos7 systemd[1]: Stopped Atop advanced performance monitor.
Jun 19 11:49:47 ecs-centos7 systemd[1]: Starting Atop advanced performance monitor...
Jun 19 11:49:47 ecs-centos7 systemd[1]: Started Atop advanced performance monitor.

SUSE 15. SUSE 12 RIHEERREE atop

1.

THatoplRIBLEE .

# wget https://www.atoptool.nl/download/atop-2.6.0-1.src.rpm
PUTLA T ap S =% RfGatop,

# rpm -ivh atop-2.6.0-1.src.rpm

LR IFatopKEEIGE

# zypper -n install rpm-build ncurses-devel zlib-devel

BT RS HiZatop

# cd Jusr/src/packages/SPECS

# rpmbuild -bb atop-2.6.0.spec

HATLA T ap <& axatop
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# cd /usr/src/packages/RPMS/x86_64

# rpm -ivh atop-2.6.0-1.x86_64.rpm

RIBRCESUY, 1BXCREE,

# vi [etc/default/atop

ESUN T RESH, EEREFHERL.

- LOGINTERVALERIAE600, AILMERE15, B,

- EAatopBEREFEERH28K, AILARIESLIRMESLOGGENERATIONSHYE
B3, BiIAX.

LOGINTERVAL=15
LOGGENERATIONS=3

EEatophRSH .

# systemctl restart atop

MEREBRBEIMKI, active(running) RRNIE(TIER .
# systemctl status atop

atop.service - Atop advanced performance monitor
Loaded: loaded (/usr/lib/systemd/system/atop.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2021-06-19 16:50:01 CST; 6s ago
Docs: man:atop(1)
Process: 2242 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +${LOGGENERATIONS} -
exec rm -v {} ; (code=exited, status=0/SUCCESS)
Process: 2240 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)
Process: 2239 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)
Main PID: 2241 (atop)
Tasks: 1 (limit: 4915)
CGroup: /system.slice/atop.service
L2241 /usr/bin/atop -w /var/log/atop/atop_20210619 15

Jun 19 16:50:01 ecs-suse15 systemd[1]: Starting Atop advanced performance monitor...
Jun 19 16:50:01 ecs-suse15 systemd[1]: Started Atop advanced performance monitor.

(ERERALNE%E (iERTF SUSE, Fedora, Debian, Ubuntu ERINRIERS )

1.

4.

T&atopiFEfZ,

# wget https://www.atoptool.nl/download/atop-2.6.0.tar.gz
PATLA T iR IERfSatop .

# tar -zxvf atop-2.6.0.tar.gz

HITUA T e S ESsystemctliR A

# systemctl --version

MBIRAATFTETFT220, HEEHRHITF—E,
BNFE(ELatopdIMakefile34, HIBR--nowSE,

# vi atop-2.6.0/Makefile

fRip&systemctl&p < iEA9--nowS £

then /bin/systemctl disable atop 2> /dev/null; \
/bin/systemctl disable atopacct 2> /dev/null; \
/bin/systemctl daemon-reload; \
/bin/systemctl enable atopacct; \
/bin/systemctl enable atop; \
/bin/systemctl enable atop-rotate.timer; \

LTEERIFatopikEIEE .
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- SUSE12. SUSE1SEINRIERFHITIAT SRR
# zypper -n install make gcc zlib-devel ncurses-devel
- FedoraRIURERFHMITUATHSLE:
# yum install make gcc zlib-devel ncurses-devel -y
- Debian9. Debian10. UbuntuZRIBIEERFZHRITIUA TS RE:
# apt install make gcc zlib1g-dev libncurses5-dev libncursesw5-dev -y
PATLA T S dmiEF R ERatop,
# cd atop-2.6.0
# make systemdinstall
RERCE N, 1ECREFRE.
# vi [etc/default/atop
SN TEESH, BXEFREFHIRE.
- LOGINTERVALERIAZ600, BILMEM 15, SBAF.
- BllatopHERFERAH28K, AJLUMRIESCRRMEXLOGGENERATIONSHYE
A3, BAIAX.
LOGOPTS=""
LOGINTERVAL=15
LOGGENERATIONS=3
LOGPATH=/var/log/atop
BFatopiRS3 .
# systemctl restart atop
KMEEEE[NIN, active(running) RRIZITIEE,
# systemctl status atop
atop.service - Atop advanced performance monitor
Loaded: loaded (/lib/systemd/system/atop.service; enabled)
Active: active (running) since Sun 2021-07-25 19:29:40 CST,; 4s ago
Docs: man:atop(1)
Process: 5192 ExecStartPost=/usr/bin/find ${LOGPATH} -name atop_* -mtime +$
{LOGGENERATIONS?} -exec rm -v {} ; (code=exited, status=0/SUCCESS)
Process: 5189 ExecStartPre=/bin/sh -c test -n "$LOGGENERATIONS" -a "$LOGGENERATIONS" -eq
"$LOGGENERATIONS" (code=exited, status=0/SUCCESS)
Process: 5188 ExecStartPre=/bin/sh -c test -n "$LOGINTERVAL" -a "$LOGINTERVAL" -eq
"$LOGINTERVAL" (code=exited, status=0/SUCCESS)
Main PID: 5191 (atop)
CGroup: /system.slice/atop.service
L5191 /usr/bin/atop -w /var/log/atop/atop_20210725 15
Jul 25 19:29:40 atop systemd[1]: Starting Atop advanced performance monitor...
Jul 25 19:29:40 atop systemd[1]: Started Atop advanced performance monitor.
EcE kdump (BTN
Be EkdumpHIiR/EiE AT EulerOSLARK CentOS 7&FLinux/ =i, B=IRSSEAIEIML
HEAVIKVM, TRES
kdump &7

kdumpRRAFERAIHE, AREMETAFN— TR, RE—BER, A%ME
ZIERTIFT , XPIHRGHEKdumpiRIE— BT ERSRNETERRIN%, 2R
fﬂ%ﬁzﬁﬂWT?EF'E’\JFEE‘@G%&%D%&?&EEHﬁ%éu—ﬁ\dump coreX{4HHLUEZ 5
EEE;F'\EO
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BoE kdump IR{ELE

1.

BEEB R % Ekexec-tools,

# rpm -q kexec-tools

MRLERE, WHITTFEHHSEX.

# yum install -y kexec-tools

FEkdumpBiABEh .

# systemctl enable kdump

R Ecraskkernel&%, REXNSHIIBRIZTAEAfFL5capture kernel,
BEEESHERERERE.

# grep crashkernel /proc/cmdline

WREBER, WRRELERE, NIRBER, WEEEMRE.

& & crashkernel, Zwig/etc/default/grub3 {4,

GRUB_TIMEOUT=5

GRUB_DEFAULT=saved

GRUB_DISABLE_SUBMENU=true

GRUB_TERMINAL_OUTPUT="console"

GRUB_CMDLINE_LINUX="crashkernel=auto rd.lvm.lv=rhel00/root rd.lvm.lv=rhel00/swap
rhgb quiet"

GRUB_DISABLE_RECOVERY="true"

#ZIGRUB_CMDLINE_LINUXZ2#{, i ilcrashkernel=auto, EfttAEARZE,
WiTgrubas<, ELLEREE

# grub2-mkconfig -o /boot/grub2/grub.cfg
$TFF/etc/kdump.conf3SZfAkE] “path” &%, FIMLATRE .

path /var/crash

AR RFE/var/crashBHR T, MNREFRFEHEHMBER, WKAITNBER,

BIafRFE/home/kdump™, WIZ&Rk:

path /home/kdump

MARY:

ERRISENIIRRE BISHI=ERFEvmcore, EBIRIRZTEAR/NTFRAMAN; tHETLURE
TESAN, nfsEHZIRE L,

REHFvmcoreZAl

&2k /etc/kdump.conf3Zft, FRINAI TS, MRFENTERIM.

core_collector makedumpfile -d 31 -c

-CRNEFEvmcore S,

-dRRS RS THRIRFERE, TLUREEERAZ, —#31800], 31281

TR ESITEMmK.

zero pages =1

cache pages =2

cache private =4

user pages =8
free pages =16

PITUNTHSERERS, FULREEY.
# reboot

HE kdump BCEREBER

1.

WITLA TS S, ARISZE(EEHcrashkernel=auto
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# cat /proc/cmdline |grep crashkernel

BOOT_IMAGE=/boot/vmlinuz-3.10.0-514.44.5.10.h142.x86_64 root=UUID=6407d6ac-c761-43cc-
a9dd-1383de3fc995 ro crash_kexec_post_notifiers softlockup_panic=1 panic=3
reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 fsck.mode=auto fsck.repair=yes net.ifnames=0
spectre_v2=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

PATU TS, FRARREEFHEEEEER,

# grep core_collector /etc/kdump.conf |grep -v A"#"
core_collector makedumpfile -l --message-level 1 -d 31

PATLA T a8, FHALREEFRIEEERER,

# grep path /etc/kdump.conf |grep -v A"#"

path /var/crash

PITLAT S, FRIAREEEPEIACctivelYIAZactive (exited) o
# systemctl status kdump

e kdump.service - Crash recovery kernel arming

Loaded: loaded (/usr/lib/systemd/system/kdump.service; enabled; vendor preset: enabled)
Active: active (exited) since Tue 2019-04-09 19:30:24 CST; 8min ago

Process: 495 ExecStart=/usr/bin/kdumpctl start (code=exited, status=0/SUCCESS)

Main PID: 495 (code=exited, status=0/SUCCESS)

CGroup: /system.slice/system-hostos.slice/kdump.service

PITitas< .
# echo ¢ > [proc/sysrq-trigger
Sftkkdump, EEFEED, FHBEMAIVMcore X R EFRIpathSEISERINL
%O
BB vmcore2E 4R
FEREpathSHFTEEN R EEE A BvmcoreSUF4ERE, fIg0/var/crash/
Eio
# Wl /var/crash/
ALABRIER T — 34k, BEBvmcoreXft,

3.7 I AR ERGERR S SR RR A —E?

BEfEEES

RESHT

E=RSBFENTLUUTHSEERAABIRA:
/etc/redhat-release

BEIHEI=IRSEEMRA A CentOS 7.6, (BIERHISFERAVEZHCent0S 7.2 (FHEK
F7.689EMIRA ) .

(i8R

RBRIEERTFCentOS. EulerOSEERF=IRS =R -

TREERNREFHTHERNTEEH, FUTUTGRSERYyUMRIFICR.

# yum history
Loaded plugins: fastestmirror
ID | Login user | Date and time | Action(s) | Altered
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8 | root <root> | 2019-08-23 10:00 | I, U | 40 EE

7 | root <root> | 2019-06-24 10:12 | I, U | 55

6 | root <root> | 2019-02-22 11:10 | I, O, U | 280 EE

5 | root <root> | 2019-02-22 11:09 | I, U | 6

4 | root <root> | 2019-02-22 11:08 | Install | 1

3 | root <root> | 2019-02-22 11:08 | Install | 1

2 | root <root> | 2019-02-22 11:08 | Install | 1

1 | System <unset> | 2019-02-22 10:49 | Install | 352

history list

E£8H23HMIActionFEEI (install ) FIU (update ) #4E, ZIRIFID}I8,
2. PUTUATaSH—LERZREFHER.

# yum history info 8

EIEASIS IS

Loaded plugins: fastestmirror

Transaction ID : 8

Begin time  : Fri Aug 23 10:00:13 2019
Begin rpmdb  : 384:1c8e3df918de17e245b0dd7195f06f89656c5f27

End time : 10:02:22 2019 (129 seconds)
End rpmdb : 386:9a3172e7946f31d43c1268b6e1f2428125b3dfc5
User : root <root>

Return-Code : Success
Command Line : update -y

N _EEEREmroot FHFHAT Tyum updatel®(E, BIRIERIN, HUTIZIRIEERSR
WRASE SRR o

3.8 =R I AREEIX AT SRS —A&E5E]

BFnR
ABERENBRIRSS B REE EMETHTR B RS MR,
ABRIFERTFCentOS EulerOSEFRS, BRANZEELH MR,

CentOS 6 IE{ERF:
1. BEREHE, ERaksss, B2 ‘mEERT .
2. fEEIBooting CentOSKHENAY, =M, HAWIZEERHE,

3-7 Booting CentOS

Press any key to enter the menu

Booting Cent0S (2.6.32-754.10.1.el6.x86_64) in 3 seconds.. I

3. MZERFEBIINE MRS ER A%, AREREEREITRM.

GNU GRUB wersiom 0.9¢7 (639K lower ~ 1047040K upper memory)

Cent0S5 (2.6.32-754.15.3.el6.xB6_64)

CentDS (2.6.32-754.10.1.elb6.x86_64)
CentD3 6 (2.6.32-696.el6.xB6_64)
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4. FEZFE, MMTUTHSRERANSHIRZAE R,
# sed 's/default=0/default=1/' /boot/grub/grub.conf -i

AR

defaultBRIAES 0 (X M/boot/grub/grub.conf3Z{fdkernelZEeadhEE—4, M EETK

X20,1,2%),

CentOS 7/EulerOS E{EEX S

1. EREHEe, ERckSsE, BE ‘TEERT .
2. HEHIMZEERFEE, TR, B ER Rk, ROFRE.

CentD3 Linux (3.10.0-957.21.3.el?.x86_64) 7 (Core)
Cent05 Linux (3.10.0-957.5.1.el?.xB6_64) 7 (Core)

CentD3 Linux (3.10.0-327.el17.xB6_64) ? (Core)
Cent03 Linux (O@-rescue-136c058e80464a53bb585a2817774c02) 7 (Core)

3. FR&ZEME, PITUTHSREMANSHARAE A,
# grub2-set-default 1

3.9 CentOS 7 H/etc/rc.local FIHBEIBHIAREREALT?

BN
CentOS 7. EulerOSI{ERZA=IRSZZEF, /etc/rclocalFHNSEIIATRER -
KTIRIELLCentOS THEIERF NBIDITIRE, HNBERTTE,

RE S

HIZRRAY AT RERELN T

e CentOS 7 /etc/rc.d/rclocal K BHITIIR . BERSRIBFSELIBGIE

(1] %83

Jetc/rclocaldg/etc/re.d/rc.local Rt

[root@uxf -cent?-test “1# 11 retcsrc.dsrc.local
-ruw-r--r-- 1 root root 489 Mar 14 11:28 retc/rc.d-/rc.local

root@uxf -cent?-test “1# 11 retcsrc.local

Irwvarwxarwx. 1 root root 13 Nov 7 14:38 retcsrc.local -> rc.d/rc.local

o Jetc/rclocaliiBIRABEEAENAAR, EHTHINBEAKMMWERSS, ME
CentOS 7R S [SaNI R RZIZErc.local Bt MLERSS HAREE), SERINEASK

W, RS ERESEMETTIE2,

WIEFE 1

tTX3/etc/re.d/rclocal )R BHATIIR SEFEMI AN TRMAITSR, BRSE

{1 8
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RIEFE 2

(MEETY:
CentOS7HIZXEHEIANZ BT HITIIR

BZE/etc/rc.d/rc.local ERBHITIR

# s -l Jetc/rc.d/rc.local
-rw-r--r-- 1 root root 473 Sep 14 02:19 /etc/rc.d/rc.local

WMEISEESRZXEEEHITIR, FBEH/etc/rc.d/rclocaliFmIMATHATIER -
HITLATEs S A /etc/re.d/relocaliimINal TR
# chmod +x /etc/rc.d/rc.local

£3d/etc/rclocal EEBERERAENIGS, BREEUT,

F5iE—: AfEM/etc/rclocal i BIRH, G BABNHSEHEE Y (1Z57%8]
FEEMERBEEARAEESLK) .

1.

1£/etc/sysconfig/network-scripts/ Bz H s (& route-<interface>3 {4,
ZHBER<interface>25HEABEXANZORNEIR.

<network/prefix> via <gateway>

Hrp<network/prefix>2 B RISHANTIZMEE, <gateway>2 F—BERYIPHELL
Bign, EFRIN—5%8i2192.168.100.10%110.20.30.0/24MEHIFRE, LAETEeth0
[E FARSEBRE FERIIR TS :

# cat /etc/sysconfig/network-scripts/route-eth0

10.20.30.0/24 via 192.168.100.10

PATLATaR<S, BIERER.

# ifup ethoO

BiE—: /etc/rc.d/rclocalFHEaNIARrc-localfRS3 5 1S401T, AILMES#Enetwork-
online.target/5BaNZIRSS -

1.

rc-local IRSBECE 1812 /9/usr/lib/systemd/system/rc-local.service

HITUA TS, E[Unit]i&ZReRINEERequiresFIAfterI{E Anetwork-
online.target,

# cat /usr/lib/systemd/system/rc-local.service |grep -v "A#"

EXATUT:
[Unit]

Description=/etc/rc.d/rc.local Compatibility
ConditionFilelsExecutable=/etc/rc.d/rc.local
Requires=network-online.target
After=network-online.target

[Service]

Type=forking
ExecStart=/etc/rc.d/rc.local start
TimeoutSec=0
RemainAfterExit=yes

MERTY:):

network-online.target2 = IZEEEZINLG “B5)” Mtarget, B “Bi1” HENXBHMLE
EEREEN ., B, CEREMCEEN. TIRHNIPHIE, EEEENEETERIR
SHIEGE, BRIEYMEHIE,
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2. HITLAT®S, #il/etc/red/rclocalBHATIR .
# s -l /etc/rc.d/rc.local
MRBREETHUTIR, BSELRIEGE1LE,
3. i@0systemdEFINEEE 14
# systemctl daemon-reload
4. EfFrc-localservice, f#/etc/rc.d/rc.localEIARIZEIERY .
# systemctl restart rc-local.service

%12; Linux B {ER A =IRSF2EL3E docker SZIFRIRIER 5t

LinuxiRER R RIRSS s8E L3 dockerBiRE EEiEdocker X AR ER TR A
w A% R dockersTFRIRIFR BRI UIZR3- 2P

& 3-2 Z¥ docker THFHURIER FhR A

BRERSR BRIERGZIRA bt
CentOS CentOS 7 https://docs.docker.com/install/linux/
docker-ce/centos/
Debian e Buster 10 https://docs.docker.com/install/linux/
e Stretch 9 docker-ce/debian/
(stable) /
Raspbian Stretch
Fedora e Fedora28 https://docs.docker.com/install/linux/
e Fedora29 docker-ce/fedora/
Ubuntu e Disco 19.04 https://docs.docker.com/install/linux/

e Cosmic 18.10 docker-ce/ubuntu/

e Bionic 18.04 (LTS)
e Xenial 16.04 (LTS)

3.11 {E2/etc/security/limits.conf (¥, BEREEARENE
ATR?

SN
{&es/etc/security/limits.confX {4, ERREEINAE .
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SBMERARSS =R

EIEHERR 3 BAERGE (Linux)
AJEeRE

LinuxiEER R = IRSSEEFIRFI S IRERBIBCE 42/ etc/security/limits.conffll/etc/
security/limits.d/E&, /etc/security/limits.d/BFEHRIE BN R ST /etc/security/
limits.confRYECLE .

WNR{EK fetc/security/limits.conf3{F, ERGEAEN, Walgg2ARTFlimits.confhay
(&2 /etc/security/limits.d/ B RHPEERAVEMES

BRLE
(&4 /etc/security/limits.d/ B F B EINELE24/etc/security/limits.conf3 {4,
(11 %88

WNRIBE T /etc/security/limits.conf SEHZEERY, iBIEE/etc/security/limits.d/B FRHBECEIR
B,

3.12 {§A8 taskset s S1HHFEIEITEISTE CPU Lk

Brn=

tasksetfp<, AT HENCPUEM, ATLUE=RS R HIEfTHENMHE, ISEEE
NCPULETE,

AR S AP EMtasksetin STLHIZIZITEEECPU L.

BREL R
1. BT TS, BEERRSEECPUZEL,
cat /proc/cpuinfo
K FCPUBIZILSELSRE
- processor: ¥SBASEJLANCPUALLMESE
- cpu cores: ISEAEMEIRSERIZOE

2. ;cnﬁugltﬁé, REGHTPIGS (AT R(ELASEtest shafl, XIMzEIpidg
23989

ps aux | grep test.sh

3. WFUTHS, BEHRNAEFENCPUL,
taskset -p #ES

f5laN: taskset -p 23989

[root@ecs-1linux-bjl ~]# taskset -p 23989

ent affinity mask: :

SR HHEIEEF, ERR2EER1,

4. PITUTHS, BEHEETEETZNCPU (CPUT) L,
taskset -pc 1 HES
{540 taskset -pc 1 23989
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(1] %88
CPURIFE ZEMOFFHARY, FRLACPUTIERTREZNCPU ( E—/ CPURIITER20) , XL
N FHiERRtest. sh4BERI T CPU1 LiBfT
BRI LMERIN T S ERENERFATEPECPU ( BEIAT4IERISE_1NCPU ) £,
taskset -c 1 ./test.sh&

3.13 pip L34 HIEEIR: command “gec” failed
with exit status 1

)RR
REPythonER(RT, BECEPIPIR. LA EREASEEE G

[root@test home]# cat /root/.pip/pip.conf

[global]

index-url = https://pypi.mirrors.ustc.edu.cn/simple/
trusted-host = pypi.mirrors.ustc.edu.cn

LEIIEFR, RFIREE "command “gec” failed with exit status 1", 1E3-8ff=. {E
=, EHpipZEPythonFEXEZET, AEEERyuMmSEIE T gec,

3-8 LEAMRIE

a

stric 2 —g -pipe -Wall -UWp,-D_FORTIFY_SOURCE=2
-mtune=generic -D_GHI

cludespythonZ.? -c psutil/_psutil_common.

atal error: Python.h: No such file or directory

1

[rootBecs-3a88-testl .pipln _

LIS

fR/Dopenssl-develz#

R8T
PAZEEpsutilt&EiR g f:

1. HFLATAS, L¥openssl-devel,
yum install gcc libffi-devel python-devel openssl-devel -y
2. BIX{ERApipZRIEpythonERYG, AILAIBRIRARABIRE, WE3-9FR.

3-9 LA

[r estl .pipl# pip install psutil

com/pypispackagess/e2 el 680326635f 97f ecB8Ibf 8426f ef 14c5c29f 4849c79f 68f d?79f 433dBc 1bd96 psuti
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3.14 3E root FAF1]] root FAFHRY, EESERTEATR?

e IR

FHXI$EHEAUbuntu. DebianfUsg 4 =pRS2E, ([FHsudorsStJikrootFHFRY, REti2
TNEREHERY, WE3-10F7R,

3-10 iEEsEERY

linuxRubantu—test-1:etch
linuxBubantu-test-1:,etcS sudo su

sudo: wunable to resolve host wbantu-test-1: Connection timed out
rootPubantu—test-1:etct

RS IE
. BREURRSES.
2. BUTMTF®S, fHiBhostssZif.
vi /etc/hosts
3. &7, EANREER.
FhostsMHRERMI—ITARE, SAIPHUFIENE

FBEIPHELE FH15

M-

g =IRSRAENIEN “hostname” , FABIPHBLEYS “192.168.0.17 , MY
ERINAEE .

192.168.0.1 hostname
1% “Esc” BH4RIEER -
WITAT S, REFEFHERL.
'wq
(AR Y:
FHR35E&IUbuntu, DebianAEIE=IRSEE, MREEHFFENSR, FW/etc/cloud/cloud.cfg
FYmanage_etc_hosts&#igE Nfalse, RIPEFNEENFTNZEFHZE/etc/hostsH ., JR
i8/etc/hostsSZIRY, BZ0MIER127.0.0.1FRrETIED, BNSHIIErootFAFIikroot EATE]

s

3.15 CentOS =RFZRIBEEFZER 777 BIREAT?

ElRR A

#iTchmod -R 777 | S CentOSARFZ R/ REARNIRIRERL 777, RFPRIAEBD IR
SLAKRGLSTEER. BT RGEAwRIgetfaclas S KIENFTRRGR, &
TERENBRBFSEIRERIER 777 RAIFNGENE o
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BRFLRR

(AR

WX ERIRE777IRCERCREIFAEAFEENE. AJSHMaIHTH, REFRIRET777X
REFEZENKE . FHRERIGIIANUEIE, IKEERTIRE, BESEHEE, EXRRF
R, BR777HIRGEESRINZE NIRRT .

R RIF(ERCentOS7 S F R G R ARSS 2RI IRIE -

1.

BETTTIREEIEANERRRSE, THERRSENTUTHS, EX
sShiZE AR SRR

cd /etc

chmod 644 passwd group shadow

chmod 400 gshadow

cd ssh

chmod 600 moduli ssh_host_dsa_key ssh_host_key ssh_host_rsa_key

chmod 644 ssh_config ssh_host_dsa_key.pub ssh_host_key.pub
ssh_host_rsa_key.pub

chmod 640 sshd_config

W7 bR a S Esshal LUERBE A Eroot

su root

root "su: cannot set groups:"

PATLAT @S, sulbRB st IRA BEiE rootAItERACE -

chmod u+s 'which su'

SR IEF A LB rootBRIEANR KT -

%UE—E‘WBEE%‘E@JIIEH?EHE%%%: Linui@ER S, RRRASHIE=RSSEEE

et =RS 2 LHTIA TGS, BXPNEERSRL/BR TAESXGRINRERS

{PRTFLE systemp.bak &,

getfacl -R / >systemp.bak

{FEscpin S ERBRIZ N XHEEHRE=IRSZ R F -

- EE{L‘XE||EH§‘£HI§%%§L#LGL‘AT$%, Lt 1&systemp.bak {4+ ZIHIE = AR
=t
scp systemp.bak3Z{4itiit FIFE @38 W | P fE = ARSS 88 S {4ttt
5140 scp /systemp.bak root@119.4* ** x*; /127 H* * **

- EHAEMERIRSSE LTI TGS, MG =BRSSEE L T 2isystemp.bak3Z
HEIBE=RSS RS .
?;im}iﬂjt):%@ﬁﬁ’fiﬁmllelﬁﬁﬁiﬁﬁ%%system p.bak3Z{Htbit HfE=ARSS2ESL
fBI40: scp root@121.%*.** **:/systemp.bak /

EHERRS =P HITUA T SBUENRANRIRE A EERF— .

setfacl --restore=systemp.bak

BEERRZAFEMA, #HsshiEiZziy .

vim sshtmp.sh
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[REER(F

cat sshtmp.sh

# start:

sleep 300

cd /etc

chmod 644 passwd group shadow

chmod 400 gshadow

cd ssh

chmod 600 moduli ssh_host_dsa_key ssh_host_key ssh_host_rsa_key
chmod 644 ssh_config ssh_host_dsa_key.pub ssh_host_key.pub ssh_host_rsa_key.pub
chmod 640 sshd_config

chmod u+s “which su®

# end

8. PTLATESHRIIZEILinux/ZEhiIArc.localdh,
echo '/sshtmp.sh &' >>/etc/rc.local

9. WITLUTHSERRIERS.
reboot

BRRERSBHRIREIESE, FRsshtmp.shi#izg, &kErc.local, MBRsshtmp.sh,
BEMEERSNRREIREIEE.

e HFRIRE77TRIRER BN AFEEYE. ISHIHRTH, RERR
BT IREFEREXK .

ATRER ISR NENE, EBRNRE, BEEHEIE, EREFRS, &
RTTTRBREEES KAV Z £ XPLITRE .

3.16 Linux SCf51| IP bt ESLEAT?

)R A

RIS

HECSLHIEREBIBER MELETBE—EEE, BIIPESLK. LEIRTM . WL
MEEAYER, WE3-11F7R,

3-11 HEIR

up default glen lo08

tate DOWN group default glen 1le80

ECSSLAIRIMILEECE IDHCP ( Dynamic Host Configuration Protocol, EISENIRE
) B

LACentOS 7HIECS I, MNEMLEEEADHCPHT, HECSEAIFENAT, LinuxRSeHd
NetworkManagerfRZ&Badhclienti#tE, dhclientiHE&MDHCPIRSS 2=i5KHECIP
ik, FERESIPHELEFRLOZERAT E] .

EEERT, dhclientHEL T AR DHCPIRS B EFTRLITIRE, LFRIRTAIPHE
HHEGRTERME, HNREL:

3-12 IEEER
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HEBAFPREEELET NetworkManagerfzs3, HigiE T dhclientififZhy, SSEECSET
W%&EEDE%&IPMHE’J STHEIEARYE) . HFELNRVERE, ECSSLBIRYIPHELESHERERL,
SHMERE

BRIE=E
IR B RECSLA,
2. HTLATE<, ESNetworkManagerfRss, HiREAFEBRER.
systemctl restart NetworkManager
systemctl enable NetworkManager
3. HIFLLT®S, &FNetworkManagerfREZIRE.
systemctl status NetworkManager

& 3-13 EE NetworkManager BRSSIAZS

[root@lo

ager.service;
/NetworkManager.service.d
.conf
ince Thu 2023-03-02 :47:17 CST; 4min 1s ago

NetworlMan;ger : =in
dhelient : bound to
NetworkManager T =i

4. mmmp@, ﬁ%ﬂwku
ip ad

B 3-14 EEMEIRE

NKNOWN group default glen leee

}_UP> mtu 1560 gdisc fg_codel state UP group default glen 1e60

ope global dynamic ethe

HHINE3-14F7RER, RRECSEGIRIMESIREIE

LiEd
HIMERAMNEARSRSEE, @Y, EERARIME.
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& 3-3 ENRMERFRIBANEIRSEE

BERS RILERRSS EEMNEDHCPIIEE

CentOS 6 Network &, B8MHA%dhclienti#
=

CentOS 7 NetworkManager &, BEMAYdhclienti#
=

CentOS 8 NetworkManager =

Ubuntu 16.04 NetworkManager &, B8HAYdhclienti#
F

Ubuntu 18.04 NetworkManager A, B8MAYdhclienti#
=

Ubuntu 20.04 NetworkManager =

Ubuntu 22.04 NetworkManager =

3.17 B&2# kernel.unknown_nmi_panic FeEE 125
Linux ECS SCHISEER

)RR

CIF:CELS

BRTSZ

LinuRIERRECSEHIREREEREH, HRRETUNT:

Kernel panic - not syncing: NMI: Not continuing

E8Y, ABTHTENIHMER:

[645683.754132] Uhhuh. NMI received for unknown reason 20 on CPU 1.
[645683.754133] Do you have a strange power saving mode enabled?
[645683.754133] Kernel panic - not syncing: NMI: Not continuing

WNERLinuxiBERFECSLHIRIARZZS Ekernel.unknown_nmi_panicEcE 91, NECSE
ERFWEINMIFETET ERNE S panicRFEER .

BEBRT, WZEHkernel.unknown_nmi_panicEeEX1HENEN T EE LA
NMIFFBTEsNEE panicRFEFHITENM . BT BB SHCPURTEIER WS REFR~4E
NMIglf, 7EXFE R FINRIERZSEkernel.unknown_nmi_panicic B A1, B4
SHECSHEIFFIINREERH Y.

. ITFEEFRECSELA,
2. WITLUTHS, EFECSEIRZS Hkernel.unknown_nmi_panicAY{a
sysctl -n kernel.unknown_nmi_panic

!}E%W’fi%ﬁﬁﬂ’ﬂﬂ%ﬁﬂm , R T RS HECERIRS EAECSEAIREE
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ZERIGIIE

& 3-15 HfE4

linux-JjFcyI:~ # sysctl -n kernel.unknown nmi panic

1

MITUAT RS, BEERAFEERZSE kKernel.unknown_nmi_panictBXELE .
vim /etc/sysctl.conf

7£/etc/sysctl.confxziddh, HIEZEEF Ekernel.unknown_nmi_panicHItEED
=1

o

- W1R7FfEkernel.unknown_nmi_panic=1898CE , BiZzEC BN
kernel.unknown_nmi_panic=0

- WNEBEAREFEKernel.unknown_nmi_panic=1H9ECE , &0
kernel.unknown_nmi_panic=0

3-16 &&/etc/sysctl.conf {4

kernel.unknown nmi panic

~

1 “Esc” , WA:wqlRTFHIREH,
PATLAT S, EREE.
sysctl -p

3-17 BEEEX
JlFcyIl:~ # sysctl —p

.unknown nmi panic

(1 #%ea
ZIBERENEN, THEERECS,

PITUTHRS, BEEREE N0,
cat /proc/sys/kernel/panic_on_unrecovered_nmi

3-18 1REHER 1

linux-JjFcyl:~ # cat /proc/sys/kernel/panic on unrecovered nmi

HITLA TS, BFRIZSHsysctl -n kernel.unknown_nmi_panic2& 0,
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B 3-19 ELER 2

linux-JjFcyl:~ # sysctl -n kernel.unknown nmi panic

0
WNRINFLERGTETRER, HBESRIN .

3.18 Linux SLHIHRITa LTSRS AT L IIEEI=R: Cannot
allocate memory

A Y E A LS

)RR fEIA
LinuxiRERFHIECSSEHIAZETRE, (ERENITHSEENRSET, HIEIRER

“Cannot allocate memory” ,
S RWITERNT:
root@localhost:~# free -m
total used free shared buffers/cached available
Mem: 3890 125 3179 2 504 3463
Swap: 0 0 0
root@localhost:~# uname -a
-bash: fork: Cannot allocate memory
YN
G

HINZIEIREERTREZFAIHIZID (PID) , BIRFHIZTHIHIE/ SRR TR
FRH, 1ZPRHIERIZE %/ proc/sys/kernel/pid_maxi=Hl .

BRI
TAZERECSILAI

2. HITUTSS, BEERRAIRICETHIHEZ.
ps -eLf | wc -l

RN
32753
A LUBESHITUATSS, BEWplist-sz3$EEE R% I TRIHEEEW
B,
(1 88

AR Tsar -qisS/EIETR “command not found” , BFHITIA TS REMAE:
e CentOSE%: yum install sysstat
e UbuntuZR#:: apt install sysstat

sar -q

RN

6‘0:00:01 rung-sz plist-sz ldavg-1 ldavg-5 ldavg-15 blocked

10:45:01 0 32722 0.10 0.12 016 O

10:46:01 1 32730 0.21 0.15 017 0
10:47:01 2 32752 007 0.1 015 0
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3. WITUAT®HS, EERARENRNHEL.
cat /proc/sys/kernel/pid_max
32768
MRRAFZLR R TRIHESENI AR R A ENGAAHEY, WRPRE
8K /proc/sys/kernel/pid_maxHIZEE -
4. RIBWSEE, BITLATES, B%E/proc/sys/kernel/pid_maxA9%E
LAA#ES965530 /941
echo "kernel.pid_max=65530" >> /etc/sysctl.conf
sysctl -p
R

vm.swappiness = 0
net.core.somaxconn = 1024
net.ipv4.tcp_max_tw_buckets = 5000
net.ipv4.tcp_max_syn_backlog = 1024
kernel.pid_max = 65530

3.19 fork 5., TEBIZFNZIZEALAD?

)R fEA

RE S

ET5E

LinudiR{ERFHIECS, FEHITIFSEERTITENN, HIINTREES:

HR{EE1:
root@localhost:~# free -g

total used free shared buffers cached
Mem: 94 43 51 0 0 0
Swap: 19 0 19

root@localhost:~# uname -a
-bash: fork: Cannot allocate memory

HIRE52:

xxxxsshd2[23985]: fatal: setresuid 20054: Resource temporarily unavailable
xxxxsshd2[28377]: Disconnecting: fork failed: Resource temporarily unavailable
xxxxsshd2[4484]: Disconnecting: fork failed: Resource temporarily unavailable

HIREE3:

[root@ecs-xxxx ~]$ sudo docker info
runtime/cgo: pthread_create failed: Resource temporarily unavailable
SIGABRT: abort

BEER, HIEAMERATEREREEN, JREERECSRAREAE, ERE4R0
HEAZEUA R T ACERISK(E.

1. EBEREEEHS.
2. EIECSRIENIIZINGER “RIFERER" f5tn, BERRSHTAFHERBERHHA
ZIRSHAFER, FMIRE, B NEEREER.
- URAGTEAE, BXENT ERFREMRCREFNER, TEAFISER
EASERRE.
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- BN, UTEEI,

Liroot FIFERAIRSEE, HUTIATE<S, HiEmessagefldmesgHE.
dmesg -T

cat /var/log/messages

- WIREHANE3-20FRAIcgrouptEIREEFTEN, PUTSES.

- BN, fTEER4.

3-20 HEIREE

PATLA TS, EEIRMRRELIESH.

ps -efL | wc -l

HiTUS S, BEINRMESSBAERINSaI R AL D EUHITIL .
sysctl -a | grep pid_max

sysctl -a | grep threads-max

- URHFRFEESEHISIXEMEES—, BBAMBEENTIXpid_max.
threads-maxiXFEPNSEHITIRA . B EERIESEBpid_max. threads-
max&#.

- B, hiTEEe,

PATUAT <, MEREHERpId.

ps -ef | grep iRFEIHES

PATLA T E<, IRIEERIRpidiG EiZIHFERIlImitsECE |
cat /proc/pid/limits

unlimited

- BE&Max processes{T, MRIRAFIRNAELEIRLZE, BPAFE
SHmitsSHHTR, BRLBRESERMlimitsSH .

- BN, HITERS.

AT T <, 1RIBEERIcgroupiRIEA USRI HaIiREAIEMRIcgroupER

cat /sys/fs/cgroup/pids/#HZHEHREEE R/pids.max
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EEST

cat /sys/fs/cgroup/pids/#tiEHE+ RS BR/pids.current

3-22 cgroup HZE

[rootlecs N cat ssys-sfsscgroup-spids-user.slicesuser-8.slicespids. max
28877

[rootlecs- e groupspidssuser.slicesuser-8.slicespids.current
s

AN
a. WIELAT®HS, RIBHEENpidEXXINAIcgroupBR.
cat /proc/pid/cgroup

3-23 B8 pid EHIINAY cgroup BF

d:iperf
2 dewi

G :hlkio:~
‘cpu,cpuacct s

REIZERFRIpidsiTH “/userslice/user-0.slice/session-5.scope/”
5/sys/fs/cgroup/pids/#%, AIS#HIEXIRAIcgroupERA “/sys/fs/
cgroup/pids/user.slice/user-0.slice/session-5.scope/” &

b. HWATLATES, RIEAERIcgroupiRIETTLAS R HalREAIE KA cgroupE
o

cat /sys/fs/cgroup/pids/user.slice/user-0.slice/session-5.scope/
pids.max

cat /sys/fs/cgroup/pids/user.slice/user-0.slice/session-5.scope/
pids.current

= YNRpids.currentiZifipids.max, APAFEIScgroupSEHITAM, AR
SEIESEREficgroupS#L,

" BN, SRR TRBRERASE,

JEfipid_max. threads-maxZ&#{

a. HATFAERERZREITIRMASHA—, HITUTHS, BiFHsIkES
sysctl -a | grep pid_max
sysctl -a | grep threads-max

b. HATLUT#S, 1EXpid_max. threads-maxZ#{,
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echo 'kernel.pid_max = 4194304' >> /etc/sysctl.conf
echo 'kernel.threads-max = 4194304' >> [etc/sysctl.conf
HATLATar<, EECEE.

sysctl -p

o Afilimits&#L

a.

g%ﬁ?&%ﬁﬂ%ﬁ&&ﬂ’ﬂﬁﬁpﬁiﬂﬁ%ﬁ, HATUTmSE Ik ES
ulimit -u

PATLA T <, RIBWSERNSRIETME, BiESiERInproc LR,
LArootFHFnprocBic & 100000941 :

echo 'root soft nproc 100000' >> /etc/security/limits.conf

echo 'root hard nproc 100000' >> /etc/security/limits.conf
BERERSEE, HFUTHSWMARERSER.

ulimit -u

" [OERENRELSEDEEMNE, RTMESEEN, AFixsessionEF W
SSitIERIA .

" BN, BRERTRERERASFE,

o ifF{ficgroup=#

IEAHER TS 2

PATLAT S, LUSHEX cgroupllfftEed LR AZKAMGI, 1EHaIiBHR
HHcgroupBE R,

echo max > /sys/fs/cgroup/pids/user.slice/user-0.slice/
session-25.scope/pids.max

KAIERTE=:

WITIAT®S, LUSHEXcgroupiRBEITH KA, 1EHanBiREIRY
cgroupE=,

ZEALIREREEREE, Bl em et enRSHFREEN.
echo DefaultTasksMax=infinity >>/etc/systemd/system.conf
echo DefaultTasksMax=infinity >>/etc/systemd/user.conf
echo UserTasksMax=infinity >>/etc/systemd/logind.conf
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4 PEEECE

4.1 CentOS 7 EZJS dhclient RiE1T, SFIEILEN IP

)RR HEIA
=R R EEdhclientRiZ T 5P EFREN
]k
BREdhclient#HEREITRIIRRBEE -
1. NetworkManager kA BEHENSEH dhclientifEFRIZIT -
2. MEIRSEFRMANetworkManagerEIESE,
LR SIRE
ATRIEEATFCentOS 785!, EulerOS 2&%!. Ubuntul8.04EERFI=IRSSEE,
FH{FEFDHCPFRENP,
EETSE

1. HFUATES, fildhclient2&iET.
# ps -ef |grep dhclient |grep -v grep

2. WERk#Fdhclienti#Hiz, MFIAdhclientiHfERIZ T, RITUTHS, HEmHEs
NetworkManager2&iaiT.
# systemctl status NetworkManager

- W1ENetworkManagerfJiAZS9Active: inactive (dead), M
NetworkManagerREz, HIITLA TSRS, WEIZRSZEEHINERE.
# systemctl is-enabled NetworkManager
#ER JadisabledUFfiAJgNetworkManagerRigEHFHBER S, HITLAT
aHITIRE .
# systemctl enable NetworkManager && systemctl start
NetworkManager

MihRA 21 (2023-10-27) AR © AR BRABIRAS 109



SEMERARSS =R
EEREEES

4 BECE

- BNEENetworkManagerf9IR&IActive: active (running), HUTUATHSESR
W-KiRE =S HNetworkManager&iE,

# nmcli device status

MR B ZM-EARISTATE Junmanaged, MiZM-RISFFR#E
NetworkManager&12, HfTLA TS HITIRE .

# nmcli device set eth0 managed yes
3. HITLATaS$ERNetworkManager,
# systemctl restart NetworkManager
4. HIFUTHRSERPREEEIRN.
# ip add

4.2 Linux AR EE MK ER0fbE

ERin=

RESHT

Y5

{EACentOS IR ERAIFABRREIENIRS R EEE —I M- Reth0Oi2
eth1,

ﬁ%ﬂ"]%f@ﬁiﬁEP%EFDEHE%%EE"H?T%VEa BERTRZFIEAMI ST, BIEER

/etc/udev/rules.d/70-persistent-net.rulesS{HIC FAI A IBEIM K IPSMACHEIERT K7 5%
=, FELFERZAN,

1. ZHudevm-EERSENIERS Z2FERTHEESE, /etc/udev/rules.dhfyE
AR ERS L 55T/ lib/udev/rules.dFRRIRINY, FERFECIE—PN=EEIT

# touch /etc/udev/rules.d/75-persistent-net-generator.rules

2. ERRSE.
# reboot

4.3 Linux ZA&ERS/etc/hosts BaiRiNENZRT

RIS

RE S

=BRSS5 88 /etc/hosts )RR E R R B &R IIhostnamef1127.0.0. 18944, SEEB1T
NIRRT H I R)RR

/etc/cloud/cloud.cfgeshXF/etc/hosts A SZNIAYECEUN T :

manage_etc_hosts: localhost

B E B hERhostnameF N At BIFAEUL AT, FAFERECENMDNSIER TAY
RohinE, WNRiZACEXIWEIL S LABHIZACE -
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1. FJF/etc/cloud/cloud.cfg3Zi4
iEFEfEmanage_etc_hostsECEIR, 1TF:
[R3:
manage_etc_hosts:localhost
Elf5:

#manage_etc_hosts:localhost

2 JRIB&/etc/hosts#H9127.0.0.1 hostname hostnameRfEAT

4.4 ZMEEE S network [BEiMAME

[BRIISR

FERoiBanetwork/GHEIR S Device eth1 does not seem to be present, @kno
suitable device found for this connection

4-1 network BEh5K

exiting.
failed.
[ 1
Bringing up interface ethl: Device ethl does not seem to be present, delaying initialization.
[ 1
Bringing up interface ethZ: Device ethZ does not seem to be present, delaying initialization.
[ 1
Bringing up interface eth3: Device eth3 does not seem to be present, delaying initialization.
[ 1

Bringing up interface eth4: Device eth4 does not seem to be present, delaying initializatiom.
[ 1

1ERpS
CentOS. RedHat. EulerosZ&FIR{EE % .

£JRSPRH!
ZEFSREEN-RIRE, ERN-RRHIINSEITT, S,

RESHT

Bafinetworkfid& *Hﬂ/etc/sysconfig/network—scrlptsEiTE’JH FECENME, MNREK
FREEZMREEXHE, SRAEAREIIINAIN-RIZESEnetwork[SE1ELK

WIEFE
BINZRIM<, AEMIER/etc/sysconfig/network-scripts R FZRIIM-RECEX
%,
1. HITUATHS, EANZN-REENEHER.
KEIPEERIRSZRASBEE 1AM RECEX S .
cd /etc/sysconfig/network-scripts
2. BUTIATSHSEBMMRIE,
mkdir tmp
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cp ifcfg-* tmp/
s tmp/

& 4-2 EENMK EEESZ#F

" ifdown-ipu6 if down-Team ifup- ifup-plusb  ifup-TeamPort
ifdown-isdn un-TeamPort i ifup-post
ifdown-post if i i

ses i up-si
uup Lur-‘p ifup-plip ifup-

c - thd ifcfg-ethé ifcfg-eth8 ifcfg-lo
ifcfg-ethl ifcfg Ht)\ll ifcfg-ethd ifcfg-ethS ifcfg-eth? ifcfg-ethd

3. WRIERA—KM-K, NBRifcfg-ethOIMZRIIM-RECES M, WREifcfg-
ensSECE N 43R Eﬂﬂ]ﬂ%o

ABILAERifcfg-eth1 Ellifcfg-eth11, Fhifcfg-ens5861, SHRIELIRM RECES
RIS o
rm -rf ifcfg-eth[1-9] ifcfg-eth10 ifcfg-eth11 ifcfg-ens5

4-3 MRS RAVECEN 4

[rootBcen?Z network-scriptsIt rm —rf ifcfg-eth[1-9] ifcfg-ethlB ifcfg-ethll ifcfg-ensS

[rootBcen?Z network-scriptslt 1s

ifcfg-ethd ifdown-eth if doun-post ifdoum-tunnel ifup-eth ifup-plip ifup-routes init.ipub-global
ifcfg-lo ifdown-ippp ifdown-ppp ifup ifup-ippp ifup-plusb ifup-sit network-functions

if down ifdowm-ipwh ifdoun-routes ifup-aliases ifup-ipw6 ifup-post ifup-tunnel network-functions-ipub

ifdoun-bnep _ifdown-isdn ifdoun-sit _ifup-bnep ifupisdn ifup-ppp __ifup-wircless
4. ZERZRMdhclientif#ig,
a. &Higdhclienti#iz
ps -ef | grep dhclient
b. LAPIDZ3770 761, HITLATa<SERIZERE
kill -9 770

A ER
o ISEXRIEMHEIRSSAIPID,
o kill -9 PIDETEFILEHRHIIE .

4-4 %558 dhclient i#12

73-test network-scriptsl#[ps -ef i grep dhcl
£ K 88:88:88 /sbinsdhclient -H ecs-centos?3-test -1 -q -1f svar/libsdhclients/dhclient--eth@d.1
thd.pid ethB

8 ttyl AA:AA:AA grep --color=auto dhcl
-scriptsl# kill -9 778
netuork- scriptsli

5. ERnetworkfg5%.
systemctl restart network

6. BEEnetworkPBIRESIKREIEE .
systemctl status network
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& 4-5 &BF network LIRS

[root@censZ ~ I systemctl status network
®» network.service - LSB: Bring up-down networking

Loaded: loaded (retcsrc.dsinit.d-network: bad: vendor preset: disabled)

Active: active (running) since Tue 2018-82-B6 18:54:58 CST: 34s ago

Docs: man:systemd-sysv-generator(8)
Process: 522 ExecStart=setc/rc.dsinit.dsnetuwork start (code=exited, status=8.5SUCCESS)
CGroup: ~system.slicesnetwork.service
Lg16 ssbinsdhclient -H cen?2 -1 -g -1f ~var-/libsdhclientsdhclient--ethB.lease -pf svarsrunsdhclient-ethd.pid

Feb 86 18:54:55 cen?Z.novalocal systemd[1]1: Starting LSB: Bring upsdown networking. ..

Feb 86 18:54:55 cen?Z.novalocal network[5221: Bringing up loopback interface: [ 0K 1

Feb 86 18:54:55 cen?Z.novalocal network[52Z]1: Bringing up interface eth@:

Feb B6 18:54:55 cen?Z.novalocal dhclient[6841: DHCPREQUEST on ethd to 255.255.255.255 port 67 (xid=Bx7b2BZaZe)
Feb B6 18:54:55 cen?Z.novalocal dhclient[6841: DHCPACK from 192.168.3.2 (xid=Bx7?b2BZaZe)

Feb B6 18:54:58 cen?Z.novalocal NETIBBB1: rusrsshinsdhclient-script @ updated retcsresolv.conf

Feb B6 18:54:58 cen?Z.novalocal dhclient[6841: bound to 192.168.3.234 —- renewal in 37342 seconds.

Feb B6 18:54:58 cen?Z.novalocal network[5221: Determining IP information for ethB... done.

Feb B6 18:54:58 cen?Z.novalocal wetwork[5221: [ 0K 1

Feb B6 18:54:58 cen?Z.novalocal systemd[1]1: Started LSB: Bring upsdown networking.

4.5 Linux &%t ping 152 %LM, 27 Name or service not
known

pingAMIFZ LM, $Z27~Name or service not known, {ERJLApingi@3#itAMIP,

RESHT

LIZEAREEE =1RE:

e /etc/resolv.confARECEDNSHEELZ DNSHNHEIRSH .
e /etc/nsswitch.confSZ{FHIFEDNSEEITICR S -
o /lib64/libnss_dns.so.2 EEXF-E L SH T EMITIHS -

ARy
WITLAT S, BERTESZITHINEX .

# strace -e trace=open ping www.baidu.com -c 1

ZEER P IRIRT A MR S RN 2 AT o

ERG=
CentOS. EulerosZEFIR{ERS,

RIEFE
° =—: Jetc/resolv.confARECEDNSHE L Z DNSHNHEIRSH .

Jetc/resolv.confrhis X2 nameserverll, NER;ZIEENameserverZiik A2l
DNSHRSS2E, HEXEF2r1EM,

nameserverR T ZAHE Rz bHHEERI N SRS L . EFIEERSS
SRR AR EIINERERN, BREAFE— nameserver;&HB R MATA

BB T—1HInameserver,
BB etc/resolv.confRECEAIDNSIHbLLE
o IHET: /etc/nsswitch.conf3Z4HIFRDNSERTIC RS -
a. #1a&/etc/nsswitch.confEEEDNSHEATEE .
# grep hosts /etc/nsswitch.conf
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BIREEUTREAR, hosts{THKRECEDNSIEIR, SHBITHZIIAEIZ
BY/etc/resolv.conf, SEUHZMEITEY

#hosts:  db files nisplus nis dns
hosts:  files myhostname

b. ¥JFF/etc/nsswitch.confiiE|hostsfTiRNNIDNSEEHT o

#hosts:  db files nisplus nis dns
hosts: files dns myhostname

(MARY:
hostsIRAYME IR ERIRFFI LIRSS, XLARSS AT EHINZAIIPHELL

“file” FTRfFEMA/etc/hostsiF, “ dns” FREFERIHZIRS . R “file” {F
“dns” Zgl, NEKERFIEELEELE etc/hostshEIGZ, ABEAEBIIDNS
B (XEAEE ) . INRKEEINsNASFHADNSEH

o 1H==: /lib64/libnss_dns.so. 2 EENFE XS TLEBEITIHSZ .

a. /lib64/libnss_dns.so.2 EEX{4mHglibcB =4, BILAEERIGglibcEERESR
AT

# rpm -V glibc
(1] %88
FEEERBLINuxZSH14T rpm -gf /lib64/libnss_dns.so.24E B EES {4 .
EEEEW TR, 5A8/lib64/libnss_dns.so. 23 {4EERsk

missing  /lib64/libnss_dns.so.2
b. HITLATa<S, TFEIIIGER,
(AL

HEIEEN=IRSESE EH11TLs -1 /lib64/libnss_dns.so.2ET%0/lib64/libnss_dns.so. 2L
%9/usr/lib64/libnss_dns-2.17.s0,

# In -s [usr/lib64/libnss_dns-2.17.so /usr/lib64/libnss_dns.so.2

4.6 [El—FRIAIFRIR R -RIIGBERIELNR] IP

EJRREIA
LRSS ER ERIAEF PRI R, RE TIRIEAMIP, Hep, EM-RIFERGRMER
MIPRETLAIESIASIE), B2 REM-RRIEMEAMIPEEAIE .

RIS
CentOSIERFRIEM RIRSZBEBAFE T REIERA (rpfilter) , =ARSSEIAIE
I\ISE2fSmeth0RY, i BM-RIEMEAMIPRIREMM ethHAN . RFUEIFIRT, X
MEERIERINIZ M ethOLIEE , THRSEEFREMeth TN, BIMSEIRAIM-RUE]
R, BHAEIREMERREF -

IE7E

BT SRER IS ERILAET BN-RRREMNT BMR&EH, FENT:

1. BATLAT GRS, fmiESC{4rt_tables,
vi [etc/iproute2/rt_tables
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AII— N route tablef95I%%, Ultest,

local
main

default

unspec
test

®FEIRE,
PATUAT ™S, TEtestRPIRIMNEER,
ip route add default via 7 /ZMNEME dev eth1 table 2817 IIHIES
Bugn:
ip route add default via 192.168.166.1 dev eth1 table test
4. PUTLATE<, RINSRARIEA

ip rule add from # /ZRJ-KIPHELf lookup 1A 7NIHIFES prio €7
32766, hERSFmaink

Bugn:
ip rule add from 192.168.166.22 lookup test prio 32000

ZEiit, FRME ERARIPRGZEBTLUAE T » MNREFAMXANN, TG
EREGRINFIFHEIA “/etc/rclocal” i,

4.7 NetworkManager 7Ei=1T docker BT HBAAENTF
BAT?

BfSEIES

EI1z172 N dockerF28HIIAE T NetworkManagerfR S SFRNEFRA, SBAFER

esnis
ESUISHE

(MR

o ATIRIEERTFCentOS 7. Ubuntu 16.04%EX %,
o ZNIEHNERMERS, AatiEm S, HEIERE.
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Lrbag iy

TS

NetworkManageriB#HINFEMERREH/FILRISXETIEN, BEEFRES

FOWFIEABRZ FEASED

SRR

HITLA TS EENetworkManagerfgss .
# systemctl restart NetworkManager
RRAETSE:

o CentOS TAERFK=IRSS =

HITLA T {=1ENetworkManagerfRS3, M A networkETEMI4E

# systemctl disable NetworkManager
# [sbin/chkconfig network on

# kill “pgrep -o dhclient’

# systemctl stop NetworkManager

# systemctl start network

(1 588

H¥lnetwork SEIKMAIREAR AN ESMREENHSH, MESESESHMREEX

4SHnetwork SaIEMALE
e Ubuntul6.042{E& %
a. WATLAT @S {FEMnetworking E1EM4E
# systemctl disable NetworkManager
# systemctl disable network-manager
# systemctl enable networking
# kill "pgrep -o dhclient’
# systemctl stop NetworkManager
# systemctl start networking

b. BEFRnetworkingfkss, —EZEEinterfacesXFHEHIREMBEE N

DHCP#&E= .
vi /etc/network/interfaces

ERBF— 1 MKethON A LA B s IENN:
auto eth0
iface eth0 inet dhcp

4-6 1ZEMEECE S DHCP {25

source fetc/network/interfaces.d/*

auto lo
iface lo inet loopback

0 inet dhcp
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4.8 RGEHEINZSE IP ZEXEAT?

ToiRIEFZ M o

o IZHYEMRTFCentOS 7. EulerOS, FEFADHCPHMNYIKENIPIZE .,

o)A

1SRRG E R ARSS B -R VRN S,
ERnS

o  DHCPIEZIERERIAA24/ET, EUALASTIRASS%
REDH

DHCP&IFEITFE:

DHCPHIRISIEISIEEIE: DHCPAIL. DHCPIEH

P

& 4-7 DHCP £iET

Client Server

3 9

Step1 DHCP DISCOVER
DHCP OFFER
Step3 DHCP REQUEST ___|

g DHCP ACK/IDHCP NAK

e DHCPX%H ( DISCOVER)

Step2

Step4

. DHCPiEsk. DHCPHgIA, NEN

EREYIEBEFN EAIXT BRS KT RRIRSEE. ﬂ%”éﬁﬁﬁﬁiﬁﬂ%—ﬂ\ﬂtﬁ
IRESkEE A DHCPELS B — N FM_FHIDHCPIRSS 2R . %X FSCHIAE R —N BRIt
1It9255.255.255. 255:\2%—A¥ﬂr“}§itﬂntaﬁuop@o

e DHCPi2ft (OFFER)

ZDHCPIRSZSSHUIEI— 1 RBZFHIPFELIIEREY, EaiRMit—1IPFEZY, DHCP
AEFFRB—IPHELLE, ASSEISMEZSEE—1 DHCPOFFERBESEEF . ZiHR
BEEFIIMACHENE, ARSS[IGMHAVIPHENE. FRHERT . FRHALAR IR HLIPRIDHCP

HE?J nnEglP
e DHCPi&E3R ( REQUEST)
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WEFE

HEFPCKEI—MPIELIIRAEY, BRREFIEEMAIDHCPIRSBEER RS
TR, B, ZEFRSKIE—1"DHCPREQUESTIHE., Hha &R
FRLIRIRSS3ZAIP . SEMDHCPIRSZ SRR TZEEE, BliISWEREsE
RUEEPIEL ., RREINCEESEPRERVAR M SHMEEI AT Ateht
e, X, SIRAILUSEfMIH SO EIX Mbll . (FEEERIDHCPIRSS2EED
LA E—MPIELIER, BERE—1TEFMN-TREEZ—MELRM .
DHCP#aIA ( Acknowledge, ACK)

LDHCPIRSS SBEISREEFHIREQUESTHEE, SRR T R BEIRRISEM
B o IXMERI R EIEZIE— P DHCPACKBAE M , X BB SHEIINEFaT4Y
ERAVEMPIEEERES . XAHE, TCP/IPEIELEMTR T -

BEEEFIRDHCPIERIER
# grep -E "dhclient|DHCP" /var/log/messages

[ZZ] =E ‘E3
4-8 DHCP 153K1C3
May 12 11:59:39 ytnS_tEEt_Sl dhclient[7376]: DHCPREQUEST on eth0 to 10.10.3.254 port €7 (xid=0x1880414e)

May 12 11:59:35 yth3_test_sl dhclient[7376]: DHCPACK from 10.10.3.254 (xid=0x1880414e)
May 12 11:59:35 yth3_test_sl dhclient[7376]: bound to 10.10.3.240 —— renewal in 33696 seconds.

- dhclientZEf IR B RES B 12 B EFHEFARIN ( 23 EMRIVETIE 4826
H, EEEREFEST) .

- dhclienticR FT—REFEAEETE33696F 5 (L99/0N\B121%, BEIALE91/2
BTARHBEERRIER ) , BITORERAEESB12H212219EA.

M

A LiEd &ifdhclientlBLIERICEMH, B—IXEHENIIESICREIAX
feh . FUTLAT S SERXHRIRTIER (Xl leaseBRE ) o

# ps -ef |grep dhclient

MEFBFERSAE ( messages ) KMTELERRGHIS/ NS 149 F R GRTIE A LD
T, ERE4H26H, (BRAF MRERBERAEEI6KE, BEREVNIHERA
HeEFRiESR, FHYRIHAGip#DHCPIRS HEI, SHMipEX.

# grep "Time has been changed" /var/log/messages

4-9 RERAE

May 12 17:05:32 wyth5_test_sl gystemd-logind: Removed session 2508.

May 12 17:13:16 yth5 test_sl gystemd-logind: New session 2509 of user root.

May 12 17:13:16 wytho test sl gystemd: Started Session 2509 of user root.
ay l2 17:13:16 ythd test sl gysiemd: Starting Session 2509 of user root.

tpr 26 17:49:38 vth5 test sl gystemd: Time has been changed

Bpr 26 17:53:50 yth5_test_sl gystemd-logind: Removed session 2508.

Lpr 26 17:58:5% ythd test sl gystemd-logind: FNew session 2510 of user pundeck.
Lpr 26 17:58:59 ythS test sl gystemd: Started Session 2510 of user rpundeck.

FrpiTdhclient, SKEVFAGIpitit,
dhclient -r eth0
ifconfig ethO0 down
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ifconfig ethO up
dhclient eth0

2. HERSEE, RANESIKEILEE, RASERHIRENPHELIL,
SENTPIRSSSEEEMntpATEIEE

4.9 resolv S EEEAT?

I
{&lresolv.conf3 {4, {BIRSZEEERE, resolv.confXHHEE .,
BRGxE

WITLAT S, AresolvERINiENE, ZmSEXGEHENRE root R EEE
BLZ S,

chattr +i /etc/resolv.conf

4.10 Ubuntu E%t ECS ERfG “/etc/resolv.conf” AR
BA?

[B)ERiEIA
AERUbUNtURRAIECSHE B R MBIAXIRSS S, FanlEeihd/etc/resolv.conf3 4
WRIFT, nameserver=FER#BIAIRRY127.0.0.53,
4-10 [FRMKR
'CIIU" “t d‘.u_. ‘tl:l see |:|r:+ ll: thuu‘t the actual nameservers.
mameserver 127.0.0.53
"F'Fl r C h“ah |? . rfr.nm
RED
UbuntuRFtEXRAEIA[Esystemd-resolvedRSZ3#EIPDNS, EE=IRFZ[/HUESE
[EMLEEXIRSZ S S5 etc/resolv.confSFHERIFT A systemd-resolved BR S #EFAY
127.0.0.534tbdit .
RETTIE
(1 588

ERCIERT, BINSEEsystemd-resolvediRSS .
Bix—: FEhEs/etc/resolv.conf3Z{t,
1. LArootFHPZERECS,
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XAFEEsystemd-resolvedfRSS .

systemctl stop systemd-resolved

systemctl disable systemd-resolved
ERIARY/etc/resolv.confRIREERE, MIFREREBENH .
rm -rf /etc/resolv.conf

4mig/etc/resolv.conf, IEHNtEXDNSEIE .

vim /etc/resolv.conf

BIRINBEENX AnameserverS I INIDNSEE, N FAA:

nameserver 100.125.1.250
nameserver 100.125.129.250

& /etc/resolv.confBEEENNEL, BhLE#dhcpaEEMIRSZS BN .

chattr +i /etc/resolv.conf

J5iE—: {#EFfNetworkManagertRiIEdhcpZREXHIDNSEE ( vpcFRIFECEAIDNS(S
B) R /etc/resolv.conf3Z{4t,

1.

X AFHZEHsystemd-resolvedizs3

systemctl stop systemd-resolved

systemctl disable systemd-resolved
fmiENetworkManagerBt &34, EiNdns=defaultBicE .
vim /etc/NetworkManager/NetworkManager.conf

[main]
plugins=ifupdown,keyfile
dns=default

[ifupdown]
managed=true

[device]
wifi.scan-rand-mac-address=no

ERIABY/etc/resolv.confRIREERE, MIBRERIE B .

rm -rf /etc/resolv.conf

&G NetworkManager, fl#r/etc/resolv.conf3 {4,

systemctl restart NetworkManager

K& /etc/resolv.confRAdnsiBXELE -

- &D% S5=IRSEMEFM FHIDNSEE—, RKFEXLIN.

BHLBRENE, EEMRRSH[FER, PEM-REEAEN-REZR,
ED%EJJEE% zﬂh?ﬁh‘ﬁ, IRE “‘BAER ¥, BIATEEE “DNSRSS
%g ” {%_IILI\O

- RAH, BREXISERERARSHGE,
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5.1 CentOS 7 &K fstab ToiEIEEHR/EL?

IS
NINFTERZ (B etc/fstabL VS HTER LR AiES =, ABJumount|BEE, HfT
mount -aj5ERAIfEEREEHRKIN.
AP IRIEIEREFCentOS. EulerOSIRIER S

RE S

1. HIFUTEHS, TaFE=EAImount unit,
# systemctl list-units --type=mount |grep failed
test1.mount loaded failed failed /test1

2. PUTLATERS, EEizunithihiRE.
# systemctl status test1.mount

@u.u yﬂ-Fﬁﬁ'T

e testl.mount - /test1

Loaded: loaded (/etc/fstab; bad; vendor preset: disabled)

Active: failed (Result: exit-code) since Wed 2019-08-28 15:32:53 CST; 3min 27s ago

Where: /test1

What: /dev/vdb1

Docs: man:fstab(5)

man:systemd-fstab-generator(8)

Process: 4601 ExecUnmount=/bin/umount /test1 (code=exited, status=0/SUCCESS)

Process: 3129 ExecMount=/bin/mount /dev/vdb1 /test1 -t ext4 (code=exited, status=0/SUCCESS)

Warning: test1.mount changed on disk. Run 'systemctl daemon-reload' to reload units.

WNEIREEARtest]. mounti#Z AL T, FEiz{Tsystemctl daemon-
reloadE?ﬁﬂﬂ%‘kumtso

B /etc/fstablt, WaH{Tsystemctl daemon-reload., TEiE1TiZ< 281,
systemd R EEN fstabFE R R BT

WIBTE
WITUAT S, EFNEsystemdBEunitfil & .
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# systemctl daemon-reload

5.2 Linux #0{aEl#E swap 55X /swap &

&R

ARTIRIELACentOS 6. 8IRIER S =IRSZ2E NG, IESHPEIEswapH X,

YR SRE

RIEI RS REIBIEEA/NMING, BHARRHETEE EBIITRTIE .

me=—: (FERPEEEIE swap

1.

WIFUT®S, FiE—1HKX (LLR2G6HEA) .
# fdisk /dev/vdb
EIREEWMT:

Command (m for help): n

Partition type:
p primary (0 primary, O extended, 4 free)
e extended

Select (default p):

Using default response p

Partition number (1-4, default 1):

First sector (2048-20971519, default 2048):

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-20971519, default 20971519): +2G

Partition 1 of type Linux and of size 2 GiB is set
Command (m for help): p

Disk /dev/vdb: 10.7 GB, 10737418240 bytes, 20971520 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x1f02f438

Device Boot  Start End Blocks Id System
/dev/vdb1 2048 4196351 2097152 83 Linux

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.

PATLA T8, 1SN XeIEIswap.
# mkswap /dev/vdb1

PATLA T a8, #lidswap X,

# swapon /dev/vdb1

HATLA T8, EifEEaAIswap.

# swapon -s

WITUA TS, Eiflswap/ XUUID,

# blkid |grep swap |awk '{print $2}'
UUID="1ee90e3c-1538-453b-9240-ad430f835f6f"
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6. HWITUTHS, THswapFHBEwNER, BIEZHEEE N /etc/fstab,

swapHJUUIDM\ B4 MITLA T a5, Eiflswapf3XUUID, 3REX. AGIHniTdn
S,

# echo "UUID=T7ee90e3c-1538-453b-9240-ad430f835f6f swap swap
defaults 0 0" >>/etc/fstab

7. WATLAT®S, E#Hswap.
# mount -a

2 FRAXHEIRIRIZEH swap 91X
(1 588

(ERAHEIRIRIR B iswapE e < B FRRIR EIHRERE .

1. BITIUATa<S, GUi21GAIswapiF.
# dd if=/dev/zero of=/swapfile bs=1M count=1000

2. WIELAT®S, BosUdtAswap,
# chmod 600 /swapfile

3. TR, BEXEEEswap.
# mkswap /swapfile

4. HFLATGS, BRswap.
# swapon /swapfile

5. PUTUATESS, EMswapFiEzNER, FswapSHEEE N /etc/fstab,
# echo "/swapfile swap swap defaults 0 0" >>/etc/fstab

6. HITLAT®HS, HEHiswap,

# mount -a

5.3 MIHEEMIFR, EXEREBREAT?

RIS

LinuiZERZ RS [BEEFTELERIS. flu, LES-186, {#EF=ES
FBZ5996%

El 5-1 iRERZ=EHARIS

Size Used Avail Use% Mounted on
49G 47G 2G 96%

tmpfs 16G 0 16G 0% Jdev/shm

BSRIRERFE 142G K/NEI fHraccess_log, XM =2apacheF=4ERiA(E)
BHEE, MBEXNMIRERA G EENapache HEHT -

1. ATLA TS MBRaccess_log,
rm /tmp/access_log
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2. WITUTHSEENERSFRER,
df -h
MpRiZ - EERJIEE G R R ERER6%.
RE ST
BEASEHURR X RETEAEMAYER, 1F®REREGHZEIE, SEHiE—
BERXNEEEE.
RTPHRE, BAEETRLInwCHEIZENSIFNEEEM
— PN XHEXERFRPFRD IENEBD:
o IEHERS: BT MR ZMImeta-datart, EISEIERIERE, XAMEETFEM
meta-datadiEi& T .
o  HIEED: MEUES D FHERESD,
BEIEXTRAYIE T Mmeta-datashiBlRE, MEEIRE D SBENT B AW EBEHE
ANFHIAE . EIMERaccess_logHfa, TEEREREMNRE, SEAhttpdi#Hiz
ARE—HOEXNMNEHBEANES, SR T access_log3ifg, HIZHME, SKARTRAY
1BEERD FHARMmeta-datadhiBlg, HFIEHFHARMER, RFEPZFABIASEFH R UM
IR, ALEENXERFFERERER, ERTEHRER.
WIBTE

1. {FHofpSEERAAHIE—BEE@access_logHFHENEIE,
# lsof -n |grep delete

5-2 EESNHE

thostl /1#lsof —n|grep delete

COMMAND PID USER FD TYPE  DEVICE SIZE NOD NAME

httpd 2660 zoot 4u REG 582 43289765 /access_log (deleted)

WMEIZEEFR, /tmp/access_log EARHFENttpdEiE, MhttpdiHIEE—HEI
XNMNEBNAEHIE, 2558 “deleted” IREIRAXNBES G 24 M
IR, (ERATHELE—BERILXXEENENE, Rt EHRER,

2. HLUEERXFSEERhttpdiHiz, ERIRERS ., HEEL BE=Taccess_log,
HITLA T ap<iE=access_log.
# echo "">/access_log
BIEXMAE, BETENMETLIS EFEK, BallRIEAESERNEENE
E, BT -hBEERD X R EERBEN

5-3 EERERTELAE

[root@hostl /]#df -h
S5ize Used Avail Use% Mo tad

40G BG 446G 10%
0 166G 0% fdev/
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5.4 Linux {4 &E%i273: Read-only file system

[BIREIISR

LinuxiBER A =R SS =2 MIBRHE BRI RS RiZE: Read-only file
system, SEIRIEXM.

roo

m
m
m
m
m
m
m
m
m
m

REDH

: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘' logstash-plain-2019-
: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘ logstash-plain-2019-
: cannot remove ‘' logstash-plain-2019-

t@oss-vpc-network-om-elk-20 logstashl# rm -rf *2019*

‘ .log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system
.log.gz’ : - system

o o e
NMARWNRRRERERE

NHRGRIZAEERTRE

AP

NHRFERSE G RFAHENRZRR
N RFRARIES R TR
IS, BiREERINESE Raid- REIES B .

BEXHRSR, AIESTEHIEERL, BASHERERHITERE.
WATZSIAES, BREFHEEREETESFERNE.

m=R— MHERFARZSESSERIIREE S SESEHR R

1.

WTLUAT S, BEERBRXXEFREERAER S
# mount |grep E&H &
NRERTREH SN Iro, MREES S ARIESE.
EAERIER FAILALUEE FRNEfSm#TiER, 7!
# mount -o remount,rw EE
[MERY:]
MBAETRBIIBLUES HER, HIE/etc/fstab34ESEMMTISE,

e MRERETREZASR rw, WHARBIXERFERS

1.

PUTLAT S, BBERARPXTXHRZNES .
# dmesg |egrep "ext[2..4]|xfs"
BHEERPINEEI/O error ... inode HIFIRIEENIRE A MR FEIRSEEN

RigE=l,
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MEFR, FREENHERES, BESHEERRE, BTNERRAEERTE
EEE, FEEBIRAFER (EE THRERER ) BEXHRSR.

HEEHANRRARPEASIREEXHRS
HAHRNIRE R RESR
# blkid
4. WEXHRS (LAvdb179fl)
- extRIIERFEHNITLA TS
# fsck -n /dev/vdb1
- xXfSEIIXERFEHITLA TGRS
# xfs_check /dev/vdb1
(11 %88
WMRBRIR YRS RS Imounted, FEEScumountXXHERS,
1. $UTLAT S, EELREERERIT
# mount
2. HEIRE
# umount E& S
5. EEMMHEHRS (Livdb1561)
- extRIIERFHITLA TGS
# fsck /dev/vdb1
- xfSRIIHHITLA TGRS
# xfs_repair /dev/vdb1

5.5 Inode T RFER B A CIEFT I Fn) it

EIFENES
BUEEN o E B R, 1R&BrIA=iE: No space left on device, cannot
create directory, Cloudn't create temporary archive name,

BRRE S

LinuxRGERXIHE T BRI S AS I TRATGE:
o VNBEHETE,

e inodeTi P ARV A

MARIY:

inode (R3|IPR) REF T XHRAPHI—ANXHRFIR (LEXMH. BR. REXMH.
socket, EEF ) NITEEHE, EFSEMEATHENHS.
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HRSRH

RTBRIEL RADIRCHERRIR(E, BB BIRRHITRF,

2 1E7E
1. TLUTwS, HIEHENIETERESE#.
# df -h

| 5-4 M EHEYIETE

NES-4RR, WETERERER, ARIEHET=EERHAIIER
2. PUTLATE<, EERGABRlinode RS,
# df -i
HERPEIUse%F3100%ET N Ainode R, BILAITIA AR ELS TR

inode,

a. WIELAT®S, BMBEEFRFHTIAME,
# tar czvf /tmp/backup.tar.gz /home/data

b. MBRXIR B R MHARTEEAIHFEMinode,

5.6 Linux IERARRSH/HUE D XIETZ AR B EAT?

)RR
FELINUIRFR AR =IRSZ P RIESUSRTIRZIEAE: No space left on device

Bl
o D Xblock=[E{EAZRIAF100%,
o S XinodeZSEHFRZRIAF]100%,
o ERIBRHE DM S ARBERSBEN ZEIARER
e fs.inotify.max_user_watches(B3ER

& X block Fial{EREZRIAZTI 100%

RITLUU T oS EBHETE
df -h
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WNEIEEEW RErREEblock= [E){EREZR100% .
BRBER: ¥V a=EE,

&5 X inode ZS[ENEAZIEER 100%
WU T o SEEHETE.
df -i
NEIRESM TR BBinodeZSE{ERZ100%
BRBHR: ¥aniEs,

ERERSEE O S AR SERE R =SB FR R
1. EFRIRSEEE, WiTdf -hEEEEDblock=EFERZEF100%,

2. ?j)’fjbﬁdf -IEE#RinodeTAfEAFRRIR, WTEHEFR, Aflinode=[a{EA=
1%,

3. HTdu -shEFXH A= EMEETRATERERK

1.

TUATES, EXRIND XEEFERKSRUMAI G .

=\
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lsof |grep delete

2. PUTIATaS, SRHERMEETE .
kill -9 HEEGHS

fs.inotify.max_user_watches {E5ER

LinuxiR{ERR=IRSF /T ZEAE: No space left on device

1. WITLATES, fmiE/etc/sysctl.conf3Zf4,
vi [etc/sysctl.conf
2. #RUWTHEE:

fs.inotify.max_user_watches = 524288
3. FITIA TS (HEEER
sysctl -p
Inotify B F IS RFEM, FIANER ol GIAIS N ESRAF DAY
#HE FPR98192, mILABEHITLA T anSREX S mIBYinotify 34 HRFR ! o
cat /proc/sys/fs/inotify/max_user_watches

latal | #

SNERULPRFBIAELARMREIE S, LB INPRHLAMEIES T{E.
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5.7 Linux B{ERE S =R+ buffer 1 cache HEHAEFEE
AIP?

E)RRFER
RAERIBEITE, freRSBBERANG, RUFRNETRE, AHDRbuffersil

cached,

L1nux-nnkx: /home/yb/test # free -m
to used free shared buffers cached
tem: 43183 47343 840 0 4754 41996

/+ buffers/cache: 592 47591
bwap : 2] 8 B

IR T
£ Linux BIRTEETIES, bufferELinuxA7EYBuffer cache, cacheELinux7Es
AYPage cache,
e Buffer cache: FERHARFIRIGEHITESERIAR, WHRHTEIEEFIRS
KER, BEIXHRAYRIESERAbDbuffer cachei TEZF.

fan: JXF—PXHHITERIERVER, page cache IABTEMKELEE, Mbuffer
cacheN AT LIRS pagetFe AARRINEF X, FHEREM— I ERXHIZL
T o MIZTERENTIEEUERIEISwritebackRY, MAREE N pageEE], MRHE
BB E1ZRAIERS BIET

e Page cache: EBFRIEANHRFE LRXXHEIENETRA, THEHISH
FEXT S FAread /writel R ERIRHE . LinuxERASEIZE X EABEFZEREF
&, HEEEER.

LinuxBOAFERRIRlazyiE, BINFNRIAEH, WASENEMHE0A9 S BERY
bufferflcache, WMIRBEANEF, NEBzEMbufferflcache, FRLAIEEBER T,
cache IR AR EXT RSS2 o

SR E
bufferflcacheRLINUXTIRFIZFIEEINE, SANEHAEZMREZE!T, kM
sEliElRcache 2 SRIZE 2 HIEITEEENBEIT IOMNEEIZE, FMRERIEITIE
E.
(RERIY::

NEBERSbufferfllcache, AJLAMITIA TS

# echo 3 > /proc/sys/vm/drop_caches

RIEREANTRERE/LM, BUTSEIN AR

5.8 I B=ERE({FEMH growpart ' 0 XEKBEAT?

)RR
TERERIE, Efgrowpart®ST BN RIKN, REESH:
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[R5

ET5E

5-5 IREBIEE 1
failed I;ﬂ nlulnijfil | pl.!l“ihtLt' sdevswdbh 1

partx: sdevsudb: error updating partition 1

FAILED: sk=, db partition=1: failed to repartition
waeseew LIARN ING : : failed, attempting to revert e
Warning: The kernel is still using the old partition tab

y partition=1: could only be grown by -1 [fudge=2B8481]

V' aoERERAHET 8o XGRS, NRAENRADKIFRGFHX, ojges
HUFEFgrowpartin S BN X KM,

HiTparted -lap<, R startFEREIARE2048s5,E 1049KB, NFRRD XAKRXIFF,
5-7 PXKRIITF
): 51ZB/51ZB

jion Table: gpt
Disk Flags:

Number Start End . File system HName Flags
1 34s 432P133886s 33853s test

MREMHDEXARGFFRIER, WHEES KTEBT &, BEEFI SHEBEHD
X,

AN EFohi s
AR
EPXSSHHEHIEERLX, BEE%E.
Fal BOIeFENE, BERERINHTEIESES, 1FARNS, BES N AIEIRBED#E .
. BRLinuxz=RSBE,
2. (FLESEZHBFRBEXAERE.
3. WIFUAT®S, BITEIEIRIE (LUsdb19fl) o
umount /dev/sdb1
4. PITUATSHS, #ITF S,
parted /dev/sdb
5. 7P, REIAINX.
6. HITUUTHS, ERSHREREN—DKFITT B
BAFRERE—ITSXAULY S, Elit, MsEsE—19X.
resizepart 1 ( PXE, ZamSUDXK146/) 100%
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WiTp, WIADKERYT BRI

5-8 I BOXE

(parted) p

siz 2128
Partition Table: gpt
Disk Flags:

Number Start End size File system HName
| 17.4kB 1186GE 1186GH test

(parted) resizepart 1 188~
(parted) p
Huawei UBS filelD (scsi)
b: ‘GB
e (logicals/physical): 512B-512B
Partition Table: gpt
Disk Flags:

Number Start End oi: system Name
| 17.4kB 2212GB 22126 test

H47q, BHpartediXH, Fi 89X,

Flags

Flags

NSk 21 (2023-10-27)

WRIERE © LEARITERARERAF

132



= pRSS 2R
HPEHERR 6 GPU IRZI#[E

GPU IRzhiif=

6.1 G Z33HE=IRFEE GPU IXENHE

)RR
FEWindows REMIGRIIMRIRSSEEF, FikFTFNVIDIA BHIEINR, GPUIRENTX
(RS GPUIRE B R o

AJRERE
GPUIRERAS R -

SIS

ZB1 FJHWindowsiRBETESE, ERNEAEFEEGPUIRGIIAE.
o GPUREBRIEE, EEEMN, BIEEEHEMTENEEN, WTFEFIR,

WITEEEE2,
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= RSS 2R
HPEHERR 6 GPU IRZh#fE

o IREETERE
MR EfER) =AM EERNH)
e m H==
v & ecs-f3a5-test-001
= |DE ATASATAR hlES
- RLELAEEEE
G TRRETEHIRE
= FTENRAR
& 0 (COM 1 LPT)
B,
[

v i MESE RS
i HID Butten owver Interrupt Driver
i USE S =28
w YEEAREREEHIRE
0 siF st
§ ERsaEenE
7 PR
i ESEE
v [ STiEmse
Ed Microsoft B4 B i50Es
|:|E| MDA GRID W100-10

Ay e SrEkR
ShER: NVIDIA
(E: PCl Slot 12 (PCl 24% 0, 2% 12. 188 0)

ZaEEn . FREEWBIMMTE.

[ ] Gpuggﬁbﬁﬁélﬁl&;uﬂ%g EEE'L&L; Eﬁiﬁ%ﬁf‘ﬂ%ﬂ; yu-FFEZT‘! y‘.ll'fi-iggéi
g%zo

SCASRRAS 21 (2023-10-27) WA © EARUERABIRAE 134



SBMERARSS =R

6 GPU IXzh#fE

1=z
HFEHERR
= NVICIA GRID ¥100-1Q it = x
RE BEA EY wn e | peas [we (=
g 7]
4 g woi-geanl01 2-m H NVIDLA GRID VIR0
¥ g IDE ATAJATARY
B e : =
b o WA SRR ]
P TRAEH wam: NVIDEA
+ o TTDELM 1 o = S a 13 1
. " ] 0N T | =i PCI Slod 12 PCTEME 0, 912, T D)
s 1.0
e Gl Al . Windows EMESL. RH4T
L L

K

2,

wEETER

MR EREA
= m HmE B

B5() HEENH)

ErEAEEFAGPUERIREN ( GPUIRENRER ) , MFERR, HITSERER

w :.l.: ecs-f3a5-test-001

=z |DE ATAJATAP| ¥oHlze
- EEIERE
S TTRERRHIRE

= FIENELEY

@ #O (COM I LPT)

£ EAL
[ LE7i=E
e

A AEFR RS

i HID Butten over Interrupt Driver

USE $Hih 28

o YEIEERRSEIRE

) ERATFFIEbEHRE

§ ERSTREHE

I FEEiERTRE
i BEEE

v @ BriafEs

& Microsoft B EriEfioeg

FR2 BERMERMRSE.

BHREE

2R > BREkes, MREDEIHBNREESR, E5ER.
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BNEEHHLEGPUIKE] .

ABREh G B RCE G EIRSZSEHHEAC\ NVIDIA\XXX.XX, EfxXxx.xxZEx
NVIDIAIREIAIRRA, WE “setup” LEEIRFD, WITEFIR.

> BEFREE » EHBREE (C3) > NVIDIA » 4126 »
25 i feBE 0 ok

Display.Driver

Display NView

NGXCore

NvI2

NV

EULA 48 KB

license
10 KE

477 KB

setup.cfg

W setup

FMREIESIEEE: RRGPUIKE]

-

6.2 GPU XN R EEAT?

BRI

"’

EGPUSLHIR, FUTLATaSEARGPURRIBR, RRRALEIITIEEIERF.
MHBREAFE.

nvidia-smi

EIREEU TR

-bash: /bin/nvidia-smi: No such file or directory
=17

nvidia-smi: command not found

A RERE
RIRSBEWNFH . IREREW N E IR -

RIE TS
o WRKRLEGPUIRE, 1BEFHLEGPUIRE],
REIESIESE: RIEGPUIRE)
o UNRELEI, B2IXKchENZEL
HiThistory, EEREHITITEIEIRE,

#H AN\ /var/logBZR, BEEEEnvidia-uninstall.logA%®E, WMNREIRAGPUIREIE
HEN, 1BEHLRGPUIRL,

o MRERER, EBRERNREFE.
a. EDHIKED,
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" %1 HiiTnvidia-uninstallis$, ENEIKED,
MR R SAFET LT EI=ERSBB[BLENRERE: whereis
n...ﬁﬂﬁglzﬁbo

B HiE2: EiARIRBIELEAVIRGIARA: whereis nvidia

6-1 EIEZRIRAIIRENMRA

| It whereis wwidia

nwidia: susrssharesnwidia Ausr/srcenvidia-396.44-nveidia
[ 14

RIEEIARYIEENRAMNVIDIAE N FEIKENE (AL EHT FEIkEE R
AT HTEIREIE, BREEHZERMINFELZRE ) .

LAIREHkR A nvidia-396.447941, #11Tsh NVIDIA-Linux-
x86_64-396.44.run --uninstall, EZIX5EN

b. ZJ|EIK,
REIESIE2%E: TIGPUIRES

6.3 GPU IXEIAn] FH

ElRR A

CIF-CELS

[EEHE

HiTnvidia-smiBZEGPUEAER, EXRUT:

NVIDIA-SMI has failed because it couldn't communicate with the NVIDIA driver. Make sure that the latest
NVIDIA driver is installed and running.

6-2 GPU IREhAo] A3

that the latest NUIDIA driver is insta

REAHT T AR, SEEHA%L, GPUIKHAATR.

REFENRSERSFTRITU TSRS, BEELERIITRIRZIRE:

e (CentOS: find /usr/lib/modules -name nvidia.ko
e Ubuntu: find /lib/modules -name nvidia.ko

) LACentOSHf, $iT LIRSS, EIEREENE6-3FRaIIIEHGPUIREIZEE
F3.10.0-957.5.1.el7.x86_64FRABIPIIZZEEL o

6-3 ZIRIKENRTRIRRLRRA

[rootPecs-6711 ~1# find susrslib-modules -—mame nvidia.ko

susr-libsmodules-3.18.8-957.21.3.el?.xB6_64-kernel drivers-videosnvidia.ko
[rootBecs-6711 "I# _
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HiTuname -r, WE6-4FR, BEEYFINIZIRAZE3.10.0-1160.24.1.el7.x86_64,

6-4 HFINZIRA
[rootlecs-6838 " 1# uname -r
3.18.8-11608.24.1.el17 .=x86_64

[rootlPecs-6838 ~1# _

1R Z =R RN A LR A IR S BIAAZAR AN A —E o

IETTE
o Foik—: BEEH, WEEGPUIRMIITAIPRARE, BIAIEAGPUIRE.
a. ERRSBREIITRE TRER > PBR" .
b. PETEREBFBEEIRLSM “ KiXCtrlAtDel” 28, BREML.

c. ABRRERIFNE, RETE, EIERFRERD, EELRGPUIREIATAY
RIZARTHENRF . FESBIRIRA FGPUIRFIENATIER R

o FHiET: EFHMIINZMRA, ERTER.
a. ENEIRED,
= FHiE1: HitTnvidia-uninstallis s, ENEIREN.
MRBRBSAFET LT B IRSZFZLIRATIERRE: whereis
n...ENEIREN

B HiER2: EARIRFEELEAVIREIRA: whereis nvidia

6-5 EAZEAVIRENRRA

| It whereis nvidia

nvidia: Ausrssharesnvidia susrssrcrmvidia-396.44-mwidia
[ it

RIEEIIRYIEENRAMNVIDIAE M FEIKaNE (AL EHT FEKEE R
AT HUTEEEIE, BREERRERMINREIZREE ) .

LABREMRR Anvidia-396.449f51, #117sh NVIDIA-Linux-
x86_64-396.44.run --uninstall, E1ZIXzEN

b. EXIKE,
BRIFESES%E: REGPUIKE]

6.4 GPU EBERRE

)RR

4

i Fnvidia-smiBEEGPUFEREBR, BT

o BRHZEER
No devices were found

o ZFUHRLEFRFHESRZE
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= RSS =R
HPEHERR 6 GPU IRZh# =

H47lspci | grep -i nvidia, ERFHBEIEE.

R E
1. BELHZ2EEANVIDIA Tesla T4 GPU ( filfN, Pi2akG6t& ) -
- 2, 52014 GPURERETRREHTLIE,
- &, BT,
2. BEERHHE “/var/log/message” , REFE E&EE}J*EB'E?E%**

- WL “Failed to copy vbios to system memory” =RTFIREN
H/EEIRN S, BINFTFRIRIIFAMER, {ﬂ—;ﬁ[ﬂbla:ﬂﬂiﬂklu Xo

5 6-6 RFEHE

: GPU B686:086:6e.8: Failed to copy vbios to system memory.

: GPU 868:06-0e.0: RalnitAdapter failed! (Bx38:0xffff:852)

: GPU BO88:88:8e.8: re_init_adapter failed, device minmor nusber 1
: GPU 0088:88:8e.0: Failed to copy vbios to system semory.

: GPU BOBB:88:0e.8: RmlnitAdapter failed! (Bx38:8xffff:852)

: GPU 8000:88:8e.8: rm_init_adapter failed, device minor nusber 1
: GPU 90ee:08:8d.8: Failed to copy vhios to system memory.

: GPU 9800:80:0d.0: RalnitAdapter failed! (ex3e:exffff:ss2)

: GPU 8088:80:8d.8: re_init_adapter failed, device mimor nusber 8
: GPU 9000:08:8d.8: Failed to copy vhios teo system memory.

: GPU 8680:080:8d.6: n-tmudaprpr failed! (ex30:6xffff:852)

: GPU 0688:80:6d.6: ™ _init_adapter falled device minor nusber @

: GPL G686 :08:6e.6: p 5

i PATUATWRS, ARRIFAMIER.
nvidia-smi -pm 1

i. PITLATERS, FIHFHGRE “/etc/rclocal” 3214,
vim /etc/rc.local

ii. BECEFVIBRED, Bars “nvidia-smi -pm 1”7 SN “/etc/rc.local”
X4,

iv. & “Esc” , MIANwqREFEFHELE .
v. BITUATEGS, HINBEIMNR.
chmod +x /etc/rc.d/rc.local
- &, BT,
3. BEEXBIMTeslalRaHhRAEE/9510.XX.XX o

- xE, 129[@#&212‘5%1%_1 EFERAMIaE, BINERIKMRA, BIFE
S, BEELERGPUKL],

- IZ:I_ ’ 1@;;[:17-':_) o
4. BEREB=IRSE, BHITnvidia-smiBEGPUFERER, BAREIEER.
yu%llﬂ ﬁ‘fgkrr, 1EH*§ HEO

6.5 T4 GPU REFET=EE
DR

{EFNVIDIA Tesla T4 GPUHI=IRSSEE, HIaNPi2eG6itE, #iTnvidia-smifspSEE
GPUFERERAT, E3RU0TF:

No devices were found
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SRS 2R
HPEHERR 6 GPU IRZh#fE

RE S

NVIDIA Tesla T4 GPUZNVIDIARIFThRA, ENAERHFIZGSP Firmware, S GPU
TiEiR8 o

RET5IE
(REELY:

ZAE A EE R TR SRR .

1. PUTLATE<S, BERNVIDIARIZIEIR
rmmod nvidia_drm
rmmod nvidia_modeset
rmmod nvidia

2. PUTLATFES, XHFIGSP FirmwareFF&, FHEiANVIDIAPZIELR
modprobe nvidia NVreg_EnableGpuFirmware=0
modprobe nvidia_drm

modprobe nvidia_modeset

3. WREBEATE, BEREER.

REGEZ
1. BITLATES, FJFFX4/etc/modprobe.d/nvidia.conf,
vim /etc/modprobe.d/nvidia.conf

BE ‘7 ENREEN .
2. EXHFHFINLATRE.

options nvidia NVreg_EnableGpuFirmware=0

YRiESSARS, ERTREscHE, HEIA :wq! BH.
3. BTUAT®HS, ER=RSSER.

reboot
4. WRERKAFE, BHREZR.

6.6 GPU SLOIEEhRE, EERXSHE AT NVIDIA IXE)=
BREHHIIEAT?

e RRHEA
GPUSLHIESENRE, MERKHE, KIINVIDIAIEIZIEEAIE. ME6-7FT.

6-7 NVIDIA IRzh= 85519

1:8 : Apa

at \80eeee0seReeens
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HPEHERR 6 GPU IRZN#fE
G A

GPUIRENZE
RIBT5E

1. EDEEREN.

2. EE

Fi&1: HifTnvidia-uninstallfs <, ENEIREN.
MR R SAFET LT BER=IRSZR/LERIIREIRE: whereis n...
ENEIKED

FiE2: BHERBELTERNIKEINRA: whereis nvidia

W

6-8 EAZEAVIRENARA

| “1# whereis nvidia

nvidia: Ausressharesnwidia susressrcoenvidia-396.44-neidia
[ il

RIEEIIRISRENAR A ANVIDIAE M FEIKENE (LA EFHT THIENERN T
HATENHENE, BREERTREHNFEREILERRE ) .

PABREIRERASNvidia-396.44 945, #14Tsh NVIDIA-Linux-x86_64-396.44.run
--uninstall, EIEIREN

IK=f

BRIFIESEZ%E: ZIRGPULKz]
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= BRSS 2R
HPEHERR 7 SSH &z

7.1 EHKETEIRIT SSH S1REEARITF?

RMES=
{FEAASSHEXEFRCentOS 6 51 ERZN=IRS =Y, T—ERETas=BakiE
1%, AOEBRENBIMRESSHETEIFELER AT
1Z 3 HSiERFCentOS/EulerOSER % .
(1 %88
ATIREPRERsshdIRS, £i&ERsshdlfiFT .
BIERE

w8/ etc/ssh/sshd_configSHHR B/, RITIERE .

1. 4Ygtg/etc/ssh/sshd_config, FINBCEIR:
ClientAlivelnterval 600
ClientAliveCountMax 10

ClientAlivelnterval 600 ERE600&IXE—IRIER, MMIEEHER,
ClientAliveCountMax 10 R RIEZ SR A R IEKEE FPim BN AREGAZ]10
R, FEEETFER
M) FENE Rz AISSHE PG E A Z9600x10=6000F) G FRZERE .

(MARY:

ClientAlivelntervaliR EiBRT AT ( AR ASRAL ) , FltERZE, MNRERNEFimE
FUHTEIE, WsshdiF@EIINZRBIEREHBIABREFiRRIEA . FIMEN0, FRIX
LHRRBASRIXRE iR, WEIERTHHYARA2,

ClientAliveCountMaxiZBZ FimEsliHENHE , ZEEAEsshdiZIRA R RE Z ik
BIHTHERER T RIE. MRERKEEFIRESEHENARILSE, NsshdiSirFEm
IRiEE, NMELESIE.

EPiFESEBRERSTCPKeepAliveB R ARG . EFiFEHESETNZBERIZE
B9, FEAREIEER . EHTCPKeepAlivefSFIRITCP keepaliveifEIi 2 Al ERIRAY

2. PUTLATES, ERsshdiRSS, (FEEE.
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- CentOSBIR{ER%
# service sshd restart

- CentOS7/EulerOSIEEZR S
# systemctl restart sshd

2 BRI ERITEELERARF/IP EE SSH KSR TIRSS =R

BIEESR
AR SRR B RSP/ IPEESSHA REE =R 28 .

LR SIRE
o BZ&¥EDenyhostsifift,
o IZNHERIESNERsshdiRSS, BESERSEEITIRIE.

Hix—: Bid4RiE sshd BB LI AFERILEEAF/AFENE IPER

1. RFEEAFHITER (BRR)

#E/etc/ssh/sshd_config B & {4higEAllowUsersiElil, EECE SR ERMNIT
BT (BN, testi@I$192.168.1.28% ) »

AllowUsers test@192.168.1.2
(MER:E
EETIECHFSERFARTERE, BMNEEHMFIEGRFPSERFA.
2. RIMHEEHAFER (Bg5)

7E /etc/ssh/sshd_config BLE 4R EDenyUsersikIi, EEESHRERINIT
BT (FIENZEIEBFtestuser&s )

DenyUsers testuser

FRMENFEEEEsshdiRSS

CentOS 6$§U#Lnu‘|<npv TER:

# service sshd restart

Centos 7/EulerOSRIIBMITUA T HSHITER:
# systemctl restart sshd

FiE—: {#EF DenyHosts RiFak&EZEIHIEE IP BT SSH &R

linux PRS3281MITIZE /etc/hosts.allow Fl /etc/hosts.deny IXMNEANSLE, BILARRS!
FHERFENHEERIPHINTIESSHE RIRSE L. A &l:lﬁ’&f’aﬁﬁ, BT

1. 15192.168.1.3 X IPHBLtsshZE R, $7FF/etc/hosts.allow, FRIIITT
sshd: 192.168.1.3

2. ELrBipEBidsshE&ER, ¥JF/etc/hosts.deny, FINAITT:
sshd: ALL
(1 #e8

hosts.allow #hosts.deny TN FRIFTIREMUAIRIE, hosts.allow IAERRIFNI L5
e, BRRE A RSEERSER1F192.168.1. 31X MPHBIEAISSHE S, HEM
IP #R&3E4
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7.3 CentOS 7 (&2 SSH Bh\im O TTixEE EALD?
BRI

BLISSHIRSAVENIAIR G, REBANFEOHHE TiZikH, BXESSHIEZRRS

o

W

LIRS PRE!
ATIRIEERT CentOS TRFURIERSE
REDH
BREBEHE, FESVNCHRERERSSE.

2. PUTLATa<, EERAFE T firewalld,
# systemctl status firewalld

7-1 FE firewalld

[rootPecs-test “1# systemctl status firewalld

1 firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (susreslibssystemdssystem firewalld.service; disabled: wendor preset: enabled)
fictive: active (ruming) |since lled 2819-8B6-19 11:41:21 CST: 44s ago

Docs: man:firewal[d(1)
Main PID: 5859 (firewalld)
CGroup: ssystem.slicesfirewalld.service
L5859 ,usrsbinspython -Es ~usrssbinfirewalld —-nofork --nopid

Jun 19 11:41:28 ecz-test systemd[1]1: Starting firewalld - dynamic firewall daemon...
Jun 19 11:41:21 ecs-test systemd[1]: Started firewalld - dynamic firewall daemon.

WE7-1F7<, RHEEHSfirewalld,
3. BTLAT®HS, BEEfirewallddAIFEN
# firewall-cmd --list-all

7-2 BE firewalld L0

[rootlecs-test "1# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ethd

SOUrces !

zervices: ssh dhcpub-client

ports:
protocols:
masquerade: no
forward-ports:
zource-ports:
icmp-blocks:
rich rules:

WE7-2f7=, firewallZEiA9zoneIpublic, iZzoneZIA R Ai@EsshF0dhcpv6-
clientfR55 . HHsshiRSZABIARI22iRO, ZHsshiEeU93E22imORTH T EEIE .
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SRS 2R
HPEHERR 7 SSH &z

ET5%

o Kl BUTUTHS, SitfirewalldiRSHEGEFHIER.
B R SEMACLETAINRS, MUSHERRE irewaldE2E 75%2: #
TUAT®HS, EfirewalldfRS...

# systemctl stop firewalld
# systemctl disable firewalld

o FHiE2: HITFLUT®HS, EfirewalldIRSHiFINERAYIRH55660,

# firewall-cmd --add-port=55660/tcp --permanent --zone=public
# firewall-cmd --reload

7.4 [etc/passwd MIFHRIFSEM=RZ[BEREKMEAD?

Brn=s

AT EERATLInuIRERR=IRSSZE/etc/passwd IHRINSH R RS BLEER
AYIE)RE .

(AR

o ATIMENEIWMERS S E, FEARAPERATSBRAREMHYIAED/etc/passwd-X
HEREIRIRRY /etc/passwd X1, IZIRIERISRBITRINNARESX ( ENAIEZEITHE
P, BILi&%E/etc/shadowSs I RINEMIKS ) .

o ATRIESRERTRSHEE, ERRRSBBEMISHET, FERIEE,

LinuxRFF 2SN IRSBENEM : Failed to start Login service . Filed to start
Authorization service,

FRERNEER, RBTEBER.
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HSHERR 7 SSH i&#Z

RE S
/etc/passwdFll/etc/shadowMFICRFAERERER, 81 AFPESE— " NNAICHE
17, WMRZHRIA L E IZMF S SHERIRSS ( systemd-logind.service ) [FE%k
W, AtBRILEER.

WIBTFE

1. fEEHeEREN, #ARRFER.

HA R AFEANFIREES E Linux=RSEETH N R FEXE S root®
(&

2. HITUATHSHKE/etc/passwdZi o

cat /etc/passwd

3. HEiApasswdXIHEEHRIEIA, MATLA TN s S{FERRAYIRAISR D passwd-{4E5iE
IRIAAIpasswd3Z {4

# cp /etc/passwd- /etc/passwd
(11 #%e8
ZRMERIERBITRMNARESL, NRANAETHIRPSSHNAEEY, FHES
EBBTRIBF.
4. HITUATHSEHHERIEBRZEinitramfsgEE R,
# exit
BERnRSEE.
(AIik ) FESE6, FNEXAR, fIIHTIATaSRMNgiInE TR

nobody3figxEiZ I shellJg/sbin/nologin (iBRIBZSIRINER, EEBRR%A
AP EEEEshellJg/bin/bash )

# useradd nobody -s /sbin/nologin

7.5 FFE2 UseDNS S SSH iEIZEIBEAT?

RIS

RESHT

SSHAUER MRS, DR, FERKIEZTTIAER.

ARSSumsshdBRSS /R UseDNSIEDUAES T, S Finid BlIEASSHIERIRSS 2=, IRSS
FRim CHRIEE FimhYIPibib#H TDNS PTRRBIEEHEFiRRIENS, AERESE
HAYE iR ENZHITDONSIERAICRER, WIESHERRIPHIEES—, XEMLE
EFimEIRAI—HPEIE, (E—RRIENAIRNEIPASEPTRICE, BEINKFZIEIRN.

HATU T ap STRIAR AR TG 7 UseDNSIEIR,
# grep UseDNS /etc/ssh/sshd_config
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WMRIZIEIES “yes” SENFRETUIRBHEHZIZER .. BiINSEATIRIEEX
UseDNS,

IR E
1. HITLATER<, fWiE/etc/ssh/sshd_configiZit,
vi [etc/ssh/sshd_config

2. {BXUseDNSIEI{E N0,
UseDNS no

3. EFsshdiRSS.
- CentOS6#14T
# service sshd restart
- CentOS7/EulerOSHifT
# systemctl restart sshd

7.6 Linux J35)) sshd RS I /var/empty/sshd TGiEiHEIHY
fRRE

=18
ISR
. —_ oo =}
Linuxz=BR55e8/ansshdiRS5KM, HHl/var/empty/sshdFEXiAIEIAIE)R
shd
the control process exited with error code. See "systemctl status sshd.service"” and " journa
vice; enabled: v e
ode) since Thu 5-17 17:31: ST: s ago
INS (code=exited,
: 'sshd.service: main process exited, code=exited, status=255/n/a
: Failed to start OpenSSH sert daemon.
d H Un;t ss]ld.serl)ice‘e;l‘tered ‘l‘a‘i‘led S"I,.(\!E.
test.novalocal sys : sshd.service failed.
> =
ERT=

ATIREERFCentOS7/EulerOSE S, HBLiInuXxRARIBEFEER -

mE=—: [var/empty/sshd EFIE root 53] sshd FEIELY

1. sshdBzhsk, &&journalH7E, #&7~/var/empty/sshd must be owned by
root,

# journalctl -xe

erver daemon.
1 failed state.

i 1‘.311.-.{,11{.-

2. &F/var/empty/sshdM{FBEEE
# Wl /var/empty/sshd
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EEREEES

7 SSH &z

[rootPtest sshl#t 11 rvarsempty~

total 4

Arwx——-x—-x. £ |linux linux| 4896 Oct 28 <ZB817

gn_EEFRaR, BT /var/empty/sshdBREZEIFroot FHIR S sshdiRSEaNEMK .
i /var/empty/sshdBE, REAR.

# chown -R root.root /var/empty/sshd

# chmod -R 711 /var/empty/sshd

BEsshdiRSS, H1T

# systemctl restart sshd

=_: /var/empty/sshd {HERFESE sshd FahEK

PITUATa<, BEERSEMER.

journalctl -xe

- Unit sshd.service has begun starting up.

un 28 B9:56:44 ecs-gb.novalocal sshd[168681: |Missing privilege separation directory: ~varsempty-sshd

un 28 B9:56:44 ecs-gb.novalocal systemd[11: sshd.service: main process exited, code=exited, status=255-n-a
un 28 B9:56:44 ecs-gb.novalocal systemd[11: Failed to start OpenSSH server daemon.

~ Subject: Unit sshd.service has failed

- Def ined-By: systemd

- Support: http:,slists.freedesktop.org/mailman/listinfo/systemd-devel

- Unit sshd.service has failed.

- The result is failed.
un 28 B9:56:44 ecs-gb.novalocal systemd[1]1: Unit sshd.service entered failed state.
un 28 B9:56:44 ecs-gb.novalocal systemd[11: sshd.service failed.
un 28 BB 56 44 ECS— gb nuualm:al polkitd[4981: Unregistered Authentication Agent for unix-process:16862:6814977 (system bus namdg

M LEERIFIERTF /var/empty/sshdfRESHsshdBa1%kM, HITUATEGHS, Fatl
#EizBER.

# mkdir -p /var/empty/sshd

EEsshdiRSS

# systemctl restart sshd

7.7 BHEZA SSH B A ERE=IRSS2E?

B’rin=

BRIELR

ETFZRBBEBOLENERE, =IRS[RIHOZHTFTEER, GRIEEEFHSSH
EREERBR .

AGBRFNMRZERASSHER S NEETIRS H[RES R
AR

ZRELENYSSHIEES AN, EHSMATLERERERLR, BSURFFRRS
EREE,

BRLinuxz=fRSE32, PUTLATISRIBRIRSSRSSHERES.
vi [etc/ssh/sshd_config

E e INN =

B PasswordAuthentication yesg{sPasswordAuthentication no
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EEHEER
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HEsshd{FEEM -

service sshd restart

BERERRSEE

BESSHEB L IEERRSEE.

BRRFLER, B2 USSHEBRLER.
WNSRIRTIERRY, BHERRINZEASSHERSIBIELR .

7.8 SSH iERE & RSB A R FFo) b 18

ERn=

HRSRE!

RE S

BFEik:

ZSASIE AT ESSHIERZ Linux = R SS 2R E B 1h 1001k S5 88 LRI FRRT B ILEZRTFT o

BNERRRNZSH AT ERRARE, BHANEHEITERE.
ATHRRFISEISZT, EARNESHEENESENNEERRSR.

PUTLAT S, BEERGRREEHE 7 TIME_WAITHREEIWFIEFI FHIRES
# sysctl -a |grep tcp_tw
WNE7-3F, HAEHEIZRS.

7-3 TIME_WAIT

[rootlecs-feilsystemd-test “1# sysctl -a igrep tcp_tw
sysctl: reading key "net.ipuwb.conf.all.stable_secret”

sysctl: reading key "net.ipub.conf.default.stable_secret”

sysctl: reading key "net.ipub.conf.ethB.stable_secret”
sysctl: reading key "net.ipvb.conf.lo.stable_secret"”
net.ipwt.tcp_tw_recycle = 1

net.ipyt. tcp tw reuse = 1

TR ImAE 7 TIME_WAITRIEEWAEF ARIESE, BIEAT
net.ipva.tcp_tw_recycleziZnet.ipv4.tcp_tw_reuse, RFEEIARABHIZINEE.

MERTY:):

BEFIRERAENATINE T, SEXIRERRE—2Mip, TEEMRSSIRSEFimAI—XS
—i&EfE . RFARBHSHRSIHEEMSEFTIME_ WAITIAZSHIITCPERE, SEUEEITT.

KA LR ARSE, FTFF/etc/sysctl.conf, FINEEIZL FEIRT .
net.ipv4.tcp_tw_recycle = 0
net.ipv4.tcp_tw_reuse = 0

PATLA T a8, EIERRECESE .
# sysctl -p
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SBMERARSS =R

HIPSEHERR 7 SSH &z
(11 #=eA
EEJJEPﬂ%EﬁzP~J$Z§§SZEJ§ET?EP~J$Z?JD£%iZ%§&ﬂ%x’EE’JT%)R, EIESERIRT M TE
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SBMERARSS =R
EEREEES 8 ZAFER

8 srres

8.1 W)indows =IRSSHBWNOEEZHARER? (Windows
2008

e S i
AT5EIELAWIndows Server 20081 ER A= IRFZ R NAINBLIMZ AR EFAVE
ELS R,
Windows server2008fRZ 22 2ABEIS ST 1FM AR ENZEE R, MBEUEEITESR
SIEFNNCEREEN, B2 ARPTEER,
RE

o BRFREIRSFTERERE, BEATZAFRMRMERETESSH RS
RIMHERZE .

o MAZSEANSREAN=IRSFZERERNIRO, BAEA338%KO,

o ZIRSHREEGPTEHMEAMIP,

o HEZAFPERRE, FTRANBRPER=RS[BRMEERZEBTEG,

e Windows Server 201 2R AR ER AL E R A= IE VA2 R EIENATHRIES
B5Windows Server 2008hRAARE, WNREFHRIEWindows Server 2012181(E
REFESEWindows=RSZH[NAEEZHFRER? (Windows 2012) ,

o FEHATDRENEERTIELMZSNHFPRNZEERNE—HARZE N TS
F, BRIZEEMENIF120K, FHIRGRMRELITEEmENIRS 22T AIIE
MESHZHEPEFRLEER, IFHTEEEEENESERBEZHPSIEEN
BlicenseF B =IRFZES -

o EEEREENUNZIFI20K, FHIGEREEIRSIENSIER B IniEEmEN
IRSZ=RATLIRMLFANE” , B2 EmEEEWIindows=RSZ2_=ENIRE: 88
IR RN ARSI LR OIE, MR iEREmIRSS .

o EMEZAFPERR, JitsHUBHARPERWindowsEHAT L EZFIFRIEE2a9a)
M, ARG RESEZHPEFEWIindowsENIATTGEFTFRNIESE
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SBMERARSS =R
EEREEES 8 ZAFER

BIFSR

1. HREESEENATESREREN
2. RFSHARIEEEERRSER
3. EENMAPANANCEREREFE

ZRRAESIEEVAIZERE R
1. ZEFRWindows=fiR$SE:
EI'
2. g{;{f%é}'ﬁﬁﬁ BE o 17 “IRSZREERR” , B ‘A > BIE > iR
8-1 FIMme

E.ESEERE
i (F) - TE ) EEED OO

== | | A |

= EE%EE fiEERE T e
oAt R E)

Wogn M B

w m isE FERD (H) EE

o B

+ 5 T

3. BE ‘RBSHRAE7 , &F ‘TERERST , BE ‘T2 .
8 2 IFITiE R EARSS

EEME Bl= X

=i
| # &,
i PR

FREELTET LRSS LH— ST RE.

JiE]=) =Rk $i -
—o — - - i S AR (LRI AEERARS)
TR ERS [l Act?ve D?rectory R{its Mai\\agement Services ﬁﬁmﬁ*ﬁﬁpﬂu’]glﬁlﬂf%r
BEES L hetive Directory BRESHIGIERS B SiAE| RS TR
i [ hetive Directory 3ZRIBRIRE Windows BIRE ﬁ:ﬁﬁng’*
. E hetive Directory iﬁﬁﬁ% gnd%;_gjﬁj‘}\ﬁﬁﬁ%%ﬁﬂﬁ
= hetive Directory ik
e O - AR S o R Internet ihjdl B ShEAlARF
- [ oos AR SHERHHL
[ Hyper-v

[ #eb BREE (115D

[] #indows Server Update Services
[ Windows SHFEIRES

[ #ERSSE

LI FTEMAIST i AR

[ Mg smaininia RS

O BZf#HE%

] Whé i) EF =

<tse|[FEw>] =0 | mE |

4. REFRINSY, 8F ‘T2 H:'ﬂﬂl]?;z SAE, EE ‘TRERERERIEE
M7 F0 “InfRRmEER %55 R
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1-d76ddb7Ze5dZ |rw_init=ssysrootshinsbhash | )

initrd (Sroot)sbootsinitramis-4.158.0-147.5.1.eld_1.x6b_64.img Jtuned_initrd

rl-x to start, Ctrl-c for a command prompt or
d edits and return to the menu. Pressing Tab lists
vle completions.

PAIEHITCLr+X,
B OS R RE N .

9-5 EAZRREL

[ 1 ]11';|=_..:1”Ha.r.-1.u.=|r-r.=r RENG Entropy Gatherer Daemomn.

Generating “/runsinitramfs/rds eport . txt"

Entering emergency mode. Exit the shell to continue.

Type " journalctl” to view
‘You might want to e srunsinitramfs :osreport . txt"” to a USB stick or /boot
after mounting them and attach it to a b rt.

iz{78r<2 chroot /sysroot/{HREIFIRR S
WITIA TS, EErootZhia,
# passwd root

9-6 Z2HE\ TEE root 13

' chroot /zysroot.
:7# passwd root
Changing password for wser root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
g

(A, RS TSELinuxGEERITLHZER ) H#TAT®S, 1ESELinux&ERL.
# touch /.autorelabel
WL TS, BHIARMEBER.

# exit
HITIUATHRSERTRSE.
# reboot
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CentOS 7/EulerOS %%l

1. (EREHSRENVNCERER=RS R
ERRSH[RFIITRE ‘TR .

9-7 (ERIEHIGIRMRAI VNC FRERTIRS S

EftAT.

1. FEEEIsEEVNCERES

AR

2. BEHIEEERRFEIR LS “&IECrlAltDel” &5, BREMTL.

o FRERRE, VAIRSESH E TR, BIERFREER, EHIRZIEmRE
RF et N\ZIRIERT

& 9-8 IHARZIRIERT

CentDS Linux (3. 10 0—693 11.1.e17.xB6_64) 7 (Core)

i 6_64) ? (Core)
CentD0S Linux !n—YEaCHP fd7?3dfefb69a4e4183fd3f86ccc29526) 7 (Core)

(1 e
EulersZ{&EOARIgrub T T I02, HARIENZIEIYSIET<: Enter username, &
BMANBPIIER, BHEREREITIRE
4. FEUnux161TKRE, HITLATERIE,
a. MBRAFZTENZSEH (roSHTFFRIIRE ) -
(MAETY::

ARM (@EHH%ﬁ'E) MRS SBUARBR S EIRSHZFZERESH “ console=tty0
console=ttyS0”

b. {&Xrofrw, L)li?ﬁ—%ﬁ_ﬁiiﬁﬁﬁlz
c. Fihird.break, FABRHITCLrl+X,

9-9 {Z24al

insmod extZ
set root="hd®,msdosl’
if [ xSfeature_platform_search_hint = xy 1; then
search —-no-floppy ——fs-uuid --set=root --hint="hd0®,msdosl’ bil3eeJc\
B8-0ef©®-4159-9b90-fc47bdedd464
else
search ——no—floppy ——fs-uwid —-set=root bl3eeIcB-0elfO0-4159-9b90-fc4?N

bde0d464

fi

linuxle sbootr/umlinuz-3.10.0-327.62.59.83.hl1bZ.x86_64 root=UUID=bl3eedN
cB-0ef 0-4159-9b90-fc47?bde0d464 ro crash_kexec_post_notifiers softlockup_panic=%\
1 panic=3 reserve_kbox_mem=16M nmi_watchdog=1 rd.shell=0 net.ifnames=0 spectrex
_vZ=off nopti noibrs noibpb crashkernel=auto LANG=en_US.UTF-8

initrdlb /boot/Initramis—3.10.0-3&¢.Db&.99.03.01bs . Xx0b_bd . 1my

SRR 21 (2023-10-27) WIS © AT BRABRAT 195



SBMERARSS =R
EEREEES 9 BRSERX

9-10 EXS

insmod ext2
set root="hdO,msdosl’
if [ xSfeature_platform_search_hint = xy 1: then
search ——no-floppy ——fs-uuid --set=root ——hint="hdd,msdosl’ bl3eedcn
8-0ef0-4159-9b90-fc4?bde0d464
else

search ——-no-floppy —-fs-uunid --set=root bl3ee9cB-Oef0-4159-9b90-fc4?\

bde®d464

fi

linux1l6 sboot svmlinuz-3.10.0-327.62.59.83.h162.x86_64 root=UUID=b13ee9\
c8-0ef®-4159-9b90-fc4?bdedd464| rw rd.break

initrdl6 sbootrsinitramtfs-3.10.0-3£7.62.59.83.h162.x86_64.imyg

5. HUTLATanSHRZE/sysrootHR .
# chroot /sysroot

6. HITLATS, EErootEi,
# passwd root

7. (Hi&, REFT7SELInuxEZEHUTILEER ) HUTIATES, LESELinux&EX.
# touch /.autorelabel

8. HITLUTE<, BHIRAR.

# exit
9. WITUUTHSERTRSEE.
# reboot

CentOS 6/RedHat 6 %%l
1. (EREHSRHENVNCERER RS S .
RSB RREITRE “ZEER

9-11 (FAIEHIGIRMRAI VNC SR ERAIRS =

Eft75T.

1. (FRESIERERNCGERE=

AR

2. BEHIEEFRFEIR LB “&IECrlAltDel” 125, EREMIL.

3. MAFHRERR, MAIRESRE “Esc” ALERGFHEER, FHHEA—grubx
8,
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4.

5.

6.

B 9-12 grub 8

weicloud.com:8016/vnc_auto.html?token=cc7ac8ec-d765-4c21-9¢cc4-cababf7d3999¢&lang

Local Cursor

ress any key to enter the menu

Booting Cent03S (2.6.32-696.16.1.el6.xB6_64) (in 4 seconds. ..

BB aRIE— T ROARIRZ, RF et TS .

9-13 IZF & e fRiE
Local Cursor i Send CtrlAltDel

GNU GRUB wersion ©.97 (639K lower ~» 1047040K upper memory)

CentD3 (2.6.32-696.16.1.e16.x86_64)

CentD3 (2.6.32-279.el6.x86_64)

Use the T and | keys to select which entry iz highlighted.
Press enter to boot the selected 0S5, ‘e’ to edit the
commands before booting, 'a’ to modify the kernel arguments

BretrigonElkerneliT, BIXIEFEEe TR

9-14 5 ZE kernel 1T

GNU GRUB wersion 0.97 (639K lower ~ 1039356K upper memory)

kernel sboot-sumlinuz-2.6.32-696.16.1.el6.x86_61 ro root=UUID=2bcOfSfd+
initrd sbootsinitramfs-2.6.32-696.16.1.e16.>86_64. imy

Use the T and ! keys to select which entry is highlighted.
Press ‘b’ to boot, 'e' to edit the selected command in the
boot sequence, ‘¢’ for a command-line, "o' to open a new line
after (0" for before) the selected line, "d’ to remove the
selected line, or escape to go back to the main menu.

B¢irEahE] “rd_ NO_DM” BIKRE, AHREEmMIEF “17 .
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& 9-15 fERERINE=F “17

[ Minimal BASH-1like line editing i= supported. For the first word, TAB
list=s posszible command completions. Anywhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER
at any time accepts your changes.l

_ND_LUM rd_NO_DM| 1]]

7. BIHHREEREENE “console=ttyS0,115200n8” HINE, Ml
“console=ttyS0,115200n8” , SAEIREIFHEIZZHRIE

9-16 fll#= “console=ttyS0,115200n8”

[ Minimal BASH-like line editing is supported. For the first word, TAB
lists possible command completions. fAnywhere else TAB lists the possible
completions of a devicesfilename. ESC at any time cancels. ENTER
at any time accepts your changes.]

le=tty® console=ttySO,115200n8 ¥ga=0x0318 crashkernel=auto spectre_w2=off nop>

8. 1% “b” 5|SEMIZN%Z, FH5ISRETRN (RRAFE).
9. HER “#” RAFRPITUTHSEEEN.
# passwd root

10. EFARSEE,
# reboot

Debian/Ubuntu %5l

1. (EREHSRENVNCERER RS
ERRSRIRMFIITRE “ITEER .

9-17 (EREHIGRMAI VNC T RERTIRS =

EftAT

1. FRERSEBHERVNGGRER

bzl

PEITEEFRFEIR LRI “&RiXCtrlAltDel” 128, EREH.

WATRERRE, MEIRESEE “Esc” HIERFHRERR, FHA—grubs
L2

9-18 grub <&
GHU GRUB wersion 2.82

kUbuntu

ed options for Ubuntu
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4. fEgrub3|SEE TR “e” EiHA\grub2sZERIEtE .
HEinufTRE, MFEATFEMEAIZSE (roSHFHREIRE ) , 1Erorw

5.

SUSE 11 &3l

(LUZEBERRSX ) , FHRIA “init=/bin/bash” .

9-19 &4 ro 2%

GNU GRUB wversion 2.@2

setparams 'Ubuntu'

asedeed rw init=sbir
mitrd sinitrd.img-4.

RCtrlxiFE NIRRT
HATIAT <, EErootZEE,
# passwd root

PATLAT S, EERSES

# reboot

EREFISREIVNCA X ERTIRS S
ERIRSRIRMFIITRE “ITEER .

& 9-20 {EFizHI R VNC TRERTIRSS =

=S

1. FRESSEERVNGGRE=R

izl

BHITfEEFIFFER LRI “RECtrlAltDel” %50, EREMIL.
AEPRERIFTRE, 2 ETE, EIERGHEER, FHEN—1grubsiE,

iB&boot optionsHHHIFEIZS %L, ANMinit=/bin/bash&%,
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SUSE12 X%

9-21 boot options

o
SUSE. Linux
Enterprise Server

SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)
SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108.87 (default)
SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108

Failsafe -- SUSE Linux Enterprise Server 11 SP4 - 3.0.101-108

Floppy

Boot Options init=fbinfbash|

ZEIERHANBEBFEL
HATIAT S, EErootFEiE,
# passwd root
PATLA T <, ERRSES

# reboot

(EREFISREAIVNCS ERTIRS S
ERIRSRRMEIITRE “ITRRER .

& 9-22 {EFizHI RMAY VNC TRERZIRS R
EftaT.

1. EREsREERAVNGTR SR

EER

BHETEEFIRMEER LS “RECtrlAltDel” #2580, EREREIML.
REPRIERIFTE, 2 “Esc” IERFMEER, FHEN—Tgrubis,
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& 9-23 grub &

Advanced options for SLES 12-5p2

. TEQrubs|SEEETIR “e” $EHAgrub2E R RiEE=l .
5. BHIFBElINuITERE, #¥0 “init=/bin/bash”

9-24 init=/bin/bash

RCri-xiEABUEIET
PATIAT <, E&ErootZEiE,
# passwd root

8. HITUATE<, BEERSHR
# reboot

9.2 Linux =iRSZEEEFD

BEmSR
AN AL ERAS RS RERNEFER R AN N EBTDIRIES

&Ko

ASIEEFX862249H9CentOS 7. Ubuntu. EulerOSEE{ERA=IRSEZEE .
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(AR
AR HRTRZH[NRGE, PBREIEERL, BEEEotF BRI EMITFHIESED .

RIS
o EREE—ALNMERANIRE RS, BiZIti=IRS S SHEEE0N
mIRSHEUTRA— AKX,
o I EIRSRELLERIARIP,

BREL R
1. XHAREMTRIRS=E, HEERGRE, FERFEREDIIGERERRSE .
a. [FERMRIRSEAN, HEANFBER, HiER ‘mER” 1E.
AR
FERMERIRSS AT, BDHITRFIKIRE, BUATRES REEEDRIFRAY
b. BERFEAIETRY “HE7 , HEZESRE,
¢ EBHIGESRERIRSS|ANFER, FiEFE “‘oEf” &,
d. BE “BEWE" , 7 ‘EEHE" WEER, ESF1.bPHENRRR, 8
HEHFIRRT S8R IRSE L.
2. IZEERIGIEMERRSRE, FEEED.
a. TEIRESSPMERIRSSERAY “1BE° JIT, BE ‘TREER .
b. HITLATS, BEERRERRS SR LHHIRGEEIRITEMERIRSE L
RBX.
fdisk -1

9-25 EERFEMENBR

[rootRPaaz-B6BZ ~1# fdisk -1

Disk ~devsuda: 42.9 GB, 42949672968 bytes, 83886888 sectors
Units = sectors of 1 = 512 = 512 bytes

Sector size (logicalsphysicall): 512 bytes -~ 512 bytes

I-0 size (minimum-optimal): 512 bytes ~» 512 bytes

Disk label type: dos

Disk identifier: BxB88cd9cd

Device Boot Start End Blocks Id System
sdevrvdal = 2848 83886079 41942816 83 Linux

Disk ~devswdb: 42.9 GB, 42949672968 bytes, 83886888 sectors
Units = sectors of 1 = 512 = 512 bytes

Sector size (logicalsphysicall): 512 bytes -~ 512 bytes

I-0 size (minimum-optimal): 512 bytes ~» 512 bytes

Disk label type: dos
Disk identifier: BxB88cd9cd

Device Boot Start End Blocks Id System
sdevsudbl = 2848 83886079 41942816 B3  Linux
c. tIRIRTERAFER.
mkdir /aaz

mount /dev/vdb1 /aaz
d. tIEEHBR.

chroot /aaz
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9-26 tIAEHEHER

[rootPaaz-BHBZ ~1# chroot ~aa=z
[rootRaaz-HBHAZ ~ 1
e. WITUTHS, RIERSERBAINRENZE,

passwd

9-27 iR EHHZG

[rootRaaz-HABZ -1t passwd
hanging password for user root.
EW password:

: all authentication tokens updated successfully.

RERRANTOREER, RAEEIRERIN.

all authentication tokens updated successfully.
3. XiAIeReERIRS S, HHFEMRIRSENRRE, FREEEHERORE

M RIRSRERITERRE

a. IEBEMERIRSRRERN, FENFBR, &F “oER” [E.

b. BT “H# , HEPIGEHERRIEIER .

. EAELnuEERIRSR|AGFBER, & “‘mER™ 1E.

d. 2F “E8WE" , T “EElE7 XEER, EE3.bREHNKESE, H
REEHSA “/dev/sda” .

e. BERFEEMURRSHR.

9.3 Linux BR{ERGZHT passwd apSEEF DXL

Authentication token manipulation error

BfSEES

RESHT

rootFIF Fpasswdas BN EE R AR AN EERFIZEE AW, 2

passwd:Authentication token manipulation error,

HIiZ OEEE 2 EE S FR RS, thEREREERTEH.
PATA T SEEFEHAPMZEREEISHE ( /etc/passwdfll/etc/shadow ) Bl
# lsattr /etc/passwd /etc/shadow
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Y5

W EEFR, /etc/passwdfll/etc/shadowsZiEhBiEHE, "i"BINX4EERRZIUER
BEB: EARBEEMIFREERDR, TixNEIRBHTHEHEN I, TS T OUEIESA
1z, RESERAPTLURESERILELE

AR

1R E T a' BRI REEfEappend ( IRIFEINCR ) BFEL. RESERAPTLL
REEMRUILEM

CAP_LINUX_IMMUTABLEIhEERT LAR B aiiB R NE M o

HittsUE BT AMITLA T as S E B chattriERF A

# man chattr

2R R EIGERBEI A SRR, WARSIRSRSETR, TSRS
A=,

# df -h
RS EN AMBRAR S X FAFBEAI M.

FAchattrap SISt PRIEEH, AREENE .,
- WMEREEMER"", PITUTHS.
# chattr -i /etc/passwd /etc/shadow
- WMEREEMR"A", HITUT®HS,
# chattr -a /etc/passwd /etc/shadow
(A% ) RMEXI BN FE L ERFEREBNNEY, FEMRE
BB o
- WMRRENHREMEA"", PITIATHS,
# chattr +i /etc/passwd /etc/shadow
- WREENHEMEA"D", BITUTGES.
# chattr +a /etc/passwd /etc/shadow
BEENENNHRELE, FUTUATHS.
# lsattr /etc/passwd /etc/shadow

9.4 Yo HRIRAIELEART?

e AR

Y5

BERRARSHREENS, MERIREEEY, TEERAFNERNERERSEHR .

BRLinuxziRS R LHIERAYY, BEAELESANZREREFERERIIRY
=iRSEE, ARPUTUA TGRS

[root@host ~]$ ssh-keygen <== E37ZZ5AXS

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa): <== #& Enter
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Created directory “/root/.ssh’.

Enter passphrase (empty for no passphrase): <== i NZ5$5f8, E(EEI% Enter BB
Enter same passphrase again: <== Bifi \—IBZZ{BHif5

Your identification has been saved in /root/.ssh/id_rsa. <== fA$B

Your public key has been saved in /root/.ssh/id_rsa.pub. <== 2\$A

The key fingerprint is:

0f:d3:e7:1a:1c:bd:5¢:03:1:19:f1:22:df:9b:cc:08 root@host

2. EIRUEBEERNBROEAN, XEMATLURIFAABRRER .

W7, £ root AFPMIRBRHPERT— ssh BIREE R, IR EANX
&: id_rsa AFA$H, id_rsa.pub ARE,
3. FELinuxz=pRSBE EHITUTHSZTEAE,
[root@host ~]$ cd .ssh
[root@host .ssh]$ cat id_rsa.pub >> authorized_keys

4. ATHFRERZRY, BHRIELT AR
[root@host .ssh]$ chmod 600 authorized_keys
[root@host .ssh]$ chmod 700 ~/.ssh

5. (86&) i9E SSH, FIAEREREE (ERAHRGREIZEILInux=IRSS A
=FER) , $RiE /etc/ssh/sshd_config 34, HITUITFRE:
RSAAuthentication yes
PubkeyAuthentication yes

6. MBI TEEIN, R root BFREET SSH &R

PermitRootLogin yes

7. "R LRERER, AUERLERNINE, BERAENEER:
PasswordAuthentication no

8. EJF SSH IR,
service sshd restart

AR
1. BIATHIIZERiG, AR PUTTY GEEMAYREIC,

{5/ WInSCP. SFTP T EIGFATASY id_rsa TEHIEIZFinlles L, BERRE
BFLARGESR -

2. SAEFTFF PuTTYGen, BB Actions i “Load” , ERATEFASAHE
WNRIRNIAIZE T ZEABRD, XETUBEHN -
3. EAINGE, PUuTTYGen £ERZSHHEXMERE.

4. 7 Key comment PRAXIZSARVIRIBEE, ASEE “ Save private key” BAE]
BFABESUEERCD PUTTY BE(ERIRVARTC.

5. HEXERA PUTTY ERAEY, AJEEMSHIZERE “ Connection > SSH > Auth”
fhf Private key file for authentication: EIRFASEIZME, NZSASDEN OIS
o

9.5 Linux =iRSZ 2 EFIRZIAEFI NZEBRER?
BE7=

ATRENBLInTIRS HBINRBRE RN BILERREL R

BFLRR

1. ([FRAZABRLInux=IRSSEE, 18ErootZEiY .,
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sudo passwd root

EFANEELTSIRIR, BEELinux=IRSZESBIMEHENEAFPEXEEroot®
5, EB8root®Fi,

2. {ERArootBHRE=RSeEMsshERB .
su root
vi /etc/ssh/sshd_config
(el FECEIN:
- }EPasswordAuthentication no ££/9 PasswordAuthentication yes
g XizgPasswordAuthentication yes BIEIA#EFRE
- BPermitRootLogin no £{/9 PermitRootLogin yes
gk ZEigPermitRootLogin yes BIERAY#FREIE
3. HFsshdfEEER .
service sshd restart

4. BR=IRSHEMAILUERroot AFFFNMRENERER T .
AR

R LS ES A FA P R SR IS A ST A IaILinux = ARSS 58, 155 /root/.ssh/authorized_keys
X4 EEZSauthorized_keysSTERE
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1 O PrXiERE

10.1 Windows =RSS=8EBHEEXAMGXIE. wINFI5MEO?

BIEESR
FPREIRSRAPXAWindows BERARIRSS BRAMIAIE, LARBIKIERINGISMS
CIRIERLE .
ATSRIELI20 1 2 ER AR IR 20
A\ ER
X EFEIRERSARNRRSBONER, MRERXAPNE, BNES
EEEFF RO,

FRE KA

1. ZBEFEWindows=pRS2E,
2. BHEEATAWIndowsEfR, #EF “I=HIER > WindowsBEkiE”
= R [N

T | » 2EEE » FERHUEENR »

AT ENANEER

3. B “BHESkAWIndowskaXEg”
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BEFREMXENEMRE: FRZXA.
2 Windows B5XE : [=Tel=]

© 3« 1| oWEE » FERVEET » Windows ik

v o | mEm p
i Pt 5| PRE
—— (A Windows Bk il ANSIR TR0
Windeows BEAEREITINILE BT Internet JEREE,
FFHAmMREET Windows
B | CELLCG BEe @
& EameE
§ EEHRE Windows B fecait Bl ST s ]
¥ EseE Windows B e
¥ maam AR USRS R R
TR RS . 2
AR Windows PICGRE IS M A ER0R
B 9 szunmmar) Bz ®
IR (P B R
Windows INKIBHES: am
foNEE: PR\l SR i BT R P e
ERAYARR: ]
2 WA Windows B RIB IR FEIEI0R
WOERD
EELES S

yapaerstay |1l S
1. BFEWindows=iRZ2E,
2. BEEEATHEAIWindowsElfR, #&iF “I=HImEMR > Windowsph kg ”
3 AR [T

5 - ¢ [@ e » FezeEEn

v o[ an )

AT ENANEER EEOT: EE
Flash Player (32 &) 10t / @ isCsl BB
) RemoteApp HIEEEE 3 < ) r we THF

& L]

L

A

]

&

7§

i

=

- R

53 B

3. & “Windowsfokt5" WE, EAMSHIZIER ‘SRRE > NG~ .
BRILIEE RS AFERRER . iwOMUFFMHES

B/cho
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TR B EEV)  EEH)
+ = 2 = @[m
@ TIE LERARE Wi e
3 NS5 =i Y * EEYE BSm 8~ § ; 1]
1 ol GsnzE L B % || spa..
& mnesnm Gsazn w8 x| spmvess -
v ER @ BranchCache FTSHETUWSO-In) BranchCoche - MSMER.. FE = 5 e ¥
@ BranchCache AEBHTTP-In) BranchCache - AEIZR(.  F7A ] e
@ BranchCache FEMEMBEMHTIPn)  BranchCache - FENERE.. Wil = i || V7 EERE i
@ CoM+ FRTEEIDCOM-In) COM+ REEER wa = s oE I
@ com: EREBODCOM-In) CoM+ TEED L = || Q =
@ FTP BEIETP EAR FTP Bes L B # ||z surme.
G FTP BEHSS(FTP SSLEAR) TP BE# Li 8 7] =
G EstenFr SRR FTe B Ll ] #i
@iscs1 BECPIn) isCsl B i = 7t
@ Netlogon BE(NP-In) Netogon B Lid = x|
@ Netlogon BRRBRPC) Netlogon B Ll = E
@ SMBDirect (WARP-In) EATXTHICHEL.  SMBDirect HAIHSIEL. il = #
@ SNMP Trap Service (UDP In) SNMP Trap wm AR B b
@ SNMD Trap Service (UDP In) SNMP Trap E -] i
@ TPM EXIEREEEEDCOM-In) TPM EHEEREE = = El
@ TPM R BT (DCOM-In) TPM I wELE T #
@ TPM ERIEHEFERTCP-In) TPM ERIEIEFETE AR T #
@ TPM EEEREER1C-In) TPM EEMRIE-FEE = = 9]
[ ] i, Windows In. FiE = %!
[ ] .. Windows In.. Fl = E]
@ windows .. Windows n. BE = #
@ Windows Media Player (UDP-In) Windows Media Player  FFH = %
@ Windows Media Player x86 (UDP-In)  Windows Media Player L g z 7
@ scw SEEEUBRR - Scshost - . Windows S2EERS Ll = v
< [ >l <] w [ >

4. BT “IRE7 1=RO “ERERIN .
BIREFREET, FREARRO . ALAFFKR3333iw0OA%6), BRRIFDT:
iz o N

R
FAREABRABHA BRI
SR:
pR— BORRAASE
@ im0 P
- BfE RS R RATAN
* EETH ® 0w ﬁ—
* EW 28 TCP 3 vor SROLEHREHAM -
O BWEX(E):
BranchCache - FAWHLRIN (#8F wsD)
12H) ¥indows AISTHRGERASAM -
O 8EX©
BN -

GEREMNEER, FREF AR .

SIASRRAN 21 (2023-10-27) WA © EARTERARBIRAF 209



SBMERARSS =R

HPEHERR 10 fEKIERE
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Hixfnmn

{EESR AN oKD

EZ H

] HRAMERT TcP TR e

> thivion © TcP m—

g O vop

- REE

o AR T AT RO R RO

O maABEOm
© WEAmEO©) [ ]
TP 80, 443, 5000-5010
<@ |[T-2w®> | [ nA

REIEEN

E-113

ST S AN IR AHAT SR BRGNS o

2 H

r— TSI R LB

@ thivioik0 © nnnn @

- B\ R Psec FIPMIEH. LUBHIR IPxec FIAMILHE-

o EEH O OfFESERO

o =%

k5@ |[T-sw> | [ A |
REMNAIN BAS .
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SEMERARSS =R

HPEHERR 10 BEKIBIRE
e FRONES [x]
B
ISR RMER T
58
g (AR Al
o HhnH0 =
Tt [v] H(D)

* HF HHAESRR R o
o EEVH P +RE
o EH HEMERSEAREEE (0, RN TERDHER.
[V @
HEME SRR R -
k2w |[Tsw> |[ BE |
B FTEMNEIETR,
= RN ES B
&
SN T o
5%
@ Mmizem
@ thidngn
e W
o mEVH (el FED
. ik (ER) ()
FFiiABCEE Fr EROT TR 013333
[<t—s®|[ zt® |[ =&

5. MUFMZERE, fFrisCEFR, =iRS=OKIESBEMET.

FAILUB R EFRIRSAN, EEFMER, REFMEITTENERE. (ERE
RYIPESR .. XEREE,

10.2 Linux =RSZ 2 EEEXHAPAXEE . diNGIsbRE?

iR

AGERIFESAPXALNuIEERA IR [AIBKES, LARBI KSRGS MR R

BAF
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SBMERARSS =R

HEHERR 10 B KiERE
A EE
P XIEH BRI ELTEEART=IRSZRAINERIP, NREFEXAGXE, BNEZE
HZEEFRIRE .

KA XIS

RIBIRMERFEARRE, DAITIA TS KEAMKE

e CentOS 6&%t:
service iptables stop
e CentOS 7&%t:
systemctl stop firewalld.service
e UbuntuXs%::
ufw disable
e DebianE%::
/etc/init.d/iptables stop

apaer= Ay 11171 P e o
° CentOS 63 INFA X EFISMNKRE o

a.  LURIN23imO7efl, HATLATES, ANBmkiEaIsgEDO: topth)23imO

iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 23 -j
ACCEPT

b. RIFHECE.
service iptables save

c. (A%) REMXEFNEREE.
chkconfig iptables on

AR
o AHITLAT RS KA KIEFAR.

chkconfig iptables off

e CentOS 6/ZEIBAXIERT AT gES H IR "iptables"no config file"$&ixR , REERE!
EoE X {iptables, BERAEWT:

1. #RE—FN,
iptables -P OUTPUT ACCEPT
2. REFERE.

service iptables save
3. BREsIRI kS,
service iptables start

o LACentOS 77 INBE X EHS MmO K2 B KIS E FRAE o
a. EEB}SAF‘:'{kIu °

systemctl status firewalld
1

firewall-cmd --state
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SBMERARSS =R
EEHER

10 KSR E

ANRBHEKIEXR AT LARATIA TGS HE
systemctl start firewalld

MEREABGSHITHEIET “Failed to start firewalld.service: Unit is
masked.” IBHRITIA TS EBEHFNITHBIEXIERISS . systemctl
unmask firewalld

BB XEIRESEEFTF-

firewall-cmd --state

EEEE:

[root@ecs-centos7 ~]# firewall-cmd --state
running

LARIN23im 60, $UTLATS, SIBmXIEAISNGO: tepthi)23im M
firewall-cmd --zone=public --add-port=23/tcp --permanent
EIREE M NERIRERIN:

[root@ecs-centos7 ~]# firewall-cmd --zone=public --add-port=23/tcp --permanent
success

EIINERIBECE, (FHEEEY.
firewall-cmd --reload
AILYTIA TS SEEHERIEIRO.
firewall-cmd --list-ports

[root@ecs-centos7 ~]# firewall-cmd --list-ports
23/tcp

(& ) REmXEFNERN.
systemctl enable firewalld.service
BERXEREFNEEREEKI.
systemctl is-enabled firewalld.service;echo $?
ERERNTRBEIRERIN:

[root@ecs-centos7 ~]# systemctl is-enabled firewalld.service;echo $?

enabled
0

AR
AHRTIA T e KA KIS B R .

systemctl disable firewalld.service

NSk 21 (2023-10-27)

IRIERE © LATITERAGIRAT 213



SBMERARSS =R
EEREEES 11 =R

3R

oo

R
I:IJII:I.

1 1 =SSR ERF

11.1 Windows =RSZ =8B IE?

[EIRE A

Windowsi - ERFE=IRSRERF, WE11-1P7R.

11-1 bugcheck code AN BT8EHY SEHE FRAIIELR

chnical information:
myfault.sys - address 943273579 base at 94327000, Catestamp 4d26670C

BIEEEES

1. (ERTXRERBIE=ST.

2. CPULAEESH.

3. BEMRBMFHERSSIRNESG. EMRREA,

RERBREEFIBRT, SERXYMAIbugcheck codel A AIRERISEIEFRIIRIR K

Kk R RER AR E .

E2#Bug Check Code Reference , THEHMIERE H5asHIbugcheck codefBiRm 3,
LIETTE

1. zii&*%ﬁ%%ﬁﬁzﬁﬂﬂ’ﬁﬂ#, (ERLERRER, HEF(ERWindows201212/E&R

2. MREBEIINBRGOZARSER, B55E (RERSHAFER ) ® “ik
WindowstABR& " ERMULAERE.

3. HIERAREANCPULABEISSHNER, MNREBFSELUTRIERECPULER

2
P2

- AlEdE—LENRNMERHEXEEB=
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SBMERARSS =R
LIRS 1N =ERSHER

B

- HEUUSHRERCRSRHR
- UREERZR, BESHERYE.

- NRRSHEEEBHEAFREER, UJLBTEHHERTENEE, 8%
&in, BEHHE, AEEREENEE.

4. NMRFESTERERR, SERAREEEERFEMEIS (crash dump)BIl
&, RASEHNERERJdumpEEIEENER.

AT ERFATHIDHIEERENY, BEFPESRERNER, BERTkSHEE,
SEW ENAEREFITHE . —RE=ZD RSN, ZRRHEMCPULEES
SSRGS REFRELNEE .

1.2 ZiRSHEFNEEFEFAFARREEEAD?

2
ElER R

‘@Eﬁ%ﬂﬁ%%%ﬂﬂﬂﬁﬁﬁﬁ%ﬁ, aJge2HFexplorerexeHiE R ESHNSETELIER
o

EENELES
XZHRFWindowsfgs32ERYexplorerexe HiZERESEH AT, explorerexeEWindowsiz
FEESRNEVHEREER, CHATEEWIindowsE %, SiEEmilHEESE,
HirsiZiZFRE S WindowsEIF. RE Tix(E A

BRTTE

1. IIA=RSSHAESEERS.

VNCBRAE, o Send CulADel | ayrrrsems,

2. BE “(ISEHE:sE > #HiE” 25 Fexplorerexedi@Windows R RERESHE
- WRA: SRmzHiE.
- NREFSESEPREKIZHE . BEENT TERIERshZEFZE,
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SBMERARSS =R
EPEHERR

11 =iRS52RE

11-2 explorer.exe

= Windows (TESSE:E
EF EIO) =BV FEEIH)

=N B>

‘mEeE 8 | ms  (wE (BR [mA |
AR SEE CRU ATFC.. L
DitallesktopWindowsService. e, .. o 15,006 E Do
DitaEditorWindewsService. exe o 15,800 E Do
dwm. exe oo 2,004 K B
eMservice. axe #3532 oo 1,340 K EMD
alpace. exe ¥32 04 1968, 200 E =5
EXCEL _FXE o1 ZET,T24 K M
texplorer. exe ] 87,500 K Wi
FaunltBeport. axe *3Z2 o 3,081 K fa
firefox. exe o 91,924 K Fi:
firefox. exe o 319, 108 K Fi:
firefox. exe o 37,032 K Fi:
firefox. exe o B5, 806 K Fi:
firefox. exe o 64,200 K Fiy_
[ 1N - — nr
V] ST P PR ()
HTEE 189 CPU {#RIE=: 25% SERT: B0%

3. 350 explorerexe HizE:

B S > #FEEST , EREAICIEFESIHEEPRBA “explorerexe” |

EE “E E” o
AR
MRAEREMEERE, BFERRSSH
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SRt RBRSS 88
HFEHERR 11 =R eeiE

11-3 FEE(EsS

& Windows 58 e
() mmo) =5V ZEH)

FEES(ET..)(N) kRN
EHEFEEEREM "
HA AT EPU F‘ﬂ# ( - #ﬁ =
DitallesktoplindowsService. e, .. oo 15,088 K In
DitaEditorWindowsService. exe oo 15,628 K In
dwm. exe oo 2004 K B
eMzerwvice. exe *32 oo 1,340 K EMD
eSpace. exe *32 0z 199, 192 K 5
EXCEL. EXE ni 2T, T40 K M1
explorer. exe oo a7, 496 K Wi
Faul tReport. exe ®32 oo 3,084 K fa

ifirefox. exe i} g1 936 K Fi:
firefox. exe oo 319,296 K Fi:
firefox. exe oo 37,032 K Fi:
firefox. exe oo BE5, 896 K Fi:
firefox. exe oo B4, 200 K Fiy_
:' [l rrr mid Add= 4.0 TF 1;'

[V BT ERERFRHIE ) SETHTE (F)

11-4 jz17 explorer.exe

= SRS ===

g . Windows S1REBRE ISR | A TTiERsITER.
= It SRR Internet E5E,

FTF0): explorer. exe| -
W EEsEIRAEEE.

| m= H B Hamm“

11.3 ImiEiEE= RSB EH AR

B R EIA

Windows Server 2012 R2IB{ERF=IRSS =R, AERITEREEZINEEZTIRS
S23t = Fredirected drivelfelt, =IRGBEEMIER .
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SBMERARSS =R
EPEHERR 11 =iRSRE

EZNELS]

ItE RENERZS A T redirected driveIge, ERIINEXIRNrdpdr.sysikaf, ZIKENAIEE
A%ﬂiﬂﬁ%ﬁ%kfﬁ%éfﬁﬁﬁ}f, TRIERIE(E (FIANEIRAS: 0x18, 0x50, Oxa, 0x27,
0x133) XM =RSEE

FRIRTTE
(EITiE R mEREINAES, 2 Hredirect local drivesIhgE.
1. $T7F “&177 g0,

2. N “mstsc” , FHEE “HBE
RGHTF “ ‘_&;'EEJ-EB: 7 f‘ETI:Io
3. BEATHEN %Iﬁ 7, FRkR ‘AHERT RE
4. fE “AHISEER =, BF 1$9EH1E%' ”
5. & “AigSEiNER" I:IEF', EGEQE “IRENEE”
6. B ‘Mz’ &T?ﬂ%ﬂﬁlo

11-5 Z:H redirect local drives IhgE

%2 Rermote Desktop Connectior X 5 Remote Desktop Connection s
| Remote Desktop | Remote Desktop
<) Connection ><) Connection

Local devices and resources
General Display Local Resources  Experience  Advanced i .
Choose the devices and resources on this computer that you want to
Remate audia use in your remote session

a Configure remote audio settings.

Smart cands ~
Settings... |:| Ports
Keyboard : e [ IFloppy Disk Drive (A)
e Apply Windows key combinations: [Local Disk ()
Only when using the full screen . [C]OVD Drive (D)
i [ Drives that | plug in later
Example: ALT=TAB # |_|Video capture devices
Fapal diiies v Eaiies [# [_]Other supported Plug and Play {PnP) devices bl

./ Choose the devices and resources that you wart to use in
ﬁl’g‘j your remote session.

Printers Clipboard

More...

‘ Hide Options Copnect Help
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S HERR 12 L% IS IRSS

1 2 REE IS RS

12.1 Windows =fR5588 L %% IS IRSS
RIEIHS

ATEBRIELAWindows Server 2012 R2 FRERIRERFRITIRS M, NBZLEISIKR
SHURELSE,
(0 #iRA

AUERENERRISIRSIRM LR, REEZERNRBRFSERBIRE L SIIRERET
&

BAEPE
RS BRI

2. & “BREER =, B “RNNASFHEET .

12-1 AN EFINEE
ARSS=EEIERS - (AGRIR

s

i =tigssE

s FralRses = .

e e, . @ =it riRss
PEEEQ)

2 FINfEHIIEY

3 ISR EARS R
HERE 4 tlEEpRsseeA

5 BHRSESEERIRIRS
TEEREELD
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= ARSSEE
HPEHERR 12 L2 1IS RS

3. HEEMSHE, EF ‘R

12-2 YR

Y o B =i 2 i
JPic Sy i)
ngﬁj Etesen . (FEILEEES AR B, AR SRR (VHD) L2 e ilhas,
[OF -5 - =02 25 UL 773
BE%B!J&& BTENes. SERSNnSsEES EEE,

O mESERESEE
eSS VDR R SRS LA EETEL NS TSNS S,

<o [Few-| | =20 || mE

4. BE ‘BETAReslETIN E’J”‘**” FEE ‘T2
5 HEEMSHEE, &F “IRS:|EE .

6. ’gj)i'é “MBRSSRRithIEIRARSS RS . HE “IRSEHEt” PEEFRS[ANTEN

12-3 fRS32R1EE

N — R
EEEBERRSES L
AR EEERE e RESENENRS,
PR ® MBS RITERES
IR5538iERE
RE#EBE Jilseaghe
Ihes
TEIERR | |
£ 1P Bk EEES

#2231 MHEA

lltﬁLyT__r'IEEzh Windows Server 2012 FIERERLIR L BEERESEERPEE FINES
ERSHRIRESE. R RS SN R R SRR RE RS SRR ET.

[<t—@| [F2n-] | ==0 |[ =2 |
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= ARSSEE
S HERR 12 L% IS IRSS

7. $$ “—lt_-lj” o
8. HEEMSHI=, &EF “RES=AE" .
9. TEABIIRMAIKE “WeblRSE(11S)” HA)ik.,

12-4 Web ARSZE5(11S)

& I EAIMAES L= = [
e SEEEE
RS S

FHaZE FEECEITRRRERE s aa.
wES BE ik

SayegE = =
[] Active Directory Federation Services ~ gebéffé%l@ﬂaii;%%
dRAT RRAE = [] Active Directory Rights Management Services .

Thee [] Active Directory BRIEZRE
[] Active Directory HRBE
[] Active Directory SEHEEE
[] DHCP BRsEs8
[] DNs BBEs
[ Hyper-¥
[ Windows Server Essentials {£3&
[] Windows Server EEFERE
[ Windows SSiRE
[ #Ekss
O FIEFH RS

[ TP v

< 50| [ - =

10. E38E “MNMEeFNgERS” h, SE “FNEe” .
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W RIRSS SR
HUEHERR 12 &3 IS BRSS

12-5 & I0INAE

N Web ARSSH5(11S) FrERITHEE?
=EHEALI M IE=EEHINEE  BAEEETR—ESE L.

4 Web BEESEE(I5)
4 BEETE
[TE] IS EEEss

BEEETRMUIFER)

1. EEMSHEEE “Thee” , H@ik “ Net Framework 3.5” 1 “.Net
Framework 45”7

12-6 IHaE

h) 37 by EfNESH
lﬁ}:lzlj] Be
THEZ EEERRTAARS FA— S M e
TR ThEe ik
e .
BRSRAR 4[5 NET Framework 35 88 (1 B, 223 0| g Famenorcds BEREEE
5 ERE NET Framework 3.5 (8 NET 2.0 1 3.0) (] TREEER | N EEEA T
- [ HTTP == 2| amazmec BE®E =sTE
A o g— SES
Web PRS2 E(IS) [ 3E HTTP 262 m %‘ﬁ@@”ﬁx&mﬁwwﬂF
mEREE LMET Framework 4.5 g (2 PO, 3£ 7 4y
Hih NET Framework 4.5 (B2
[] ASP.NET 4.5
4 [B] WCFEBE (1 B, 50
[ HTTP Z5&
TCP mOHE (B&s)
[ TcpEsE
[ s=gEss
[] EEUFIMSMQ)ETE
[] BitLocker JXZhEEN0E -
<] n [ [2]
[<t—o| [Fsm-] | =20 |[ =8 |

12. AEMSHAZERE “WebfRSBHRAB(IS) > ABRS” , AERCRSIIFIEE
BLRENINE .
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= AIRSSEE
HPEHERR 12 L% IS IRSS

MRERNBRFELEPEINE, FRTFTPIRSE, EtZINERIAIE,

12-7 AERS

= FElIE = DA e = =o'
~ R i =i eho -t
ERERS
AWeb BESE(IS)EEESSMEREE
ABESE g
~ Web ERESFEEMTT HTML MESHI=
= i, LIB3T ASP.NET. ASP 3 Web
i =2ttt BESEFEITHER). ALER
] e Web RS ERERATEINEIN
JrEE Nl =
Web R3S EIE(1S) 1S EFH SN S HRT L N R AT
fAEES 1P RS
ik URL IR
Windows SH{335F
EEEGEAE

ST SSLIEREE
EFSIERSSABT
EEABHEE

4 S0 HTTP Iha
HTTP &2
BERE

w

I
13. B8F “T—27 , WARERNAE, ARRE ‘K1) .

HEXIRIE
ISIRSS 4R SIS E1ISIRSS M TLB AL S .

12.2 1IS fRSZ{E E S ERIM LIz

)R

IBIEISTEZRIMIAAE, HRiF404,

IREDHT
IS E4PEMEE UES TS, REEEPIELE.

BMEER
ATIREIESAPEXRIS E48ERIEZ, LAWindows Server 2008 RAIZERF=IRSS
ERRSE, 1HIF L >EBIETE > EERS (11S) EHEsg, 7
FISEIEERHE, ®IFACEEREAIMLL
ISR, BEGEEE “RIEHTE .
BN, B “RET , NINEEIRSZRAIFAR IPHBLL,
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SBMERARSS =R
EPEHERR

12 ZE IS RS

ekl 21 x|
ZEA (D) : ~IP- ) 0 0):
http > || fi92. 168. 33. 234 | [au
: e té
|'|'|"l'|"|'ﬁ'.1'I.EE. I'.'ESITIl
A - www. contoso. com Eﬂ; markeung. contoaso. com
e |

12.3 BN RER?

NESEATAPMMITE301EERISEER.

BEm=
BEL R
1.
2,
3,
4.

BIISRYRRS3 254301 EEM

FEISEIEMILIERE A, FlaNi%EIwww.aaa.com,
s FE— e,
FNISEE— /R, FliNEEHaaa.com, fEREFHENZSGEE,
AEMEERIER, &R ‘HTTPEER" , EARSHEENT:
- Ak “BiEkEEORILBR .
-  EFEm[ibht: www.aaa.com$S$Q
MERLY:]
EMUEERID “$5$Q” BMERR: iFw “? 7 IIMUAILAEEBEE . KRN0
“$5$Q” , W “? 7 HIMULBKEERTSHIEE
- Ak “BRaiEREEQEENBERMARENTFBIR)” .
- RERRB: KA (301),
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RSS2
= HERR 12 ZE IS RS

& 12-8 HTTP =&

Qp HTTP EiE[
FERHINEHEERE ITEREEAZEEEEE] URL A3,

v FEREEERIERR):
www.aaa.com$sS$Q

T http:/ fwww.contoso.com/sales
EEmTA
v BiraEREER RN ERASETTERIE)

[ HEEREEaitEREEFER)FIIRE0)

REAE(S):
42 (301) v

HBXRE

f& 7 BIiZIISSLMEE @A, EET LB IBLM301EEMQ, LA AEPHPAD
Apache FEEIN301 EEMAYCAGREI -

e PHPTHIZ01EEM
<?php

Header("HTTP/1.1 301 Moved Permanently");
Header("Location: http://www.**.cn"); //BEEFIHwWwWwAIRIE
>

o ApachefRS5E3SLHI301ERE(D
WWWigZHEEE ., 2ERBUT:

deny from all

RewriteEngine on

RewriteCond %{HTTP_HOST}A(****\.com) (:80)?[NC]
RewriteRule A(.*) http://www.****.com/$1[R=301,L]
order deny,allow

12.4 Windows =fRS5251AIa{ER 1S GIERY Web uh 2T,
127~ “Bad Request - Invaild Hosthame” $5i%

ElRR A

EWindows=IRSS2EiAia{E ISR webih=AF, 27~ “Bad Request - Invalid
Hostname” $Hi%, WNE ihiEREEFR=.
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SEMERARSS =R

HBEHERR 12 2% 1S IjSS
12-9 i5iaHREE
Bad Request - Invalid Hostname
HTTP Error 400. The request hostname is invalid.

BIEEELES)

EISEIEREPR, MREEWebitm K FETFT1000MT, BaflISIRSBIIAS BTG
=FFHEIRT “Bad Request - Invalid Hostname” $&1%.

TS

EFRWindows=RSZ2E,

2. &R “FHE > WindowsEIET B > Internet Information Services (11S) &8

3. #ISEE=RTm, BhBEFRSRE, AEWNE ‘RERER .

12-10 IS EE=RTTH
§j Internet Information Services (115) B2
T €3 » COMPUTE- 3

¥EHE WEyY =5
i

"E
@9 COMPUTE-LWX5403 ¥
Q- iz 8 i 2 e
Ny 2l wE - TG - LSRR | e :
w3 compuTI (Com
ns ~ @
& = & @ .
HTTP BATE MIME 383 EEME 3T  BESEES
- n [ 0 =
4 | = 4 w
*';5, =y G =
R ] e MU BREE  WREE
i ,.a o 2|
h,_l e ) l“ =
BE SERT SLEF i
B cig
2 B
Shared DEESE | EESES
Configur...
" > [E Deenm | nenm
"3

4. %&#E “system.applicationHost/webLimits ” 5,
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SBMERARSS =R
EPEHERR

12 ZE IS RS

12-11 BCERIBEERE

@3 Internet Information Services (I1S)S258

€ 5 |9, computt

XHD #HEY =0

il
@- .3
[
v 43 COMPUTE- oM
O HEEs
v & FsE
@ Defa!

5. ¥ “dynamicRegistrationThreshold” A{EIRE 9100,

3 »

¢y EEGEE

ﬁ&):l system.applicationHosy/weblimits {

v Lﬁgwﬁmymmfgmom

connectionTimeout
demandStartThreshold
dynamicldleThreshold
dynamicRegistrationThreshold
headerWaitTimeout
maxGlobalBandwidth
minBytesPerSecond

12-12 iR EFHE

& Internet Information Services (11S)ST288

/(:: 93 » COMPUTE:
X#E WEY =Y
g |
- 8
€ B
~ €3 COMPUTE (com
2 wEE
v (&) FliE
@ Default Web Site

6. EFTAEIMLL,

e

) EERESE

F(S): system.applicationHost/webLimits

00:02:00
2147483647
0

100
00:00:00
4294967295
240

v EFISE: MACHINE/WEBROOT/APPHOST

connectionTimeout
demandStartThreshold

00:02:00
2147483647

dynamicldleThreshold 0
dynamicRegistrationThreshold 100}

headerWaitTimeout
maxGlobalBandwidth
minBytesPerSecond

00:00:00
4294967295
240

- (=1} X
W@
|
_
B -~
g X
W@
s
5
.
kil A

SASRRZAS 21 (2023-10-27)

WRIERE © LEARITERARERAF

227



SBMERARSS =R

13 (ZTic®

1 3 ZiTicx

yZi=):l BiTic®
2023-10-27 S B =B EERgrowpartl 89 XEAMEAL?
2023-08-22 [EGPURERTRE .
2023-06-01 FBLinuxEITar LT EIIRSHTHEEIR: Cannot
allocate memory,
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