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https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/support/sdk-video/api-debug.mp4
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APl EitFHR

RESTful API
LRTIRMHREST ( Representational State Transfer ) XASAPI, STIFEBIIHTTPSIE
KiEA o

=RSHEFE S0
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e Global: £F&E, RFEAKDNUE, EENMEARETH, NAMARKS,
TMSIFEHRERRIR

e Region: XiFgERE, REXDMEME, IN—EECSIRSF/AEALIL-IERM
X, BRILASERESER- EiE—IX P XE.

HELASENEERENXRR, ARENAFLREIX—<R

2-1 ELATEE

R EAPIEREELRTH—RIAPIRE ( APl Gateway ) , APIRXSITARBIERHT
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BREIFERBITIN, AREIREILES APlnaéﬁLIEl AiEKi% o
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HTTPiER wsty

request TAIE request
1 ) T oae | | Service(ECS,VPC,..)
response response

FERAAPIZREER, WNRMFIREEEIRISZAPIGWHLAYEIRIS, BRRIEAPIMKATR
B89, BAEIRIGE XAILASEAPIRIXEIRG .

RigT = Endpoint
FERMAPIRY, EEEIEndpointfaEiHIEMW MRS, W TFER.

request request
; APIG

ecs.cn-north-4.myhuaweicloud.com

ECSHRSS teit-1t=y
o WFEBHKIRS, RE—Endpoint, FIRNITMSHIENdpoint}y
tms.myhuaweicloud.com

o NWFXIFKIRS, B regionfIEndpointEBAE, FIFNIECSTEALEIPYAYENdpointy

ecs.cn-north-4.myhuaweicloud.com,

FrEIRSZBAYEndpointiF IS 2 &R LATEhttps://developer.huaweicloud.com/
endpoint&if],

TANIE. SEFNFEEIY
o NIF: HAPIGHEM (BidTokendkAK/SK) , FIKTRARAENEN, 2EE28EH

P, RRESBEEAR
o EN: AZMRSBELU, HENFREESEEGRIFERFRINR.
o RN: EAMPBERE, METAF/ABEN, IIXTAeEEEMIKR,

=

. TAIE

Y
request request
x » APIG Service(ECS,VPC,...)

TR TokenFIAK/SKIEFAIES T o

. gkenﬂ’ﬂﬁ?&ﬁﬁ?ﬂﬂd\ﬁﬁ, FEER—TokensiNEY, ALASEEFRE, BRI
ZEA.
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https://support.huaweicloud.com/devg-apisign/api-sign-errorcode.html
https://developer.huaweicloud.com/endpoint
https://developer.huaweicloud.com/endpoint
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o AK/SKIKEABR . AK/SKINZRAIERK
WEFERAK/SKAE, HELZ2tEtkTokemAIEES . BHEA=SDKENAERAK/SK,
SEHEZ(EFASDKIBA AP, tHXIREST API, SDK{EFIE @R,
INIESERURA
TEBEEZEIAENBEBAPHIAMESENRIXER
. iJEEﬁHAPIE'%EiAiE, MEREHINILE, BARESERIAPINXAEL , =520 E]

MIZ o

{
"error_msg": "Incorrect IAM authentication information: x-auth-token not found",
"error_code": "APIGW.0301",
"request_id": "7775eaabb4bbe5934e565349bd27c298"

}

AL =IR[EIAPIGW.0301RISEIRMS, IRIREEEREMR Dx-auth-token, XZAPI
MEXIREIIAS, TRAERET, RELAE.

o [RIZFHEIE—NAMER, RIMAHIARPH, XEXPMIAMARRBEH el
HNEEFRINIR, WNR AT c5xEtoken, SASIEBAPI, TTLUBIZAPIREATIA
iE, BRERSRSSENRIENR.
fBIaniE R ECSER SSHYEIBECS AR5 225 ZRAYAPI
GET https://ecs.cn-north-4.myhuaweicloud.com/v1/05041fffa40025702f6dc009cc6f8f33/cloudservers/
detail
£EZITAL, X)RIREIHAESAPIGWHIE RS, MEECSHEIRE, £RS
BRIR, EIFITZIRE.

{
"error": {
"message": "do not have the required roles, forbidden to perform this action.",
"code": "Ecs.0110"
}
}

o W LEMIBFIMAZI—1APA, HEXNBFEEFEIRECSIRS:5IZRAY
PR, EFiRENToken ((FEXBEEFEFHIAEToken, HNTokenitE E—IXAY
?EM‘RBE) , ARV FIECSHRSZAVEIDECSERSS25IZRAIAPI, MESERIIN TG
N o
X2 1EHf
i "count": 8,

"servers": [

{
"fault": null,
"id": "78ccc986-016f-4405-94f9-c4d58421eca7",
"name": "cce-612884-06913",
"addresses": {
"377a7782-72e4-4db2-96b7-841d5d6f18a8": [
{
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https://support.huaweicloud.com/devg-sdk/zh-cn_topic_0070637169.html
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INERBIZANERSWAPIN KBS, SRR TENRE], REILIAPIGWHFLAYEEIR
HES
tban{sE A TokentAEiE kg B Token, REUIT .
{
"error_msg": "Incorrect IAM authentication information: x-auth-token not found",

"error_code": "APIGW.0301",
"request_id": "7775eaa6b4bbe5934e565349bd27c298"

}
(ERA T EI1RMToken, REIMIT,
{

"error_msg": "Incorrect IAM authentication information: decrypt token fail",
"error_code": "APIGW.0301",
"request_id": "0e812a89eee650de8e1f55cdae28b2c9"

}

EATHEIRAK, SIREINTHEIR.

Traceback (most recent call last):
File "/home/user/.local/lib/python3.7/site-packages/huaweicloudsdkcore/http/http_client.py", line 119, in
response_hook
resp.raise_for_status()
File "/home/user/.local/lib/python3.7/site-packages/requests/models.py", line 953, in raise_for_status
raise HTTPError(http_error_msg, response=self)
requests.exceptions.HTTPError: 401 Client Error: Unauthorized for url: https://iam.myhuaweicloud.com/v3/
projects?name=cn-north-4

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
File "/home/user/.local/lib/python3.7/site-packages/huaweicloudsdkcore/auth/credentials.py", line 93, in
process_auth_params
self.project_id = keystone_list_projects(http_client, request)
File "/home/user/.local/lib/python3.7/site-packages/huaweicloudsdkcore/auth/iam_service.py", line 49, in
keystone_list_projects
raise e
File "/home/user/.local/lib/python3.7/site-packages/huaweicloudsdkcore/auth/iam_service.py", line 47, in
keystone_list_projects
http_response = http_client.do_request_sync(request)
File "/home/user/.local/lib/python3.7/site-packages/huaweicloudsdkcore/http/http_client.py", line 93, in
do_request_sync
self.response_error_hook_factory() (response)
File "/home/user/.local/lib/python3.7/site-packages/huaweicloudsdkcore/http/http_client.py", line 130, in
response_hook
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raise exceptions.ClientRequestException(response_status_code, sdk_error)
huaweicloudsdkcore.exceptions.exceptions.ClientRequestException: ClientRequestException - {status_code:
401,request_id:3f979354fbec41b3ccObd28ce7865e20,error_code:APIGW.0301,error_msg:Incorrect IAM
authentication information: ak xxxxxx not exist }

R THEIRAISK, REWT,
huaweicloudsdkcore.exceptions.exceptions.ApiValueError: Failed to get project id, Incorrect IAM
authentication information: verify aksk signature fail, canonicalRequest:GET|/v3/projects/|[name=cn-

north-4|host:iam.myhuaweicloud.com|x-sdk-date:20210902T011700Z||host;x-sdk-date|
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

Token 5 project A<ILHEg
7E(EFETokenI AIERT , z"“AEEE).,EEMEJTToken {B2HiETokenBT AN RSB E 2 X 1

A, E2ERISENEKRIEARXIEBRIRIE, XEFFREEIEMMNTRIIRE. TR
TokenS5iERAILEL .
{

'error {

-

2P AU Ny SPE S ER S LA LR

o %%EE%WBE,BIE’JToken{EﬂlaﬁwAlft BIANEE KX 1BAIRIR, ERiFTokenhY
5

o {FAAK/SKIAIEER .

Token AR PRSCE TR

E(EATokenINIERY, EESLHIBToken, HiETokenlIEEIEE Token2 25L& 3I89E
=MBE%&KAIRY, N TFERiBETokeniZOAYIEKBody{AHscopeFfir,

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username",
"password'"; "kt
"domain": {
"name": "domainname"
}
}
}
}I
"scope": {
"project": {
"name": "XXXXXXXX"
}
}
}
}

o [XIHRIRSEZEEFFEINERFIAIToken ( KIFEATN—NRE, X MNIEHERSE
A& ) , IAhiERkbodydauth.scopeRIE{E Aproject,

o ZRERSZSEEFIEBERIINToken, LEATERbodyFauth.scopeRIEYE ST

domain,
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NFXIFRRSS, MNEIRENEFBHRGIAIToken, BEEEERZTokenBILIAIE, BFEEE
[RiRETEN, SEHIEREM.

FIENREN— N2 FToken, TR

{
"auth": {
"identity": {
"methods": [
"password"
1
"password": {
"user": {
"domain": {
"name": "domainname"
B
"name": "username",
"password'"; "k
}
}
by
"scope": {
"domain": {
"id": "0503dda878000fed0f75c0096d70a960"
}
}
}
}

SRS E FECSARSSRIEIAECSAR S5 289 RRYAPI, MSEIGAN NI, FRToken5URL
FINBEARILE, REEIR,

{
"error": {
"message": "tenantld in token is not the same with in URL.",
"code": "Common.0018"
}
}

HHERT, WREREBERIRSAIAPI, INTMSRIAPI, NISIEHEER .

AK/SK RSB
AK/SKEEEREFTEIUIREE, FTROREMREMSR.

BIEmAFECSARSSRIEIBIECSARSS88FIRAIAPI, FESDKHRZINTRED, HITHIESEE
IEFRRYNER. ., A& S TokenBd H SRAVINBRSE B A ILACIalRE

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkecs.v2.region.ecs_region import EcsRegion
from huaweicloudsdkecs.v2 import *

if _name__ =="_main_":
ak = "<your AK>"
sk = "<your SK>"

credentials = BasicCredentials(ak, sk)

client = EcsClient.new_builder() \
.with_credentials(credentials) \
.with_region(EcsRegion.value_of("cn-north-4")) \
.build()
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try:
request = ListServersDetailsRequest()
response = client.list_servers_details(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

AK/SKR=ZEIIESCEERIRIE, BIANIAMABFISBECSHIIR, NHiT EEABSIL
FNTMAN, FRRBHITENEIERIIR .

403

1¢1d07572cb568467f65515a2353f3a9

Ecs.0110

do not have the required roles, forbidden to perform this action.

PR TE
LRETHR BTN, SAREINETFEREIR

ConnectionException occurred. <urllib3.connection.HTTPSConnection object at 0x01B94268>: Failed to
establish a new connection: [Errno 11001] getaddrinfo failed
Traceback (most recent call last):
File "C:\Users\user\AppData\Local\Programs\Python\Python38-32\lib\urllib3\connection.py", line 159, in
_new_conn
conn = connection.create_connection(
File "C:\Users\user\AppData\Local\Programs\Python\Python38-32\lib\urllib3\util\connection.py", line 61, in
create_connection
for res in socket.getaddrinfo(host, port, family, socket.SOCK_STREAM):
File "C:\Users\user\AppData\Local\Programs\Python\Python38-32\lib\socket.py", line 918, in getaddrinfo
for res in _socket.getaddrinfo(host, port, family, type, proto, flags):
socket.gaierror: [Errno 11001] getaddrinfo failed
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