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FERRNENIRiREEEOMELL “TRREMIERE" I, ZREMFAARSTIES WU TR
https://www.huawei.com/cn/psirt/vul-response-process

N EFTEREURIREE, 152 a0t :
https://securitybulletin.huawei.com/enterprise/cn/security-advisory
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2 i{EixiEm

15 &S

2.1 EREE
2.2 #RAE
2.3 FIAR

2.4 BIERE

2.1 EXE;

RFSECEIESFHRAHCLEL, BARERSE, AiZHEFH=, FEFESFISONIEE,
AN EBNEHCLESHIERNEENRE LR

RFSECEIES FEMS#(Argument), B (Block), FiAZL(Experssion)FHEREL
(Functions)£H5g o

2# (Argument)

Ik (Block)

ERFSH—MENFRANMELIEENISHEN, SHIRTLUERFE . H=F.
TIZQOIEEF ()RR, BEFETERENT, fia:

image_id = "ad091b52-742f-469e-8f3c-fd81cadf0743"

RIS SHREGE—IL, FXIFIRE.. REARER | BURESMREMERL, B

T
resource "huaweicloud_compute_instance" "myinstance" {
name = "myinstance"
network {
uuid = "55534eaa-533a-419d-9b40-ec427ea7195a"
}

}

TEEFRRE LA EBIERI AR, FfIresourceflinetwork 1J9tREER), Hep
resource ATREREEEY, network HERERZER! , HCLEESSHFHITNEIREEIEIE:
provider, resource, data, variable, output, module, localsZXiE=,

PAIREERERZEEN, BHEMRERIRE, HfFresourcetREEIB ST MR

% huaweicloud_compute_instancefImyinstance, #RERInetwork3EELGHIRIR
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2 iBi%iEm

. REFAENERERE, B {0} FAHTHEER, AREFRITLUIRERMSEELL
SEMARIRERLE .

HCLSZHFLA TS #3EEY:

AR

e string: FRFEXE, H— P ZB P UnicodeFRFARY, FIE0 "hello”,

e number: ¥FER, AILIRTREHINZRE.

e bool: #/RZEE, HEER true 8k false,

HCLEESIRIBE S HEE R B numberflboo 2B JstringZEBY . INR—NF1FH

BEERIA— P FHM/RERE, BT TREER. FHH. HFMNHRE
BsHo LA EERE, fan:
disk_type = "SSD"

disk_size = 40
enable = true

# SIRHERF A R R A /REE

disk_size = "40"
enable = "true"
57

o  map(..): BREIZERY, LIEENT (key-value pair) IS ESRRISIRTEE
&, Hekeyastring2£8Y, XIMAYERILARString, number, bool&EEE!, HFf
BRENENRRR—2E,

o list(..): FIREE, ERREENMIETEES, TEIYUSEREEMRE
B, JIRRS5IMN0FFA.

o set(..): EGXH, HKUTHFRELE, ERESTHITERRBITTHIIRRTT
sl Bx=BEamE—1t.

BREFSEEVER {} fi%, HERTEXEERE: BRENULMERES ="HES""&
B, WNRkey ALAFFFFL, AILIAINNG|S; MFS1TMRES, #BEXZERLAERRE
ﬁ}é’iﬁéléﬁ%i&ﬁﬁ[ﬁ . EFFRESEERENFRRTrRIEToMR, fla:
# HEFE
tags = {

foo = "bar"

key = "value"

}
# HftitgzC

tags = {"foo" = "bar", "key" = "value"}
tags = {"foo" : "bar", "key" : "value"}
tags = {foo = "bar", key = "value"}
tags = {foo : "bar", key : "value"}
tags = {

foo : "bar"

key : "value"

}

SIRERIMNESXBNRTHIVER, HPumAhEARLENSIR/EGHER [1 #
¥, TTERAIREENGIER/ESEREERITCERTR, Fia:

# BRI

security_groups = ["default", "internal"]

N5k 01 (2025-10-13)
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2 iBi%iEm

HAhiE:

# HREERIRNFIZR
network {

uuid = "55534eaa-533a-419d-9b40-ec427ea7195a"
}

network {
uuid = "ad091b52-742f-469e-8f3c-fd81cadf0743"

}

537 i

e null: THEE, IRB—NSHIKENAU, XFRXNMSHKES, HCLEE@Z
iZ28, FERME. nulEREHRAXFEAER, a0 vartest=="""2 null :
vartest, FHvartesthiUEL""BY, FISEHZEE,

o ERITERRLA#TR//FFkL;

o BITERLI TR, LIER, FIFHRERFRE.

o TerraformEEBNIHERUTF-8%%1E, MFARRET. EBRMFHFRESIFIEASCI=E
%o

o ZBITFEFHRLU<EOFFL, HEIRFMFENSE, =BELEOFERE , EOFEAILIE R
REMFRT . Flun:

resource "huaweicloud_obs_bucket" "web_bucket" {
website {

routing_rules = <<EOF

{
"Condition": {
"KeyPrefixEquals": "docs/"
b
"Redirect": {
"ReplaceKeyPrefixWith": "documents/"
}
1
EOF
}
}

2.2 FIULIRE

HRAE

HCLEAIE T — LB FRORISHESS, LABBR R R A R SRS R RS — 30 .
RIWFAPEEXEAE, BEORROENT:

o HFSMRERD, BHBIEE,

o USAPFUSHER—RERIESHIN, BUESSHT,

name = "myinstance"
security_groups = ["default", "internal"]

o (FRATITHRBRFHNSIESEA.,

o HBFAERTEESEINRET, BIEESHMEIRS, RERKESHIT
BFHERETR

o LB #(meta-arguments) MIEREFNIREE, FHERTITSHESEIET; &
TTESEHR (meta-argument blocks) IMEREARNRE, HETSITSEMRET

SASRRZS 01 (2025-10-13) WRIERE © HERRARBIRAT 4
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resource "huaweicloud_obs_bucket" "demo" {
count =1

bucket = "bucket_demo"
acl ="public-read"
https://www.terraform.io/docs/configuration/style.html
tags = {
foo = "bar"
env = "test"

}

lifecycle {
create_before_destroy = true
}
}

o TNERZEHERZITIHRLFRETT .
o EWBHEEREMNRERME—IE, FEXRENRERERTITRT.

https://developer.hashicorp.com/terraform/language

FRIAAT S IR ERETRIE, RRARNFENENFFIAIL, 0 "hello world"
85, Terraform3ZiFBFRIAN, BIEEEMF. FHREARNUNRFERNINERE

BT "terraform console" A S HAILITH— I REXRIEFIE, EBeJLAERZIEE &
FRA NN E REHIRIEFOM

B8
EEHFENTEENREHBIERIFIRSS, Terraform3zis I FRRUOEHET:

o BRIZEHFF: BFERIERE TR, & +, - (BX) , * /) %, -
(%) -

o XRIZEF: BIEBNEERE, ERAMRE, 85 =

o [WRIZHFT: BFEAHFEE, ERIGRE, 8fF: >, >=, <, <=

o IBIEIEHTT: BFEMEREAMRER, BIF: |, &&, !

EREAPERASTEEGE, SRBLUITEE R TRE:
1. L - (&%)
2. 5/, %
3.+ - (ELX)
4., >, >=,<, <=
5

6

7

FERIAT
SHRARRAHRRALMEM T E—, HEETURRN:

SASRRZS 01 (2025-10-13) WRIERE © HERRARBIRAT 5


https://developer.hashicorp.com/terraform/language
https://developer.hashicorp.com/terraform/language

BiRsE

2 {5i%iEr

for FiAz{

condition ? true_value : false_value

iZIBAZFRR: R conditionJgtrue, #ERAtrue_value, BN Hfalse_value, F4E
ATURISER A LIRETZEEY, {Btrue_valuefllfalse_valueRISEBIIRIS—E. 43
EXANERREZERRNMERRTRE, WT:

vara !="" ? vara : "default-a"

ZERFRR: WRvarafIEARNZ, NikEvarafdE, BNRE—EOME.

forRiAATFBHESEE (map. list. set) PFHENTE, AXTEHITHIE, 8
EBERBEA— N FNESEE, forR ARV BEREVR TFEHERIESEE:

o fEA'['FN'T BER—IIE

o {ERA'{ 0 'Y BEM—REY/TR

R85 mylist A9EJ ["AA", "BBB", "CCCC"], ERJLAMFERAforZiAT IS mylist HfY
BINEFRITERERANNG, HaE—1 %k

> [for str in varmylist : lower(str)]

[
"aa",
"bbb"
’
"CCCC",

]
BRI LIBERBIEA—N RS, IRBEXRBEY "=>" HE:

> {for str in varmylist : str => lower(str)}

{
"AA" = "aa"
"BBB" = "bbb"
"CCCC" = "ccec"
}

BREYSERIth AT LUEId forRIATV R A TR, BRiIg mymap BYEA {element1="aaa",
element2="bbb", element3="ccc"}, EFATLUSMSTHHEMEEEIRAIAE:

> {for key, value in varmymap : key => upper(value)}

"element1 = "AAA"

"element2 = "BBB"

"element3 = "CCC"
}

ItE5h, forRIATIARILAERIfERIXI T TSR
> [for str in var.list : upper(str) if length(str) >= 3]

"bbb”,
"ccec",

]

https://www.terraform.io/docs/configuration/expressions.html

HCLSZIFFERINERE, ATAEFRH. METE. 1%, RBEERITRE, &
A LAEE RS MRETEAR, HiEXT:
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BiRsE 2 IBXIER
<EHEZIR> (<S>, <BH2> ..)
AN EETHCLHAERAREH TR EH B HELHBERL, &alLl@id Terraform
EAXEEETEIRETIFIIE,
FRIEREREL
* 2-1 ZFERY
REBIR | REER =20 1B1TER
format FREEERL format("Hello, Hello, cloud!
%s!", "cloud")
lower BERFEPIEEEHE | lower("HELLO") hello
NG
upper BFHFEPIFEEEE | upper("hello") HELLO
KB
join FREENXZFE/FESIE | join(", ", ["One", One, Two, Three
Wiz = "Two", "Three"])
split RIBDRAFRDS=ZRE | split(", ", "One, ["One", "Two",
Two, Three") "Three"]
substr BIEREBEFHEMNL | substr("hello ello
ENERFEHRE— | world!", 1, 4)
FE
replace EFEEPRstr1Ee | replace("hello, Hello, cloud!
BXstr2 cloud!", "h", "H")
HIEITERE
= 2-2 HETERY
REBIR | REER =20 1B1TER
abs TEENE abs(-12.4) 12.4
max HESEXE max(12, 54, 6) 54
max([12, 54, 6]...) 54
min TE&IME min(12, 54, 6) 6
min([12, 54, 6]...) 6
log TTEXIE log(16, 2) 4
power TEXRIYRER power(3, 2) 9

MAERRAS 01 (2025-10-13)
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BiRsE 2 IBXIER
EERH
xR 2-3 £
BREBIR | BREUER =30 B4R
element | BII THRMNIIERFIEER | element(["One", Two
M ITEE "Two", "Three"], 1)
index REIEEBEESIEFD | index(["a", "b", 1
£5|, MRZEARFE | "c"],"b")
Bk .
lookup (ERRLEREMIRETZE | lookup({IT="A", A
PR NANE. WK | CT="B"}, "IT","G") |g
%ZFEI?'\J%;FT?E, iR lookup({IT="A",
@%JUA{EO CT:"B"}, "|E", an)
flatten BEBFyEHiETE | flatten([["a", "b"], ["a", "b", "c"]
[1, ["c"1D)
keys iIRElmapFHIEFEkey keys({a=1, b=2, ["a", "b", "c"]
c=3})
length RENFUZR . BREGIEESF | length(["One", 3
FEKE "Two", "Three"]) 2
length({IT="A", 13
CT="B"})
length("Hello,
cloud!")
RRIZEVEREY
5 2-4 KB RHE
BREBIR | REUER =) IBTER
toset B5REREEHRNES | toset(["One", ["One", "Two"]
i "Two", "One"])
tolist BESZEREERNHIER | toset(["One", ["One", "Two",
e 3it) "Two", "Three"]) "Three"]
tonumber | 1EFZFEERIEENRHEL | tonumber("33") 33
FER
tostring | {GEIFRBELIRAFRF | tostring(33) "33"
ERZERY

MAERRAS 01 (2025-10-13)
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BiRsE 2 {BXIER
SRADEREN

7= 2-5 fRABEREL

BREBIR | BREUER =2t BTER

base64en | BUTF-8=ZFFE45He | base64encode("Hell | SGVsbG8sIGNsb3VkI

code JIbase644wiL o, cloud!) ==

base64de | Ebase644miEfEfE ) | base64decode("SGVs | Hello, cloud!

code UTF-8F 5 &R (455R9F | bG8sIGNsb3VkiQ=="

UTF-siE=EiRiE) )

baseb4gzi | BUTF-8=FFFER/E£45 | base64gzip("Hello, H4sIAAAAAAAA//

p FitHa/gbase644w3 | cloud!") JIzecnJ11FIzskvTVEEAA
AA//8BAAD//
wbrhYUNAAAA

a7 FOINZER EREL
% 2-6 IR/RFNNNZEREL
BREETR | REUEAR =20 BITER
sha256 HE=FER sha256("Hello, 0ad167d1e3ac8e9f4e4f7ba8
SHA256/8 ( 16 | cloud!) 3e92d0e3838177e95985863
#) 1c770caaed8cc5e3a
sha512 HE=EFER0 sha512("Hello, 6ebbed9fcdedffafo0e742e7
SHA512{8 (161# | cloud!) 697f6cc7d8548e98aa4d5aa
#) 74982e5cdf78359e84a3ae9f
226313b2dec765bf1eadc83
922dbfe4a61636d585da44ff
bd7e900f56
base64sh | i+EFFFEHEAY base64sha256("H | CtFn0eOsjp90T3uoPplLQ44
a256 SHA2561H, F%% | ello, cloud!") OBd+lZhYYxx3DKrtjMXjo=
8 9base644wi5
base64sh | ItEZFEM base64sha512("H | brbtn8Tt/
a512 SHA512{8, F%% | ello, cloud!") 6+Q50LnaX9sx9hUjpigTVgn
i gbase644miL SYLIlzfeDWehKOunyJjE7Lex2
W/HQTIOSLb/kphY21YXaRP
+9fpAPVg==

md5 ITHEMD5E md5("hello 5eb63bbbe01eeed093cb22b

world") b8f5acdc3

MAERRAS 01 (2025-10-13)
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(AR

base64sha512("Hello, cloud!")A~&Fbase64encode(sha512("Hello, cloud!)), EAsha512it
B HEESE R ETerraforms2Unicodefmigtgzl, FigIExEUTF-8LH,

SR ERREL

+ 2-7 NIHRERHE

REEIR | REUER =30 BTER

abspath | ITEIHHIMEITERIZ | abspath("./hello.txt") | /home/demo/test/

terraform/hello.txt

dirame | IHEFHFEPEERY | dirname("foo/bar/ foo/bar
B®F baz.txt")

basenam | ItEFFEFAIHE | basename("foo/bar/ | baz.txt

e 4 baz.txt")

file EBCUSFRREISE | file("./hello.txt") Hello, cloud!
S

filebase64 | IEENIHFHIREISY | filebase64("./ SGVsbG8sIGNsb3VKkI
AAHIbase644wi3 | hello.txt") ==

N#5hRA 01 (2025-10-13)
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BiRE% 3 BRI

3 —ti=[3]

3.1 Provider
3.2 Resource
3.3 Data Source
34%=

3.5 Metadata

3.6 Extension

3.1 Provider

TerraformPIBECE LA "tf" 2 .tfjson"4ERE, FEHMHprovider, resource, data
sourcef1ZZEHM

B Provider ({F— M IRSBIZMRS, Terraform EidiGEEAEI SProvidern# 1732 E .
Provideri@i3 X2 "provider" #7708, ProviderfIECESHIESEXE,

1T terraform init GSEIIS T EHERRUEE, ENSGMTerraformER CE T
hRAS B -

s3F Terraform 0.13Z/ZHIRRA, ATLAEFR "required_providers" #5EProviderfd
registry JRFIARZA o

i HBIRFSIREZ FER Terraform 1.5.20RZA

terraform {
required_providers {
huaweicloud = {
source = "huawei.com/provider/huaweicloud"
version = ">= 1.20.0"
}
}
required_version = ">= 0.13"

}

fETerraformep, ERJLAER providertREIEZZNECE, HA— providertRFIEIARLS
&, HeRER "alias" tRRNIEENAEE . ERRPERITSE provider AJLUERE

SRR 01 (2025-10-13) IS © ERRAGIRAT T
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BiRsE

3 BcElEr

IEBRIARY provideriR, BINNBEEARNBXERRIR, BEFEREHEZ provider
R

provider "huaweicloud" {
region = "cn-north-1"

~

provider "huaweicloud" {
alias = "guangzhou"
region = "cn-south-1"

~

IR T AL =R NI E I =provider, FXI X BprovidertEiN T BIE . £
RIEPERTTSE provider SRIEFIEBIARY providertl, Ei&=9: <providerZ#R
> <5lE>,

resource "huaweicloud_vpc" "example" {
provider = huaweicloud.guangzhou
name = "terraform_vpc"
cidr  ="192.168.0.0/16"

}

ez Provider 73FfEResourcePigEEregionS%, AILAEARAIMXGIZEEIE, 18
EE alias + provider 8950, XA ENMRIEEE,

provider "huaweicloud" {
region = "cn-north-1"

}...

resource "huaweicloud_vpc" "example" {
region = "cn-south-1"
name = "terraform_vpc"
cidr ="192.168.0.0/16"

}

3.2 Resource

BRI

Resource ETerraformPHREBEENITTE, BITFEEF "resource” #1770, Provider
PN ERBEE — NS NERSZIIM, dNhuaweicloud_compute_instanceZk
RECS, huaweicloud_vpcE/RVPCE, BRZBIXRTLUBE X REERHITX
B£, #neJLAERE huaweicloud_compute_eip_associate £5ECSHEREIP,

resource "huaweicloud_compute_instance" "myinstance" {

-

resource "huaweicloud_vpc_eip" "myeip" {

-

resource "huaweicloud_compute_eip_associate" "associated" {
public_ip = huaweicloud_vpc_eip.myeip.address
instance_id = huaweicloud_compute_instance.myinstance.id

}

AILABERARS | HRENENE, B8 <TREEEDS <G> <BiE>. RIREBEE
El#2 T &FRJ9 myinstance BY huaweicloud_compute_instanceiZiR, G0 :

SRR 01 (2025-10-13) IS © ERRAGIRAT 7
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EY=ti=[c]

# LBIID
> huaweicloud_compute_instance.myinstance.id
55534eaa-533a-419d-9b40-ec427ea7195a

# LflZeE
> huaweicloud_compute_instance.myinstance.security_groups
["default", "internet"]

# SLEIE—NR-RAYIPHEtE
> huaweicloud_compute_instance.myinstance.network[0].fixed_ip_v4
192.168.0.245

# SEGIFTE M -RAYIPHELE

huaweicloud_compute_instance.myinstance.network[*].fixed_ip_v4
["192.168.0.24", "192.168.10.24"]

# trkeyHIE
> huaweicloud_compute_instance.myinstance.tags["key"]
value

3.3 Data Source

34 FTE

Data Source

Data Source BJLUASAZ4FHAIResource, BT XEF "data" #H{T/=BB, Data
Source HFEREEFEZRENE THIM.:.,U, flanaTLAEIZ "Ubuntu 18.04 server
64bit" FUEZRBIREITERIIAEGAIDREMEHE:

non

data "huaweicloud_images_image" "myimage" {
name = "Ubuntu 18.04 server 64bit"
}

EREIRGRZE, EAILGIRZRGNEEHEEZRER, SIAEINA: data.<i
BB <BTR><EE>

resource "huaweicloud_compute_instance""flexibleengine_compute_instance_v2" "demo" {
name = "ecs-demo"
image_id = data.huaweicloud_images_image.myimage.id

~

3.4.1 MATE

At
<
p
>
3
I+H||n

2q==}

AT SR LIRERRIISH, @idXEF "variable” 75, BIENBIAZ
s, ,a:_JLH&*“‘“@EH&EI’J,WW%L%‘EE, IBMECE . MATSRETLUERZEA
8, CLI &N, MBETEFHAFKEE.

RERUE, MATEBEEERN variables.tf BIMMEFEN . MIAZEEIIXETF
"variable" #1708

variable "image_id" {
type = string
description = "image id of Ubuntu 1804"

}

variable "availability_zone_name" {

N5k 01 (2025-10-13)
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type =string
default = "cn-north-1a"

}

variable XEFEMNRERBMAZTENER, ZERER—IERPPNIEEEZEY
;ﬁﬂ’&—o TENBIRILIZMRRB XBEF UM ABERRIRRGT . REXEFE
&

source version providers count for_each lifecycle depends_on locals

variableIRpFEEGIFUTSH:

o type: IEETSHIZEY, BAIAN string,

e description : IEETSHIEAEE, AFREATENAEE,

e default: IEEZ=NEANE, FERAENZSTUATIETSE,
e validationiR: IEEZTERIETENIGIERN .

NRKREBIEETEXRE, MBIAS string, BINFFAERNISETERE, XA
LA @R F P A ERIZAEIR , HtiFTerraformfE(EAEIRAIRE EIREIGRM

EIREE.. Terraform MAZEZIFHIRELE:
o HIZREAY: string, number, bool
o S&R: list(<TYPE>), set(<TYPE>), map(<TYPE>)

EGXRBENTEENNT:

variable "availability_zone_names" {
type = list(string)
default = ["cn-north-1a"]

}

variable "docker_ports" {
type = list(object({
internal = number
external = number
protocol = string
)
default = [{
internal = 8300
external = 8300
protocol = "tcp"
1
}

BxE X IETERN

FERTLMER validationfRE RN SRS EE S IHEMN, ST Terraform
0.13.02 [EAIRRASZHE, BIgN:

variable "iam_user_password" {
type = string
description = "The password for iam user to log in."

validation {
condition = length(variam_user_password)>=8
error_message = "The password is too short."

}

}

Hrh, condition 28E— 1MR/REFXR, BoJLUERA can RECRENIREREE ST
IR, Hla0:

SRR 01 (2025-10-13) IS © ERRAGIRAT 4
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variable "iam_user_name" {
type = string
description = "This name is used for iam user to log in."

validation {
# regex(...) MNRILELEMISIREIEIR
condition = can(regex("([a-zA-Z])", variam_user_name))
error_message = "Incorrect user name. Please check whether it contains upper and lower case letters."
}
}

N condition BILLER Hfalse, Terraform E=E—KEIREE, HASA
error_message FTENMHIFFE , error_message NiZE/VPE—PN=EBWEF, UK
58k, LU E " SR,

S|HmATE
BMATERILUBEE var<TE=R77> B9 lina, BREEEREFZTEARRAGE:

# variables.tf
variable "vpc_cidr" {

type = string

description = "the CIDR of VPC"
}
# main.tf

resource "huaweicloud_vpc" "vpc_example" {

RE

Ll

BT TFARALLEE AT S:
o EIHSITH -var IEIEE
o EIITEENIM (tfvars), EaSITHISES BRI

o RENETSE

TEEN (.tfvars) X4

MREEDERATRERE, BNERTEENRREXETE, RGBT -var-
file RIS EIZ M4

terraform apply -var-file="testing.tfvars"

BEENHRI RE "thvars", TEENIHRNEEZSEEXHREZER, (8
XATIEEXERMN:

vpc_name = "my_vpc"

vpc_cidr = "192.168.0.0/16"

availability_zone_names = [
"cn-north-1a","cn-north-1c",

]

Terraform B BEINNESFHKRBRTEEN !

o {47 terraform.tfvars 8 terraform.tfvars.json BISZ{4
o HZFRLA auto.tfvars 8 .auto.tfvars.json LERERISIE

XFFLA json LEERIN, FTEER ISONIRER!
{

|||||

"vpc_name": "my_vpc"

SRR 01 (2025-10-13) IS © ERRAGIRAT 15
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"availability_zone_names": ["cn-north-1a", "cn-north-1c"]

}

BEEX MR

oL HHRESFEALRRETENLR . WTFEGRENTE, ATRSIIZMH
E¥%¢§Mm5§ﬁ’]@ , BIERTEENNHREE . MRAR—NZENT 7B
{8, Terraform S EFRRE—METEE. Terraform HRIEL FIREINEES (tRiE
I, EERETFEIERIE):
TELE
terraform.tfvars @ terraform.tfvars.json 344
*.auto.tfvars g *.auto.tfvars.json {4

#247haY -var 1 -var-file 1%EIR
i FREEENERIE—NZEDEBSME-

AN =

BEXT=NEZEE, B2 Terraformfy MATE X,

34.2 HTE

T E AL IRIRAIRENE, BEXHEF "output" HITHER. HHEZEE—
SIMAFFRLAEBRIGE, BERTLAERIEERAIZST terraform apply/output ap<Hit
FFERYE, AL F B R AR R BB R

ARmHESE
REBAUE, METEEEERN variables.tf BIHHEN . WETEEE “output”
KEFHITER:
output "ecs_address" {
value = huaweicloud_compute_instance.myinstance.network[0].fixed_ip_v4
description = "The private IP address of my ECS"
}
output XEFFRARE NIMETEAIEZIR, ZBTRBAEBERAIRIRRF . outputiRep
FEAEUTSH:

e value: WEIN, MHTERNE, FOUBERHIREREBAIERBLER
e description: WHTEAERES, ATFHEABEEENRIE.

output "vpc_id" {
value = huaweicloud_vpc.myvpc.id
description = "Check out the VPC ID"
}

e sensitive: BT EIRCHEURIN, £ CLI PEIRERHHTEENER.
output "vpc_id" {
value = huaweicloud_vpc.myvpc.id
description = "Check out the VPC ID"
sensitive = true

}

$ terraform output
vpc_id = <sensitive>

IR R BRI E LT EEN NS EaHERE, ERmHENRATLIE

AT AR
- RETBMOEICRIA state X, EEMFIEESHdstate LR
.
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- FRRPEBEETEEFRRRER, BERERAVEXEEMRIRS A
JERILATECLIFR R R

e depends_on: IEERIHTBAIMKIKER . BT HHE SHEER—MF
B, PtBEFFERIRESHEMER. ﬁ?&ﬂﬁmﬁﬁ%%o

3.4.3 it =

AT ERTLIRRENIERPHIGIEE, EFACEEMMSPIRIRA, BEXEF
"locals" #1TEME . AT EERTRETEESEXERENRIATAIAS, AILAR
MMEBRR, AESTEN . RNEEERIEESSHEERILIMEREE, X
MOREIZ, AFITFHP, AENSEERANES,

== TRE
FEfTSE
AT EEIT “locals” XKEFHITAER:
locals {
service_name = "forum"
owner = "Community"

}

FBENREXNAMIRTZHHMERE, TUILUERRAEZE. RREEMEMD
AT ERIS | BMFRIANER:

locals {
dns_list = concat(huaweicloud_vpc_subnet.subnet_1.dns_list, huaweicloud_vpc_subnet.subnet_2.dns_list)

}
locals {
common_tags = {
Service = local.service_name
Owner = local.owner

}
}

S| EES
EREAMSEIE, AILUE local <EESHR> WEIHTSIA.

resource "huaweicloud_obs_bucket" "bucket_demo" {

tags = local.common_tags

}

3.5 Metadata

3.5.1 Metadata 508

MetadataZTerraform>z3FHINEITLES L, AJLATE provider, resource, dataiRep{E
. AETEENEE resourcelRZFFITESH, TEQE:

e depends_on: FIFEERRAVKEIIRT

e count: BTFEIEZSMERERENEIR

o for_each: FIFIRIEMST. FRIBESCEZSIPHIR

e provider: FFEIFIEENARY provider

SRR 01 (2025-10-13) IS © ERRAGIRAT 7
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o lifecycle: BFEHIRBFEISMELA
3.5.2 depends_on

ER— Terraform BEEXEFI LS ESNER,

Bt EEETS | BEMSENELE, Terraformal LB SR H S EKRERXER . A
m, BEFRAKEICEIT FTerraform2 A~ WAY, XFLFEZEER depends_on Kl
ZENKE . EATLUER depends_on REXZBRRICIZIRFEHNITINE, FEETERR
KERIEZ R,

depends_on RIRIATNERIFTIRAIMEULT IR . BIANTETIERF—BECSIRSS AT,
HENHGPEEIPSECENATIIL

resource "huaweicloud_compute_instance" "myinstance" {

~

resource "huaweicloud_vpc_eip" "myeip" {

~

resource "huaweicloud_compute_eip_associate" "associated" {
public_ip = huaweicloud_vpc_eip.myeip.address
instance_id = huaweicloud_compute_instance.myinstance.id

}

resource "null_resource" "provision" {
depends_on = [huaweicloud_compute_eip_associate.associated]

provisioner "remote-exec" {
connection {
# @i A mbitEE ECS
host = huaweicloud_vpc_eip.myeip.address

=

inline = [

=
}
}

3.5.3 count

ZFANBIRT, Terraformfy resourcelR RELE— 1N RIRE . HEELIZEZSMEBPNER
AY, WNRBECESMNIZAY resourcelRFEBEBRITR, BARFTF4P . FJLUER count
g} for_each SHIER— resourcel R ERZ MERARIR. FER— resourceteh
AeeREAYEERcount 1 for_each 2%, R~EIGIT:

resource "huaweicloud_evs_volume" "volumes" {
count =3

size =20

volume_type = "SSD"

availability_zone = "cn-north-4a"
}

Eidun FECESIE T3 MERN SRR (EVS) . FE RSB T, Provider EREIEE
FENRLSHAEEHE—4, XEAILUER "countindex" BHERFHITR S, X2— M
OFFRTTH IR B,

resource "huaweicloud_vpc" "vpcs" {

}
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B LB EE TRANVPC, SFHBIA myvpe 0 Fl myvpe_1, BIEAERA
CIDR{&, ZZEI%J_—’HI*ESZCIDR{E _JL,LFnHH—/\strmgﬁJﬁmaT fiEAREVPCAICIDR
8, SAFET count.index FEifEFIERTE.

variable "name_list" {
type = list(string)
default = ["vpc_demo1", "vpc_demo2"]

variable "cidr_list" {

type = list(string)

default = ["192.168.0.0/16", "172.16.0.0/16"]
}

resource "huaweicloud_vpc" "vpcs" {
count =2
name = var.name_list[count.index]
cidr = var.cidr_list[count.index]

}

gﬁﬁ count BIEMRRFBREI RS ERIT IR, B <BIREE> <FR>[F5]
]

# IAEAE—VPC
> huaweicloud_vpc.vpcs[0]

# 1HIE5E—VPCARIID
> huaweicloud_vpc.vpcs[0].id

# iAlElFrE VPCRIID
> huaweicloud_vpc.vpcs[*].id

3.5.4 for each

for_each #£I18E L5 count 18fHL, for_each {ERM(EXITFFFRESHIA U IREMAG
EEAZXINAYREIES, NN ARSIt G R TIEE S SLAlEfIX R,

= ﬁﬁﬁﬂ%%ﬁ*ﬁ:i@i_ﬁj, ZATLAUER "each.key" F1 "each.value" SEif|aIitEtRY%EFN
B, LABIZERVPCAHHI, BT for_each HRIHMERXT, OJLAREECEVPCHIZTIRFN
CIDR,

resource "huaweicloud_vpc" "vpcs" {
for_each ={
vpc_demol = "192.168.0.0/16"
vpc_demo2 = "172.16.0.0/16"
}

name = each.key
cidr = each.value

}

TEERFRIEREGEEIRIAR, "eachkey" FFT "eachvalue”, —RfER each key
FN, B, AJLUBIE toset() BREUSTENAY list ZEBIHITIRAL:

resource "huaweicloud_networking_secgroup" "mysecgroup" {
for_each = toset(["secgroup_demo1", "secgroup_demo2"])
name = each.key

}

# B TEFRT for _each
variable "secgroup_name" {
type = set(string)

resource "huaweicloud_networking_secgroup" "mysecgroup" {
for_each = var.secgroup_name
name = each.key

}
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gﬁﬁ for_each SRR FHFEZBIRZHITHE, BN <BREED> <ZTR>[#
]

# 1508 vpc_demo1

> huaweicloud_vpc.vpcs["vpc_demo1"]

# 1508 vpc_demo1 AIID

> huaweicloud_vpc.vpcs["vpc_demo1"].id

HF count #1 for_each EFFRJATFRIEZSNEIR, FENSELUTNHITIEE:
1. NRFFELHIISHTETHE RED—, EiEHcount;
2. NRBRENRELSHEE(FREAEEHF BIXLEREREEIRE, BINFER

for_each;

3.5.5 provider

fETerraformep, ERJLAER providertRBIEZZ NN ECE, HA— providertRIZIALL
B, HEEA "alias" fRRNIFANEE . ERRDPFERTSEH provider AILAEE

JEZIARY providertk, FINFEEARIMMXEESRR, BEHTEAHEEA provider

R

provider "huaweicloud" {
region = "cn-north-1"

=

provider "huaweicloud" {
alias = "guangzhou"
region = "cn-south-1"

=

AR T AER=FNSMNEYE A =provider, FHXI MK AprovidertENTRIE . 7
RIRPERTTSE provider iEFEIFEIARY providersR, EHA&Z(J9: <providerZ#R
> <plE>,

resource "huaweicloud_networking_secgroup" "mysecgroup" {

# (FFIEBKIA providertRE, XIRIAEBKIAprovidertREIFIE (alias)

provider = huaweicloud.guangzhou

=

)9z Provider Z#F{EResourceFrigEregionS4, ILIEARIIMX GIZEER. 18
EE alias + provider B9/, XMALENMRIEEE,

provider "huaweicloud" {
region = "cn-north-1"

~

resource "huaweicloud_vpc" "example" {
region = "cn-south-1"
name = "terraform_vpc"
cidr ="192.168.0.0/16"

}

3.5.6 lifecycle

BNRBLAEESCE . ERFEER=AMER, E— 1N R RLAINEGBERIES
HSLHEBR2EINMNER . BIZ TS lifecycle RILARTRIRLHIRI A dp EHRIZ iE#
1T8Zs, lifecycle STIFLATSH:
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create_before_destroy

FOABIRT, SRENTREPAIFEMISHAT, Terraform&SEHEREHEL
5, BERHECENSHEIEFFIINNSFHITEM ., JE95 create_before_destroy
SHIKEN true BT, TerraformiGSEeIEZFRAISLAI, BHEERZAIANSA, X5
HolLAEAFRIFUSEENDS, BTHIEXIsEREE, SERAMIAR
LR A EH—RIZREKRGYHMMLIR,

lifecycle {

create_before_destroy = true

}
prevent_destroy

L1598 prevent_destroy 2E0KE truelT, TerraformiGEBEIEXT I ERTRAIMIFR
BREFREIEIR . XN TS OILMEA—M LLESIMRIEMEF AR M AR S
LRI EtEE, BINEIRESSE, MNREMRLETR, FSE2EX N ERERIRE
BHIT destroy 12/E.
lifecycle {

prevent_destroy = true

}
ignore_changes

FABERT, Terraform plan/apply #{EEIGN= _EFENEMEFRA SRR
NES, NIRF—HESAREEHEERIRERIEEE. ETLUE
ignore_changes RZIEFLESHAHITEFHTYERE . ignore_changes BIERILIZE
EHRIEIBIESIZ, YT Map F1 List 28, aILMEMRRSIFTESIA, W0

tags["Name"], list[0] &,

resource "huaweicloud_rds_instance" "myinstance" {

lifecycle {
ignore_changes = [
name,
]
}
}

LAY, Terraform JEESREEXT name SEANEL , FRTIIRZ I, EHEJLAER
XiE= all REEFABEEHEINER .

resource "huaweicloud_rds_instance" "myinstance" {

lifecycle {
ignore_changes = all
}
}

3.6 Extension

3.6.1 Extension &7}

ExtensionfIF/RERFSEFRIT BREH , XL BXHRBFA A LIEZRFNRS.

Extension@RFSXIFHIAETSE, TJEEIRFPEEFER, HIERFREFNEES
H., RETEENBExtensiontBXSE , TEGIE:

i18n: CRBEPZIENINGE
variables: URE(ERSHTNIIFINEE
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3.6.2 Extension {§£

{EExtensioniT=:

1. &zipEEEIR B R TR extension 343
2.".extension" XL TFHEBRZ N rfsjsonfi B, HaiRTIF RINESHESR

M

3.6.3 ZIEXMWL

SHZIES X variablefISHEF . IHRERHETRESEINE, Jpsdszh_cn,

en_usiiiE Y
i18nAR7RBIE0T:

"i18n": {
"zh_cn": [
{
"variable_name": "&#hame",
"localization": {
"variable_name": "&#name F3ZEHR",
"description": "f#iR FIEHF",
"type": "2EEY A3 ERIE"

}
1
"en_us": [
{
"variable_name": "&#nhame",
"localization": {
"variable_name": "&#name ZEIEHR",
"description": "R FICEHE",
"type": "ZBY FEIENE"
}
}
1
}

3.6.4 SETRINZL

X 3-1 SER9 api ZOIGAA

SHFNEIFRASHENER IR apiBREFUINEILIN, HEISZRFLA T/ Fhapifs
A=

B )53
hwc:ecs:flavors ECSHIFlavor
hwc:vpc:myVpcs VPCEIZ
hwc:vpc:mySubnets SubnetF M5z
hwc:vpc:mySecurityGroups securityGropusZE££H513
hwc:evs:types EVS 8!
hwc:ecs:availabilityZones AZ AKX
SCA%hRA 01 (2025-10-13) WRIXERE © EHRABIRAE] 22
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variables{sE FA#£4:

"variables":[

{

"name": "&#name",
"prompt": "hwc:vpc:mySubnets"”,

"query": {

"EifSHkey": "EifSHvalue"
by
"valuel18": {

"S#label": {

"zh_cn": "&#label I EF
"en_us": "S#label T EHFE
}
}

"name": "&#name",
"prompt": "hwc:evs:types",
"query"

"Ei@%%ﬂ(key": "HifS#value"
by
"valuel18": {

"S#label": {

"zh_cn": "&#label I EF
"en_us": "S#label T EHFE
}
}

"name": "&#name",
"prompt": "hwc:ecs:flavors",
"labelCustom": "BEX label",

"query": {

"B Hkey": "EifSHvalue"
by
"valuel18": {

"S#label": {

"zh_cn": "&#label I ENF
"en_us": "S#label T EHFE
}
}

"name": "&#name",
"prompt": "hwc:vpcmyVpcs”,

"query":

"EifSHkey": "EifSHvalue"
by
"valuel18": {

"S#label": {

"zh_cn": "&#flabel 3 ENF
"en_us": "S#label T EHFE
}
}

"name": "&#name",

"prompt": "hwc:ecs:availabilityZones",

"query": {

"EifSHkey": "EifSHvalue"
by
"valuel18": {

"S#label": {

"zh_cn": "&#label I EF
"en_us": "S#label T EHFE

N5k 01 (2025-10-13)
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"name": "&#name",
"prompt": "hwc:vpc:mySecurityGroups"”,

"query": {
"B Hkey": "B Hvalue"
L
"valuel18": {
"S#label": {

"zh_cn": "&#flabel SCEHFE",
"en_us": "S#label FIEHFE"
}
}
}
1

kR 01 (2025-10-13) WRIERE © HERRARBIRAT
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]

RREIRSPRE

{EFRFSERSZSHITIERERE , BEIRUFABTEBN FEIRSIRS!:

o EHRAIHERFI NS0, EHRHRERERTI3.

o 1ERAXFcountSERYBEERAIRHIF1024,

o 1ERFXIfor_eachSHFTiEHAIEHEXTEE & AIRHI91024,

e T aBYEFProvisionersIiik. Backend ConfigurationIgEfICloud Ihgk.
e TJLAMFERAIModule SourcesIfgg, {B{Xz#FLocal Modules,

e TLMEAHuaweiCloud Provider, {BProviderIZfo&EEEIHER, BAEE7
ZENT:

- huaweicloud_vod_watermark_template
- huaweicloud_compute_keypair

- huaweicloud_identity_access_key
- huaweicloud_images_image_v2

- huaweicloud_kps_keypair

- huaweicloud_obs_bucket_object

- huaweicloud _iotda_batchtask

- huaweicloud_cce chart

- huaweicloud_iotda_batchtask_file
- huaweicloud_cse_microservice

- huaweicloud_cdm_*

- huaweicloud_iec_*

- huaweicloud_meeting_*

- huaweicloud_vod_*

- huaweicloud_ges_*

- huaweicloud_ucs_*

- huaweicloud_cloudtable_*

- huaweicloud_bcs_*

- huaweicloud_dis_*

- huaweicloud_sdrs_*
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°
ok

huaweicloud_codearts_deploy_*
huaweicloud_asm_*

huaweicloud_cph_*

B EMEEIER . BAEBFET:

abspath
basename
dirname

file

filebase64
filebase64sha256
filebase64sha512
fileexists

fileset

filemd5

filesha1
filesha256
filesha512
pathexpand
templatefile

A ERANnonsensitive 5 XML BUBMEE . BEEERLLSEER
EHSURE B IRS IS TENE RN S BRI S Bt EE

MRGIHITEL, BINALEERREEREE (10

nonsensitive(sha256(var.sensitive_value)) )

RERSEZH
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https://developer.hashicorp.com/terraform/language/functions/filesha1
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