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AETRNEIIIHEEAIRAE CARITER

A ER
B CAZ AR RITUEE
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serverjks: EHI14,
Nginx servercrt: IEBIMH, DHIIIRSRIES
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e. XWHERCAERXH, IWIRCAEBEEETREFAEEB%RCALES, TR
RCANIAZEEAMRIEB A TIAERIN .
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FABIEBRFERE

3 EIEFABIER

3-6 {F1E1E CA
s | EB x

. FEEE IEEE

-} IEBEE

EMEBEE AT

* FTE Ml
- FTE R FERFERE

jir=i-H PCA TEST ROOT GO

WA PCA TEST ROOT GO

BREERAN 2022/11/5 2| 2042/11/5

=ZEEH0.. Bl EREAS)

wf

il
1l
m

(%3

"E

o Linux&%

AEIRABILINUIRERGEF, IRCAIEBFHIRRLURIRIES ZA—H, FEER
TESCPREREH I TIRIE . LATRELACentos6hRASAILINUX R G /9 1:

a.
b.

YERCAIERHEFHIZ “/home/” BBIET,

LIRSBEER LA “ca-certificates” BT, FARUMITHSRE “ca-
certificates” .

yum install ca-certificates

{FRI T e SISIRCAIEBEHIEI “/etc/pki/ca-trust/source/anchors/” &2
o

cp /home/root.crt /etc/pki/ca-trust/source/anchors/

FERI T i SEIRCAIE B RIIEMRIEBEEUSEF .

update-ca-trust extract

FRNTHSEERCAIEBERERNKINER, EFZFFMRCAIER(E
BERTRRCANMNZEEAMRERIRANAIALL, WME FRINEIFRCAIETFT

o
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view /etc/pki/tls/certs/ca-bundle.crt

3-7 FARINAYIR CAIES

k|

HopenssRAIZERS, ATEESHEBECELEZER, A=idfFEAyum update
openssl -y i< EHopensslhiz s,

e mMacOSEHR

HIFmackIEmnE, R “HRER .
MAEZEERE “SARE" .

BREEERRCAEEXHENBRLSEF, LATHEARMRCAERS ERAH
RAE1E.

EFIRCAIER X, BERFARER “BREN” .
W “EE-ERIERR , EF “RRERT , BE XE .
BNBEEERCAIEBEEEN .

£ “ARER” ENEFRCALES, IEBETRIEERTRCANMASZEEAMR
IEBAUR AR o

3.3.2 EE iR TIEH

AN EINTEE Fin LS BIES .

g

@ = 0o o

HURESAS
AWEIREER, BETHMEITSE. FTHIERREESNTRAEIES.
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SIEBSEERS
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LYRFM

BRIELR

gz
S£IR2
F$IR3
$IR4
LR

SiRSHEFERREFIMERN, FEERSHFEFIRIEBIMRCAINAZIRSEZ
EERRIEBMATIEF, FRRFESISEIRCA,

LATRELAWIndows RS 61 o
BRTIBESEERSEHNES .
FEEMSAHZIERE “‘ABIEPEE > AAGIER” #ANGIEREERA.
FEBERIEBAETHN “BE7 5, 8F “T=" , HATHRIERRHE.

ERIERB TR “NIS” |, B “THIER” .

FEIE TEHAGEBXXEELGES “clientiiszip” , BRIER, KEIEBIE “serverpfx” F

FASAZZRI S “keystorePass.txt”

NWHIEBHE “serverpfx” , IRIEERSEFIEEEF@EVE, 245 “T—27 .

HWNESARERXHS, 8E “T—27 .

BMANMFAEZRE S “keystorePass.txt” FRIREXAIERRS, B “T—87 .
R “BEERNEBMATSIEE (P) 7, BE “WE” , &F ‘M7, BE ‘1A

E” WNE FERABIEBHR.

3-8 FEFABILH

i
IEFRFRERFIENRERE.

Windows AILASFIEEEEFRE. (FEaLUSEEEE— S,

O REIHEE, SNEEEEFREU)

@ sArEaERER FAEEC) |

RS

\

| HISR)...

EENS

EEEERNEEEC).

----- | Active Diréctory FFPTISE
-0 BEEE

5 RAEERRES =m -
L] EToEmEx(s) \
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$R|I0 BE 27, 85 ‘S, HIBEERTER “SARIT , ERBRIEAI.

.

3.3.3 EIRFBSEmTEIATIEH

3.3.3.1 £ Tomcat 5328 P REFAFIEH
AXLALinuRIER i Tomcat 7ARSZ 22 R BIN BRI E PRI,

AR

HATRSREFRAIHIRZFNEEERE, ALRRANEIEBEREPERRSEIERAIEEN
g%%‘ﬁ]ﬁ‘é%lﬂ%ﬁﬂzlﬂ, SEBSEERSBHOLRER A, XHSE, BUSHZIFER
~‘;&o

WRSEZRIERE, HTTPSIHATENH ISR EMTR, BRE—W—E@BWSLSSLIES
REMUIRS, KETWTRIFAEHEREARDM,

BRI
o FBEEXK.
o ETHTomatEXMAEIES, BNFAESITRIES.
o ERBEBEHERN EBERIM" ERFRN RAERIH .
EJREFA
o FPLEE, SUEREMEEBIORSS LFE 443" K0, ARNERSAL
N “443” IR0, BRLEEBATEBBHTIPS,
o ATHEEPHESERSHIES, FRERSBIBIRCAIMAIIEFIHZEEN
IRIEBREHET, HMREES MSERCA,
o MB—MEUSESMRSH, WE—RSHELHNELE.
o BRETBIORSHELBEETNES, WRSTEBNES N, BN
SEANLEIES, WBTFHMIEE. SURELER, WSBRERFFEE,
BEDER

FTomcat7iRSE3 28 L L&A BIUEBAYRIZA REA7S:
OB - QRIEER - OBHEENY -~ @EFTomcat - GRRISIE

TE—: RBOUS
AR EC TEAITomcatt&UIER XAFIREIEF I “serverjks” FNZERI{4LE

“keystorePass.txt” ,

\

LE—: SIZBER

ETomcatILZEER TEIE “cert” BR, FEBIEBMH “serverjks” FIZERI 4
“keystorePass.txt” EFIZ] “cert” BFEH.,
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FWBIEBRFERE 3 EIEFABIED

TR=: eEEXH

A

(ENECE SR, BRECENHRITEN, FENTENRIAEPIRTEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EERESNFTHR, &2
mafERAgILSs

ETomcat7ZEEBRIEMRENT :
1. HFETomcatZZEHZFconfBRET “serverxml” SEFHEIN TS

<l
<Connector port="8443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />
->

HEILLESE, Eie<!- - M - >XXERRA
IBINLAT21N 24, iBIRIER3-7TIESHRYE.

keystoreFile="cert/server.jks"
keystorePass="IFBZH3"

TREESEUT, ERSHBRERERHTIEN:

<Connector port="443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="cert/serverjks"
keystorePass="jf B 23"
clientAuth="false" sslProtocol="TLS" />

A

FEREZEYIREERS, JERI “keystoreFile” , “keystorePass” S%{H]
7, HESHSREE CHIRERIES .

% 3-7 SH0RA (—)

e SHu5A
port EERSREERANROS, BNEEN “4437 ,
protocol IREHTTPHMY, RIFIREERDT],
keystoreFile “serverjks” IHFHEEE, HEXTIEREFIEXTIRRLE
A, =" cert/server.jks
keystorePass “serverjks” B9ZRS, IHE “keystorePass.txt” X
HRRYERS .
i3]
MREBHEE “&” , BEHEMMN “&amp;” , LI%ES
=g AR
iy

N keystorePass="Ix6&APWgcHf72DMu", THEXS
keystorePass="Ix6&amp;APWgcHf72DMu",
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FNEIEBRAFigE 3 BIEFAGIEP
2 ZS#L%EH
clientAuth EBAERFEHNSSLEREREZEIER, XISSLEF#H
TEMIGIE, RIFHREERT,

4. FETomcatZZEHZRconfHRET “serverxml” {EFREIMI TS

<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="true">

5. ¥ “Host name” KAIEB4IEAITHES .
SEFIEWNT (L “www.domain.com” 5 ) :

<Host name="www.domain.com" appBase="webapps"
unpackWARs="true" autoDeploy="true">

6. (EGEREREFRENH.

£ PY: &= Tomcat
f£Tomcat binB R F#147./shutdown.ship${=1ETomcatfR s ;

EF10ME, BT /startup.shipd (AIHEHTIPHIZEBENR, NEEFE
&) , BaiTomcatfRs

RUERIGIE
HEBAINGE, SRS FEA “https://IH2 7 , #& “Enter” .
MRS U= R R Z 2 BHRR, MIRBREBRRMA.
o MEMUGPARMARERT, BERNAALARBETSSLERE, MuG{BALIA
ZEER? o

o WIRBIEHZIHAMIGES, TEFTHNLL, BSUATAEETSSLIERE, Bl
ZIGEIIGES, FiEFTFRuL? HTAME,

o WIR{NBARMBREMEMTR, LHRHIHRMHSSUIBEENMURS, TUTE
'{LFE—N—HE%, ISEESTE——EGHTIEE, WLRSE, KRITEmHT
}EQ

3.3.3.2 7£ Nginx f5588 L 23ERABIUET
AXLACentOS THRIERSHHINgink 1780855 B HINBIEIE BT LS,

(AR

HATRSRAEFSRAIRZ HNEEEARE, AR EIEBEREPERRSEIEXAIEEN
i‘rﬁ%ﬁ]ﬁﬁé‘ﬂlﬁﬁ*ﬁ, EBSEERSEHOLRERRA, XMESE, BUAEIIRER
“)&o

MRSEELRIUEDRG, HTTPSBAREYNESEIE MBI, BRE—I—EFEMESLSSUESR
BCEMMRS, BREBWTREITAGHIER K>,

HUESA
o IEBEEX.
o ETFENGNERIMEES, BKMEES I THRIES.
o EBEBEGEREMN EBERIYE" ERBHRN REERIHE" .
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LYRFM

o EBRER, SUERENSEBORSE LR 4437 50, MIERSES
B0 “443” iK1, BERZERBATERAHTIPS.

o HTEEFREERSHIS, BEBRSBEBRCANAZIEFIHE(SEN
IREBMANES, FEMREESNIEEHRCA

. MRAEEESVRSE, NE—MRSELABHE.

o FLRIEBRIRSGSH LFBZISTAINZ, BRSIEBRNHE—IMN, BIHIBH
M EZRGIES, WATEMEE . SNLESER, NEFBRTIZE.

BRIEL R
fECentOS 7THERZHAINginx 1.7.80RSZ 5 L LA BIEBAYRIZEN TF7R:
OIREE - QLIEBER - GEMEEXH - GRIEEREIEHR - OFF
Nginx - ©XRIEIE

FB—: KB

EARMREES FEHANESR U,
RISIEBIYE “servercrt” FIFASEXME “serverkey” o
o  “servercrt” MHEEWMEOERRLE “----- BEGIN CERTIFICATE----- K 31 R —

END CERTIFICATE-----" , £3BIARSESEBFIFLRCA,
o  “serverkey” M{HEIE—EZFAAMAEY “-----BEGIN RSA PRIVATE KEY-----" ]
“-----END RSA PRIVATE KEY-----"

B tIEER

ENGINXHIZEB R TEIE “cert” B, FHEBE “serverkey” 1 “server.crt” Sl
2 “cert” BRT,

LTR=: EEEX G

ikl

(ENECES R, BRECENHRITER, FENTENRIMEPIRITEE, BEX
i®fE, BEANREHTEE, BRLIEEERSERS T EERSNFTHR, &2
M fEagILss

BLENginxsh “conf” BRTHI “nginx.conf” {4,
1. HEMTEEARS:

#server {

listen 443 ssl;

server_name localhost;
ssl_certificate cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:!'aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {

HHEHRFEHRHFERRHR
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root html;
index index.html index.htm;

#
#
# }

#}

2. MRTENEREEDERGSH,

server {
listen 443 ss|;
server_name localhost;
ssl_certificate  cert.pem;
ssl_certificate_key cert.key;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:'aNULL:!MD5;
ssl_prefer_server_ciphers on;
location / {
root html;
index index.html index.htm;
}
}

3. EUNTEH, BERSEIELRBUNRS-8MR.
ssl_certificate cert/server.crt;
ssl_certificate_key  cert/server.key;

STRAVEEIT, ERSHIRIELIRERIZN:

server {

listen 443 ssl; #BLBHTTPSHIBRIATAIEIHR /9443, dNRTEAMKRELEHTTPSHISRIA AR,

AREASHNgINXTEBE .

server_name www.domain.com, #HESIEIEREPERINSES .
ssl_certificate  cert/server.crt, #EIRREIRAGER SHHIERR o
ssl_certificate_key cert/serverkey, #EHERIRIOFASESILROIRER .
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
ssl_ciphers HIGH:'aNULL:!MD5; #1NZ&4,
ssl_prefer_server_ciphers on;
location / {

root html; #itmHHE,

index index.html index.htm; #5&INEHE .

}

ks

FEEESHMERE, 8T “sI” ALNBMSIEBEEREEXR, HE

SHIBRIER CRISEIREIRIZS

% 3-8 2R

2% S5
listen SSLipaliwAS, IREHN “443”7

BCEHTTPSHIBKIAIAITiR 0443, WIRAKBECEHTTPSHY
EABERO, ATREESEINgInXEERB.

server_name IFB4PEEZ . <6 www.domain.com

ssl_certificate WEBSH “servercrt” o

IREA “servercrt” MHRIIRER,
FF, Ba0 “cert/servercrt” ,

BREHPFEESHY
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FNEIEBRAPigE 3 EEFEIEP
2 2588
ssl_certificate_key | FA$ASZ{4 “serverkey” .
REA “serverkey” IR, BEFHAREEEHNF
&, B0 “cert/serverkey”
4. BUEREFRFEREXHE

LI Wit EER1ER
HEANGIndITERT, HUTLA TGS
sbin/nginx -t

HEIRER2W AR, WRRECELER:
nginx.conf syntax is ok
nginx.conf test is successful

B &EF Nginx
HITLATES, EBEENginx, (FEREEH.

cd /usr/local/nginx/sbin

BUERITIIE

./nginx -s reload

HRERINGE, AIENSSERAYIA=hEN “https://iEE " , & “Enter” .
RN SRR 2 HIRR, NiRIBER&REM.

RMUEDBALMAZERTR, BERATARETSSUERE, Mub(3AHIAR
RERT? o

NSRBI FHZIBAWIGES, TEFTFMLL, BSRAAEETSSUERE, B

ERIBIEIRLES, FTTEFIFuE? TR,

INRADARBEREEIEMAER, LARHIBRMSSUERBEEMMIRSS, TWTE

'{E—N—Hﬁ%, ISEESTE—EEHTIESE, BWLRSE, KRITREIMHT
H,

3.3.3.3 7 Apache fr$388 L REFABIUEH
AZLACentOS 7iRERZHRYApache 2.4 6iRB R ABINBINGIEBHILELE,

%

AR

ATRSHRFRAIRZ H[MNEEERE, ALRAMBIEBSREPERSEIEXAIEEN
g{é,%'ﬁjﬁﬁ%\:ﬂlﬁﬁziﬁ, ZIERSEERSZRENZRERTH, XHSE, BUEISZIRER
WRSEZRIERE, HTTPSIATENHIERIEMER, BREF—W—E@BWSLSSLIES
REMHIRS, KEREWTRRIFAEHIERRTHR,
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SIEBSEERS
FABIEBRFERE 3 EIEFABIED

RIS

o IFPEEXR.
o  ETHApachetEXRIFABIEH, EMEFES N TERIESE.
o HIHIEBINERRY “IEBERM” EHHEHN “BRREERHE ©

LYRFM

o IFPZKRI, FUARFIWEIEBRIRSHEFRE “4437 i50, RRAEZESER
in “443” im0, BREREATIERBAHTIPS,

o  ATEEFIREERSHEY, FEBRSJHEBIMRCAIARIZEFinZEEN
RIEBMATETR, FHRFESLEFRCA,

o NMBE-MESESMREHR, WS MRSHLMENE.
o BREIBIORSHS CBBETNEHSE, WRSTEBHEE——IN, B
SWANEZIOES, NWBTFHMEE. EURELRERE, WSHREEFIES.
BRIESER
7ECentOS 7H{ERSEFHIApache 2.4 6§75 38 E REFBIL-BHITISIN R
ORI - QEIZER - GERRELY - @ERApache - GHURIITF

L/—: IR
AR ES FEANER XS
SRBERIE “cacrt” . “servercrt” FNFASESIH “serverkey” .
o ‘“cacrt” XHBEFE—ERPRCAIEBHAAI “-----BEGIN CERTIFICATE-----" F]

“-----END CERTIFICATE-----" |

o  “servercrt” XHEIE—ERIRSZ SIS “-----BEGIN CERTIFICATE-----" 01
“-----END CERTIFICATE-----" ,

e  “serverkey” NHBIF—ERFAPMRE “----- BEGIN RSA PRIVATE KEY-----" #[I
“-----END RSA PRIVATE KEY-----"

TE " CIER

FApachefIZEHRTEIE “cert” BFE, HBIE “serverkey” . “servercrt” 01
“ca.crt” EFIEI “cert” BR T,

LTR=: EEENH

A

(EXECE R, BRBEENHHITEN, FFENTENRIMEhEHTEE, BkEX
i®fE, BEANREHTEE, BRLIEEERSERS I EERESNFTR, &2
myeN: NS

1. FTFHApachetREZRT “confd/ssl.conf” 314,

STRERRA 14 (2025-11-17) IR © ERRBRABRAT 44



SIEBSEERS
FABIEBRFIERE

3 EIEFABIER

2. ECEIEBHIENES.
HEIFHEIN TS

ServerName www.example.com:443

SEFEEWT (LA “www.domain.com” J9fi ) :
ServerName www.domain.com:443 #FAFPIRSS 2291533
3. EEIEPAE
HEFHELIN TS
SSLCertificateFile "${SRVROOT}/conf/server.crt"
REIEBAAN “servercrt” XHRIEKRE, BIERPRESEPFNFR, Ha
“cert/server.crt” ,
SEREWNT:
SSLCertificateFile "cert/server.crt'
4. BCEIEBFAA.
KREIFHERINTSE:
SSLCertificateKeyFile "${SRVROOT}/conf/server.key"
REN “serverkey” MHHIERR, BIREPAEEEHNER, Fl0 “cert/
serverkey” .
SEREWT:
SSLCertificateKeyFile "cert/server.key"
5. EcEIEBHHE.
HEFHELIN TS
#SSLCertificateChainFile "${SRVROOT}/conf/server-ca.crt"
RERTENEREEEDFREGS ‘47 , FIREN “cact” EHRNER, BEERH
TREBEHFRF, Flu “cert/cacrt”
SEREWT:
SSLCertificateChainFile "cert/ca.crt"

6. BME, ®R%F “sslconf” MHFRLMRIE.

P EF Apache

RUSRISIE

WITIATIREERBApache, (FEESY.

1. HfTservice httpd stopas${=1EApachefRSS .
2. HliTservice httpd startdp < 5oApachefRSS .

HEHINGE, SRS FEA “https://IHZ” , #& “Enter” .

MRS U= R TR Z 2 BHRR, MIRBRIEBRREMA.

o MEMULBABIMARERER, BERNIHTLABETSSLIERE, MuG{BALIA
ZERT? -

o MR BIFHZHAMULES, TiEFTFMLL, BSRAHAEE TSSUERE, Bl
ERIBRIES, FiEFTFRuL? HITAME,

o MNRMARBRIBIMEMER, LHZHIBRMHSSUEBEENHIRS, T TE
Ii—X—PRS3, BEESE—X—EEHTIESE, BMLRSE, KRIREIPEHT
AbIE.
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SIEBSEERS
FWBIEBRFERE 3 EIEFABIED

3.3.3.4 £ IS RSB L ZI=FABRIUEH
ASBNBUTEIAEFBLERISIRSE.
(0 388
HFIRSERFIRA RS HIMEEERE, EZEMNBIEBIERERIGSEHIERAIEEN
;Hé.%'ﬂﬁsﬁmﬁﬁ*ﬁ, SEBSERRSIEMIIZISERRE, (XiEteE, BLUSHISCERER
MNRSEVRLENRE, HTTPS{BAREREBRIEMER, BRF—X—SaEESSLEHR
RERARS, BREEWTRRITAGHIERFRTER,
BURSR{Y
o« IHEEA.
o ETHISKKIXMIBIIE, ENRMEESNTEHIIE.
o EIEBIIHEANARN “EBBRIM” EHARS “BRAERHE .

LYREFAMF

o IPLER], ZSUELEINEIEPHIRSSE LR “4437 50, RNERZSHEHIE
n “443” w0, BRRERIPDATEBHAHTTPS,

o  NTEEFIREERSHIER, FEBRS[EBIMRCAIARIZFimZEEN
RIEBMATES, FHREESLEERCA,

o WMRE—MEHEBEZRSEE, WB— RS LEEIPE .,
o (FRFIPHIRSSE LFEZTHES, YRSIEPRIHE—XIN, RIERIERY
S MEZANER, VWRFEMEE . SURESES, NIRRT ALE
BRIELPR
EIISARSS 88 L 2= FABIUEBRYRIEN A
OB - QFEENS - QMRIIE
KRB
AR EC FEANER U
SRISIER I “serverpfx” FIZERISY “keystorePass.txt”

EIm— - FIE |IS
1. ZEIS, SSBISIHEEISSH TR,
2. FIFFISEIBIEHIE, WH “BESTH” , WE3-9FR.

N0
%

3-9 fRSS=/IEF

g

@) CTUVIGSSHINI T
419 crun (CHINA | g - BTG - Gh2EERW | HEE K -
2 RAEEE
PRz = e
- u n < = o= = 2 @ =
efault Web Site 1 Al " = o @ k
@ Defauit web st & B ok
FTIPIPvA i FIPSSLIR FIPEIIIE FIPERM FIPERE FPEZ FIPSKE FPEEUA  FIPRE  FIPAFE
SRS = =5 k1 & E L =
s
HED L 1 9 = . e & ] < el
€ gy K gF & J @ 4
HTTP iz HTTP B2 P igiiie MIMEZE WebDAVS nEESR  wEm | BRI | Teee @s
Y (] e E
= = § R =Y s 4
o B & 8 "N 4 ¥ 9

FawE  BRus  ERER B seRT  ERA o =]

=

TESR HAENES ESREE
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3. EREMNEOS, BE “SN7 , WE3-10ER.

3-10 &

4. B “serverpfx” iFHH, BE “HBE” .

0
‘B BEEENEZERA “keystorePass.txt” MBI

3-11 8 pfx IEBE

SAES -5 sl
SEHH(pH)(C):
DR p.pfx E]
EE(P):

FIFSHEAERA)

wE || B

5. BiraReEBEmrms (XBUBGAL=6)) , &R “RESE" , WE3-12
PR o
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3-12 fRiB4RE
g . .
0 Default Web Site @
483 CTUY (CHINA |
L} BT
a- @ s L
failt Weh Site d= e E I A
BDeclis - ChI ™ IS
WHE..
T R
P EDERER.. =
| me=. |
RS v
REF(R)
ke
i@ FTe B
EfHS
SRS

F(G) - B 2EETH)

s

BEE HTTP BEF P BEFHE MIME 53
3 L

X E

R

6. ERENEOS, BE RMT , FHESLUTMER.

3-13 JFIMELSBE

S PIRSRE 20 x|
#E M) TP it 1) H0 ©):
[Bttps RARETERI BEE
LA G
|
35L EP B):
Iserver ;I E% .. I
we | By |

- ZEEL EE “https” o
- i RIFEOARY “4437 imORIHE
- SSLIE: ERASNRIES.

7. EERRE, 2% ‘BE” .

RUSRISIE
#EMINGE, FERNSSERAtI=hEA “https://1H2" , #& “Enter” .
MRS MU= R TR EZ 2 HHRR, MIRBRIEBRREMA.

o MRMLPALMAZERTR, BENATLABETSSUERRE, Mub(BALIAR
RERT? o

o WIRBIEHZIHAMIGES, TEFTHNLL, BSUATAERETSSLIERE, Bl
ZIGEIILES, FiEFTFRuL? HTAME,
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o MNRMAREBRIBIMEMEAR, LLHRHIBRMHSSUEBEENMIRS, T TE
'{LFE—S(D‘—HE%, ISEESE——EEHTIEE, WLKRSE, KRIREImHT
IEO

3.3.3.5 £ WebLogic fR5Z 88 E ZEFEIEH

WebLogicEFJAVAEEZEXIRIEIY, WeblogicRFIFHA&. &k, SPEFMEBIEAT
SHIAWebRF . MLZER FAFIEERER AR ava FARSSES . 18)avaRIalZASInEER
Java EnterprisetrERNREMSINAKEEMSEN BRI L. &£k SBMEEZH.,

BaiWebLogic 10.3.1RELA_ERIMRASZIFERIE ERmEAISSLIES, 10.3.1Z8189RA
AZIEFZmEESSLIER .

RETNBIPEFAGIERZEEIWebLogicBRS5 88 .
AR

AT RSRAEFRAIHIRZFNEEEARE, ALREAGIEBEREPERRSEIERAIEEN
ﬁ%%'ﬁ]ﬁ‘é%lﬂ%ﬁﬁilﬂ, SIEBSEERSZRENZRERTS, XMEE, BUEISZRER
M

IRSENHLREBRE, HTTPSRATEY ST Etba, BRE—N—EEWESSUES
REMUIRS, BKEEWTRRIFHEHIERRTHR,

I3
o IFBEEAH “IEPKRE” 1 “B8E” .
e ETHTomcatlEXBIFABIES, BMNEIEES I TEIEE.
o HIFIFPAHEER “UEPIERIE” £RBHA “RRERIE
o BEZFIEIDK,
Weblogick /g B HIDKLREE , INRAK%LEE, NiE%%E)ava SE Development
Kit (JDK),
2R
o IFPLRER], FUELREINGIEPBHIRSR LR “4437 ix0, ERNELSAE
o “443” ix0, BRLRENATEGHHTTPS,
o ANTHEEFIREIERSH/IES, FEERS[EBIRCAIIARIEFiHSZE(ERY
RIEBANIES, FMRIFESIEERCA,
o WMR—MHZBESNRSEE, B IRSB[LEZHE.
o FLEIPRIRSHRLFBETIESE, YRSIEBAUMRE—XIR, BIERISERY
M MEZANES, WETFBMEE. SWLENER, NHEERTTRE,
BRIELPR

EWebLogichRs3 88 L 2 FABIEBAVRTEA T Fr:
DFREE - QfECEWeblogic — QRRIGIE

TE—: RBOUS
FEARMEEES TEAITomcatt&UIERB EFFHIREIER X “serverjks” FNZERE 4

“keystorePass.txt” .

\

STRERRA 14 (2025-11-17) IR © ERRBRABRAT 29


https://marketplace.huaweicloud.com/contents/917d16b0-33c4-49d3-bfe9-dd9219ea084e#productid=00301-120142-0--0
https://marketplace.huaweicloud.com/contents/917d16b0-33c4-49d3-bfe9-dd9219ea084e#productid=00301-120142-0--0
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html

SIEBSEERS
FABIEBRFIERE

3 EIEFABIER

£ BLE Weblogic

EFRWeblLogic RS REEBEFHIE

2. BEmEALRS “Lock & Edit” , ﬁﬁ%ﬁ@ﬂﬁo

3. 7 “Domain Configurations” &, B “Servers”

& 3-14 iR$3E:

View changes and restarts

Click the Lock & Edst button to

o

» Common Administration Task Descriptions.

» Set your consale preferences

» Read the documentation

teroperab
& WTC Server

@ Jolt Connect

» Storg-and-Forward Agents

Domain
madify, add or delete items in this
oL Information and Resources
Lok B Edit I Helpful Tool Gene
» Configure applications
» Regent Task Status
Domain Structure
wl_sEraer
+- Ervironmiant
Deployments Domain Configurations
#- Services Tir .
Security Realms st siein iy
+- Interoperability & Domain & Messaging
+- Dlagnost
e iy » IM5 Servers
Envirgnmeit
SR = * IMS Modules

& Fhistars

4. FERRS3=RIIRA, &iF
Ho

3-15 BfRiRSS =8

View changes and restarts = > Summary of Servers
Ho pending changes edst. Click
the Release Configuration button
ta allow others to edit the
damain.

Summary of Servers

oW ooqﬁgurutlon.

» Bridaes

R B EIRSSSIEPAYServer,

& 1 A Gilas

HENBRSSERHIIRE R

A server is an nstance of WebLogic Server that runs in its own Java Virtual Machine (VM

This page summarizes each server that has been configured in the current Weblogic Sen
Domain Structure 3
¥ Customize this table
wi_server
- Emvironment Servers
Daployments
¥ - Sarvices IE' 5hﬁwm§l '-be Pri
Sadurity Realms T
= Interoparabality [ | mame « {ilster Iladlhe- Sta:e Heﬁlll | List
+-Disgnostics r 1 1
I:I | eamplesServer{admin) I RI.INII]HG QK | 700

=3

How do L..

5. {EMHTTPSIR,

T’_HE;': CL) EIJEEEF:‘E )
Ripaimas,

Ba)%E “Listen SSL Port Enabled”

1%EE “General” W,

[=p

Showing 1-10f 1 Py

BEBHTTPFIHTTPS, LA

, FHERIROS A “443”
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3-16 im0

domain. ConﬁguratlonIProtocols Logging Debug Monitoring Control Deployments  Servic
I' ¥ ‘ GeneraIIC\uster Services | Keystores = SSL | Federation Services | Deploymen

Release Configuration

Domain Structure Use this page to configure general features of this server such as default network con

wl_server
Environment
-~ Deployments
E-Services
- Security Realms Hame: examplesServer An alphanumeric name
- Interoperability
[#-Diagnostics

View JNDI Tree .=

Machine: (None) The WebLogic Server h
Info...
How do L.. Cluster: (Stand-Alone) The cluster, or group o
@ Configure default network 45 Listen Address: l:l The IF address or DNS
connections

@ Create and configure machines . :
@ Configure dlusters Listen Port Enabled Specifies whether this <
@ Start and stan cansare port. More Info...

6. EEINEARFIZSE.
a. TEIRSBEEHVECERE, EIF “Keystores” ML, BLEINESAT

3-17 INER T

Activate Changes Conﬂgurationl_Protoc_o\s__"Logging Debug Monitoring_Contro\___Deployme_nts"__fjerwc

Undo All Changes General = Cluster = Services SSL  Federation Services = Deploymel
Domain Structure Save

wi_server

E-Environment
~~Deployments

E-Services
~-Security Realms

Keystores ensure the secure storage and management of private keys and trusted cer
keystore configurations. These settings help you to manage the security of message tt

Interoperability
i Dipgostics Keystores: Demo Identity and Demo Trust | whi
= = t
Custom Identity and Command Line Trust o

Identity Custom Identity and Custom Trust

How do L Custom Identity and Java Standard Trust

5 . |Demo Identity and Demao Trust

Demo Identity Keystore: Iy DEda WEBLUG™ 1] SETVET [T 5 The

& Configure identity and trust

@ Configure keystores Demo Identity Keystore jks The

& Set up S5L Type: defz

" IRSBBEMIAILEIERE “ Custom identity and Java Standard Trust” o

" NWEPAIEBIER “ Custom Identity and Custom Trust” o
b. & “Identity” XiFeh, BLEZH,

BeEERE X server jksFTHRFRIMRSS 25 LRYRIR, FHESERENMGE
EE_,] o
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3-18 %A

How do L.. |
= | eystntas: 1
® Configure identity and trust | Custom Identity and Java Standard Trust | il
@ Configure keystores
@ Setup SS5L Identity
System Status | Custom Identity Keystore: ¢ peakeystore jks The
..Health of Running Servers ?ustc_)m Identity Keystore The
[ii Failed (0) ype:
[ © Critical (0) Custom Identity Keystore The
e adEd (0) Passphrase: the
[ Warn (0) Confirm Custom Identity Re-i
_ oK (1) Keystore Passphrase:
. ~ Trust
Java Standard Trust C:\bea\JROCKI~1\jre\lib\security\cacerts The

®  Custom Identity Keystore: 1BIEEjksM{HRFIERR . ~ffl: C\bea
\server.jks

®  Custom ldentity Keystore Type: MHEIBES “jks” o

®  Custom Identity Keystore Passphrase: 1SIEEIEHZRT, BD
“keystorePass.txt” FHIZFRT,

=  Confirm Custom ldentity Keystore Passphrase: 5B /XIEBIIHH
8.
c. TER@AIEF, FEEEIREBMSERES fHcacerts,
CacertsBRIAZ B Schangeit,

3-19 SEES

LVETIDE0ND (U )

| Waen (1) Confirm Custom Identity  [ooouooes g Re-s

[ G Saystors Paoeyhree:

=

Java Standard Trust Cribea'\JROCKT~1' jrelib\security\cacerts
Keystore:

Java Standard Trust jks
Keystore Typae:

2ava standard s
Keystore Passphrase:

Confirm Java Standard [semmense ]
Trust Keystore T

Passphrase:

E

® Java Standard Trust Keystore Passphrase: i A\ZAIAZERSchangeit,

=  Confirm Java Standard Trust Keystore Passphrase: EXHIANBNAZE
8.

7. ECERSF|IEBAHRE.
FEBRSSEEMIECE U, 1BHF “SSL” I, BEIUTSH:
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0.

3-20 FA$A
| Actwate changes |

[ cefiguration] Frotecels |Logging Debug |Monitoring | Control | Deployments  Servic

Undo Al Changes

Domain Structure

wi_server
Erviranment
Dephboymants
Services
Security Realms
Interoperabslity
Disgnostics

-

-

How do L.. i3]

@ Configure identity and trust

& Set up S5L

& Verify host name verification is
enabled

& Configure & custom host name
warifier

@ Configure bwo-wray 551

General | Cluster Services Ke-,.-stcsesFederamusamces Deployment

Y

This page lets you view and define various Secure Sockets Layer (S5L) settings for thi
of message transmisshons.

Identity and Trust Keystores < findic
Locations: ey
Tdentity
Private Key Location: from Custom Identity Keystore The |
Infio.
Private Key Alas: p—— : Th |
retric
& private Key Passphrase: [ The |

- Identity and Trust Locations: i&i%iZfy “Keystores” .

- Private KeyAlias: EcEFASAEFIIFABRIAER . FASBRIZTLUER

keystool -listep $EE .

- Private Key Passphrase: BAFASBIRIPZETD . BEFABFRIPZEH

keystore S {H{RIFZRGHEE
- Confirm Private Key Passphrase: BIXEIAFATBIRIPZ,
RB5E, B “Active Changes” , {RIFFTEIEN .

B 3-21 1R FEE

Domain Structure

wi_serer
- Environment
Deployments
#- Services
Security Realms
- Interoperability
- Disgnostics

-

@ Configure sdentity and trust

& St up S5L

B Verify host name verification is
enabled

& Configure 8 custom host name
verifigr

@ Configure bwo-way S5L

(AT ) IR RFRREEEFWeblogic,

How do L.. 3]

Configuration | Protocols Logging Debug  Manitoring  Contrel  Deployments  Servic

General = Cluster Sendces | Keystores SSL  Federation Senvices | Deploymen!

o]

This page lets you view and define various Secure Sockets Layer (S5L) settings for th

of message transmissions.

Identity and Trust Keystores v | Indic

Locations: by

Identity

Private Key Location: from Custom Identity Keystore The
Info.

P e ] T
retri

47| private Key Passphrase:

3-22f7R, MEFERS.

NFEBEEREZ R EEN . WNE
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& 3-22 12 RE8
il ~ WEBLOGIC SERVER

ADWMINISTRATION CONSOLE

Change Center Welcome, weblogic Connected t
View changes and restarts Home > Summary of Servers > examplesServer
Click the Lock & Edit button to Messages
modify, add or delete items in this =
domaf?fn [# All changes have been activated. No restarts are necessary.
Settings for examplesServer

;Cunﬂguratiun Protocols  Logging Debug Monitoring Control | Deployments  Servic
Do Suchus General = Cluster = Services Keystores SSL | Federation Services = Deploymen

wl_server

@-Environment Click the Lock & Edit button in the Change Center to modify the settings on this page.
i -Deployments " .
B-Services Use this page to configure general features of this server such as default network con

+-Security Realms
@-Tnteroperahility
[#-Diagnostics View INDI Tree »=

RUSRISIIE
HEHINGE, SIERSERAMI=FEA “https://IHZ” , #& “Enter” .
RS MU= R RE 2 BHRR, MIRBRIEBERRMA.
o  MRMILPALMAZERTR, BENATLABETSSUERE, Mub{BAHIR
RERT? o
o IRBIEHZIHAMIGES, TEFTHNLL, BSUATAERETSSLIERE, Bl
TRZIGEIIsE, FiEFTFRuL? HTAME,

o MNRMARFRIBIMEMER, LHZHIBRMHSSUEBEENMIRS, T TE
IB—X—PRS3, BEESE——EIHTIESE, BMLRSE, KRIREIRHT
%IEO

3.3.3.6 1£ Resin [R5 L2 FAB/UEH
ARER N BUTISIAS IR E S ResiniBE L
(0 #3688
BT RS ERFIRA RS HBINEEERE, ELEMNEIIBEERERNGSIHIENAEEN
{;JH%,%EJ%‘E%MEEZTIE, B SEERSIEMINZETHRE, (XEEE, BLUSEHISEIRER
“;&o
NRSENRLENBE, HTTPS{RAREREBRIEMER, BeEF—X—&SiaEESSLEH
REMRARS, BREEWTRRITAGHIERKRDER,
BRI
o IBEKERE “TFBKE H “BER’ .
o ETHTomcath&FAGIEH, EMNR(EiSS N FEHIES.
o ENEIFEANARN “EBBRM” EHARH “BRELERHE” .

LYRFM

[P ==

o EBRER, SUERENSEBORSE LR 4437 150, MIERSES
10 “443” ik, BERZERBATERAHTIPS.

o HTEEFHEERSHID, BEBRSBEBRCANAZIE P IHS(SEN
IRIEBMANES, FEMRIEESNIEHRCA.
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o MR—EEEZSMRGZHR, WEB— 1 RSRLABEAE

o FLRIBRIRSHE LEBZIZTAIHEZ , YRSIEBRNHE—IN, BIHISH
EMMHZATES, WATHMEERE . BNRENER, WEBBIRTAZE.

BIEL R
fEResinfR$3 28 L EFNEIEBHSRIZM FAR:
OFREE - QBCEResin - QRERIGIE
TE—: FREOUSF
FEARMEEES TEAITomcatt&UIER EFFHREIER X “serverjks” FIZERE 4

“keystorePass.txt” ,

LB BCE Resin

A

(EXECE R, BRBEENHHITEN, FENTENRIMEhEHTEE, BEX
ixfE, BEANREHTEE, BREIEEERSERS T EEESNFTE, =2
N RA9ALSS o

1. (| ) Z%Resin,
MREZRE, WEHTZLRE,
a. ERResinEMFHRIEENERTHABNNBREFE .
AEELLTEHWindowsiR A AIResin-4.0.38kR A 95l 1T o
b. #RET#HRIResinE,
c.  #HAResin-4.0.38tRERF ik Eresin.exeS {4,
d. i&fTresinexed {4, EITHIENGHILANE3- 23R m SRR fE O,

3-23 {2 REO

®F g:\resin\resin-4.0. JB\resin. exe

bfippiproduct
Hebfpp[product ion

gin—34* Hebfpplproduction “default - resin—doc]l a

Hozt[productionshostsdefault] active

B¢ i p—B,cluster=app]l active
http listening to *:BHE@

Resinlid=app—-A1 started in 2
BBEA-11} Loading . File yn global clas

ort—HH8B-11F In-place clazs redefinition <
{resin-port—BABE-112 Quercus

{resin-port-BB88-11} Quercus Finished initialization in
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2.

ZTRRE, Bilegg, EWebltthtitf=chigi A\ResinEIAENE “http://
127.0.0.1:8080” , F¥i% “Enter” .

SREETINE3-24F7RRS, MFRRZIERII

3-24 &3 Resin

2 € 127.0.0.1:808¢
Resin® Default Home Page

This is the default pagze for the Eesin web server.
Documentation is availabkle at /resin-doc.

Administration is available at /resin-admin.

1B ECE S o

a.

EResinZZEBF THI “Resin.properties” BLBEX 4 ( HFResinkixAHIA
&, BEEXHBEIEE “resinxml” 3X4) 1, HEUITSE:

# specifies the --server in the config file

# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.

# Use overrides for individual server control, for example: app-0.http : 8081
app.http : 8080

# app.https : 8443

web.http : 8080
# web.https : 8443

¥ “app.https” #1 “web.https” BURYERERF “#7 XiE, FE “8443i%” O
B8R “4437 , BME, WTAR:

“app.https” . “web.https” : IEERBHEEFERNIROS, BNEERN
11 443 ” o

# specifies the --server in the config file
# home_server : app-0

# Set HTTP and HTTPS bind address
# http_address : *

# Set HTTP and HTTPS ports.

# Use overrides for individual server control, for example: app-0.http : 8081
app.http : 8080

app.https 1443

web.http : 8080
web.https 1443

KRS8, FI8 “jsse_keystore_tye” . “jsse_keystore_file” F
“jsse_keystore_password” ={THIHGERRT “#” Xig,

# JSSE certificate configuration

# Keys are typically stored in the resin configuration directory.

jsse_keystore_tye : jks

jsse_keystore_file : cert/server ks

jsse_keystore_password : 1FBZFG

NHEhRA 14 (2025-11-17)
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d. (EXGEBEXEESH, BEREERFSIE3-9.
# JSSE certificate configuration
# Keys are typically stored in the resin configuration directory.
jsse_keystore_tye : jks
jsse_keystore_file : cert/serverjks
jsse_keystore_password : 1FBEH

& 3-9 2HRA

2% SH58E
jsse_keystore_tye IREKeystore S {HRIZEEY, —RERIZ Jojks
jsse_keystore_file “serverjks” SHFIERR, HEXTIEEFERTER

2197], 7=fl: cert/serverjks

jsse_keystore_passwo | “serverjks” BIZERS, HE “keystorePass.txt”
rd RS
N
MREBHEE ‘&7, BEHEMEN “&amp;” , LA
EREARKIN .
By
YNEkeystorePass="Ix6&APWgcHf72DMu", N{EST
keystorePass="Ix6&amp;APWgcHf72DMu",

e. EBHEREFREFICENE.
3. EJf3Resin,

BEREEIE
ERERLING, AIENIESESAIMBIEA=ZRiN “https://i8&” , & “Enter” ,
AR B RZ 2 HRR, UIRBERZRMIN.

o MEMULBALMARERTR, BERNIHTLABETSSLERE, MuG{BALIA
ZERT? ©

o WIRBIEHZIHAMIGES, TEFTHNLL, BSUATARETSSLIERE, Bl
ZIGEIMILES, FiEFTFRuL? HTAME,

o  MRARBARASHITEAMEM, LARHIHRMSSUEBEENMRS, TWTE
g—iﬂ“—ﬁﬁ%, ISEESTEN—EEHTIESE, BWELRSE, KRIEIMEHT
}EO

3.4 REABIER

FAEIEREHERRT, MNREABEEFEALIPHEFLAGIIRIAAEER, FTUEEE
IFBSEEEFERERER. WEILERBERE, BABRERNEMMEREE,

MWBIERmiERE, BABRETE,
AETNERBMEILBRIRFER,

RIS
IWEEBRES ‘BEL” .
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SIEBSEERS

BIEB PSR 3 BIFRAGIES
LYREN

o MIFMBIERRIBRERG, BLEIH, HEREF.

. E’i‘ﬁ'ﬁE:ﬁfa‘, RBRZEBERNICE, SEFMACAINIER, BLEKE, BE
1BIRAF,

BAFTER
$B BRRTBSEERSENE.
$E2 EAMNSHEER ETHEE > WETER" EAAVEIERSERE.
$B3 ERBRENMEEBRETN RE" 51, BE B .
B 3-25 BHEIES

LUFE © e

) ERCAZE © v © HEHE O
© B=x 2025105123 16:08:31 GMT+08:00 2025105124 16:08:31 GMT+08:00 defautt = EE

$RA TREAXNEES, A “REVOKE” , FiEFEMRERE, LIBAREIERER. BA

RIRBIEREY “UNSPECIFIED” , MBiHREAGERES X BHEHRE YT
o

3-26 BIHFABIEBIRRER

(riREERELATERE?

SRR, BIEEAOE, EERfeTERE, SEEEE
BT FAEAESAREVOKER) S8 MER.
HE A REVOKERLL B
B3R (CN) T
© B=2

EEE UNSPECIFIED W

il g
Y
i
filt
S
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SIEBSEERS

INEIEFBRPiER 3 SIEFAEIEPH
£ 3-10 BEERENEENX
BIHER SIMRFC 5280t7EFHIB | X
fEIBR
UNSPECIFIED 0 REIFRIEERHEERER,
HEANE
KEY_COMPROMISE 1 UE BRI EE
CERTIFICATE_AUTHORIT |2 BRIEREL, FECAKHA
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