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3.1 EETE

3.2 KFSELINUX

3.3 JDK1.8 #E

3.4 Nginx 22

3.5 £EMQ

3.6 Z3Emysql5.7

3.7 Z&minio

3.8 Z4Eredis

3.9 Z¥job

3.10 %% Seatal.4.2+Nacos1.4.2
3.11 &% O0penOffice

3.12 yumZZEnpminodejs
3.13 nodelll B &= 451%
3.14 Z%Eneodj

3.15 &% kp-abstract

3.16 %% elk

3.17 Gitlab 14.2.1 &
3.18 SonarQube EPE

3.19 Jenkins{kEHIRE S
3.20 JenkinsZi3 58 E
3.21 ZENFSIRSSIRFNZE Pk
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CentOS Linux release 7.6 (Core)
jdk-8u291-linux-x64.tar.gz

MySQL 5.7 2#%Z4G

Redis 21%4G

Nacos14.2

Seata14.2 44#%8G

Elk7.6 ( HEWEEALEE ) (5R) 248G
Rabbitmq3.8 2#Z4G

Openoffice (4&BRS ) (BF&E)
Minio ( DfzU4HZE ) 21246

. Gitlab(14+LAE) (SEi)IlfEFE ) 44#%8GLA L
jenkins ( SEillfsEFT )

sonar ( SCIIIfFERE ) 44%8G 45 +k8s
14. K8s ( L3Il sE36fFA )

© N ok~ whNh =

_ e - - (O
w N = o

BIERGIRE
Centos7 EEMZ (KA )

# hostnamectl --static set-hostname esxi-centos7-college

3.2 X4] SELINUX

vi [etc/sysconfig/selinux

IEES

SELINUX=disabled ({E¥=HE/ERSE )
getenforce (&EHselinuxikZ )

WNER AN ERE R BRIl kS, TR nBa XIS GISh

systemctl stop firewalld.service #{=1tfirewall
systemctl disable firewalld.service #Z=|kfirewallFFHEE0

RERX
date
NIRRT BRI H RIS AT

timedatectl set-timezone Asia/Shanghai
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3.3 JDK1.8 3=

RIK

=1

IGIIE

1. EHI3244 jdk-8u291-linux-x64.tar.gz E| /root,
2. MRIE

# tar -zxvf jdk-8u291-linux-x64.tar.gz -C /usr/local/

3. MEXHIREE

# chown root:root -R /usr/local/jdk1.8.0_291/

1. REWEEE fwiE/etc/profile X EREEINMUTRE:
# vi /etc/profile
## set java environment
JAVA_HOME=/usr/local/jdk1.8.0_291
JRE_HOME-=/usr/local/jdk1.8.0_291/jre
CLASS_PATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools.jar:$JRE_HOME/lib
PATH=$PATH:$JAVA_HOME/bin:$JRE_HOME/bin
export JAVA_HOME JRE_HOME CLASS_PATH PATH

2. (FEENMHER:

# source /etc/profile

# java -version

EHla I T AR dk L= HECE I !

java version "1.8.0_191"
Java(TM) SE Runtime Environment (build 1.8.0_191-b12)
Java HotSpot(TM) 64-Bit Server VM (build 25.191-b12, mixed mode)

3.4 Nginx ZE&

i) I

L% Nginx

ZINIE IR Centos7HRENGInXAYE, ERIEAIINGInXE MIZ{H T CentosaYiRitbHE . FLE
BT R TS NINIR:

# sudo rpm -Uvh http://nginx.org/packages/centos/7/noarch/RPMS/nginx-release-
centos-7-0.el7.ngx.noarch.rpm

BEidyum search nginxBERR CEMNERIT . MREINNHITTIRSLEE
Nginx,

# yum install -y nginx

SCASRRAS 1.1
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1. BzfNginx

# systemctl start nginx.service

2. iREFNBHET

# systemctl enable nginx.service

i i1yapa =il
1. {EArootAFP#HITaE<S FZ80 im[d

firewall-cmd --zone=public --add-port=80/tcp --permanent

2. EEFRINE

firewall-cmd --reload

N4 BN E

vi /etc/nginx/nginx.conf

iz~

client_max_body_size 4086M;

{EEFETRIRI KR BN ERL

3.5 &% MQ
1. RFERPIR
MaZERhRA3.7VA L, #iXhRZASrabbitmg-server3. 8L i=E AU

yum install epel-release
yum install unixODBC unixODBC-devel wxBase wxGTK SDL wxGTK-gl

2. ZTXerlang(BI¥ZEBLE)

rpm -ivh esl-erlang_24.1-1_centos_7_amd64.rpm

3. 0 mqg BWRAYE S repository FIFES, BT

curl -s https://packagecloud.io/install/repositories/rabbitmq/rabbitmg-server/script.rpm.sh | sudo bash

[P ==l

4. yum%EiEmq

yum install rabbitmg-server-3.8.26-1.el7.noarch

FiawebizHla

rabbitmg-plugins enable rabbitmg_management

LIRFEEG

rabbitmg-plugins enable rabbitmqg_web_stomp

rabbitmg-plugins enable rabbitmqg_web_stomp_examples

rabbitmg-plugins enable rabbitmqg_delayed_message_exchange

(EEZE S rabbitmq_delayed_message_exchangehfZl/usr/lib/rabbitmg/lib/rabbitmq_server-3.8.26/plugins
)

B5ERS

systemctl restart rabbitmq-server.service

BEYFIFARS: rabbitmqctl list_users

I : rabbitmqctl add_user admin 123456
BHAPSTEERIR: rabbitmqctl set_user_tags admin administrator

HAwWebNEIRE
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Rabbit 162 wwnzaas

Overview Connections Channels Exchanges.
Users
= All users
Filter: Regex ?
Name Tags €an access wirtual hosts Has password
admin administrator f
PUEST

7

b Add a user

HTTPAPI  ServerDocs  Tutorials  Community Support  Community Slack  Commercial Support  Plugins  GitHub  Changeleg

3-2i1gE 2

HRaOblt I( 382 Edang 2227

Overview Connections Channels Exchanges

User: admin
* Overview

Ta0s | administrator
Can log in with password  «

* Permissions

Current parmissions

virtwal host - Configure regexp  Virite regexp Read regexp

Virtual Host: |/ ¥

Configure regexp:
Virite regexp; |- *

Eoad regexp: -

Set parmission

* Topic permissions

Current topic permission:

.. 10 topic permissions ...
Set topic permission
Virtual Host: |/ v
Exchange: | (AMOP defaull v
write regexp:  +*

Read regexp: -

¥ Update this user

3.6 &% mysql5.7

1.

T& MySQL Yum Repository
w7

waget -i -c http://dev.mysql.com/get/mysql57-community-release-el7-10.noarch.rpm

Refreshed 2022-07-28 16:50:02 | Refresh every 5 seconds ~
virtual host | ANl +

Cluster rabbit@ubuntu

user admin (EEEY

Virtual Hosts
Feature Flags

Policies

Cluster

00 MySQL Yum Repository FI{REIE S repository FIZFEH

yum localinstall mysql57-community-release-el7-10.noarch.rpm
IE 2 &R NI
yum repolist enabled | grep "mysql.*-community.*"
EERZEEA MySQL iR
B%E MySQL A, 4T

yum repolist all | grep mysql
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l,}
&
\f
¥

1B Yum k&% MySQL

yum -y install mysqgl-community-server

linuxZZEMySQLATREE :

5 [l = = H
3-3 ZEIRE
o . VA~ N W, Pr\J./ L} Vlll_y}-f\_-’l (AT R N Bl W I AW R LN Sy | _III:OH .

Is this ok [y/N]: y
Public key for mysqgl-community-client-5.7.38-1.el7.x86_64.rpm is not installed

Failing package is: mysql-community-client-5.7.38-1.el7.x86_64
GPG Keys are configured as: file:///etc/pki/rpm-gpg/RPM-GPG-KEY-mysql

[root@localhost optl#

[RE: MySQL GPG Z$HEIHISE

RIRINE: BUTLAT &<, R

rpm --import https://repo.mysql.com/RPM-GPG-KEY-mysql-2022
Bz MySQL Server

systemctl start mysqld.service

BZE MySQL Server K&

systemctl status mysqld.service

X4 MySQL Server

systemctl stop mysqld.service

%4 MySQL Server

systemctl enable mysqld.service

£2id grep "password" /var/log/mysqgld.log 754, REGERREESEENFES
B 2rootAIBIAZERS .

3-4 BUAZERS

FERLZEERE, Mysql RERE—HENEHE L rootZlS, HEEZE KR
B8, BefE4Zidset password=password (‘Z8") REW . FIEZE
MR B LI

Mysqgl -u root -p

(B EmMERAPED:

mysql>SET PASSWORD = PASSWORD('Zretc137!"");

RFmMysqlizigifia

mysqlERA R ARSI IAIaAY.

mysql -u root -p Xxxx

mysql>use mysql

mysql>grant all privileges on *.* to 'root'@'%' identified by 'Zretc137!";
mysql>flush privileges;

mysqUEINECE

vi /etc/my.cnf
[mysqld]
event_scheduler = on

SCASRRAS 1.1
(2024-05-08)
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wait_timeout=2880000
interactive_timeout =2880000
max_allowed_packet=10M
ft_min_word_len=1
lower_case_table_names=1

sql_mode =STRICT_TRANS_TABLES,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION
max_connections=500

3.7 &2 minio
1. IREIEminicd, BSE/TEIE

chmod +x minio
MINIO_ACCESS_KEY=myminioadmin MINIO_SECRET_KEY=myminioadmin nohup ./minio server --
address '0.0.0.0:9000' --console-address '0.0.0.0:9001' /opt/data > /opt/minio.log 2>&1 &

(1 #BA
TR ETIR M BIE 3
2. JigkminioR B IEM% L
iBalip http://127.0.0.1:9000,FZ5F34: myminioadmin myminioadmin, BE1E
Bina kx5

3-5 Uiz minio

Change Access Policy

Arcess Polics

MinioFr B 1t BREMELZSIpublic

3.8 Z3E redis

1. yumZZredis
yum install redis

2. BXredisZHg
Vi /etc/redis.conf
requirepass root123
bind 0.0.0.0

TERMRE:
netstat -anp |grep 6379

HIIXHIR(E B R &I
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3.9 &I job

1.

FRE%TIEf T Hjar8 & jarB A& X4
(ERECE i

xxl-job-admin-2.3.0\BOOT-INF\application.properties

1z1T7job jarg

nohup java -jar xxl-job-admin-2.3.0.jar &

PR IIBGIE |

BEILE2E: 127.0.0.1:8912/xxl-job-admin/
289 admin 123456

3.10 &3% Seatal1.4.2+Nacos1.4.2

B EHEEEnacosSNHUREEE S {Fnacos-mysql.sgl
BlEEEUEEE seata_db S AEHERE X {Fdb_store.sql

1.

BidZEE Z%EnacosHlseata
tar -zxvf nacos-server-1.4.2.tar.gz
unzip seata.zip

&M nacosEL & 14
(EWBCE 4

cd /opt/nacos/conf

vim application.properties

spring.datasource.platform=mysql

db.num=1

db.url.0=jdbc:mysql://127.0.0.1:3306/nacos?
characterEncoding=utf8&connectTimeout=10008&socketTimeout=30008autoReconnect=true&useUnico
de=true&useSSL=false&serverTimezone=UTC

db.user.0=root

db.password.0=Zretc137!

server.tomcat.accesslog.enabled=false (J&/> B &E3214) (10317)

bnAknacos S FNE

vi startup.sh
JAVA_OPT="${JAVA_OPT} -Xms2048m -Xmx2048m -Xmn1024m"

Bziinacos

sh startup.sh -m standalone

ZFnacos

ZAMKFZER9: nacos/nacos
ittt http://host:8848/nacos
& hNseatadn i =SiE)

SCASRRAS 1.1
(2024-05-08)
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3-6 FiEpZ =N

& C A FEE | 12136766 8808ns0n/ 1 /namespaceTataid = Bproup= appharme = namespace = Baagesie= Spage - * B owOR

6. {EseatafitBEI{4

Vi /opt/seata-server-1.4.2/conf

action

3-7 (2B B

nly used in seata-server

s5till exceeded throws exceprions

such as bruidpatasource(druid)/Basicpatasource(dbcp)/Hikaripatasource(hikari) etc.

n jdbc connection param

BUERHURE, SAsql db_store.sql

Vi registry.conf

SCASRRAS 1.1 WA © LR ABIRAE] 15
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7.

3-8 SUFEHIEZE

[root@ecs-test conf]# cat registry.conf
registry {

“seata-server”
"127.0.0.1:8848"

group SROUP™

namespace 38d13-6c0f-455F-9bae-8bf7acesfabd"
cluster B

username

password = "

£ka
serviceur|

applicatio
| weight =

Tp://10CalnNost 8/ 61/ el
default”

redis

dis

server Addr "localhost : 6378"
db

password = "

cluster = "default”

timeout =

sessionTimeout =
connectTimeout
username =
password =
}

consul
default’
"127.0.0.1:8500"

aclToken =

uster = "default”
erver Addr "http://localhost:23]

"127.0.0.1:96
defaul
DEFAULT_ZONE
"pefaultDatacenter”
default”

_GROUP"

e = "3000"

group
addresswaitTi

file {
name = "File,conf"”
}
H
config {
£11 o aooll L osul zod
type = "nacos

Addr '127.0.0.1:8848"
namespace "lr{iBSdl%-ﬁ(Of--:SSf-Qbac-Sbf'.‘J(ESfabd"

group A_GROUP

username =

password acos

datald = "seataServer.properties”

$Gseata BeE XS Anacos
& config.txtS 44

SRR 1.1
(2024-05-08)
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3-9 &2 config.txt {4 1

@ransport. type=TCP

Transport. server=NIo

Transport. heartheat=true
transport.enab?ec?ﬁentBatchsendReguest:fa1se
transport.threadractory.bossThreadpPrefix=NettyBoss

transport. threadFactory. shareBossworker=Ffalse
transport. threadractory. clientSelectorThreadsize=1

transport. threadrFactory. bossThreadsize=1
transport. threadractory.workerThreadsize=default
transport. shutdown. wait=3

service. vgroupMapping. my_test_tx_group=default
service.default.grouplist=192.168.101.211:8091
service. enableDegrade=false
service.disableGlobalTransaction=false
client. rm. asyncCommitBufferLimit=10000
client.rm. lock.retryInterval=10

client.rm. lock. retryTimes=30

client.rm. lock. retryPolicyBranchrollbackonConflict=t
client.rm.reportRetryCount=5
client.rm.tablemetaCheckEnable=false
client.rm.tablemetacheckerInterval=60000
client.rm. sqlParserType=druid

client.rm. reportsuccesseEnable=false

client.rm. sagaBranchregisterenable=false
client.tm. commiTReTrycount=5

client.tm. rollbackretrycount=5

client.tm. defaultGlobalTransactionTimeout=60000
client. tm. degradeCheck=false
cTﬁent.tm.degradecheckA11uwT1mes 10

client. tm. degradecheckPeriod=2000

store.mode= dg

store. publicKey=

store.file.dir=file_store/data
store.file.maxBranchsessionsize=16384
store.file.maxGlobalsessionsize=512
store.file.filewriteBuffercachesize=16384

store. fw?e flushpiskMode=async
torg £ Soppalosdpasdciza 100

rue

transport. threadrFactory.workerThreadpPrefix=NettyServerNIOworker
transport. threadFactory. serverExecutorThreadpPrefix=NettyserverBizHandler

transport. threadFactory. clientSelectorThreadpPrefix=NettyclientSelector

transport.threadractory. clientworker Threadrrefix=NettyclientworkerThread

tmre.db.datasuurce druid

tore. db. dbType=mysq1l
tore.db.driverclassName=com.mysql. jdbc. Driver
tore.db.ur1=jdbc:mysql://127.0.0.
tore. db. user=root

tore. db. password=Zretcl37!
oo db ohincopnoS

1:3306/seata_db7useunicode=true&rewriteBatchedstatements=true

store. db. maxConn=30
store.db.globalTable=global_table
store.db. branchTable=branch_table

store. db. queryLimit=100

store.db. TockTable=Tock_table
store. db. maxwait=5000
store.redis.mode=single
store.redis.single. host=127.0.0.1
store.redis.single. port=6379
store.redis.sentinel.masterName=
store.redis.sentinel.sentinelHosts=
store.redis. maxConn=10
store.redis.minConn=1
store.redis.maxTotal=100
store.redis.database=0
store.redis.password=

store.redis. queryLimit=100
server.recovery. committingretryPeriod=1000
server.recovery. asynCommittingRetryPeriod=1000
"config.txt™ 89L, 3140C

sh nacos-config.sh -h 127.0.0.1 -p 8848 -g SEATA_GROUP -t b952ebce-5404-428f-8b07-6243bffdd5a9

-U nacos -w nacos

& 3-10 &2/ config.txt 3714 2

SEL LUl e ULy IuLalaud UuaI_Lauie sullessiully
Set store.db.branchTabl granch_tab1e successfully
Set store.db.queryLimit=100 successfully

Set store.db.TockTable=lock_table successfully

Set store.db.maxwait=5000 successfull

Set store.redis.mode=single successfu¥1

Set store.redis.single.host=127.0.0.1 successfully
set store.redis.single.port=6379 successfully
nacos-config.sh: 1ine 88: [: Too many arguments
set store.redis.sentinel.mastername= failure
nacos-config.sh: Tine 88: [: too many arguments
Set store.redis.sentinel.sentinelHosts= failure
Set store.redis.maxConn=10 successfully

Set store.redis.minConn=1 successfully

Set store.redis.maxTotal=100 successfully

Set store.redis.database=0 successfully
nacos-config.sh: 1ine 88: [: Too many arguments
set store.redis.password= failure

Set store.redis.queryLimit=100 successfully

Set server.recovery.committingRetryPeriod=1000 successfu11¥

Set server.recovery.asyncommittingRetryPeriod=1000 successfully
Set server.recovery.rollbackingretryPeriod=1000 successfully
Set server.recovery.timeoutRetryPeriod=1000 successfully

Set server.maxCommitRetryTimeout=-1 successfu11¥

Set server.maxRollbackRetryTimeout=-1 successfull

set server.rollbackrRetryTimeoutunlockenable=false successfully

set client.undo.datavalidation=true successfully
Set client.undo.logserialization=jackson successfull
Set client.undo.onlyCareupdateColumns=true successfu
Set server.undo. logSaveDays=7 successfull

Set client.undo.logTable=undo_Tlog successfully

Set client.undo.compress.enable=true successfully
Set client.undo.compress.type=zip successfully

set client.undo.compress.t reshOQd—G4k successfully
set log.exceptionRate=100 successfully

Set transport.serialization=seata successfully

Set transport.compressor=none successfully

Set metrics.enabled=false successfully

Set metrics.registryType=compact successfully

Set metrics.exporterList=prometheus successfu11¥
Set metrics.exporterPrometheusPort=9898 successfully

¥1y

y
Set server.undo. logDeletePeriod=86400000 successfully

complete initialization parameters, total-count:89

failure-count:4

init nacos config fail.

SRR 1.1
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[Bxfiseata

nohup ./seata-server.sh >log.out 2>1 &

SFEEEIR: nacosERIMENNALE base-config-testyaml(B NG, EEEXEEX

H58CAHER)
BRINIEIIE :
HIELESE: http://127.0.0.1:8848/nacos/

3.11 &%= OpenOffice

1. R#EOpenOfficel &t
fEIE, 18%Izh-CNB=R.

HAzh-CNMXAEFETHIRPMSBER T, #47yum localinstall *rpmZEMNENE

HARPMSH THIdesktop-integration, HfTa<:
rpm -ivh openoffice4.1.4-redhat-menus-4.1.4-9788.noarch.rpm

2. ZEopenofficelkEfiFahInN
yum install libXext.x86_64
yum groupinstall "X Window System"

AR
o openofficeEE HEIEF B (chinese.tar.gzi={AH)
o HRIEEEMEFEKUZE, FEEIIETRYjarEBREM.
e OpenofficeEEEFresource-convert-3.5.0-SNAPSHOT jarfEE— & BRSS 88
P TIBGIIE |
netstat -anp |grep 8100
BERBROKURERERZ®

3.12 yum &% npm ] nodejs

&

Ee

BAEEENEESREHIIRA https://nodejs.org/dist/

# cd /opt
wget https://nodejs.org/dist/v15.0.0/node-v12.18.1-linux-x64.tar.gz

1. TESTRERE

# tar -zxvf node-v15.0.0-linux-x64.tar.gz

2. Ef
# mv node-v15.0.0-linux-x64/ node-v15.0.0

3. BEENET=S
# vi [etc/profile

TERELRM

SCASRRAS 1.1
(2024-05-08)
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#set for nodejs
export NODE_HOME=/opt/node-v15.0.0
export PATH=$NODE_HOME/bin:$PATH

4. RFRE (wq) BITHSEEREN

# source /etc/profile

wE
ERABSBEEIRE, HIMEMARASURRALY

# node -v

3.13 node INH & 3&=4X145ZF

[P = = — |

T eFhApm?2

npm install pm2@latest -g

RIRE AN is3

npm install -g fis3

3.14 T3 neodj

RBLEEEHERS

tar -zxvf neodj-community-3.5.31-unix.tar.gz
neo4jfR BH=/conf/neodj.conf
"dbms.default_listen_address=0.0.0.0"BY 7%
dbms.connector.bolt.listen_address=:7687EH; ¢
dbms.connector.http.listen_address=:7474 BGH TR

[RshiRSS
neo4jtE B Fbin/neo4j start

MEIRRHPFTFFhttp://<ip>:7474/browser/, FARILAIGEAY (AIRFTFEEENREERR

BRY, BAESRTRE, BONEER)
VAR R ZNZEBREEnecd], BERERILHTERG

3.15 Z %= kp-abstract

tar kp-abstract-dev.tar.gz

yum install -y centos-release-scl
yum install -y rh-python38 which
scl enable rh-python38 bash

BEEpythonu &

which python{,2,3}

FBpEE

# Il Jopt/rh/rh-python38/root/usr/bin/python*

zS

~

_I

SCASRRAS 1.1 WA © LR ABIRAE]
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1
2 | fopt/rh/rh-python38/root/usr/bin/python
3 | fusr/bin/python2
4 | fopt/rh/rh-python38/root/usr/bin/python3
5
6
7 | Trwxrwxrwx. 1 root root 9 Jun 24 10:31 fopt/rh/rh-python38/root/usr/bin/python -> ./python3
8 | lrwxrwxrwx. 1 root root 9 Jun 24 10:31 /fopt/rh/rh-python38/root/usr/bin/python3 -= python3.8
9 | -rwxr-xr-x. 1 root root 15280 May 28 09:39 fopt/rh/rh-python38/root/usr/bin/python3.8
10
11
12 | Python 3.8.8
13
14
15 | Python 3.8.0
16

1

EBEpythonhk 4~

python -V
Python 3.8.0

HENIRE 343

cd kp-abstract

pip install poetry

poetry install

poetry shell

nohup poetry run python -m uvicorn app.main:app --host 0.0.0.0 --port 8918 &

3.16 &Zi< elk

1. f#REnodet

tar xvJf node-v12.18.1-linux-x64.tar.xz
mv node-v12.18.1-linux-x64 node-v12.18.1

2. BnodeBENECEN

vi /etc/profile

#set for nodejs

export NODE_HOME=/opt/node-v12.18.1
export PATH=$NODE_HOME/bin:$PATH
source /etc/profile

3. ZikelkiSnKit

npm install -g grunt-cli

4. tlEEelkFP
elasticsearch R gE@Eidroot R BE, tliEesHP

adduser es
passwd es

5. fResAIFPH TR

chown -R es:root /elk/elasticsearch-7.16.2/*
chmod -R 755 /elk/elasticsearch-7.16.2/*

6. (EBINECENG

&2 config elasticsearch.yml

SCASRRAS 1.1
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network.host = B2
elasticsearch B FPIHE I BRI I SUHHEARIN PR KR, ZE/DFEZE65536,
R IRIE: #11HE root FH &K

7. {ERECEXH

vim /etc/security/limits.conf # EREEENTERAS

es hard nofile 65536
es soft nofile 65536
o EnelkBAEF

8. BiEmvmaid>
max_map_count3 {48 2RHI—MAZT LUABNVMA (BN EX ) 898 E
RIBIE: #0EE root FH 1B
vim /etc/sysctl.conf # EREEENTERS

vm.max_map_count=655360
wmiT

sysctl -p

9. [3EfhElasticsearch

bin/elasticsearch -d

10. /3&hlogstash
1B ECE X4 logstash.conf

nohup ./logstash -f ../config/logstash.conf &

11. fB&hElasticsearch-head-master

nohup grunt server &

AR

HEGsysFakS ATHEHERNRSHE

3.17 Gitlab 14.2.1 =

T
REF R BV BKIIR

sudo yum install -y curl policycoreutils-python openssh-server

sudo systemctl enable sshd

sudo systemctl start sshd

sudo firewall-cmd --permanent --add-service=http

sudo systemctl reload firewalld

curl -s https://packages.gitlab.com/install/repositories/gitlab/gitlab-ce/script.rpm.sh | sudo bash
yum makecache

sudo yum install gitlab-ce-14.10.4-ce.0.el7.x86_64

R
RESEBELAE, WREMTE, WiRBHRERN.
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3-12 &1

Bl gitlabFe &M HEEMRSS == pFI B E iR -

# vi [etc/gitlab/gitlab.rb

3-13 &2

#

FEHHBFENGItLab
WiT:

# gitlab-ctl reconfigure
# gitlab-ctl restart

123< "ok: run:"ERBIIRLIN

SCASRRAS 1.1
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B Access Token
WESSEFTHIRE: http://ZEHip/profile/personal_access_tokens

3-14 Bl 1

User Semtings * Access Tokens

Personal Access Tokens

You can generate a personal access token for
each application you use that needs access to
the GitLab APL.

You can alsc use personal access tokens to
authenticate against Git over HTTP. They are the
anly accepted password when you have Two.
Factor Authentication (2FA) enabled.

B Access Tokens

ails

& Passe

O Motifications

L3

SSH Keys

.

GPG Keys

T Preferences

@ Active Sessions

@ Authentication log

NamefE{EIES . iTHARGEIMEBIAXRABR,

access tokenizsH4Ritoken,

3-15 g 2

has been created.

Add a personal access token

Pick a name for the application, and we'll give you 3 unique personal access token.

Name

provider_token

Expires at

Scopes

# hpi
Brants comg

£

lead_user
frants read.
ncluds

bnder /i

# pudo
Srants permission to perform AP actions as any user in the system, when authenticated as an
dry

1 user,

[#] fead_repository

[orants read-only access to repositornies on pr

sate projects using Git-over-HTTP {

APl

Create personal access token E

Active Personal Access Tokens (0)

This user has no active Personal Access Tokens.

Personal Access Tokens

You can generate a persanal access token for yB9e1VESCNNSa8RupEF
each application you use that needs access to "
the GitLab AP

Your Mew Personal Access Token

You can also use personal access tokens to
authenticate against Git over HTTP. They are the
only accepted password when you have Two-
Factor Authentication (2FA) enabled.

Add a personal access token

Name

Expires at

Scopes

api

Pick a name for the application. and we'll give you 3 unigue personal access teken.

Grants complete read/write access to the AP|, including all groups and projects.

read user

under Jusers.

sudo

Grants permission ta perform API actions as any user in the system. when authen

admin user.

read_repository
Grants read-only acc

API

ile through the

Iso grants access to re:

ticated as an

er-HTTP [not using the

REFEIPR, BCreate personal

SRR 1.1
(2024-05-08)

WRIXERE © ERRABIRAE]

23



FRIRTT LG

PREFHEBRATS AA BFFRRTTELE

5

3 5L

TR

EX

EaFCreate personal access tokentZfHSERkIRIHE KRG, WHE LHERR T #HEIE
Taccess token, BFEHIRE, FEEiHRINE portal-webAtEgitlabiEXECERIER
mEIeHRZNARET—X, NRLERIMREFRIEHEIZERT,

STEEIEMIER gitlab

1.

{Z1kgitlab
gitlab-ctl stop

EHFgitlab (FEXESHIZgitlab-ce)

rpm -e gitlab-ce

BEqitlabi#ig
ps aux | grep gitlab

KIFE—NHE (MEFEEFS .o A9EHEE )
kill -9 18777

&1Ff5, #Eps aux | grep gitlabffgiA—iE, £B5;2EgitlablIiHE

MIBREFA B & gitlab3 4

find / -name gitlab | xargs rm -rf

3.18 SonarQube EfZE

&5 MysQL 5|

VPN
LS

mysql MESREHAFMESIZE:

mysql> show engines;

SonarQube, MySQL HURERIFERA InnoDB 5|2, mligEtEse.

B 3-16 &5 1

Last
[heyu
Enter

Welco

login: Fri Feb 2 @2:58:27 2018 from 192.168.1.101
qiang@es-db-81 ~]$ mysql -u root -p

password:

me to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 5

==

Server version: 5.6.38 MySQL Community Server (GPL

Copyright (c) 2888, 2817, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

owners.

Type ‘help;' or "\h' for help. Type '\c' to clear the current input statement.

mysql> show engines;

| Engine | Support | Comment | Transactions | XA | Savepoints |
| FEDERATED | NO | Federated MySQL storage engine | NULL | NULL | NULL

| MRG_MYISAM | YES | Collection of identical MyISAM tables | NO | NO | NO |
| MyISAM | YES | MyISAM storage engine | NO | NO | NO

| BLACKHOLE | YES | /dev/null storage engine (anything you write to it disappears) | NO | NO | NO

| €sv | YES | CSV storage engine | NO | NO | NO |
| MEMORY | YES | Hash based, stored in memory, useful for temporary tables | NO | NO | NO

| ARCHIVE | YES | Archive storage engine | NO | NO | NO

| InnoDB [ICEZIEH] Supports transactions, row-level locking, and foreign keys | YES | YES | YES

| PERFORMANCE_SCHEMA | YES | Performance Schema | NO | NO | NO

9 rows in set (8.08 sec)

mysql

>

SCASRRAS 1.1
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FIRAY mysql SRIFARFES

mysql> show variables like '%storage_engine%';

3-17 BESIE2

Copyright (c) 2008, 2017, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or °*\h' for help. Type '\c' to clear the current input statement.

mysql> show engines;

| Engine | Support | Comment | Transactions | XA | Savepeints |
| FEDERATED | NO | Federated MySQL storage engine | NULL | NULL | NULL |
| MRG_MYISAM | YES | Collection of identical MyISAM tables | NO | NO | NO |
| MyISAM | YES | MyISAM storage engine | NO | NO | NO ]
| BLACKHOLE | YES | /dev/null storage engine (anything you write to it disappears) | NO | NO | NO |
| €sv | YES | €SV storage engine | NO | NO | NO |
| MEMORY | YES | Hash based, stored in memory, useful for temporary tables | NO | NO | NO |
| ARCHIVE | YES | Archive storage engine | NO | NO | NO |
| InnoDB | DEFAULT | Supports transactions, row-level locking, and foreign keys | YES | YES | YES |
| PERFORMANCE_SCHEMA | YES | Performance Schema | NO | NO | NO |

9 rows in set (8.00 sec)

mysql> show variables like '%storage_engine%';

| variable_name | value |
| default_storage_engine | InnoDB |
| default_tmp_storage_engine | InnoDB |
| storage_engine | InnoDB |

3 rows in set (9.00 sec)

mysql> l

MREGNVERN LEERYRA—H, TEMATEE:
&4 MySQL 7=i%5|279 InnoDB
[mysqgld] FEINOAN default-storage-engine=INNODB

# vi [etc/my.cnf
[mysqld]

default-storage-engine = INNODB

BE mysql IRSS2E

# systemctl restart mysql.service
BIXER MySQL EEHIASIZIRERRLER

mysql> show variables like '%storage_engine%';

3-18 EES|¥ 3

Last login: Fri Feb 2 ©2:59:09 2018 from 192,168.1.101
[heyugiang@es-db-81 ~]$ mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 7

Server version: 5.6,38 MySQL Community Server (GPL)

Copyright (c) 28e@, 2817, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark

of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

owners.,

Type ‘help;' or *\h' for help. Type '\c' to clear the current input statement.

mysql> show variables like '%storage_engine%';

| Variable_name | value |
| default_storage_engine | InnodB |
| default_tmp_storage_engine | InnoDB |
| storage_engine | InnoDB |

3 rows in set (8.00 sec)

mysql>

SCASRRAS 1.1
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Et& innodb_buffer_pool_size

innodb_buffer_pool_size ZHBIREESRIgEA—R XNSHFEFRARER
innodb FAVES|, ¥IE, HWAZIEITHIE D BOAE128M, EF mysql IRSZFRE
ROR/NIRERZGNEFR 70%-80%FRAE. IRETGE:my.cnf (& [mysqld] FEIIA
innodb_buffer_pool_size 2%

# vi [etc/my.cnf

[mysqld]
innodb_buffer_pool_size = 256M

[MARY:E

iz;%iﬁﬁﬁa 256M, EAFEERE MySQL #iEERSSE, TERSHMNRSEESBRES
AF

BZE query_cache_size

128 MySQL RIEITETF query_cache_size, R/MRE 15M

# vi [etc/my.cnf
[mysqld]
query_cache_type=1
query_cache_size=32M

&EE mysql IR532E

# systemctl restart mysql.service
WIFRFRERRER

mysql> show variables like '%query_cache%';

3-19 IGIFETF

Last login: Fri Feb 2 ©3:28:15 2018 from 192.168.1.1@1

[heyugiang@es-db-81 ~]% mysgql -u root -p

Enter password:

ERROR 1045 (28000): Access denied for user 'root'@'localhost' (using password: YES)
[heyugiang@es-db-01 ~]$ mysgl -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 9

Server version: 5.6.38 MySQL Community Server (GPL)

Copyright (c) 2@@e@, 2817, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysgl> show variables like 'Squery_cache%';

+ + +

| Variable_name | value |
have_query_cache YES
query_cache_limit 1048576
query_cache_min_res_unit 4096

| |
| |
| |
query_cache_size | 33554432 |
| |
| |

query_cache_type ON
query_cache_wlock_invalidate OFF
6 rows in set (0.00 sec)
mysql>
SR 1.1 WRAXFTE © SR AREIRAE 26
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832 sonarqube HUER (UTF-8 4&i3)

mysql> CREATE SCHEMA “sonar’ DEFAULT CHARACTER SET utf8;

Z4E SonarQube Web Server
TEEF LTS ARAY SonarQube R3EE) (HFIRRANAI sonarqube-6.7.1.zip): &bl

http://www.sonarqube.org/downloads/

3-20 Ttk

N
sona fQUbﬁ FEATURES DOWNLOADS ROADMAP ~ COMMUNITY  BLOG

Download SonarQube below or use it online on SonarCloud *
System Requirements — Documentation — Installation [nstructions — Upgrade Instructions — Source Code - License

SonarQube 6.7.1 (LTS *)

Dec. 21,2017
Long Term Supported version, wraps together all the new features of the 6.x series: branch analysis, smarter and deeper analysis, focus on what matters, webhooks,
SenarLint notifications, high availability.

* LTS stands for Long Term Support. Blocker and Critical issues will be fixed or back-ported on it. There is always 2 versions supported: LTS and LATEST. See this bicg post to decide between LTS and the
LATEST version.

Docume n - Screenshots — Release notes - More details

DOWNLOAD LTS m

Show all versions

Related Tools

SonarQube Scanners
Choose from a wide array of tools available to scan source code.

umentation and Download

SonarQube Plugins
More than 40 open-source and commercial pluging to extend SonarQube features.

&k sonarqube

1. 1H%EIEBARF (heyugiang )
$ cd /heyugiang
$ waget https://binaries.sonarsource.com/Distribution/sonarqube/sonarqube-6.7.7.zip

2. MRIERE
$ unzip sonarqube-6.7.7.zip
$ mv sonarqube-6.7.7 sonarqube

Bt & sonarqube

$ cd /home/heyugiang/sonarqube/conf

$ vi sonar.properties

sonar.jdbc.username=root

sonar.jdbc.password=heyugiang

#--- MySQL 5.6 or greater

# Only InnoDB storage engine is supported (not mylSAM).

SRR 1.1 WA © EARABIRAT 27
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# Only the bundled driver is supported. It can not be changed.
sonar.jdbc.url=jdbc:mysql://192.168.1.181:3306/sonarqube?
useUnicode=true&characterEncoding=utf8&rewrite
BatchedStatements=true&useConfigs=maxPerformance&useSSL=false
sonar.web.host=0.0.0.0

sonar.web.context=/sonar

sonar.web.port=9000

FEULEE(ES, ZFERIAY 9000 xRS EHKEH)

Y@=t
1. {FEHRrootAFP#{TE< FF9000 irk .

firewall-cmd --zone=public --add-port=9000/tcp --permanent

2. EETINE
firewall-cmd --reload
BzhF0lhzt
1. DREIEERF ( heyugiang ) fB&SonarQube Web Server
$ /home/heyugiang/sonarqube/bin/linux-x86-64/sonar.sh start

VIR IEEh= B EhiZRFMABNATHIIA I

2. BFHTE
$ tail -f /home/heyugiang/sonarqube/logs/sonar.log

3. NLSERiAal: http://192.168.1.180:9000/sonarqube/

3-21 BoifRs

sonarqube | Projocts

Continuous Code Quality 0

m Read documentation Projects Analyzed

Multi-Language

0 & Bugs
0 & Vulnerabilities

0 & Gode Smells

20+ programming languages are supported by SonarQube thanks to our in-house code analyzers, including

Java C/C++ Ci COBOL ABAP HTML RPG JavaScript TypeScript Objective C XML

VB.NET PLSQL T-s0L Flex Python Groovy PHP Swift Visual Basic PLI

Quality Model

& Bugs track code that is demonstrably wrong or highly @ Vulnerabilities are raised on code that is potentially & Code Smells will confuse maintainers or give them
likely to yield unexpected behavior. wulnerable to exploftation by hackers. pause. They are measured primarily in terms of the time

they will take to fix.

Write Clean Code Fix The Leak

By fixing new issues as they appear in code, you create and maintain a clean code base, Even The water leak paradigm and the default Quality Gate are based on the leak period - the recent

on legacy projects, focusing on keeping new code clean will eventually yield a code base you pericd against which you're tracking issues. For some previous_version makes the most sense,

can be proud of. for others the last 30 days is a good option.

Read More Read More

Enforce Quality Gate Follow Standards
sz =] N b P e T

E7 FERmEsonarqubeRE S o
A E D N /\=
AR 1.1 WRINPTE © HERIRARBIRAT) 28
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Y)x&EFR sonarqube IR 8

1. Login
sonarqubeBRIAFFE: admin Z#3: admin

3-22 &R

Log In to SonarQube

Login | Cancel

2. BRERMNERTENRSHE, MARF2EGennerater
3. >heyugiang: 6700712a 2c8ef60a36dfc67e77a6a665491aa9b9

3-231RE& 1

Welcome to SonarQube!

Want to quickly analyze a first project? Fol

o Provide a token
token

Generate a tol

hewuaiang

SCASRRAS 1.1 WA © LR ABIRAE] 29
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Welcome to SonarQube!

Want to quickly analyze a first projact? Follow these 2 easy steps

@ rrovideatoken

heyugiang:

Gontinue
=)

4. EEFEFRESNIE

3-25 FRES ST HIERE 1

Welcome to SonarQube!

Want to quickly analyze a first project? Follow these 2 easy stops.

Provide a token + heyugiang: 5

@ Runanalysis on your project

What is your project's main language? Execute the SonarQube Scanner for Maven from your computer

m Cdor VBNET | Other (JS. Python, PHP. . | Running a SonarQube analysis with Maven is straighfonward, You just need to run the
following nd in your project’s folder,

You are developing primarily in Java: what is your build technology?

Please visit the official documantation of the SonarGube Scanner for Maven for more detadls.

Cnce tha analysis is completed, you will bi able to browse your project at the URL displayed
at the end of the logs.

Finish this tutorial

mvn sonar:sonar \
-Dsonar.host.url=http://192.168.1.180:9000/sonarqube \
-Dsonar.login=51bfdf87b23c2f2b79e940b10b33093b0ec97586

SRR 1.1 WA © EARABIRAT 30
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sonarqube Projects | issues Quality Profile: Q
L_.’L‘Xffff‘ff'.f_.m Parspective: Overall Status - Sonby: Name )
Filtars Once you analyze some projects, they will show up here..
ol0
Quality Gate
o
]

Reliability (& Bugs )

o
Security (& Vunsrabities )
an ]
1]
]
Maintainability (& Godo Smels |
D
o
y
Coverage
= B0% ]
<80% o
<70%
«<50% 0 SonarQube™ technoiogy is powersd by SonarSource SA
<30% 0 Version 6.7.1 (ouild 35068) - LGPL v3 - Community - Documentation - Get Support - Piugins - Web AP - About

FRHIRIRE -

10 projects
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Z3E chinese Pack ;¥4

3-27 N BZE1

1.

sonarqube

Administration

Configuration > Security >  Projects >
Marketplace

Discover and install new features

Community Edition

‘Comes with support for 9 programming
languages, numerous plugins, integration
‘with DevOps tool chains, and ability to
‘connect to SonarLint in the IDE

Learn more

55 ] Q@ enmorac

Chinese Pack
SonarQube Chinese Pack

EaEInstall Z23E

Marketplace

Developer Edition

Commurity Edition + branch analysis,
‘SonarLint push notifications, and 16
languages.

Learn more.

(<]

EBEN Support SonarQube 6.7

[ Upgrade |

Enterprise Edition

Developer Edition + portfolio management,
executive reporting, parallel processing of
analysis reports and 20 languages.

Learn more

Homepage lssue Tracker

Licensad under GNU LGPL 3

Developed by Mossle

SonarCQube™ technology is powered by SonarSource SA

Vorsion 6.7.1 (build 35068) - LGPL v3 - Community - Documentation - Get Support - Plugins - Web AP1 - About

XE .

Data Center Edition

Enterprise Edition + component
redundancy and data integrity.

Learn mora

Install

SRR 1.1
(2024-05-08)
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3-28 iRt B%E 2

Administration

Configuration »  Security =  Projects ~
SonarQube noeds 1o be restantad in order to

= install 1 plugins

Marketplace

Discover and install new features

Comes with support for § programming
languages, numerous plugins, integration
‘with DevOps tool chains, and abllity to
connect to SonarLint in the IDE.

Learn mone

Community Edition

Q Chinese Pack

[ K

Chinese Pack
SonarQube Chinese Pack

System

2. TEZRZEELERestartESsonarqube ;XX

& 3-29 ;N(tBEZIE

RBE- B~ BE- Rt EAHH

EAmH
RRARRFIE

Community Edition

Comes with support for 9 programming
languages, numerous plugins, integration
‘with DevOps tool chains, and ability to
connect to SonarLint in the IDE.

TRER

Q Chinese Pack

Chinese Pack

Language pack for Chinese

Marketplace
Revert
Developer Edition Enterprise Edition Data Center Edition
Community Edition + branch analysis, Edition + portfolio management, Enterprise Edition + compenent
SonarLint push notifications, and 16 executive raporting, parallel processing of redundancy and data integrity.
languages. analysis reports and 20 languages.
Learn more [ upgrade Learn more ["upgrade | Learn more Fmrm
o
EEEN Support SonarQube 6.7 Homepage lssue Tracker Irstall Pending
Licensed under GNU LGPL 3
Developed by Mossle
1 shown
SonarQube™ & iogy Is powersd by SA
Version 6.7.1 fouild 35068) - LGPL v3 - Community - Documentation - Get Support - Pluging - Web API - About
Enterprise Edition Data Center Edition

Developer Edition

Community Edition + branch
SonarLint push notifications, and 16

Developer Edition + portfolio management,
executive reporting, parallel processing of

languages. analysis reports and 20 languages.
TRER EC TRES [(7a]
o
110 ERE B ESMHE
HBIRHE GNULGPL 3
£ Mossle FF

SonarQube™ technology is powered by sA
Fi 6.7.1 (build 35068) - LGPL 3 - $IX - 8 - I - HFF - WeblBD - XF

Enterprise Edition + component
redundancy and data integrity.

TR

SRR 1.1
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12 & sonarqube FHLE5N
{EAroot AR YwE/etc/rclocal3l i, HITER<:
# vi [etc/rc.local
baA:
## sonarqube
su - heyugiang -c '/home/heyugiang/sonarqube/bin/linux-x86-64/sonar.sh start'
BRI
FRERFEETRE A /etc/rc.local SHATEAXR
chmod +x /etc/rc.local
chmod +x /etc/rc.d/rc.local
BMEER admin IKS5545
NESEiAE: http://10.0.0.85:9000/sonar/account/security/
3-30 BERKSEDEN
sonarqube mHEH AE /BN RERE EEE S Q #EHE, FmEMZE 7]
A Administrator [Ty % iTE ;B
hE
MEEREkRe, TAENTRIZAESERWeb serviceAH AR SonarQube AFRYEES, AILME
ARPSERNEEPER. REFUBTRRBA AP SBENESTE, MRk,
2t (=10t ]
pravide token 201954890
O BELRER
ERES
|BIE* | aeees
ZEES aeeenens
TAEE" | \
3.19 Jenkins {KERIAEESR
L% maven
1. E%I{4apache-maven-3.8.1-bin.tar.gz £ /usr/local
SAERRA 1.1 RIS © LA ARBIRAE] 34
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2. MRE
cd /usr/local
tar -zxvf apache-maven-3.8.1-bin.tar.gz

3. &fp

cp apache-maven-3.8.1-bin.tar.gz /root/software/

ECE maven

1. IRBINESTE fKig/etc/profile TR EEINUTHS:
vi /etc/profile
## maven env
export MAVEN_HOME=/usr/local/apache-maven-3.8.1
export PATH=$PATH:$MAVEN_HOME/bin

2. (EECENMHEX:

source /etc/profile

ISUF maven

mvn -v

EfEEdkSmE LA TRA:

[root@localhost apache-maven-3.8.1]# mvn -v

Apache Maven 3.8.1 (ff8f5e7444045639af65f6095c62910b5713f426; 2017-04-04T03:39:06+08:00)
Maven home: /usr/local/apache-maven-3.8.1

Java version: 1.8.0_141, vendor: Oracle Corporation

Java home: /usr/local/java/jdk1.8.0_291/jre

Default locale: en_US, platform encoding: UTF-8

OS name: "linux", version: "3.10.0-514.21.1.el7.x86_64", arch: "amd64", family: "unix"

KINEpEmavenZeZEpgI !

=12 Tomcat8 i=fT Jenkins.war

cd /root
mkdir software
mkdir servers

BRHi&iRE: software BFERAEFEREINZECNHE; servers BTFEERE
tomcatZEZ RSB TIEF

EREE
1. Etlapache-tomcat-8.5.16.tar.gz £ /root/servers HR T,
2. WEE

cd /root/servers
tar -zxvf apache-tomcat-8.5.16.tar.gz

3. Bip%EEEE/root/software LUELASEER

cp apache-tomcat-8.5.16.tar.gz /root/software

4. EfpRapache-tomcat-8.5.16 A jenkins-tomcat8

mv apache-tomcat-8.5.16 jenkins-tomcat8

SCASRRAS 1.1 WA © LR ABIRAE] 35
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fRtgconf/serverxmUE MmO 34k :
vi [root/servers/jenkins-tomcat8/conf/server.xml
<Connector port="8080" protocol="HTTP/1.1"

connectionTimeout="20000"
redirectPort="8443" />

(R

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" URIEncoding="UTF-8" />

URIEncoding="UTF-8" fi#:Rtomcat FIELAZTR

RFRL
“migbin/catalina.sh IZ&JAVA_OPTS 12=JVM#L A ZEIncrease JVM heap memory

vi [root/servers/jenkins-tomcat8/bin/catalina.sh
JAVA_OPTS="-Djava.awt.headless=true -Dfile.encoding=UTF-8
-server -Xms1024m -Xmx2048m

-XX:NewSize=512m -XX:MaxNewSize=512m -XX:+DisableExplicitGC"

) I[yap et LI
1. {ERrootAFPH1TA< FB8080 ik .

firewall-cmd --zone=public --add-port=8080/tcp --permanent

2. BN
firewall-cmd --reload
B IRIERSEEZ TERIES

1. BahitomcatiRs%
/opt/jenkins-tomcat8/bin/startup.sh

2. BERZE

tail -f /opt/jenkins-tomcat8/logs/catalina.out

3. RIMSSRiAiatthtl: http://server_ip:8080
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3-31 Fah
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/8.5.16 [ APACHE
Recommended Reading: Server Status
Security Considerations HOW-TO -
Manager App
Manager Application HOW-TO .
Clustering/Session Replication HOW-TO Host Manager
Developer Quick Start
Tomeat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 8.5 Documentation FAQ and Mailing Lists
restricted. Users are defined in: = - =
Tomcat 8.5 Configuration The following mailing lists are available:

$CATALINA_HOME/conf/tomcat-users.xml

Tomcat Wiki tomeat-announce

In Tomeat 8.5 access to the manager P aaitornal roorant conficunat Important announcements, releases, security

application is split between different users. ';' - l'l ional iImportant configuration vulnerability notifications. (Low volume),

Read more... NHOMIALON 0 tomeat-users
$CATALINA_HOME/RUNNING.txt User support and discussion

Release Notes ’ . taglibs-user

ch ! Developers may be interested in: User support and discussion for Apache Taglibs

Lhangelog

an o Tomcat 8.5 Bug Database fomcat-dev
ration Guide Development maling list, including commit

Mig Tomeat 8.5 JavaDocs i

Security Notices Tomeat 8.5 SVN Repository

Other Downloads Other Documentation Get Involved Miscellaneous Apache Software Foundation

Tomeat Connectors Tomeat Conneclors QOverview Contact Who We Are

Tomeat Native mod_jk Documentation SVN Repositories Legal Heritage

Taglibs Tomcat Native Mailing Lists Sponsorship Apache Home

Deployer Deployer Wiki Thanks Resources

Copyright ©1999-2017 Apache Software Foundation. All Rights Reserved

E3X/ AmEiREtomcat RS R EERZIN T !

=& Jenkins-tomcat FBEH

{FBroot A 4RiE/etc/rc.local3Zit, HhiTad:
vi /etc/rc.local
oA:

## jenkins-tomcat8
su - root -c '/opt/jenkins-tomcat8/bin/startup.sh’

RN
FE—IRERFVSEIRTIFE N/ etc/rc.local WETEAR

chmod +x /etc/rc.local
chmod +x /etc/rc.d/rc.local

SRR 1.1
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3.20 Jenkins ZiESHE

EBE jenkins.war
1. MB&Rtomcat-tomcat8/webapps/ EBEFTEIRE 14

rm -rf /root/servers/jenkins-tomcat8/webapps/*
2. E#ljenkins.warZll/root/servers/jenkins-tomcat8/webapps/ B& T

3. EIEHEFHBRItomcatiRSS
/root/servers/jenkins-tomcat8/bin/shutdown.sh
/root/servers/jenkins-tomcat8/bin/startup.sh

[BEf jenkins 2R
1. NESESiAiattbit: http://server_ip:8080/jenkinsiziTjenkins 22 o

BEURiAEjenkins EEIRIIBREEREN, BASERZIEHRTenkinsENXEED
B&Bm14ER, FHIE/root/ jenkins/secrets/initialAdminPassword {4,

3-32 %%k 1

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a password has been written
to the log (not sure where to find it?) and this file on the server:

/root/.jenkins/secrets/initialAdminPassword

Please copy the password from either location and paste it below

Administrator password

2. FENBAESEZFEHITHS:
cat /root/.jenkins/secrets/initialAdminPassword
[root@localhost ~]# cat /root/.jenkins/secrets/initialAdminPassword

SCASRRAS 1.1 WA © LR ABIRAE] 38
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3.

S4B R FRENEEIAdministrator passwordigi NTEPIEE T Continue

3-33 %% 2

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a password has been written
to the log (not sure where to find it?) and this file on the server:

/root/.jenkins/secrets/initialAdminPassword

Please copy the password from either location and paste it below.

Administrator password
| v

Continue

SRR 1.1
(2024-05-08)

WRIXERE © ERRABIRAE]

39



RIRTT LG

PREFHEBRATS AA BFFRRTTELE 3%

s
&
\r
8

iRt

3-34 {GEFZE 1

Getting Started
Customize Jenkins
Plugins extend Jenkins with additional features to support many different needs.
Install suggested Select plugins to
plugins install
Install plugins the Jenkins Select and install plugins
community finds most most suitable for your needs.
useful.
Jer 0
ERRREL

RSP EAMIEEERRM XIEF G S Install suggested plugins Install
plugins the Jenkins community finds most useful Z&&¥HH, X—ELZEHHEHSZ
ML =ATE T REtL RIS, BINEBRARIRREERR;
alixeE=ERBEEE, JLIERABEEENERRR, BNE—EE
WRIRAPER;, NETRYECEHTEER 6,

SCASRRAS 1.1
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Getting Started

Getting Started
|

Folders Plugin OWASP Markup build timeout plugin Credentials Binding
Formatter Plugin Plugin

Timestamper Workspace Cleanup Ant Plugin Gradle Plugin
Plugin

Pipeline GitHub Branch Source Pipeline: GitHub Groovy Pipeline: Stage View
Plugin Libraries Plugin

Git plugin Subversion Plug-in SSH Slaves plugin Matrix Authorization

Strategy Plugin
PAM Authentication LDAP Plugin Email Extension Plugin Mailer Plugin
plugin
Jenkins 2.60.2

FingEmde, FAMTLUERISEINERAT. FEBNAURTELRKI

2. flEAdminAR~
XEBAERBIZE— AP, RENREFLSCIE— MBREERK,

SCASRRAS 1.1 WA © LR ABIRAE]
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Getting Started

Create First Admin User

AR heyugiang
B

W=D

248 heyugiang

BFEHEL heyugiang@outiook com

Jenkins 2.60.2

inue as admin Save and Finish

BadsSave and Finish SRR BIEE .

SRR 1.1
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Getting Started
Jenkins is ready!
Your Jenkins setup is complete
ZE|tt, JenkinsBI¥IE LR EE5TRMI! FETRIAEMFA—BILTEENA -
SR 1.1 WRAXFTE © SR AREIRAE 43
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£RBIEES

8 Jenkins :

#
‘. My Views

4. Credentials

FRO{ER Jenkins!
I Al =TS

ol LIt

BT f MiRES

MRS

SRk T: 2017-7-25 FF03EI584321

@ heyuglang | 8

FaniRmg

RESTAPI Jonking ver. 2.60.2

1. BoE&JDK
B4 jdk1.8.0_291
JAVA_HOME : /usr/local/jdk1.8.0_291
3-39 ficE JDK
JOK
JDK &% JDK
A\ jdk1.8,0.141
JAVA_HOME Jusrflocalfjavaljdk.8,0_141
SFES3 2]
#iid JDK
R4 FJOK RETIE
2. BZEMAVEN
Name apache-maven-3.8.1
MAVEN_HOME /usr/local/apache-maven-3.8.1
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3-40 & MAVEN

Maven

Maven &3 Maven
Name apache-maven-3.5.0
MAVEN_HOME lusr/local/apache-maven-3.5.0

BaiRE )

il Maven

FiEFMaven RRFIFE

SonarQube Scanner }H{4<%E

3-41 fifRE

@  heyugiang | iHE

Jenking b

§ EETiES

" 2 Jenkins

 Ewey Pt
=% | E=1
CodeSonar
Sonargraph Integration
egrates Sonargragh functionality into
Sonargraph
is plugin integrates Sonargraph functionality into Jenkins

Mashup Portlets

Sonar Gerrit

tissues from SonarQube to Gerrdt as comment

OSF Builder Suite - Standalone Sonar Linter

Quality Gates

Sanar Quality Gatas

1y integration of SonarQube the open source platform for Continuous Inspection of

il |, sonar

BR

208

221

281

25
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PIRERE SRS A IS AR 2Lk 3 LR
el gitlab-root EiE
3-42 QIEER
Jenkins = L £/BIEEE (unrestricted)
& EEREEERE = semname with password
o Sl BE 2 (enkins, nodes, tems, all hild items, &tc)
mrE root
o gitiab-root

BE  pmmnonab@sSsSHRFSTER

Z &R AgitlablEFEMER, IDEALUENRERZEEportal-webEZLEE .

Configure Global Security
BB RONERIP RIS A :
O BpLEBS UL B RIAIE

EdE sonar scanner

B BaiZ%ESonar Scanner

3-43 BE%Ri

SonarQube Scanner

arQube S:
Sonerqube server 4 pftoken
SR 1.1 WRAXFTE © SR AREIRAE 46

(2024-05-08)



FRIRTT LR

FIREFRHNERATS A IEH RS LK 3 LB IR
3-44 4k token

Jenkins 7 fi0Sonarqube token
3-45 EiF

A =12

ME MR ok £ B—FiR B

- {4 denkios
= 'y Jenking

Ein hEX

I

gitiab-root (oo™ (EEEHoab RS HSSHMmEIR | (DihE]L s E B Eponalweb B EEM, )

b
1]

sonarqube

Ec& Sonarqube Servers

3-46 L& Sonarqube Servers

*MET

:::‘::e’u red Wipeout on this node
wam®

SonarQube servers

SONATGUDE

Nitp:iF172 18 67 47 5000/50nar

Add SonarCube

Pipeline Spead/Durability Settings

pEI=E AN

1. miniofT8 {4 _ EEICEFFButf-8fERR
2. nginxiZBERI_EESHUER/INEZE ( client_max_body_size 500m )

3. ERHIREEEBRISEHURINER (MBFEF/Ssys_dictionary sysiZE ) (EHsys
IRSSAYEO)
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4. i5redisiEO/api/user/role/releaseRoleAuthCache/3

/api/user/role/releaseRoleAuthCache/4

Al BTy aas
1. KEBEMNXINBRERSEOREREIERAD
2. K&EnacosHIIRSBSEEEEETETREAE
3. HRIAERSS, MBS, YR, IEEiEiE
4. websocrt IBEHZFAILAEEHRIT
nginxBo B3 14 :
MiniofRSZ =R EcBE X4+l G iniRSREE X4
E8jar8RmhA:

java -jar sys-service-3.4.0-SNAPSHOT.jar --spring.config.location[0]=./application.yml --
spring.config.location[1]=./bootstrap.yml --spring.profiles.active=pro

3.21 &% NFS IREZmINZE Fin
BIER S

CentOS Linux release 7.2.1511 (Core)

NFS [RSBimE I

yum install nfs-utils -y

o GlEH=

a. fx/etc/exportsEeEXEFMNIUATASE, REFEL;

/sfs-date/mnt-pro/lab 172.16.79.15/255.255.254.0(rw,sync,no_root_squash)

BE

/home 168.170.249.1/24(rw,sync,no_root_squash)

b. GIEHZBERHLEFEHINR
mkdir /home/ITP/share
chmod o+w /home/ITP/share

o [SEINFSHRSS

systemctl restart rpcbind
systemctl restart nfs-server ( nfs)
systemctl enable rpcbind
systemctl enable nfs-server(nfs)

NFS ZFifZds

yum install nfs-utils -y

1. flEExHBZR
mkdir -p /mnt/lab

AR 1.1 WRIERE © HERRARBIRAT
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2. HEEHNFSH=
mount -t nfs 59.68.143.78:/home/ITP/share /home/ITP/share

3. BEEEFIREHER
df -h
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