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im0 | B4
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SIDEV&PRD-SAP- | 172.22.1.0/24 | TCP | 234 | &iF | #8iFSAP-RouterfRSE
Router S21518)ZAKPRD- N X
AR SS EE 234 3%
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£ 1-9 M4& ACL “NACL-PRD-SAPDB-BUSI” H75[aE)

Ry # Hr9 IP Y | BRY | RiF/ | 5RER
iwE | B4
* 0.0.0.0/0 ANY | ANY | B2 | IBEFREREZRIER
MAEIBRIEETR -

2 1-10 M4 ACL “NACL-PRD-SAPDB-BUSI” NATd

Iy # & 1P MY | BRY | i/ | %8B
iwO | B4
SFPRD-&IEX 172.22.6.0/24 | TCP | 22 IF IFEFFFEESEX
FE20ipRAXigGR
BR5528SSHiK .
SIDEV&PRD-SAP- | 172.22.1.0/24 | TCP | 345 | #iF | #5iFSAP-RouterfRSZ
Router 2215a]PRD-SAP-DBX
R535E345\ 2%,
YFPRD-DMZX 172.22.7.0/24 | TCP | 345 | /¥F | RFEFIFEDMZK
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FM(172.22.10-12.0/24), REFBEFRXEERAITFRAENERE, FEITMEEACLIE
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2 1-11 WL ACL “NACL-PRD-SAPDB- INTERNAL” HAT1E

Iy # BE 1P thi¥ | BRY | i/ | B8
im0 | B4
* 0.0.0.0/0 ANY | ANY | B4 | iERFAERZEIEN
ML ERBRIEER o
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I # iEIP MY | B89 | R/ | WRBB
in | B4
* 0.0.0.0/0 ANY | ANY | 1B%8 | BB EREZEIEN
MAMBRIEIRER
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MRS, FEEEBRR/IVENRNERIRSSXSIMREIROEE, 78
ELLTE3 Z2A%RER6 (BEfRinQBRIBELAERIZE) . XIPRNSOIEFHIREE, 8
IMEACLEEHL ., HEEAANKMES ANERZENZEHFERLE £ ERem
REEEEE), UsELE,

1-3 ZEHRERHA

]

HOEE/ICMPsE ] #E
Any Any
Any

0.0.0.0/0 @

0.0.0.0/0 @

0.0.0.0/0 @

0.0.0.0/0 @

0.0.0.0/0 @
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TRIP, tEREES5 e mIPRoRES -
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HER1.217,
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1-5 ZEARIEA)

A

»HE =3 il ROEE/ICMP2eRY i 1BE

A5B 1Pvd TCp 22 000.0/0 @
A5B IPv4 TCp 3389 00.0.0/0 @
pNC) Pv4 Tcp 80 000.0/0 @
ABE IPv4 Tcp 443 0.0.0.0/0 @

ABE 1Pv4 Tcp 3306 0.0.0.0/0 @

1.2 ML RLZE
1.2.1 A58 R

RIEA ST R, ATEFNEENAMIEMHIRS, BIthEESHEIDCGHITEEX, £
7S5 AM (IDC)EEXAIVPNIEE, RREERRES LS5A FURE ESEENZ
[ERYIIEHIREE

FXIDMZIX . AMMNAX. EIEX, BTEESRIIENINE, ENKEMENAERGF

)i
VPN
AFEIREMER, SHHSEETK, FEEELTEMSITE, HEMLSRA:
L4 (DC)>VPN(IPSec)>SSL VPN,
(MARY::|
VPN RS LR ELFIPSec VPNZT, BAZIEFSSL VPN, INFE{FEASSL VPNAIE
BE=AEETRETHE,
ZERIE

AT AAMNERNFEES W ARNERE, THEHEKMANSEHE, SeE5EEE
IS ACLIE TR AT B 2R o

MIZEACL “NACL-DMZ-SAP-Router” REREF=IMEHEN FW, Fr=i&izHEEEMI5E
BN RS, BREAEEINNMERBEIS5R4EER] [1P]:[PORT],

AR
AT HPIEEIRYIPHIIE N iR S 76), S AMIPREENGR, AIRIEWSFHE (WA

E), IRES B EIRIP, HHNESTREMERRES . NBHEWSR, URESCIRERENR
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2= 1-13 W4 ACL “NACL-DMZ-SAP-Router” 7578

) # BH9 1P MY | BR%mO gﬁﬁﬁ 15488
* 0.0.0.0/0 | ANY |ANY B4 IBEPTERERIENNIL
BRINLEER
% 1-14 48 ACL “NACL-DMZ-SAP-Router” \J5Ta]
M # |EIP thi¥ | BRY | RiF/E | RBE
iwE |4
SISAP | 123.123.123.0/ | TCP | 3299 | #iF BIFEEXMSAPRE ARSI FA
BRARYZ |24 RFEIRIP), SAP GUI/HK
BHA RS FBFIHFF A MIXIR
=, EHRYDEV&PRD-SAP-
SAP Router, #HimiAalfgimil
GU/ER B
4ERSS
22 |1%
* 0.0.0.0/0 ANY | ANY |iE4 BB REFIEMN TR
BEIRR .

PIZZACL “NACL-PRD-DMZ” KEXEFIMBHENFR, Fr&i=HI B /IDCIHIERY
AT RREE, PREVIMEBMILNEE RTINS INEEFER [IP].[PORT],

% 1-15 W4& ACL “NACL-PRD-DMZ” H751E

Hom) # BH 1P ¥ | Br%iw0a gifF/?E jizlilz

SFAD/ IDC-AD/ TCP | AD/ADF | #ifF BIFSIDCHERAD/ADFS

ADFSER | ADFSM4& i RSB ERHITXIEE

E=

* 0.0.0.0/0 ANY | ANY B4 BERFFEREEMNILL
BHIEIER

% 1-16 WZ& ACL “NACL-PRD-DMZ” \F51d

M # | EIP thi¥ | BRY | RiF/AE | IKBE

wa |4
X 0.0.0.0/0 TCP |80 FUF FFBEEMAR . IDCA
Interne ZBRERF, BiEEFREF
tAF BIWEBARSS o
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SAP ZLHFEH 1 S BER SRR
W # |EIP thi¥ | BRY | R/F/E | IKBE
wa |4

X 0.0.0.0/0 TCP | 443 FUF FFEBMEF . IDCH
Interne ZRRF, BIEEFFIAER
t}fﬁ)’—"' E"JWEBHE% o
* 0.0.0.0/0 ANY | ANY |iE48 BREREREFRIEMNILL

BHIEIETR -

RIZZACL “NACL-PRD-APP” KEXEF-IMEIEN 7R, FFH&iEHIIDCAERNNTSRR
B&, PREMFEIDCRILRINEEHAF & NIHIREISER [/P]-[PORT], H75EIZRIEE L.

#F 1-17 W4& ACL “NACL-PRD-APP” H75[E

) # BiY 1P thi¥ | BrYix | oiF/4E | 1588
O 3
SFAD/ IDC-AD/ TCP | AD/ADF | i BIFSIDCAEBAD/ADFS
ADFSBR | ADFSP4& i M| RS EEHITXIIE
B
* 0.0.0.0/0 ANY | ANY 1B BREREREFFIEMNILE
BREIRER
% 1-18 W& ACL “NACL-PRD-APP” \F5[E
MU # | EIP i} | B8 | fF/AE | B8
iwO |4
HIDC | EFRHIREHOE | TCP | 8080 | 1F RFEPHIEROEFN-
REBE | FM-b brRIERAF, . ma, ih
P. B A FIMEFRIN A X
=18 8080M53u% M o
JJIDC | BEFPEEHROE | TCP | 8443 | RIF RFEFPEEROEF M-
AZBAE | FM-b bRfIAERAE, . [Rid, 5
P. A FIMEPRIN A X
T 8443\55iw M,
* 0.0.0.0/0 ANY | ANY | 354 BRFRrEREREMRNILL
BHYEIER

SFFRILLZACL “NACL-PRD-SAPDB-BUSI/INTERNEL” , BFLEIMIMKRRTEE
Xk, RERE1.IDRERIBGEEHIREEEIR .

ZEARKBER21THEXAE.

MAERRAS 01 (2024-07-02)
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SAP Z2HKEH
SAP Z2HEH

Z2IRS

e Anti-DDoS

IR SR, BFEFNMEBAMIGIEER, FEETXISAP Router, SRM. Hybrids
IS5 2820 Anti-DDOSISHP, HETSEFRLE R =ANt-DDOSTEEIAIRSS , SHERIAOEIP
ﬂ?fDDOSBﬁ?FIo

o  WebN A XES-WAF

RIEWSHE R, ATEFMERREERMZEMWebNAIRSS, FEABEWebR AKX
&, NXHEINOWASP TOP10 Webld:, #EFLEAIRWebMRABKIERSS, EIZWAF
SEIREHPAERZEIP/ELB

o EHIT—HIEXIE-YNGFW

HRIEA S5, SAP Router iR S8 =S EAHIEAREESE, FANHIMESRM/
Hybrids&XISN S AR TN . LA EAOYEIGNEENENE, ZiNEERE
M T— XIS R imEA TR o

1.2.2 1=z4HAR

LZERME

RTFEEXTAMIBEER, SERIRELE, (NFRESIDCERILDEHIRE

SNE2 EFIREFM. RESACLO BB, MEEACL “NACL-PRD-MGMT” XEX4E
FIMREIEXFM, XWFHIDCERAIEFIMIIINTG ERE (EER), AIRHIGER
HIAEEX E4A922/33805 S iR
(0 588
AT RIREIN PHEAE RIS OISR, MEHESERN, ARIELRERENRE.

£ 1-19 M4& ACL “NACL-PRD-MGMT” NJ5Ta]

M | R IP i | BB | ;oF/3EL | kB

# iwa

WE | BEREES | TCP |22 I AFEPHEIEROEFN-ad

BR | OEFM-a NEERIAGEFMEEEX
A9VM,

JWE | ZPEYES | TCP | 3389 | Ao AFEPEIEROEFN-ar

BR | OEFM-a NEERIBGEFMEEEX
AIVM,

* 0.0.0.0/0 ANY | ANY |iE4# B AREEMNAIER
HIBER o

SRR 01 (2024-07-02) IS © ERRAGIRAT 7



SAP Z2HKEH

SAP £2HKH 1 EFMERERRAE

% 1-20 M%& ACL “NACL-PRD-MGMT” HAE

) # Ba9 1P 1710 BaYiw0 fUF/IESR | AR

1 0.0.0.0/0 ANY ANY DIF SIFHERE
X&FHIE
BaReER
BRI

* 0.0.0.0/0 ANY ANY B4 BRFRER
ZRIEMN
&tﬁﬂ’ﬂ%ﬁ&
Uit o

Z2MRS

2ERIL2LE, BIEYLIIEHE/IZE ARTNEMERKAZNE (SRFIME
WSITETEER2IES), WaEARBIE2ILHTRIRIFEEHTIRES], RE)
SRR, FANEEARBMEERERINCR, MEISHYNE. FEikx. AE
Mo ERNURRSHFREABETEEXFMF.

1.2.3 SHENARIZAOR

ATUHMRNETZERAIREIIXE, ZEXRKS, MHESEFFEEE, It
BRFBEFAIRE, RABEAIDEESIRES: BRI ARIIE MR
AE), FBFEAREEE(FOAKL) , (XEERREFIMERUERN [IP].[PORT] (&/I\ML); H
EFIMRRERXNTFANHIAERTEE, RILASRBESSRAEESIREE .

ZERE
MLEACL “NACL-PRD-DMZ/APP/SAPDB-BUSI” XEAAEFIMSIEN FM, ZrTiRiLEE
RAMERRNESA R A MBS KR, BREIE(NEEHDEFIMETISE
RY/IP]:[PORT]; SFHEFHIBEAEINFAMXIMENE S @R, XEALURE
EPRE IR EFEIIHH IR HI SRS
(AL
EHY. e, EXRMNHIIEFIRE, a—EEEIENSBEENIEHEMAN, aJLURTERI
BEBERERE DR,

S5 &M SN RIER T EGIENDEV-DMZX . IIDEV-RAX . XJDEV-DBXAY
F08, FMiESEE1-21. F1-22, F£1-23. £1-24, F1-25F1%1-26,

[MARY:E

AHREIRYIPHIE R IR S 6), BEHBWSER, ARIESEMMERBINRE . A2
RARMKX SEFMERE

SRR 01 (2024-07-02) RIS © ERRAGIRAT 3



SAP Z2HKEH
SAP Z2HEH

2 1-21 W48 ACL “NACL-PRD-APP” NFTE

Iy # & 1P thi¥ | BBY | fBiFHE | iRBE
iwOa |4
SIDEV-RI | 172.22.4.0/2 | TCP | 2433 | #iF BEFNLTIAEDEV-N A X
BX 4 FEY VMiGIaAF=IRAE
PRD- A X PiRS5282433
U ST CREEEE
?‘ﬁo
* 0.0.0.0/0 ANY [ ANY |3EB4 BEFrAEREFIEMNLL IR
BINIEEIRETR -
# 1-22 W4& ACL “NACL-PRD-APP” H5[0
Him) # BrY IP thi | BBY | RiF/4E | HEA
kO |4
SIDEV-R7 | 172.22.8.0/2 | TCP | ANY | fiF SFEFTIAEPRD- M X
AKX 4 FfY VMIAIaDEV-R X
RS ERESTCPIR .
* 0.0.0.0/0 ANY | ANY | iB4 BRFFEREERN (R

AfEe) AEERYHuLEHE

pr~
NiLbo

Z 1-23 W4 ACL “NACL-PRD-DMZ” NATd

Koy # B IP Y | B | RiFHE | R
iwO |4
SIDEV- 172.22.3.0/2 | TCP 1433 | oiF AEFMRIAEDMZX HfEY
DMZX 4 VMizIa/4E =R EPRD-DMZ
X hpRS3221433uw 1T
S MCRBHEXEH
* 0.0.0.0/0 ANY | ANY |3E4# EREFEREFFI SN LR
AINULEE R
% 1-24 4% ACL “NACL-PRD-DMZ” HAME
Hom) # BH 1P thi¥ | BBY | RiF/4E | iHEA
kO |4
SIDEV- 172.22.4.0/2 | TCP | ANY | #iF AFEFEIREPRD-DMZX
DMZX 4 FfY VMiABIDEV-DMZX
I IRSMESTCPIR O o

MAERRAS 01 (2024-07-02)
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SAP Z2HKEH
SAP Z2HEH

) # Br 1P thi¥ | BBY | oiF/3E | IHEA
wA | &%
* 0.0.0.0/0 ANY | ANY |iE4 BEFRAEREERN (-

BIEeR) AIBRY AR

o

% 1-25 48 ACL “NACL-PRD-SAPDB-BUSI” ANFTE

Ry # B IP thi¥ | BB | fBiFHE | 1588
wa |4
SIDEV- 172.22.5.0/2 | TCP | 3433 | i IFNLLIAEDEV-SAP DB
SAP DBKX | 4 XAy VMIBIE4E A
PRD-SAP-DBXHpR5328
3433um O TR /B
XEH,
* 0.0.0.0/0 ANY | ANY |64 BRFREREIEMNIL TR
BINIEEIRETR -
% 1-26 4% ACL “NACL-PRD-SAPDB-BUSI” H7A5TME
Iy # B IP thi¥ | BBY | R¥F/3E | HEA
wa | &
SIDEV- 172.225.0/2 | TCP | ANY | #8iF DIFLEFEIREPRD-SAP DB
SAP DBIX | 4 X a9 VMifaDEV- SAP
DBX & pR S 2= TCPin
Do
* 0.0.0.0/0 ANY | ANY | iB4 BRFREREERN (F

AfEe) AEERYHuLEHE

pr~
NliLbo

1.3 2LEIH
LeTE

XFFWeblh R KEEN, BWEHITREIHME(REMEIRS - LZEFE), LA

REFRI. FBZEX

o [RENIEEEE:
- MEAZE: SQLIEAN. XSSEufi. XHBEE. EEXH L& RS TE.

Webs51< . ARS555O<

- ENE: mEREEE. 509, SRikOiR. SeiRSZIRE. B4

vE=

MAERRAS 01 (2024-07-02)
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SAP Z2HKEH
SAP Z2HEH

1 &SRR

pog ity e

WIREE

1.4 EHZE

ENRETRANSIEWTISIRRAIMEIREHITEZ, SISTUNRESR
ShE, fEFEENRFAR,

RAERIREESMNNAMEERN, HAINARERBURZEBRSE, #
PR eERI R 2 FHETLE o

IEEEREIE (ENNRERATH, 5o —EHiNEN . BEENF).
SEEN (058 BNRE SRS, MubtiRRSEIHELH, REFT
HHZSHRAN SRR HETEF ) .

gs)glrmsmu (SQUEAN. XSSigufi. MXMHEE. BIMSEME. XU TH
AT FAMEN (B £E S it NFIDNSHRAT IS IS MR B ) .
XFHMRSSFREEN ( EHAXIMUEFBRSS AT, 1CNREHRSRIRSS ) -
BRAAETT (EEXIMBASHTEN, HWHNSBASRERTEE) .
EmE (HEERANMNAIRERHTRESRPHRRERIZHRE ) .

WS RFPIBHIENE DS, ENERENTKMSIRSHITERERE, IIRER
£, GRFEKR,

S52MERENRRSRENSELNTENHRDRARIRT 2 TEMAYIN
B, EBERAEFME, LIRENZEFGm(HIDS/AVE)RINF
ATEMISKBERENATESE, R =RSRCIENR)BEENXED =
KEXEI—N=RSH[E, BaENRESHEIFRERMIEEN E (RFEMKRE) ,
RS sEM. tIIELBRYSiREMN. SAP DB=ENE, AILUREHEMNAIZR
%%%éﬂo

SRS 01 (2024-07-02) IS © ERRAGIRAT 16



SAP Z2HEH
SAP Z2HEH 2 RN SR SRR AER

FRUAIERZ SRR EE

Siniaiz

2.1 MERBESIHIOES

SAPEFIMELZ SRS ZMEN £ RELZeRRAZESER.

& 2-1 FZ@LJWH i%s‘"i@ﬁ RERERE

PROEEX

@ RBACL

TT maveNms

BFSEEDumper VPN
1] - — 1010020
Ee -# e T T el 5
snps mw ‘ ‘*"32;, = ! e~ ||| HuAwE Swpen
EEREF  ADADFSIESE REES. W
SAF AR Internet/A ) ErfERO (1I0C) SAP GUIStudio Hquanscm

RS, ATFARNHIRS IR REFL . WidER, HF&EtlZex
Fé FFAEMAINME R BRI R ATHESSRIMESIRE ShTEtIREE, REMNEHNERE

B2, NXHENETFLZ2RAIRENXE, ZENERS, IFSEFREEE,
LARFEFRIRE, RARIEANLEEHIREE(F12.2.175)

XRERRA 01 (2024-07-02) IRBFRE © ERRABIRAT 7



SAP Z2HKEH

SAP ZE2HKH 2 FRNANERZ SRS Z

B, FERNANBHEIERIRS=IINTRAIR O EEREZ £ A=,
RN, ZEBAMRIPES], HMBSACLEITES .

SAPH R MIHIMEFMINE2 FFAMHIAEFM .. MEACLSHEFR.

18 MR/ ME

2-2 FRMKIMEFM . ML ACL 57

— T T T T T
( N 4 ™ e ~
( IDC ) ( Intenet ) [ HUAWEI Support
\H__ ____// Ny ___'_/
F'J‘EFGF' i - BEmP. HE 1
ADIADFSIREEE / Web
EEREE mn AP Supmm
SAP GUI/ERIHIRSES
PSR, EiE / N
SAP GUIStudio / BP \ ELB EIP EIP
VPN Anti-DDoS & WAF  Anti-DDoS & WAF  Anti-DDoS & WAF Anti-DDoS Anti-DDoS
o 4 5
7 DEV-DMZE PRO-DMZE
/PR 722230024 FR  172.22.7.0/24
¥ ) FIEACL: NACL-PRO-DMZ
WTCP: 3208 |
DEV & PRD \
DEV-EEE DEV-RAE SAP Router | PRD-HAEE —r— PRO-EER

FA: 172222024 O, F - 1722240024

| FREBACL: NACL-DEV-MGMT |
! 1

7/ FEBACL: NACL-DMZ-SAP-Router |
) i )

/. FR 1722200024 N Fi 1722280024
FIEACL: NACL-PRD-APP

/ FR1T2226.0/24
'

I FEEBACL: NACL-PROD-MGMT

PRO-SAP-DB g
(455 )
F : 172.22.9.0024

L pevsarpeE
F - 172.22.5.0124

FRESACL: NACL-PRD-SAPDB-BUSI
§ |

FIBACL: NACL-DEV-ARP

PRD-SAP-DB
( FIERilE )
FF : 172.22.10-12.0024

FIEACL: NACL-PRO-SAPDB-

NTERMAL

PRD-SAP-DBE

RERE

FARMRIAE RIS R AT T MEZACLIEA]: MWEZEACL “NACL-DEV-MGMT” |
“NACL-DEV-APP” . “NACL-DMZ-SAP-Router” , 9 BIEXE3 J-TZQEJEW SPIED
M%ACL%?EEPH???HO EZMEACLEEFIBNEL G RE (BUAKK), EBEACLHY
FMEWNFEERE, TUAAZREERRNREREENRE (R/IME) o

XRERRA 01 (2024-07-02) IRBFRE © ERRABIRAT 18



SAP Z2HKEH
SAP Z2HEH

2 ARNARNER SRS E

B 2-3 FRNUXIREREIRMEE ACL 5 [E

DEV-EEE
T

e

CEHBACL: NACL-DEV-MGMT

MIZEACL “NACL-DEV-MGMT”

1722220024

_ DEV-DMEZE
" R - 172223024

DEV-RTFEE
FH - 1722240024

DEV-SAF DBE
FH - 1722250024

KE@EEACL: NACL

#NTCP: 3200

DEV & PRD
SAP Router

Y R 172224004

DMZ-SAP-Routerh,

, REAFAMRIMREDEV-EIEX M, BT REERE!

A HEEXE :’%MLE@FE,LJWH IEHEXIERSRVERIRO (22%F), FELEHAT

EILUl_tﬂ-i
(REELY:

AT HREIRY P Rum S Gl, IBHES

W RFFR N K ERERES o

BRI EIEX E 2 AER

£ 2-1 W4 ACL “NACL-DEV-MGMT” H7mE

HigH, AJRIESCIRERIEINRE .

51X

R # Bey 1P Y | BRY | RiF/ | BB
im0 | 384
XFDEV-DMZX 172.223.0/2 |TCP |22 | fF | AFUZHESER
4 224 iHI8IDEV-DMZ
XARS3EESSHIRO
SIDEV-R X 17222.4.0/2 |TCP |22 |4 | AFUTZHESER
4 R 22413513 DEV-KFl
XAR558ESSHiIR O .
SYDMZ-SAP-DBIX | 172.225.0/2 |TCP |22 |#RiF | AEUKKESSER
4 2211518 DEV-SAP-
DBX fR53&&SSHif
M
SFDEV&PRD-SAP- | 172.22.1.0/2 | TCP |22 | RiF | AFUKIFESSER
Router 4 2241151
DEV&PRD-SAP-
RouterfR3528SSHim
Mo
SCRSkRA 01 (2024-07-02) R © EARABIRAT 19



SAP Z2HKEH
SAP Z2HKEH

2 FRNARNER SRS E

) # Ba9 1P thi¥ | BRY | i/ | RBB
im0 | B4
* 0.0.0.0/0 ANY | ANY | {B% | iBBprERZ5IEN
M IBAIEIER o
Z 2-2 W& ACL “NACL-DEV-MGMT” NA[G
) # & IP Y | BRY | soiF/ | iRBE
im0 | B4
* 0.0.0.0/0 ANY | ANY | 1B%2 | IESEFRERERIEMN
M IBHIEIER o

MILEACL “NACL-DEV-APP” , KEXFFAN{IAIEDEV-DMZX . DEV-MFEX . DEV-
SAP-DBXFM, NG, BIIRIERETHEEXE2Nih0XIERNRERIIER iR
(22%), PR&ITTESAP-RouterifalXigH RS 229 B .

% 2-3 W4 ACL “NACL-DEV-APP” 75

iy # BeY 1P Y | BRY | i/ | HEA
g | B
* 0.0.0.0/0 ANY | ANY | B4 | iERFRrERZFIEN
MM BRIEIER o
% 2-4 4% ACL “NACL-DEV-APP” A\ATd
iy # & IP thi¥ | BfY | 8%/ | kB
im0 | B
JIDEV-EIEX 172.22.2.0/2 | TCP 22 BF | AFUSTEEEX
4 E2IARA XN
PR3 28SSHiIR .
YFDEV&PRD-SAP- | 172.22.1.0/2 | TCP 234 | IF | IFSAP-Routerfzss
Router 4 28i5a]ARDEV- N FHX
I ARSS EE 234 3%
s
IFDEV&PRD-SAP- | 172.22.1.0/2 | TCP 345 | IF | SBIFSAP-RouterfRss
Router 4 2258 ZA<DEV-SAP-DB
X1 RBRS588345\5%
im .
* 0.0.0.0/0 ANY | ANY | B2 | IBERFRIERERIEM
MM BREIER o
N5k 01 (2024-07-02) MRS © R ARBIRAT 20




SAP Z2HKEH
SAP Z2HEH

2 ARNARNER SRS E

RILZACL “NACL-DMZ-SAP-Router” , ¥ EXDEV&PRD-SAP-Router®M, ANH5MHE, &
I RESRF TS EXE2iH a0 XIERRSSENERRO(225%), BAMREIEIH
SAP-Routeriflal &Mt IAEN X . SAP-DBXISERII SR,

% 2-5 W& ACL “NACL-DMZ-SAP-Router” H5[0E

I # BHaY 1P thi% | BRY | i/ | %88
g | B4
IFDEV-R X 172.22.4.0/2 | TCP | 234 | #iF | oFSAP-RouterfRS3
4 22558 DEV- R FE X1,

AR EE234\ ik
He

SIDEV-SAP-DBIX | 172.22.5.0/2 | TCP | 345 | ®iF | SiFSAP-RouterfRS3

4 28iHaDEV-SAP-DBX

IR SS 2E 345 S5
(IS

* 0.0.0.0/0 ANY | ANY | iE% | IBEFREREZIEM
ML BRI UL EIE
IZs

% 2-6 M4Z ACL “NACL-DMZ-SAP-Router” N\J51a]

My # i 1P WY | BRY | iF/ | iRBB

iwl | B4

JIDEV-EIEX 172.22.2.0/24 | TCP | 22 F | AIFUITEEEREX
E2HipRAR XA
BRSZ28SSHiR o

* 0.0.0.0/0 ANY | ANY | B4 | IESEFREREFEN
MM BRI N UL TR
Mo

Z£4H, WSG_DEV_MGMT. SG_DEV_DBE(52MFEIRE),

KEXFF &N 1E

NFRPHARSSER, B t&IREB R/ MURIRNIEH = AR SS 23N AR S EE ,
ISELTES ZEARERO(BAiROBRELRERIZE) . XJIPRIBIRESIR
B, WBEIMEACLELH ., HEFAMXMES ANERENZ2H((FNERE), AIZ

2-4 ZEHRIKTBI

]

C7EM/ICMP3ER

0.0.0.0/0 @

0.0.0.0/0 @

0.0.0.0/0 @

0.0.0.0/0 @

0.0.0.0/0 @

MAERRAS 01 (2024-07-02)
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SAP Z2HKEH
SAP Z2HEH

2 ARNARBER SRS E

2.2 Mz

2240, W1SG_DEV_SRM, SG_DEV_Hybrids. SG_SAP_ROUTER(SAMBERE), ¥
AR IMEREN FNPI=RSRE, S SRRa/ MU RNIES =IRSS 28X

SN EYIRCSEEILAKIRIPSEE, INAMIPEAEE, AISELITES Z2HEIRRA
(BEAmOBERELAERIZE) .

2-5 ZRAFEERA

RLE
i 1 4
7 *x3 i ROEE/ICMP2RY ) BIF
H5E
ABE
NI5E 1Pv4 hied 2 123.123.123.0/24

A5E 1Pv4 cp 80 123.123.123.0/24

AMIPABEIERAS, AIRIEWSHRE (QMEIIIN, XA, IGRIMEEEAMN
IRIP, tENEES5SeREMIPRRES o

REE

2.2.1 54 RELR

RZERME

AT ENETFZ2EIRENXIE, ZeEXERS, NESE=KRETE, It
BMREBIFFFKT, RERTERIHOIEFIREE: AFANIXIREAEITEF~ IR ER
BIa), EREEE(BOALY), (XEEAIEEIMERMER /IP]:[PORT] (&R/JMY) . H
S INE A FRAINS F AZMNIAEAYAE), el LASRFfEssR5I = HIsRES

WE A MHIMEREACLS BB, MEEACL “NACL-DEV-APP” KBAFF A& M
EFHERNN, EEIREBR/IMAIRNEEIBREFIMERNE B R, FRHEIER
eI IMEREERY [IP:[PORT]; YSFHREFIME LA AN ZRING
MR, XErLURIELIRME IR B hal=HI SRS o

MR

3BAY. REMSHY . SREVHRENERE, S —EREBNMERERIEHEMAR, FTLURERI
BB ERELRHDRE.

SZHERRA 01 (2024-07-02) WRIERE © HERRARBIRAT 22



SAP Z2HKEH
SAP Z2HKEH

2 FRNANEZ SRS Z

2-6 FAMXIREMLEE ACL 97 E

DEV-DMZE
/. FR- 1722230024

DEV-RIFRE
FH - 1722240024

DEV-EIEE 5
FR: 1722220024 1

FEEACL: NACL-DEV-MGNIT |
I N

HITCP: 3289

L+ pevsaPDBE 7

FH - 1722250024

DEV & PRD
7 SAF Router -
/A 17221024

MACL-DMZS.

VPC

AP-Route: 1

FREACL: NACL-PRD-AFP

PRO-DMZE
FR - 172.22.7.0024

FRERACL: NACL-PRD-DMZ

PRD-EREE
/. F 1722280024

PRO-MTREE
FH - 1722280124

{  FEESACL: NACL-PRO-MGMT

PRD-SAP-DB
(k)
FF - 172.22.9.0024

PRO-SAPDE-BUSI

PRD-SAP-DB

( IEpE(E )
TR - 172.22.10-12.0124

CL: NACL-PRD-SAPDB-
NTERMAL

PRO-SAP-DBE

S54RSS RIS T EGIEIIPRD-DMZX . XJPRD-RFX . XIPRD-DBXAIE
B, FHBESETHER MEKEACL “NACL-DEV-APP” HAm5%2-8,

MR

AHHIREINIPHI IR S G, IEHBWSER, AREEERIBINERRE . 2525
RARMKX SEFIRERE

% 2-7 W4& ACL “NACL-DEV-APP” HAME

Koy # BH 1P thi¥ | BRY | ;F/AE | HEE
wha |4

YFPRD- 172.22.7.0/2 | TCP | 1433 | foifF FFNHIAEF R VM

DMZ[X 4 IBla 4 FE IR EEPRD-DMZX
hARSZ 28143 3i% TR
4 /CAOHEXEHT

SIPRD-R7 | 172.22.8.0/2 | TCP | 2433 | #iF AR EF R AT VM

AKX 4 HIEEFIREPRD-M AKX
FARSS28243 3R iH T4
B /CREHEXEHT .

YFPRD- 172.22.9.0/2 | TCP | 3443 | ftifF FFNIH IR EFRFET VM

DBX 4 a4 F=IAEPRD-DBX F1
BRS3 28344 3% i1 T4R4/
REBHEXEH .

* 0.0.0.0/0 ANY | ANY |iE4 BB REFIEMNL TR
AINEEIER -

MAERRAS 01 (2024-07-02)
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SAP Z2HKEH
SAP Z2HEH

2 FRNARNER SRS E

2 2-8 4. ACL “NACL-DEV-APP” AN/

My # iE 1P thi¥ | BB | RiF/4E | kBB
iwO |4

YFPRD- 172.22.7.0/2 | TCP | ANY | #iF DIFEFFIREPRD-DMZX

DMZX 4 Y VMiBa AR X i IRSS
SEEFETCPI®O .

S$PRD- | 172.22.8.0/2 | TCP | ANY | ftiF FEVFEEF=IRIEPRD- R X

AX 4 R VMG IE A X g RS
SEETCPI®O .

FPRD- 172.22.9.0/2 | TCP | ANY | f3iF SUFEFTIAEPRD-DBX

DBIX 4 19 VMipa A X g AR SS28
{FE=TCPI®O,

* 0.0.0.0/0 ANY | ANY |3B4 BEFRAEREIERN (R
&) SIBRYH kR
Mo

RRARMBEN21THPIEXAS .

2.2.2 \$58 R

VPN

LZERME

WREWSS R, BTFARUKMSESEWAERFR. WkER, BERAMILEE
X, BEYZSHEIWAM(DC)EEXRIVPNEE, FANFEERER EST MUAREESE
BXI Z (B8]89 1042 SR A o

AT FHAAMHIMEHEW RN, WilER, SHFSERTER, GoEREEN
SHISE, HEFRILSERA: TL(DC)>VPN(IPSec)>SSL VPN,

(MR

VPN RS LR ELFIPSec VPNFZT, BAZIEFSSL VPN, INFE{FEASSL VPNAIIE
BE=AEETRETHE,

AT AAMNERNFEESEWARERE, THEHERKMANSEHE, SEaEEEE
IS ACLIE TR AT EE SR o

SZHERRAN 01 (2024-07-02) WRIERE © HERRARBIRAT 24



SAP Z2HKEH
SAP Z2HEH

2 FRNANERZ SRS Z

2-7 FRMHIREFN

e ™,

( IDC ]

\&_____ _____j/
ADIADFSIRES

EEREP
FEEF. WO
SAP GUIStudio
VPN

DEV-EFEE G
FREl; 172222004

FIESACL: NACL-DEV-MGMT |

FEEACL: NACL-DEV-APP

; DEV-DMZE
S - 1722230024

DEV-RFE
FH 1722240024

DEV-SAFP DEE
FH ;1722250024

( Intenet )
h S

A, EE N

T peEe. @

Web Web
HUEASER G s
SAP GUIHTHESSES
Bfr BF ELE

Anti-DDoS & WAF  Anti-DDoS & WAF  Anti-DDoS & WAF

IMTCP: 3290

DEV & PRD ",
: SAP Router -
' OFFE 1722z 1ize

/FIBACL: NACL-DMZ-SAP-Router,

YNE1 FFRMAREFRFR, MEACL “NACL-DEV-APP” KEXFAMIHIFMEEAN F
W, FHrErgEElipa el RIS (IDC) RIS mRES, PREVE(XEEEEIL MR

(IDC)h4EERI [IP]:[PORT],

X FHIDCARANSFANHIMERIN S ERE, RIBZSAEIREENAYAEIEHER
B%. WADRRSI=RSHRERS, HRBNEE, NIRBHENAIRE, FEEBST LR
TE[IP].[PORT]HI&E, MIXJFEnd user, AIRRFIRETRLITAVIFEIPERS IR (W 55iwm)

Xia, LAK22/3389% 185,

RIZZACL “NACL-DEV-APP” “NACL-DMZ-SAP-Router” FXEXFF AKX IMEIER F
g, BRI EERGLRIRINT EREE, REISMX AL A NRIMEERY

[IP]:[PORT],

AR

AT HIREIRYIPHBIE R iR SR A . S AMIPREENGR, AiRIEWSHE (AR
£5), IRESERIP, HENESTREMIREE . MBHEBWSER, TRIEEMRERIEMNR

i

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT 25



SAP Z2HKEH
SAP Z2HEH

2 FRNANMRER SRR EE

2 2-9 W ACL “NACL-DMZ-SAP-Router” 5[

Aw# | B IP % | BRYiRE %i‘F/?E il
* 0.0.0.0/0 | ANY | ANY L2 BEPREARERENN

(RET2e) AEIBRINILEY

P&

# 2-10 M4 ACL “ NACL-DMZ-SAP-Router” N5 Ta

W # |JEIP thi¥ | BB | /4R | B

iwE | 4
SISAP | 123.123.123.0/ | TCP | 3299 | f3iF DIFEEEMSAPR AT IFA
WA | 24 R(FFEIEIP), SAP GUI/ER
BHA RS FRF RO &N IR
=, 1EhAYDEV&PRD-SAP-
SAP Router, #mmifalfEimil
GU/ER F,
4RSS
22 |1%
* 0.0.0.0/0 ANY | ANY | $B%# BRFREREREMNIL TR

REIER

% 2-11 W48 ACL “NACL-DEV-APP” H751a]

) # BH9 1P i | Br%iw0a gifF/?E otz

SFAD/ IDC-AD/ TCP | AD/ADF | #ifF BIFSIDCAERAD/ADFS

ADFSER | ADFS[4& w0 BRSSEEHITXIIE

E=E

* 0.0.0.0/0 ANY | ANY B4 B EREmI BN
BREIER

Zx 2-12 W4 ACL “NACL-DEV-APP” \ATG

W # | EIP thi | BBY | 8% /H4E | REH

w0 | 4
7 123.123.123.0/2 | TCP | 80 DI FVFE B4 REIPAIPIED
Interne | 4 BRF. g, pEAran
tAERF IR IMEFPARIWEBRRSS .
P/
i,

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT

26



SAP Z2HKEH

SAP £2HAKH 2 FERMIRIMSREBRA R

W # |EIP thi¥ | BBY | 5% /4E | WREA
kA | 4
7 123.123.123.0/2 | TCP | 443 | &3iF FVFEBXM4FEIPAIPIED
Interne | 4 BRF. g, piaAFran
tAERE IRIREPAIWEBARSS .
P/
T8
XJIDC | BEREEFOE | TCP | 80 S FEFEEROEFN-
REBF | FM-b brRIERAEF . Ma, ih
.’ &N IR E RAIWEB
I RS -
XIIDC | EREIEHRORE | TCP | 443 | oiF RFE P EEROEF M-
REBE | FM-b brRYERAF, . al, 5
. 3 1B FF A& IR E FAIWEB
T8 RS -
* 0.0.0.0/0 ANY | ANY | 354 BB RETIEMNLL
EBHIEIER

ZRARKREN21THEEAS,

ZEIRS

e Anti-DDoS

RIBSES, AFARUEINEE A MK, EILSAP-Router. SRM. Hybrids
B35 2EEBEANti-DDOSPHIR, HEFFEREA=ANt-DDoSHR= B1tIRSS, XIHEMNAYEIP
#H1TDDOSHHIF

o WAF

RIEWSYE =, BFAFAURIMSHEOERMIZtWeb N FIRSS, BINEREWebiiFE
FskiE, RIXEINIOWASP TOP10 WebI{ih, #HFEN=Webi G KEEIRSS, Gl
WAFSLAIRG1PAERZEIP

2.2.3 ZHBAR

ATEEXTAMIBEFER, SERILELE, (NFRESIDCERNEEHISRE

SZHERRAN 01 (2024-07-02) WRIERE © HERRARBIRAT 27



SAP Z2HKEH
SAP Z2HEH

2 FRNAE R SRS Z

TR

2-8 FRMHIFEFN

o ™,

[ IoC ]

\&_____ _____j/
ADIADFSEREER

EEREP
FIETREF. id
SAF GUIStudio
i

DEV-EFEE G
FREl; 172222004

FEFACL: MACL-DEV-MGMT h

FEEACL: NACL-DEV-APP

-y ] - -

; DEV-DMZE
" FR - 17222230024

DEV-RFE
FH 1722240024

DEV-SAP DEE
FH : 17222 5024

( Intenet

S P
o R

BEEEP,
Web Web
BREEER o suonon AR
SAP GUIHTHESSEE
Bfr BF ELE
Ant-DDoS & WAF  AntiDDoS & WAF  Ant-DDoS & WAF

HOTCP: 3290

DEV & PRD ",
: SAP Router -
©OFFE 17222 1oize

/REBACL: NACL-DMZ-SAP-Router®,

WE FEMSIAEFMETR, MEEACL “NACL-DEV-MGMT” KB4 EEIERX
F, JFFHIDCARIITEFIMEIIANTG CREE (BIER), ARHREEHOSEEXE

HRY22/3389FE iR .

AR

AT HIREIRY PN R iR S hl . EIERBANRERZEN UesrAEENAIRES, FEE

RAENHIFRUEIAE W SSiRO .

% 2-13 W48 ACL “NACL-DEV-MGMT” \F[d

AN | R 1P R | BE | AY/AELE | 568
# o
WE | BERgESR TP |22 | Al RYFE PR OEFRM-ash
BR | L&RFN-a ERRIAEF R S
EXAVM.
SIESRRAN 01 (2024-07-02) WIS © ERRABIRAT 28



SAP Z2HKEH

SAP £2HKH 2 ARNHIMSZ SRS

M | R ¥ | BB | F/EL | HER

# iwA

WE | ZPHYEDR | TCP | 3389 | i AFERPHIEROREFN-ar

BR | DEFM-a NERRIHOF LU INNES
EXAIVM,

* 0.0.0.0/0 ANY | ANY |3E4£ gé@ﬁﬁﬁiéﬁﬁ%mwﬁﬂﬂg
HIER

2 2-14 P48 ACL “NACL-DEV-MGMT” 47518
MU | BeyIp i | B | RiF/ELE | ik
# 2l

i+ M
1 0.0.0.0/0 ANY | ANY | #iF SNFHERBXAZENE SRR
= NSRS
* 0.0.0.0/0 ANY | ANY | iB4 BRFFEREEMNIL IR
HIER o

RRARMEBEN21BPEXAS .

ZEARSS

SERILZ 2L, BIE2LIEH/IEE AR TNEMARSKZE (SR 55T
WSIEEEERNES), WaEARBIE2HHTRRIEEEHTIRES], RE)
SRR, FAEHEARBMEESMERINCR, MEISHTUNE. AEkx. FJE
. E2NURRSHFEABETEEXFMF,

2.3 T EE

L2V
X FWeblfhi A R KEEN, BINEHITREIHME(ZEMURS-ZWZEiTE), LU
REFRI . MELEXPE .
o IRSMEEEE:
- PuESE: SQLIEAN. XSSEEuL . MBS . EEXH L& EENHETE.
Webs5H< . BRS3550< .
- i’%% TREREAE. $5O<iaE. SRIRNIRG. SRIRZRA. B4
o EHRELFHENSYLWHWIHRERAIMEIRSHITERZ, SISTWTITIRSR
ShE, AEFEENRFAR,
o RUUEMIRRIEESMMNNANEEERN, HNARENRBEAREHMRLE, 8
BN PR SEERI R 2 FHETLE o

SZHERRA 01 (2024-07-02) WRIERE © HERRARBIRAT 29



SAP Z2HKEH
SAP Z2HEH

2 ARNARNER SRS E

Py e

WIAEE

IEEE R (NN RERATA, 5l —EEiNEN . BEENF).

RE (an5sE BRI E S MPREAERS WIbiRR SEHHET, REFFSHE
BESNEANEEEIITERTE ) .
BEISIEAIY (SQUEN. XSSisuh, XHEE . SURMERItE. {ER3FTH

=7 [e]

AT MG (B £EZ it NFIDNSHERTIEN IS = MuSAIRT B ) .
XFIMRSS RN ( EHARSRuAFFABRSS 1 Ti3H, 1CNEEFRSRRS ) -
BRASHEIT (EEYMEASRHTIEN, MEMNSERNENEHTEE) -
iEIE (ihEEANRERHER SR IRERERIBHNE ) .

WERFEDINBHIENE TGS, ENERENTKMSIRSZHITEREE, IIBER
£, GUFEK,

2.4 FHZe

5. MEXREHEMNEINSEL AT TR DIREE RS ZHTEMOINE . *
EEREGIE, UURENZEFm(HIDS/AVE)RIRNA .

SZHERRA 01 (2024-07-02) WRIERE © HERRARBIRAT 30



SAP Z2HEH
SAP Z2HEH 3 HERFATIFBRERES

i

EARARZIFEEREHE

PRD-SAP-DBE. DEV-SAP-DBIX

() mmacL

DEV 5AP DB1

DEVSAR DB2
" DEVSAPDBEFM : 172225024
4
T
DEV-SAPRZFER

"""""""""""""""""""""""""""""""""""""""""""" EpENER T
i
ER - FEPVPNRR
T~ 1010028
AR Beme. @ia =) . T D -
ok (I 5 e
EERAS  ADADFSIREBH WHFEF_ B
SAPLAE | Internet2d L BFEEETO (IDC) SAF GUVStudio HUAWEI SR

s &‘”73&*)\)\%&, SRR B%‘*ﬁﬁﬁk}b\gﬁﬁ‘%“m FRiZizHEER
£, FRELEN LARRTTEBERETTR

ZRESHIASE2VME BN T LR X 5:
o EHTEHE2AFLENNK, D3ETFPROZEXSDEVEEEKX,

. iﬁﬂa?ﬁﬁ‘%mmﬁﬁﬂg—/\EIP VMEEITARANRIZEN

EE?Léjﬂgﬁﬁ‘%“"ffLmlnternet_hﬁltﬂ EIPERERIM-RFT BRI F RN FLE
ACL\IEERER, HIbSREREHR, ESZJ_InternetSU‘q%ﬁﬁ‘%ME’Jlﬁllﬂo

LAEIPR R ?DEV-ﬂEE?HMﬁJ IEANIN R ANIEACLER
AR
ATPIRENIPHARIFO SR MERHKER, FHIBIGIRIEMEBETIRIP.

STRERA 01 (2024-07-02) IREUE © ERREARBIRAS 37



SAP Z2HKEH
SAP Z2HEH

3 HEIBATFBEREHE

2 3-1 W4& ACL “NACL-DEV-MGMT” A\AT

Ly #

P % | B | SFHE
iwh | £

15488

XFHET
BARA

>

22.2.0/24 | TCP | 8443 | foiF

RFEIRARZIFAR (BIE
RIPSERE) FRIEERINEE
FRE2.

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT

32



SAP Z2HEH
SAP Z2HEH 4 BEeiSReh=E

HERRELE

MRETFRAER, mLESAPRARNES, THEFRAVPN/TLSER, EdELIL
RizHBEBEAMEN, RELEENIE FHRIRTELE.

Diag sTTPIS i
SAP Ll v
;A%E?ﬁ' g ‘Q.ﬂmm‘ ‘;] e ont |;] wanEs HUANEL Suppor ;]
Sapia EFYEETO (IDC) BEBIEPL HUAWEISiizsps
—_— o .
S EEEXHA:

o ETEEXE—, HE—AERE2Y, R"BX%SPRDSDEV,

o TISHO. iIzHBE, NEVENEMNFFR, EINIGEMSBACLERE, TSR
HIEIP,

STRERA 01 (2024-07-02) IR © ERRABIRAT 33



SAP Z2HKEH
SAP Z2HEH

5 REP/ERER

5 RZERRIER

AR

#FLEXpIATE (2018F385H ) , EATHSSIRSEARSZIFWindowsE S, WindowshRZA{XR

PR RL B esF I

R 5-1 AR SAP REFRHERERIN

FKIn BRSS/7&m §§ &if EOAECEEIN
2=
WERE S | VPCMBACL | & | Wik N/A
|a)izsl
I VPC-Z2fH a5 | Bk N/A
Anti-DDoS Anti-DDoSE | & | Wik, FRBEIP/AMELB | N/A
=7 by =Vatia
EEIT—RB5 | WNGFW: LA | 2 | EZUEE, SRS | B2, *
KiE gt HeEK, REMMES | &
SLIEE
WebpBiF WebRABAX | & | @ik, FrEaMibsiE | TR * 15
5 AWAFBAH N, NIERE
R, TE
L% /VPN =ELIRS B | ik, EEEXK N/A
(DC)>VPN(IPSec), —
:‘@_
VPNARSS B | ik, EEEXK N/A
(DC)>VPN(IPSec) , —
%E—
R2H SEE-CEF |2 | ik, RIELRERR | 505 2
EEPE LA E NS (PE\D\ DEV#
_|:|)
HEIIARTE | oXZF-mEF |2 | 7k, RIBLRERR | 100575 * 1
THE21 EEPE LA E NS

ik 01 (2024-07-02) WRIERE © HERRARBIRAT

34



SAP Z2HKEH

SAP Z2HEH 5 ZeHEREER
FE3KIN BRS%/7=fm §§* &F FIAECEEIN
T:'_
LZeMERSE | SAS-BWZE | & | Wik, RIBsRZO | #E2: 10 (W
LB (uh e & IS, 1HFEMWL uh/FEN) * 14
E#) * N
Wik 3 & | ik, RiRhRHE, HE2: 215"+
RTWISE N
FZ=e WEeWEE |2 | @ik, E—Bie #H=: 10
(HIDS/AVE) | Z&EERS Agent
Lyglas
McAfee = WA, PUiE—BPRT #H=: 10
Agent
RERLTel |2 | ik, Uig—EleS #H=: 10
Agent
HSS B | wik, MiE—Bie #H=E: 10
Agent(Linux{®
AhR) * 145
*N, NASRE
PR
ZIHEE KMS B | HiEk o
WEZ=IAE SeclD = | vk, RIEsLhREskR | BP0, EH
TERIAE 10

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT

35



SAP Z£HEH
SAP Z£HEH AEITICR

A ZiTieR

(BiTic=R y-Zis =)
F—IRERAT. 2018-03-12

SZHERRAN 01 (2024-07-02) WRIERE © HERRARBIRAT 36



	目  录
	1 生产环境安全解决方案
	1.1 网络隔离与访问控制
	1.2 网络边界安全
	1.2.1 业务边界
	1.2.2 运维边界
	1.2.3 与开发测试环境边界

	1.3 安全管理
	1.4 主机安全

	2 开发测试环境安全解决方案
	2.1 网络隔离与访问控制
	2.2 网络边界安全
	2.2.1 与生产环境边界
	2.2.2 业务边界
	2.2.3 运维边界

	2.3 安全管理
	2.4 主机安全

	3 华为技术支持通道安全方案
	4 其它场景安全方案
	5 安全方案配套表
	A 修订记录

