B TESE

ARSSi% SDK &%
AR 01
A%BHHA 2024-01-15
P )

V.

HUAWEI

HERRHERRERAE



WRIRERE © EARITTEEREGIRAR 2024, RE—INF.

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

EIETR . RS SN S EH T SR AERATRI A FMSRINR, A THAN SIS
$7G. RSWEEIAAEENBIRERFRET A . RESASELRE, LARHERAGRATNAY
B R T R e R A0 BRI

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

EATITERABRAE

bk BEMNEETHXBPRERZNINEEN=HIEF L #Hi%: 550029
gLt https://www.huaweicloud.com/

SAERRZA 01 (2024-01-15) WRIFRR © LARITERARBRAF


https://www.huaweicloud.com/

ST

fRS5im SDK &% BH=

1 SDK HEiA
2 SDK &
3 SDK F&

..................................................................................................................................... 1
..................................................................................................................................... 2
1540 3
] Y

S5k 01 (2024-01-15) WRIERE © LEARITERARERAF i



SIS
fRS3iR SDK 8% 1 SDK #ig

SDK #fik

VOD SDK #ifiA

VOD SDKEX iEERS5 OB KAV, BEEERASDKRIS LB R R IERSAYE
A3A, TEBXEZEORIINEE. S8 . MUMERTSE,

JZSDK 2xXiRAELE M, MIELEINZITRIVIhRASDK . SxFThRAAISDKIZHF
Java. Python. Go. Nodels. .Net. PHPFIC++FF&IES, EJLABRSDKRLT
XN FFRIBSRISDK,

ERFTRTIE

E£hRESDK

o =]
SDK T{EifiE
PR EEARSISDKAM, ARSBSIHSDKSHESDKAVATEX RN T:
e
| Wmemwmamn |
e
1 ey 1
e | |
| mEOBSH LfmEES |
L sEmEEe
1 1 1 Tt
| | | EEES |
i T
| mmesmicesn |
EEER i
: M
EEES
M omssseseososoooooooog

SASERRAS 01 (2024-01-15) WRIERE © LEARITERARERAF 1


https://console.huaweicloud.com/apiexplorer/#/sdkcenter/VOD?lang=Java

BTt
RSB i% SDK &%

2 SDK T&;

SDK &

RS IBIRSS IRt TJava, Python. Go. NodeJs. .Net. PHPFIC++ES
ARURRSSUHSDK, B LATESDKAO FE N RS RGE SHISDK .

£ Java @ Python Bl Go  mdenNodels M NET @ PHP (@ C++

= h= SDK

=fependency=
=groupld=com.huaweicloud.sdk=/groupld=
=artifactld=huaweicloud-sdk-vod=/artifactld=
=yersion=3.1.45</version=

=/dependency=

SCHEhRZAS 01 (2024-01-15) WRINERE © L ARITERARBIRAE 2


https://console.huaweicloud.com/apiexplorer/#/sdkcenter/VOD?lang=Java

ABTUt

RSB i% SDK &%

3 SDK Fr415iH8

SDK FF 415 BB

IR L&

I URL

V3hRASDKXY B IRSS 1R AT B APIHIT 7315, AT LAEII =1BAPI ExplorerifFiz
20O, RRNERRERELE, SERSMESHdemoftEe®E , EhaILAER “SDKK
WAt , BEERAE,

(RARIY:

FEERISDK VIIRAITEF, NEEH—LLRaiIRZIN, WPERRT TRHTRMR R,

3-1 API Explorer

CheckMdsDuplication x5 BRER KRBT BEnel  CLRG SR

st
‘ 0 AT RESHIE IDE FERUTR ALESAISOKER. SAILETARBEE LASE SDKES FISOKERNEM. X
https://vod. ap-southeast co.
— I |m Pytho G £ odels P> e ©® | skrETpEs | » =HAES [ SDKES

- ‘FH7SDK  OKHttp  Unirest a
CELED
1 package com.huaweicloud. sdk. test;
2
2
B ion;
Region @ 6  impor . tTimeoutException;
7 i ResponseException;
TrEs N
°
Headers 1o im
UpdateBud Authorization j;
UploadMetaDataByUr 13 publ;
14
. X-Sdk-Date @ 15
15 e pl ntext, which has great
sssssss rertext i cont iguration files or
T environment varisbles and decrypted duri
Parameters 17 onment variables for authentication. Before
M . running K and CLOUD_SDK_SK in the local environment
project_id ® s
- 19
20
v size @ 21 ICredential auth = new BasicCredentials()
22 _withak(ak)
- moe 23 .withsk(sk);
mds @ “
- 25 Vodclient c - Vodclient.neuBuilder()
g 26 _withCredential(auth)
- 27 -withRegion(VodRegion.valueof("ap-southeast-2")}
28 -build();

ST EERRS HSDK LERHFERE, A2 (MImiE API%%é ) FHINFERB
18R FHT&JZL TIRIE. B, NARAIRNA “SBEE: £E7507 M “fA
195 FfE” S0, ATSESDKARIOAIRIEA: HESAIAGE HET% ., EPUTH
BXHRY, ERTLAMERHTTP PUTHSEL, SRR EPUTRIRI N AYURLAREIAT

EIR(EFASDKAITEEEMEINURL, AIESBIEHE T ERKey RS x4R, thal
Li&Z LI TFDemo&Erk .

N5k 01 (2024-01-15)

WRIERE © LEARITERARERAF 3


https://apiexplorer.developer.huaweicloud.com/apiexplorer/doc?product=VOD
https://console.huaweicloud.com/ticket/?#/ticketindex/business?productTypeId=7fcfdd725bb24862a17671f76f9d849b
https://support.huaweicloud.com/api-vod/vod_04_0195.html
https://support.huaweicloud.com/api-vod/vod_04_0195.html
https://support.huaweicloud.com/api-vod/vod_04_0216.html
https://apiexplorer.developer.huaweicloud.com/apiexplorer/sdk?product=VOD&api=CreateAssetByFileUpload
https://apiexplorer.developer.huaweicloud.com/apiexplorer/sdk?product=VOD&api=ConfirmAssetUpload
https://support.huaweicloud.com/usermanual-vod/vod010014.html

=t
fRS3i% SDK &% 3 SDK Fr%&15iH8

package AuthUrlDemo;

import org.apache.commons.codec.digest.DigestUtils;
import org.apache.commons.lang3.StringUtils;

import javax.crypto.Cipher;

import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.security.SecureRandom;

import java.net.URL;

import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.time.lnstant;

import java.time.LocalDateTime;

import java.time.format.DateTimeFormatter;
import java.util.*;

class AuthUrlDemo {
// url2REINZs BREIAERurl, key 27 SR QB BRIKey(E
/] MEEEEA
public static String createAuthinfoUrlByAlgorithmA(String url, String key) {
try {
checkParam(url, key);

long timestamp = Instant.now().getEpochSecond();

String randUid = UUID.randomUUID().toString().replaceAll("-", "");
String uid = "0";

String tmpRandKey = timestamp + "-" + randUid + "-" + uid;

URL originUrl = new URL(url);

String string2Md5 = originUrl.getPath() + "-" + tmpRandKey + "-" + key;

String md5Hash = DigestUtils.md5Hex(string2Md5.getBytes(StandardCharsets.UTF_8));
String authinfo = "auth_key=" + tmpRandKey + "-" + md5Hash;

return StringUtils.isEmpty(originUrl.getQuery()) ? url + "?" + authinfo : url + "&" + authlnfo;
} catch (Exception e) {

e.printStackTrace();
}

return null;

}
/] NS
public static String createAuthInfoUrlByAlgorithmB(String url, String key) {
try {
checkParam(url, key);

URL originUrl = new URL(url);

String filePath = originUrl.getPath();

String dateStr = LocalDateTime.now().format(DateTimeFormatter.ofPattern("yyyyMMddHHmMmmM"));
String str2Md5 = key + dateStr + filePath;

String md5sum = DigestUtils.md5Hex(str2Md5.getBytes(StandardCharsets.UTF_8));

return originUrl.getProtocol() + "://" + originUrl.getHost() + "/"
+ dateStr + "/" + md5sum + originUrl.getFile();
} catch (Exception e) {
e.printStackTrace();
}

return null;

}
/] MEEELEC
public static String createAuthlnfoUrlByAlgorithmC(String url, String key) {
try {
checkParam(url, key);

URL originUrl = new URL(url);
String filePath = originUrl.getPath();
String hexTime = Long.toHexString(Instant.now().getEpochSecond()).toUpperCase(Locale.ENGLISH);
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String str2Md5 = key + filePath + hexTime;
String md5Hash = DigestUtils.md5Hex(str2Md5.getBytes(StandardCharsets.UTF_8));

return originUrl.getProtocol() + "://" + originUrl.getHost() + "/" + md5Hash + "/" + hexTime +
originUrl.getFile();
} catch (Exception e) {
e.printStackTrace();
}

return null;

}
/] MEEELED
public static String createAuthinfoUrlByAlgorithmD(String url, String key) {
try {
checkParam(url, key);

URL originUrl = new URL(url);
String urlPath = originUrl.getPath();
String pathInUrl = urlPath.substring(0, urlPath.lastindexOf("/") + 1);
String data = encodeUrl(pathInUrl) + "$" + getUtcTime("yyyyMMddHHmMmss");
String encryptinfo = aesCbcEncrypt(data, key, true);
String authInfoStr = "auth_info=" + URLEncoder.encode(encryptinfo, "UTF-8");
return urlPath + "?" + authInfoStr;
} catch (Exception e) {
e.printStackTrace();
}
return null;

}

private static void checkParam(String url, String key) {
if (StringUtils.isAnyEmpty(url, key)) {
throw new lllegalArgumentException("url or key is illegal");
}
}

private static String aesCbcEncrypt(String data, String key, boolean hasPoint) throws Exception {
checkParam(data, key);

byte[] realKey = get128BitKey(key);

SecureRandom secureRand = new SecureRandom();
byte[] ivBytes = new byte[16];
secureRand.nextBytes(ivBytes);

if (hasPoint) {
return aesCbcEncrypt(data, ivBytes, realKey) + "." + bytesToHexString(ivBytes);
}else {
return aesCbcEncrypt(data, ivBytes, realKey) + bytesToHexString(ivBytes);
}
}

private static String aesCbcEncrypt(String data, byte[] ivBytes, byte[] key) throws Exception {
SecretKeySpec sk = new SecretKeySpec(key, "AES");
Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");

if (ivBytes != null) {

cipher.init(Cipher.ENCRYPT_MODE, sk, new lvParameterSpec(ivBytes));
}else {

cipher.init(Cipher.ENCRYPT_MODE, sk);
}

return Base64.getEncoder().encodeToString(cipher.doFinal(data.getBytes("UTF-8")));
}

private static byte[] get128BitKey(String key) {
byte[] result = null;

if (key != null) {
result = new byte[16];
byte[] origin = key.getBytes();
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if (origin.length > 16) {
System.arraycopy(origin, 0, result, 0, 16);
}else {
System.arraycopy(origin, O, result, O, origin.length);
}
}

return result;

}

private static String encodeUrl(String str) {
try {
if (StringUtils.isNotEmpty(str)) {
StringBuilder encodeStr = new StringBuilder(32);
String[] tmpArray = str.split("/");
for (inti = 0; i < tmpArray.length; i++) {
encodeStr.append (URLEncoder.encode (tmpArray[i], "UTF8")).append("/");
}

return encodeStr.toString();

} catch (Exception e) {

throw new RuntimeException(String.format("Encode fail %s", e.getMessage()));
}
return str;

}

private static String getUtcTime(String dateTimePattern) {
SimpleDateFormat foo = new SimpleDateFormat(dateTimePattern);
java.util.Calendar cal = java.util.Calendar.getinstance();
int zoneOffset = cal.get(java.util.CalendarZONE_OFFSET);
int dstOffset = cal.get(java.util.Calendar.DST_OFFSET);
cal.add(java.util.Calendar.MILLISECOND, -(zoneOffset + dstOffset));
String time = foo.format(new Date(cal.getTimelnMillis()));

return time;

}

private static String bytesToHexString(byte[] src) {
StringBuilder stringBuilder = new StringBuilder("");
if ((src == null) || (src.length <= 0)) {
return null;
}
for (inti=0; i< srclength; i++) {
int v = src[i] & OxFF;
String hv = Integer.toHexString(v);
if (hv.length() <2) {
stringBuilder.append(0);
}
stringBuilder.append(hv);
}
return stringBuilder.toString();
}
}
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