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package AuthUrlDemo;

import org.apache.commons.codec.binary.Hex;
import org.apache.commons.codec.digest.DigestUtils;
import org.apache.commons.lang3.StringUtils;

import javax.crypto.Cipher;

import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.SecretKeySpec;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.net.URL;

import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.time.lnstant;

import java.time.LocalDateTime;

import java.time.format.DateTimeFormatter;
import java.util.*;

class AuthUrlDemo {
// url2RE s BREIAERurl, key 27 BRI QB BRIKey(E
/] MEEEEA
public static String createAuthinfoUrlByAlgorithmA(String url, String key, String method) {
try {
checkParam(url, key);

long timestamp = Instant.now().getEpochSecond();

String randUid = UUID.randomUUID().toString().replaceAll("-", "");
String uid = "0";

String tmpRandKey = timestamp + "-" + randUid + "-" + uid;

URL originUrl = new URL(url);

String originHashStr = originUrl.getPath() + "-" + tmpRandKey + "-" + key;
String hashStr = hashString(originHashStr, method);

String authinfo = "auth_key=" + tmpRandKey + "-" + hashStr;

return StringUtils.isEmpty(originUrl.getQuery()) ? url + "?" + authinfo : url + "&" + authlnfo;
} catch (Exception e) {
e.printStackTrace();
}
return null;
}
/] NS
public static String createAuthinfoUrlByAlgorithmB(String url, String key, String method) {
try {
checkParam(url, key);

URL originUrl = new URL(url);
String filePath = originUrl.getPath();

String dateStr = LocalDateTime.now().format(DateTimeFormatter.ofPattern("yyyyMMddHHmm"));

String originHashStr = key + dateStr + filePath;
String hashStr = hashString(originHashStr, method);

return originUrl.getProtocol() + "://" + originUrl.getHost() + "/"
+ dateStr + "/" + hashStr + originUrl.getFile();
} catch (Exception e) {
e.printStackTrace();
}
return null;
}
/] DIEE&RC
public static String createAuthInfoUrlByAlgorithmC(String url, String key, String method) {
try {
checkParam(url, key);

URL originUrl = new URL(url);
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String filePath = originUrl.getPath();

String hexTime = Long.toHexString(Instant.now().getEpochSecond()).toUpperCase(Locale.ENGLISH);
String originHashStr = key + filePath + hexTime;

String hashStr = hashString(originHashStr, method);

return originUrl.getProtocol() + "://" + originUrl.getHost() + "/" + hashStr + "/" + hexTime +
originUrl.getFile();
} catch (Exception e) {
e.printStackTrace();
}

return null;
}
/] INEE&ED
public static String createAuthinfoUrlByAlgorithmD(String url, String key, String pliveDuration, String
previewDuration) {
try {
isDigital ("itERTI", previewDuration);
isDigital ("fAEEFIRASE", pliveDuration);
checkParam(url, key, previewDuration, pliveDuration);

String authArg = "";

URL originUrl = new URL(url);

String urlPath = originUrl.getPath();

String pathInUrl = urlPath.substring(0, urlPath.lastindexOf("/") + 1);
String data = encodeUrl(pathInUrl) + "$" + getUtcTime();

if (previewDuration != null && !previewDuration.isEmpty()) {
data +="$" + previewDuration;
authArg = "&exper=" + previewDuration;

}

if (pliveDuration != null && !pliveDuration.isEmpty()) {
data +="$" + pliveDuration;
authArg = "&plive=" + pliveDuration;

}

String encryptinfo = aesCbcEncrypt(data, key, true);

String authInfoStr = "auth_info=" + URLEncoder.encode(encryptinfo, StandardCharsets.UTF_8);
if (url.contains("?")) {
return originUrl + "&" + authlnfoStr + authArg;
}
return originUrl + "?" + authInfoStr + authArg;
} catch (Exception e) {
e.printStackTrace();
}

return null;

}

public static String createAuthInfoUrlByAlgorithmE(String url, String key, String pliveDuration, String
previewDuration) {
try {
isDigital ("itERTI", previewDuration);
isDigital ("fAE&EFIRADE", pliveDuration);
checkParam(url, key, previewDuration, pliveDuration);

URL originUrl = new URL(url);
String urlPath = originUrl.getPath();

String currentTimestamp = String.valueOf(new Date().getTime() / 1000);

String authArg = "";
String authStr = key + urlPath + currentTimestamp;

if (previewDuration != null && !previewDuration.isEmpty()) {
authArg = "&exper=" + previewDuration;
authStr = authStr + previewDuration;

}
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if (pliveDuration != null && !pliveDuration.isEmpty()) {
authArg = "&plive=" + pliveDuration + authArg;
authStr = authStr + pliveDuration;

}

authStr = sha256DigestAsHex(authStr);
authArg = "auth_key=" + authStr + "&timestamp="+ currentTimestamp + authArg;

return url.contains("?") ? originUrl + "&" + authArg : originUrl + "?" + authArg;

} catch (Exception e) {
e.printStackTrace();

}

return null;

}

private static void checkParam(String url, String key) {
if (StringUtils.isAnyEmpty(url, key)) {
throw new lllegalArgumentException("url or key is illegal");
}
}

private static void checkParam(String url, String key, String preview, String plive) {
if (StringUtils.isAnyEmpty(url, key)) {
throw new lllegalArgumentException("url or key is illegal");

}

if (StringUtils.isNoneEmpty(preview, plive)) {
throw new lllegalArgumentException("preview and plive cannot be enabled all ");
}
}

private static String aesCbcEncrypt(String data, String key, boolean hasPoint) throws Exception {
checkParam(data, key);

byte[] realKey = get128BitKey(key);

SecureRandom secureRand = new SecureRandom();
byte[] ivBytes = new byte[16];
secureRand.nextBytes(ivBytes);

if (hasPoint) {
return aesCbcEncrypt(data, ivBytes, realKey) + "." + bytesToHexString(ivBytes);
}else {
return aesCbcEncrypt(data, ivBytes, realKey) + bytesToHexString(ivBytes);
}
}

private static String aesCbcEncrypt(String data, byte[] ivBytes, byte[] key) throws Exception {
SecretKeySpec sk = new SecretKeySpec(key, "AES");
Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");

if (ivBytes != null) {

cipher.init(Cipher.ENCRYPT_MODE, sk, new lvParameterSpec(ivBytes));
}else {

cipher.init(Cipher.ENCRYPT_MODE, sk);
}

return Base64.getEncoder().encodeToString(cipher.doFinal(data.getBytes(StandardCharsets.UTF_8)));
}

private static byte[] get128BitKey(String key) {
byte[] result = null;

if (key != null) {
result = new byte[16];
byte[] origin = key.getBytes();

System.arraycopy(origin, 0, result, 0, Math.min(origin.length, 16));
}
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return result;

}

private static String encodeUrl(String str) {
try {
if (StringUtils.isNotEmpty(str)) {
StringBuilder encodeStr = new StringBuilder(32);
String[] tmpArray = str.split("/");
for (String s : tmpArray) {
encodeStr.append (URLEncoder.encode(s, StandardCharsets.UTF_8)).append("/");
}

return encodeStr.toString();

} catch (Exception e) {

throw new RuntimeException(String.format("Encode fail %s", e.getMessage()));
}
return str;

}

public static String sha256DigestAsHex(String plainText) {
MessageDigest messageDigest;
String encodeStr;
try {
messageDigest = MessageDigest.getInstance("SHA-256");
byte[] hash = messageDigest.digest(plainText.getBytes(StandardCharsets.UTF_8));
encodeStr = Hex.encodeHexString(hash);
} catch (NoSuchAlgorithmException e) {
throw new lllegalStateException("Could not find MessageDigest with algorithm SHA-256", e);
}
return encodeStr;

}

private static String getUtcTime() {
SimpleDateFormat foo = new SimpleDateFormat("yyyyMMddHHmMmss");
java.util.Calendar cal = java.util.Calendar.getinstance();
int zoneOffset = cal.get(java.util.CalendarZONE_OFFSET);
int dstOffset = cal.get(java.util.Calendar.DST_OFFSET);
cal.add(java.util.Calendar.MILLISECOND, -(zoneOffset + dstOffset));

return foo.format(new Date(cal.getTimelnMillis()));

}

private static String bytesToHexString(byte[] src) {
StringBuilder stringBuilder = new StringBuilder();
if (src == null || src.length == 0) {
return null;
}
for (byte b : src) {
int v=b & OxFF;
String hv = Integer.toHexString(v);
if (hv.length() <2) {
stringBuilder.append(0);
}
stringBuilder.append(hv);
}
return stringBuilder.toString();

}

private static void isDigital(String paramName, String value) throws Exception {
if (value != null && !value.isEmpty() && !value.matches("\\d+")) {
throw new Exception(paramName + "{X3Z3F#=%");
}
}

private static String hashString(String oriStr, String algorithm) {
return algorithm.equals("MD5") ? DigestUtils.md5Hex(oriStr.getBytes(StandardCharsets.UTF_8))
: sha256DigestAsHex(oriStr);
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