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2 [ Al SDK

2.1 Java SDKfEF3igR
2.2 Python SDK{&EFBiERS
2.3 .NET SDK{#F}gr
2.4 Go SDK{#FE{Era

2.5 Node.js SDK{FE SR
2.6 PHP SDK{# g’

2.1 Java SDK {EFR#ERs

YIEX T SRt avaiB SR BEMISDKFA A E(FER . AN N 4RJava SDKAIZEFNED
B, N{FEMAava SDKiEREMNBMAPIFIRA,

SDK 3RENFNZ3E
$'1 L avaFF LIRS,
ihiaJavaBR, TEFHIIRE avaF &R,
AR
#ej97=)ava SDKSZ#5)ava JDK 1.8 RRELAERRA,
$E2 ZiRMaveniRit

iT Maven LEINBEHZ(EMA Java SDK BIIEEH %, BABEE RS
aven , LETHEZRRFETE Java INEHAY pom.xml SAAENINERAVKFRIREDE o

#=)ava SDK

i0Maven{iit :

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-core</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

<dependency>

&
M
3
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<groupld>com.huaweicloud.sdk</groupld>

<artifactld>huaweicloud-sdk-iotda</artifactld>

<version>[3.0.40-rc, 3.2.0)</version>
</dependency>

-

(AN

A ER
Maven{kEhRANBERMRAXE, NEEREFRES, 15EA3.0.608%LE,

LUBRERREsIFREOAM, LUTERERERERERava SDKIIEZLR:
B BIRIAILE,
£IR2  BliEIoTDAClientsEBIFH LA
HE3 LB RIIR.
F}4 PAEEREYIREO.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.core.region.Region;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.iotda.v5.%;

import com.huaweicloud.sdk.iotda.v5.model.*;

public class ListDevicesSolution {

// REGION_ID: WMER2E EiF—, {BEEE " "tn-east-3"; MRIILFTEM, BEES"cn-north-4"ANR2LER I, 1B
ES"cn-south-1"

private static final String REGION_ID = "<YOUR REGION ID>";

// ENDPOINT: BEEHEH " Sa"REN " FaEAL hEE “RAM" fhttpsiE b,

private static final String ENDPOINT = "<YOUR ENDPOINT>";

public static void main(String[] args) {

" /! %?\iftﬁﬁg’ﬂak*ﬂskéﬁ—%ﬁmﬁﬂﬂPﬁ BRULZENE, BNERENERENETENENFN, FH
ER, TRRES;

] BflLAakFlskiRFEREZERHM, BETANEIESEERMEFIRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

String ak = System.getenv("HUAWEICLOUD_SDK_AK");

String sk = System.getenv("HUAWEICLOUD_SDK_SK");

String projectld = "<YOUR PROJECTID>";

// BUERIAIE

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk)
/] tnfEhR/ SRR EERGTERE, EftihRisti&ECE "withDerivedPredicate"
.withDerivedPredicate(BasicCredentials. DEFAULT_DERIVED_PREDICATE)
.withProjectld(projectld);

// €U&1oTDAClientsLHIFF40MA1L
loTDAClient client = loTDAClient.newBuilder()
.withCredential(auth)
/] tREERR /R : BB{TEIEERegionX IR, EithR: iB{EHIoTDARegionfregiontI®R, i
"withRegion(loTDARegion.CN_NORTH_4)"
.withRegion(new Region(REGION_ID, ENDPOINT))
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// .withRegion(loTDARegion.CN_NORTH_4)
.build();

/] EEULIERITSR

ListDevicesRequest request = new ListDevicesRequest();

try {

/] AREagEIIEEO
ListDevicesResponse response = client.listDevices(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}
}

}

¥ 15288

ak IR A =MSHIEZBID (Access Key ID) o IBHERE =SS
& “HAVEIE > i50%E” RE L OIEIIEEEN AK/SK, BZ
EREEEIHOEHE.

sk BN TR SHELIEESA (Secret Access Key ) o

projectld IREID, JRENGEES W SRENIREID,

loTDARegion.C

ISR AEELRIRER SR, SRIYIEMFESRILAIS

N_NORTH_4 ERIX1E, 7ZESDKIXAGloTDARegion.javatE2EN .
EalLAEES & EEELHRRSIEREZIR, XIgEFR, Xi
NRFTD RN XR, BEALSHRESEMXINIKRIET =,

REGION_ID MRE Fig—, BES"cn-east-3"; MNREALZ=M, EES" "cn-
north-4";30R 2%/ M, 1BIES"cn-south-4"

ENDPOINT BEEH SN 2N REN eI FEE “NEBN” /Y
httpsEz A\ttt

(0 AR

MBRBRESHFANERESESEEITIavaREFRTHEE (Java SDK) .

HEIR(ERAPITEL A TEAPI Explorer , API Explorer SZiFRIEIEIXFNGE, JEXAPIRE
B, STLMRIREIIS RS AIESISDKRENLES, HEEEEIRERGCIBER

SDK,

2.2 Python SDK {15

YIEE I T &2 PythoniBE SHIN AMISDKIFF & EFER . AN 4BPython SDKAYZR %
FfcE, R{EMPython SDKiEFRIFAMIAPIAI RG],

SASRRZS 10 (2021-08-30) WRIERE © HERRARBIRAT 5


https://support.huaweicloud.com/usermanual-ca/ca_01_0003.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_1001.html
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/tree/master/services/iotda/src/main/java/com/huaweicloud/sdk/iotda/v5/region/IoTDARegion.java
https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#section0
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/blob/master/README_CN.md
https://console.huaweicloud.com/apiexplorer/#/apidoc/IoTDA
https://support.huaweicloud.com/api-iothub/iot_06_v5_0001.html

IREENIRSS

SDK &% 2 RZFEM SDK
SDK ZREXFNIZ %
TE1 LREPythonFFRIE.
ihiEIPythonEM, TEFHZIHIREPYthonFFAIRE
(1 588
#97= Python SDK 37#F Python3 Kz LA ERRA
H$|2 ZpipTH
hiEpipEM, THFZIRAZEpipTHE,
T3 ZLEEPython SDK

(BN

gz
SER2
SIR3
SR

AT TS L= EN=Python SDKIZUELARBXIRSS &

# TR
pip install huaweicloudsdkcore

# LEIoTDAIRSSE
pip install huaweicloudsdkiotda

R

LUAREaig&sIFREORM, UMM REIRERRERPython SDKRIEELE:
BIEEIAIE.

B0 TDAClientSLHIF#IIEM

SEBMLIBRITR

AREmEEIIRED,

from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcore.region.region import Region

from huaweicloudsdkiotda.v5 import *

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcore.auth.credentials import DerivedCredentials

if _name__ =="_main_"

#i%)\{i%IEﬁﬁi\Jak*ﬂskE}%‘éE@JﬁE%qﬂﬁ?ﬁkﬂ'ﬂﬁémﬂﬁ, FENERENHSENRTEPENFM, (ERHE
=, RirRE;

#ATRBIL akFIskiRFEMEZEF M, BETARORIEEENIMNERIRENETE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

ak = os.environ["HUAWEICLOUD_SDK_AK"]

sk = os.environ["HUAWEICLOUD_SDK_SK"]

project_id = "<YOUR PROJECTID>"

# region_id: $IRZE LiB—, BES"cn-east-3"; MRZEILREM, iEES"cn-north-4"; TIRZELErE M, B
E5"cn-south-1"

region_id = "<YOUR REGION ID>"

# endpoint: BEEFISH" D" REMN " FAEA L thEE" R AN "YhttpsE\ it

endpoint = "<YOUR ENDPOINT>"

# bR/ IvhR : EE1TEIERegion TR
REGION = Region(region_id, endpoint)

# BIEIAIE

# Bl3EBasicCredentialsSEFIFH#IMAY
credentials = BasicCredentials(ak, sk, project_id)

# feEhR /W IREEERMTARE, EMiRSEMERECE" "with_derived predicate”
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BE

credentials.with_derived_predicate(DerivedCredentials.get_default_derived_predicate())

# EhbkR: 5i%REIoTDAClienthfRegion¥dZ: H1: .with_region(loTDARegion.CN_NORTH_4)
# FRER/ DR : BEMEFBETRERNRegiontIR
client = loTDAClient.new_builder() \
.with_credentials(credentials) \
.with_region(REGION) \
.build()

try:
# SEHNLIERIIR
request = ListDevicesRequest()
# AREaREIIFEEO
response = client.list_devices(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

¥ 5488
ak B ZKEHEIZSBID (Access Key ID) ., BEE NS

8 “IFAVEILE > paER” NE LEIEMEEZRY AK/SK, BES
SEIBEEEBOEHE.

sk WA SHELDZESE (Secret Access Key ) o
project_id IREID, KEGEEEN FKBIRBEID,

loTDARegion.C | BB ANEEH DM EENIXIE, HaiEAMNFEETTLAIR
N_NORTH_4 EpX1s, #ESDK{tiSiotda_region.pyFEEEN .

A LAERSIE LEELRIRSAERIGETIR, XIZSIR, Xik
MR RANNXR, BERSHRESEHRINERTR.

region_id MRZ LEB—, BES"n-east-3"; MIRZITEM, iB5EE"n-
north-4"; SNRZ2LER M, BEE"cn-south-4"

endpoint IBEEHEN 2N REN eI HEE “RAN7 /Y
httpsiZ A\ tbit

IMEEB&EZIFANFERIESIESEL AT AE Python RFFEATES
( Python SDK)) .

W IREFAAPITES I T EAPI Explorer , API Explorer ST RIEEIXFIEE, IR
APIFERT, ATLURIBEHNSHEIERSZSMALIESHISDKREIES, HEEEER
YERBICESERSDK,

2.3 .NET SDK {£EF3}5Sra

YIEX I S SR CHESHIN FIMISDKIM AR EER . ANANE.NET SDKAIZLEEFNET
B, R{EF.NET SDKiEFRBMAPIEYRE
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IREIRNIRSS
SDK &%

2 N FEMI SDK

SDK 3REXFIZ %<

gz

SER2

(e =rsl

BERNETHAIRE,
IAIE.NETER, THFARNIPLZNETHERRE.
(1 588
£ 17.NET SDKERT:
e  .NET Framework 4.5 EL\ FARA,

e .NET Standard 2.0 RELL FiRZAS,
o C#4.0 RELIEIRE,

{8 NET CLI TEZ3ESDK

dotnet add package HuaweiCloud.SDK.Core
dotnet add package HuaweiCloud.SDK.IoTDA

-

LUiEREaR&EIIFREOAG, IUTRERAIAERRER.NET SDKRIFEELE:
BIEIAILE .

Bl BasicCredentialssEEIFF¥IIAM

STHNLIBERITR .

EREaREIIFREO.

using System;

using System.Collections.Generic;

using HuaweiCloud.SDK.Core;

using HuaweiCloud.SDK.Core.Auth;

using HuaweiCloud.SDK.IoTDA;

using HuaweiCloud.SDK.IoTDA.V5;

using HuaweiCloud.SDK.IoTDA.V5.Model;

namespace ListDevicesSolution
{
class Program
{
static void Main(string[] args)
{
var listDevicesRequest = ListDevices();
var res = JsonUtils.Serialize(listDevicesRequest.Result);
Console.WriteLine(res);

}

private static async Task<ListDevicesResponse> ListDevices()
{
[ INEBRakilskEEERIR BT ERANZENG, BNEREXHHENETEPEGFH, FH
RS, RREE;
/] rfllAakFlskiRFEREZEF M, ETARGENEEERRERRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
var ak = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK",
EnvironmentVariableTarget.Machine);
var sk = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK",
EnvironmentVariableTarget.Machine);
const string projectld = "<YOUR PROJECTID>";
// region_id: ¥IRZE Ei8—, BES"cn-east-3"; MERILREM, {EES"cn-north-4"; NIRRT
M, BES"cn-south-1"
const string regionld = "<YOUR REGION ID>";
// endpoint: EEEHSH" S REMN " EFEEAMIE hEE" MM B httpsiE At
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const string endpoint = "<YOUR ENDPOINT>";

[ BIEAIE

var auth = new BasicCredentials(ak, sk, projectld);

/] ¥R/ R EE AT SR, EitiRisiczEE
auth.WithDerivedPredicate(Credentials.DefaultDerivedPredicate);

// EUE2I0TDAClientSEBIFF#IEA 1L
var client = loTDAAsyncClient.NewBuilder()
WithCredential(auth)
[ tREERR /R E R 1T8EEregion
\WithRegion(new Region(regionld, endpoint))
/] EHRREEFIEAIA 1oTDARegionHflregionits
// WithRegion(loTDARegion.CN_NORTH_4)
// net framework A3z #F1EgetiERkLFH content-type
// WithHttpConfig(new HttpConfig().WithlgnoreBodyForGetRequest(true))
Build();

/] EFHGERIIR

var req = new ListDevicesRequest
{

%

try

/| BREEREYIEREO

var resp =await client.ListDevicesAsync(req);

Console.WriteLine(resp.GetHttpStatusCode());
}

catch (RequestTimeoutException requestTimeoutException)

{

Console.WriteLine(requestTimeoutException.ErrorMessage);

catch (ServiceResponseException clientRequestException)

{
Console.WriteLine(clientRequestException.HttpStatusCode);
Console.WriteLine(clientRequestException.ErrorCode);
Console.WriteLine(clientRequestException.ErrorMsg);

catch (ConnectionException connectionException)

{
}

return new ListDevicesResponse();

Console.WriteLine(connectionException.ErrorMessage);

}

SH itz

ak BRI AZIKSIHIRZLRID (Access Key ID) , IBEE A=
& “FHAYEIE > ipaEE” NE EEIIEEERI AK/SK, B
SEIRERIBOEHE.

sk B SHZEIRDZESE ( Secret Access Key )

loTDARegion.C | iEEHE NG IHERIIEMFEENXIE, SaiIEXMESEILAL
N_NORTH_4 BRX s, 7ESDKItABloTDARegion.csPEEREN .

ERILEEH G LERLRRSAERESZR, KIgER, Xig
FLIRTRENXR, BASRESEHRNERET S

.
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BE

IMBIRIEBNBESFMAERIESIBESEENR Net REFRTES (.NET SDK) .

W IREAAPITES X T EAPI Explorer , API Explorer ST RIEEIXFIEE, IR
APIFERT, ATLURIBEHNSHEIERSZSMALIESHISDKREIS, HEEEER
YERBICESERSDK,

2.4 Go SDK {&5FHiEmRg

YA SR GoIE SN BAMISDKItFAEFER ., AXNEGo SDKIIREELE,
R fFEFIGo SDKIEFE R FMIAPIBYRA

SDK SREXFIZ%<
TE1 LERGoAAWKIE.
BIEGoEM, TEHFHZIRIPBLREGOFRIFE,
[MARiTL:
97 Go SDK 37#% Go 1.14 RLA LA,
FI2 LERENRGoREE

go get github.com/huaweicloud/huaweicloud-sdk-go-v3

HE3 LK

go get github.com/json-iterator/go

-

S EER
LURREaR&SIFRZEO NG, LITRBRREIRERRMERGo SOKINEZELE:
SE1 SIEIALE.
FIF2  BIFEIoTDAClientLHIFH#ITAK -
T3 LPIMBRIR,
S84 FAREEREIIFEED.
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
/] tEERR/ B RIEER  "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region”
// EhthRiE{ER"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region"
//"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
iotda "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/model"

)

func main() {
[ INERRYakFIskEEBEEIR BT ERANRZENE, BNEEEXHHENETEFEFH, (HERR
BE, WRLE;

SCRSRRA 10 (2021-08-30) IS © ERRAGIRAT 10


https://github.com/huaweicloud/huaweicloud-sdk-net-v3/blob/master/README_CN.md
https://console.huaweicloud.com/apiexplorer/#/apidoc/IoTDA
https://support.huaweicloud.com/api-iothub/iot_06_v5_0001.html
https://golang.org/dl/
https://support.huaweicloud.com/api-iothub/iot_06_v5_0048.html

IREENIRSS
SDK 2% 2 MAE SDK

[ BBILAKIIskRFEIMEZET A, B TARGIRIEREMMIMNERRENEES
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK.
ak := os.Getenv("HUAWEICLOUD_SDK_AK")
sk := os.Getenv("HUAWEICLOUD_SDK_SK")
projectld := "<YOUR PROJECTID>"

// region|DFendpointF TR B IR B1TEIZEregion, EALhRETHIER

/[ region_id: WRE Fi§—, {BEES"cn-east-3"; WRIILZEI, EHES"cn-north-4"; WMER2LER M, B
E5"cn-south-1"

regionld := "<YOUR REGION ID>"

// endpoint: EEEHSHN" S REN " EEENI " PEE" MM AhttpsiE At

endpoint := "<YOUR ENDPOINT>"

/] BEEINIE
auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
/] R AREREESERITESE, EhRiEHERZECE" "WithDerivedPredicate"
WithDerivedPredicate(auth.GetDefaultDerivedPredicate()).
Build()

// CIZ210TDAClientSLEIFH¥IA
client := iotda.NewloTDAClient(
iotda.loTDAClientBuilder().

/1 ¥R/ IR EEE TR region, EfithR{EFAI0TDARegionIregion y5
WithRegion(region.NewRegion(regionld, endpoint)).
// WithRegion(region.CN_NORTH_4).
WithCredential(auth).
Build())

/] SEFUEERITSR

request := &model.ListDevicesRequest{}

/] AREEgEIIFEEO

response, err := client.ListDevices(request)

if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}
2% Lzl
ak BV A=K SIHAZEAID (Access Key ID) o iBFEEATIEH

8 “FRVEIE > ipaER” RE LEIEIERERI AK/SK, B
ERIREEHIIEH.

sk MR SHZEIRDZESE ( Secret Access Key )

loTDARegion.C | iB&ABE L DNYEANFEENXI, HEIBMFEETILS
N_NORTH_4 BRI, FESDKIBregion.goFEREN .

FolLATEE SIS L EELRIRSMEXIG SR, XIFER, Xig
MEHDRANNXR, BERSHESEMRXNEZRTR.

e

BE

IﬁEi&ﬁ%&@%ﬁéﬁﬂE’\Jﬁﬁﬁ?‘aﬂ%i%%%iﬁ?ﬂﬁﬁﬁ% Go MHFFRTEE (Go
SDK ) .
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W REAAPITESEiX T EAPI Explorer , APl Explorer ST RIEERIXFGE, B
APIRERY, ATLMRIEEHNSHEIERSMARESHISDKRGIES, HEEERER
PERBICRSERSDK,

2.5 Node.js SDK {EFH$5ra

MIEX M E12HNode j[SIES RN AMISDKIEFEEFERE . A48 Node.js SDKRYZEE
FOBCE, MfEMNode.js SDKIERBRAMAPIAITRA

AR
HBISDK AK/SKIIB RS RRIR, FLFRERFIENR, iRERFIS RN S Mtoken
BEEN
SDK SRENHIZ=

$B1 LENode jsFFAFE,
ihENode.jsEM, TEFHZIHALZENode jsFFRIAE
AR
#97= Node.js SDK 3735 Node 10.16.1 Rzl ERRAS
T2 EIRM

npm install @huaweicloud/huaweicloud-sdk-core
npm install @huaweicloud/huaweicloud-sdk-iotda

R

S ERN
LUEAEang&sIEEO R, UMM REIRERERERNode js SDKINEELE:
ST BIEERIAIE,
$£2 Bl IoTDAClientSEFIFHAIAK -
SE|3 LHMBRIIR,
$B]4 PAREEREYIREOD,

const core = require('@huaweicloud/huaweicloud-sdk-core');

const iotda = require("@huaweicloud/huaweicloud-sdk-iotda");

/é %\iﬁg HakfskEEEEINBHERANZ XK, BNERENHHENETEPEIEFM, FRIEE,
IRLE;

/] rBIAakFIskRFEMB R EF 6, BETARGRIEEEAMIKEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

const ak = process.env.HUAWEICLOUD_SDK_AK;

const sk = process.env.HUAWEICLOUD_SDK_SK;

// endpoint: BERFIEN"SE"REN"FERAMN hEE “NAM” AShttpsEE ML,
// const endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";

const endpoint = "<YOUR ENDPOINT>";

const project_id = "<YOUR PROJECT_ID>";

// BUIEBIAIE

const credentials = new core.BasicCredentials()
.withAk(ak)
.withSk(sk)

.withProjectld(project_id)
// BIzEloTDAClientsLHIFH#IMAL

const client = iotda.loTDAClient.newBuilder()
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.withCredential(credentials)
.withEndpoint(endpoint)
.build();
/] SEFULERITSR
const request = new iotda.ListDevicesRequest();
// EREaRETIEEO
const result = client.listDevices(request);
result.then(result => {
console.log("JSON.stringify(result)::" + JSON.stringify(result));
}).catch(ex => {
console.log("exception:" + JSON.stringify(ex));

b

e 588

ak BRI ZKEHIEIZEID (Access Key ID) . BEENTIES
& “HRYVEIE > ih0%E” RE LIETIEEEM AK/SK, B2
EEIBEEIHIOEHE.

sk B AR SHEILITESE ( Secret Access Key ) o

endpoint BN EEIRANEN = RS XL T R
FoILATEE SIS L EEHRIRSITEXIGEIR, XIGEIR, Xig
MBETRINNXR, BERSHESEHRNERTR.

project_id BERONENTRSHEIRE ID , {RIBFEIRFNIRBFRE
X1 FE XS M AYIRE 1D

-

2

IMBEBREZFMINERIESIESEENZHAE Node js RGEAFALATES
( Node.js SDK) .

HEFIMERAPITELEIL TEAPI Explorer , APl Explorer SZ#FRIEIFIXANCZ, i
APIFERY, ATLMRIBEHSHELIERSMARIESHISDKREIES, HEEEER
YERBICESERSDK,

2.6 PHP SDK {EFE+EF

YIEX P S 1RPHPIESHIM FMISDKIE A Z{ER . AXNMAPHP SDKAYZEFNED
B, &EAPHP SDKIEAMAMIAPIHIRE .

mafl:
UBISDK AK/SKES LRSI RRIR, REISRERAIE AR, #RElRAI RN 5 token
BEEN
SDK SRENHIZ3=

FB|1 LIRPHPFF AR,
IBIEPHPEM, THFAIRIRIAZEPHPFRIFE,
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(1] 588
R PHP SDK 3245 PHP 5.6 RLAEhRA,

T2 ZEcomposer
curl -sS https://getcomposer.org/installer | php

$IE3 LIEEPHP SDK

composer require huaweicloud/huaweicloud-sdk-php

4 5|\ Composer BIBENNNEH

require 'path/to/vendor/autoload.php';

R

S ERN]
LUEAEag&sIERENAM, IATMMURSREIRERRERPHP SDKIEELSE:
£ BIERIAIE,
2 BlIFIoTDAClientSLFIFH#IMA -
FE]3 LHLBRIIR.
T4 BAEERRSIFREO,

<?php
namespace HuaweiCloud\SDK\loTDA\V5\Model;
require_once "vendor/autoload.php";
use HuaweiCloud\SDK\Core\Auth\BasicCredentials;
use HuaweiCloud\SDK\Core\Http\HttpConfig;
use HuaweiCloud\SDK\Core\Exceptions\ConnectionException;
use HuaweiCloud\SDK\Core\Exceptions\RequestTimeoutException;
use HuaweiCloud\SDK\Core\Exceptions\ServiceResponseException;
use HuaweiCloud\SDK\IoTDA\V5\loTDAClient;
/é %\iﬁg HakiIskEIESRUCHHPERANZENG, BNEREXHHENRTETENGFH, FRINEE,
RS,
/] BrBIAakFIskiRFEMBTEF 6, ETARGRIEEEAMIKMEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
$ak = getenv('HUAWEICLOUD_SDK_AK");
$sk = getenv('"HUAWEICLOUD_SDK_SK');
// endpoint: BETEEHIGH" S REN"FERAMU " FEE KA A9httpsEEAIbLE,
// $endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";
$endpoint = "<YOUR ENDPOINT>";
$projectld = "<YOUR PROJECT_ID>";
// BIEEIAIE
$credentials = new BasicCredentials($ak,$sk,$projectid);
[/ MESBRAELE, BRI ARSSImIE-BIGIE
$config = HttpConfig:getDefaultConfig();
$config->setlgnoreSs|Verification(true);
/1 IEZIoTDAClientSEGIFH AN ( EBMABTETIE K configa] AiFRAN )
$client = loTDAClient::newBuilder(new loTDAClient)
->withHttpConfig($config)
->withEndpoint($endpoint)
->withCredentials($credentials)
->build();
/] EHNGIERIISR
$request = new ListDevicesRequest();
try {
[ BREEREIFREO
$response = $client->ListDevices($request);
} catch (ConnectionException $e) {
$msg = $e->getMessage();
echo "\n". $msg ."\n";
} catch (RequestTimeoutException $e) {
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$msg = $e->getMessage();
echo "\n". $msg ."\n";

} catch (ServiceResponseException $e) {
echo "\n";
echo $e->getHttpStatusCode(). "\n";
echo $e->getErrorCode() . "\n";
echo $e->getErrorMsg() . "\n";

}
echo "\n";
echo $response;
2% il
ak LR =M SIHIEZSRID (Access Key ID ) o IBTEEN=EE
& “BRYEIE > hiaEE” RELEIEINEEEN AK/SK, B
ERIEERHINER.
sk BRI SHEIRDZESE ( Secret Access Key )
endpoint BRI ANEEIRANE AR RS AIEKIFRIZR T S
eI LIRS L EE SRS EKEER, K&, Xig
MR T RANNAR, BEALRRAZETR.
projectld BERLINENRIRSEAEIRE ID , RIBRERIENIEFE
XigisEXS N AYINE 1D

-

BE

IﬁEi))EﬁE’:XZE%iiéHHE’\J{Eﬂﬂi‘aﬁ%i%%%iﬁ?ﬂz_zﬁﬁ% PHP BR{H-FATHE (PHP
SDK ) .

HEFIR(FERAPITEZAIX T EAPI Explorer , APl Explorer SZHFIRERIAIXFGER, @K
APIFYEIRT, BJLUMRIBERISEHSCITE ST AAESHISDKRAEIES, HEREER
B BICRI(ERSDK,
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128& M SDK

3.1 IoT Device SDKN4R

3.2 loT Device SDK{EMERa (Java)

3.3 loT Device SDK{&EFE#§R (C)

3.4 10T Device SDK{FFE{ERa (C#)

3.5 1oT Device SDK{&EF1ER ( Android )

3.6 loT Device SDK{EEFB#ERS ( GottXhR )

3.7 loT Device SDK Tiny{#F3$gRs (C)

3.8 loT Device SDK {#M#5ra ( OpenHarmony )
3.9 IoT Device SDK{#EF#gra ( Python)

3.1 loT Device SDK 142

RTINS RBEETIMEMES, IR TI0T Device SDK, STHFTCP/IPHNY
HAIRREERI0T Device SDKIG, RILABTRESYIBMTEAIEE, FIFTCP/IPHHIAS
KR, BINETIRSE. ZigBeel@E S HER AMX IS SR MIBE L AMBENTS,
RS T E2 SR 55 Rk loT Device SDK.,
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FEE iR
sEUas/BEEE
2E
OTAFHER (ERAE
EEEA 2HloT
Device
SDK)
EENTOPICHE
VRN

1. IREEANR, FEIEMm (BRI G eI E E AR BMAPEO I

) o

2. Fmtl@xEEfE, FEHRE (AUBEdEHaEMEMRENEERNBNAPIE
FiERRE ) -

3. izEiEMseiEfE, BRRERRELIIEE/BE LR, Blae</EIE/HEE . OTA
FHR. BEXTOPIC, 2N (f8XDemo ) FIEE.

R TRMSDK, BilZERXKEIaNTRER:

SDKFh3E SDKERIZS SDKSZFHIYIEX R
BEHMY

loT Device HEEEE. FEEHBERIVERATIRESE, # | MQTT

SDK Rk, RERRE,

loT Device EEXIIEE. &g, TERREETZIRFEIRY | LWM2M over

SDK Tiny Limgss, FNER. &H, CoAP, MQTT

STRGHRA 10 (2021-08-30) IRRTE © ERRABIRAD 7


https://support.huaweicloud.com/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_0046.html
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_0009.html

IREIRNIRSS
SDK &%

3 18 M SDK

RNIREBRIEHEK:

SDK&TR RAM | FLASHZ | CPUSER | B{ERSER FFEiE=
52 |2

loT Device >4MB | > 2MB > 200MHZ | Chk (Linux) . C.

SDK JavahR ( Linux/ Java.
Windows ) . C#hk | C#.
( Windows ) . Android
AndroidhiR . Go
(Android ) . Go
#XHR ( Linux/
Windows/Z&
unix ) .
OpenHarmonyhR
( OpenHarmony )

loT Device > 32KB | > 128KB | > 100MHZ | TeASHEK C

SDK Tiny

@

*ECES

KSHFE

Device SDK Tiny BT itE8Eh5anaE

HHAEE

Device SDK Tiny

¢ ZEMQTTHY, 122 BfHCOAPHIY, EIFESIS
* EHELWMMIEET S0 SRS LB EFEEE

© E2HDTLS/TLS SN
® ZHEFOTA, SOTA

* $fthootstrapliE, FmSchent. server. factory SAHER

BIFRENFFIHESDK

ERMEBRRES

RIFIE AR FIHESDK

* [EEEISNode js C#

RSN REFHESDKIEREHS

etz

ST =

ZEiRE AN

Device SDK

* XBMQTT(S) . HTTPSHEY

* EESEE
CEEER

EEIE LR

* FREEhN (FERTRRRE)

* FIRENE R

L

*Si5lava. CES. €
 FEEiSE S Android/Node js/Python /10S

* 2&3%§4Java Python Php

Device SDKEIFitEEIEMEESEFERX

)

IFAISDKERER, B2%:

e loT Device SDK{ERSREI (C)

e loT Device SDK{EFEERT (Java )

e loT Device SDK{#FI#ERS (C#)

e loT Device SDK{EFRERI ( Android )
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IREIRNIRSS
SDK &%

3 18 M SDK

e |oT Device SDK{FFE{ERT ( GottXkR )

e loT Device SDK Tiny{$FE5Rg
e loT Device SDK {§EF3f§E3 ( OpenHarmony )

SDKEZINEEREN, 55%:

% 3-1

FEI

2,
Be

Java

C#

Androi
d

GO

python

C Tiny

Rt
iR

v

HELE
. T
7,53

EHE
k. T
7,53

MX5
FIRE

=iE

iR
5|

Imhz
SSH

SEG

gl

INAR

eSS
(ER=

%)
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EEI)J C Java C# Androi | GO python | C Tiny
8 d
M2MIf | v x x X x X X
B
IZTjJ‘I«M v v v v X Vv X
BA

3.2 loT Device SDK {&H#5r ( Java)

EETE
o FRWEEKR: BELRIEIDK (hRA1.8LAE) Fimaven
o IHESDKTEHINME, T#HSDK, BNTREEEUTFIRE:
#%  iot-bridge-demao
#% | iot-device-code-generator
#%  iot-device-demo
#%  iot-device-sdk-java
% iot-gateway-demao
iot-device-sdk-java: sdk{t#3
iot-device-demo: EBEHZEIREHIdemof{i3
iot-gateway-demo: MXiR&EAdemoftid
iot-bridge-demo: M#FAIdemofti3, FIKERIMIIStcpIREFHEZIFS

iot-device-code-generator: REFNBEMSS, TLURIEFMIEEBNERKIRER
&

o IRIFZIE: HAZISDKIREZR, H4Tmvn install

Bl m

AT THEES, BANRM T —MRRARRE, W ERESE. BE. EE.
MEIRE . BZIFMRIRE DS . LIRS, GEE IR EiE CIRETIRS.

B HEAREFENRS, BE ‘EEEHE EANRSENEES, EEMQITSIREREA
HE, REXMIE

SE2 SFEAMSHEE “Tm” , BEREALAN “CIE~ R .
$I3 RERNERTESSH, ARBE “IEIE” .

ERMER
PrERIR= aBEsISHeIZ T mABERARR=E T . WFEFREERM
8] NJ? SET, THOEREMMBNRIRTE. ENNARIRTE, 15

SRl RIREE .
FEmER BEX. XHFFE. HF. T (1) « EFF () F/FES
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I ESiE EE “MQTT”

Rl E#E “JISON”

IS E=T BENX . XIFHENFHF. MF. TUL (L)  &FF (-) BIFH
Pay

QIZIO

EREY

PEEE | WOTEATAMRNTREE, ERESSANTRER, A
BS%E HEFBEa,

FRGL | SRS

e E=r1)

s

FEFmitEs
$£I1 B T EIRET miER smokeDetector, FREVZ RIEREIN (4,
L2 HKATECENTR, BHEmRENTRIEER,
SW3 EE BEEN TE, BF C HEERENET , FESEBUREFRERN G,

ERey | meRE | asEs
- x
IR
RS
OB SRS ERAT, EREEATA NERLE, SETEERED
o8
: @ P——
© B
FRETRETESAERENETRE, FEERSNASE R, IRSAEN e, AE HENETTANEERE, TURR
== Ecel2n SaEmm | TRES
(1]

RS
B EEENSH= “RE > MEIRE" , BEREA LA “FHRE” .
£H2 RENERRERESSH, ARRE “HE” .

SHEWR ol

PRERIR=E | BRI RIZ - mABER— I RIR=E,

PR/ am TR LRI m .
IREBITIRAS BlnodelD, iREMW—IEINR, IEEN, HENFEHIHFH
B o
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SHBIR Lol
REBIR Blldevice_name, BJBENX.
EEINEER | &R ‘B8R
22458 REBZH, JBEEN . EAEEFA, YEHENFEESBEREE
A,

BEERANERFEEITAN. REID. B9,
R

IREWIRN

1. UEIGERY, BESAETISENRIIOGED, T8, LRI RIS ER
BER, TR Assl// & 580505 5% ssl//IPitil-i5]5
//BlaN7Eiot-device-demo3Z{4 MessageSample.javad XL FESE1
loTDevice device = new loTDevice("ssl://1HZ{=E:8883",
"5e06bfee334dd4f33759f5b3_demo", "mysecret", file);

2. g&snE. ERInitEO, ZEOIRMAERAR, NRELERMIISIRE0,

if (device.init() !=0) {

return;

}
NRER NI SFTED:

2023-07-17 17:22:59 INFO MgqttConnection:105 - Mqtt client connected. address :ssl://1&#&Z{=5.:8883

3. CURIREFIEEAING, ALITRERIRSEHITES. AT Device Y
getClientiZRENRBE iR, ZEFiREHTER. BlE. w<F@EiEO.

HE LR
HE HREERERTE HRER.

1. Mdevicesp3xEXZ i, @A IoTDeviceflgetClientiZ BRI FAENEIZE Fif o
2. ABERFiwHAIreportDeviceMessageZ [k LIRS FIEE . f£MessageSampleiX
MIFREAIBER S HREE
while (true) {
device.getClient().reportDeviceMessage (new DeviceMessage("hello"), new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("reportDeviceMessage ok");

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportDeviceMessage fail: " + var2);
}
h;

/[ ERBENX topicHR, FERESLAEFSEEHE X topic
String topic = "$oc/devices/" + device.getDeviceld() + "/user/wpy";
device.getClient().publishRawMessage(new RawMessage(topic, "hello raw message "),
new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("publishRawMessage ok: ");
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@Override
public void onFailure(Object context, Throwable var2) {
log.error("publishRawMessage fail: " + var2);
}
K

Thread.sleep(5000);
}

(& MessageSampleZEfImainZ#, BB CHIRSSHEIET
MessageSamplezt, &FHEITENERIEZMAINFIAIXBERIFTED:

2023-07-17 18:59:20 INFO MgttConnection:105 - Mqtt client connected. address :ssl://18Z{=2:8883
2023-07-17 18:59:20 INFO MgttConnection:246 - publish message topic = $oc/devices/
6396f2a998314b7a1c3faa24_java-sdk-test/sys/events/up, msg =
{"object_device_id":"6396f2a998314b7a1c3faa24_java-sdk-test","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl://i&&(5
H.:8883","timestamp":"1689591560993"},"service_id":"$log","event_type":"log_report","event_time":"2
0230717T105920Z","event_id":null}]}

2023-07-17 18:59:20 INFO MgttConnection:246 - publish message topic = $oc/devices/
6396f2a998314b7a1c3faa24_java-sdk-test/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":null}

2023-07-17 18:59:20 INFO MgttConnection:246 - publish message topic = $oc/devices/
6396f2a998314b7a1c3faa24_java-sdk-test/user/wpy, msg = hello raw message

2023-07-17 18:59:21 INFO MessageSample:44 - reportDeviceMessage ok

2023-07-17 18:59:21 INFO MessageSample:59 - publishRawMessage ok:

mRBENESE, &R “R%E > MERE™ -EFREEAEX.

SHARMIS STHE 1 x SRR

FERE v BESR v Q C
ws Q EEEH GEITRED gD FilmsnEEE PR Y Rk 1RHE
w=E Java-sdk-test java-sdk-test 6396729983 14b7a1c3faa2. o SmartLight BEAE

EEMNIRE, BE ‘BEE , AREFRRARMMREHEIRER.

BEEE /BEFE

X
FEKEITIRERHE
== 1‘2 oN 0
FaLuEts TR The data forwarding rule has been triggered, app_id: Nrp_2M4yWU7... 20230717 18:59:26.194 GMT=08:00 FEh A5
REEFS FOMERERE LR 10TDA has received the message reported by the device.datafname. .. 2023/07/17 16:59:26.162 GMT+08:00 s ¥iE
FaEuEes TSRS The data forwarding rule has been triggered, app_ic: Nrp_2MAyWU7...  2023/07/17 18:59:21.361 GMT+08:00 sl =
BEEFL FOUEAEREE HR 10TDA has received the message reported by the device datar{'name. . 2023/0717 18:59:21.352 GMT=08:00 FEh A5

HRIRIESE—EMER, WRRBEINE, BFEERF

FTFPropertySampleZs, X MIIFHEERAY EIRalarm. temperature. humidity.
smokeConcentrationiX IT_EI/\FTE

/B EiREM
while (true) {
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Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[RSNGB R

json.put("alarm", 1);

json.put("temperature”, rand.nextFloat()*100.0f);
json.put("humidity", rand.nextFloat()*100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld ("smokeDetector");//servicel dEFHIE T —EL

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {
@Override
public void onSuccess(Object context) {

log.info("pubMessage success" );

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
b

Thread.sleep(10000);
}
}

(&4 PropertySampleddmainERE G E#Eiz{TPropertySamplezf, EEFHEEEIAIXRL
THRUFTED

“Ci\Program Files (x86)\Java\jdkl.8.8_73\bin\java.exe" ...

2019-12-28 18:39:87 INFO MgttConnection:148 - try to connect to ssl:// ialelelaleleZeZalllelelslel myhuaweicloud. com: 8883

2019-12-28 18:39:87 INFO MgttConnection:147 - connect success ssl://dReRaRaRaReRaRmmmmms myhuaweicloud. com: 8883

2019-12-28 10:39:087 INFO MqttConnection:B7 - Mqtt client connected. address :ssl://iReReRERoRoRORORERIRIREEENCN, myhuaweicloud , com: 8883

2019-12-28 18:39:08 INFO MgttConnection:213 - publish message topic = $oc/devices/5eB6bfee334ddaf33759f5b3_demo/sys/properties/report, msg = {"service
2019-12-28 10:39:08 INFO PropertySample:9@ - pubMessage success

FFaREFFERNEUER &R ERIEIHE:

R _EiREE
alarm temperature humidity EsmokeConcentratioh
1 60 22  79.940155
<smokeDetector> <smokeDetectors <smokeDetectors <smokeDetectors

A% FiwiYsetPropertyListener5iARKIZERE 4 EIEREO . EPropertySampleiX4
BlFeh, FHAIELWMTBHEEEEO.

SEMLE: T TalarmERNSEE, HEETRSISSRIE.
SRS SR ERIRE ISR TR,

device.getClient().setPropertyListener(new PropertyListener() {

(B R
@Override
public void onPropertiesSet(String requestld, List<ServiceProperty> services) {
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/] BFHservice
for (ServiceProperty serviceProperty : services) {

log.info("OnPropertiesSet, serviceld is {}", serviceProperty.getServiceld());

/] BB
for (String name : serviceProperty.getProperties().keySet()) {
log.info("property name is {}", name);
log.info("set property value is {}", serviceProperty.getProperties().get(name));

}

}

[/ BB B

device.getClient().respondPropsSet(requestld, lotResult.SUCCESS);
}

*k

*AMNBEEN ., SEGSET, BRULBEERNESIZESEY T, WEOARRELH,

*BNREFEXIFNEELMERENE, WFEELHEO,

*/

@Override

public void onPropertiesGet(String requestld, String serviceld) {
log.info("OnPropertiesGet, the serviceld is {}", serviceld);
Map<String, Object> json = new HashMap<>();
Random rand = new SecureRandom();
json.put("alarm", 1);
json.put("temperature", rand.nextFloat() * 100.0f);
json.put("humidity", rand.nextFloat() * 100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");

device.getClient().respondPropsGet(requestld, Arrays.asList(serviceProperty));

}
N
E:
1. BHEEEOEZERArespondPropsGetfirespondPropsSetiE 3k _HiRIRIELL
£

2. WMRZEAIFFEENENZFIEE, onPropertiesGetiZ AT AT
i=fTPropertySampleZt, AEEFE LIgEFFREAEESAIalarmBHEN:

SiFie R

i CalarmEHHEXH0:
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BIHEcE
= i HEE
smokeDetector <RW=alarm al
ML =+ | = Mlem y M-
BERENHEE, BERBWEIBMRE, alarmiZ(E)N0:
2019-12-28 14:16:27 INFO MgttConnection:66 - messageArrived topic = $oc/devices/5eB6bfee334dd4f33759¢5b3_demo/sys/properties/set/reque
2019-12-28 14:16:27 INFO PropertySample:53 - OnPropertiesSet, serviceld = smokeDetector
2019-12-28 14:16:27 INFO PropertySample:57 - property name = alarm
2019-12-28 14:16:27 INFO PropertySample:58 - set property value = EI
A

STxR

IRESHIfEARBKRFE TANGS, EOEEOE, FEXNwISHTAE, 7
LR .

fECommandSampleffl FHSEI 7 i SHIRMIE, KEIGSRHITITED, AEREA
respondCommand_ RN .

device.getClient().setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName, Map<String,
Object> paras) {
log.info("onCommand, serviceld = {}", serviceld);
log.info("onCommand , name = {}", commandName);
log.info("onCommand, paras = {}", paras.toString());

/5 IBES
[ BRIEAEL NN

device.getClient().respondCommand(requestld, new CommandRsp(0));

hE

B#zizfTCommandSamplezt, AEEFE L TAGS, 5 hIserviceldiE
smokeDetector. #<ZiHringAlarm. &g durationHE2%120,

EEAT, BRIRBWEIRSH LIRT G :

2019-12-28 15:03:36 c = $oc/devices/test_testDevice/sys/commands/request_id=4, msg = {"paras":{"duration":20},"service_id":"smo
2019-12-28 15:03:36 mok

2019-12-28 15:83:36 INFO CommandSample:63 -

2019-12-28 15:83:36 INFO CommandSample:64 - on r

2019-12-28 15:03:36 INFO MgttConnection:213 - publish messa

HEIRR YRR

RIEN A T B ERREEFIRIEOMFEEHTERNGE, XML IERRIE,
(ERFFEZEMES— RO, SSHERER.
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SDKIRt T —MEEENSR, EIEOYERERIE . EOYEERIZEIEE T SDKIRHAY
MIRBNHSREE S, RBMABIEEYEETE IREIRS, REAUEEHOIRERS
(ENARRZRSNEMITESEELN ) , SDKHEEEmFIFESIEN, =REERIEEF
aSHIER.

Bt EREREEPIRZEOMNTEE/TEN, mRYERREIEEEGER, SEt TiREN
RIBERE, IhEERBREFEXTISE, MARXSTFIIEEBENIRE. X5
NESZEHIT=.

SmokeDetectorffll FiER ¥ WA E IEEYRIZ

1. REBYERTENIRSENRSIEN (MRESMRS, UEEEN SRS

%)
public static class SmokeDetectorService extends AbstractService {

dr

[FERRFRBEN B, EEREMENnamefIZREFEMER—I, writeable R REHNEAS,
nametSEB RS

@Property(name = "alarm", writeable = true)

int smokeAlarm = 1;

@Property(name = "smokeConcentration", writeable = false)
float concentration = 0.0f;

@Property(writeable = false)
int humidity;

@Property(writeable = false)
float temperature;

F@PropertyiXfEkFzre— 1 EMHE, ol FAnamelsERE4HE, MNRANMEENE
BFEBa.
BRI LN EwriteableskiZ=HIANR, tNREIHEREE, W0 Ewriteable = false,
WERAR, BAASTES,
2. EXNRSHSS . RFWEIFET ARG, SDKEEMBARXEENXm
A
< o
EOASTREBENRBEZEENAEEEN, SNSEIETHEIR,
XBEEMHER— 1 RIEERS, ed&AringAlarm,
[[EXNAS, FREOASTREEXREREENALEEN, BNSHIE TR
@DeviceCommand(name = "ringAlarm")
public CommandRsp alarm(Map<String, Object> paras) {
int duration = (int) paras.get("duration");
log.info("ringAlarm duration =" + duration);
return new CommandRsp(0);

}
3. ENgetterfisetteriz[]
- SRBEEIFETERNEERMIUARRE LIREMR, SEshERgetterss
l,%; ?_etterﬁiiﬁ';%giiﬁﬁﬁﬁﬂ’\]@mﬁ, A LASERY R E RSB ak & IR BN A it
JEF
- HRRRRITEETRRRERLN, SBERsetter5iE. setterHiARE
EINRKBAMRYE. IRBUASHTEERIE, setterRBT=XH

[/setterflgetteriZ ORI BZMNIZ T Ajava beanflie, sdk&BARIXLREO
public int getHumidity() {

[EHINE RS
humidity = new Random().nextInt(100);
return humidity;

}

public void setHumidity(int humidity) {
//humidity @ HiERY, FFELH
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}

public float getTemperature() {

[ITE ML RRES SR ENE R
temperature = new Random().nextInt(100);
return temperature;

}

public void setTemperature(float temperature) {
[|REFEAEE L MsetiEzO

public float getConcentration() {

[ITE ML RRES SRR
concentration = new Random().nextFloat()*100.0f;
return concentration;

}

public void setConcentration(float concentration) {
[|REFEAEE L MsetiEzO
}

public int getSmokeAlarm() {
return smokeAlarm;

}
public void setSmokeAlarm(int smokeAlarm) {
this.smokeAlarm = smokeAlarm;

if (smokeAlarm == 0){
log.info("alarm is cleared by app");

}
}

4. TEmainEFE P LIRSS SLAIFRINENRE o
/RIS

loTDevice device = new loTDevice(serverUri, deviceld, secret);

[1BIEIR RS
SmokeDetectorService smokeDetectorService = new SmokeDetectorService();
device.addService("smokeDetector", smokeDetectorService);

if (device.init() !=0) {
return;
}

5. FEEHLR:
[/IEsEsEE LR
smokeDetectorService.enableAutoReport(10000);
Zit: MBEAREEEALIR, tBalLliEfirePropertiesChangediEZEOF T fitAk +
o

B#ini7SmokeDetectorzs, BEREELIREM:

819-12-28 15:26:26 INFO MqttConnection:148 - try to conmect to ssl:// “myhuaweicloud. com: 8883
019-12-28 15:26:26 INFO MqttConnection:147 - connect success ssli// .myhuaweicloud. com: 8883
819-12-28 15:26:26 INFO MqttConnection:87 - Mgtt client conmected. address issl://
onnect ok

819-12-28 15:26:26 INFO MgttConnection:213 - publish message topic = Soc/devices/5e@6bfee334dd4f33759F5b3_demo/sys/properties/report, msg = {"service

EEaEdrEs+:

.myhuaweicloud.com:8883
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Siwmio i

L 3c: =l | L=

FEFE LEE alarm, EERERTKEIEILR

2019-12-28 15:44:29 INFO MgttConnection:66 - messageArrived topic = S$oc/devices/test_testDevice/sys/properties/set/request_id=2, msg = {"services":[{"pr
2019-12-28 15:44:29 INFO AbstractService:187 - write prcperty ok:alarm

TEFE T AringAlarmés$:
BEREHEET ringAlarmap$#iER, FE R T ION:

2019-12-28 15:44:29 INFO MgttConnection:66 - messageArrived topic = $oc/devices/test_testDevice/sys/commands/request_id=1, msg = {"paras”:{"duration”:28},
2019-12-28 15:44:29 INFO DeviceServiceSample$SmokeDetectorService:53 - ringAlarm duration = 20
2019-12-28 15:44:29 INFO MgttConnection:213 - publish message topic = S$oc/devices/test testDevice/sys/commands/response/request_id=1, msg = {"paras”:null,

{(EFRAD RIS

sdkﬁﬁi? SRS, ARREFERMHFHIRENM, HMEEEmEMIREIDE
o RIBAERLEEAT LRI S *;iSZ#F, REXEREEN TR, £RFINAY
servnce;‘é, RBEERR—MREESE, EmainRE P eIEZEH T %HE SV

(EFRRIEERRRERIREFNBIE

1. 'Fﬂihuaweicloud—iot—device—sdk—javaIE, fRE4ERH Nhuaweicloud-iot-
device-sdk-javaBFEH1T “mvn install”

[INFO]
[INFO] Reactor Summary for huaweicloud iot device sdk project for java 1.
[INFO]

huaweicloud iot device sdk project for java

iot-device-sdk-java

iot-device-demo

iot-bridge-sdk

iot-bridge-demo

iot-gateway-demo

nwnn

nunwnn

iot-device-code-generator
iot-bridge-sample-tcp-protocol

[ L L L U L U U |
[y

N S S S Ty =

Y |

[}

BUIL

Total time: 39.978 s
Finished at: 2023-06-16T11:25:00+08:00

2. HiT5ER&Eiot-device-code-generatorfitarget &R BT/ TjarE .
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DAgit\huaweicloud-iot-device-sdk-java\iot-device-code-generatortarget

Mame Date modified
apidocs 6/16,/2023 11:24 AM
classes 6/16/2023 11:24 AM
generated-sources 6/16/2023 1124 AM
Javadoc-bundle-options 6/16/2023 11:24 AM
maven-archiver 6/16/2023 11:24 AM

ﬁ iot-device-code-generator-1.2.0.jar 6/16/2023 1124 AM

ﬁ iot-device-code-generator-1.2.0-javadoc...  6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-sources...  6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-with-de..  6/16/2023 11:24 AM

3. BromfEi R EFRIAM, EbanFHAERISE “smokeDetector.zip” HEID

o

4. BIESDKEBEZR, 1T “java -jar .\iot-device-code-generator\target\iot-device-
code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip” .

Ps D:\git\huaweicloud-iot-device-sdk-java> java .\lot-device-code-generator\target\i
ot-device-code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip
2023-06-16 11:38:47 INFO DeviceCodeGenerator:147 - the file generation path is :D:\git\h

uaweicloud-iot-device-sdk-java\generated-demo\src\main\java\com\huaweicloud\sdk\iot\devic
e\demo\smokeDetectorsService. java

2023-06-16 11:30:47 INFO DeviceCodeGenerator:73 - demo code generated to: D:\git\huaweic
loud-iot-device-sdk-java\generated-demo

5. fEhuaweicloud-iot-device-sdk-javaB R &4 generated-demofd ,

DAgit\huaweicloud-iot-device-sdk-java‘\generated-demo

Mame

SFC
target
|| mvnw
mvnw.cmd
0 &/ pomxml

Elt, REHEEEEMN.
RIFETTERRIRD:

1. ip1a “huaweicloud-iot-device-sdk-java\generated-demo” , 147 “mvn

install” , #Etarget F&ERfjarel,

PS D:\éit\huaweicloud—iot—device—sdk—java>_cd . \generated-demo\

PS D:\git\huaweicloud-iot-device-sdk-java\generated-demo> mvn install
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| Total time: 4.386 s
] Finished at: 2023-86-16T11:31:47+08:00

PS D;\git\huaweicloud—iot—device—sdk—java\generated—demo) dir target

Directory: D:\git\huaweicloud-iot-device-sdk-java\generated-demo\target

LastiriteTime Length Name

6/16/2023 : apidocs

6/16/2023 : classes

6/16,/2023 : generated-sources

6/16/2023 : javadoc-bundle-options

6/16/2023 : maven-archiver

6/16/2023 : 29924 jot-device-demo-ganerated-1.2.0-javado
c.jar

6/16,/2023 : 6728 iot-device-demo-ganerated-1.2.0-source
s.jar

6/16/2023 : 11530020 iot-device-demo-ganerated-1.2.0-with-d
eps.jar

6/16/20823 : 8031 iot-device-demo-ganerated-1.2.0.jar

2. #lfTjava -jar .\target\iot-device-demo-ganerated-1.2.0-with-deps.jar your-
access-address your-deivce-id your-device-secrect, = NSO BINSFI—AL

HE. u%ldﬂ]&.ﬁ% ""EE‘ZE’Jdemo

nerated—demo’ .
ps. jar your—acc addre

hstractService:103 — create device, the devic

0 MgttConnection:233 — try to connect to s

EXd BERRIES:
S RIRIBERTH T IRSHENXFNEM, BRREEHTO=A9EXKENT,
1. @moE0O, FSERNEAFIIILSEE

@heviceCommand

pub11c CummandRSp Plngﬂlarm {Map«<String, Object> paras) {

i

return new CommandRSp{B},

¥

getterfsix, ERRINIERIREIRETIE, %ESZjJM1§Mnn1=&Hﬂ§ﬁEO

setterf3i%, EMAICIEBRT R T BIERVENIRT, EFERINELANSELTIE,
tbanafE R T RIES -

SMEIFF A =%

MAR-ENSE, RS BRENEY TARTOSEE FO6HE
§§7EE'JI)J§EO SDK1Eft T AbstractGateway ISR 2 KiE L M KHISEHL . iZSEIRM T
B, BEAFERBI AR ERE (BEFERHFOEAANE
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0) . FIRE MTHEBEARIE (FEFEIMERLEREN ) . LUK EHRTFIRES!
x. LikFirEREE. HRFARERES. LIRFREEEFEO.

e fEFAbstractGateway
PiFazE, EREERMEBRHFRBEEFAMNZEO, TUWETTEEE KRV
FE0O:

public abstract void onSubdevCommand(String requestld, Command command);
public abstract void onSubdevPropertiesSet(String requestld, PropsSet propsSet);
public abstract void onSubdevPropertiesGet(String requestld, PropsGet propsGet);

public abstract void onSubdevMessage(DeviceMessage message);

e iot-gateway-demofti3/ 45
T #ZRiot-gateway-demoE FAbstractGatewaysLHl 7 —MaE BRI X, Bigfit
tepIRBENBED . K
SimpleGateway: ##iFEAbstractGateway, SLIIFISFEEMN NMTHEER
StringTcpServer: EFnettySLII—NTCP server, AR FIgFZRATCPIRMNY,
HEERBEENENER
SubDevicesFilePersistence: FIRBEBIFAMN, RAjsonXEGRIRFFREE
B, A EREFHHTERF

Session: IRBERIER, FF 7IRFIdFITCPAIchannel BIXTRKHR
e SimpleGateway$
DN bR F iR SR
HINFIRE: AbstractGatewayfJonAddSubDevicesiE 25 7 FIR&FEE

FIRZF . BIIAEEBEINEIMEIE, EitkSimpleGatewayREEERES
onAddSubDevicesiz[

ks FigsE: BINFMNEEESFANER, CEEMAIsIARENERE. I
LAFAIJES T onDeleteSubDevicestz[, EINTIRHEME, AT ARARZER
onDeleteSubDevices,

@Override
public int onDeleteSubDevices(SubDevicesInfo subDevicesInfo) {

for (Devicelnfo subdevice : subDevicesInfo.getDevices()) {
Session session = nodeldToSesseionMap.get(subdevice.getNodeld());
if (session != null) {
if (session.getChannel() != null) {
session.getChannel().close();
channelldToSessionMap.remove(session.getChannel().id().asLongText());
nodeldToSesseionMap.remove(session.getNodeld());
}
}
}

return super.onDeleteSubDevices(subDevicesInfo);

}
o TITHBEAE
MEXWEIEETTHEHER, BB AGTFRE. FAEMTEEDA=M: 8EH
B, BHES. s,
- IRFEHE: XEBHIIZERIEdeviceldfkBlnodeld, MimFkELsession, M
sessionZBjkEXchannel, FirlLAEchannelXBEE . FEEABER, AJLIR
BEEEHT—ERVERLIE,
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@Override
public void onSubdevMessage(DeviceMessage message) {

[FEEEOFERRdeviceld, deviceld2HnodeldflproductidifZE4piaYg, B
//deV|ceId productld_nodeld
String nodeld = lotUtil.getNodeldFromDeviceld (message.getDeviceld());
if (nodeld == null) {

return;

}

//i@iEnodeld$xEYsession, #H—iE5xE channel
Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
log.error("subdev is not connected " + nodeld);
return;

}

if (session.getChannel() == null){
log.error("channel is null " + nodeld);
return;

}
[[EEEEEERETIRE

session.getChannel().writeAndFlush(message.getContent());
log.info("writeAndFlush " + message);

}
- EBHEE:
EHESaERERENELESE,
BHRE:
@Override
public void onSubdevPropertiesSet(String requestld, PropsSet propsSet) {

if (propsSet.getDeviceld() == null) {
return;
}

String nodeld = lotUtil.getNodeldFromDeviceld (propsSet.getDeviceld());
if (nodeld == null) {

return;
}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {

return;
}

/X EHA BN RN string R4 7R, Linasrlsem Rt T—ERERER
session.getChannel().writeAndFlush (JsonUtil.convertObject2String (propsSet));

[IATEHRNIE, BIEXEEEEIRLN, EEEMEREFRENEREHEENR
getClient().respondPropsSet(requestld, lotResult.SUCCESS);

log.info("writeAndFlush " + propsSet);

}
EHEA:

@Override
public void onSubdevPropertiesGet(String requestld, PropsGet propsGet) {

(AN FEERZEFRENENE, XEERREXK
log.error("not supporte onSubdevPropertiesGet");
deviceClient.respondPropsSet(requestld, lotResult.FAIL);

}
- @ RIEREIIEEZEN, LIRS raeRERRNREDEIE
@Override

public void onSubdevCommand(String requestld, Command command) {
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if (command.getDeviceld() == null) {
return;

}

String nodeld = lotUtil.getNodeldFromDeviceld(command.getDeviceld());
if (nodeld == null) {
return;

}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {

return;
}
}é [XEBENEREIBcommand g EEistring &5 78, LhMASHfEREH T —ENRE
s

session.getChannel().writeAndFlush (JsonUtil.convertObject2String(command));

[IRTEHAE, FITEXEERZLCGLME. BEEHEAREFRENIE GBI
getClient().respondCommand(requestld, new CommandRsp(0));
log.info("writeAndFlush " + command);

}

o _HTiHESAME
FiT4bIEEStringTepServerfichannelRead0E2 8 . MIRZIEARFE, FESLE

=iF:
NMRFRFEEAFE, XERCERELY, EEHERIER
@Override

protected void channelRead0(ChannelHandlerContext ctx, String s) throws Exception {
Channel incoming = ctx.channel();
log.info("channelRead0" + incoming.remoteAddress() + " msg :" + s);

[[AIREEHEEE, Bli#session
[IANEREEHEE, BliEsession
Session session = simpleGateway.getSessionByChannel(incoming.id().asLongText());
if (session == null) {
String nodeld =s;
session = simpleGateway.createSession(nodeld, incoming);

[IBIBSTERW, IEMEER
if (session == null) {
log.info("close channel");
ctx.close();
}
}

MRREFE, WHTHRELR:

else {
[/ANREE FREHNEreportSubDeviceProperties
DeviceMessage deviceMessage = new DeviceMessage(s);
deviceMessage.setDeviceld(session.getDeviceld());
simpleGateway.reportSubDeviceMessage(deviceMessage, null);

}

FXE, MXAIXBLBNET T, BEtRIESoERERE. i demoEFFERY,
FRFRILURIERZH T E EEAMERGS A . HAPIBINESEIAIEE
. SKIEMFRERAINYL

e iot-gateway-demoRJfEFa

a. HTEFELANKEMRFF.
b. {Be&StringTcpServerfimaine&#l, BiREESH, ARIEITIZE

simpleGateway = new SimpleGateway(new SubDevicesFilePersistence(),
"ssl://iot-acc.cn-north-4.myhuaweicloud.com:8883",
"5e06bfee334dd4f33759f5b3_demo", "mysecret");
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¢ HAFSLEIZMXEXRE, RIIFRE

B
R ®L BEFF HERE FiEE =
SIBIRSTRNBIOTHTRS (F558) . FREMRSENT RERARSIRES, B HRBITFEETRANNET; NRMREES HEFRSRSEERI0TFS, NERTRERET SR,
Figs x BIFRE
= RINFRE . e
sEE TESTERING
aEER subdev
BRI | 456gefwsi

ItEAS % _E BEFTED:
2023-01-05 19:14:32 INFO SubDevicesFilePersistence:83 - add subdev:

456gefw3fh
d. 1=fTTcpDevicezk, BINEEE, BIANFIRERInodeld,
StringTepServer | TepDevice

"C:\Program Files‘Java\jdkl.8.8_212\bin\java.exe" ...
20208-81-88 16:55:86 INFO TcpDevice:85 - initChannel...
input string to send:

subdev?

input string to send:

RS Ri e B &S TED:
2023-01-05 19:15:13 INFO StringTcpServer:118 -
channelRead0/127.0.0.1:60535 msg :subdev2

2023-01-05 19:15:13 INFO SimpleGateway:68 - create new session
okSession{nodeld='456gefw3fh', channel=[id: 0x42c9dc24, L:/
127.0.0.1:8080 - R:/127.0.0.1:60535],
deviceld='5e06bfee334dd4f337589c1de_subdev2'}

e. AFSLEIIFIRELEZ.

5 BEER B0 e BEiRnE SRR 1S
. 5 subdev2 5e06bfee334dd4f3aT5.. smokeDetector subdev2 2020/01/08 16:54:48 G.

f. FIRELIRER

2828-01-88 16:55:86 INFD TcpDevice:85 - initChannel...
input string to send:

subdev?2

input string to send:

hello

EEHTEER LRI

2020-91-08 16:55:11 INFO SimpleGateway:67 - create new session okSession{nodeld='subdev2', channel-[id: @x74e9c8f@, L:/127.9.0.1:8680 - R:/127.0.0.1:5398
2020-01-08 16:56:17 INFO StringTcpServer:99 - channelRead®/127.0.0.1:53981 msg :hello
2020-91-08 16:56:17 INFO MqttConnec tion:223 - publish message topic = $oc/devices/5e@6bfee334dd4f33759F5b3_demo/sys/messages/up, msg = {"name”:null,"id":

g BEHRIRE

EFE EREINX, &F REFH-HRIRE, THERIRE. $REiLFIRE
REHE, FHRAEERESIRE:
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EEBEE FERERE v =hEE v c

MRS Ugs2em UESE LSS CsaE e

A BEST

2] REMEE

23s] BERS

3.3 loT Device SDK {sFHtgrs (C)

loT Device SDK ( C) {28 @ IENE A= IoTHIEAMFEESHICHRARISDK, 124SEF
FazaEnees, UNREERS. MXIRS. OTASSRRS, FEHNSHMGS
BT EEdemofi3 . HXEMIESIEZS%E 10T Device SDK ( C) {ERE{ER.

3.4 10T Device SDK {3153 (C#)

loT Device SDK ( C# ) E2LSEIENEN=IoTHIBEMESRICHIRARISDK, 12418
MEazaENEEH, UREERS. OTAZSRIRS, HEIEMIZEIEMTE
EHdemofti8 ., HEXEMIESIES#10T Device SDK ( C# ) (F/ESE

3.5 1oT Device SDK {EE#8rm ( Android )

loT Device SDK ( Android ) U EIBENLER =0 THIERE S HIAndroidhR AAY
SDK, 1LUgBINFaZEENEE, UNRERS . OTAZSRRSS, FEEXIEH
IHSRIRMH T EEHIdemoXiB . HHFEEMIESES%10T Device SDK ( Android ) {3
{8/,

3.6 loT Device SDK {#FHiER ( Go 1T Xk )

GOIESRAISDKIRIH TIRF &S EMANESRE N, AR XIEM, NRFEHAEEEE
fEgithub_tiRissue,

3.7 1oT Device SDK Tiny {§EMHfgr (C)

loT Device SDK Tiny28BEEEE HMAES] . XITHE/FiE/H ERRE A ZIRHIRY
Zimg TRRSREREEDEN, BRFEBAPIZO, ERILIIREREZNE]
YPEX S & LA #3E_EIRFNas 1R EINEE . 1BXEMIESEE NinzEEEHTA

=12
(AR
loT Device SDK TinyBlLUZITFLUnuxiRERFNNS S, Bl LAIEALER;, EETEMHME
RS -

3.8 IoT Device SDK {£F15r3 ( OpenHarmony )

loT Device SDK ( OpenHarmony ) 12HiR BN LN =IoTHIERMFEEH
OpenHarmonyhRZABISDK, 12U SEINFESZEE NN, UIKZERS . OTAFS
KRS, HEHISMIFSIEMETESHdemotid, IBXERIESIES%I0T Device
SDK ( OpenHarmony ) {§fEigR.
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/ctlove0523/huaweicloud-iot-device-sdk-go
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_0079.html
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_0079.html
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3.9 loT Device SDK {5385 ( Python)

loT Device SDK ( Python ) 12#ti& BIENE N =0 THIEXMFEHIPYthonhkRAHISDK,
RiteSZNFEaZz@ENEN, LIRSERS . MXRS. OTASSRRSS, HEH
N E ISR T EEAdemoftis, HBXEMIESIESE 0T Device SDK

( Python ) fEF3$5EE
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README_CN.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README_CN.md
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