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2.1 MM Java SDK {EHISES

MBI TE &2 avaiE SHORM FMISDKIM AL E R . ANNEBRAM Java SDKBIZR
BEINEE, R{EM)ava SDKIERELNEBEMIAPIEITE .

SDK FRENIZ <

gz

SIR3

Z&lavaF IS,
Bia)avaER, TEFiRBZRE avaFd&fiE.
(RERL
9 =)ava SDKZiE)ava JIDK 1.8 RELI EARA
ZHMavenixi4t

BT Maven ZEINBKIHEEA Java SDK UiEES L, BEGEE TR AR
Maven , LEZHEEREMAE Java IMBEHI pom.xml STENINBRAMKEIREN A

Z23E)ava SDK
i0Mavenfiiti :

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-core</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>
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</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-iotda</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

.

A R
Maven{RIhR A IS ERIR AR S, MEEREAIRAS, BE3.0.60REE,

LUBRERIR&ESIREO A, IUTRERGIRERRERNBM Java SDKRIEEL

B

BUEIAIE .

Bl 10 TDAClientSLBIFHHIIA1L o
SEEMEIERITR
BREEEREYIEEO,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.core.region.Region;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.iotda.v5.%;

import com.huaweicloud.sdk.iotda.v5.model.*;

public class ListDevicesSolution {

// REGION_ID: WMERZE EiF—, {BEEE " "tn-east-3"; MRIILTEM, BEES" "cn-north-4"ANR2LER I, 1B
ES"cn-south-1"

private static final String REGION_ID = "<YOUR REGION ID>";

// ENDPOINT: BEEHEH " Sia"REN " FaEAL thEE “BAM" fhttpsiE LB,

private static final String ENDPOINT = "<YOUR ENDPOINT>";

public static void main(String[] args) {
" /! %?\%iftﬁﬁgﬂ’ﬂak*ﬂskaﬁ—ﬁﬁMﬁﬁﬂPﬁ BRZENE, BNEREXHHENETEPEGFH, FHET
ER, TRIRES;
] BflLAakFIskiRFEREZERHA, BETANGEIESEERMEFIRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
String ak = System.getenv("HUAWEICLOUD_SDK_AK");
String sk = System.getenv("HUAWEICLOUD_SDK_SK");

String projectld = "<YOUR PROJECTID>";

/] BIEAIE

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk)
/] ¥R/ IVREEERTEEE, EiRiSifEcE" "withDerivedPredicate"
.withDerivedPredicate(BasicCredentials. DEFAULT_DERIVED_PREDICATE)
.withProjectld(projectld);

// €U&1oTDAClientsLHIF401A1L
loTDAClient client = loTDAClient.newBuilder()
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.withCredential(auth)

/] ttERR/ VR : EETTRIZERegionXIR, EhthR: iBEMIoTDARegionfJregion¥dx, N
"withRegion(loTDARegion.CN_NORTH_4)"

.withRegion(new Region(REGION_ID, ENDPOINT))

// .withRegion(loTDARegion.CN_NORTH_4)

/| BEBRERRESSUEPIRIE, ALRZEE

// .withHttpConfig(new HttpConfig().withlgnoreSSLVerification(true))

.build();

/] EEULIERITSR

ListDevicesRequest request = new ListDevicesRequest();

try {

/] AREEgEIIEEO
ListDevicesResponse response = client.listDevices(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}
}
}
----45R
2% ol
ak TR ZIKSIHIRZELRID (Access Key ID) , IBEEA=EE
& “ERYEIE > ipaEE” I L EIERIIEEEM AK/SK, BZ
=SEIBEEEBIEH.
sk WA SHZEIRDZESE ( Secret Access Key )
projectld IRHID, REVGEES R REIREID,

loTDARegion.C

IEERNEE R RRIENESRIXKE, ZSRHIEXNFEEST LA

N_NORTH_4 ERX s, 7ESDKItABloTDARegion.javati2&5E N .
L EER S LEEHRSEXEAIR, XIgEFR, Xi
NRFTD AT XR, BEALSBESEMRIIKRIET =,

REGION_ID WNRE Fig—, {EES"cn-east-3"; MNREJL=MY, BES"cn-
north-4";30R 2%/ M, BIES"cn-south-4"

ENDPOINT BEERF SN SN RENEEEALFEE “NEBN” /9
httpsiZEAMBE

(RERL

MBRBRESHFANERESESEEAITIavalEFRTHEE (Java SDK) .

HEEFERAPITEZEIX TEAPI Explorer , API Explorer SZHRFRIRIEIXFIGE, 1@iAPIRIE
B, ATLURIBEIS ML SRS M AIESHISDKRANLES, FHEEEERIEREHBER
SDK.,
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2 N FAMI SDK

2.2 N3 Python SDK {EFHfSFa

MBS PythoniE SN AMISDKM AR EFER . AXNMEMNFM Python SDK
HZLRMEEE, R{ERPython SDKIERRABMIAPIRYRG.

SDK SREXFNZ %<

SER1

(e =aNl

g2y
SER2
I3
£BR4

ZiPythonFF &I R
iEPythonEM, TEFIZIHIBLREPythonFFEIME .

(1 588

R =R M Python SDK 3235 Python3 K LA EARZAN

L&pip TR
BEpipEM, THFIRIHIBLEpipTE,
Z#Python SDK
HITUN N ap S L= Python SDKIZOELARBXIRS &

# BEROE
pip install huaweicloudsdkcore

# LHEIOTDABRSS B
pip install huaweicloudsdkiotda

.

VURREES&EIIFREO 6, LITRBREIRERERERPython SDKREZELE:
BIEIAIE

BlIz2I0TDAClientSLHIFF#IIEM -

SLHNLIERITR .

EREaREIFREO.

import os

from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcore.region.region import Region

from huaweicloudsdkiotda.v5 import *

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcore.auth.credentials import DerivedCredentials

if _name__=="_main__":

#iﬁ)\{i%IEﬁﬁi\Jak*ﬂskE}%—%éMﬁﬁEjqﬂﬁ?ﬁkﬂ'ﬂ?ﬁémﬂﬁ, BNERENHHENETSPE TN, EHR®
¥, RIRLE;

#ZARBILLakFIsKIRFEREZEHR M, BEITARGIEIESEAIMERISERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

ak = os.environ["HUAWEICLOUD_SDK_AK"]

sk = os.environ["HUAWEICLOUD_SDK_SK"]

project_id = "<YOUR PROJECTID>"

# region_id: $IRZE LiB—, BES"cn-east-3"; MRZEILREM, i5ES"cn-north-4"; tIRZELEE M, B
ES"cn-south-1"

region_id = "<YOUR REGION ID>"
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IREENIRSS
SDK 2% 2 M A3 SDK

# endpoint: BEEFIAN" S REN "FAENBL"hES"NAN"httpsEE\ it
endpoint = "<YOUR ENDPOINT>"

# FgER/ VR BE1TEIZERegion IR
REGION = Region(region_id, endpoint)

# BIERINIE
# BlEEBasicCredentialsSEEIFF#1%414
credentials = BasicCredentials(ak, sk, project_id)

# feEhR /R IREEERATERE, BEMRISEMERECE" "with_derived predicate”

credentials.with_derived_predicate (DerivedCredentials.get_default_derived_predicate())

# EhblR: 5i%REIoTDAClienthfRegion¥dZ: #1: .with_region(loTDARegion.CN_NORTH_4)
# trfEhR/ AR : BEMFEBTRIENRegiontIR
# BEBEEZRSSLEPIRIE, BHARZRS: .with_http_config(HttpConfig(ignore_ss|_verification=True)) \
client = lIoTDAClient.new_builder() \
.with_credentials(credentials) \
.with_region(REGION) \
.build()

try:
# EHNLIERITR
request = ListDevicesRequest()
# AREaREIIFEEO
response = client.list_devices(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

B8H Lkl
ak BRI ZKEHIEIZRBID (Access Key ID) ., BEE NS

8 “KAEIE > HEER” NE LEEMEEZRY AK/SK, B
ERIEEEHEER.

sk MR SHEIRDZESE ( Secret Access Key )
project_id IRHID, KEGEES N FKBIREID,

loTDARegion.C | iIBEIRAEELDAMIBAMNEENIXIE, HeiEAMNFEETTLIR
N_NORTH_4 EpX1s, #ESDK{ti3iotda_region.pyFEZEN .
OIS A L EELRIRSAERIYEIR, XIGER, Xik
MEHDRINNXR, BERSHRESEMRNEZRTR.

region_id MRZ2 LEB—, BIES"cn-east-3"; MIRZILREM, iB5EE"cn-
north-4"; ANRZI2LER M, BIES"cn-south-4"

endpoint IBEEHIEN 2N REN eI HEE AN /Y
httpsHz A\ttt .

BE

INEEBN&EZIFANFERIESIESEEL AT AE Python RFFEZT RS
( Python SDK) .
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https://support.huaweicloud.com/usermanual-ca/ca_01_0003.html
https://support.huaweicloud.com/api-iothub/iot_06_v5_1001.html
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https://github.com/huaweicloud/huaweicloud-sdk-python-v3/blob/master/README_CN.md

IREENIRSS
SDK 2% 2 MAE SDK

W REAAPITESEiX T EAPI Explorer , APl Explorer ST RIEERIXFGE, B
APIRERY, ATLMRIEEHNSHEIERSMARESHISDKRGIES, HEEERER
PERBICRSERSDK,

2.3 N FAMI.NET SDK {#Fi5rg

YIEX S SR CHESHIN FBMISDKIM AL EER . AXNEBRAM NET SDKAJZ%E
FIERE, N{EMA.NET SDKiIEERAMAPIAYRME

SDK FRENFIZE
SB RENETHERE.
THIE.NETER, THFHRRALRE NETHEIE.
(10 88

#5597 NET SDKiERTF:

e .NET Framework 4.5 RELI FARA
e .NET Standard 2.0 RELI FERA,

o C# 4.0 RELAERA,

H$I) (FA NET CLI TEZRESDK

dotnet add package HuaweiCloud.SDK.Core
dotnet add package HuaweiCloud.SDK.IoTDA

e

S EEN
LURREaR&SIFREO NG, IATRBRGIEERRERNET SOKNEZLE:
LB CIEIAILE.
FI¥2 BllFEBasicCredentialsSLHIFHIIAK o
T3 LHIMBRIR,
T4 PREEEREIIFREO.

using System;

using System.Collections.Generic;

using HuaweiCloud.SDK.Core;

using HuaweiCloud.SDK.Core.Auth;

using HuaweiCloud.SDK.IoTDA;

using HuaweiCloud.SDK.IoTDA.V5;

using HuaweiCloud.SDK.IoTDA.V5.Model;

namespace ListDevicesSolution
{
class Program

{
static void Main(string[] args)

{
var listDevicesRequest = ListDevices();
var res = JsonUtils.Serialize(listDevicesRequest.Result);
Console.WriteLine(res);

}

private static async Task<ListDevicesResponse> ListDevices()

{
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IREIRNIRSS
SDK &%

2 N FAMI SDK

[ INEFERakiIskEEERIR P ERANZENG, BNEREXHHENETEPEGFH, FH
FIfE=, RRRS;

/] BBIAakFIskiRFERMBEZEF A0, BETAROEIEEEAMKETEERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

var ak = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK",
EnvironmentVariableTarget.Machine);

var sk = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK",
EnvironmentVariableTarget.Machine);

const string projectld = "<YOUR PROJECTID>";

// region_id: WSR2 Fi§—, iBEES"cn-east-3"; NRIFILTEI, BEES"cn-north-4"; WNRELER
M, BES"cn-south-1"

const string regionld = "<YOUR REGION ID>";

// endpoint: EEEHEHN" 2" REN " FEENMI PES" NAMN"AhttpsiE At

const string endpoint = "<YOUR ENDPOINT>";

[ BIEIAIE

var auth = new BasicCredentials(ak, sk, projectld);

/] AR/ R EERTE SR, EitiRisiczEE
auth.WithDerivedPredicate(BasicCredentials.DefaultDerivedPredicate);

var config = HttpConfig.GetDefaultConfig();
config.IgnoreSslVerification = false;
// EUE2I0TDAClientSEBIFFAIEA ML
var client = loTDAAsyncClient.NewBuilder()
WithCredential(auth)
\WithHttpConfig(config)
[ tREERR /R E R 1TEEregion
\WithRegion(new Region(regionld, endpoint))
/] ERtRR(EFZAA loTDARegionHfiregionytsR
// WithRegion(loTDARegion.CN_NORTH_4)
// net framework AR SziFfEgetim kL Hcontent-type
/| BEE R B RRESSLIEPEE, BARREE
// WithHttpConfig(new
HttpConfig().WithlgnoreBodyForGetRequest(true).WithlgnoreSsl|Verification(true))
Build();

/] EBUGERIIR

var req = new ListDevicesRequest
{

%

try

/] AREagEIEREO

var resp =await client.ListDevicesAsync(req);
Console.WriteLine(resp.GetHttpStatusCode());
return resp;

catch (RequestTimeoutException requestTimeoutException)

Console.WriteLine(requestTimeoutException.ErrorMessage);

}

catch (ServiceResponseException clientRequestException)

Console.WriteLine(clientRequestException.HttpStatusCode);
Console.WriteLine(clientRequestException.ErrorCode);
Console.WriteLine(clientRequestException.ErrorMsg);

}

catch (ConnectionException connectionException)

Console.WriteLine(connectionException.ErrorMessage);

}

return new ListDevicesResponse();
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IREENIRSS

SDK &% 2 N FEM SDK
2% jizk):
ak BRI R =2 H1a234BID (Access Key ID ) , iBTERE RIS

& “KAYEILE > pEER” NE LEIEMEEZRY AK/SK, B
=SEIBEERBIEH.

sk BN RS ELIEESA (Secret Access Key ) o

loTDARegion.C | iEEHEAEEIHARVIEAN SR, SEEXMFESEILAL
N_NORTH_4 EIX1s, 7ESDKAZIoTDARegion.csHEREN o

A LRSI e L EE SRS EREER, XIGER, Xig
MR T RANNXR, BEALRESEMXMBIHET .

e

EE 2
B R RESHANERESBESEENE Net REFRTRE (.NET SDK) .

HEFIERAPITEZEI THAPI Explorer , APl Explorer SZHFRIBIEIAFIGE, Wil
APIREIRY, RJLAMRIESHISHSLITE S AESRISDRRAINES, FHSEEERR
FERPICHD(ERSDK,

2.4 W FAM Go SDK {&FEi8Ra

YIEX R SR GoIE S AN FBMISDKIt AL EFERE . AXNAMNAM Go SDKHIZRE
FNECE, R{FEMAGo SDKIEAMNABMIAPIEYRE
SDK ZRENFNZ%E
T REGOHAIE,
HIEGoEMN, THFIRIGIBLEGOTFAINE,
(D8
57 Go SDK 4F Go 1.14 KA ERRA .,
T2 TRLNRGOE

go get github.com/huaweicloud/huaweicloud-sdk-go-v3

SRR3R

go get github.com/json-iterator/go

.

(e RN
LURREER&ESIFREO G, UTBERIEERERERGo SDKIIEZLSE:
ST AN,
F1F2  BIFEIoTDAClientLHIFH A -
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IREIRNIRSS
SDK &%

2 N FEMI SDK

$R|3 LOBRIR.
SR PREERENIEREN,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
/] FERR/ AV RRIS(ER  "github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region”
// ERbRRiB{#ER"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/region"
//"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/region"
iotda "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/iotda/v5/model"

)

func main() {
g // g{\iﬁﬁﬁéﬁ'ﬂak%l]skEi%—%EM’CEE’JEF‘E?E*E’\JE%@MB@, BNAEREX M ENEZEREFM, ERE
RE, RIRES;
/] BRBILAakFIskiRFEREZEFAM, BITARGEEEEAREFIREREETS

HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

ak = 0s.Getenv("HUAWEICLOUD_SDK_AK")

sk := 0s.Getenv("HUAWEICLOUD_SDK_SK")

projectld := "<YOUR PROJECTID>"

// regionIDF0endpoint BB FirERRE IR B 1TEiEregion, ERERETHIR

// region_id: WMRE LiE—, 1BES " "cn-east-3"; WMRIILZTEM, BHES"cn-north-4"; WMRZLr M, 15
ES"cn-south-1"

regionld := "<YOUR REGION ID>"

// endpoint: BEEHEN" S REN"FEREANIL " &SRB AhttpsEEA it

endpoint := "<YOUR ENDPOINT>"

/] BUERIAIE
auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
WithProjectld(projectld).
/] VR EREEERGTERE, EfthRiEtERiZELE "WithDerivedPredicate”
WithDerivedPredicate (auth.GetDefaultDerivedPredicate()).
Build()

// CUER1oTDAClientSEEIFF¥IEAL
client := iotda.NewloTDAClient(
iotda.loTDAClientBuilder().
/] FER R/ R E R TelEregion, ERLiREEREI0TDARegionsiJregioniigR
WithRegion(region.NewRegion(regionld, endpoint)).
// WithRegion(region.CN_NORTH_4).
WithCredential(auth).
/| EEERERESSLIEBRIE, BNARZE
// WithHttpConfig(config.DefaultHttpConfig().WithignoreSSLVerification(true)).
Build())
/] EFUGERITR
request := &model.ListDevicesRequest{}
/[ EREEREYIEEO
response, err := client.ListDevices(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}
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IREENIRSS

SDK &% 2 N FEMI SDK
2% jizk):
ak BRI R =2 H1a234BID (Access Key ID ) , iBTERE RIS

& “KAYEILE > pEER” NE LEIEMEEZRY AK/SK, B
=SEIBEERBIEH.

sk BN RS ELIEESA (Secret Access Key ) o

loTDARegion.C | IBEAEEIHOAIYENFEENXE, Hai¥EMEEaaTLiuAs
N_NORTH_4 BRIXIE, ESDKBregion.goF 2R EN .
EaIAERH & L EEHRRSAERESZIR, Xig&FfR, Xig
NRIFTD RN XR, BEALSHBESEHXIIRIET =,

.

EE

IﬁEi))ﬁﬁ%&@%iiéﬂﬂE’\J{Eﬁﬁi‘aﬂ%i%%%&?ﬂiﬁﬁ% Go MHFFRTEE (Go
SDK ) .

HEEEBAPITEZFI TEAPI Explorer , APl Explorer ST RIFREIXFNCE, FIX
APIFYEIRT, BJLUMRIBERISEHCIE ST AAESHISDKRAEIED, HEREER
RERBICRI(ERSDK,

2.5 N M Node.js SDK {E/E15RE

MEX N FE 512 4tNode jsIESRIN FIMISDKIF & EFERE . AXNEAMNAM Node.js
SDKIYZ2EFBCE , N{FANode.js SDKIE MR FBMIAPIFIRA
SDK SRENFAZ3E
$£B1 ZEENode jsFHEIFE,
iiENode.jsEM, THEHiRIHALENode j[sHAKE.
(AR
#£97= Node.js SDK 3735 Node 10.16.1 RzLA EARAS
T2 LRI

npm install @huaweicloud/huaweicloud-sdk-core
npm install @huaweicloud/huaweicloud-sdk-iotda

-

KEBA
LER&EaREIIFRZEONMG, LATNMCERGIaERRERBNode js SDKNEELSE:
SB1 BIEIAIE,
12 B2 I0TDAClientSLEIFAIHAL .
$E3 LHULIBRTR,
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https://github.com/huaweicloud/huaweicloud-sdk-go-v3/tree/master/services/iotda/v5/region/region.go
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REENRS
SDK &%

2 NFAMI SDK

R4 FREEREIIEREN,

const core = require('@huaweicloud/huaweicloud-sdk-core');

const iotda = require("@huaweicloud/huaweicloud-sdk-iotda");

/é {Mﬁgﬁﬁakﬂlské}z%EUFGEHEPE&?CE’J&@HL, BNEREXHHENETETENGFH, [FRENEE,

RE

/] ARBIAakFIskiRFERMBEZEFR A0, ETARGRIESEAMKETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

const ak = process.env.HUAWEICLOUD_SDK_AK;

const sk = process.env.HUAWEICLOUD_SDK_SK;

// endpoint: EEEHIGRY" SIS " REA " FEEABI " FEE “R ﬁﬁ{m |7 B9httpsiE AL,

// const endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";

const endpoint = "<YOUR ENDPOINT>";

const project_id = "<YOUR PROJECT_ID>";

// region_id: {1R2 LiE—, BIEE"cn-east-3"; MRRILTM, 1BES" "cn-north-4";ANEZ2LERE M, 1BIH
"cn-south-1"

const region_id = "<YOUR REGION_ID>";

// ERE B BRSSIFRIEFIGIE ( Al )

process.env.NODE_TLS_REJECT_UNAUTHORIZED = "0"

// BUERINIE

const credentials = new core.BasicCredentials()
.withAk(ak)
.withSk(sk)

/] ¥rEhR /R BERITA S, EithRiSMIFRECE "withDerivedPredicate”
.withDerivedPredicate(core.BasicCredentials.getDefaultDerivedPredicate)
.withProjectld(project_id)
// BlIZRI0TDAClientEEIFHHIEAK
const client = iotda.loTDAClient.newBuilder()
.withCredential(credentials)
.withEndpoint(endpoint)
.withRegion(new core.Region(region_id, endpoint))
.build();
/] SEFULERITSR
const request = new iotda.ListDevicesRequest();
// EREaRETIEEO
const result = client.listDevices(request);
result.then(result => {
console.log("JSON.stringify(result)::" + JSON.stringify(result));
}).catch(ex => {
console.log("exception:" + JSON.stringify(ex));

b

2H 15488

ak BV A=K SIHAZEAID (Access Key ID) o iBFEEATIEH
& “BREIE > pa%E " RE LCIEIIEEEN AK/SK, B2
{.:.,u EEEIHTEHE

sk B R ERSHERSIEEEE ( Secret Access Key ) o

endpoint IR RAEERENE N RS AEXENRIET R
B LAEEH A LEEHRRSFIEXIEATR, XIFRFR, Xig
&R T RN (R, BERSBESEHRINEZIET R

project_id EEIR AN A=IRSEAEIE ID , RIBEEEENIRBRE
XiagEiEXI NAYIRE 1D

region_id MRZELEE—, BIES"n-east-3"; MNRZIREMN, 1BEE"cn-
north-4" AR Z24ER M, BES"cn-south-4"

R
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IREENIRSS
SDK 2% 2 MAE SDK

BE

INEIRBREZIFHNERIESIESEENEITAE Node.js FALZTES
( Node.js SDK) ,

HEEMERAPIEZIRIL TEAPI Explorer , API Explorer SZFFHRIRIFINANIME, il
APIREIRY, RJLAMRIESHISHLITESIAESRISDRRAINE, FHSEEERR
ERPICER(ERSDK,

2.6 MM PHP SDK {EFiERg

YIEX S PHPIESHIN FMISDKItFF A& ER . AN BN PHP SDKAYZ
LIRS, REAPHP SDKIARREMAPIEIRE

SDK FREVHIZ %<
] LERPHPHRIFER,
IBIEPHPER, THAIZIRIAZREPHPHAINES,
AR
159 PHP SDK3Z3#PHP 5.6, PHP6. PHP7. PHP8iRAS, fEIZ{TRIRIHIT php --version &2
Zia0 Php BIRAER, WNRLETPHPEMIESAINRA, iZ1T7PHP SDKATRERIRE
P2 TEcomposer
curl -sS https://getcomposer.org/installer | php

FIE3 ZFI&PHP SDK

composer require huaweicloud/huaweicloud-sdk-php

#$184 5|\ Composer RIEENNNE {4

require 'path/to/vendor/autoload.php’;

.

(e EER
LiEREaiREIIFREO G, IUTREREIRERERERPHP SOKINEELSE:
SE1 SIEIALE.
12 BlJFEI0TDAClientSEFIFHITAL o
$|W3 LB RIIR
TBR4 BEREEREIIFEEO,

<?php

namespace HuaweiCloud\SDK\loTDA\V5\Model;

require_once "vendor/autoload.php";

use HuaweiCloud\SDK\Core\Auth\BasicCredentials;

use HuaweiCloud\SDK\Core\Http\HttpConfig;

use HuaweiCloud\SDK\Core\Auth\Credentials;

use HuaweiCloud\SDK\Core\Exceptions\ConnectionException;

use HuaweiCloud\SDK\Core\Exceptions\RequestTimeoutException;
use HuaweiCloud\SDK\Core\Exceptions\ServiceResponseException;
use HuaweiCloud\SDK\Core\Region\Region;

use HuaweiCloud\SDK\IoTDA\V5\loTDAClient;

[ INEFBRYakFIskEEERIIEHERANZ NG, RINEREXHHENETEPEGFH, FRINEE,
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REENRS
SDK &% 2 NFAMI SDK

iREE;
] ARBILAakFIskFFERBEZEF M, BITARGRESEEAREREFRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
$ak = getenv('HUAWEICLOUD_SDK_AK'");
$sk = getenv('HUAWEICLOUD_SDK_SK');
// endpoint: EEEHIGHY" SIS " REAY FEEAIBIL " FEE “RBM” AYhttpsE MBI,
// $endpoint = "https://iotda.cn-north-4.myhuaweicloud.com";
$endpoint = "<YOUR ENDPOINT>";
$projectld = "<YOUR PROJECT_ID>";
// REGION_ID: W2 LiE—, BEEE" "cn-east-3"; WRIILTEI, 1EES"cn-north-4" 3R 2LER M, BIE
B"cn-south-1"
Sregionld = "<YOUR REGION ID>";
// BUIEIAIE
$credential = new BasicCredentials($ak,$sk,$projectld);
/] ¥RAERR/ IV IREEMER TS, EiiRiEHcECE " "withDerivedPredicate"
$credential->withDerivedPredicate(Credentials::getDefaultDerivedPredicate());
[/ EMENAERE, BT IRSIHIERIIE
$config = HttpConfig:getDefaultConfig();
$config->setlgnoreSs|Verification(true);
// BlIEEloTDAClient=LHIFH Mg ( EBIABE TS configR] AN )
$client = loTDAClient::newBuilder(new loTDAClient)
->withHttpConfig($config)
->withEndpoint($endpoint)
->withCredentials($credential)
->withRegion(new Region($regionld, $endpoint))
->build();
/] SEFULERITSR
$request = new ListDevicesRequest();
try {
/] AREEgEIIEEO
$response = $client->ListDevices($request);
} catch (ConnectionException $e) {
$msg = $e->getMessage();
echo "\n". $msg ."\n";
} catch (RequestTimeoutException $e) {
$msg = $e->getMessage();
echo "\n". $msg ."\n";
} catch (ServiceResponseException $e) {
echo "\n";
echo $e->getHttpStatusCode(). "\n";
echo $e->getErrorCode() . "\n";
echo $e->getErrorMsg() . "\n";

}
echo "\n";
echo $response;
2% pizkil:
ak BRI A=K SIHAZSAID (Access Key ID) o iBFEEATIEH
=} “?*ZE’J TiE > 151025507 NE LRI IEEZLY AK/SK, BZ
|:|:u Eglfjlﬁjggﬂ o
sk BN TR SHELIEESA ( Secret Access Key ) o
endpoint BRI AEBERNNENERSIEXIGIRIGE T .
ELAEEH e EEESRRSIIEXEEIR, XIFEFR, Xig
LD RN AR, BERSBKINERE TR
projectld FBEFRNEIRSBAERE 1D , RIBEEIZENIRBFRE
XigEEXS AYIRE ID

-
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IREIRNIRSS
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2 N FAMI SDK

BE

InH iJ)EEE&E%iiéHﬂ HERESESEENRTARE PHP RGEFRTRE (PHP
SDK ) .

HEFIERAPIE LI THAPI Explorer , APl Explorer SZFFIRIBIEIAFIMNE, Wil
APIREIRY, BILAMRIEISHISHSLITE S RESRISDKRAINED, FHSEEERR
ERBICER(ERSDK,

2.7 R FRMI C++ SDK fEF31ERS

YIBX I S IRHC+HES AN BMISDKIFF A& FER . AXNMBRAM C++SDKAYZEE
RS, LUR{ERAC++ SDKIEBR FEMIAPIEIRA .

£ Linux &% %% SDK

g

FREVMCRIED o

1. FBlIXWE=FREEERTLRZANEEETEHEERM, fInETF
Debian/Ubuntul& %z .

sudo apt-get install libcurl4-openssl-dev libboost-all-dev libssl-dev libcpprest-dev

2. spdlogFBEENEBHITRE,
git clone https://github.com/gabime/spdlog.git
cd spdlog
mkdir build
cd build
cmake -DCMAKE_POSITION_INDEPENDENT_CODE=ON .. // FBLASEREAZSE make sudo make install

IR,

git clone https://github.com/huaweicloud/huaweicloud-sdk-cpp-v3.git
cd huaweicloud-sdk-cpp-v3

mkdir build

cd build

cmake .. make

sudo make install

SSRk EIREES, C++ SDKZEBRERA “ /usr/local” ,
----45R

1£ Windows &% &% SDK

1=
v

21

ZaEvepkgFHFERAVCpkg R ERFEILE
vepkg install curl cpprestsdk boost openssl spdlog

$82 (FEAHECLionHTHRIE

1. {#EFCLion{TFFhuaweicloud-sdk-cpp-v3B .

2. &R “File > Settings” .

3. i%&#% “Build > Execution > Deployment > CMake” ,
4. TECMake optionsHAINLATECS -

-DCMAKE_TOOLCHAIN_FILE={your vcpkg install dir}/scripts/buildsystems/vcpkg.cmake
5. fi#ECMakelists.txtife$¥ “Load CMake Project” ,

BeEclionfImIFTEIEAMSVC: £ E2.3R9CMakefit B TUmEIEE Toolchain/g
Visual Studio, AREEIEIEMingwHEEt4RIFES (Windows & MKEimsvcdmiEss,
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2 N FAMI SDK

SIR3

(RN

SER1
$ER2
I3
$R4

EEMIngWEEMMRFERREISIRE) . B, APEATLUSERREL SR
X4 2DebugtEzifEReleasetE, 15E#EBuild TypedHiT FHOEERIAT

BeE BrSUHRIZRATIES: windowsEFE X RHmIFARICPULENT ( x64, x86)AY
sdkiEE X, BRILURIBEREERThCE, B “Build > Execution,
Deployment > Toolchains” , fEArchitectureifsIfia] LA IR ST FAICPUSE

*’@

~

HEIE “Build” FAHRIE, mIFERESEClionizHIaHTITED,

ZAE C++ SDK, fmiF5eREIEE “Build > Install” ; %ESZE, C++ SDKZZEBRS
“C:\Program File (x86)\huawe|cloud -sdk-cpp-v3”

R

®

LUBRERREsIREOAM, IUTFERERERERERCH SDKIEZLR:
BUEIAILE .

Bl IoTDAClientSLEIFHAIIAM -

SEFMEIBRIIR

EREmREIIRED

#include <cstdio>

#include <iostream>

#include <huaweicloud/core/exception/Exceptions.h>
#include <huaweicloud/core/Client.h>

#include <huaweicloud/iotda/v5/loTDAClient.h>

using namespace HuaweiCloud::Sdk;
using namespace HuaweiCloud::Sdk::Core;
using namespace HuaweiCloud::Sdk::Core::Utils;
using namespace HuaweiCloud::Sdk::Core::Exception;
using namespace HuaweiCloud::Sdk::lotda::V5;
using namespace HuaweiCloud::Sdk::lotda::V5::Model;
using namespace std;
int main(void)
{
// region_id: WMRZ Li§—, BIES"cn-east-3"; WRZILFTEMN, {BEES " "cn-north-4"INRILER M, 15
H5"cn-south-1"
std::string regionld = "<YOUR REGION ID>";
std::string projectld = "<YOUR PROJECTID>";
// ENDPOINT: {E7EEHIGR" 25 " REN FEEA L hEE “FAM” AhttpsEEAIEL .
std::string endpoint = "<YOUR ENDPOINT>";
std::string ak;
std::string sk;
#if defined(WIN32) || defined(__WIN32_) || defined(_WIN32) || defined(_MSC_VER)
ak = getenv("HUAWEICLOUD_SDK_AK");
sk = getenv("HUAWEICLOUD_SDK_SK");
#elif defined(linux) || defined(__linux) || defined(__linux_)
char* envVar;
#define INIT_ENV_VAR(ID, NAME) \
do { \
if (envVar = secure_getenv(#NAME)) { \
ID = std:string(envVar); \

} \
} while (0)
INIT_ENV_VAR(ak, HUAWEICLOUD_SDK_AK);
INIT_ENV_VAR(sk, HUAWEICLOUD_SDK_SK);
#undef INIT_ENV_VAR
#endif

auto basicCredentials = std::make_unique<BasicCredentials>();
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/] AR RIS ERATEE L, ERtiRBIERIZH
basicCredentials->setDerivedPredicate(Constants::DEFAULT_DERIVED_PREDICATE);
basicCredentials->withAk(ak)
.withSk(sk)
.withProjectld(projectld);
auto client = HuaweiCloud::Sdk::lotda::V5::loTDAClient::newBuilder()
.withCredentials(std::unique_ptr<Credentials>(basicCredentials.release()))
.withRegion(Region(regionld, endpoint))
build();
// Initialize request parameters
HuaweiCloud::Sdk::lotda::V5::Model::ListDevicesRequest request =
HuaweiCloud::Sdk::lotda::V5::Model:ListDevicesRequest();
try {
std::string stringValue;
std:cout << ListDevice << std:endl;
/] BREEEEYIZEEO
std::shared_ptr<HuaweiCloud::Sdk::lotda::V5::Model::ListDevicesResponse> listRes =
client->listDevices(request);
std::cout << listRes->getHttpBody() << std::endl;
} catch (HostUnreachableException& e) { // handle exception
std::cout << e.what() << std::endl;
} catch (SslHandShakeException& e) {
std::cout << e.what() << std::endl;
} catch (RetryOutageException& e) {
std::cout << e.what() << std::endl;
} catch (CallTimeoutException& e) {
std::cout << e.what() << std::endl;
} catch (ServiceResponseException& e) {
std::cout << "StatusCode: " << e.getStatusCode() << std:endl;
std::cout << "ErrorCode: " << e.getErrorCode() << std:endl;
std::cout << "ErrorMsg: " << e.getErrorMsg() << std::endl;
std::cout << "Requestld: " << e.getRequestld() << std:endl;

}
return 0O;
}
TES MEEERELnuxEFRIE T, B85 LR A Eliotda_test.cpp. ABRHATINIT
e

$ g++ -0 iotda_test iotda_test.cpp --std=c++14 -liotda_v5 -lcore -lcrypto -lboost_system -lcpprest
$ ./iotda_test
# FhaBrnLIMEiTERS

WNERIREEWindows &% MMEAcmakeSEZIB T2, MEBEECMakelLists.txt B3|\
sdk core@ RSB EAIBXMKE . FTLASE THEHAYICMakeLists.txt 314

cmake_minimum_required (VERSION 3.16)
project(demo)

find_package(CURL REQUIRED)
set(CMAKE_CXX_STANDARD 14)

set(LINK_DIR "C:/Program Files (x86)/huaweicloud_cpp_sdk_v3/bin;")

set(BIN_DIR "C:/Program Files (x86)/huaweicloud_cpp_sdk_v3/lib;")

set(SERVICE_DIR "C:/Program Files (x86)/huaweicloud_cpp_sdk_v3/include;")
set(CMAKE_CXX_FLAGS "${CMAKE_CXX_FLAGS} -DBOOST_UUID_FORCE_AUTO_LINK")

link_directories(${BIN_DIR})
include_directories(${SERVICE_DIR})
add_compile_options("$<$<C_COMPILER_ID:MSVC>:/utf-8>")
add_compile_options("$<$<CXX_COMPILER_ID:MSVC>:/utf-8>")

add_executable(demo main.cpp)
target_link_libraries(demo PUBLIC core iotda_v5)

.
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BE

IﬁEiJ)EﬁE’;EZE%iiéﬁﬂE’\J{Eﬁﬁ}‘aﬁ%i%%“%ﬁﬂgﬁﬁﬁ% C++ BRHARTES (C++
SDK ) .

HEEEEBAPITEZIEI TEAPI Explorer , APl Explorer ST RIZEIXFNGE, FiX
APIFYEIRY, BJLUMRIBERISHSCITE ST AAESAISDKRAEICES, HEEEER
R BICRI(ERSDK,
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REBENRS
SDK &% 3 18 M SDK

=225 SDK

3.1 1&&MlloT Device SDKAA

3.2 18%M 10T Device Java SDK{EFRIER

3.3 1%l 10T Device C{EFE{ERg

3.4 8%l 10T Device C# SDK{EFEIER

3.5 18l loT Device Android SDK{EFEIERE

3.6 i%% M 10T Device Go SDK{#FFI1gERI

3.7 8% 1oT Device C for SDK Tiny{EEF3gra

3.8 i& %M 1oT Device C for OpenHarmony SDK{EFIERa
3.9 &% 10T Device Python SDK{$FESEa

3.10 i 10T Device Arkts(OpenHarmony) SDK{FFIiERS

3.1 188 l1oT Device SDK /42

NTEINEFRREZZIEMNES, AR TIREMIoT Device SDK, ZHF
TCP/IPHMMARANR B ERIREMI0T Device SDKfE, AILIEESYIEENFESEBE. &
SZIFTCP/IPHMY AR &, BIUNIEFIRE . ZIgBEEIE%%EEE*UFHﬂ?ﬂ%}ﬁ%ﬂ}%’ﬂ%
REVFENMES, AN AEEEELEMNIREMIoT Device SDK,
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FEE iR
sEUas/BEEE
2E
OTAFHER (ERAE
EEEA 2HloT
Device
SDK)
EENTOPICHE
VRN

1. IREEANR, FEIEMm (BRI G eI E E AR BMAPEO I

) o

2. Fmtl@xEEfE, FEHRE (AUBEdEHaEMEMRENEERNBNAPIE
FiERRE ) -

3. izEiEMseiEfE, BRRERRELIIEE/BE LR, Blae</EIE/HEE . OTA
FHR. BEXTOPIC, 2N (f8XDemo ) FIEE.

R TRMSDK, BilZERXKEIaNTRER:

SDKFh3E SDKERIZS SDKSZFHIYIEX R
BEHMY

loT Device HEEEE. FEEHBERIVERATIRESE, # | MQTT

SDK Rk, RERRE,

loT Device EEXIIEE. &g, TERREETZIRFEIRY | LWM2M over

SDK Tiny Limgss, FNER. &H, CoAP, MQTT
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IREIRNIRSS
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RNIREBRIEHEK:

SDK&ZR

RAM
B2 ==

FLASHE

CPURER

BRIFRGRE

HFRIES

loT Device
SDK

>4MB | > 2MB

> 200MHZ

ChR ( Linux) .
JavahR ( Linux/
Windows ) . C#hR
( Windows )
Androidhk
(Android ) . Go
#XAR ( Linux/
Windows/Z&
unix ) «
OpenHarmonyhfx
( OpenHarmony )

C.
Java.
C#.
Android
. Go

loT Device
SDK Tiny

> 32KB | > 128KB

> 100MHZ

IEHL 1 LiteOS/
LINUX/MACQOS/
freertos, BILUEID
(ESDKKIEHE
IR,

*ERCEE

EFENFFHESDK

EMERRES

RN FHESDK

* EEERIENode.js C#

EENRFESDKERSTHS
Device SDKRFi+H a0 ERNEaEE S HIEMC

Device SDK Tiny BFiHE6EHIEANEE

Device SDK Tiny

* ZIFMQTTHRY, REHZEMCoAPHRN, STIRFEMHLE

* T WwMZMIR SRS 9 SHS R EREEE

* REDTLS/TLS TR

® ZSFOTA. SOTA

® iZfitbootstrapliJeE, FE#Sclient. server. factory =FHEs

IS

ZERER ZFEAN

Device SDK

* ZFMQTT(S) . HTTPSHEN

s SEREE
EETR

¢ ELEE ER

* FEEEEY GEERTEERE)

* FEELE HE

* @S

*Sfilava. CIEE. C*
* EEg TS Android/Nodejs/Python/10S

* B3#5Java Python Php

()

FHSDKIERIER, 155%:

o %Ml loT Device C{EAIEE
o 188l loT Device Java SDK{EFBHSRa
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IREENIRSS

SDK &% 3 ig&fl SDK
o g% loT Device C# SDK{EFBIERI
o 1E%&M loT Device Android SDK{&EFSR
o 5% loT Device Go SDK{EFISEs
e %% 10T Device C for SDK Tiny{#EE5E
o iRl loT Device C for OpenHarmony SDKf{EFESRa
e %% 10T Device Python SDK{#FH#5Rg
SDKEZEINREERE, BSE:
% 3-1 SDK =ZEIhaeiErs
FTEThgE C Java | C# Andr | GO pyth |C ArkT
oid on Tiny |S
et v v v v v v Vv Vv
HEER. ™ |V v v v v v v v
Y53
BHER. T |V v v Vv v v v x
Y2
weTR. W |V v v v v v v v
Wi
W% v v v v v v Vv
IRE v v v v v v v
OTAFHK Vv v v v v v v, x
bootstrap v v v v v v v X
RSIEIEE v v v Vv v v v x
MExE5FRE |V v v v v v v x
B
U = x v x x x v x
IFESSH v, x v x x x x x
SEQN v x v x x x x x
WAL EBE |V x v x x x x x
(R2%%)
M2MI&E Vv X x x x x x
N v v v x v x x
tHX FAQ
R E&MISDKAE IR
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https://support.huaweicloud.com/iothub_faq/iot_faq_01002.html
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NG S AR T
3.2 188 1oT Device Java SDK (ISR

3.2.1 HRiE5| A
mvn 5|8

<dependencies>
<dependency>
<groupld>com.huaweicloud</groupld>
<artifactld>iot-device-sdk-java</artifactld>
<version>1.2.2</version>
</dependency>
</dependencies>

TRTDIRE N SmiE
1. FEWRBEXR: 28%%IDK (frRA1.8L4 L ) Flmaven,
2. PIOSDKTERE, TESDK, BEANTRESSIUTFIRE:

% iot-bridge-demo
iot-bridge-sample-tcp-protocol
iot-bridge-sdk
iot-device-code-generatar
iot-device-demo

iot-device-sdk-java

QR ee

iot-gateway-demao

- iot-device-sdk-java: sdkf{f3.

- iot-device-demo: EBEERENIdemoftiD,
- iot-gateway-demo: MIXigZHIdemolti,
- iot-bridge-sdk: M#FAYsdk{XATD .

- iot-bridge-demo: MiFAYdemoftiE, FARERINMEtcpIREBFIEEIFE,

- iot-bridge-sample-tcp-protocol: FigE{FFEtcptiM S IEZEMETHIRER .
- iot-device-code-generator: REFEMNIDLERES, ILMRIEFMiZEL B4R

B,
3. RiRRE: HAZISDKIEESR, HfTmvn install,

3.2.2 {53 EA

HIS

huaweicloud-iot-device-sdk-javaigiR BIENE N = o THIEA M F S8 avahR 48HY

SDK, IRLRBMFEEZE@HEEN, URIRERSS . MXIRSS . OTAFSHRIRS, 7+
BEtEMinRRM T FEEM0demoftid, loTIREFAEFEASDKAILAAKELFHA

EXRE, RERENFS
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RSB 5 Ae

Z 3-2 javaSDK hRASE#ri AR
MRAs | TEERE | HBE
=
122 | {ifkIhee | 1B BENESE, (FERSLFAISLIHEESRIERE

121 | Fri8INAE | OTARRSHISM AT, imERN

120 | #higIhEE | FIEZthX. EZEEEL. OBSHKEINEE

INEeEtSs® | 1. BootstrapClientf@ia 5 ENFEBRCAIER S XMW, &
BRERERNERE;

2. E#Samplesdfica.jks hEEFEZXIGLHIZEMIES
RIFRENEECAIEBRBER SE;

3. BEDHERIR;

4. pahoFtg;

5. (S BEEIE KA EEABEIN R

11.2 | INEeiEse | IBURIENREERE. B BregionfAIERIHEE

1.0.1 | FINEE EnpRtiTiREO .. BURES LIREOSE

1.00 |Ingetgsae | 1. (EBXGEAV3IREOZE

2. MXRIFHFFREINE

3. EEIALTtopiciYqos. (B EIEM TN ETER . 12
I EEIERTE)

0.8.0 |IhgetEiE | FIEHRAMEANIEE (iot-mgtts.cn-
north-4.myhuaweicloud.com ) FIRIEH

MRigHFEAEESZ (iot-acc.cn-
north-4.myhuaweicloud.com ) &N, 1&5{EF v0.6.05% LA T hix
ZNRISDK

0.6.0 |IffetEss | FEROTAIRSBERAT; =Emd

0.5.0 | F#MEINEE | REXIBRENTYEAMNFESRES, HERPEIHEN. RS
B, wS TAFUSTR

3.2.3 BREEAN

ellfEad

7377‘5@171553, RHT—MERRY T mIRE, RS CIRREE. BE. 2E.
RE . EXIFMRIRERS . LUERAA, FIGHEE LR, Bit LikEI8E.

B PHARFBRANRS, BE ‘EEEHE EANRSENESEGS, EBEENX, £5
SEHIREHEN.

H
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S22 BEAMNSHE: ‘FR7 , BEREANN “eE~m” .

3-1 ~m-elEr m

<

$]3 RENHRTESSH, ARRE “HE™ TR mAIeIE,

EXER

PIERRT | FaBEmBHtIZRRABERARTREZE T . WFEHEEEM

] RF=ET, MOEERERIRIRETIE . NEFNAIRFE=E, 5
S EIRZE.

FE AR BEX. IFFE. #F. T (1) « EFF () BF/HES

XEER BEE “MQTT”

Rl gEF “JISON”

IREEEE | IR BEMEER

%

IREFER EE “smokeDetector”
=REE

F=&nlD TEE

FE MR BIRIELFERES .
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3-2 BB m-MQTT

el )
* FRESE=E O -
MEHEFEESE, SUmEEaasEaE
* FRER
TR (3) MQTT -
* fEtET (3 JSON -

* BEER (9

SEEE ~ Z=2|ProductlD | 258
| =aID | E |
EhiEs
0128 «
e N
[ Elig )
g

FEF-mtEi
$B1 BFE T HRR T REE smokeDetector, JREN = RAERIN (4,
L2 KRBT R, BEFRENTRIFER.
I3 ®R ‘BEAERT E, BF “ HEEENET , HEVRERITRIEEINH
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3-3 Fm- EEF miRE

C —t— e f— -

EHEE  EEFR AR TopcmE

fon 2

R

EhRE
SE ERANSHE RE > IERE” , BF EHRE" .
$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

IREVIIAN
1. GREGEAMENE. EIESHIEN R > BAER hEE.
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3-4 EANEE-REM MQTT ZEAthiE

¢ e v O A X
SN, SRS RS RN | SRREEA
s RERANES YT
e © EF24:5, CoAPICOAPS MIBABIERPING
B
i BANE | EAWW GEO.. A By
iEe
[:2:3):74 HTTPS (443) st ioida-app.cn-north-4.
A Btk
Past
) i AR AMQPS (5671) iolda-app.cn-north-4.
P 21
R 883) B t1.iotda-app.cn-north-4.
APHEERIES MQTTS (8883 Pp.
ieimRE o
CoAPS (5684 1.jotda-coaps cn-north-. .
R (5683)
4 MQTTS (8883)
NI -
SATEESS R SEHBEH MQTT over WebSocke
HTTPS (443) 1.iotda-device.cn-nortn.
HHEES @ & > 53

2. WANREWEES. QIRKREN, FESAETMMRERERIREID. B,
AR FERERBNR EIHE(ER., ERIERN N ssl/ S 158 905 5% ssl//IPHELL:
was

/| SREVERIEE: INEkiotFAMIcalE S, ¥TIRSIHIRI, [EFsdkEARICa jksBIR] .

URL resource = MessageSample.class.getClassLoader().getResource("ca.jks");
File file = new File(resource.getPath());

//BItN7Eiot-device-demo3Z{ MessageSample.javaEXIA TS
loTDevice device = new loTDevice("ssl:// & 5E-8883",
"5e06bfee334dd4f33759f5b3 demo", " mysecret", file);

(MER
a8 B2 & DANERBAY G I T 2 E M T M AYE 2
3. EInER. ARInitgEN, ZEROIBERAA, NRELEERIISIRE,
if (device.init() !=0) {

return;

}
W SRIERZ R TN SFTED -
2023-07-17 17:22:59 INFO MgttConnection:105 - Mqtt client connected. address :ssl://#£15/5.8883
4. CSUEBRBFEEMINE, TJUAFHAERRSEIHITES. EAIoT Device Y
getClientiZ KRBV BEEFin, EFIREE TEE. B, dedFETEO.

A

SDKBAIAIREETELEEINRE, HiEAdevice.init()fg, HMRFMEFRIRE. MNEARD]
A, FatiliirERSs, SEERKY, SERERMBEEE. EEEFTH
ZAH, B BT EEN .

HE IR
HE HREEREETE HRER.

1. Mdevicerp3kENZE A, JERIoTDevicefgetClientiE BN EIIXRENEIZ Fif .

2. FARERFixHIreportDeviceMessagei% [k FIRIZHIEE . TEMessageSampleiX
Mol FHERRMY LA
while (true) {

device.getClient().reportDeviceMessage (new DeviceMessage("hello"), new ActionListener() {
@Override

public void onSuccess(Object context) {
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log.info("reportDeviceMessage ok");

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportDeviceMessage fail: " + var2);
}
bk

[/ LIRBEX opicER, TRFEHLEFAEERE X topic
String topic = "$oc/devices/" + device.getDeviceld() + "/user/wpy";
device.getClient().publishRawMessage(new RawMessage(topic, "hello raw message "),
new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("publishRawMessage ok: ");
}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("publishRawMessage fail: " + var2);
}
K

Thread.sleep(5000);
}
3. {EXMessageSampleZfimainR%, BieECIRESHEIET

MessageSamplezt, EEFHETENEELATABUERRFBEE LRI
2024-04-16 16:43:11 INFO MessageSample:98 - reportDeviceMessage ok

4. EREBENESEG, &BF “RE > ERE -EEREEAEK.

3-5 IREBIIRRBEL

1 ©) o & @

FERE =acscon2 ewsss @ mtas

SRR %5 0 waam o wmE © w0 6 HEREDE © HEFE O sazm o 3

5 EEVNIRE, BE FET , EREBFEREENREERRE.

3-6 HEIRER-BaliH S IRER
10TDASG! | Z=ETE | @&
= smmenens ®

BEER mRETHE i PR BEHT THERER BERE FiRE =

BRI O S TERT HEE. s

BEASEESHE RS PHeEmEsw TaR  SWESRE

. . TRES

O ErETAREE, FAER DAASmENGENE, AUSSEEes

6. BEHFHERE, WAFERAREIREER.

ikl
HEIREESE—ERER, RRBEIHE, BHEEREH.
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& device_sdk_java iHBIRER

3-7 HEIRIR-&

WESE & WisiEs © EFME & BERS & B

FaLHEROEE LR 10TDA hax 191722 GIT+08.00 oy

1oTDA ha 19:7:22 GMT+08:00 omy =5
10TDA has recet 19:47:21 GMT+08:00 o
10TDA has recet 19:47:21 GMT+08:00 LL:0)

10TDA hax 19:17:18 GMT+08.00 [)22)

10TDA hax 19:47:17 GMT+08.00 o =]

EEETE FlHERORE L 10TDA has recai 194717 GIT+08:00 oy
EEETE FalHEROEE LR 1oTDA has recei 19:47:16 GMT+08:00 omy =5

1oTDA has recet 19:47:12 GMT+08:00 oy

BEETFE FaLBAENHRE LR 10TDA has recsi 19:47:12 GMT+08:00 LL:0)

Rt LR

1. $JFFPropertySamplezt, XMEIlFHEERAI EiRalarm. temperature,
humidity. smokeConcentrationiXP{NEis

//ER EiREMH
while (true) {

Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[ARRRIE RIS BRIt

json.put("alarm", 1);

json.put("temperature", rand.nextFloat()*100.0f);
json.put("humidity", rand.nextFloat()*100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");//servicel| dEF ISR —F

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {
@Override
public void onSuccess(Object context) {

log.info("pubMessage success" );

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
D

Thread.sleep(10000);
}
}
2. {B&PropertySamplefImainREEEIZiz TPropertySampleZk, EEHEITENE
BUTRENERREM LRI

2024-04-17 15:38:38 INFO PropertySample:144 - pubMessage success

3. AFaRSFFEREULUEI&EHR LRNEILE.
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& 3-8 ¥tEE-F% iR
BHES

BARE FirfdsetPropertylistener ARz E/E 4 EIEREO . fEPropertySample
XANMpIFF, LT BEESEO.

- SREME: ST alarmBHRNSRE, EttEER TSR,
- IEEME: BRI ERRERORIUHTHE.

device.getClient().setPropertyListener(new PropertyListener() {

[EEEY

@Override

public void onPropertiesSet(String requestld, List<ServiceProperty> services) {
// i@Hservice
for (ServiceProperty serviceProperty : services) {

log.info("OnPropertiesSet, serviceld is {}", serviceProperty.getServiceld());

/] BHEE
for (String name : serviceProperty.getProperties().keySet()) {
log.info("property name is {}", name);
log.info("set property value is {}", serviceProperty.getProperties().get(name));

}

}

[ {ER A MBI BB

device.getClient().respondPropsSet(requestld, lotResult.SUCCESS);
}

Ik

*RMREIEEN ., SEGET, BFRALBEBRNESIZRES T, WEOAEELH,

*(BNMREFEEZIFMNSEIMNEEN, WEESLHItEO,

*/

@Override

public void onPropertiesGet(String requestld, String serviceld) {
log.info("OnPropertiesGet, the serviceld is {}", serviceld);
Map<String, Object> json = new HashMap<>();
Random rand = new SecureRandom();
json.put("alarm", 1);
json.put("temperature", rand.nextFloat() * 100.0f);
json.put("humidity", rand.nextFloat() * 100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");

device.getClient().respondPropsGet(requestld, Arrays.asList(serviceProperty));
});}
ARy
1. BEEEOEEEArespondPropsGetflrespondPropsSetiE 3k _HRIBIELER
2. MBEEAZIFFAENENEEIE, onPropertiesGetiZORLAZSSCH]
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2. i&{7PropertySamplezk, AEHEFE LIRETFREBEESFlalarmBIEEN,

3-9 IRBEF-BE alarm Bl

10TOAR Y | EREE | S

< - - - - = 0 0 e

[ s e w28 © =

3. alarmEHEE%E0,

3-10 iRE R F-BMECE alarm
10TDAS | BEEE | BEEE

| eain,  Senae e Seesne @

REER HWETHR =& BEHT THRRE RESE FEE s

EEEAESASSEEIARET. B
SOEEEN, GRPT R RERr K HnEeE: AR RIEEE

= :
0 REEEAEL TSRS, AEhETES.

BES v B HEE @
BS =3 HEE

smokeDetactor alarm
smokeDetector alarm

smokeConcentra
temperature (ms )
(Cm )

humidity

4. BARSNAEE, FRBWEIBMRE, alarmBEXH0.

3-11 ERRMIRE

INFO MgttConnection:66 - messageArrived topic = $oc/devices; _demo/sys/properties/set/reque
INFO PropertySample:53 - OnPropertiesSet, serviceld = smokeDetector

INFO PropertySample:57 - property name = alarm

INFO PropertySample:58 - set property value = d

IRERCRITRARRKTFE TGS, EREEOE, FENGOHTLE, 7
LR .

1. fECommandSamplefflFsLI T ap SRR, WERIGSBOHITITED, AEE
FArespondCommand_E3gNmAY ,
device.getClient().setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName,
Map<String, Object> paras) {
log.info("onCommand, serviceld = {}", serviceld);
log.info("onCommand , name = {}", commandName);
log.info("onCommand, paras = {}", paras.toString());

[
[ RE A SR

device.getClient().respondCommand(requestld, new CommandRsp(0));

hk
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2. E}RLUCommandSamplex, REEFELTAEDS, mdHTserviceldiE
smokeDetector. ap<$BiHringAlarm. S#Ersduration 9Z£020,

3. EERAT, BARSWEIGSH LR TN,

= 3-12 EEELU

INFO MgttConnection:66 - messageArrived topic = $oc/devices/test_testDevice/sys/commands/request_id=4, msg = {"paras”:{"duration":2@},"service_id":"smo
INFO CommandSample:62 - on serviceld = smokeDetector

ringAlarm

INFO CommandSample:64 - onCommand, paras = {duration=20)

INFO MgttConnection:213 - publish message topic = $oc/devices/test_testDevice/sys/commands/response/request_id=4, msg = {"paras”:null,"result_code":0,"

3.2.4 (FRCIE &R
B

SDK?mﬁiTiﬁ KBEMSE, TETFHSDKER. AR REEIRMH=MERE, 7

BEERIE R ERBIESR . R4S LEIMR SR JSZ1¢, SRIEIHERIEEE AT
EAHE%, 4 RS N E‘_“Jserwcex, RBER—MEEESE, EmainRFPEIEREH
/355515[555& =k{§Jo

BAESER
1. ERAIERARE,

a. T#huaweicloud-iot- deV|ce sdkjavaliz, =48 fa i ANhuaweicloud-iot-
device-sdk-javaBRZH4T “mvn install”

3-13 JUTHwiFR<

huaweicloud iot device sdk project for java
iot-device-sdk-java ....

iot-device-demo ..

iot-bridge-sdk ...

iot-bridge-demo

iot-gateway-demo

iot-device-code-generator
iot- h|1dqe -sample-tcp-protocol

b. #ITERSEiot-device-code-generatorfitarget TR AT TjarE
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3-14 A T jar €

D:\git\huaweicloud-iot-device-sdk-java\iot-device-code-generator\target

Name Date modified
apidocs 6/16/2023 11:24 AM
classes 6/16/2023 11:24 AM
generated-sources B/16/2023 11:24 AM
Javadoc-bundle-options 6/16/2023 1124 AM
maven-archiver 6/16/2023 11:24 AM

ﬁj iot-device-code-generator-1.2.0jar 6/16/2023 11:24 AM

ﬁj iot-device-code-generator-1.2.0-javadoc..  6/16/2023 1124 AM
ﬁ iot-device-code-generator-1.2.0-sources...  6/16/2023 1124 AM
ﬁj iot-device-code-generator-1.2.0-with-de...  6/16/2023 11:24 AM

. BrmER R EFERIAN, ELIMEEIE “smokeDetector.zip” BEZEID
ﬁo

d. 5ESDKIRBESH, #4T “java -jar \iot-device-code-generator\target\iot-
device-code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip” .

3-15 PITRISERE S

Ps D:\git\huaweicloud-iot-device-sdk-java> java -\iot-device-code-generator\target\i
ot-device-code-generator-1.2.8-with-deps.jar D:\smokeDetector.zip
2023-06-16 11:30:47 INFO DeviceCodeGenerator:147 - the file generation path is :D:\git\h

uaweicloud-iot-device-sdk-java\generated-demo\src\main\java\com\huaweicloud\sdk\iot\devic
e\demo\ smokeDetectorservice. java

2023-086-16 11:30:47 INFO DeviceCodeGenerator:73 - demo code generated to: D:\git\huaweic
loud-1iot-device-sdk-java\generated-demo

e. BEZFEhuaweicloud-iot-device-sdk-javaBF 24k generated-demo BN
BB INER -

3-16 ABLERLALTD

DA git\huaweicloud-iot-device-sdk-java\generated-demo

Mame

SrC
target
|| mvnw
mvnw.cmd
0 & pomxml

2. RERSITYERAES.

a. A4 “huaweicloud-iot-device-sdk-java\generated-demo” , #1717 “mvn
install” o
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PS D:\éit\huaweic1oud—iot—devic dk—java>_cd .\generated-demo\
PS D:\git\huaweicloud-iot-device-sdk-java\generated-demo> mvn install

)] Total time: 4.386 s
)] Finished at: 2023-86-16111:31:47+08:00

Directory: D:\git\huaweicloud-iot-device-sdk-java\generated-demo\target

Mode LastwriteTime Length Name

6/16/2023 : apidocs

6/16/2023

6/16/2023 = ated-sources

6/16/2023 £ javadoc-bundle-options

6/16/2023 c maven-archiver

6/16/2023 : 29924 jot-device-demo-ganerated-1.2.8-javado
c.jar

6/16/2023 c 6728 iot-device-demo-ganerated-1.2.0-source
s.jar

6/16/2023 :31 AM 11530020 iot-device-demo-ganerated-1.2.@-with-d
eps.jar

6/16/2023 131 AM 8031 iot-device-demo-ganerated-1.2.0.jar

b. #fTjava -jar .\target\iot-device-demo-ganerated-1.2.0-with-deps.jar ssl://
151558883 device_id secret, =S D RIINZFIBANMLE . 12&idF0
2R, 1E1TERRYdemo,

D:\git\huaweicloud-iot-device-sdk-java\generated-demo>java -jar .\target\iot-device-demo-
ganerated-1.2.0-with-deps.jar ssl.// & 15/5-8883 5e06bfee334dd4f33759f5b3_demo secret
2024-04-17 15:50:53 INFO AbstractService:73 - create device, the deviceld is
5e06bfee334dd433759f5b3 demo

2024-04-17 15:50:54 INFO MqttConnection:204 - try to connect to ssl://#& 1558883
2024-04-17 15:50:55 INFO MqttConnection:228 - connect success, the uri is ssl:// L& (558883

3. (ECUERMCES . ERRVTCIBE RS T IRSRIEXINEM, BRRFZHTD
SRYZLBNA
- RO, FERNNEFRIEINZEE .
Sty cqmmandc Rk -;

@heviceCommand

return new CommandRsp(@);

¥

- getter/5i%, EARIIBRIREIFENVE, FELIMERFFIZIEE
- setter5iE, EMAMUIBRZTMN T BEMMENRE, EFEERNESLRYZEL
2, tbanmERes TR .

3.2.5 IHEESY

SDKEMIZE . FEREHBERIIMRAR ZiRiRE, FREBIITIEASDKED, ErJLH
IRE SNSRI ETTER . SDKHRISZFFRYTIRER
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% 3-3 IRESTHFIIR
Ihie fERIG AR

RE | EABPIRERMQITIMUENRIEARFES . £AEBNEFRERIAL
satk FFMAIES T

I\Ekgﬁi ;g%ﬁﬁ%mﬁim%x%%ﬁ%@%Eﬁ%&ﬁl&ﬁﬁi&%ﬁﬁ, SHIT N EE
& #Fo

HELE | HERLRATREBEENHELREGTS, FaRiRE LLRIVERER
. T | BNARSHSENTEMARS CHTFENLE, BRTRBATES
Y3 @IREFARBER, REMNWEIRERHITLEE,

BHEE | Bt LIRATFREET R FENAIEIVEBIEEE LIRGFS .. Bit
. 8 | RERTIFEREREREN. REREIBEREEKE, FE/NITE
B. 8 | REETFe. BEEORTFaEmRENENE, REWEIBEERER

i) B, EE¥RENEMHIRREISFES

we BFFEERF TRREEHGS . FETAGSE, BRRENITES
Y2 SHPITERIREILATFS .

KA | BFREREEREUSEFEIE.

=17

REWY | BFS¥EE8E8 TEHOTARAE

(OTA

) FHR

EIEEEBIE REBEIFEESAEEREBEK,

g/

MRS | MXRE: BEFEIFHMY, BERERIIFORNRE. FIRE: #HY
FIREE | RSEUTCP/IPIYRANIRE, ATAEZEERVENEQRE, cHERE
ERKHTEHIEE R . SRNSIFBE Mttt EEEIFEERNRE(E

PRI o

XHE | BT XIFRERFETEE, REEESFXHLIEEFS, ET
& T | BREiT RSO IEEl, REMRENS . SRERMAHTTPSHI

ES7 B3 E1EFIOBSERSSIHITEMNETS, EoILIFEOBSIRSBEERE LIRSS
5o

A | B, BTN, 5|2 RERIMRERA, SCHREEL

Ty o). EREEH . BRMIEXMFESTIFMITEREININ . ZinARNF0mNAR
mIJO

RER | OHEBANLE. ERBAE. EZATHRIFERER. EORZR, &

' SERA RN IR EHIIRILECE -

HEY | @EYERREIEIENE, EFSDKIRHIMIERREEN, RERIBRE
B | SRBYIRISENIRERSS, SDKHMEEEmMNFITFEEMN, ShEERNE
2 LHAE<SHIER.

HELCERRAREPinEOMESHTEN, YRR REREL TIREN
KBNERE, ILRFABRFEXEWS, MARXEFNITFERERND

2o
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3.3 125 Ml 1oT Device C (EFAIEFa

3.3.1 {sEFEAA

BIS
122 10T Device C for Linux SDKIEHZEIENLE A =0 TYIEANF S HICHRANHY
SDK, iZigEiNFaziE@Emees, URRSERS. MXkES. OTAZSRRSS, F
BErS&Min=ig T ESHdemotiE . HXEMIESIESEREM loT Device C
SDK({HFE8R -
{sEFR15AA
o SDKBIEfTTELINUIRERS L.
e SDK{k#fiopenssiEFlpahofE, MNRHFAEEECHmFNE, SEBTHF
openssl/paho/zlib/f{E L S REEFEE
o WFERAMCUHRBRRIZNRIEIDIRE, B{FHHC Tiny SDKI#{TH A
WRZASEEFi5 AR
% 3-4 CIESRAEFHAA
RAS | TEEE | IneEEARIRAA
1.2.0 Ineetgee | #FrSSDKMLB A Demo, ALILEBER .
115 IneetSe | FriS(ERRG)
1.1.4 InRetges | EHOTAFHRIEHIED
1.1.3 INgEi%sE | EEFfconf\rootcert.pemifH, EINHELE
1.1.2 #Ihee IBINMANIS|EE. M2M. gnfmiEE. FERN. BEFTED
AY88%. MQTT_DEBUG. EXE&EX:. IZiEiE. InadE
BE (2% Ihee
1.1.1 hIhee FTIESSHIZIZIE 4IRS
1.1.0 hIhee IEANMQTTS.0Th8E, ELrs, BERF R
1.0.1 INEEtSE | IEIImqtts ARG/ RNBASE. TLSIRAAVL.2, IBINER
FiEEG S =
0.9.0 hIhee 1IN X EF AR EIRSIEO
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RAS | TEER | ThEEHIANAEA
0.8.0 ThEEIE R | ERIRFTAUEANEE (iot-mqtts.cn-
north-4.myhuaweicloud.com ) FIRIE$
MRigHEREDS (iot-acc.cn-
north-4.myhuaweicloud.com ) &N, &R v0.5.0hRAAY
SDK
0.5.0 INEEIEE | sdkTRE TIRE AN R L RYENEAEERICAIES,
IFHEE AT FES .
3.3.2 KB THSHmFE
HBER
SDKFIEITELINUIRIERZF L, FLBhiFgcee (BN4.8RLALIRA ) o SDKIKE
ot;F)ensle‘ ZflpaholE, WMIRFAAEBEHCHRFENE, FEBTTYRIFopenssl/pahoEX
%,
LZARIKER
3 3-5 SDK {k#hA 1
EE& iR BiwmiER 0
openssl | OpenSSL @— MNFBRHZBZETERE, BT 2 | fMmiFopensslE
BUNEE. =, IEBRERBUNREZEEEINEE, 2
NEFMEBE. SRFRPFINRALESSW,
paho.m | paho.mgtt.c & Eclipse Paho INHIRMHAI— BE | fwiFpaholE
qtt.c & MQTT EFix CIESE, €AFEI MQTT
( Message Queuing Telemetry Transport ) #MYiE
5. MQTT 2—MET A /TRIEEAYIEXN
?(ﬂ loT ) BEMY, LMEFE. RIENSHERE
N o
zlib zlib B—NZERNFRERIEESEE, FEZERTF | miFzlibEE
TAREUEEGEFIAEE . ©LW 7 DEFLATE [£4%8&
% (87 LZ77 #1 Huffman 9818 ) , #iFS%s
M ERREES S .
boundsc | X RAFAFGEFRHABFICN, BHREN | MEFEAILTSRE
heck Beett, BHLEETKiEEERE. EE
ssh BFENBREFPINLZENEEESR . XMHER | fmiFlibsshiE
WMﬁLmobLLMﬁLEﬁFME%%,EE
Hifr. EFFEALE.
nopoll | —MEERAIFFR WebSocket ZE, BEF CiBESL | fwiFlibnopollZE
ﬁ,1§m$rmAT%%I IRSZPRIME A SCIL
=307 WebSocket i&(5 .
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#34-%E7%BC%96%E8%AF%91zlib%E5%BA%93
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#35-%E7%BC%96%E8%AF%91%E5%8D%8E%E4%B8%BA%E5%AE%89%E5%85%A8%E5%87%BD%E6%95%B0%E5%BA%93
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#35-%E7%BC%96%E8%AF%91%E5%8D%8E%E4%B8%BA%E5%AE%89%E5%85%A8%E5%87%BD%E6%95%B0%E5%BA%93
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#36-%E7%BC%96%E8%AF%91libssh%E5%BA%93
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#37-%E7%BC%96%E8%AF%91libnopoll%E5%BA%93
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ES )% BAmELN
curl BFisiamR. EA REST API (40 GET/ HRiEcurlE
POST/PUT/DELETE ) , X Ef&. THE,

3.3.3 PuEEA

Bl m

AT FHEEYS, #HT MR mER, R CIRREE. BE. BE. RE
IRE . EIFIWRIRERS . LURRERA, FIES LR, Bt LikEI8E.

£ PHARFENRS, BE ‘EEEHE” EANRSENESES, EEENX, 85
SEHIREHEN.

$E2 BFEAMNSHEE “Tm” , BEREENN “‘elE~R" .

3-17 = @m-tIEF= M

-

$I3 RENERTESSH, ARRE “HE™ TR miIelE.,

BAER

PRERIFEE | FaBsSHtIZr mARERARREZE T . WFEFREERM

8] RRTET, MOGEBNRIRTE . WENNAIRIRTE, 5
SRl RIRZE .

FEmER BEM. FFE. #HF. T (1)  &FF (-) NFFES

I ESis EE “MQTT”

Rl E#E “JISON”

IREFRBIE | IR BENER

#

IREFHRE 1#HS “smokeDetector”
BREE

F=mmlD ~EE

= EnfiiR IBIRIELRERES .
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html
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3-18 CIEEF=mm-MQTT

X
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x FEEE=E O -
NSEFEESE, SEaESEREE
x ERER
GVES NG MQTT -

F
# e L2}

SEEE ~ Z=2|ProductlD | 258
' =ED @
reiE
0128 «
e N
| EnE P,
g

FEF-mtEE
S| BE T HIRRmiEE smokeDetector, FREV=MIEEI 4,
T2 HWEICIER R, BErrmEAFTRIFEER.
T3 R ‘BEAMERT TE, BF “ HEEENGT , HEVRERIFRIEERIN
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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3-19 F - EEF miRE

isiRR

:::::

mEEE o

R

EhRE
SE ERANSHE RE > IERE” , BF EHRE" .
$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

IREIEW
S REUEAME, TITERHIAR 28 > BABR” hEE.
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3-20 ENER-REM MQTT AL

< weE v O EFR AR X
= A WAtRERA | BERESA
s REBAES o=
R @ ETF==EE, CoAPICOAPS HIENMBIEEPING
= T s
Fmy v - AR AR G&0... E:IN i EEWE
e
R ¥ R HTTPS (443) st1.iotda-app.cn-north-4.
REAEEA v A
wE=IA Juizi:= N AMQPS (5671) .lotda-app.cn-north-4..
FERATES &) RS 24
—a (3283) 1 1.iotda-app.cn-north-4.
APIEEIEE e MATTS (655
IERE © e
CoAPS (5684) 1.iotda-coaps.cn-north-.
PERETT &} N (5683)
it o
. MQTTS (8863)
4 2 0 = (188%) =
FrEEEs g MQTT over WebSocke
HTTPS (443) 1.iotda-device.cn-north

AHEER © & > =t

T2 FTFXf4Edemos/device_demo/basic_test.c, &2 BIRENEIAYIZAMELL . 18 FIDLARIZ
ERPBEAN NS .
/] BIEE— BB HAYIIA . TEbasic_test.cEXUEESEL:

// You can get the access address from loT Console "Overview" -> "Access Information"
char *g_address = "i#3";

char *g_port = "8883";

char *g_deviceld = "ig%Zid";

char *g_secret = "IZE=4H";

static void mqttDeviceSecretlnit(char *address, char *port, char *deviceld, char *password) {

IOTA_Init("."); // The certificate address is set to: ./conf/rootcert.pem
IOTA_SetPrintLogCallback(MyPrintLog); // Set log printing method

// MQTT protocol when the connection parameter is 1883; MQTTS protocol when the connection
parameter is 8883
IOTA_ConnectConfigSet(address, port, deviceld, password);
int ret = IOTA_Connect();
if (ret!=0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "basic_test: IOTA_Connect() error, Auth failed, result %d\n", ret);
return -1;
}
}

A B
FARSIEB I LANIERS R conf/rootcert.pem & .

$FE3 RIENIET. EREFRETUTHS, BEHITED “login success” FRIRFLEINAL
I,

export LD_LIBRARY_PATH=./lib/ #f0&kRES14
make clean

make device_demo

./basic_test

3-21 JEERTH

025-07-21 15:53:54.077 DEBUG MgttBase: MqgttBase Cr
i serverAddrUrl 1y ; , user

3:54.374 INFO MgttBase: MqttBase_ OnConnectSuccess() messageld ©

4,374 DEBUG the return value of SysHalImplit is ©
74 INFO basic_test: HandleConnectSuccess(), login success
2 () b D . L D - - -1 b | g
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/conf/rootcert.pem
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$RA EERFETER. EEHERSFFEFERAEERECHK

3-22 IRBIIRIREELE

Pl masenc e mas 1 easss o= ©

aE=

wHEn ©

.

ikl

SDKECAIRMHITELEIEINRE, SEAIRERNE, SHTMNEREE. WERT
. FaEaliirERSs, SEERKY, SEREEHMBEEE. EREFAHE
ZAVH, B BrEEENE.

HE LR
HE HREISREETA HRES. APIEONT:

% 3-6 CIBESHE bikiEO
INgE 0O

BENX | HW_API_FUNC HW_INT IOTA_RawTopicMessageReport(HW_CHAR
TopiciH | *topic, HW_CHAR *payload, int qos, void *context);
B iR

BN HW_API_FUNC HW_VOID

TopiciH | IOTA_SetUndefinedMessageCallback(PFN_MESSAGE_CALLBACK_HAN
B R | DLER callbackHandler);

1. ./demos/device_demo/message_test.cE— N _HREEFIF, ATLUET
|IOTA_MessageDataReport RS EE _ HRETE
void basicMassage()
{
// 1TIRE Betopic
SubscribeAll();
/] EEESE FIR—NdA12300EE, iBEENE A "hello!"
ST_IOTA_MESS_REP_INFO mass = {NULL, "name", "id", "hello!", "test"};
int messageld = IOTA_MessageDataReport(mass, NULL);
if (messageld '=0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "basicMassage() failed, messageld %d\n", messageld);

TimeSleep(3000);
}

2. ERBENEHG, &F RE > RS -BEEREEAEX.
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.6
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IREBYIR-REBEL

0 EFH

1%
wEpE pEmE pEw HEBR  MERASTEE =
aEen
Sy %5 o wwam o s © w0 6 HEREDE ©
= o

3. EFEXINIRE,

BE
3-24 HEIRER-EahEEIRER

(I e )

BEREE FRETHE

HEFE O sazm o 3

15", ARFFERAERRERSIRER.

« . TRES

== BEMT THERE BEEE TERE HRE
EERETIRAEEES HES, B
PESSASSHE FREE, ENRRESY, FaR  SuEBEE
e
P R ———
cmEEETE 0 ) st [ 30 s

14 Y .
(==

EEHRIRE, WAFEEAREIRERR.

kil
HEIREGESE—ERERT, WRRBEIIHIE,

IEH TR

3-25 jHEIRIE-BE device_sdk_java HEIREE

UEER ©

FapIERORE LR the message reparted by the device data-hello raw message . app._id=

FaEAENRE R

Fen

FekEaEnKE LR

EEETE
BEETE FaLBAENHRE R
BEEFE FekEAENKE LR 10TDA has received the message reported by the device.data:{'name"null"ig"null "content™hello

=

B LiREEEREBAREMEE LREFE. BHER

8, APHZOAIT,

EREIE &

HEHS &
191722 GIT+08.00 o
19:47:22 GMT+08:00 oy
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19:47:21 GMT+08.00 L322
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194717 GIT+08.00 o
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% 3-7 CiESEM LREO
IN&E 0O

RERE HW_INT IOTA_PropertiesReport(ST_IOTA_SERVICE_DATA_INFO
% HR pServiceData[], HW_INT serviceNum, HW_INT compressFlag, void
®=O *context)

1. B4 demos/device_demo/properties_test.cE— @M LIRAIFIF, TTLL
BIZIOTA_PropertiesReportF# g EHE HRETFES .
void Test_propertiesReport() {
int serviceNum = 1;// E#RAYservice N
ST_IOTA_SERVICE_DATA_INFO services[serviceNum];

) the data of service
char *service = "{\"temperature\": 28}";
services[0].event_time = NULL;
services[0].service_id = "smokeDetector";
services[0].properties = service;

int messageld = IOTA_PropertiesReport(services, serviceNum, 0, NULL);
if(messageld '= 0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "device_demo: Test_batchPropertiesReport() failed, messageld
%d\n", messageld);

}
2. EAMNSHEFEE 8§ > FARE” , BEMMRERE “FE° , £ ‘&
277 WeILAEE_ EIRIVEME.
3-26 R, F-temperature

BEER mREFAE  miETE O REPT  EEBERE  RekE  TiRE % B4

BB Y -3 G LigE BEE @
mokeDetector larm RS
mokeConcentrat A
temperature i 28
humidity =R
ikl
FERAEERIRELRE, WAREGELLEFmEE: LEFniEE.

REMSHITSEARBEKFEETANGS, ZREREOE, BEXirdHiTAE, HE
RIARL , ./demos/device_demo/command_test.cE—MIMBEEGES TR F. T
EIBAYHandleCommandRequest REE AR S AITSE, BD:
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/demos/device_demo/properties_test.c
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o EMEIFRE, REZWEHS TR (profileEXAIEFS ) - HW_API_FUNC
HW_VOID IOTA_SetCmdCallback(PFN_CMD_CALLBACK_HANDLER
callbackHandler) @iz iR B S EIERE
IOTA_SetCmdCallback(HandleCommandRequest);

o ISnim M LIRUANAARTRSH, EXRIRHMSHEIER.
int beepState = 0; // &R, ISR
/] RIS &

static void Test_CommandResponse(char *requestid)

{
[FEEPBTIHGS TRIINSE, ARG */
char pcCommandRespense[100] = {0}; // in service accumulator
(void)sprintf_s(pcCommandRespense, sizeof(pcCommandRespense), "{\"Beep_State\": %d}",
beepState);

int result_code = 0;
char *response_name = "Smoke_Control_Beep";

int messageld = IOTA_CommandResponse(requestld, result_code, response_name,
pcCommandRespense, NULL);
if (messageld !=0) {
PrintfLog(EN_LOG_LEVEL_ERROR, "Test. CommandResponse() failed, messageld %d\n",

messageld);
}
void HandleCommandRequest(EN_IOTA_COMMAND *command)
i if (command == NULL) {
return;

}
PrintfLog(EN_LOG_LEVEL_INFO, "command_test: HandleCommandRequest(), messageld %d,
service_id %s, command_name %s, request_id %s\n",
command->mqtt_msg_info->messageld, command->service_id, command->command_name,
command->request_id);
PrintfLog(EN_LOG_LEVEL_INFO, "command_test: HandleCommandRequest(), request_id %s\n",
command->request_id);

[F BEFBITERGS T RGIRSE */

Test_CommandResponse(command->request_id); //response command

}

3.3.4 INEEFF

SDKEMIZE . FEREHBERIIMRAR LIRS, FREBIITIEASDKED, ErJLH
IRE SNSRI ETTER . SDKSRISZFFRYTIRER

% 3-8 CIESIIREIFAIE

- 12 IR
IREREA FAEFIRERMQTTHMENEIEATTES . HAHIERHAMESER
INEFRFAES R

W s SIRERTNERMIESEMERR, SEERIT, REBER—K
BN TEER, HEEIEEMII.

HE LR BTFREBEENEELIRETE, FarE LRIEREREN
FABRSS BEE N Bt R IRSS LR TIFIEFILME

R ER RS- mER P EXIEIUSBIMEEIE LiREFE .
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.2
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.6
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.3
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.4
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&

AfiEES REEFEALEMBRLSIEK,

MEE5Fig | MXgE: BIFEEFOMNY, BREERITFERE. FIRE:

& EFTXIARSCENTCP/IPHMY RIS, BT LEAEZERYBNESERS,
EEEBIMIHTHIER A . HfCHFEEmqttMYXEIERIFS
IR EERAMKIZE -

X LEE/T | FeEEzTEE, BEEEESEH LEETS, EFRAF#HTHE

=22 Eoth. MIEEL. REHIEENS.

FEL REHZeENEED, THFEENRENZEE. 81F: 1. AFEt
TR 2. BEIKOENS. CPUFERRIEN 4. HEZEHEN 5. B
HEBE AT

TR B RAAE, BTSN, sIASgENERE, LIS
BXEh. EeeiEhl. ERIEAMNESSISAFEEIEIN . =inRRIF0iR
AR o

MQTT5.0 | MQTT5.0ARAMY, FHETMQTT5.085ME: XILLEWE. Clean
Start 55 Session Expiry Interval. BYEEIHISHERE., 5
. AFREk.

EESE —FITLSINZE X,

wiEhcE einiEic EI08E, APRATFERATINRFZTHERT, mEE
MRENERFSH . BITEHSHEEE.

PP o MBI IEH SIESSHER RS, EEHERANREIFNS
<, TR RIEEEMN, N BRI EEIE RIS

ShUEN | H¥IEHTTP. MQTT. LWM2MEE=SthIENRT, EEEFEEIMND
SRR G . TR SR TR MY GRS, BB = MNEERk
MQTTH#MY

L/SYS LHERBRESN ., BEFAETAERAE, REETREELIY
;FZJ;_:_LH%O loTDARILUH TR £ BHAS RN T AR R R Z EESH0E
SRR,

RERM DREFIANIE. BHAE. FERFHLEEFRBS. L6, s1855%
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#67-%E8%AE%BE%E5%A4%87%E5%BD%B1%E5%AD%90
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.9
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.9
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.9
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.8
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.16
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.16
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.10
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.10
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.18
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.21
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.14
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.12
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.17
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.22
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.11
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.19
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c/blob/master/README_CN.md#6.26
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3.4 18 10T Device C# SDK {§EF315REg
3.4.1 {(#FEI%AA

HIS

{sE AR

EREH

RSB Hrisi e

1225 10T Device C# SDKIRHISEIRNE AR IoTHIEAMFERICHIRAAISDK, 12H
REINFEEZEENEH, URESERS. OTAZERIRS, FEIIEMizSIRM
TEEHdemoftis, HEXEMIESIESEIREM loT Device C# SDK{FFHIER .

e B%%E DotNet SDK 8.0,
- BES NET S
- mRUETE .NET 8.0
o BEZLEIIMIDE (Visual Studio Code 2017+, Rider 17.0.6+ ) . IEiE_EARSDKAIK
#MIDE, FAEUIRIESFEFIDESEBZEFFACL,
(11 %88
B{MERARIBEgitHUb_AIREADMEIZAY

e iot-device-sdk-csharp: sdk{t#3,
o

e iot-device-demo: IfggETAYdemoftiE,
e iot-tcp-device: FFHEIIMK. MEFASE FEI tcpiEZANREdemo,

7 3-9 C# SDK HRAEHTifiAA

WA | ZWEERA | A

=

1.3.4 | Iheeigia | 1B BEEITED 2.ocHkSubscribeTopic j&[] topic 3.demo
ift 4. MXZObuglEE 5. AR BIMER. LIREE

1.3.3 | FiZIhke | OTARRSIEMEET

132 | IhgetEse | EFIRSSRRcallH

131 |8E BETEHRE, MQTTHRARENEF TR

1.3.0 | #IhEE X IFBISOBSHR IR EHE

1.2.0 | ¥Inge ENnZ Y IhEE

110 | ThegtEse | iNINRKMIBRFIREINGE, STEFEIEIAR

1.1.0 | #HIHEE FHE M X SHIRETNEE
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp
https://learn.microsoft.com/zh-cn/dotnet/core/install/
https://dotnet.microsoft.com/zh-cn/download/dotnet/8.0
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md
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MRA | ZEER | KA
=
1.00 |FE XA | IZHEMENZSENGES, sdkil& TSNS
5] loTDAEAECERICAIEH
0.5.0 | #iZIhaE | IRODIELA=MENFEEEEN, HERPSIHEAN. 8E
EE, M TARFISESn=

3.4.2 PUEEAN

ARENEERHSMokeDetector Demo 1ESRRIRIKIC = MIEEIAYEIE . DemofVEiES
Brh. LARSDKEARTINAERIER . DemoiRfEAINL: SmokeDetector.cs, A7 @K
I, RBHT—MNRARNFRER, HRS HRASE. BE. BE. ASIRE. £
FnIRERS . LRSI, (KIGEE LR, Bl EiRFINEE.

AT HEEE, BT —MRBRI miEE,
EIMRIRESS . LIRBNGI, AEE CR. EiE HRETAS.

IBESFEANRS, BF “BIEESE” HNRSZEARHES
SEFRRFEN.

BEAEMSHE “m”

RE.

A= ERFEE. BE. EE. HE
, EIRIBRISLRY, B

, BEREANL “eIEFm” .

3-27 I m-tIE = m

e

$I3 RENERTESSH, ARBE “HE” W~

mAYEIE

HEAREE

FrEREE | FeBmEiHtIZirndRERARETE T, NFHET Eﬁﬂ

8] RETET, THIEERFFBIRRETE, THNAERTE, 15
SEIEERTE,

FEERATR BENX . XIFFH. HF. T (L)  EFF (-) OFEFES.

e TR “MQTT”

HIEE #EE “JISON”
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/iot-device-demo/CoreCapability/SmokeDetector.cs
https://www.huaweicloud.com/product/iothub.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html
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L=3)
o
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@) JSON

Pt
L?]
Wl

—

E2lProductD | 358

MAERRAS 10 (2025-12-04)

WRIERE © HERRARBIRAT

52



IREENIRSS

SDK &% 3 1% &M SDK
HEFmiEs
S B THIAR RiER smokeDetector, FEEVE SRIERIT(4,
B2 HEICEIT R, BEmmENTRIEBR.
FIE3 ®kF ‘BEXER" WL, B “ EEEENET , EE1REFERIERN G,
3-29 = - HEFT RiEEY
S S
B IBFRANSHE 8% > IERE" , BE s .
T2 RIENERREEESSH, ARPEE: “BE” .
SHBWR 1iAH
FrEREZE | BIFRCIZARABER— NS RETE,
FriEr=m pVirt el et o
R ERRE BinodelD, &&H—IEIRE, AEHEN, RN FEBHFAH
B o
BB Bldevice_name, BJBENX .
EEINESER | &R “Z8R7
2248 REZH, JBEEN . EAEEFA, YEHENEESBEREE
A,
RETMAINEREFEREIMANG. IREID. i,
REEN
1 FEUSAHMLE, TIEEEISH 2% > BAER hEE.
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip

IREIRNIRSS
SDK &%

42,
3 1% &l SDK
iea= 1 Z it
Bl 3-30 IENER-REM MQTT AL
< wmeE v O iETh AR X
B, IR SEEA | DEREEA
= REBAMES  Asmmamsmises!
= © ET=25E, CoAPICOAPS MENBIERPING
o= T e
FR ~ BAE BAEBRY (GRO... BN BERE
ST
e e 023 HTTPS (449) stt.iotda-app.cn-north-4.
REEBEA ~ = Eid SR
et
wEiE o [N AMQPS (5671) otda-app.c-nortn-4.
] c} ( pomee ) ( 24
h g h 5683) 1.iotda-app.cn-north-4.
APIEEHIE o) MQTTS (8883) Pp.
1EIERED G 5684)
CoAPS (5684, 1.iotda-coaps. cn-north-.
AT ] - (5683)
5 MQTTS (8883)
EREEEE BERE SHBBES MQTT over WebSocke
HTTPS (443) 1.iotda-device.cn-north
AEER @ & > G4

I ?'H:FSZ#Fiot device-demo/config/DemoConfigDefault.json, 1§ ZBIFKEXEIRIIEA 1D
it ZBIDURISEZHREBEANNAE, SEZEHEENTEERGBEES ot-
device-demo/config/DemoConfigDefault.json,

{

"DemoName": "SmokeDetector",
"AuthConfig": {
"AuthUseCert": false,
"ServerAddress": "IENIZAHHE",
"ServerPort": 8883,
"Deviceld": "IENIZFID",
"DeviceSecret": "IENIRE A"

qﬂDemoNameﬁﬁﬂz}Ex’EiﬁE’\JDemo, ItE4bFaSmokeDetectortiS EE FIAEIREESE

;“nnffi VPR R RFEDemo ., AILUHANSDKBR FIE{TLA oS EEEDemoRAiR
HZ=:

cd iot-device-demo
dotnet run --project .\iot-device-demo.csproj

=] 3-31 &%& Demo ZFRFIZE

Us =
t

| Connand, DeviceRule, DeviceInfoRe

eport, DeviceReportlog, Deviceshadow, FileUploadDownload, Message, OTA, PropertyGetAndSet, PropertyReport, TimeSync, SecurityDetection, SmokeDetector, Gatemay, Buotstrap, DeviceConfig, Bridge, Reconnect

£E]3 RWENIBIT,

1. HASDKERT, HiTadia!
EEESZ#FE%{IQ

cd iot-device-demo
dotnet run --project .\iot-device-demo.csproj .\config\DemoConfigDefault.json

AR

WNRIB(F R BMRAS5.0+BISDKFH B TEiEFH R EI.NET 8.0, wJLUMELAT X449
TargetFramework, {Bi5i¥E, Baiff7T.NET 8.0f0.NET 6.0FF KSR AS, H
CHEIBRRAEEFRBZRF:

Tdemo, Er.\config\DemoConfigDefault.json/g

3-32 .NET kA

<TargetFramework>net8.0</

<TargetFramework>net8.0</

TargetFramework>

TargetFramewo
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https://dotnet.microsoft.com/zh-cn/platform/support/policy/dotnet-core#lifecycle
https://dotnet.microsoft.com/zh-cn/platform/support/policy/dotnet-core#lifecycle

IREIRNIRSS
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3 18 M SDK

2. TS imiFEproject, MHABIGNT, connect successRIZRINERZRLL o
dotnet clean

dotnet build

3-33 &N

$R4 SERBETER. EEHERSFERAEERECAELKUNRE CIRAIRE

ﬁ;& o

3-34 &FE HIREUE-smokeDetector

(==2m2= ) (Q)

BaH EFEFEE:
smokeDetecto

alarm temperature | humidit ty smokeConcentration

1 37.66009 91.9506 49.18142

SDKEVMEMIELEIEIIRE, SEAREMNNE, SRTMNERRE. MEART
. FaEaliiriERSs, SEERKY, SEREEMBEEE. EREFAHE
ZAVH, B BrEEENE.

3.4.3 IhRe~S#F

SDKEIMIZE . FEREHBSRRIM AN R iRIRE, FREBITIEASDKEL, EaJsCil
IRE5I0TDARRSS ( REEEHIIAY “BRS” « “TFE “1U48I0TDARRSS ) ai@ifl
SDKSHRISZHFRYTNRER |

% 3-10 C# IhaeriE

- 12 ipuNbl)

REEEE | EAZFIRERAMQITIMUENEIFES . SAIEBENSERENHE
3% MIAIETS T

WS SIREHTMNERESBERKWE TR, SEMHITEME

%,

HE LR BT REREENEIE LIRETE, FaRrE LRAEREREN

RS R ENTEMTIRSS EHITEERILE,
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#417-%E6%96%AD%E7%BA%BF%E9%87%8D%E8%BF%9E
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#41-%E8%AE%BE%E5%A4%87%E8%BF%9E%E6%8E%A5%E9%89%B4%E6%9D%83
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#41-%E8%AE%BE%E5%A4%87%E8%BF%9E%E6%8E%A5%E9%89%B4%E6%9D%83
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#%E8%AF%81%E4%B9%A6%E9%89%B4%E6%9D%83
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#%E5%AF%86%E9%92%A5%E9%89%B4%E6%9D%83
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#416-%E6%96%AD%E7%BA%BF%E9%87%8D%E8%BF%9E
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#%E6%B6%88%E6%81%AF%E4%B8%8A%E6%8A%A5

IREIRNIRSS
SDK &%

3 18 M SDK

T fHRiAE

BHEHE | BTRSR REahE RS RIS LRATA.

SOTR | BTPAARETARSRHGS. PATASOR, BERER
BRSITERRDATA.

BEYT | BTEELSNESRES. BERER HRSSEIHE. KR
SSHIE T RMIRE.

REE BT SFARE TROTAFHRE.

(OTA) H#

O

MEmRE | REETALEMEaRSER.

RXS5TIE | MXRE: BETASISOMNY, EEERITANeE. TIRE:
HITRSCINTCP/IPII IR S, MTLEEERTAREE, CEE
B TEIRER . AN SIS BE Mt N EDEEI P ARIR
SIENMXERE.

Y HE T | SHSREISEEE, REEESXH HEETS, EFRMMHTH

% T, HIEENL. REMEEHE.

SEON | 2HZeRTE), ARGRISENRLE. S 1. NEt
IO 2, SIS, CPUBRSIGN 4. BEZSIEI 5.
FitER )

MUEIE | BIRemE, ETRINN, 3IRSRENNERN, SRS
Bz, fSAeEHl. ERFASISTRBEN: S mUATRUA
mI.Io

TEME | SnRRENS, BRURTERTINRSETHENT, nRE
MEENRASH. ESHEREREL.

FIEER | SEECRHARESSHERES, AERHANNSETHNG
S, #TEBARITREN, NIHEGTSIRE SRt

TUNEN | HAEHTTP. MQTT. LWM2MEESS A, BEEEAI
ERSERINEEIR . BRI AN, 5B = B
MQT TN

BEEW | SWIHAL. BEANL. TERTFHRIFAES. THHS,

ST RIURIR EHIIAICECE -

3.5 1% 1oT Device Android SDK {FHIER
3.5.1 {sEFEAA

12 10T Device Android SDKIRHHZ EIENEN =IoTHIE M F EAYANdroid iR ARY

SDK, fRfftiRe

MEazia@Eneges, URRERS . OTAFSRIRSS, FEHISM
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#%E8%AE%BE%E5%A4%87%E5%B1%9E%E6%80%A7%E4%B8%8A%E6%8A%A5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#42-%E8%AE%BE%E5%A4%87%E5%91%BD%E4%BB%A4
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#%E8%AE%BE%E5%A4%87%E4%BE%A7%E8%8E%B7%E5%8F%96%E5%B9%B3%E5%8F%B0%E7%9A%84%E8%AE%BE%E5%A4%87%E5%BD%B1%E5%AD%90%E6%95%B0%E6%8D%AE
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#46-%E8%BD%AF%E5%9B%BA%E4%BB%B6%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#46-%E8%BD%AF%E5%9B%BA%E4%BB%B6%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#46-%E8%BD%AF%E5%9B%BA%E4%BB%B6%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#47-%E8%AE%BE%E5%A4%87%E6%97%B6%E9%97%B4%E5%90%8C%E6%AD%A5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#45-%E7%BD%91%E5%85%B3%E4%B8%8E%E5%AD%90%E8%AE%BE%E5%A4%87%E7%AE%A1%E7%90%86
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#45-%E7%BD%91%E5%85%B3%E4%B8%8E%E5%AD%90%E8%AE%BE%E5%A4%87%E7%AE%A1%E7%90%86
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#411-%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#411-%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#414-%E5%BC%82%E5%B8%B8%E6%A3%80%E6%B5%8B
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#412-%E8%A7%84%E5%88%99%E5%BC%95%E6%93%8E
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#410-%E8%BF%9C%E7%A8%8B%E9%85%8D%E7%BD%AE
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#413-%E8%BF%9C%E7%A8%8B%E7%99%BB%E5%BD%95
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#6%E6%B3%9B%E5%8D%8F%E8%AE%AE%E6%8E%A5%E5%85%A5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README_CN.md#5%E8%AE%BE%E5%A4%87%E5%8F%91%E6%94%BE

REENRS
SDK &% 3 1% SDK

IFSRHTEENdemoRiT . IBXREMIESIESEIREM loT Device Android SDK

(ERERE.
{EFRIRER
o BEZ&ZEAndroid Studio
BR4EHE
1. SDKER&H
- huaweicloud-iot-device-sdk-android: sdk{{f3
2. B=FEEFERRA
- org.eclipse.paho.client.mqttv3: v1.2.5
- gson: v2.8.6
WRASEEHfriseAe

% 3-11 Android SDK fRZAE#Ti5iRE
JL&ZIS TEHER |
=

1.0.0 i—)ﬁt?ﬁ RHEMANRBIENGED

3.5.2 HERKBIELE

SDK 4RiE

81 {ERAndroid studiogliEAndroid Tiz2, FiZEBEAN
com.huaweicloud.sdk.iot.device,
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
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3-35 Android studio 8% Android T2

Create New Project

Q Configure Your Project

Android 4.4 (KitKat)
proximately 98.1% of devices

android.support libraries

$1¥2 T Hiot-device-sdk-android T#EjavajfidZlcom.huaweicloud.sdk.iot.devicef
Mo
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android

IREIRNIRSS
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3-36 java [RIBEIEHIEIE @

roject w

iot-device-sdk-android

n.huaweicloud.s
client

constant

filemanager
ota

service
trans

CHhrr
» iU |

utils

AndroidManifest.xm

#$I¥3 EcEappBEHF Fbuild.gradle,
1. fEbuild.gradledEXEBD D, B EXUT .

dk.iot.device
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3-37 Android SDK MR EC EE1E

trumentationRunner

2. fEbuild.gradlemdFINLA FERIFHIA
task cleanJar(type: Delete){
[BBREER
delete 'build/libs/com.huaweicloud.sdk.iot.device-1.0.0.jar'
delete 'build/libs/classes/!
}

task copylavaclasses(type: Copy) {
[EEE MR

from('build/intermediates/javac/release/classes')

[ATi#jar8 RSB S
into('build/libs/")
}

task makeJar(type: Exec){
workingDir 'build/libs/'
commandLine 'cmd', '/c', 'jar cvf com.huaweicloud.sdk.iot.device-1.0.0.jar -C ./ .'

}

cleanJar.dependsOn(build)
copyJavaclasses.dependsOn(cleanJar)
makeJar.dependsOn(copyJavaclasses)

3. fzbuild.gradledrdependenciestEANLAT =Mk .

implementation 'com.google.code.gson:gson:2.8.6'
implementation 'org.eclipse.paho:org.eclipse.paho.client.mqttv3:1.2.5'
implementation 'androidx.localbroadcastmanager:localbroadcastmanager:1.0.0'

4. Android TTRECERLS, HiTbuild.gradledtask makelar(i5HfaiRjavaB RN
BN S) ERljare
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3-38 Android SDK &5 jar &

v B2 10TSDK2 [1TSDK] You can use the Project Structure dialog to view and edit your project configuratior

aweicloud.sdk.iot.device-1.0.0.jar

5. &Fjar8{uFapp/build/libsBRT,

3-39 3KEY jar &

devicedemo You can use the P

.gradle

Y W app
build

com.huaweicloud.sdk.iot.device-1.0.0.jar

R

RKBIREERE
$1 T Rapp/libs FiRIIERAare .
$I¥2  7Ebuild.gradlediFmINLA TKER o

implementation fileTree(dir: "libs", include: ["*.jar"])

implementation 'androidx.localbroadcastmanager:localbroadcastmanager:1.0.0'
implementation 'org.eclipse.paho:org.eclipse.paho.client.mqttv3:1.2.5'
implementation 'com.google.code.gson:gson:2.8.6'

implementation group: 'org.bouncycastle', name: 'bcpkix-jdk15to18', version: '1.68'
implementation group: 'org.bouncycastle', name: 'bcprov-jdk15to18', version: '1.68'
implementation group: 'com.squareup.okhttp3', name: 'okhttp', version: '4.9.1'

$I83  7£AndroidManifest. xm 34T INLA T MZEUR o

<uses-permission android:name="android.permission.INTERNET" />

R
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3.5.3 HREEEAN

AREE{FEHSMokeDetector Demoig SR RIEALIEFRIEEAYEIE . DemolIECESR
1. LANSDKEARINEERIER . DemoiRid FESmokeDetector.cs, 797 H{EKIE,
BT MR MER, RS FIREEE. BE. BE. RERZELNZFT
RIREDS . LMERAA, RISEE LR, B LIREINEE.

jJTTﬂEMSHﬁ, RBHT MR mEE, Rk LIRREE. BE. EE.
RE. AEFMBSRESS. WARNGI, KBS CR. M R,

SR PAREBRNRS, BE ‘EIEENG” EANRSENESS, GEENXF, £5
SEHIRAHEN.

£E2 SFEAMNSHEE “Tm” , BEREENN “‘SlE~R" .

iG]

3-40 ~m-BlE " m

#aam a0 =m=n Bmsz sz

$I3 RENERTESSH, ARRE “HE™ TR~ miIeE.,

BEXER

FrieREE | FEBmEHeIEZnN~RAERE EJWANJ? SiE T, !lEIE'%UEI B Hfth

i8] RETET, FTROEEMENERTE . WENMAIRIETE, 15
el sy ] 8

P AR BEM. XIFFE. #F. TUZE (L) « EFF (-) BIF/FEE.

PN EREY B “MQTT” o

#HiErEt R “JSON”

IRERIE | IR BENZER

b2

IREXE {E5 “smokeDetector”

SRERE

FmmlD NEE

F=anitiA BIRIELIRERES .
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/iot-device-demo/CoreCapability/SmokeDetector.cs
https://www.huaweicloud.com/product/iothub.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html

REENRS
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3-41 CIEEF=R-MQTT

el )
* FRESE=E O -
MEHEFEESE, SUmEEaasEaE
* FRER
TR (3) MQTT -
* fEtET (3 JSON -

* BEER (9

SEEE ~ Z=2|ProductlD | 258
| =aID | E |
EhiEs
0128 «
e N
[ Elig )
g

FEF-mtEi
$B1 BFE T HRR T REE smokeDetector, JREN = RAERIN (4,
L2 KRBT R, BEFRENTRIFER.
I3 ®R ‘BEAERT E, BF “ HEEENET , HEVRERITRIEEINH
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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3-42 Fe - EEFEmiREY

isiRR

:::::

mEEE o

R

EhRE
SE ERANSHE RE > IERE” , BF EHRE" .
$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

SR FREURAMIL, AIEERIEH ‘2% > BAGR FEE.
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HE kiR

3-43 EANEE-REM MQTT EZAME
< weE v O Eih

X
AARRERA | BEAEEA
e WEBARS  JesmsmsmEm s
TR © ETFTZ=E=E, CoAPICOAPS RIENEIEEPING
e ~ .
R o
Fan ~ Bead® BNHRY (&0... Nt BEE
M SRR R HTTPS (443) st Iotda-app.cn-north-4.
~ 2 B
Farst
RN AMQPS (5671) otda-app.cn-north-4.
G 23
— (3883) 1 t1.iotda-app.cn-north-4...
JrE—— e, MQTTS (888
ieizReh (] 5684)
CoAPS (5684, 1.iotda-coaps cn-norih-
i 2] - (5683)
N MQTTS (8683)
s o] - ==
ENRESE e SHESSM MQTT over WebSocke
HTTPS (443) 1.iotda-device.cn-north..

HhgES © &

6
v

=t

FI2 ZRBMMQTTSEAME  IRFIDLARIREEREANNAE .

I3

[ BIEE—MREFHADIRW

loTDevice device = new loTDevice(mContext, "ssl://iot-mqtts.cn-north-4.myhuaweicloud.com:8883",
"5eb4cd4049a5ab087d7d4861_demo", "secret");
device.init();

AR

RREANFEN, YEMFESREZPETMERRAENA, NRERAMQTTS, S THEAIbks
IEB GEPBEAZ FDigiCertGlobalRootCA.bks) i EElsrc/main/assets T o

BEIRTBIETER. AEHERNREFRRANUEERECELKIUNIRE LRI
REVEIE

& 3-44 18 B R-IRBEL

s

SDKEVAIRHIELEIEINRE, SEAIRE0RNE, é’uEE?lW*T PRRE. MEEARE
A, FaEaiiiriERSs, SEERAY, SEREEMHB

HE LREEREOFE LRER .

1. iot—device—demo/java/com/huaweicloud/sdk/iot/device/demo/

MainActivityjavag— LIRIEEHIF, ATLl@iIreportDeviceMessage5iEiEiH
B ERGFEA,

DeviceMessage deviceMessage = new DeviceMessage();
deviceMessage.setContent("content");
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https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#ZH-CN_TOPIC_0187644975__section197481637133318
https://support.huaweicloud.com/devg-iothub/iot_02_1004.html#ZH-CN_TOPIC_0187644975__section197481637133318

IREENIRSS
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Bt Lk

deviceMessage.setld("id");
deviceMessage.setName("name");

Device.getDevice().getClient().reportDeviceMessage(deviceMessage);

EREENESG, &F RS > ARE -EERERED

E] 3-45 18 8BYR-RBEL

<« € o EEn

g O g0 6 R O FiE O

R NIRE, BE FET

, EREFIBREB
3-46 HEIRIF-BaiE B R

I0TDASZR / REEE | RS

{  mylecneiamasees . B

BEER FRETEE E= - BEET HERE BEEE Fiag e

E}Jiﬁ‘-%;ﬁIU\EEEZR o

T:Eé%o

EEREA O SR FEE. REHES . TRES

x
HESSESSHE FREE PRRRrEss, TaR  BaHSRE

O EXEMEERE. Aok DRREBERNRSNE, SRASTEMEES

* B RS 0 ESN ] et | 30 S

EEHRIRE, WATFaREKREIRERR.

B 3-47 HEIRIZ-BE& device_sdk_java iHE IR

WsED S WESE & WIS & EFME

EEETE FEUIESOEELE age reported by the device data hello raw message , app_id= 19:17:22 GMT+08:00
2RETE PaRIARIKE LR o reported by the null i nul“contenthello. 19:17:22 GMIT+08:00
BEETE FRHEENHE LR e reported by the device datarhello raw message , app_id= 19:17:21 GMT+08:00
BEEFE FokHaENAS LR e reported by the device data:{name”nul " nul"content el 19:17:21 GMIT+08:00
BEEFE FanBiaEnns Hi orted by the device.data-hello ra sage , app_ic 19:17:18 GMT+08:00
BEEFE yorted by the device data:{ null"id”null"content™"hello. 19:17:17 GMT+08:00
e ported by th 19:17:17 GMT+08:00
AREFE FewEam0Ee R ported by the d 19:17:16 GMT+08:00
BEETE FRHEEHE LR 10TDA has received the massage reported by the 19:17:12 GMIT+08:00
BEEFE FEREREIHE R 16TDA has recived the message reported by the device.data:{name’null "l “content'hello 19:17:12 GMIT+08:00

k|

HEIREREE—ERIER, MRRBEIEE, BFEERH.

B ERERIRE IR E LRETFS . Ai3FIa] Riot-device-demo/

java/com/huaweicloud/sdk/iot/device/demo/PropertyActivity.java,

Map<String, Object> properties = new HashMap<String, Object>();
properties.put("temperature", "28");
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ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setServiceld("smokeDetector");
serviceProperty.setProperties(properties);

/eI
List<ServiceProperty> serviceProperties = new ArrayList<ServiceProperty>();
serviceProperties.add(serviceProperty);
[ EiRE
device.getClient().reportProperties(serviceProperties);

2. 1z=fTPropertyActivityjava, BE HRER . EAMNSHMIZHIER “IR& > AR
&, BEREMMREE “RETF LFUEE EREMRE.

3-48 iR, F-temperature

RERE mRzECHE  mWME RERTF O EERE REKE FRE & B4

( mom= ) (o

S v Bt iEEE LigE BEE @
smokeDetector alarm EREES

smokeConcentration BiE

temperature g 28

humidity Bl

A
EERAEEIRELRE, WARSE LLEFmRE: LiEFmiEE.

IRERHITRARBKFE TANGS, EOEZEOE, Bas<HiT8E, HFE
TRIDR o

1. TEIBHmessageBroadcastReceiverfREERSMIFEE, Und TR, &
ERIZEE, BActionfE/g
lotDevicelntent. ACTION_IOT_DEVICE_SYS_COMMANDS,
MessageBroadcastReceiver messageBroadcastReceiver = new MessageBroadcastReceiver();

LocalBroadcastManager.getinstance(this).registerReceiver(messageBroadcastReceiver, new
IntentFilter(lotDevicelntent. ACTION_IOT_DEVICE_SYS_COMMANDS));

2. HdeviceltZIan SIS B ENE B messageBroadcastReceiveri&#,
messageBroadcastReceiver&E w5 v] Iliot-device-demo/java/com/

huaweicloud/sdk/iot/device/demo/MessageActivity.java,
private class MessageBroadcastReceiver extends BroadcastReceiver {
@Override
public void onReceive(Context context, Intent intent) {
Log.i(TAG, "onReceive: " + intent.getAction());
if (lotDevicelntent. ACTION_IOT_DEVICE_SYS_COMMANDS.equals(intent.getAction())) {
requestld = intent.getStringExtra(BaseConstant.REQUEST_ID);
Command command = intent.getParcelableExtra(BaseConstant.SYS_COMMANDS);
edtLog.append("EE& T &S /I:" + JsonUtil.convertObject2String(command));
}
}
}
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3.5.4 JIRESZIF

SDKEMIzE . FEEHBSRRIMR AN R IRIRE, FAREBITIEASDKEL, EaJsCi
IR 510TDARRSS ([EELEHIIAY “BRSS” « “TFE “19i8I0TDARRSS ) WEi&Eif .
SDKSHRISZFFRITIRER |

2 3-12 Android IHEES #F

Thae IR
IREERE | (FABPRERMQITIMUENEIFS . DMIERENSHERENE
Y MIAIEL = o

HE LR BT REBEEX MR LIRETE, FaRE LRIERE RGN
RS e E AT EMRIRSS LHITFEFILE

EMEHE | BTeSRrRERhE SIS EIE HRATE,

weTE BTFamrE TRIREEHGS. FaTrwdE, FERENMN
B SHIPTERREISEFES

IREF BT EEHREMNAELIRE. RERE—XLIRIRERIHE. NMAK
SRR T ARECE.

ERENH RATFS5FaEEa THOTAAERE

(OTA) H

&

MXS5Fg | MXIRE: BEFESIIMY, BRERIIFaNRE. FIRE:

& FIXIRSCINTCP/IPHMXARAIRE, AT RZEZEFLEE, EFE
BT K TEEE R . SR STRFRE Mgt EERIF SRR
BIFAMXKIZE

X EE/T | ZiFREHETEE, REEESXM LEEES, ETHFEHITH

ES7 B BIREM. REBFEEHF

3.6 18#5MMl 10T Device Go SDK {EHER
3.6.1 RES|H

GO ES&KiE

go get github.com/huaweicloud/huaweicloud-iot-device-sdk-go

IRESEREN
o FFRIMEZEK: Go 1.18+,
o IBESDKTHTE, TR, TRESUTFIR:
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E8%AE%BE%E5%A4%87%E5%88%9D%E5%A7%8B%E5%8C%96
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E8%AE%BE%E5%A4%87%E5%88%9D%E5%A7%8B%E5%8C%96
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E6%B6%88%E6%81%AF%E4%B8%8A%E6%8A%A5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E5%B1%9E%E6%80%A7%E4%B8%8A%E6%8A%A5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E5%91%BD%E4%BB%A4%E4%B8%8B%E5%8F%91
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E8%AE%BE%E5%A4%87%E5%BD%B1%E5%AD%90
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#ota%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#ota%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#ota%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E7%BD%91%E5%85%B3%E5%BC%80%E5%8F%91
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E7%BD%91%E5%85%B3%E5%BC%80%E5%8F%91
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD%E7%AE%A1%E7%90%86
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README_CN.md#%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD%E7%AE%A1%E7%90%86
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go

IREENIRSS

SDK &% 3 1% &M SDK

& 3-13 GO iE= SDK BREH

3.6.2 AR

1
il

B |B& 1588

45K

iot callback Z PimEIEREL
client IREE i
config EFiRbcE
constants FE
device BEREEFin
file X HETE
gateway K2 2= i
model E LN )
rule U AR

samp | bs RF A Kdemo

e command < demo
file X4 HETEdemo
device BHERBEFin
file X HETE
gateway K% FE ik
log REHEdemo
message HE LR~ A&demo
ota otaFZkdemo
properties 1’ EMHdemo
rule imfUAL A demo
test_model MRS
test_util M TEE
test_sync AfiEEIZdemo

huaweicloud-iot-device-sdk-gofRig RN LN =0 THIEX M FE S HIGOMRAAISDK,
RUteHFNFEaZz@ENED, LIRgERS . MXRS. OTASSRRSS, HEH
W ZFFSIRE T ESHIEGILID . 10TIREFFAEFERSDKR AKX KE A S 2
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FLE:’ PURABEANTES . 1ZSDKEBFEENZFIEIIMQT THMY BRERIEZEE LY EL M
hRZASEHri AR

% 3-14 Goi Ia EH&ZKE%El%Hﬂ

hRA | FTEEK | R

it
v1.0.0 | FTBIN | IBUIRENRIOTYIEANFESREN, HERPSMEEEAN.
BE IREEIE. HERE. TR, REAM. WUMNEFISZ17

=
o

3.6.3 REEEAN

AENEERSMokeDetectortF 5 SR RIRIRIL ™~ RIRELAYBIEE | 7I‘${§JEI’JEE§ 55
. LANSDKEARINEERIER ., AT HERE, BET—MNARNFRER, s
HRREE. BE. BE. RERE, £F0HIREDS. LUMEBEI, WLEE
Hk. BtELiR. SN EEINRE,

AT HERN, BHT—MERRYmRE, RS CIRREE. BE. 2E. RE
RE. BTk Ea< .. LIERONA, KIHE LR, BELiREFIEE.

IDEREEANRS, BF “BIEEHE” #NREENZHEG, ERERIES, BE
SEHIRAEHEN.

BEAMSHE “Fm” , BEREAN “eIErm” .

B 3-49 F=&-tliEr=

=

$R3 RENERTESSH, ARREE “HE” Sl miItlE.,

HEAMER

PrERIR= S B eENT R ABERASREZ=E T . WFE UEIJ=' yaR=iiu

8] NJ? SET, THOEEMMBNRRTE. ENNARIRTE, 15
SRl RIRESE .
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https://www.huaweicloud.com/product/iothub.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html

IREIRNIRSS
SDK &%

FEmER BEM. SFFE. #8F. THZE (1) &FF (-) B

eSS EE “MQTT”

#Ergl EE “JISON”

IRERBIE | IR BENER

#

IREXE EE “smokeDetector”
BREE

F=mmlD ~EE

= EnfiiR IBIRIELIRERES .
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3-50 BEE~=am-MQTT

el )
* FRESE=E O -
MEHEFEESE, SUmEEaasEaE
* FRER
TR (3) MQTT -
* fEtET (3 JSON -

* BEER (9

SEEE ~ Z=2|ProductlD | 258
| =aID | E |
EhiEs
0128 «
e N
[ Elig )
g

FEF-mtEi
$B1 BFE T HRR T REE smokeDetector, JREN = RAERIN (4,
L2 KRBT R, BEFRENTRIFER.
I3 ®R ‘BEAERT E, BF “ HEEENET , HEVRERITRIEEINH
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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3-51 F=&- HEFRiRE

isiRR

:::::

mEEE o

R

EhRE
SE ERANSHE RE > IERE” , BF EHRE" .
$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

SR FREURAMIL, AIEERIEH ‘2% > BAGR FEE.
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2 FTHXHsamples/rule /rule_demo.go, EIRENAIIENMBLL . 4

$ER3

R4

A2
3 1% M SDK
iea= 1 Z it
B 3-52 EANEE-IREM MQTT ZAlthL
< e v O iEFT EAER X
BEENTH), SRR SEEA , BEREEA
. REEANES  emrersmnmss
e @ ET=2E5, CoAPICOAPS BIENIBIEZPING
== ¥ s
A M AR BAVRY GAOL.. | EAmhE B
e v BAE HTTPS (443) st1.iotda-app.cn-north-4.
2 M uped
_ T
EEi 9N AMQPS (5671) iotda-app.cn-north-4.
PR & ESi= B4
aaa) 11.iotda-app.cn-north-4.
APISEIIER I MQTTS (8883) Pp.
<
fer=) c] o
CoAPS (5684 1.iotda-coaps. cn-north-.
PR c] — (6583)
4 2 0 BN MQTTS (8883)

otda-device cn-north.

1.iotda-device.cn-north

(1883)
MQTT over WebSocke

5
@

LERREE

HTTPS (443)

HREER © & > =t

L& IDLARISEZTHEN
XIRNAZE
/] BI— MR EFFAL
authConfig := &config2.ConnectAuthConfig{
Id: "your device id",
Servers:  "mqtts://{MQTT_ACCESS_ADDRESS}:8883",
Password:  "your password",
ServerCaPath: "iotda server ca path",

authConfig.RuleEnable = true
device := device2.NewMgqttDevice(authConfig)
if device == nil {
glog.Warningf("create mqtt device failed.")
return

}
(1 #%e8
EEHBEBTLUMNIETE S /samples/resources/root.pem &k .

RiENZIT. &

frdemofEHIHRAIINT, ANEFEconnect result is : trueMZFREREE
B

353

}REEIH

BEIRBIEITER. EEHaEEEBEREn I EER KRB EEE MRS HIRAY
YIERIEIE .
B 3-54 12 &BYEK B EL

e
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/samples/resource/root.pem
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ikl

SDKECAIRMHITELEIEINRE, SEAIREIRUE, SHTNEREE. WERE
X, FEENITERES, SHEREAN, SERGENREEE. E=REFFH
ZHLE, B BB

HE LR
HE HREEREETE HRER.

1. ./samples/message/message_demo.go— LIREEHIF, &BidSendMessage
1iEEGHE EREBEE X topic, WSRmessagedRiEStopic, HRRS ERGF
EH92kiAtopic,

""" create device code here """

[IAEERIEBEE

message := model.Message{
Topic: "{custom topic}",
Payload: "first message",

}

for {
sendMsgResult := device.SendMessage(message)
glog.Infof("send message %v", sendMsgResult)
time.Sleep(1 * time.Second)

2. EREBENEHEG, &R R > MERE -EEREEAEX.

3-55 18R IFZBEL
<« B o = @ izg & oE e
Figig% =wescn2 @3=0% 1 @ mxon 0 esEs @=E=En & eUES

RN MBI MEEN  AENR  ASIIGRERS  T4LE

mEs © g O B8 0 R O FiE O e o

3. EEMNIRE, BF “FE  AREFRRERNRERSIRER.
3-56 HRIRER-EahiHEIRER

10TDAZG / BEETE / R
{ mvimeo emeresens @

BEEE FWIETHR E= a5 BENT THERE BERE FRE S

BEBETER S HES, B L . TEES
FERSRASSHE. FRES, ENEREESR, ToR  SuHS R

0 EXETESEE. FeER DNSSRENREIE, SRASSRTHEE

* WRREE 0 x 0 et | 30 e

4. BHBERRE, WAFESEAREIREER.

kil
HEIRERSE—ERIER, MRRBEIEE, BFEEREH.
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#415-%E6%96%AD%E9%93%BE%E9%87%8D%E8%BF%9E
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3-57 JHEIRE-BE device_sdk_java jHEIREE

wsam & UEER © wssiEs & ERIE & EEKS & B
BEETFE FaLHEROEE LR 191722 GIT+08.00 oy
EEEFE FlHERORE LR 19:47:22 GMT+08:00 omy =5
BEEFE FLBFAENHEE R 19:7:21 GMT+08:00 oy
BEEFE FaLEAENKE LR 19:47:21 GMT+08:00 [)22)
BEEFE FeUFASMEE LR 19:17:18 GMT+08.00 [)22) 18
FLUFEEMEE LR 19:47:17 GMT+08.00 o =
194717 GIT+08:00 oy
EEETE FalHEROEE LR 19:47:16 GMT+08:00 omy =5
BEEFE FLLFAENHEE R 19:47:12 GMT+08:00 oy i

BEETFE FaLBAENHRE LR 10TDA has received the message reported by the device.data:{'name"null"id"null“content™hello 19:47:12 GMT+08:00 [)20)

B Lk
B HRIBRRSE NN RIEE HRAT A

1. ./samples/properties/device_properties.go—NE M LIRZERIFIF, RILUE
1dReportProperties 52 B M LIREGETFS .
< create device code here ... >
/] RELRENE
props := model.DevicePropertyEntry{
Serviceld: "smokeDetector",
EventTime: iot.GetEventTimeStamp(),
Properties: test_model.DemoProperties{
Temperature: 28,
%
}

var content [Jmodel.DevicePropertyEntry

content = append(content, props)

services := model.DeviceProperties{
Services: content,

}

device.ReportProperties(services)

2. HEENSHERIERE %8 > BIRE™ , BIRFIMINESHTESE, & ‘88
277 A LIERININ_ IR EMEE.
3-58 IR, F-temperature

REREE mREEET FWEE  REFT  HERE  REkE  FRE & B4

D EEeE, THRES

( muma ) (s
B V¥ i3 IR Hig(E HEE @
smokeDetector alarm REAS
smokeConcentration =g
temperature hE 28
humidity BIR

ERRAEERIRLLKE, FEEREAHITT LEFmIRE,
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mL TR

;ﬁ%ﬁ%ﬂ’ﬁﬂﬁ%ﬁﬁﬁﬂ%ﬁﬂi"E"FZQE’\JE‘B%, FEEEOE, B HTAE, FE
RADRL o

1. ./samples/command/platform_command.go@— M IBE &S T ARIEIF .
fFCommandHandlersRE{ERar < inlfras, BN:

mgqttDevice.Client. AddCommandHandler(func(command model.Command) (bool, interface{}) {
glog.Infof("l get command from platform")
glog.Infof("command device id is %s", command.ObjectDeviceld)
glog.Infof("command name is %s", command.CommandName)
glog.Infof("command serviceld is %s", command.Serviceld)
glog.Infof("command params is %v", command.Paras)
return true, map[string]interface{}{
"cost_time": 12,

}
)
2. HdevicellRapSEHE N CommandHandleri&#], FHIGEREND NS RIR(D]
BEE,

3. HfTmaingii, EFARR/RETAWS, EEABATUT,

3-59 g0 IE=mS A

3.6.4 TNRESZHF
SDKEIIEE . I RBIIMARAISEE, FAEBETHMSDKED, (EaH

IR 510TDARRSS ([EELELHIIAY “BRSS” « “TFE “19iSI0TDARRSS ) WEiEif .
SDKRISZ FFAYTNRE

% 3-15 go IRESZHF

Thge RS

IRFEEE | (FAZFIRERAMQITHMYEARIFES . S9IEBENSERENHE

3% MIAIES T

ML B iiﬁ%ﬁ?l@éﬁﬁtﬁz’ﬁ%ﬁﬁﬁiﬂﬁﬁqﬂ&ﬁﬂﬁ, SEMRITENE
%Z o

HE R BT REBEENHIE LIRGTE, T8 CIRATERIEALEN
IR sEE N TR AR LHITIFEFILE

= E i BT RERmREFEX BV EIEEE LIRGFa .

WEFER BFEEmRE TAREERHGS . FaTAGSRE, TERENAT
BaSIITERRESTFES.

REHF BFEERSIEERRS. RERIE—X EIRINEEESE. NAR
SZESHREE T ARIECE .

MEE BF5F&aEE&TEHOTAHERE,

(OTA) #
&
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#43-%E8%AE%BE%E5%A4%87%E5%88%9D%E5%A7%8B%E5%8C%96
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#43-%E8%AE%BE%E5%A4%87%E5%88%9D%E5%A7%8B%E5%8C%96
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#415-%E6%96%AD%E9%93%BE%E9%87%8D%E8%BF%9E
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#45-%E5%B9%B3%E5%8F%B0%E6%B6%88%E6%81%AF%E4%B8%8B%E5%8F%91%E8%AE%BE%E5%A4%87%E6%B6%88%E6%81%AF%E4%B8%8A%E6%8A%A5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#46-%E5%B1%9E%E6%80%A7%E4%B8%8A%E6%8A%A5%E8%AE%BE%E7%BD%AE
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#44-%E5%91%BD%E4%BB%A4%E4%B8%8B%E5%8F%91
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#47-%E8%AE%BE%E5%A4%87%E5%BD%B1%E5%AD%90
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#48-ota%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#48-ota%E5%8D%87%E7%BA%A7
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#48-ota%E5%8D%87%E7%BA%A7
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MXiIRE: BEFESFMN, EEEETIFENRE. FIRE:

FIXIARSEINTCP/IPMMALRYIR S, AT EEZERRFEEBE, ©FE
B M TR R %Eﬁ&ihLLmqttTJ}l}{E&éUSF AR

BIEAMKIRE .

X4 &
=7

XIFRERIaTEE, REEEFXH LEETR, ETAFHRITH
SOt S LL\ REHREENE.

AU E] L

BiTREAA, ETFFUKAIMN, SIAZSRBINRERNE, LIRS
HajﬂJ ezt . BRIEastISmRiELEiAN : =imAl I FDuwmER
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IRER

DREBANE. BSHAE. EBATFHRIFRBER. LGS,
NSFERARRURIZ EHIIRICECE -

3.7 122 loT Device C for SDK Tiny {(£FBi8F

3.7.1 {5EF3HEA

e |oT Device SDK Tiny2EfETE&E HMEEND . XINFE. &FiE. HEREGTZ
IRHEINRImE S ENESRNEBEE ELE, & ,':\'HF-'%J'_]}EHAPI};:EI IR
FIREIEANZWIEL NS LAN R _ EIRFaG <SRN ETHEE .

e |oT Device SDK Tinyf@iftin=tE8EST, &M TMQTT. LWM2M, CoAP.
mbedtls. LwIPEEIcTEERKE@EINYIE, BAEXEMMILAIEMZ £, B> T

HAPI,

RARREXEEBNA, MAGKEMMYXAEPSEIMAT, BiEERASDK

FERIAPI, BRRENIMESEANRITFEFENLZEAFiERE . FRSDKAILAK
KEDFRRER, REWSHL, REEE m.

o [EINZSDKEEARI#ENFE, AR ETEFILIRERZSREITEF AN, B

BREE

o TEXEEMG

AR

IEj ’ ’J_ZIJ\*g*EREE o
BESIEE MRz EBARNFRIERS

loT Device SDK Tinyal LUBTTFLlnuxiBERFHNL S, LAILIIEEER, (BERFREME

AR5
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#410-%E8%AE%BE%E5%A4%87%E6%97%B6%E9%97%B4%E5%90%8C%E6%AD%A5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#411-%E7%BD%91%E5%85%B3%E4%B8%8E%E5%AD%90%E8%AE%BE%E5%A4%87%E7%AE%A1%E7%90%86
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#411-%E7%BD%91%E5%85%B3%E4%B8%8E%E5%AD%90%E8%AE%BE%E5%A4%87%E7%AE%A1%E7%90%86
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#49-%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#49-%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#413-%E7%AB%AF%E4%BE%A7%E8%A7%84%E5%88%99
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README_CN.md#414-%E8%AE%BE%E5%A4%87%E5%8F%91%E6%94%BE
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
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% 3-16
— | Z%& | =RBF | ik
% | BF
=]
=3
Lite | at - ATIESHESSSCH]
oS
L |Jso |- cJSON
B N
cre - crefiiss
dem |- <
0s
drive | - IXTOHELS
r
docs | - FRE R ST B AP BB EE 324
fs - YRS, SVFS. SPIffs. RAMfs, Kifs. DEVfs.
FATfs
inc - FRURZ A SR E L3S
link_L | - =
0g
link_ | - ZYIR
misc
link_ |- OTAFHLRACHISEER
ota
netw | coap CoAPHYIERC K MY LT
k
| atts mbedt{SHIERRR Y ST
lwm2m LwM2MBYF R HewakaamaRYi&EHL
maqtt MQTTHIEEC R MY S
tcpip TCPIPIEEC R i ARSCIR . (WIPIEED. OSiEFAZ RNtk
SCHl. MacOS_socketiEfg & My A% ST
oc oc_coap | CoAPIMMIEECHEENTYIEANES
oc_lwm2 | LwM2MIIMUEECRE N LEN BN ES
m
oc_mqtt | MQTTHMYIEBECEE NN ES
0s osal loT Device SDK TinyRYOSIEHLD
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— | Z% | =RBF | KA
% |BF
=
4
XX0S B¥Efreertos. linux. liteos. macos. novaos. ucos_ii
FIRERFRIEED
queu | - queueZB{FRIARASCIN
e
secur | - CLEREE
ec
shell | - shellZE{4{CAZSCIR
stime | - stimerfB{4-F3SCIN
r
stora | - FiEn KX
ge
usip | - usiptfM
jotm | - Makefile
k
iot ¢ |- IRENX
onfig
.h
jot li |- -
nk_c
onfig
.h
link_ | - SDK#IaE O
main.
c
READ | - SDK f&i7
ME.
md

3.7.2 BEIMOEESIEES

TinyspsZ#MQTT. LWM2M. CoAP. mbedtls. LwIPEEIoTEEAE@EIRNIE, AT
FENEMQTT. LWM2M. CoAPIX=Fhiy
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2 3-17 FMY

RiEg | fk

R

MQTT | MQTT ( Message Queue Telemetry Transport ) —MPBX (&t
W, Rt FEEROEHBATHNERER, SEAKT A EERN
RILEIME R RIIEX IS B IRE AT SERIMZEARSS . MQTTSHIEMQTT+SSL/
TLS, EMQTTSHR{ERSSL/TLSHMY I TINZEE o

CoAP | ZLYRAIR MY CoAP ( Constrained Application Protocol ) 2—Fhak{4
¥, EEFIFEERNBFZEEBERRN EHTRRERNERE.
CoAPS$SCOAP over DTLS, fECoAPSH{ERDTLSHMGHITINZE

LwM2 | LwM2M ( lightweight Machine to Machine ) 2EHOMA ( Open Mobile

M Alliance) EEXBIIEXMItNY,, EEFAERRESZIR(B1EFE. IHESH)H
NB-loTi o

mbedtl | mbedTLS ( HIEPolarSSL ) REMEE#ARERSE, SLUMII—EZRINES

s SLEFISSL/TLSEE . mbedTLSREAFHER/, MFREARBEERF -
mbedTLSEFHRINE, FHEERApache 2.0¥FaNHE, FEAFEETLUE
mbedTLS{EFREFFRMBE S, BT NBFEWIRE . BaEHAmbedTLS
MImBERZ, flaiMonkey HTTP Daemon, LinkSYSE&HIZE,

=IRBHRE API

im = HiBABHEI0T Device SDK TinyFhHEEA M, EMHin=thERLHIIET
MQTT. LwM2M. CoAPIM{IIIELER=HIFFRIAPI,

SZFFMQTT/ LWM2M/CoAPHY . MQTT/ LwM2MPMRABAEL ABE X IZE N AREAR
MFENTRIFRE , TEXIHEREATYEAMNAISEIAETS, (NFEEREEE
BB IMGEMEI RS IMSEE (OCAL) , BIAROC ALRMAYMSEZORD

al,

e OC-MQTT

OC ALIRRIEFMQTTIMUAKEZOBE R ---\iot_link\oc\oc_mqtt,
OC ALIRERIMQT TN Im = EBAPIES & &i#ilJoc_mqtt_al.h3Z4F, APIEOR

(I
BH=x i
-/ EECHEANOCIRSHIIMQTTHRE . BIiEMLE, &LEMREIA

L

oc_mqtt_a | FiEARAIEREL

wef SDKA ERYsoftZEiIRRiBACELNOCIR S AIMQT THI BRI (513
oc_mgqtt_ti | =imVShRAEO) .

ny_v5

wef SDKRERIETFYEEINNED, BBt 7 topic, BX THEXAIEIE

oc_mqtt_p | #&={
rofile_v5
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o OC-LwM2M

OC ALIREAIEFLWM2MIMIER EZE O IBER 9 ---\iot_link\oc
\oc_lwm2m, OC ALEMAEFLWM2MIIMYiH=EiBAPIZE0oc_lwm2m_alhX
4, APIEOBEMARINT:

B=R fi

e/ HREIRSEOC LWM2MASHR B ORI, @i, &2
oc_lwm2m_ | AREEERNEBECEREL
al

oy SDKAI&ERIsoft 8 FEHEEIOCIRSZHILWM2MAY E{RSEIN
atiny_lwm2 | @i HIRERMAoc_lwm2m_register; AL, EHEXINEE
m AZEISDKAR

e SDKREHIboudica150i&Ec4E I OCARSSAILWM2MATE (AT
oc_lwm2m_i | i, BIHKRERMHAoc_Iwm2m_registerEAEREL, GIEXII
mp/ BEiEMREISDKeR

boudica150

R

1))

o OC-CoAP

OC ALIREAIEFCoAPIMISR EROMRASER/9: ---\iot_link\oc\oc_coap,
OC ALIZHAIE T CoAPIIMY IR = EHIBAPIZEoc_coap_alh3f4, APEOEARLN
T:

BH=R ik

e/ HHIRIRFZO0C CoAPRIHMRERZ ORI, BidiFi, RLARK
oc_coap | ERIEHECREL
al

weef SDKAERIsof iR FIBALLENOCIRSZAICOAPHIERSTHN . 1@ I
atiny_co | &REEIRMHAY0c_coap_registeriE RSl 1SIEXINEEFAMEISDKAH
ap

PPERLBHINYE

loT Device SDK TinyEERL T LWM2M. CoAP. MQTTEYIBAMATEIMNY, EoJLAEE
ERESEIIMY, ZoRINBEEN MY, SEEMHSDKF ., HitKEBRA: -

\network\ .

1. MQTT AL

RIEMQTTHRENNY, loT Device SDK Tinyi2tAIMQTTIRSZS E 2 ST (EinERY
Q/IQTTT'JWEE&J:, FHIREMQTTIMHRERED . EERMQTTAVIEG S REE
OF:

typedef struct
{

///< connect to the server
void* (* connect) (mgqtt_al_conpara_t *param);

///< disconnect from the server
int  (* disconnect) (void *handle );
///< publish a message to the server

int (* publish)

(void *handle, mqtt_al_pubpara_t *msg);

///< subscribe a topic to the server
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int (* subscribe) (void *handle, mqtt_al_subpara_t *subpara);
///< unsubscribe a topic to the server
int  (* unsubscribe) (void *handle, mqtt_al_unsubpara_t *unsubpara);
///< check the mqtt engine status
en_mgqtt_al_connect_state (* check_status) (void *handle);
}maqtt_al_op_t;
int mqgtt_al_install(mqtt_al_op_t *op);

% 3-18 MQTT i1 =#ENO

#£0O9 | #0O3 5iRA
*
MQTT | void * ERiERE
FBX#E | mqtt_al_connect( mqtt_al_c
A onpara_t *conparam)
int mqtt_al_disconnect(void | B FFiZEE
*handle)
int mqtt_al_publish(void AEmER
*handle, mqtt_al_pubpara_t
*pubpara)

int mqtt_al_subscribe(void TIRIEK
*handle, mqtt_al_subpara_t

*subpara)

int mqtt_al_unsubscribe(void | BUEIT A
*handle,

mqtt_al_unsubpara_t

*unsubpara)

en_maqtt_al_connect_state KMEIEEIRS
mqtt_al_check_status(void

*handle)

2. LWM2M AL

RIBLWM2MATRAEENY, 10T Device SDK Tinyi2{HAILWM2MIRSZS £ 2T TR
BILWM2MEMYERE E, FHEFLWM2MIMURREREO . EELWM2MBYERIGLE
BREENT:

typedef struct
{

/* lwm2m config, prepare endpoint name and message deal callback */
int (*config) (void **handle, lwm2m_al_init_param_t *init_param);

/* lwm2m deinit */
int (*deconfig) (void *handle);

/* lwm2m add object */
int (*add_object) (void *handle, int object_id, int object_instance_id, int resource_id, void *param);

/* lwm2m delete object */
int (*delete_object) (void *handle, int object_id);

/* lwm2m connect */
int (*connect) (void *handle);

/* lwm2m disconnect */
int (*disconnect) (void *handle);
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/¥ lwm2m send */
int (*send)(void *handle, lwm2m_al_send_param_t *send_param);
} lwm2m_al_op_t;

% 3-19 LWM2M s E#EO

EOs | EO83 yizl:lz
23
LWM2 | int (*config) (void **handle, EcE ¥R

M#E3% | lwm2m_al_init_param_t
=0 *init_param);

int (*deconfig) (void *handle); BGE¥ISR

int (*add_object) (void *handle, int NS
object_id, int object_instance_id, int
resource_id, void *param);

int (*delete_object) (void *handle, EIVES
int object_id);

int (*connect) (void *handle); TEIOERE
int (*disconnect) (void *handle); B EE
int (*send) (void *handle, i

lwm2m_al_send_param_t
*send_param);

3. COAP AL

TRIECOAPHRIERY, loT Device SDK Tinyi2tAYCOAPIRSZEN 27 I (EHnERY
COAPIMYERE L, FHRHCOAPIMUHSREREO , 1&hcCoAPRIEA SR E BN
T

typedef struct

///< coap init, prepare context, session, etc
int (*init)  (coap_al_initpara_t *initparam);
///< coap deinit
int  (* deinit) (void *handle);
///< coap add option
void* (* add_opt) (coap_al_optpara_t *optparam);
///< new coap request
void* (* request) (coap_al_reqgpara_t *regparam);
///< send a request to server
int (*send)  (coap_al_sndpara_t *sndparam);
///< recv and handle response from server
int (*recv) (coap_al_rcvpara_t *rcvparam);
}coap_al_op_t;
int coap_al_install(coap_al_op_t *op);

AXEREONA:
gﬂﬁs\ #O#H i5EA

CoAP#E | int coap_al_init(coap_al_initpara_t a1k
F#EO | *initparam);
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£
int coap_al_deinit(void *handle); BGE¥IA1E
void R INCOAPIEIR

*coap_al_add_option(coap_al_optpara
_t *optparam);

void SIEFEIBRIEK
*coap_al_new_request(coap_al_reqgpar
a_t *regparam);

int coap_al_send(coap_al_sndpara_t | RiXHEHRSEE

*sndparam);

int coap_al_recv(coap_al_rcvpara_t BEWFHLIBIRS 2 T AR
*rcvparam); HiIE

int coap_al_install(coap_al_op_t *op); | &M EMBIR S H
int coap_al_uninstall(); B E M

3.7.3 OS EHixiE5iEHT

TCP/IP i&fg

Tinyi2t TLiteOS. NovaOS. linux. ucos_ii. macOS. FreeRTOSEZIZERSH]
B, SEaLMRIEREEERE CHRIERS .

loT Device SDK TinyAB 2R BRFE—AREFRIIENIRER SR, EREETE

KMTIRERZRN, FLHRZEHITOSHIEXER . FAFAILURIEERSE. MCUT ERIFE
REMEMNEBOS, 1&EEIoT Device SDK TinyLMXHERL A= EiH T —RINN=IRZHY
{#F3. BailoT Device SDK TinyE£5&Hc ¥ Z7K0S,B1FELiteOS. FreeRTOS.

MacOS. Linux. NovaOS. ucos_iiZ,

loT Device SDK Tinyf&fft Tosal (IERFAIMRE ) , LU TIRIERHKSSDKAHAY
B, FHLt B BRREEEFERINRERA T MEosaldr, BIRISLIIXTSDKLAAAY
FH. HPEESEERFZRZRIEXHESIZME. (G52, BRI, IEEEENO
FAR ., TERIEPIUSEEREEITFANRIERSiImpIE. HFASDKAIFAS!
queueXkAE FEFIESENLASEIN, FLEFXIBAIIHITIER . RZRAAIRFIT
osal_init() ---> os_imp_init() ---> osal_install(), Efos_imp_initRIFHFSREL, =

ZAFREESFEHTII, TEYEMosal_install () RE IR FIRSSAEM o

%3 FloT Device SDK Tinyffizs, EMEMMSRETRRIBIERS, EERHSHERE
R, TLUSHEXEMNSEHEONTIS, IEHRAMAEEORE . loT
Dievigg S%I; Tiny-RAFMFTEMGERIED, B, RENLVERzIRs
SEROREL

loT Device SDK TinytBigit 7% Esal, AP ELUARALlink_sal_installREHT
TCP/IPTHEEEAE, EATAFMZRSEIlink_tepip_imp_initE#, iZREE— 1 BHFSHR
. EIZSDKIIEAA9IZRES, AAIREA: link_tcp_ip_init > link_tcpip_imp_init >
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link_sal_install, fE#tateEezfE, AILMERATCP/IPIEXAIINEE , 1FHSE
sal_imp.h3L3Z24, EIRTELEE TLWIP. ESP8266\L7165 4oy & tEsBiZHay
TCP/IPIHEE, WMREEE=FRBEMERE, rTASELI,
yCTifula el2isE R T I=] FA
o  FREHNRMERFITTFESMAEROMNERARERY, FlbloT Device SDK Tiny#
FHBIERESAIRZA PR FAIR A EHITHENAINZE, BRIARSDKEAIAL
ERIRFRRAERETEC-31, ONEEMAER, 31 IRIEMER.

o BLEEIMANTES | BREISIFUNRRZEL oI sEiEEARE, SERIEEK
HITETIER.

o WF LiRAHE, MRABHISDKHEREZHBENAVAHELIRIES RIS TIER .
HBIERE,

o  RIFEZMINAE, ATLMREIRENELINEN G, RIEE S REITREERLL

RfFEge, THEHIXENiot_config hSEFHISERE, REIBLARTIZRZOILAVSIRA
ZOAG, XEBALAESRXESDKAIIAOREElink_main.c, EFREE TIES

TAENIEFIMLE S (S 55R1F
//enable cJSON
#define CONFIG_CJSON_ENABLE 1

//enable LinkLog
#define CONFIG_LINKLOG_ENABLE 1

//enable queue
#define CONFIG_LINKQUEUE_ENABLE 1

//enable DTLS_AL link_main

#define CONFIG_DTLS_AL_ENABLE 1
#define CONFIG_MBEDTLS_ENABLE 1
#define CONFIG_MBEDTLS_PSK 1

// enable MQTT link_main
#define CONFIG_PAHO_MQTT 1
#define CONFIG_MQTT_AL_ENABLE 1

// enable tcpip
#define CONFIG_TCPIP_AL_ENABLE 1

//choose paho_mqtt or lite_mqtt
//#define CONFIG_PAHO_MQTT 1

//paho_mqtt_port.c use them

#define CONFIG_PAHO_CONNECT_TIMEOUT 10000
#define CONFIG_PAHO_CMD_TIMEOUT 10000
#define CONFIG_PAHO_LOOPTIMEOUT 10

#define CONFIG_PAHO_SNDBUF_SIZE 2048
#define CONFIG_PAHO_RCVBUF_SIZE 2048

//enable OC_MQTT link_main
#define CONFIG_OCMQTT_ENABLE 1

//mqtt the profile function tools and implement component oc_mqtt.mk
#define CONFIG_OC_TINYMQTTV5_ENABLE 1
#define CONFIG_OC_MQTTV5_PROFILE 1

#define CONFIG_IOT_LINK_CONFIGFILE "iot_config.h"

3.7.4 FFRIREER

huaweicloud_iot_link SDKEHBIE&RIEEL ¥ SFIREZSHAF AR, SANARRERI0S, B
KON TREs:
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o WIFIRIEF1&EH

% 3-20 WIFI&IEFI&ELH1ERD

ok e TR | ik
W
i@ BL602 | EAfE4H | MQTT #)9=0penCPUEEXIELA
_wifi_BL602(RISC-V)_MQTT
BfEL | LWM2M #5HZopenCPUETBEELE
_wifi_BL602(RISC-V)_LwM2M
ERIELH | CoAP 1597z 0openCPUESEXIELE

_wifi_BL602(RISC-V)_CoAP
EEiN | BEE | LwM2M £ 7=openCPUESEXIELE wifi HF-

HF-LPX70 LPX70_RISC-V_LwM2M
EAEZH | CoAP £ =openCPUEEXIELR_wifi_HF-
LPX70_RISC-V_CoAP
wmE BAtEH | MQTT #3Z=openCPUESEXIELH
RTL8720 _wifi_8720_ MQTT
BARELR | LwM2M #5353 =0penCPUESELELH

_wifi_8720_LwM2M

o NB-loT&IEFEH

o & t®ER= iR

im={{NB EpfRE LwM2M #J¥97=all-in-one

BC95-CNV EEXIE4H _NB-
loT_BC95-

BC28-CNV CNV/(BC28-

CNV)_LwM2M_a
t

EpiRLH MQTT #H=all-in-one
EBELH_NB-
loT_BC95-
CNV(BC28-
CNV)_MQTT. at

==Y A openCPU ¥ 7=all-in-one
+LwM2M BEXIR4H_NB-
loT_BLE_BC95-
CNV_BC28-
CNV_openCPU
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https://bbs.huaweicloud.com/blogs/253691
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paE-S

i

&R

ik

BRAE

BEFAPP
+LwM2M

#)37=all-in-one
ERELH_NB-
loT_BLE_BC95-
CNV_BC28-
CNV_I5ZFAPP

MCU

poE-S

s

&R

s

AU
HK32F103Vx

MCU+WIFI

LwM2M

51 =AloTERE
FAER
_mcu_HK32F103
Vx

PLC FE£eMix

paES

i

E&ERm

R

RRESE
3121N-IED
3121N-H

PLC+WIFI

PLC+WIFI

Ll =smartEEL
PLCTLE X
_plc_3121N-
H(3121N-IED)

PLC+NB

PLC+NB-loT+1&
=

L =smartFEX
PLC_NB-loT_BLE
p w57 S
_plc_3121N-
IED_BC95-CNV

PLC+Cat.1

PLC+Cat.1

fHh=smartSBEx
Cat.1+PLCTELZ M
X 3121N-
IED_MC615-CN-
L610-CN (@M
Cat.1+PLCTEZ M
x)

.
EER

poES

i

&R

g

AIKBlHE

ALEE

AREE+WIFI
+LCD

AREE+MQTT

(SER ) 18
ZHiRgl. RISC-V
BWIFi B
LCDETRERIAER
il
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https://bbs.huaweicloud.com/blogs/244682
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https://bbs.huaweicloud.com/blogs/245850
https://bbs.huaweicloud.com/blogs/245850
https://bbs.huaweicloud.com/blogs/245850
https://bbs.huaweicloud.com/blogs/254821
https://bbs.huaweicloud.com/blogs/254821
https://bbs.huaweicloud.com/blogs/254821
https://bbs.huaweicloud.com/blogs/254821
https://bbs.huaweicloud.com/blogs/254821
https://bbs.huaweicloud.com/blogs/296169
https://bbs.huaweicloud.com/blogs/296169
https://bbs.huaweicloud.com/blogs/296169
https://bbs.huaweicloud.com/blogs/296169
https://bbs.huaweicloud.com/blogs/296169
https://bbs.huaweicloud.com/blogs/296169
https://bbs.huaweicloud.com/blogs/296169
https://bbs.huaweicloud.com/blogs/259858
https://bbs.huaweicloud.com/blogs/259858
https://bbs.huaweicloud.com/blogs/259858
https://bbs.huaweicloud.com/blogs/259858
https://bbs.huaweicloud.com/blogs/259858

IREIRNIRSS
SDK &%

3 18 M SDK

paE-S

i

&R

ik

fLHhRsmartiF s
bl
_Al_Voice_wifi R
ISC-

V_LCD ST7789

Cat. 11848

poE-S

s

&R

s

[F0E

ERAE

EhibiRF

#5337 0penCPU
EEiEA
_Cat.1_MC615-
CN ( EaEME
E)

BIRAE

MQTT

#5337 0penCPU
EEiEA
_Cat.1_MC615-
CN-L610-CN (&
BLEAR)

LittlevGL

poE-S
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VEEHWIFiT .
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s
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https://bbs.huaweicloud.com/blogs/267413
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https://bbs.huaweicloud.com/blogs/293310
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paE-S B t&ERRE ik

[ & ==Y LAz MQTT #5337 0openCPU
BEEMEA
_Cat.1_MC615-
CN-L610-
CN_GPSTEfiIEs

o TTSIESBIR
ok e tEA= R

[0 EAtEsH MQTT #5337 0penCPU
EEiEA
_Cat.1_MC615-
CN-L610-CN_=
HU\TTSIES

o BEEE

yar:S s A= R

{&i7m BL602 =21 ~E ez MQTT #5537 openCPU
EEiRE
_wifi_BL602(RIS
C-V)_MQTT

e OpenHarmony

paES s AR PG
BearPi-HM_Nano | E2t&4H MQTT OpenHarmony
3.08 L=

3.8 12l 10T Device C for OpenHarmony SDK {Efi5Eg

2% M 10T Device C for OpenHarmony SDKIZHHR BN LN =0 THIBE A
OpenHarmonyhRASHISDK, iRtiR&EFIFa @B ee], LIRIZERS . OTASS
KBRS, FEENEZMIASIRMTFEENdemotiE . IBXEMIESFSEIZEM loT
Device C for OpenHarmony SDK{EHgR .

(Ed== itz
o AN EERIB T EFOpenHarmony ( LiteOSH#% ) XHEloTDARITRIZ .

o FE2{FEROpenHarmony ( Linuxi#%Z ) &%, R IX: OpenHarmonyif
BISEES
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https://bbs.huaweicloud.com/blogs/296429
https://bbs.huaweicloud.com/blogs/238212
https://bbs.huaweicloud.com/blogs/238212
https://bbs.huaweicloud.com/blogs/238212
https://bbs.huaweicloud.com/blogs/238212
https://bbs.huaweicloud.com/blogs/308673
https://bbs.huaweicloud.com/blogs/308673
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_0079.html
https://support.huaweicloud.com/bestpractice-iothub/iot_bp_0079.html
https://gitcode.com/openharmony-sig/iot_device_sdk_c/blob/master/OHOSBUILD.md
https://gitcode.com/openharmony-sig/iot_device_sdk_c/blob/master/OHOSBUILD.md
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3-60 openHarmony IRiEHazE

OpenHarmonyIfEISEIES
B=x

= 0435
» 1 OpenHarmonyFIIFES
o 1.1 OpenHarmony 3.1 JFIIFEFRRECE
o 1.2 OpenHarmony 3.2 FEIl T E5HEE0E
o 1.3 OpenHarmony 4.0 FEIl T E5HEIE0E
o 1.4 OpenHarmony 4.1 & 5.05F B RFEE

2 GREHARIES
o 2.1 WEH=FHINTE
o 2.2 HE=F R

3 BEEYAnENSHERERER
4 BEHEE R

3.9 12l 10T Device Python SDK {§}5ka

3.9.1 {&ERI<AA

HIS

iot-device-sdk-python ( LATF{EFRSDK ) 12 EENE IR0 THIEXNF SHIPython

IRASHISDK, IRBEEEIIFaZE@ENE, MURIERERS. MXRS . OTAASR

BSS, FEEEMIZEIEMTESNdemotiE, IoTIREHAEFEASDKALIAK

BUFAERE, REIHEATE . AEBIREIFHASDKEBNZEBEMQT THMY HUE
%ﬁﬂﬁﬂs%ﬁ%l@¥é‘o HEXEMRIESIESE1GEM loT Device Python SDK{&EFE

B3N

HEFTE
%#Python 3.11.4,
e =% FEpaho-mqtt: 2.0.0 ,
= Eschedule: 1.2.2
=7 ZEFapscheduler: 3.104 ,
=FZEEErequests: 2.32.2 ( @iE, EMXS5FIREEEdemoiERPIE

3

+
AE
=

o

K =HXEtornado: 6.3.3 (8%, ENXEFEBFEEdemoiERPF

o

%
%

#AMW HO O O O
—5 — 4 W odE o M
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https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python
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(AR

ALAEESE Trequirement/install_requirements.pyi#{ TIRER L2 .

R AN BB iR

K 3-21 python iEShRAEFiLAA
RAS | TEEE | InsEEARIRAE

1.2.0 FBTORE | BBANMINISIEE . REARNIIRE. BENXBMELEEINRE. FH&
LEERRAN

114 FZINEE | OTAFR SIS KR .
113 INgetgE | EfRSSiRcalEH,

1.1.2 #iBInge | tEM0micropythonsz3FFIxtzdemo, MOBSTEOTA, LA
SEBASAS

1.1.1 FEINEE | I—HIHEE N TIOTYIENEGEE, HEMFINEEE

A IREEE, HERE. B TRFISH=R.

3.9.2 RIEEAN

REAG(ERSmokeDetectortF HIiE SR RIEARIG ™ miRBLRIEIE . HEAMLIBIERES
Eah. LA SDKEARINRERIER . AT F5EAIE, B4 T — P RERRRImiEs, Rk
S HRAZE. BE. BE. BERE . EXIFMRIREGS. LURRAM, (KIEH
Bk, BELER. asSIONFINEE,

Bl

T
a0

AT HEE, #HT MR mER, R CIREEE. BE. BE. RE
IRE . EIFINRIRERS . LURRRA, FI8ESE ik, Bt LikEI8E.

SE HIRFRANRS, BE “EEEHET ENRSENEHEG, BRSO, 85
SEBIRREN o

SR2 BEAMNSHE= ‘FR7 , BEREANN “elE~m” .

3-61 m-BlErm

Q

e

EnmEE

#aam =&
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https://www.huaweicloud.com/product/iothub.html
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3 18 M SDK

SR3 RENERTESSH, ARRE “HE”™ Tl miIelE.,

HAER

PRERIFEE | FaBSHtIZrT mARERARRTE T . WFEFREERM

8] BFE=E T, MOEEARIRIRTE . INFXXINAVERE=E, 5
SRl RIRZE .

FEmER BEX. FFE. HF. T (1) « &5 () BFFES

eSS EE “MQTT”

#Ergl E#E “JISON”

IREFRBIE | IR BENER

(2

IREFRE 1S “smokeDetector”
BREE

F=mmlD NES

= iR IBIRIELIRMERIES .
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https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html
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3-62 B m-MQTT

el )
* FRESE=E O -
MEHEFEESE, SUmEEaasEaE
* FRER
TR (3) MQTT -
* fEtET (3 JSON -

* BEER (9

SEEE ~ Z=2|ProductlD | 258
| =aID | E |
EhiEs
0128 «
e N
[ Elig )
g

FEF-mtEi
$B1 BFE T HRR T REE smokeDetector, JREN = RAERIN (4,
L2 KRBT R, BEFRENTRIFER.
I3 ®R ‘BEAERT E, BF “ HEEENET , HEVRERITRIEEINH
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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mEEE o

R

EhRE
SE ERANSHE RE > IERE” , BF EHRE" .
$B RERERTMEEESSH, ARRE “BE” .

SHEWR 1528

FriEeRIR=E | WEMLZEN~RIABEE— I RRE=E,

PRiErFm jriz e el FEE

IREIRRAG Eg nodelD, IREBHE—IEIRR, ATHEN, BEXFEMNHFHE
IRERIR Bldevice_name, BIEEN .

IREBINIEER | % ‘BT .

4R ;%%’E‘%H , JEEN . ENEEER, MHENFEESSEERE

REEMAINEFRFESEIRTRG. REID. BB,
-

SR FREURAMIL, AIEERIEH ‘2% > BAGR FEE.
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3-64 ENER-REM MQTT AL

< waE v O i -, X

S e WRRERA | BEREEN
== BREEANRS  yesrevEmm s
e @ ETF===5, CoAP/ICOAPS RIENEIFEPING
= N e
A v AN BANRY GROL.. | EAShE EEY
EiEY
R M @R HITPS (443) St1.iotda-app.cn-north-A.

Fash
i I SN AMQPS (5671) otda-app.cn-north-4.
e @ R 2=

— (8883) 1 11.iotda-app.cn-north-4.

APl EHIEE e, MQTTS (386
eERE ]

COAPS (5684)
SRt (5683)
12

N MQTTS (8883)
4 2 0 RN i, otda-device.crvnorth..
LFRAESEN EEAE Naclzl=l=4

MQTT over WebSocke

1.iotda-coaps cn-north-.
PeRRET

[y

%
@

HTTPS (443) 1.iotda-gdevice.cn-north

HREER © &

]
v

=t

$IE2 ffiot_device_demo/device/smoke_detector.pyFISFRENAGEEAMEAE . IBFIDLARZ IS
BN NAIE

server_uri = "access address" # FEXNHAFRFHEADIE
port = 8883

device_id = "your device id"

secret = "your device secret"

# ot EEMICAIER, BATFRSIHIRI
iot_ca_cert_path = "./resources/root.pem"

connect_auth_info = ConnectAuthinfo()
connect_auth_info.server_uri = server_uri
connect_auth_info.port = port
connect_auth_info.id = device_id
connect_auth_info.secret = secret
connect_auth_info.iot_cert_path = iot_ca_cert_path
client_conf = ClientConf(connect_auth_info)

device = lotDevice(client_conf)
(RERTY:
EERSEBLUNIETE S /iot_device_demo/resources/root.pem 2k,
T3 HmIFIEIT. HITHEA, WMEWT, WEREEconnect result is : truelFRRIEZE
I,
3-65 EEML

£R4 ?EJ;%;%@GT%)RO AEFaREFERENUEERRSFEELUNIRE LR
Eglz‘l EO

3-66 RBIIFRIRBELX

s ¥z e wEan 0 WA O w80 © R O FEFE O wazm O s
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/iot_device_demo/resources/root.pem
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3-67 & LiREE-smokeDetector

alarm temperature humidity
m empera humic

1 37.66009 91.9506 49.18142

SDKEVMEMIELEIEIIRE, SEMAREMNRNE, SRTMNERRE. MNEARE
A, FaEmiirERSs, SEERKY, SERERMBEEE. EEEFTH
ZAVH, B BrEE

HE LR
HE LRRISREATE HRES.

1. iot_device_demo/message/message_delivery_sample.py2—_HiREEHIF,
A LAARreport_device_message/3i&iGiHRiBid Bt topic EIRBTFES, tBEJLUA
FApublish_raw_message5;%i5iE Si@id B E X topic HIRIATF S .

""" create device code here """

default_publish_listener = DefaultPublishActionListener()
device_message = DeviceMessage()
device_message.content = "Hello Huawei"

device_message2 = DeviceMessage()
device_message2.content = "Custom topic Message"

device_message3 = DeviceMessage()

device_message3.content = "Custom Policy topic Message"

# B EIRIER

while True:
# B FEKiAtopic LIRIBER
device.get_client().report_device_message(device_message,

default_publish_listener)

time.sleep(1)

payload = json.dumps(device_message2.to_dict())

# BEFEEE X topic LIRIEE

device.get_client().publish_raw_message(RawMessage(custom_topic, payload, 1),
default_publish_listener)

time.sleep(1)

payload = json.dumps(device_message3.to_dict())

# BT & B ENEEPtopic HIRER

device.get_client().publish_raw_message(RawMessage(custom_policy_topic, payload, 1),
default_publish_listener)

time.sleep(5)

2. ERBENEHEG, &F 2% > ARE -EEREEA L.
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python/blob/main/README_CN.md#417-%E6%96%AD%E9%93%BE%E9%87%8D%E8%BF%9E
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3-68 IRFRIFRBEL

I8 © ) v 0 Eaw R & == -
FGiRE =mamcn2 e xmam 1 emtam D EREE @ EERW & euss
MEES  MESS  ASANESEERE  TALE
riss
e a6 8 O a0 6 WREEZR O iR o anm 6 A

smTs o=

3. BEMMRE, BE FRT  ARSFBEREEMNREHERRE.

3-69 HEIRIR-BaliH S IRER
IoTDASSR | S=ETE / GEiTi
{  mylecaemmesess .

BEER FRETEE E= - BEET HERE BEEE Fiag e

EEREA O SR FEE. REHES

HESSESSHE FREE PRRRrEss, TaR  BaHSRE

o . TRES

O EXEMEERE. Aok DRREBERNRSNE, SRASTEMEES

* B RS 0 ESN ] et | 30 S

4. BEERRE, WAFESEAREIREER.

kil
HRIRISE—EMER, WRRBEINE, BHFEERH.

TREE & HERS 6 B

FanHERHEE R 10TDA has receiv

message reported by the device. datarhello raw message . app_id= 19:17:22 GMT+08.00 o =]

RS R e reported by the Pl " null“content™hello 191722 GMT+08.00 omy

EOHE LR 10TDA has received the message raportad by the device data-hallo aw message , app_id= 18:17:21 GT+08:00 omm =
BEETE FeLHEENHE LR 10TDA has received the massage reported by the device data:{'name"nullid"null‘content:hello 18:17:21 GMT+08:00 o
REEFE FLLERENNS LR sage , app_ic 19:17:18 GMT+08:00 osm
REZFE FRIEEOHRE LR (0TDA has received the orted by the device data {ame” null " nul“content“hello. 19:17:17 GMT+08.00 onm g
EEETs FeLTEROAS R 10TDARas sage . app_id= 191717 GMT+08 00 ommn =15
EEETs FeHEROES R null "l “content“hello 18:17:16 GMT+08:00 omn
BEETs FelHaE0RE R cage , app_id== 18:17:12 GMT+08:00 omm =
BEETS FLLIEENHE LR 10TDA has recived the massage reparted by the device data:{'name"nulid"null‘content:hello 18:17:12 GMT+08:00 omm =5

B LR
B LIRS ERSE NN BIEE HRAT A

1. .J/iot_device_demo/device/properties_sample.py2— N B LIRAGIF, TTLLE
dreport_properties}5 &G E M EIRGEFE .
def run():
< create device code here ... >

if device.connect() != 0:
logger.error(‘init failed")
return
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service_property = ServiceProperty()

service_property.service_id = 'smokeDetector’

service_property.properties = {'alarm': 10, 'smokeConcentration': 36, 'temperature': 64, 'humidity":
32}

services = [service_property.to_dict()]

while True:
device.get_client().report_properties(services, DefaultPublishActionListener())
time.sleep(5)

2. filFsalarm. smokeConcentration. temperature. humidityiXPU{NE 1S EEA
M FIREFE . EAEMSHIEFIER 8% > IERE" , RBJIRPIERE
NiggBRE “FE7 , aEERSE LIRAIREEIE.

3-71 MIRE-EIE £k

Ert

A 2024108/29 10:5800 GMT+08.00
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

alarm temperaturs humidity smokeConcentration
emperature ity

1 55.435158 51.950867 43.89913

kil
EERAEEIRM LRE, WARSELLErmRE: HiEF-miEs,

IRESHITRARBKFER TANGS, EOEEOE, B HiT8E, FE
RN o

1. ./samples/command/platform_command.go@— Mt EBE &GS T &AEIF.
KiBHECommandSampleListenerfISE iR &S IEITES,
CommandSampleListenerz&4t&CommandListener3s, LI ¥ on_commandfs
%o

device.get_client().set_command_listener(CommandSampleListener(device))

2. devicel{ZIan S ANSENAAKITEEFAJon_commandrsiX.
class CommandSampleListener(CommandListener):
def __init__(self, iot_device: lotDevice):
" {E N—MotDeviceSEfl "
self.device = iot_device

def on_command(self, request_id, service_id, command_name, paras):
logger.info('on_command requestld: ' + request_id)
# IR
logger.info('begin to handle command')

nnn nnn

code here
logger.info(str(paras))

# ST

command_rsp = CommandRsp()

command_rsp.result_code = 0

command_rsp.response_name = command_name
command_rsp.paras = {"content": "Hello Huawei"}
self.device.get_client().response_command(request_id, command_rsp)
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def run():
< create device code here ... >

# IR BISITES
device.get_client().set_command_listener(CommandSampleListener(device))

if device.connect() !'= 0:
logger.error('init failed")
return

while True:
time.sleep(5)

3. WITREEE, EFaRiRE T RS, EERAEATUT.

] 0

3-72 Python EE5@a< TR

3.9.3 I0RESZIS
SDKEMIEE . FIEENRBIMAREIHGE, FAZEIAASOKED, [EaL

RESI0TDARRSS ([FEELEIIAY “IRSS” . “FH “19i8I0TDARRSS ) XN al@Eifl, SDK
HPIIFRIIhAES:

2 3-22 Python IhaESZ

- 12 IR

IREERE | (FABPRERMQITIMUENEIFES . DAIERBENSERENE

3% MIAIES T

HTEEE ?iﬁ%ﬂﬂ?l@éﬁxﬁiﬁ%ﬁﬁﬁ%ﬂﬁﬁ*&ﬁﬂﬂ‘, SBE&IHITERE
Z o

ER LR BTFREREENEELIRETE, FaRrE LRIERERSEN
FRRRSS e s Nt = ARSS B ATIFIEFILLEE

R ER BTFeER~ RREPE XASIUBBIEHIE LIRGFES

weTR ATFFEamRE FTRREEHGC. FaTAWSE, FERENRMN
B SHITEREROS TS

TR BT EFHERSNESRINS. REREXR ELRINREREEE. MAR
SHRPETRAIEE.

BRENS BFS5FaEE THOTAAKE .

(OTA) H

&

eI IRE O FERENEREER

MXS5Fig | WXRE: BUFEFIMY, BERERFIFORRE. FIRE:

& FEXIARSCIMTCP/IPHIYARANIRE, AT EZEZEFEEE, ERE
BT M TEEE R . SRCHFBEmattXEESIFERIR
BIFAMXIZE .
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https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#43-%E8%AE%BE%E5%A4%87%E5%88%9D%E5%A7%8B%E5%8C%96
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#43-%E8%AE%BE%E5%A4%87%E5%88%9D%E5%A7%8B%E5%8C%96
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#417-%E6%96%AD%E9%93%BE%E9%87%8D%E8%BF%9E
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#45-%E5%B9%B3%E5%8F%B0%E6%B6%88%E6%81%AF%E4%B8%8B%E5%8F%91%E8%AE%BE%E5%A4%87%E6%B6%88%E6%81%AF%E4%B8%8A%E6%8A%A5
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#46-%E5%B1%9E%E6%80%A7%E4%B8%8A%E6%8A%A5%E8%AE%BE%E7%BD%AE
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#44-%E5%91%BD%E4%BB%A4%E4%B8%8B%E5%8F%91
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#47-%E8%AE%BE%E5%A4%87%E5%BD%B1%E5%AD%90
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#49-ota%E5%8D%87%E7%BA%A7
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#49-ota%E5%8D%87%E7%BA%A7
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#49-ota%E5%8D%87%E7%BA%A7
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#411-%E8%AE%BE%E5%A4%87%E6%97%B6%E9%97%B4%E5%90%8C%E6%AD%A5
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#412-%E7%BD%91%E5%85%B3%E4%B8%8E%E5%AD%90%E8%AE%BE%E5%A4%87%E7%AE%A1%E7%90%86
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#412-%E7%BD%91%E5%85%B3%E4%B8%8E%E5%AD%90%E8%AE%BE%E5%A4%87%E7%AE%A1%E7%90%86

IREIRNIRSS
SDK &%

3 18 M SDK

i 12 fRIER

XM EE/T | ZiFRERiETEE, REGEESXM LEEES, ETHPEHITH
=7 T, BEEEN . REBEENHS

AT B EMAA, ETIURAIN, SIASRERIMRERMN, SLINRE
BXaf. EHaetEdl. BRITFaSFmMEEIAN . = imH AN
s,

IR DEBAE. BRHANE. EBATHRIFRBR. LhNE=,
NSFTRARHURIR EHIIAICECE -

3.10 &% 1oT Device Arkts(OpenHarmony) SDK {#H

e

3.10.1 (&R AA

HIS

HEETIE

{sE AR

8% M 10T Device Arkts(OpenHarmony) SDKI2HHS BN EIoTHIEEMEESH
ArkTSHRARISDK, RELEEMFEZEETLESD, HEHNSMHIGSREHETEEN

demof{t3, HFEEMIESIESEIZREM loT Device Arkts(OpenHarmony) SDK{#
FHtEm.

223 DevEco Studio 5.0.08% LA ERRAN .
e SIEE DevEco Studio ZEIES
o It #; DevEco Studio

o TFEIZIE: fE£DevEco StudioHITIA T a L SIAFHLILSDK,

ohpm install @huaweicloud/iot-device-sdk

o XIRECE: (FRISDKEEMBERZAIMIRE, FEEmodule.json5HY
requestPermissionsHiEilohos.permission.INTERNETHIRR, #0FEA7:
{

"module": {
"requestPermissions": [

{

}
1
}
}
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https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#410-%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#410-%E6%96%87%E4%BB%B6%E4%B8%8A%E4%BC%A0%E4%B8%8B%E8%BD%BD
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#415-%E7%AB%AF%E4%BE%A7%E8%A7%84%E5%88%99
https://gitee.com/mirrors_huaweicloud/huaweicloud-iot-device-sdk-python#416-%E8%AE%BE%E5%A4%87%E5%8F%91%E6%94%BE
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md
https://developer.huawei.com/consumer/cn/doc/harmonyos-guides-V5/ide-software-install-V5
https://developer.huawei.com/consumer/cn/download/

REENRS

SDK &% 3 &M SDK
ARZAEE#risiAe
2 3-23 openHarmony Arkts 5= iRASE#Hi5iAH
hRAS | TEEE | IaERARNAE
0.0.1 BINEE | RN AN SN, HEAPXIEAN. 25

BB, S TAFIEHS

3.10.2 PRIFEAN

AREE{FEHSMokeDetector Demo IESERIERAIEFmEEAIEIE . DemolIEiES
[BE1. UAKSDKEARINEERIER , AT H{ERIE, 2T —

S HIRAEE. BE.

IJ.LJ_X‘_ S k.gj:ﬁﬁg \

t;E\ ETSEJ:;E\ Flljvur]r_%]:}]ﬁbo

BT IERS, 28T — MR RS,
BE. EXHNRRESS.

SEHIRRHEN

BEEMSHE “Fm”

3-73 Fm-BlEr m

W= EREEE. BE. EE.
LURRNGI, AIES IR, Ei LIRSS,

IBIESEEANRSS, SE “EEEFET HNREENEHE, &REE, BE

, BEREAN “elE~m” .

MR miRE, Wk
ESFFINEIRERR S

LURRAD, AI8iHS

$I3 RENERTESSH, ARRE “HE™ TR miIelE,

HEHMER

8]

PRERIR=

&gt RABRERARIRS
J\lﬁ |Eﬂ—|_ T?.LL%FFEJ:E’JAIﬁ
FeERR=E.

SiE WNERIMAYRIRES

SET o IID?EUEIETEM’,
|Ej’ 1%

FEmER

BEM. FFE. HF. T (1) .

IS

EE “MQTT”

Rl

L;g “JSON” .
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https://www.huaweicloud.com/product/iothub.html
https://support.huaweicloud.com/usermanual-iothub/iot_01_0006.html

IREENIRSS

SDK &%

3 18 &M SDK

R BENEER

BEE “smokeDetector’

TES

IBIRIESEIRBIRES.

gliE~m

* FiEEE=E (@

SEaEiEE

P
L=3)
ot

3-74 SUEF m-MQTT

L=3)
o

MELEFYEESE, CUaESE

@) MQTT

@) JSON

Pt
L?]
Wl

—

E2lProductD | 358
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e MRt

F$B1 BETHERTRER smokeDetector, K= Ri&ERII,

TE2 KEQEITR, BEFEHEATRIFBER

TE3 &F ‘BAERT T, BFE “ HEEENE , HE1RERIFRIERI A

3-75 M- L& miRE

4
=A

TS
BB ERAMUSHE RE > IERE" , BE EHeE” .
$I2 RENERNMEEHEESH, RERE ‘BT .

SHEM 1538

FrERiR=E | BReIEN R AEER— M EIE=E .

FiiEr=am R IR G .

IRBIRRAG E_EnodeID, IRBE—IEINR . TEENX, HRXFEIHFE
IREFEIR Bldevice_name, ATBEEN .

IRERINIEEE | %EE “BR7 .

4A ;’E‘%E‘%ﬁ, A EEN . EFNESEHR, MKNFEFESEERE

RE MRS PRSI, BEID. B9,
e
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip

BEENRS
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IREAIA
AR
BEBILDemo, B]&#entry/src/main/ets/pages/Index.ets.
1. SREMEANMRNE, AITEEHIGRY ‘2% > BAER hEE.

3-76 ENER-IREM MQTT EALbIE

< e v O EEP - X
SEEA, SR = ERERA | SEREEA
== REENES  emrEnsEns o
e @ =725, CoAPICOAPS RBEAMIIEEEPING
B -~ \
RIS o .
A ~ e HAPRY GO Bl HEME
EE
v @RE HTTPS (143) st iotda-app.cn-north-4.
_ Fasi )
) R AMQPS (5671) otda-app.cn-north-4.
PRI G 24
553 1 11.iotda-app.cn-north-4.
APISETHIE (] MQTTS (8383 Pp.
<
EIERE G 5684)
COAPS (5684 1 folda-coaps crvnorth
PRI (e it (5683)
4 2 0 BEEA MQTTS (8383) ~
. ) _ (1882) s
LERRESH A SEMEEH MQTT over WebSocke
HTTPS (443) 1.iotda-device.cn-nort.
EHhEER © & > 53

2. CUIERBFEBMNIREAVKEID. BRLIKKEMQITIRAMIL, EEHA
ssl// AR G5 5% ssl//IPHULGES, BNIIIRNTTIER

private device: loTDevice | null = null;

/] APiEEERAE CAHEANLL 881D, IREEARIEBIRE OEPX G Eresource/resfile ™, EELE
NEANEERXIRANER, TSR FEIEBXHE) -
this.device = new loTDevice("ssl:// & /5/&8883", " deviceld'," mySecret'," filePath");
3. FARINELERE ., EERRSSREES S VIEN.
/] ERSLHRAEL
this.device.init().then((data: boolean) => {
/] CERERIhAL IR
}).catch((err: string) => {
/] EEK WA TR
)

/| SERRLSSHADIAN

// await this.device.init();

4. BERFASITE, REEZNI.

5. CIERBEHERNINE, ATLFHAHTIREBE. EAloT Device MclientiZ5R
BiREEFin, EFiREMTER. B, asdFEEO.

ikl

SDKEGMRBUMEEIEINGE, LM deviceinit () /5, SBTRMETIE, LT
%, PATHNTHERS, SHEEAY, SERAONRAEEE. AREFTHRE
AV, B BRSO
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/entry/src/main/ets/pages/Index.ets
https://support.huaweicloud.com/devg-iothub/iot_02_1004.html
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.2
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HE R
(1] ¥ 88
iHE FRDemo, B[&#entry/src/main/ets/pages/MessageSample.ets,
HE LIRRIEREEFES LIRER

1. EWBAFHEETESMKINGE, BAEZERPiRAreportDeviceMessagetz[ RIS EIH
B, publishRawMessage - iR EENX TopicHJER
/] EIREBitopiciHR
const reportMessage: DeviceMessage = { content: this.message }
this.device.client.reportDeviceMessage(reportMessage)
.then((data: loTMqttResponse) => {
LogUtil.info(TAG, “report deviceMessage success ${JSON.stringify(data)}. DeviceMessage is $
{JSON.stringify(reportMessage)}’);
b
.catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, ‘report deviceMessage failed ${JSON.stringify(error)});
b

/] EREE M topicHR ( $ocFrk, TRFESATF AR ERE N topic)
const topic = “$oc/devices/${this.device?.deviceld}/user/test’;
const rawMessage: RawMessage = {

topic: topic,

qos: 0,

payload: this.message

this.device?.client.publishRawMessage((rawMessage)).then((res: loTMqttResponse) => {
LogUtil.info(TAG, “publish rawMessage(${rawMessage.topic}) success, message is $
{JSON.stringify(rawMessage)}}");
}).catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, “publish rawMessage(${rawMessage.topic}) failed, error is $
{JSON.stringify(error)}}’);
bk

/I ERBEEX topiciHE (E$ocFrk, TIFRIREtopicERIRIEHITIR )
const topic = "hello/world";
const rawMessage: RawMessage = {

topic: topic,

qos: 0,

payload: this.message

this.device?.client.publishRawMessage((rawMessage)).then((res: loTMqttResponse) => {
LogUtil.info(TAG, “publish rawMessage(${rawMessage.topic}) success, message is $
{JSON.stringify(rawMessage)}}");
}).catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, “publish rawMessage(${rawMessage.topic}) failed, error is $
{JSON.stringify(error)}}’);
bk

2. bikpIN, BEERERXEE/MKIN.
3-77 EIRZE % Topic iIBEBE

[
h
con. hua
h
h

3-78 HiRETEN Topic ( $oc FFL) EEHE
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FiEE O o 0

IRER

0 ErEVASES, FAERLASSESURSNE ERASTEMAES

s
~
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IREFE R aR IR ENIRERIER .

BE device_sdk_java ;B EIRER

3-82 HEIRER-

N ( D)

EREE &
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FaHEROEE LR
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FLUHEROHE LR 194
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R EiR

(MARY:
B _EiRDemo, A& entry/src/main/ets/pages/PropertySample.ets3{4,
1. BB FHEETEE/RINE, AAZFirireportPropertiesiZz[ FIRIREEIE

const properties: ServiceProperty[] =
[
{

"service_id": "smokeDetector",

"properties": {
"alarm": 1,
"temperature": Math.random() * 100,
"humidity": Math.random() * 100,
"smokeConcentration": Math.random() * 100,

}

}
1

this.device.client.reportProperties(properties)
.then((data: loTMqttResponse) => {
LogUtil.info(TAG, ‘report properties success ${JSON.stringify(data)}, properties is $
{JSON_.stringify(properties)}}’); 1
.catch((error: loTMqttResponse | string) => {
LogUtil.error(TAG, ‘report properties failed ${JSON.stringify(error)}’);
bl

2. Filwpkl), EEHTRIXBMENI.

= 3-83 J:HEJ: EEE':L»

3. EIREREANESG, KE “IRE > IRIRE” , EMIIRE, BF “FET , #
ANRFFEREALEIRH LIRIEIEHE.

=] 3-84 ¥PiEEL-E 1 IR

iR —

eeeeeeeeeeeee

1 55.435158 51.950867

asms 16 v

RiLES

[l

AR
EBMiESDemo, aJ&%entry/src/main/ets/pages/PropertySample.ets,

1. EaERINE, WRERInEpropertyListenerfTiARiRBERMEIEZO
- ERMAE: Sl TalarmBENEERE, BEttEMERSITSRIE.
- EEMAE: BAtEMERBEORIUE TR

let propertyListener: PropertyListener = {
onPropertiesSet: (requestld: string, services: ServiceProperty[]): void => {
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this.logArr.unshift("${new Date()}: onPropertiesSet requestld is ${requestld}, services is $
{JSON.stringify(services)}")
// iEFservices
services.forEach(serviceProperty => {
LogUtil.info("onPropertiesSet, serviceld is ", serviceProperty.service_id);
/] BhEME
Object.keys(serviceProperty.properties).forEach(name => {
LogUtil.log(TAG, “property name is ${name}’);
LogUtil.log(TAG, “set property value is ${serviceProperty.properties[name]}’);
bl
b

[/ BB
this.device?.client.respondPropsSet(requestld, lotResult.SUCCESS);
I
onPropertiesGet: (requestld: string, serviceld?: string): void => {
this.logArr.unshift("${new Date()}: onPropertiesGet requestld is ${requestld}, serviceld is $
{serviceld} and respondPropsGet")
LogUtil.info(TAG, “onPropertiesGet, the serviceld is ${serviceld}’);
const serviceProperties: ServiceProperty[] = [
{
"service_id": "smokeDetector",
"properties": {
"alarm™: 1,
"temperature": Math.random() * 100,
"humidity": Math.random() * 100,
"smokeConcentration": Math.random() * 100,
}
}
1§
this.device?.client.respondPropsGet(requestld, serviceProperties);

}
}
[ R EEM SIS
this.device.client.propertyListener = propertyListener;
AR
o EHiEEEOEEEArespondPropsGetflrespondPropsSetiE [k HIRIBIFER
o WMBIRBAZIFFEENENZEIE, onPropertiesGetiZAnTLATLHL,
2. PUTERRRS, RERMWITEE, EFaL iﬁ%?&?ﬁﬁéééﬁﬁalarmf E=W)

1, {&Ralarm/EHN0/E, EE LEMBE, BERBFWEIEHEEEZalarmENS
0,

E] 3-85 IRBF-BE alarm FlE

= aEtE

Bs B R LG HEE © o
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3-86 IRE = F-BMACE alarm

< | m— — T ——

BEER HWETHR =R BEHT HBRE RESE FiRE i

BEBARSHS I REATRETT, ATATNSMRN0ES y x
SomEEN, EET ST AERr X HEnEEE: avy  RIEAE
:
0 REFAREATSNEE, AR,
BE ¥ B BEE O
Es Eft EE
smokeDetector alarm
smokeDetector alarm
'smokeConcentral
temperature ) —

humidity

(RERLY::
S T~ ADemo, AI&Eentry/src/main/ets/pages/CommandSample.ets,

IRERSHIFEARBKFE TANGS, EOEEOE, FEXwSHTAE, FF
LRI o

1. f£CommandSamplef|FHLIM T ip SRR, WRIGSBHTITED, ABE
FArespondCommand_E3RN@A .
let commandListener: CommandListener = {
onCommand: (requestld: string, serviceld: string, commandName: string, paras: object): void => {
const command = ‘requestld is ${requestld}, serviceld is ${serviceld}, commandName is $
{commandName}, paras is ${JSON.stringify(paras)}’;
LogUtil.info(TAG, “received command is ${command}’);

/] BFRILME ZAE B Tan S48

const commandRsp: CommandRsp = {
result_code: 0

}

this.device?.client.respondCommand(requestld, commandRsp).then((data: loTMqttResponse) => {
LogUtil.info(TAG, “respond command success ${JSON.stringify(data)}, commandRsp is $

{commandRsp}}’);

}).catch((err: loTMqgttResponse | string) => {
LogUtil.error(TAG, ‘respond command failed ${JSON.stringify(err)}");

bl

}

this.device.client.commandListener = commandListener;
2. T AR EGSHIRGE, BEFEENTwS TR, Hfservicelds
“smokeDetector” . #&& A “ringAlarm” | St duration IEE20,

3. BEEAE, wREWEISSHAIN EHRINA
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E R mE
(MAiTY:
EERERIEDemo, BJ&%&entry/src/main/ets/pages/ProfileSample.ets,

RIENMR 7 B AREEFIRAEOMESHTENG X, XMORLERRIE,
(BRFEEZEMEE—MED, SR ER.

SDKIEMt Y —FhEE RIS, ENERYIRERIE . EOYIRERIZIEE T SDKIRMAY
YIERISRAE S, IREBIDIRIBIMREIE XOREIRSS, AR LBEEBIIRERS
(EEE?%E%HE%E’\JE'E@E?%D) , SDKeiREEIAIFEEN, TiEIERIESH
an<TRIER .

HEECERAREPiRZEOMESHTEN, ERYERFEERSR, st TigEl
KBNERE, ILRFABRFEXENS, MABEXENTELRIEBIIE. X5
HESSHI=.

ProfileSamplef§l Fi&xR 7 i{aE QIR ELIRIZ |

1. BSREN—MERIRSZE, HiFBEAbstractService, (MRESNIRSS, NEE
EXZMRSE) -
class SmokeDetector extends AbstractService {

}

2. EXIRSEMY, ABTELUATHIZEFL, [FEH@Reflect. metadata("Property",
{ name: "string", writeable: boolean });xfExR T ~—"1EME, HEddnameflF=a
EEIh B 2R —, writeable RIMRBHERTE
@Reflect.metadata("Property", { name: "alarm", writeable: true })
private _smokeAlarm: number = 1;

@Reflect.metadata("Property”, { name: "smokeConcentration", writeable: false })
private _concentration: number = 0;

@Reflect. metadata("Property”, { name: "humidity", writeable: false })
private _humidity: number = 0;

@Reflect. metadata("Property", { name: "temperature", writeable: false })
private _temperature: number = 10;

3. EMERSHGS. REKEIFE TGS, SDKEBMERIXERE X
Lo EEFnameXI R AIEERIcommand_name, methodXIR#EzI A< RILIES
%, mSHASTIRENEREEIEARBEEL .
XEENNR—MIRIRESR<S, wdEAringAlarm, TERSHA
duration” , FRIEFSIRERIFLATE],

@Reflect.metadata("DeviceCommand", {
name: "ringAlarm",
method: (paras: object): CommandRsp => {
let duration: number = paras['duration'];
LogUtil.log(TAG, “duration is ${duration}");
return lotResult.SUCCESS;
}
b))

private _alarm: Function = () => {};
4. ENXgetterflsetteriz,
- SRBUEIFETERNEBREHUNIRS LIREMR, SBahERgetters
%ﬁ ?_etterﬁifﬁ'%%iiﬂﬂiﬁééﬂgﬁ'fﬂﬁ, AJLASCRY RN E Rkt BN el E R A it
JEEF
- HBRBREIFETRIGRERYRS, SEhERsetterFi%, setterFiEEE
FIMESAHAYE., NRBUAITERIE, setter(RB=XLI,
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- setterﬂlgetterﬁl:l{@fﬁDevEco Studioa#HIGeneratedYGetter and Setter
Bzh&nk, ARIESI5IESEI.

public set smokeAlarm(value: number) {
this._smokeAlarm = value;
if (value ==0) {
LogUtil.info(TAG, "alarm is cleared by app");
}
}

public get smokeAlarm(): number {
return this._smokeAlarm;

}

public set concentration(value: number) {
// /\1;&:7H—E§7F%'='E—E§"Eimset}§|:1

public get concentration(): number {
return Math.floor(Math.random() * 100);
}

public set humidity(value: number) {
/| REFBRAEELHsetiEO
}

public get humidity(): number {
return Math.floor(Math.random() * 100);
}

public set temperature(value: number) {
/| REFBRAEELHsetiEO
}

public get temperature(): number {
return Math.floor(Math.random() * 100);
}

SCIMIISEREL, SSRYBIEFNanSHIRIIAIL o
constructor() {
super();
const fields = Object.getOwnPropertyNames(this);
this.init(fields);
}

fiuiggi§i€§%5 IEEiH%kIIILJ\HEijj o

/1R B RSS

const smokeDetector = new SmokeDetector();
this.device.addService("smokeDetector", smokeDetector);

FEREHEA LR
[/TEsE s E#R
this.device.getService("smokeDetector")?.enableAutoReport(10000);

W7 LA, EEEHTLLIREM.

.huawe...t.device AsyncMqtt Publish Start
.huawe...t.device AsyncMgtt Starting publish string
.huawe...t.device AsyncMqtt ParsePublishOptions Start
.huawe...t.device AsyncMgtt create promise

.huawe...t.device AsyncMgtt OnPublish Success

.huawe...t.device AsyncMqtt Starting - MgttPublish

.huawe...t.device AsyncMgtt Starting publish string

.huawe...t.device IoTDA_SDK# report properties success {"code":0,"message":"Publish Success"}

ErEeNEERETFHEMalarmA1, BRalarmA0iE, EEREFHTKEIE
g E
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3-88 IRBF-BE alarm Bt

< | ————— 5 O 0w

soma2

tampsrature

3-89 ERIREHTEIHIRERKIN

qtt M

10. EFETAringAlarmaps, BFRFHEERIringAlarmisSEIEAA, FE/MKIN
FiRMAAT ,

3.10.3 ThEEsZHs
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.0
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.1
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.2
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.3
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.3
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.4
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.4
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.5
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.6
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.6
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.13
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-arkts/blob/main/huaweicloud_iot_device_library/README.md#3.13
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