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hitps:/idayu
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“£}575SDK  OKHttp  Unirest

package com.huaueicloud. sdk. test;

import com. huaweicloud.sdk.core. auth. ICredential;
import com. huaweicloud. sdk.core.auth. BasicCredentials;
import com.huaweicloud.sdk.core. exception. ConnectionException;

1
2
4
s imp
Region @ 6  import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
- 7 import com.huaueicloud.sdk. core. exception. ServiceResponseException;
[ | M 2 import com.huaweicloud.sdk.dataartsstudio.vi.region.DataAr ioRegion;
- 9 import com.huaweicloud. sdk.dataartsstudio.vl.;
Headers 16 import com.huaueicloud.sdk.dataartsstudio.vi.model.*;
- . 1
Authorization ) o
. 13 public class ShouBusinessAssetsSolution {
12
. +workspace 15 public static void main(String[] args) {
16 // The AK and SK used for authentication are hard-coded or stored in plaintext, h has great
9 security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
M environment variables and decrypted during use to ensure securit
_ Parameters 17 // In this example, AK and SK are stored in environment variables for authentication. Before
mEER - ~ running this example, set environment variab K_sK in the local environment
project id @ 18 String ak = System.getenv("CLOUD_SDK.
M 19 String sk = System.getenv("CLOUD_SDK_SK");
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huaweicloud-sdk- Python SDK{HEFRIES
python-v3

Go huaweicloud-sdk-go-v3 | Go SDK{ERIES

Java

Python
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AHMERE, FHEZFENER. SRBRAAREERR, WEFEEHIEEZEXE
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BAESDKEMS S XIFEXRIESAISDK, TESDKEEIAIM,
HITSDKESEREMREG . WindowstRERGZ T, HHAMGSIRIFHE, BAL

Tiard, EAMERE TESDKEAISHA256(E, HA, “D:\java-sdk.zip” 79
SDKEHIAHIFAERZFISDKE S, BIRIBLIRERIER

certutil -hashfile D:|java-sdk.zip SHA256

A SHITER A, WTAR:

SHA256 B9 D:\java-sdk.zip I5%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile &< RIN5ER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

STELEr FESDKEAISHA256{EFT FERAPITMIE S SDKERISHA256{H . A1R—
¥, WERRTHIEAFEENNES,

% 3-1 SDK B &XIMAY SHA256 B

AEHESSDK | SHA256(H

1=

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea18
7c5ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb0294
8e1375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a
13c8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738f
ff3287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412c
3128389e848d6

PHP 29bf711144e77a4adaea1257cd6dedd2220e57b729a8fd000
c51e68ccb42ad4b

C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef
1b7bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52
924978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7cad9bdefb
616bbbf6e739c8
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L2 ERRIERIBEENSES.
x3-23Y
S¥EER | S¥RA (ERRGI
path&% | IBERSE, FR | SE param = xxx
urll—a&to, B .
fEaurl b min | Burl http://5/p1/{param}/p2
FEEt SCRRurl: http://18#2/p1/xxx/p2
querys | EIESH, 1EA | B param = xxx
H urlB9xh 7SR S¥2: param2 = xxx2
B
ERRAIERINqueryS# ( LAZIESSDKAE )
f5: request.addQueryStringParam("param","
xxx");
~2:
BiEHEEIurUEmE, LOFL, 2102 8UER
[Rurl: http://18i%2/p1
SCrurl: http://18&/p1?
param=xxx&param2=xxx2
header2 | iB5KkS#, B | &L param = xxx
s dELE \_:\C"Z /\, . . . . s . o
& gg%ﬂggﬁ@w\ iE A7 EiRNheadersk S ¥ /MIEBEKRASRINE
= (LAZIESSDKAME)
f5]: request.addHeader("param"," xxx");
bodyZ2# | iBKASEL, SDK | "{}"
AR Ajson
FrE (BRATR
X5F)

T3 (BHSDK, FEIEKRERRE, KEUSKLFPAIZEZSE Authorization, FHFIESHx-
Authorization, {E5Authorizationt8E]., KENSFIEH, FREESREANEIALE

HIES

TR

3.3 SDK HRENEIRBE/ERER

& 3-3 ENEIRIB/EIRER

=B HIREE RER BRARE
DLM.O null R RAPIERRL FERMIN, T
I, FartE,
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ERS S IS Hi=ER BRBER
APIG.0101 The APl does not | 1. APIRA& % 1. &%API

existor has not | 5 rjgtiea 2. HAERAUrl
been published in FSCRRurl2 s
the environment R
APIG.0106 Orchestration SDKZRiZRI0x- SDK{ERRIESRE
error: Invalid Authorization 3
header parameter:
x-Authorization,
required
APIG.0106 Orchestration KIEIEESH BRI _ EEIL S
error: Invalid ___
parameter: __,
required
APIG.0201 Backend timeout | [FimiBHY (APIM | IBSCHIAZIBIRSS
KIEKREFS0E | HDEE, WNRIB
FUENREILER, B HEHREHIE
SIRE|LEIRF ( BUBRIEBIE
2) iR) , NSAREHE
BELNESRIEIDUR S
BREMAEEsql
ZiE .
WNRipEIEEPL
IR, A (3t
Fhi: HUEIRSS
gateway/i%;ﬁ)i :
HIEIRSSEERE ) 2
HETH,
APIG.0303 Incorrect app R tAIERAYkeyF
authentication secret2 &
information: app
not found
APIG.0304 The app is not NBTAGHEHEET | 1. #HIAAPIEIEIY
authorized to API SR FE
access the API 2. HHASERAkey
Fsecret2&H
134
APIG.0308 The throttling HZENERIREDL | 1. B EAPIN

threshold has
been reached:
policy domain
over ratelimit,
limit:1000, time:1
day

BT EERI LR
1X1000)R

x, NOBEGE
153

2. IimAgALEE: iR
DH. THELUS
HRBN,
ﬁééﬁﬁﬁ%ﬂ?ﬂﬁi‘l‘
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IR

BIRER

EixEE

fRRTIZE

DLM.4018

Api is not exist

APIRFTE

202006308 R AHl
ARYAPI:
BHEIAE RIS
x-api-idf9{E, 2
B (ZERFR
IBIEIAPINID, &
EILLAPIRIIR A E
¥REX )
20200630k R A5
KRIAYAPI:

1. fAEkEurl
FLPRurl 28
1@,

2. ERNEZRNIA
RHIAPI, EFY
EERE, APIT
REERFER
ERIFERT

Hith (HIERER

)

1. (EFB/ &I
API, AIEIRE/
EEO

2. EiERER
(BN TRER
EpiasNE=3 -2
) .

DLM.4094

Call api failed.

IEFAPISEIK

1. BINBREHIT
AUSQLIEHE, oI
VAIEEER (Fr
HITSQLIENS
BHE, {XAPI
Bal) .

2. CDMA{IES
E, BRERE
TIR[EIRIDLGEHS
=MEE.

3. AREEN, &A
DWSEERE,
ENAPIRAEER
EMPR,

4. BT, 1B
LEEED,

REIEEPRERE
N EISEEIR 77
'?i-o
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IR

BIRER

EixEE

fRRTIZE

DLM.4211

Token invalid

tokentIE A @S

1. fiAtokenES
1FH,

2. Hfailtokenpr/@
2R, 25E%
SV EIA Vi ol = 4
Earh,

DLM.4312

Missing
parameters: ___

BRDISESEL

BT LGS

400

App does not
have permission
to access API.

RN FRFEAGHE =R
AP

1. HIAAPIEEN
5N

2. HIAIEKAYkey
Flsecret28 7
iz

3. HIAAPIFOAPP
AU R BT
BYHIN

401

Authorization not
found.

BREEREE

1. RZFIAIE: SDK
{EFERIEE SR
3.

2. RBEIMEINE
ERRIAMIAILE:
IAMIAIERYAPI
KuBEINXE,
AZFEERD
B 9tokenIA
iIEﬁ;J; o

401

Authorization
format incorrect.

wEaElER

Z2INEFISDKERY

T3
ke

401

Signing key not
found.

EREHREE

IIAIBKAYkeyFl

secret2 & A

401

Signed header ___
not found.

BRLARIEE

BARTFEZ/
headersL &#1TE
Bt EET

401

Header x-sdk-date

F23Lx-sdk-date

B HEENE

not found. RELE &R, HEETH
BENER, B%
SDKEZERILtS
TR AT
J:'fgo
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IR

BIRER

EixEE

fRRTIZE

401

Signature expired.

X

BRI

1. EFREE—EN
BXHEE, S
ZEedE, B8
MEREZ.

2. BEIAKIBATE
ISR EIP SRS
—

3. WMRAMASER
R, BEER
EXA RIS
BT =AdE, |
BET AT EEE

E,-ﬁl-‘-
FErbo

401

Verify
authroization
failed.

SRl e S

IBIIARITEERY
FrESH, HEL
B ZRIHE
@, SiEERREF
url. path.
header. query.
body%% .

#h7E:

1. NRBITIHET
F=AMKF, B
kit FNEHRARSS
RRAYittE A —
H, FEEERL
RIS x-
forwarded-host,
BERZZRERRY
BRI,

2. YNR(FERHgetid

DLG.0902

Fail to call the
agent. For details
about No
matching
constant for [-1],

see the CDM logs.

CDM _ERYCIEE4E

Rss

1. SQLIAfTHIENS
K

2. C(DMEBARE
T

1. BIASQLIA TR
K, WSRATES
K, BifiisqQL
( BAS TRROIERY
EWERBRENS
m),

2. ANERSQLAITHY
BE4E, HEHkE
HAbARSS IEE/E Y
B9iE, ERECDM,
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IR HIREE HERR BRI
DAYU.1088 Failed to process | CDMZCNEN 1. 2XER
the request sent CDM,
by the agent. 2. AJEEECDMFH
|slie, EEHE
;g__"1\c[)hAo

3.4 {3 APP IA\UEEFH API
3.4.1 INIERIER

BT SDKIEFFAPIRT, FEIREVN AL ESE:

o 15OiRSBZET, BEREEEIAPIHIID. 15‘}?URL$IJ15‘RTJ’£

EEIERSSAY “APIBR” INH, BHAPIBIR, £ ‘TBER™ THEHEEAPIH
ID. BEKRURLFNIBERG X,

l 3-1 APl EifiENX

-

MyBatis75=0 3

APPIATE 2022/05/06 15:31:28 GMT+08:00

2022/05/31 11:18:11 GMT+08:00

s ==E

sz raRRit ShhE
AR
PIER mEE
fest -
g GET select 1.

o  XIFAPPIAIERYAPI, B TUREBERAIAppKey. AppSecret GBS RLIAIESS
Ao
£ “RREIE” PER—APP, FREAPPEIEZIAPI, FRATLAERIAPPRIRAY
AppKeyFAppSecretif[aliZAPl, BJTER FIFHHEEFREEAppKeyFlAppSecret,

3-2 && AppKey #1 AppSecret

app0l 5b449752-7e91-4271-bf70-d3c0645¢e913
d9a88ade-106b-40a2-b810-90d69cbllebd Grerx] &

2018/01/23 09:54:52 GMT+08:00
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AR
e AppKey: APPISIEIZSEID, SIAEIAIAZERXERIME—INRN; HIDZRIDIFAES
[EZB—RSER, MWERETMELESE.
o AppSecret: S5i5aEBIDESERNER, MNERETNESS, ARRAIXS, 7
B LEERIIER -
o RIXAPIERREY, BERFLHRIRSEEFHTTPRIX-Sdk-Datesk, BEZERET
Authorizationsk ., 8 RE—MEIRAIMNERZEAI, ERIRIT .

3.4.2 Java
e S T
{FH)avaiB SEFAPPIMIERIAPIRY , RFEESLIRENSDK, AREFHEIENSATLIE,
RESEABAPIRGIERBAPI,
ARETLAEClipse 4.5.28RAFFINE
3-3 ARRE
&
Y
FEISDK
]
=]
BUIRSRY
o CEIRENAPIAYIER . ID. iEKurl, i5KF5i%. AppKeyFlAppSecretFEE, B3
DOINIERINES
o BZ%%Eclipse 3.6.0akLA LA, WNRFKZE, {EEEclipseBEAMULTE
o BE%%lava Development Kit 1.8.1118¢LALIRA, NRKZEE, iEEOracleBES
TERE &,
$XEN SDK

$1B1 EFRDataArts StudiolzdlE .
TE2 BF “HURRS ™ &R,
TE3 BFEAMESR “H=R> SDK” & “EZ=4Rk > SDK” ,
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https://www.eclipse.org/downloads/
https://www.oracle.com/technetwork/java/javase/downloads/index.html
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B4 PISDKFERS|ISXIFHEIIMIESAISDK, TEHSDKEEIAIf

FE5 HITSDKEZEMRL . WindowsEERS T, FTFARMGESIRRFHE, WA TS
<, EAMERE TEHSDKERISHA256(E, Hrh, “D:\java-sdk.zip” J9SDKEHIAR
HERMEREIISDKE R, SRIBELIRERES .

certutil -hashfile D:|java-sdk.zip SHA256
B HUTESRTA, WTAAR:

SHA256 RY D:\java-sdk.zip I8%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5 RINTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER F & SDKERISHA256/EF N FERBITMIES SDKERISHA256{E . TNR—E, NI
R FHIREAFEEENINES.

2 3-4 SDK B M IJRAY SHA256 {8

T EIESSDKE

SHA256{H

Java

becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go

bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python

c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C#

a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript

53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412¢312
8389e848d6

PHP

29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++

f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android

89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

e

¥REX “ApiGateway-java-sdk.zip” [E4E6, MBERBEREMNT:

ZHR i
libs\ SDK{KFiZE

libs\java-sdk-core-x.x.xjar | SDK&

N5k 01 (2024-05-13)
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2R

ol

src\com\apig\sdk\demo
\Main.java

src\com\apig\sdk\demo
\OkHttpDemo.java

src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a

src\com\apig\sdk\demo
\WebSocketDemo.java

{EASDKERIBRIAEULEI

.classpath

.project

JavaTi2Ec &4

WNRERAmavent@i®E, SDKEH “java-sdk-core-x.x.xjar” BImaventZEititf
https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/, Ec&
maveniBAYF5ERI 2 Il https://bbs.huaweicloud.com/forum/forum.php?

mod=viewthread&tid=1779,

BNA\java-sdk-corefkEfifdmavenEL BN :

<dependency>

<groupld>com.huawei.apigateway</groupld>
<artifactld>java-sdk-core</artifactld>

<version>3.2.3</version>
</dependency>

81 FJFFEclipse, TEEEF=1%EIE “File > Import” ,

s “Import” IHBIE,

$I2 %#F “General > Existing Projects into Workspace”

384 “Import Projects” SHFEAE,

, B “Next” o

SASRRAS 01 (2024-05-13) WRIERE © ARITERARERAF
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DataArts Studio

SDK &% 3 #iEARSS SDK &%
3-4 Import
2 import =
Select “\
-
Create new projects from an archive file or directory. H

Select an import source:

type filter text

4 (= General o
L Archive File
|[E3 Existing Projects into Workspace
[, File System
] Preferences

> = Git

> = Gradle

- = -

|

m

® = Back Mext = Finish

H$I,3 BE “Browse” , EHRHARNEEFILERIESAISDKIER

STRRRR 07 (2024-05-13) IR © R BRABIRAS) 15



DataArts Studio
SDK &# 3 #iEIRSS SDK &%

3-5 %% demo TH2

S Import E=8 ol =
Import Projects E_f
Select a directory to search for existing Eclipse projects. 4
@ Select root directory: | DtYjava©\ApiGateway-java-sdk- - Browse... l
() Select archive file: Browse...
Projects:
java-sdk-demo (D¥\java\ApiGateway-java-sdhk- I Select All

Deselect All

Refresh

i

Options
[[] Search for nested projects
[C] Copy projects into workspace
[[|Hide projects that already exist in the workspace
Working sets
[[] Add project to working sets

Select...

?\ Mext = Finish ] ’ Cancel

T4 B “Finish” , BEEITESAN,
BRETIEEREEINT:

STRERA 01 (2024-05-13) IR © ERRBRABRAT 16
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SDK &# 3 #iEIRSS SDK &%

3-6 SATERIEHREN
5 Project Explorer S Y § = O
v g+ > java-sdk-demo (in ApiGateway-java-sdk-3.1.2)
=\ JRE System Library [jre]
v B > src

v i = com.apig.sdk.demo

% LargeFileUploadDemo.java
[ Main.java
[ OkHttpDemo.java
[} WebSocketDemo.java
=\ Referenced Libraries
v & = libs
=: commons-codec-1.11.jar

=: commons-logging-1.2.jar
=: httpclient-4.5.14.jar

=: httpcore-4.4.14.jar

=: java-sdk-core-3.2.3.jar

=: logback-classic-1.2.11.jar
=: logback-core-1.2.11.jar
=: okhttp-3.14.9.jar

=: okio-1.17.2.jar

= slf4j-api-1.7.36.jar

5 changelog

“Mainjava” JARGIRE, BRIBLFERENSHEER . BEAERBIESEE
FAAPITRBY

TR
R T

$I81 FTHEclipse, TESEILIER “File > New > Java Project”
o “New Java Project” XHEIE .

$E2 BENX “Project name” , LA “java-sdk-demo” Jfil, HhSEHIRIFEOA, BE
“Finish” ,

STRERA 01 (2024-05-13) IR © ERRBRABRAT 17
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3-7 #ETAE
&= New Java Project = I@

Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: java-sdk-demo

Use default location

ChlUsersiwx32902 M\ workspaceljava-sdk-demo Browse...
JRE
@ Use an execution enviranment JRE: JavaSE-1.8 -
i7) Use a project specific JRE: jrel.8.0 191
(71 Use default JRE {currently jrel.8.0 191" Configure JREs...

Project layout

71 Use project folder as root for sources and class files

@ Create separate folders for sources and class files  Configure default...

Working sets
[[] Add project to working sets

Select...

@' = Back [ Mext = ] [ Finish l ’ Cancel

FIE3 S AAPI Gateway Java SDKAY “jar” X4,

1. &R “java-sdk-demo” , BAFEREIRAE, %R “Build Path > Add External
Archives” ,

STRERA 01 (2024-05-13) IR © ERRBRABRAT 18
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3-8 2\ jar X4k

a | java=dl-d

[E g Mew
s m ) Go Into
Open in New Window
Open Type Hierarchy

Show In

& Copy

B2 Copy Qualified Name
[} Paste

¥ Delete

Remove from Context
Build Path 1
Source

Refactor

g Import...

S

g Export.

5  Refresh

2. J&$ESDKA “\libs”

3-9 I%$F jar X%

commons-codec-1.11.jar
commons-logging-1.2.jar
httpclient-4.5.14.jar
httpcore-4.4.14.jar
java-sdk-core-3.2.3.jar
logback-classic-1.2.11 jar
logback-core-1.2.11.jar
okhttp-3.14.9.jar
okio-1.17.2.jar
slf4j-api-1.7.36.jar

LA #hiE “Package” K “Main” {4,

2022/9/2 17:54
2023/6/13 12:17
2023/4/19 21:26
2023/4/19 21:26
2021/3/1 12:10
2021/3/1 12:10
2022/7/30 9:51

F4
Alt+Shift+W »

Ctrl+C

Cirl+V
Delete

Cirl+Alt+Shift+ Down

3
Alt+Shift+5 »
Alt+Shift+T »

% % &

Link Source...

MNew Source Folder...

Use as Source Folder

2

Add External Archives...

i

5 | g

Add Libraries...

Configure Build Path...

2021/3/1 12:10 WIinRAR ar
2021/3/1 12:10 WIinRAR ar
2023/5/12 12:02 WinRAR ar

1. & “src” , BEEFAREE, &F “New > Package”

3-10 $h#E Package
4 [ java-sdk-demo

WiInRAR archive
WiInRAR archive
WinRAR archive
WiInRAR archive
WiInRAR archive
WiInRAR archive
WiInRAR archive

BRTHRBIL “jar” SR, BE T

328 KB
61 KB
768 KB
321 KB
31 KB
227 KB
439 KB
421 KB
90 KB
41 KB

chive
chive

chive

= s
ST 1
4 m) R Open in New Window
> fong Open Type Hierarchy
> e Show In
kd |E|:
- o =] Copy
B Conv Qualified Name

-

F4
Alt+Shift+W »

Ctrl+C

2. 7 “Name” #ig\ “com.apig.sdk.demo” ,

2% Java Project
™ Project.

2
& Class
& Interface

& Enum

SASPRZAS 01 (2024-05-13)
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SDK &% 3 #UEMRSS SDK &%
3-11 i & Package HIZR
& Mew Java Package = @
Java Package
Create a new Java package.
Creates folders corresponding to packages.
Source folder: java-sdk-demojfsrc
Mame: com.apig.sdk.demo
[| Create package-infojava
?\' Einish l ’ Cancel
3. B “Finish” ,
5ThY “Package” RIBUEE .
4. % “com.apig.sdk.demo” , BEEIRGAE, &R “New > Class” .
3-12 F# Class
4 [ java-sdk-demo
4 (B src
- {JEEE 1 b | 2% Java Project
4 @) Refe Open in New Window v | R
¢ lom g Open Type Hierarchy F4 |§ Package
» B89 Showln Alt+Shift+ W » 9
T
. .;:'. HIE Copy Ctrl+C |
» jmy i B=| Copy Qualified Name G Enum .
. ma i [ Paste Ctrl+V 2 |LEE e
5. 1 “Name” i\ “Main” , @ik “public static void main(String[]
args)” .
M HGERAS 01 (2024-05-13) WA © EARTERABIRAE 20



3 HiEIRSS SDK &%

DataArts Studio

SDK &%

3-13 18 & Class RIACE
Lo ]

= New Java Class

Java Class
Create a new Java class.
Source folder: Java-sdk-demo/src
com.apig.sdk.demo
Browse...

Package:

[[]Enclosing type:

(") package private protected

Modifiers: @ public
[] abstract [ final static
Superclass: java.lang.Object
Interfaces: Add..
Eemove
Which method stubs would you like to create?
| [lipublic static void main(String[] args);
[T Constructors from superclass
[¥] Inherited abstract methods
Do you want to add comments? (Configure templates and default value here
Dﬁenerate comments
Cancel

Finish | |

@.
6. B “Finish” .
SRk “Main” SHRIBIEE,
'S TR IECEE, REREFREEUT.

WRIERE © LEARITERARERAF
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SDK &# 3 #iEIRSS SDK &%

3-14 FEE TI2RIE REHE
v 2 java-sdk-demo
=\ JRE System Library [JavaSE-1.8]
v (2 src
~ # com.apig.sdk.demo
U] Main.java

v B\ Referenced Libraries

@ commons-codec-1.11.jar - P\0O1.Code)
@ commons-logging-1.2.jar - D:\01.Code’
wa httpclient-4.5.14.jar - D:\01|Code\dayu
e httpcore-4.4.14.jar - D\0O1.Jode\dayu-
eo java-sdk-core-3.2.3.jar - D[

1.Code\da
m logback-classic-1.2.11.jar - P:\01.Code)

= logback-core-1.2.11.jar - D:\01.Code\d

ws okhttp-3.14.9.jar - D:\01.Code\dayu-co
e okio-1.17.2.jar - D:\01.Codef\dayu-comi

w s|fdj-api-1.7.36.jar - D:\01.Cpde\dayu-c

“Mainjava” TEE#EER, BRIELMERSEEBAPIRGIBAFRE.

—--4ET
VA API <51
(0 B8

o REETRAMIIIERTBAIAPI

o BEEEHIEIRSIEFISBRITOZBIIAT—AP, SR AHMAPINLESS IAIZEAPIF]
ETRAPIET,

o REAPIIEIRAITHEAIHTTPIRSS, LthEimREI— “200” IWRASR “Congratulations,
sdk demo is running” JEEF,

F¥1 £ “Mainjava” FIIANLATSIA.

import com.cloud.apigateway.sdk.utils.Client;

import com.cloud.apigateway.sdk.utils.Request;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

£82 tliErequest, BIEFHFEMIUM TS,

e AppKey: BITIAIERNERIAE, INEARRYakFIskIRBEMCE L E BN ZF g
RARNZENE, BNEREXHSENETSPENGFN, FHNHES, fix
Ze, KREINIRETEHIKEL
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DataArts Studio

SDK &%

3 HiEIRSS SDK &%

e AppSecret: BITINIERTERIKRE . INERRakFIskimiBEMLIS-RaE B R EED
BRANZENGE, BNERENHNENELEPENFN, ERINEE,
F®EE, NROINMETEFIRE.

J Method: IBRATTIES . IRIBAPISEIRERIES, REMCISEER “POST” fEHtE
Bl

o url: BERAurl, FBEQueryStringMfragmentiBss . a2 &0 1BERAPIFRER
DEGERIRE SIS . REIRIBEER “http://c967a237-
cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/java-sdk”
YESIERY

e queryString: urlEEESERIERS , RIBAPISCIRERIES . IFHIFRFE[0-9a-
ZA-Z.[;[I\-=~#%"&_+: "] . ~HULEIER “name=value” {EJIHEHI,

e header: FKAYSLIS . RIBAPIZIRERIES, AFHPXATRIZ ., R~EMLIEE
FB “Content-Type:text/plain” {EJ9#£61,

e body: {BEKRHIIEN . IRIBAPIELPRIERIES, ~EUCIBER “demo” {EREER,
HEEMABEN T :

Request request = new Request();
try
{
[ INEFBRYak#IskimSEITB P E PP FEBBRANZEXG, ENEEEXHHENETTETE
XEH, (ERIEE, BERRE;
] B BIAak IskiRFEMR R E PRI BHIGUEAF, ETARGIRIEEEAIRERIR SR
ESDK_AKFISDK_SK.,
String ak = System.getenv("SDK_AK");
String sk = System.getenv("SDK_SK");

request.setKey (ak);
request.setSecret(sk);

request.setMethod ("POST");
request.setUrl("http://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/
java-sdk");
[/urlitB it FEBIFEAPI S 4ERT1SE!
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
//request.addHeader("x-stage", "publish_env_name"); //A0RAPI& R ZIJERELEASEIREE, EEEMNE
EXHIREZFR
request.setBody("demo");
} catch (Exception e)
{
e.printStackTrace();
return;

}
SHERHITEZ . FhiZx-Authorizationsk . I5{TAPIFITENLEER
BRI T :

CloseableHttpClient client = null;

try

{
HttpRequestBase signedRequest = Client.sign(request);
Header[] authorization = signedRequest.getHeaders("Authorization");
signedRequest.addHeader ("x-Authorization",authorization[0].getValue());

client = HttpClients.custom().build();
HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{

System.out.printin(h.getName() + ":" + h.getValue());
}

N5k 01 (2024-05-13)
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HttpEntity resEntity = response.getEntity();
if (resEntity != null)

System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));

}

} catch (Exception e)

{
e.printStackTr:

} finally

{
try

if (client !=

{

ace();

null)

client.close();

}

} catch (IOException e)

{

e.printStackTrace();

}
}

$£B4 ER “Mainjava” , BERRGEE, % “Run As > Java Application” , =17 TfE

AHACET o

3-15 iz17 TIENA AT

v 5 > java-sdk-demo
5 JRE System Library
v s
v # > com.apig.sdk.demo
1 LargefileUploadDemo java
& Main.iava
G OkHt  New

package name of the demo
2 package com.apig.sdk.demo;

+import com.cloud.apigateway.sdk.utils.Client;

public class Main {

’ lic static void main(String[] args) {

5 WebS  Open = Create a new request
5 Referencec  open with , | Request request = new Request();
i try
+ > libs Open Type Hierarchy F4 v
+ changelog Show In Alt+Shift+W > BE Y FhTTER. FA £
Show in Local Terminal > ARG 15 3 BHUAWEICLOUL UD_SDK_SK
. culec String ak getenv(“"HUAWEICLOUD_SDK_AK™) ;
may ik string sk = System.getenv("HUAKEICLOUD_SDK_SK");
Copy Qualified Name e
T Paste Curlsv request.setKey(ak);
R Delete Delete request.setSecret(sk);
Build Path >
eI request. setMethod("POST");
feli Alt+Shift+S request. setUrl(*http://cO67a237-cdbc-470e-006f - a8655461897¢ . apigw. cn-north-1.huaweicloud. con{apig-endpoint} serviceEndpoint/java-sdk™) ;
Refactor AlteShiftaT> bALTE IR APT A 48 B 5
Ecd) request.addQueryStringParam(” “value");
= request.addHeader ("Content-Type”, “text/plain®);
port.. ¢ . < . R . b mEA A s
request.addHeader("x-stage”, blish_env_name™); 1RAPT AT FIIERELEASEFF IR, BB B8 EXMIHET
References > request. setBody (“demo");
Declarations 5 |} eateh (Exception ©)
{
ICSLTR D e.printStackTrace();
Refresh s retuen;
Assign Working Sets.
Q. Coverage A > .. . . -
© RunAs 5] 1 Runon Server Alt+Shift =X, R
T Debug As 7| =_2Java Application Alteshift+X,
9 Profile As Run Configurations.. lient. sign(request);
Restore from Local History. meauer| T-auwtnorT7aTTON-=—sTgNEOREduest . getHeaders (" Authorizat ion®) ;
Web Services > signedRequest.addHeader("x-Authorization”, authorization[0].getValue());
Team > ‘
. ) Send the request
EEn e client = HttpClients.custom().build();
Replace With > HttpResponse response = client.executa(signadiequest);
Configure >
2 Validate print the stetus line of the response
Propertics [tz System.out.println(response. getStatusLine(). toString());

U85 7F “Console” T

X

&, Bl

1TER

N5k 01 (2024-05-13)
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SDK &%
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3.4.3 Go
Birin=

HURSR

3-16 EARBKINERIREEE

'*| Problems |5\ Declaration B Conscle 2

=terminated= Main [Java Application] C:\Program Files\Javaijrel.8.0_191\bin\javaw.exe

HTTP/1.1

Date:Tue, 19 Mar 2019 @8:38:28 GMT
Content-Type:application/json
Transfer-Encoding:chunked
Connection:keep-alive

Server:api-gateway
X-Request-Id:844732a996756668d8d312ea362c9ea4)]
Access-Control-Allow-Origin:®

knngratulatians, sdk demo is runningl

-

(EFAGOIESEHAPPINIERIAPIRY, SFEESIRENSDK, AEHETRE, xESEFH
API7=GIEFBAPI

A UIntelli) IDEA 2018.3. 5 RAFEIN4E

o EIRENAPIRYIEZ . ID. iBKurl. 153K7Gi%. AppKeyFlAppSecretFEE, BES
DOINIERES o

o FRENHZLEGOLER, MRKLE, BEGCOEH ML T

o IREWFZLEIntell) IDEA, WIRKRLEE, 5= Intelli) IDEAEL ML TE .

o EfEintelli) IDEAFRZIEGOIHM, MRKLE, BIREEB-17TREE
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SDK &% 3 HiEARSS SDK &%
= b = =
3-17 &% Go &4
Settings ]
Plugins 2 Installed Updates (0) n Reset
Appearance & Behavior 3
Keymap
) Search Results (191)
Editor
BN o - o Template
Version Control Languages Languages
Build, Execution, Deployment This plugin extends IntelliJ Support for Go template
Languages & Frameworks h Go-specific
tance and tool
Tools L 721
GoToTabs
Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a
specific tab. You can of.
C+—F 08,2015 £73K %5
o
-
FKHY SDK

FIR1 ZEFDataArts Studioizdl & .
B2 HF “HURERS " &R,
B3 BFEAMSESR “H=ZR> SDK” & “EZ=fR > SDK” ,

H£R4 PESDKEMASISKIFEEYNMIESHISDK, TESDKEEIAL,

HIRS HHTSDKEZEMRIL . WindowsIEFREE T, FTHARMAERTRAFE, WA Tas
<, EARMAERE FESDKERISHA256(8, HA, “D:i\java-sdk.zip” 79SDKELAIZS

I IFRERIZFNISDKE R, BIRIESEREIRIEN .

certutil -hashfile D:|java-sdk.zip SHA256

A SHUITERTA, TAR:
SHA256 #Y D:\java-sdk.zip la%s:

becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

CertUtil: -hashfile &5 < BINTERK o

becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELERr T SDKERISHA256/EF N FERAITMIES SDKERISHA256{E . TNR—E, NI

TR FISERFEESFIES

% 3-5 SDK B & XTRAY SHA256 B

AEESSDKE | SHA256{&

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6eal187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

SASRRAS 01 (2024-05-13) WRIERE © LEARITERARERAF

26



DataArts Studio

SDK &% 3 #iEARSS SDK &%

AEIESSDKE | SHA256{8

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412c312
8389e848d6

PHP 29bf711144e77a4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7c¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

.
¥REX “ApiGateway-go-sdk.zip” E456, BEREBREMNT:

BFR kA

core\escape.go SDK{HS

core\signer.go

demo.go AN IR

WEE T2

$181 $TFFIntelli) IDEA,

WEIEEE “File > New > Project”

58 “New Project” XHEHE, & “Go” , BE “Next” .

NH5hRZA 01 (2024-05-13)
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SDK &# 3 #EIRSS SDK &%
3-18 New Project
MNew Praoject @
= Java =No SDK = e

Java Enterprise

.'. JBoss

ri J2mE

B Clouds
Spring

= Java FX

Android
Intelli) Platform Plugin

© Spring Initializr
Maven

Gradle

& Groovy
Grails

Application Forge

¢ Go Modules (vga)

[+] Index entire GOPATH 7

Additional Libraries and Frameworks:

[ 0 SQL Support

Default Dialect:

I Cancel Help

$B|2 BE .7, ERBAHEERIEEMRERRISDKERE, BE “Finish” .
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3-19 iEEARE/GHY SDK B8
Mew Project @

Project name: |g::|| |

Project location: | Di\java\go

b More Settings

Previous Cancel Help
£33 T ITiRCERE, BREWNT.

3-20 FETERIEREN

go D\javalgo

b Jidea
v ApiGateway-go-sdk-

v core
o escape.go
“ signer.go
> go
b licenses

* demo.go

mgo.iml
“demo.go” JRBIES, BIRIEEIRERMENSEHEER . BRABIRBIESERE
FAAPIRAI,

e

AR AP1 7~f5
1 EIfEP5|Asdk (signer.go) o

import "apig-sdk/go/core"
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B2 ER— 1 EESigner, AAppKeyFlAppSecret,

/] INIERRYakFIskgmi3E LR E AN FEE B R ANZENK, BNERENHHENETEPENFH,
(EFREE, RIRRE;

/] BB akFIskiREEREZEHRELMBMNIGENG, BT AR FHEALAEABNEHIRBNETE
SDK_AK#OSDK_SK,

ak = o0s.Getenv("SDK_AK");

sk = os.Getenv("SDK_SK");

s := core.Signer{
Key: ak,
Secret: sk,

}

E R — 1 #FTHIRequest, IBEHE . HiEE. iBKurl. queryflbody,

r, _ = http.NewRequest("POST", "http:/c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-
north-1.huaweicloud.com/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

BiERiRNNheadersk, RBRNERSHEE. WBFE, FIFEEZAVELE,

r.Header.Add("x-stage", "RELEASE")
r.HeaderAdd("name","value")

HITER, TR ESEEKRPHRINATFERAIX-Sdk-DateskF1Authorizationk .

SRIE RiEKAI0x-Authorizationsk, {E5AuthorizationsL48[E

s.Sign(r)
authorization := rHeader.Get("Authorization")
r.Header.Add("x-Authorization", authorization)

BIEAPI, BEIBEER,
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

e

3.4.4 Python

BFn=

i35 78

{ERPythoniESIEFHAPPINIERIAPIRY, BEESIRENSDK, AEHETE, RES%E
A FBAPIRBIERAPI,

ARETFLLIntelli) IDEA 2018.3 5kRAFFINEE

o CIREVAPIRYIEZ . i5Rurl. 1EXKFGi%. AppKeyFlAppSecretFHE8, BAS A
IFRNERS -

o FRENFLEEPythonZZEE (BI{FEMA2.7.9+8¢3.X ) , WIRKZE, iBEEPythonES
TERE T
PythonZ3E5TRkfE, TS iTHFERpipREE “requests” .

pip install requests

AR
NRpipZicrequestsiBENEREIR, 15 FEFEMAPythonTILIHE, FRpip, AEH
WITUA Ea &

o FREWFHZZEIntelli) IDEA, WNRKZE, i5ZEIntelli) IDEAEE ML T
o BfEIntelli) IDEARRZEEPythontfift, TNRKZEE, BIZRE3-21FImEE,
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DataArts Studio

SDK &% 3 #YEIRSS SDK &%
= b = =
3-21 &% Python #&f4
Settings X
Plugins 2 Installed Updates o ]
Appearance & Behavior
-Python
Keymap 3
. Search Results (41)
Editor
BEEDEE ey MicraPython
Version Control Languages Framework integration
Build, Execution, Deployment The Python plug-in provides Support for MicroPython
Languages & Frameworks Python devices in _:"_'EH"I IDEA
PyCharm. Feature
Tools aa
Live Coding in Python python-typing-adder
Code tools Code toals
Lets you run your Python ing intellij to infer
code as you type it. Displays ‘P
variable valu
C'+=H 14, 2018 4 157K 2
® e
RHY SDK

£
$EE2

EFDataArts Studioiz=Hl& .

BE “HIRERS T BIR,

BERAMSEE “HZHr> SDK” 8¢ “EZ=hR > SDK” ,
EFHSDKIEAS | SXIHEXSNIESHISDK, TESDKELEIAIM

H1TSDKESTEMRRIS . WindowsEIERA T, FTHARMAIIRTRFFE, WA
%, EAMERE TEHSDKERISHA256(E, HA, “D:\java-sdk.zip” J9SDKEBAIA
HIFIEREZFNSDKE S, BRIELIRE RIE .

certutil -hashfile D:|java-sdk.zip SHA256

HOPTERRE, WTFHE:

SHA256 RY D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

CertUtil: -hashfile 55 INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

STELER & SDKERISHA256EF N FERPITMIESSDKEHISHA256(E . FNER—E, NI
ERFHIIREAEEERIES .

2 3-6 SDK B M XJRIHY SHA256 B

AEESSDKE | SHA256{&

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6eal187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6
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AEWESSDKE | SHA256{8

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-8R
$KEX “ ApiGateway-python-sdk.zip” =48, EERBESFEMWT:

2R i8R

apig_sdk\__init__.py SDKALHS

apig_sdk\signer.py

main.py AN R

backend_signature.py [EinE ARG

licenses\license-requests FE=FFlicenseX {4

T2
1 FTFFIDEA, EIEZE “File > New > Project” o
s “New Project” XHiEHE, &8 “Python” , By “Next” ,
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SDK &% 3 #ERRSS SDK &&

3-22 New Project

MNew Project

- =

Maven Project SDK: | & Python 3.7.2 (D87 \python.exe) v || New..
Gradle Additional Libraries and Frameworks:
& Groovy CJE7 Diange
Grails O Google App Engine (Python)
Application Forge [ z5. QL Support
© Go
“ Go Modules (vga)
?-3 Dep
‘s App Engine
Static Web
E Flash Template language:
Templates folder: templates
Application name:
K Kotlin PP
Enable Django admin
& Empty Project 2

$|2 BRBE “Next” , BHLITXHEE. BE “..7 , ERBIXNIEERIREREER

SDKE&{Z, B& “Finish”

3-23 IERFEE/EHY SDK B82

Mew Praoject

Project name: | py‘thonl |

Project location: | D:\java\python

» Maore Settings

Previous

Cancel Help
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H$I]R3 TRIiRCIEE, BREWUT.

3-24 FHETIENE R

v python
b Jidea
v ApiGateway-python-sdk-
v apig_sdk
_init__.py
signer.py
» licenses
main.py

test_signer.py
m Python.iml

“maigljpy” ATBIRES, BRIELIRERIENSHIEER . BMUDRIBESEER
API7=A1

-

AR API 7=f1
TB1 TIEY5| Napig_sdk,

from apig_sdk import signer
import requests
import os

$I2  Epi— 1 N#FrhYSigner, IEENAppKeyFlAppSecret,

# INEFRRYakFIskgmiBEML B S E BB FE S B R ANZEXE, BINTEEREENHHENETEPENFY,
(EFRREE, RIREE;

# RRBILAakFIsKIRFERMRZE PRI SMDIVERY, BITARABIEAEAFEFRERETS
SDK_AK#FASDK_SK,

ak = os.environ("SDK_AK");

sk = os.environ("SDK_SK");

sig = signer.Signer()
sig.Key = ak
sig.Secret = sk

EI3 Ap{— M RequestidR, IEESER. BKuri. headerfbody,
r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/app1?
a=1",
{"x-stage": "RELEASE", "name": "value"},
"body")

FTEA HITELR, THRHESTEERSHPIRINATFERZAIK-Sdk-DateskF1Authorization
3L, REIEKFNX-Authorizationsk, {E5AuthorizationsLi8E .
sig.Sign(r)
r.headers["x-Authorization"] = r.headers["Authorization"]
LIRS HIAPI, BERFIHIER,
resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)

print(resp.status_code, resp.reason)
print(resp.content)

-
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SDK &# 3 HUEIRSS SDK &%
345 C#
E S T
FRCHESARAPPIANIERIAPIRY, RFESLIRENSDK, AEHTHSDKEFHTIEX
5, RESEAPIERRGIERBAPI,
ERTE
o CEIRENAPIRIIER . iBRurl. iBKGi%. AppKeyFlAppSecretFHEE, BAES A
IFRTEES o
o FRENFHZAEVisual Studio, HNERFKZEE, BEZEVisual StudioB 5 Mt T .
$%HY SDK
$1 ZRDataArts StudiolzF&
T2 B “HIERS” Bk,
T3 PHAMSESR “H=hRk> SDK” o “E=HiR > SDK”
T4 PISDKFERSISXIFEITMIESAISDK, TEHSDKEEIAI
SIS HITSDKETEMRI ., WindowsiE{ERA T, ITHARMGSIRRGIE, BMAUW TG

%, EAMERE TESDKERISHA256(E, HAr, “D:\java-sdk.zip” J9SDKEBAIA
WP IERIEFNSDKE S, BRIELIRERIE .

certutil -hashfile D:|java-sdk.zip SHA256

i SHITERTA, WRER:

SHA256 RY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

CertUtil: -hashfile 55 INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XIEER 8 SDKERISHA256{EFN FRPXINIESSDKEIAISHA256{E . WNR—EL, N
R NI EAFERSMER

% 3-7 SDK B & XIRAY SHA256 B

AEIESSDKE | SHA256{H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6
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AEIESSDKE | SHA256{H

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-t

5XHY “ ApiGateway-csharp-sdk.zip” E4E8, RIEEEFREWNT:

BFR il
apigateway-signature SDK{LAS
\Signer.cs

apigateway-signature

\HttpEncoder.cs

sdk-request\Program.cs BRIBERREIRS
backend-signature\ BinEanEIiE
csharp.sin TEXH
licenses\license- FE=HElicenseX {4
referencesource

FIHFIE
WHSDKEHRY “csharpsin” 34, ITHIE. TIEFERW T3 ME:

e apigateway-signature: LB ZEXAHEZZE, nJFHTF.Net Framework5 . Net
CorelinH .

e backend-signature: RIRIRSEZRH,

o sdk-request: FZELENEAMATRA, BREINERENSHEER. BERKHE
IRBRIESERAAPIZA .

iAF API 751
S EIRRFSIAsdko

using APIGATEWAY_SDK;

L2 Epk— 1 HTRYSigner, 3EANAppKeyFlAppSecret,

[ NERRIakFIskiRi3RIAI P e E B FEEBRANRZ NG, BNERENHHENETETE TN,
ERIIREE, WRES;
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/] ARBILAaKFIsKIRFERBE L EFRILMSMHIIEG, ETARABISEEAMIRETRETNETSE
SDK_AK#ISDK_SK,
string ak = System.Environment.GetEnvironmentVariable("SDK_AK");
string sk = System.Environment.GetEnvironmentVariable("SDK_SK");

Signer signer = new Signer();
signer.Key = ak;
signer.Secret = sk;

$I3 E£R—HttpRequestXIR, IEEIHSIER .. iBKurlilbody

HttpRequest r = new HttpRequest("POST",

new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/
app1?query=value"));
rbody = "{\"a\":1}";

B4 Zi5KkiRNheadersk, RS NEASHEIRE. NEFE, FINFEZZRIEM L
rheaders.Add("x-stage", "RELEASE");
r.headers.Add("name","value");

5 HITER, HITIHRESER— 1 #FA9HttpWebRequest, HEBRSEHPFINATFE
BZHIX-Sdk-DateskF1Authorizationsk , SAEIEK R IIx-Authorizationsk, (BS
Authorization=Lt8[E .

HttpWebRequest req = signer.Sign(r);
req.Headers.Add("x-Authorization", string.Join(", ", req.Headers.GetValues("x-Authorization")));
SI¥6 1HIAPI, BEIHITER.

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

R

3.4.6 JavaScript

Brns

i35 780

EF)avaScriptiESiRAAPPINIERIAPIRT, EEHLIKENSDK, AGRHETRE, =52
ZAPIERRHERAPI,

AREFLAntelli) IDEA 2018.3.55R A #E##ENode jsHEAIMENBINE

o EIREXAPIRNEIA . iE5Rurl. i5K75iE. AppKeyFllAppSecretFH SR, BAESIIA
IERIES .
o REVHZENodejsTixE, WMRAKRZE, EENodejsETMLL T,

b e ]

Nodejs&zfg, Ean<iTH, FAnpm%ZEE “moment” 1 “moment-timezone”
&R,

npm install moment --save
npm install moment-timezone --save

o RENHZZIntelli) IDEA, INRFKZEE, iE5ZEIntelli) IDEAES ML TE .
e BfEIntelli) IDEAFFZEENodelSIEHE, WNRFKZE, BIRIBE3-25FREE,
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DataArts Studio

SDK &% 3 $UEARSS SDK &%
3-25 &% NodelsS &4
Settings @
Plugins 2 Installed Updates g
Appearance & Behavior Nodeie 3
Editor arch Results (o)

IREX SDK
ey
L2
LB]3
g 7
LR]5

EFDataArts Studioiz4lE

B

BEAMES “H=hr> SDK” 5 “E=hi > SDK” .

Version Control
Build, Execution, Deployment
Languages & Frameworks

Tools

“EIREIRSS T RIR,

NodeJS

JavaScript
Support for Node,js projects.
Features Run Node.js
applications from the IDE and

LiveEdit

Web
With Live Edit you can see the
changes you made in your
HTML and CSS files

C+ZH 07, 2018 £ 3.9M w4

—A 07, 2018 =

Node.js Remote Interpreter

Network

Run and debug Node,js
applications in the remote

environments such as Docker

Eeame Insta-ssl plugin

Network

Beame.io Jetbrains plugin

Beame-insta-ss| provides

HTTPS tunnel for exposing

+tH 15,

7 25K

EBESDKERS I SXIFEXNIESAISDK, TESDKEEIALL,

HITSDKEZEMIRIE . WindowsIBIERF T, FIAAMGSIRRTE, BIAWN TG
<, EAMAER S FESDKERISHA256(H, HAf,
HFMERRFNSDKE S, BRIESLIRERIEK .

certutil -hashfile D:|java-sdk.zip SHA256

BLPUTERTAI, WTFFR:

SHA256 g9 D:\java-sdk.zip Ia%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

CertUtil: -hashfile s8R INTER o

becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER T SDKEAISHA256{EF] FERFITAIES SDKERISHA256{8 . ANER—E, T
FR NI REAFEEEXRINES.

& 3-8 SDK B & XI A SHA256 {8

Cancel

“D:\java-sdk.zip” J9SDKERIA

AEESSDKE | SHA256{&

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6eal187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6
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SDK &% 3 HUERSS SDK &%

AEIESSDKE | SHA256{8

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412c312
8389e848d6

PHP 29bf711144e77a4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012¢c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7cad9bdefb616
bbbf6e739¢8

R

SXEY “ ApiGateway-javascript-sdk.zip” [E486, RESEFREHNT:

2R L]

signer.js SDK{tHES

node_demo.js Nodejs <3

demo.html XSS~

demo_require.html NSRRI RBUCED ({FEBrequireiE; )
test.js Mzt Fa

js\hmac-sha256.js G IS

js\moment.min.js

js\moment-timezone-
with-data.min.js

licenses\license-crypto-js

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

$E=FFlicense3 {4
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SDK &% 3 #EARSS SDK &&

BT
FB1 FJFFIntelli) IDEA, EIFZZER “File > New > Project” o
S8 “New Project” XHEHE, E#F “Static Web” , BT “Next” .

3-26 New Project
MNew Project @

El HTMLS Boilerplate

& React App
Foundation

& Groowvy
Grails

Application Forge
PP 9 [ Bootstrap

“ Go LA Angular)s
¥ Go Maodules (vgo) Y Angular CLI
F Dep &b React Native

‘s App Engine

(2 Nodejs and NPM
E Flash

. Web modules are used for developing Web applications using
‘ Kotlin technologies such as HTMLJCSS, JavaScript, PHP and so on. They do
not support developing Java applications.

& Python
= Empty Project 2
Il Cancel Help
$B|2 BE 7, ERBAHEERIEEMEESRISDKEREE, 2 “Finish” .
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SDK &# 3 #iEIRSS SDK &%

3-27 iE&IFMEERR SDK 1812
New Praject @

Project name: |JavaScript |

Project location: | Di\java'JavaScript

P More Settings

Previous Cancel Help
S$I|3 eRIiEClEfE, BREWUT.

3-28 M TIERIE R
W JavaScript
> idea
v ApiGateway-javascript-sdl-2.0.0
> IE
> licenses
i dema.html
i demo_require.html
5= node_demojs
1 package-lockjsan
i signergs
5 testjs
mJavaScriptiml
Il External Libraries

Scratches and Consoles

e node_demo,js: NodejsRBIUES, BIRIBESLIRBENSHEER . BIFMUEIR
BRiESEEMAPI ( Node.js ) .

FU84 B “Edit Configurations” , 384 “Run/Debug Configurations” SHiEHE.
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DataArts Studio
SDK &&

3 HiEARSS SDK &%

3-29 Edit Configurations

Edit Configurations...

FH Save 'main’ Configuration

main
W5 B ‘47, EEFE “Nodejs” o

3-30 i%&#F Node.js
Run/Debug Configurations

1] - = # w

Add Mew Configuration

- l_IIUU'i'J'

£ Gruntjs

i

¥ Gulpjs
| JAR Application
55 JavaScript Debug
ﬁ lest

Ab JUnit

i Jupyter Notebook
K Kotlin

K Kotlin script

D Lettuce

M Maven

@ Mocha

15} Modeunit

16 “JavaScript file” i%&#E “node_demo.js” , Bd “OK” , ZELE.

3-31 i#&4F node_demo.js

Run/Debug Configurations

+ — B F s Name: | node_demoijs
~ (2 Nodejs . . .
. Configuration Browser / Live Edit
Conquaion_
» @ python Node interpreter: Project node (D:\

> Templates
Node parameters:

==

[ share [ Allow parallel run

Working directory: Di\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node_demajs

Application parameters:

Environment variables:

.
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iAFB API ( Node.js ) 7~f5l
$£B1 EILRETFS5| Asignerjs,

var signer = require('./signer')
var http = require(‘http')

B2 ER— 1 ERSigner, IBAAppKeyFAppSecret,

/1 INEEFBRYakFIskiRBEIIB PR E PP FHEEBERANZENG, BNEREXHHENETEPEGFH,
(FRNESE, BRTE;

/] BREILAaKFIskFFERBEZEFRRILMSMIIEG, BITAREFISSEAMRETRETNETSE
SDK_AK#FSDK_SK,

var ak = process.env.SDK_AK;

var sk = process.env.SDK_SK;

var sig = new signer.Signer();
sig.Key = ak;
sig.Secret = sk;

3 Ap— M RequestidR, IEESIER. BKuriflbody,

var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-
north-1.huaweicloud.com/app1?a=1");
rbody ='{"a":1}

$R]A [iEKRNNheadersk, RENERSHEIE. WEFE, FIIFEEZAIE I,

r.headers = { "x-stage":"RELEASE", "name":"value"}

FE|S HITEE, PUTHRMSERIERSE, ATEIEhttp(s)iEK, BRSEPRINT B
FEZRIX-Sdk-DateskFlAuthorizationsk . SAfFHIERSELHNMx-Authorizationsk,
{B5AuthorizationsLt8[E

var opt = sig.Sign(r)
opt.headers["x-Authorization"] = opt.headers["Authorization"]

6 HIEIAPI, EFLIOER. MMEFERMttpsihal, WG “http.request” 25
“https.request” .

var req=http.request(opt, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
)
reg.on("error",function(err){
console.log(err.message)

)
req.write(r.body)
req.end()

TR
3.4.7 PHP

Brin=

{FHAPHPIESABAPPINIERIAPIRY, GEESIRENSDK, ARHETRE, RESER
FBAPIRBIERAPI

A= Untelli) IDEA 2018.3.5 R A543

HERE

o EFREVAPIRYIEZ . iB3Kkurl. &K%, AppKeyFlAppSecretFEE, BASIIA
IR .

SCHSRRZS 01 (2024-05-13) WRINERE © ARITERARBIRAE 43



DataArts Studio
SDK &&

3 HiEARSS SDK &%

¥REX SDK
gz
SR
S4R3
SR
IR

N

o IRENHZZEIntelli) IDEA, INRFKZE, iB5EIntelli) IDEAES ML TE .
o FFKENHLZEPHPLRER, NRAKRLE, BEPHPEA FEIRE Mo

o EPHPLZEHZFH “php.ini-production” XHEFHIZ “C\windows” , X&AH
“php.ini” , FHEXMFIBINNTRE
extension_dir = "php&ZEE F/ext"
extension=openssl
extension=curl

e EfEIntell) IDEARRZEEPHPIGEM, MNRKZE, 1B5IRIRE3-32FiREE,

3-32 % PHP G4

Settings =)
Q- Plugins Marketplace Installed Updates o
Appearance & Eehavior
oo ofFe ] 2
Keymap
. Search Results (129)
Editor
BETTN - - PHP Annotations
Version Control M Languages Framework integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
Languages & Frameworks debugging, PHPUnit, Smarty, Issues | Donate Installation
Twig and various frameworks. st,
ot ¢ L2019 £19M %35 8
3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Json PHP composer.json support
Examples | Donate This plugin Donate using PayPal or
provides "Method Bitcoin This plugin adds auto,
4 150.5K w5 19 + 4 5
o Cancel

ZEFDataArts StudiofzHl& .

BE “HIERS” 'R,

A MsE “H=iR> SDK” 5 “E=hR > SDK” .
EBESDKERS I SXIFEXNIESAISDK, TESDKEEIALL,

BHTSDKE ML . WindowsiRERA T, FIAAMGSIRRGIE, WA TG
L, EAMAERRE THSDKERISHA2S6(E, H, “D:\java-sdk.zip” JASDKEHIA
M IFRERFFISDKE S, SIRIBLIRERIEH .

certutil -hashfile D:|java-sdk.zip SHA256
BHUTESR B, WTAR:

SHA256 #Y D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile s EINER -
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEER T SDKEAISHA256{EF] FERFITAIES SDKERISHA256{8 . ANE—E, T
=R NI REAFEEEXRINES.
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# 3-9 SDK B K& XIRAY SHA256 {8
AEIESSDKE | SHA256{8
Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b
Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6
Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c¢
8a7ebff5b95d
C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a
JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412c312
8389e848d6
PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b
C++ f604c6386c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7
C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8
Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8
-t
FKEX “ApiGateway-php-sdk.zip” [£486, MREEBEREENT:
AR 4B
signer.php SDK{LAS
index.php ~ECES
EIE

1 FTFFIDEA, EIFZEE “File > New > Project” .
28 “New Project” ITIEHE, &8 “PHP” , Bds “Next” .
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3-33 New Project
New Project @

8 Groovy PHP Empty Project

Grails @ Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
T Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash

PHP
K Kotlin
7 Python

Create empty project for PHP

= Empty Project

Cancel Help

$|2 BE .7, ERBANHEERIEEMEESRISDKERER, BdE “Finish” .

3-34 &R fEEERY SDK &R
Mew Project @

Project name: | php

Project location: | D:\java\php |

b More Settings

Previous Cancel Help
|3 TR IRRECEE, BREMNT.
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3-35 FE TIERIEREN

v [Lphp
¥ idea
v ApiGateway-php-sdl-
w index.php
ahs Signer.php
m Php.iml

» External Libraries

Scratches and Consoles

“signerphp” AREIKED, BRIELIREREBRSHEER. BEARIEIRBESERE
FBAPITRAI,

R

iR API 7-f1
S/ {EREBFEI Asdk.

require 'signer.php';

L2 Hpk— 1 HTRYSigner, 3EANAppKeyFllAppSecret,

/1 INIEFRYak#skgmA3E M CRAP S EH A FEE B R AL XK, BNERENHHENNETEPEIIF,
(ERNESE, BRZE;

/] BBILAakFIskRFEREZEPRELMEDIVENG, BITARGBIELSEAIHERIRENET
SDK_AK#FSDK_SK,

$ak = getenv('SDK_AK");

$sk = getenv("SDK_SK");

N—8
==}

$signer = new Signer();
$signer->Key = $ak;
$signer->Secret = $sk;

B3 AE— 1 HFE9Request, IBEIER . 1BKurlfbody.,

$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-
north-1.huaweicloud.com/app1?a=1");
$req->body = ";

H$R4 DiERRNNheadersk, RBENERSHEIRE. IREFE, FNIFEISZAIEML
f# . HErphostaEIN, HBEEAurANERMENE, REMXEEI “host” 1ESIHEAI,

$req->headers = array(
'host' => 'c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com'
)i

FB5 HITRE, HITHRBEER—Scurl E XS, AIERiERFNx-Authorization
3L, {E5AuthorizationsLtB[E,

$curl = $signer->Sign($req);
$req->headers['x-Authorization'] = $req->headers['Authorization'];
$header = array();
foreach ($req->headers as $key => $value) {
array_push($header, strtolower($key) . "' . trim($value));

curl_setopt($curl, CURLOPT_HTTPHEADER, $header);
X6 HIOAPI, BEEIHIOEER

$response = curl_exec($curl);
echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
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echo $response;
curl_close($curl);
e
3.4.8 C++
BMEn=R
ERC++HESARAPPIAIERIAPIEY, EFRESIRENSDK, SEFAAPIREIEREAPI.
EEHE
1. EREXAPIRIESE . iEKurl. iEKT5iE. AppKeyFlAppSecretEEE, BRSIIA
IERTAES .
2. Z%opensslE,
apt-get install libssl-dev
3. ZTEcurl®E,
apt-get install libcurl4-openssl-dev
¥XEY SDK
HFIB1 EFRDataArts Studioiz=4E
S22 B5FE “WERST &R,
HWW3 PEHEAMSRE “H=hR> SDK” 5% “E=hR > SDK” ,
L4 PESDKEASISXIFEXIMIESAISDK, TESDKEEIAL,
HES HITSDKEZEMERY . WindowsRIERF T, FTHAMGIRIFHE, WA T

<, EARMERE TESDKEAISHA256(E, HA, “D:\java-sdk.zip” JISDKEHIA
HFIERIZAISDKE R, BHRIESERRMEIRIE .

certutil -hashfile D:|java-sdk.zip SHA256

B SHUTESRA, WTAR:

SHA256 #Y D:\java-sdk.zip I5%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

CertUtil: -hashfile S5<$ IR
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEER T2 SDKEAISHA256{EF] FERFITAIE S SDKERISHA256{E . INE—E, T
FR FEIEAFEENNES,

K 3-10 SDK 8 R XIRzAY SHA256 (B

AEIESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{H

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-

¥KEX “ApiGateway-cpp-sdk.zip” E4EE, EEREBEREEIUT:

ZFR il
hasher.cpp SDK{LAS
hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

Makefile Makefile3Z{4
main.cpp ~ECES

BF API 7451

F£1 fEmain.cppFIIANLATEIA.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"

2 &ER— 1 #ra%Signer, EAAppKeyF1AppSecret,
/1 INIEFRYakFskgmA3Z M CRIP S E A FEE B R AL E XK, BINERENHHENNETEPEIIF,

ERIIREE, WRES;

NH5hRZA 01 (2024-05-13)

WRIERE © EARITERAREIRAF 49



DataArts Studio

SDK &%

3 HiEIRSS SDK &%

$RA 5

gz

+£IR6

/] ARBILAaKFIsKIRFERBE L EFRILMSMHIIEG, ETARABISEEAMIRETRETNETSE
SDK_AK#FSDK_SK,

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

Signer signer(ak, sk);

ER— 1 #R9RequestParams, EESIER. & iBEKuri. E@FRFHEFbody.

RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.cn-north-1.huaweicloud.com”, "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

i;tﬁ #~ilheadersk, ABENERSHEE. WREFE, FIFEZIZAIEMML

request->addHeader("x-stage", "RELEASE");
request->addHeader("name","value");

HITER, HITIHRHESIEERIERZ LI requestT 2, REABEIKRNX-
Authorizationsk, {E5Authorization=Li8[E .

signer.createSignature(request);
for (auto header : *request->getHeaders()) {
if( strcemp(header.getKey().data(), "Authorization") == 0){
request->addHeader("x-Authorization", header.getValue());

}
}
{EAcurlFEBIBIAPI, BEEIRRIER,
static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());

std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());

struct curl_slist *chunk = NULL;

std::set<Header>:iterator it;

for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() +

nweon

+ header.getValue();
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printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return 0;
}
F,T izfTmakemSRiE, BEIAHITEmain, HiTmainXE, BEER,
-t

349 C

1BEps
(FRGESRAPPINERIAPIRT, EBEHLIKENSDK, SEAPIERREIERBAPI,

i35 780

1. CIREVAPIRYIEE . i5Rurl. &K%, AppKeyFlAppSecretFHE8, BAES A
IEREERR -

2. Z%opensslE,
apt-get install libssl-dev

3. ZRxcurlE.

apt-get install libcurl4-openssl-dev

KEX SDK
FIW1 EFRDataArts Studioiz=HlE,
S22 BE “HEIRS” B
SI;3 BEAMZEE “HZhr> SDK” 5 “EZhR > SDK” .
R4 BESDKERSISXIHEXMIESAISDK, TESDKEEIAI,
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LIRS HITSDKE R . WindowsEMERA T, FTHARMASIRRFFE, WA D
%, EAMERE TEHSDKERISHA256(E, HAr, “D:\java-sdk.zip” J9SDKEAIA
HERMEREIISDKE R, SRIBELIRERES .

certutil -hashfile D:|java-sdk.zip SHA256

a SHUTERTH,

L (IN N7V

SHA256 [Y D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile S IR -
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEFR 2 SDKEAISHA256{EF] FERFITAIIE S SDKERISHA256{E . ANE—E, T
FR FEIEAFEENNES

& 3-11 SDK €@ & 3JMAY SHA256 (B

FEIESSDKE | SHA256{H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢312
8389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7cad9bdefb616
bbbf6e739c8

- S
SREX “ApiGateway-c-sdk.zip” [E4&E, MRESEHREENT:

2R 5B

signer_common.c SDK{t3

signer_common.h

signer.c
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JJ:Q%’I

g

S$IR3

3 #HURERSS SDK &%
ZER 4B
signer.h
Makefile Makefile 344
main.c LS

Emain.cPIIANLA TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

HR— sig_params_tZEBINTE, EAAppKeyFlAppSecret,

sig_params_t params;
sig_params_init(&params);

/1 INEFRYakFskgmi3Z LR E AN F B RANZENK, BNERENHHENETEPENFH,
EFRREE, RIREE;

/] BRBILAakFIskiREERRZEhREILMBMIGENS, BT ARAFHEALEANEHIREBINETE
SDK_AK#OSDK_SK,

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

sig_str_t app_key = sig_str(ak);
sig_str_t app_secret = sig_str(sk);
params.key = app_key;
params.secret = app_secret;

BEREZ. =&, BKkuri. EEFFEMbody,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com");
sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;

params.payload = payload;

ijzﬁ iNilheadersk, RBENERSHIUE, NREFE, FINIFTEZZEML

sig_headers_add(&params.headers, "x-stage", "RELEASE");
sig_headers_add(&params.headers, "name","value");

HITER, PITLRESEEMBIFZZ LN requestZEER . AFIFEKIFIX-
Authorizationsk, {E5Authorizationsk8E .

sig_sign(&params);

char* authorization = sig_headers_get(&params.headers, "Authorization")->value.data;
sig_headers_add(&params.headers, "x-Authorization", authorization);

{FRcurlEEBIEAPI, BEIHIGER

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{

size_t realsize = size * nmemb;
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}

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti =0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);
chunk = curl_slist_append(chunk, header);

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

//free signature params
sig_params_free(&params);
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return 0O;

}
HB]7 ziTmakefnS$wmiE, SEIAIHITEmain, HfTmaind{y, BEEER.

----45R
3.4.10 Android
RMEG=
{FERANdroidiE S EFEAPPINIERIAPIRY, BEEHIRENSDK, REFHETRE, RESE
VAFIAPIZRBLERAPI,
RIS
o CEIRENAPIAYIESR . BEKurl. iB53KF57%. AppKeyFlAppSecretFEE, BESIA
IFRNERS -
o FRENFHZEEANdroid Studio, WIERFKZLEE, iH5EAndroid StudioB S ML &,
$%HY SDK

U1 ZEFDataArts Studioizfl&

£E;2 2E “HERST BIR,

TB3 BFHAMSESR “H=R> SDK” & “EZ=4Rk > SDK” ,

H]4 PESDKERASISKIFENIESHISDK, TESDKEFIALME,

5 J_ﬁrSDK@, RIS . WindowsERFE T, HFARMESIRTFE, WA T
<, ' ZKiiﬂEEJZE"Fi*ZSDK@EI’\JSHAZSG{E, Hh, “D:\java-sdk.zip” ASDKERIAK
I IER{ZFNSDKE S, BRIELIRE RIE .
certutil -hashfile D:|java-sdk.zip SHA256
HONTHERTO, WTFR:
SHA256 [Y D:\java-sdk.zip I&%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

CertUtil: -hashfile §5<$ IR
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER F & SDKERISHA256/EFN FERFITMIES SDKERISHA256{E , tNR—E, NI
FR M REAEEENINES.

% 3-12 SDK 8 RXIMAY SHA256 B

AEIESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{H

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-’

$XEY “ ApiGateway-android-sdk.zip” [£458, fEEEBREMINT:

ZR 5iEA

app\ ZE TR
gradle\ gradletBx3{4
build.gradle gradlefc &34

gradle.properties

settings.gradle

gradlew gradle wrapperfifTHIZ

gradlew.bat

FIFTEE
1 $TFAndroid Studio, #&# “File > Open” ,
A AIHEIE IR R EFAISDKE’R
£ IATRER, BREMWT,
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3-36 TIEE R

h app
b manifests
v java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
» com.test.appsignature (test)
w res
> drawable
W layout
5 Activity_main.xml
» mipmap
3 values

w (# Gradle Scripts

# build.gradle (Project: android)

# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

= proguard-rules.pro (ProGuard
gradle.properties (Project Properties)

#) settings.gradle (Project Settings)

_

local properties (SO Location)
"'

AR API =451
1 FAndroid TR “app/libs” BFET, IMASDKFErFEjar® . Edvjar8 v REiE:

e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar

e joda-time-2.9.9.jar
EI®2 £ “build.gradle” STHFANNokhttp EERIMKES .

£ “build.gradle” 3Z{F4H) “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.11.0'”7 ,

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.11.0'
}

3 tlfErequest, MANAppKeyFlAppSecret, FEEKZ . HiEE . iBEKuriflbody.
Request request = new Request();
try {
/1 INERBRIakFIskiRiSEMAIBP S Z PN FEEERANZ X, ENERENHRERRTEREL
T, (FERINEE, WREE;
1] FRBIAKR ISR S R R RIS AWEN A, B TATOIRIE A RS B ETE
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SDK_AKFISDK_SK.,
String ak = System.getenv("SDK_AK");
String sk = System.getenv("SDK_SK");

request.setKey(ak);
request.setSecret(sk);

request.setMethod("POST");

request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/
app1");

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

request.addHeader("name", "value");

request.setBody("demo");
} catch (Exception e) {

e.printStackTrace();

return;

}

T4 MEKRFITER, HAEKRIMx-Authorizationsk, {BE5AuthorizationsktBE. K5
4 i okhttp3.RequestITSRIiHTAPI
okhttp3.Request signedRequest = Client.signOkhttp(request);
String authorization = signedRequest.header("Authorization");
signedRequest = signedRequest.newBuilder().addHeader("x-Authorization",authorization).build();
OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

-

non

3.4.11 curl

Birin=

{EAcurlds SVERAPPINIERYAPIRY, EEESLE T EavaScript SDKERcurls<, ARG
Burlds S EFHIEIGFS1TERAPI,

EREXAPIREE . iBKurl. 1EKT5E. AppKeyFlAppSecretEHER., BERSIIAIER]
3= g8

REX SDK
I ZEFDataArts Studioiz#l&
;2 BE “WERST BIR,
B3 BFAMSESR “H=R> SDK” & “EZ=4Rk > SDK” ,
H$]4 PESDKFEASISKIFEXNIESHISDK, TESDKEFIALM

IS5 LﬁSDK@?E%TE&LO WindowsiRERFE T, FIHAMESIRTFHHE, AW Tap
<, TZME_&._EJZE"F%ZSDK@EI’JSHAZSG{E, Hrep, “D:\java-sdk.zip” ASDKEHIA
HIFERIZFISDKES , BIRIELIRERIEN -

certutil -hashfile D:|java-sdk.zip SHA256

mSHITERTH, WTFFR:

SHA256 RY D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile s8R INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
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XIEEPR 8 SDKBRISHA256{EFN FRAPXINIESSDKEIAISHA256{E . WNR—EL, N
R NI REAFERSMER

% 3-13 SDK 8 IIRzAY SHA256 (B

FEIESSDKE | SHA256{H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-

SXEY “ ApiGateway-javascript-sdk.zip” E486E, BRESEFREMNT:

ZFR 5BH

signer.js SDK{tHS

node_demo.js Nodejs~HtHS

demo.html bR iE!

demo_require.html WESEE IS (ERErequirefiNEk )
test.js Wizt ARG

js\hmac-sha256.js {KERZE

js\moment.min.js

js\moment-timezone-

with-data.min.js
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e 7 jizkilz
licenses\license-crypto-js FE=FElicenseS {4

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

AR API 7=-f
$81 (EJavaScript SDK&ERcurldps .
SREX “ApiGateway-javascript-sdk.zip” EFEBHEE. EXEEEEFFTHdemo.html,
EWNTEFRR.

Apigateway Signhature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e060a

Secret
Method Url

GET = 30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1.huaweicloud.comr
Headers

{"Content-Type":"application/json"}
Body

P

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1.huaweiclou
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-2076423

Mote: accessing the APl from browser requires support for CORS
200
Congratulations, sdk demo is running

U2 EAKey. Secret. 75ER. ERUMY . & F0url CGAERRYakFIskéRIBENCAIHEE
PEXEFESNERANZEXGE, BNERENEHENETETENEFN, FRITHE
2, BiRTe) . ARBINENREAN, (XBTFER, Fu0:
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Key=4f5f626b-073f-402f-a1e0-e52171c6100c
Secret=**r*x
Method=POST
Url=https://{apig-endpoint}

I3 EAjsontEzLAIQueryFIHeaders, EHEABody., EFRFFIAIEIAPIFIIDAMEIN, FTEIE
ANEAFBIDIER, LS#"x-api-id"tE NHeadersH,

B4 B “Send request” , Hpfcurldnd.
$ curl -X POST "https://{apig-endpoint}/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""

$185 HapSinix-Authorizationsk, {E5AuthorizationsktBE . BcurldpSEHIRIGHS

17, AIEIAPI,

$ curl -X POST "https://{apig-endpoint}/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517****dd3e5765fdde4" -H "X-Authorization: SDK-HMAC-SHA256
Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""

Congratulations, sdk demo is running

e

3.4.12 EftRIZIES
APP I IET{ERIE

1. WWEEIEIEK.
BERIERNERABTIRBSAPINXGEELERNIMNELE, HIRZEFPIHEZSZ. AP
Mm% ERTAERHERIE KRS —H .

2. ([ERIEERIEMEEIRFEFTRE,

. [ERAK/SKIFEFHTHRITEES .

4. BERNEREEERNBKERLFNEIHTTPIERY, EZENEAFER[FESH
HINEIHTTPIE R,

. APIRRIEIEXRE, HiT1~3, ITEER.

6. E3FMIEMIISES5HEMIISZHTILR, INREZMLE, NBEX, &
NISIELIER

mEgl
APPEZ (N S7#EBodyfR 1 2MB LA FRIBRES

LI 1: WISHBIER

ERAPPLIHITEZ SIANE, BAFTEMBIEKRAT, AEBHTER. ERiRS
APIRX(EFERIANERIEE, HLABRE— I HTTPIERAIBIRIRSEIERRIE AL
R, NislSHiE.

HTTPIERIGEAIBIN T :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))
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AL I R BISE A BiE RS S,
RSB RIR :

GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com/app1?b=2&a=1
HTTP/1.1

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com

X-Sdk-Date: 20180330T123600Z

1. MEHTTPIERAGE ( HTTPRequestMethod ) , LURITEEE
HTTPiEK AL, AIGET. PUT. POSTZ, 5K ETME:

GET
2. HIIFEURIZE ( CanonicalURl) , LUGRITRLE
B

HSBURI, BNEREERRR, 2URIBEITIRIZZFSRIURIZRS
Bl

HRIERFC 398617 URIESTE, FBERITRINEXIREAS, BEPENEDYUMR

BAURIRRS . SNRURIEEEARLL /7 &5, WEEERRM “/7 .
254
RBIFAIURI: /appl, IEESHISERIURIZRAD S

GET
/app1/

(MEEY::
HEEZMT, URILTLA “/7 FER . &XEKRET, AJLARLL “/” &R,
3. ANIIALEEIIFRE (CanonicalQueryString ) , LUGRITRIER.
B

TiRFfH, EESH. IRREEESH, WAEFHEH, IGEERNIER

H=T

B

M EEAFHREEREUATEK:

- RIEUTHRUR SN SHETEHTURIZRS:

" IBZIXIRFC 3986 E X AHMHTIFFREFAFIHITURIFRES, XLFFFELE:

A'Z\ a'Z\ 0_9\ TN N -*DNO

" (FR%XYX A IERBEERRRITROLLRG, ERXAY A+l F 5
( 0-9F0A-F) ., #a0, =HZRUMERITI%20, I RUTF-8FFMIMR

A “%XY%ZA%BC” izt

- XFBANSH, BN “ URIRIEBIISHS = URIFIEGHISHE - IWRRE

SHE, WEFHFERE, BReEER “=7
PINILITEERN S, HPE -1 SHparm2iIENZ,

parmi=valuel&parm2=

- ERFFEABUAFIRFEESHZRTHF. fll, IIKEFEFFLRISH

BHELUNSZBbIFLNSHZ ZHi,
- LHIFENE—SHE TS, HEEEAFE/AS,
25651 -
TEIPEETENAESH: a. b
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GET
/app1/
a=1&b=2
INAEEESL ( CanonicalHeaders ) , LURITHRIZER
BXY:

MEEEERSL, BiEKERLIIER ., BIEER1EKkFPAFRBHTTPERLYIER., BRE
SLINREEX-Sdk-Date, FAFIRIGEZATIE, &L H1SO8601FRAERIUTCHTIENIE
= YYYYMMDDTHHMMSSZ , ¥NSRAPIA& 7 Z)IERELEASEIRERT, FEIEINEE
NHIREBERTR,

18z

CanonicalHeadersHHZ MEKEELHLEHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., Ef8/MNMEKREHEL

( CanonicalHeadersEntry ) B9#&5,ILowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'

(1 %88
o Lowercase RSB FERIEEIRN/ NEZBIIRE
o  TrimalF=THIEKMERIENZS RTIBAIREL
o ERE—NMEREEMNSET—METR . SI0#liEFCanonicalHeadersE S5/
TR, ESHIm—1 =17,
25451

GET

/app1/

a=1&b=2
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com
x-sdk-date:20180330T123600Z

ikl

ERRLFREREUTEK:

o BERLBMERNNELN, HRHFRISSHEIEBTE.
o IREBFHAENEELZRHTHRHR.

ELENEISS Sk

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b ¢ \n

X-Sdk-Date:20180330T123600Z\n
My-Header2: "a b c" \n

MSEiEELA:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com\n
my-headerl:a b c\n

my-header2:"a b c"\n
x-sdk-date:20180330T123600Z\n

INAFEZRYEHELFERR ( SignedHeaders ) , LUSITRFER

BX:

BFEZEKERLYIER, BITRNtGEEL, [mAPIRESEiERpELLES
SRR ZIEN—E7, DURERIEERITAPIME e LA ZESELSEESL . X-Sdk-
dateX TUWENEBEZRIEESL,

B
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SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

EXFNEELEEHREUTER: BCEZNEELIRERNNEER, &
BFHLIETEELETHER, FER 7 koRSMEEL.
LowercaseR NGB F/RILIRN/NEFE

2545

IUTERIEMNHEELS58Z: host, x-sdk-date
GET

/app1/

a=18b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com
x-sdk-date:20180330T123600Z

host;x-sdk-date

6. {EFASHA 256157 REIAREFHTTPEHTTPSIERIES FAbody ik
( RequestPayload ) , BIZENAFHE.
BX:
BXRHBEIR,  HEAEEMAMELEK: HexEncode(Hash(RequestPayload)), H
FHashFZREMEERNENRE, HEISIFSHA-2568% , HexEncodeZRRLAN
S8R EEERIBase-165R3A9KEL . f5/40, HexEncode("m") iR[EMESS
“6d” MAR “6D” . WMAMNB—NFDEERTATWNH79HEIFT .

AR

& RequestPayloadfINaZ{ERT, XtF “RequestPayload==null” HIIFE, HiEERTE
FFER"RItE,

25451 :

ARBIAGETE, bodyfk Az, ZiFEAELIERbody (SFFE ) T
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.cn-north-1.huaweicloud.com
x-sdk-date:20180330T123600Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XHSEFPEEIERHITIRELIE, EiESXIRequestPayloadig B IRRIEIEE
B, FIRFLIENIEEERVIRUNE N FRFERERT.
iR {BRS: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FII IR ARAIERIEEIER B -
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dch081ef15906

LR 2: QIESEFMH

THTTPIERFTHEEHESBERNGRERS, KESEEE X, SSNE—RERSF
EEFHE,
StringToSign =

Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

PRI SEIRBENT .
e Algorithm

k3
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BEEE, XFSHA 256, EH;XHSDK-HMAC-SHA256,
e RequestDateTime

IERATE . SEREELX-Sdk-DatefI{EER, &K
YYYYMMDDTHHMMSSZ ,

e HashedCanonicalRequest
SR ALIENITEEK.

ERBIFEEINGFEFRFEREN:

SDK-HMAC-SHA256

20180330T123600Z
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

LI 3: HEER

JEAPP secretiIBIBAIFSFHBENMBRHFRYBA, HEEE, BTHGIERE
At NEERTR .

RARRBENT:
signature = HexEncode (HMAC(APP secret, string to sign))

HAHMACIEZ$AIE XIS AIZE, HexEncodelgit+7iH4 . (HCERSHuHABYN
&3-14F7.

& 3-14 SERHA

SHBR SRR
APP secret B2, INERRakFlskiRIZEILIB &R EiEEE

RANZEXNE, ENERENHSENEREFENF
M, ERIEE, BRZE.

string to sign BIRRFEF RS

BRIRAPP secret912345678-1234-1234-1234-123456781234, NIi+EEZI8
signatureg:

cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2

LR 4: RINTRERENERL

FiHEsgE, BeiRngElAuthorizationfdHTTPEESL . AuthorizationiEBEsLFkE
BEEERZEELF, FEFTFEMHIIE.
ALBIT:

Authorization headerfl& {583 :
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

FEIEHRE ESAccessZHIIRBIES, {BRESignedHeaders5Signature ZBIFHE
(FRIESIBF
BEERERL:

Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-
sdk-date, Signature=cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2
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BRIBZEELE, BESRILIAuthorizationFIx-AuthorizationSEZ INZIEIAHTTP
BREABER, BEREWAIXEAPINK, HAPIMXTREMDIAILE. BMIAEED
&, EaRFSRXERIRRSHITWSAE,
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