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2 SDK THBETTEB. ..o ceeeereeeereeerenesesenessesessessesessessesessessesessesssessessssessesssessesssessessssssesssessessnens 8
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3.2 CLOUA MAP SDKuceeieeierieirieesieesteeestses st ssess s a et ss st s s s s s s s sa s s b st a s s e e s s s s e s s sesssssesassebs st sassssssessessssessnsnss 19
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3.2.3 {EH Cloud Map SDK ( NUWA FEZE ) ..ot sss s sssessssesssss s sss s senas 20
328 BEDUITIRE.......ooovvvvvvvvvsvesssssssssssssssssssssssass s8R 21
3.3 GrAY SDK ettt ettt et bbbttt bbbttt 22
BT HEIZR ettt SRRt 23
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SDK iR

AppStage AFF A EIRHIZITAYS |ZESDKFNAIRE R A5 EESDK, H{EFEES
AppStagedJEE N HUIEREREIB 2RIN B .

ﬁi‘(ﬁé’D’TAppStageEﬁE’\JﬁﬁﬁAPlE]’\JSDKiE%H&ZIS, P2 T B FTARANS DKAYSRER

HR5FEEM
o ETAIS|EEIRMHAISDKERE FJaval SIRAFAHY, WNERSpring CloudIRB{EF
Javal 1 RLAERRA, MASZIHERIZI TS |22 HAYSDKHITRI B 4 -
o AlFERNASIZIEM T PythoniB=AISDK, 23F Python >= 3.10kRA

iI={THIS |2 SDK KB/ 4E

IE1TRYS | A A EREBEEIEEERSS (Access Credential Management
Service, EH#RACMS) . BRSZ AT ( NUWA Cloud Map, f&#RCloud Map) . fais
18 ( Software/Server Load Balancer, f&#RSLB ) FIHUEREATE ( WiseDBA ) BISDK,
BEFAEBZETIYE 128N RREREIB SR AT.
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SDK &% 1 SDK #EiA
% 1-1 SDK 5%
SDK%3 il i | Takttbht SEVHY
B
ACMSHISDK: | STS SDK ( Security Token | Java e nuwa- STS SDK
STS SDK Service, f&#RSTS) PRSI open-
HHETEBEXHEETRE sdk-1.1.0
BIEMRSS (ACMS ) 12IHE -2024020
REST APIE#ITRIEIEE, LA 4093135.
glﬁﬁﬂ)ﬂﬂ’ﬂﬁﬁﬂ’ﬁo BR zip
EEA .
SecurityTokenService SDK * ;Z;'Er\%vt)f
FRMHAOIE O R BN BT SEHN open-
FAACMSUSSEERIIERY 10
{$FASTS SDKENaI{FEARIz4E -2024020
FIOACMSHYEUREL ETIE 4093135.
EFNRARSS Z [BEKIAIELD zip.sha25
o 6
Cloud MapHJ | Cloud Map SDKRRZ3%#{4 | Java T#Bnuwa- | cloud
SDK: Cloud AT EBZEMRS &I open- Map SDK
Map SDK (Cloud Map ) BRS312(HA0 sdk-1.1.0-20
REST API#{THOEIEE, LA 2402040931
EIBFFL T, AR 35.zipFRI
E$ZEACloud Map SDK dEElE
Ot S L s W#E1-2.
FiCloud MapBRs5 5588
RIBM.
SLBRYSDK: Gray SDKfAZ=WERIGE | Java Gray SDK
Gray SDK 191, NginxB{4iBEidxzE
RIESCHL 7 S3a9%REES
&, BYFENY RINGE,
AILAIHTTPEEEHIEE
BOI=HI SRS o
{#EFAGray SDKEIEI{EMAIZ
#EchiO RS (SLB) B9
RESIBINGE,
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https://appstage-opensdk-cn4.obs.cn-north-4.myhuaweicloud.com/nuwa-open-sdk/1.1.0/202402020945/nuwa-open-sdk-1.1.0-20240204093135.zip.sha256
https://appstage-opensdk-cn4.obs.cn-north-4.myhuaweicloud.com/nuwa-open-sdk/1.1.0/202402020945/nuwa-open-sdk-1.1.0-20240204093135.zip.sha256
https://appstage-opensdk-cn4.obs.cn-north-4.myhuaweicloud.com/nuwa-open-sdk/1.1.0/202402020945/nuwa-open-sdk-1.1.0-20240204093135.zip.sha256

RIFEE

SDK &% 1 SDK #EiA
SDK#% izl: fRIE | TRt SEH
Bs
WiseDBAHY Rainbow SDK¥JE=EH4E | Java Rainbow
SDK: Rainbow | DevOps&iiti2a]{Sbuild- SDK
SDK INBERERIBMRS R,
{#EFRainbow SDKEIE]{&E

iz ORISR BT

( WiseDBA ) IpgE,

o 2{tMySQL/Cassandra/
GaussDB/DRDSE TS
Rt FE. &f. 1B
“# (1. B, 2
W) H=,

e TJ{=build-in: FF2A]
5, BROE, B AT
£ (ZEAIEANE
1g) , B (BESE
1BME) 22,

2= 1-2 SDK jar @45

BILL S SDK#33 X3 RzRYjarel
nuwa-cse-sdk: ERFHE | STS SDK o sts-key-
FNUWAKEZE B A& sdk-1.1.17.109 jar
spring bootAYIRE o sts-sdk-
base-1.1.17.109.jar
e cloudsoa-

security-1.1.13.100.jar

Cloud Map SDK e nuwa-cloudmap-
config-
servicecomb-1.0.12.10
0.jar

e nuwa-cloudmap-
core-1.0.12.100.jar

e nuwa-cloudmap-
registry-
cse3-1.0.12.100.jar

e nuwa-cloudmap-
registry-servicecomb-
common-1.0.12.100.ja
r
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1 SDK A&

Mk

SDK%2

XFRzAYjare

Gray SDK

e graysdk-
core-1.4.14.500.jar

e graysdk-
cse3-1.4.14.500.jar

e nuwa-apaas-
graysdk-3.1.5.100.jar

Rainbow SDK

e rainbow-
proxy-1.2.18.102.jar

e gpaas-middleware-
common-2.2.6.100.jar

NUWAEStSDK

e nuwa-boot-
container-3.1.5.100.jar

e nuwa-
core-3.1.5.100.jar

e nuwa-cse-
foundation-3.1.5.100.
ar

e nuwa-share-
libs-3.1.5.100.jar

e nuwa-tenant-
sdk-3.1.5.100.jar

spring-cloud-sdk: &EFRF
EHFSpring CloudtEZ2RY
Y=

STS SDK

e sts-key-
sdk-1.1.19.100.jar

e sts-sdk-
base-1.1.19.100.jar

e sts-spring-
boot-1.1.19.100.jar

e cloudsoa-
security-1.1.14.101.jar

Cloud Map SDK

e nuwa-cloudmap-
core-1.0.12.100.jar

e nuwa-cloudmap-
spring-boot-
starter-1.0.12.100.jar

e spring-cloud-starter-
cloudmap-

discovery-1.0.12.100.ja
r

Gray SDK

RZHF
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1 SDK #hiR
ik SDK%32 XIRzRYjard
Rainbow SDK e gpaas-jetcd-
api-2.0.0.106.jar
e (gpaas-jetcd-
v2-2.0.0.106.jar
e gpaas-middleware-
common-2.2.6.100.jar
e nuwa-gpaas-
rainbowproxy-3.2.2.10
0.jar
e nuwa-rainbowproxy-
spring-boot-
starter-3.2.2.100.jar
e rainbow-
api-1.2.18.201.jar
e rainbow-
core-1.2.18.201 jar
e rainbow-core-
drds-1.2.18.201.jar
e rainbow-core-
gaussdb-1.2.18.201.jar
e rainbow-
proxy-1.2.18.201.jar
NUWAEFRTSDK e nuwa-boot-
container-3.2.2.100.jar
e nuwa-
core-3.2.2.100.jar
e nuwa-core-spring-
boot-
starter-3.2.2.100.jar
spring-cse-sdk: EFRFE | STS SDK o sts-key-
FNUWAIEZRBfEM sdk-1.1.19.100.jar
spring bootAIINE o sts-sdk-
base-1.1.19.100.jar
e sts-spring-
boot-1.1.19.100.jar
e cloudsoa-

security-1.1.14.101.jar
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SDK &% 1 SDK #EiA
ik SDK#% XIRzRYjard
Cloud Map SDK e nuwa-cloudmap-
config-

servicecomb-1.0.12.10
0.jar

e nuwa-cloudmap-
core-1.0.12.100.jar

e nuwa-cloudmap-
registry-
cse3-1.0.12.100.jar

e nuwa-cloudmap-
registry-servicecomb-
common-1.0.12.100.ja
r

e nuwa-cloudmap-
spring-boot-
starter-3.2.2.100.jar

e nuwa-gpaas-
cloudmap-3.2.2.100.ja
r

Gray SDK e graysdk-
core-1.4.14.500.jar
e graysdk-
cse3-1.4.14.500.jar
e nuwa-apaas-
graysdk-3.2.2.100.jar
e nuwa-graysdk-spring-
boot-
starter-3.2.2.100.jar
Rainbow SDK e nuwa-gpaas-

rainbowproxy-3.2.2.10
0.jar

e nuwa-rainbowproxy-
spring-boot-
starter-3.2.2.100.jar

e rainbow-
proxy-1.2.18.102.jar

e gpaas-middleware-
common-2.2.6.100.jar
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SDK &% 1 SDK #EiA
e SDK#% XM Adjar
NUWAERHSDK e nuwa-boot-
container-3.2.2.100.jar
e nuwa-

core-3.2.2.100.jar

e nuwa-core-spring-
boot-
starter-3.2.2.100.jar

e nuwa-cse-
foundation-3.2.2.100.j
ar

e nuwa-cse-foundation-
spring-boot-
starter-3.2.2.100.jar

e nuwa-tenant-
sdk-3.2.2.100.jar

tools: configparsergg | -
EXSHBTTIE, B
NUWAERZERS, BRITSE
1B, BIRIRPISEE
£, B ILREEI
B, BAERAHEER
{Econfigparser TER
AR

Al [RERNFE5|ZE SDK 7145

AlREN S I EEEFAERE T —EEBZREENARIPython SDK, 82 TEELF
A, ¥MRIREY, TRIFAFINEE. FARERLUMERSDKIERBAIRERNHSIZESFEE
B, REEARREIN

o AlR4N A5 |EESDKFRENIEIL: wiseagent-dev-sdk-python, R ETLASETE;
SDKFAAgentiRERAIGR 4 N A5 | ZESDKFFHI TR MR .

o AFENASIZESDKSE X AIRENASIZESDKMAE.
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https://repo.appstage.myhuaweicloud.com/wiseagent-dev-sdk-python/huawei_wiseagent_dev_sdk_python-1.0.post20240531150134-py3-none-any.whl
https://support.huaweicloud.com/usermanual-wiseagent/appstage_04_0831.html
https://support.huaweicloud.com/usermanual-wiseagent/appstage_04_0831.html

NAE¥E
SDK & 2 SDK INEEN4B

SDK IhgEf ™A

IZ1TRY5 |2 SDK IhgeN4A

=% 2-1 STS SDK IhassapsE

Ih&E Java

IZEMARSS BADIES

ERESTS-ServersRENE A . INIEEIRS

IEESTS-Serverd BN EC B

R BUREE

{MBRSSENBISIAIE

L S L N S

RS B SRR NS

2 2-2 Cloud Map SDK IfgesERE

IngE Java

HBRSS IEM AL v

dhiENEA AR IR

URLFAR AT

< | x| <

S 1ECSEEB#ZICloud Map, iFcseihialAE

clusterNamef9RSS

FFURL AZAFEIEIGIE, 1EERE. Taginid

Sz FFSRERPTE BIARSS SEAILA R SLAIZE SR

24t restfuliE FRYAPI

R NSRS

Cloud Map3z#5Spring Cloud
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SDK & 2 SDK INEEN4B

IngE Java
X152 ELB/SLB, &% 8 AtifE v

2 2-3 Gray SDK IgesERE
Thig Java
=R EARNHIT
FEACSERYRERNgEN

I RS MRS KR ER AT
IFZMBERERS
xR E L EHETE
SIFRERUHITRERT

L B B e N S S

2 2-4 Rainbow SDK IHaEsEE

Thig Java
¥ #EMySQL/Cassandra/GaussDB/DRDS i
iR £ B

EDRREHE, BEIRIEER
EFEh{MERESEEINSEE

ETFIDBCHLE, REZY B2 DBCHLERIEIRE
iR

NRABEEHERE, TRIE
FEINREIERET =

E},ﬁ:hintEE‘CEJZ%%%ﬁEEE?E%‘JE%‘:SQLiiHRMJEESZ%
TEF

R NSRS

Al B4R 5|8 SDK IHEENA

% 2-5 Al 4N A5|ZE SDK IhaexErE
BOER | #O7 BRE2 Python

KIEBUBX | XARERY ModelRouter.chat.completion.crea | v
#=0 te
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2 SDK IHEEN B

BOER | #EOS BREE Python
EE=E357 ModelRouterembeddings.create | v
X4EE] ModelRouter.images.generate v
HESY4 ModelRouter.images.image2text v
¥HRERX | XIREEE KnowledgeRetriever.retrieve v
=H Filtertgi& KnowledgeFilterCondition. v
single_filter_condition
Filtergt& KnowledgeFilterCondition. v
combine_filter_condition
Ordert3ig KnowledgeSortCondition. v
single_order_condition
Ordergt& KnowledgeSortCondition. v
combine_order_condition
Promptie | &Rkprompti&Eix PromptTemplate.from_template v
S e prompti&Etk | PromptTemplate.format
Ejﬁﬁ*ﬁ?&% VAN ApplicationCenter.get_tools
S#ghiRRAS 03 (2024-09-25) WRINERE © HARITERARBIRAE 10
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SDK &% 3 1z1TRY5IZE SDK 148

=175 | % SDK 1148

3.1 STS SDK

3.1.1 #fik

STS SDKERSZH4F & TEBEXIAppStageiz#ERCipaIEIEEIERSS (ACMS ) 12

HAIREST APIEITAYEIEE, LUBLAFPIIFFATLIE,

STS SDKFI2E T W SSHBRSSIZEVACMSBDIER . FIACMS-Server E3RENEFER . TAIEE
1. BEEUREE. HIRSEBEINENZESINEE, FFPEEERSTS SDKIZMHAvE

OB e SEMERAACMSISEEEHRIBERY.

3.1.2 {$5/3 STS SDK ( Spring Cloud #E2R )

5|\ STS SDK
FEpomxmlAZANSTS SDKIRH

<dependency>
<groupld>com.huawei.wisecloud.sts</groupld>
<artifactld>sts-spring-boot</artifactld>
<version>${sts.version}</version>
</dependency>

(AT
o E${sts.version}E IR SLIRAT{FEFEAISTS SDKRA .

o UNRIESDKIEIMPmavent R, M RFEFMsts-spring-boot{kEf .

o MNREARMKIKIISNSIASDK, EIFEINEARM TEAISDK jar@5INBITENIbERT,
=St RNl T U

sts-key-sdk. sts-sdk-base. cloudsoa-security,

BcE STS
TEMBIRSSAYClassPath R IEAMARINBCE S 4sts/sts.properties (1ZXHFEETTLUBITIR
tETEsts.propertiesifH T ) , RSB

sts.server.domain=10.202.251.196:8080 #STSRRSS22AYHE
sts.config.path=/opt/huawei/certs/xxxService/xxxMicroService/xxxMicroService.ini #STSIHIRZIEBIRER, &

STREFRA 03 (2024-09-25) IR © ERRBRABRAT 11
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3 1z17AIS|EE SDK 4R

IR STS

Mg HERNAS (Infrastructure as Code, f&fRlaC) SIGEPHMEREIEZET, & H/opt/huawei/certs/iRSZE/
MRS/ HBRSEE ini

ERRohZEPIENNFE@EnableStsAutolnitialization(value = "sts.properties"), iEfZHY
SN ERBHMSTSHm¥Aa, EfvalueRigESTSHIECE FIZR .

MR

{ERERRRY, REigNZEBeanfIA B STSHIMEZSREEIN, HFBeanfIINEIRFARE
&, BNSHIMERSTSEERCHRMIMET , MInHSTSAIBeaniiREHINEL . dIRHIXFH
1B58, BILATE(ERISTSRIZE TS % LA NAN T 75 & B RILLRIRR

@Import(value = {StsEncryptablePropertiesConfiguration.class})

3.1.3 {53 STS SDK ( NUWA #EZ8 )

9L STS

314

'’

NUWAFERX 8% 7 STSIEY, REZEEnuwa-module-config.ymI3Z{&AiE T FED
&, BIaIsaisTS, XA AT LMRIEEE A E4. Cloud MapZ BI#JIA1LSTS,
(RIUER AR RN IER

nuwa:
security:
sts:
enable: true
serverDomain: Xx.xx:xx
configPath: /opt/huawei/certs/XXXService/XXXMicroService/XXXMicroService.ini

% 3-1 BLEiRA

25 5ER

nuwa.security.sts.enable EEWIAHSTS, EE/CE Htrue,
nuwa.security.sts.serverDomain STSERSZZEAYMELL .
nuwa.security.sts.configPath STSHARSSIEBIRZR, EMigiERMT

(Infrastructure as Code, f&@fRlaC) &
BIEPRERERET, B 8/opt/
huawei/certs/ARS5 22 /RSS2 /HARSS
A.ini,

ajiEl

e Domain not registeredzfService not registered
IR & BHITIEM, BIRIESTS 2.0 B ENIEERIES BT EMIEE:
MRS
e connect timed outgfread timed out
CBEMMERE, connect timed outsfread timed out:
B LAfEsts.propertiesHiFINBAECE, SRIUNER:

sts.connect.timeout=10000 //i&Z%! connect timed outsts.socket.timeout=10000 //i&%! read timed out

SRR 03 (2024-09-25) WRINERE © HARITERARBIRAE 12
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Encrypt Permission Denied

XERANEES DEMRMIRSES, BOAMSHERSS I EMBL TNORMAL, REHEH
PLATFORMRYIMARSS A B HURIARMNZEEC .

fail to init session key

fail to init session key

fail to get master key from sts

XEREBERTSTS 1.0, iR T sts-cse-sdk, MSTS 1.089PR5SEE5AEN
master key2¥, EISTS 1.00RSHRREWSHCSERERE, EERENER
T, HASIRENELK

MREREE, KWEWSHyamSXE4FECERIenvironmentSEFISTS 1.060083
FRJenvironment@E—H, MNRA—HNNEKH—E

mac check in GCM failed

EMEENFEEREZRNE XA LR ST ERE . FEHAVSEENHH
A9%E 32 MIBRERSRAY?

a. BIlaCHEEHRLTA:
KB laCIEPEERVBUREC E I DHFRIBR S SRS B R BB TZIZTRIM

IRSS -
" ARSS%: Service/{ServiceName}/{SensitiveName}/{tag}

" HIRSSIR: MicroService/{ServiceName}/{MicroServiceName}/
{SensitiveName}/{tag}

b. EBidStsAgentil®FfE, FIAE:

KEINZARHMRERIIRS K Bserviceke kiR 2R S R Alkek , FIZEXHHY
TRIRE—H, RSBFHRSBE2EMZTIMIRS—E? NEEE=
NXHISTSIMEFIEITRISTSIME R B —? FIINNHIMEIIZRIZ 26T
EFINERRRE

# (EFRMARSS kek INER

# /opt/huawei/apps/wisesecurity/stsagent/stsagent encrypt -s ServiceName -m
MicroServiceName -x -h 10.33.102.162:8080

# {E RS servicekek Nz

# /opt/huawei/apps/wisesecurity/stsagent/stsagent encrypt -s ServiceName -m
MicroServiceName -ts ServiceName -x -h 10.33.102.162:8080

¢ hEHHOOSHEE
= USEER T Cloud MapxdiEhias, WESRMAEOOSREINE.

= VB fEMsts agentiIZBENOSEEEFIBNEES . %82, EINEH
A EAFIRIE P EEIREREN ( IRBFIEE RS Kkek ) , UK
INEZRFERAIHIRS B RSB B RE —H.

d. FRMIRSHNEBATER, WS ERE CHIRSIIERREEXHi#T
SDKRI#IIRML, &% EH CHMIRSHIEE.

Undefined provider local

SHEUZEAESCryptorlt, IR FA@iExEKeyProvider, BFAEEFIAEAlocal
KeyProvider, TE{#EFkekalservicekekfS, EigEKeyProviderg@sts,

//%ﬂ:i:u

AE?C;Eryptor cryptor = new AESCryptor.Builder().withKey("kek").withAlg(CryptoAlg.AES_GCM).build();
//1EHS

AESCryptor cryptor = new
AESCryptor.Builder().withKey("kek@sts").withAlg(CryptoAlg.AES_GCM).build();

STREFRA 03 (2024-09-25) IR © ERRBRABRAT 13
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ERiEIEFBRTMake sure haveged is runningzEE&aktry active service:EIBREE o
XER AL 8B BEIhavegedikss . havegedE— M NHENIERIBHIIRES, ©
AJLUBAERELERT, RAEZEERE.

MENE: ERPELBRREIN_ EsudoE; si&, EMes L, FahiiTservice
haveged startés<, BzfhavegedfRss .

RABZE: ERIBIEBLSERIRNsudoflshell-execZ g, ffRhavegedfRSZHIE
A,

sudo systemctl enable haveged.service && sudo systemctl start
haveged.service3EEulerOSRILA{#EFEsudo service haveged start@p<

service ini config file not exists

X2REPISTSEMIAWRT, HARIIBHECES M (ini X&) B RIRS S
FR.sts.p 1 2IE B XA TFE . ZEFREPEBMIRS 2@id stsagentERIEIEBATERL
B9, EMABRIZRTE/opt/huawei/certs/{serviceName}/{microServiceName}, 53t
ALABE BN SERIEL o

BRRIIE:

a. BFHARCERISTSSH:

" EIEENHEER), BEEsts/sts.properties {4, K&Ests.config.path
BCENXHEERFE.

" EINUWAEEX M, t8&microservice.yaml3Z{4er
nuwa.security.sts.configPathBL BRI AR B FE -
nuwa:security:sts:serverDomain: 10.33.102.109:8080configPath: /opt/
huawei/certs/{ServiceName}/{MicroServiceName}/
{MicroServiceName}.ini

* Edlava BeansFXEERY, BB R TLBIGK, oE
sts.config.pathBc BN IGHEEEFE
Properties properties = new
Properties();properties.setProperty("sts.server.domain”,
"10.33.102.162:8080");properties.setProperty("sts.config.path”, "D:/
Test/ConsumerService/ConsumerMicroService1/
ConsumerMicroService1.ini");StsKeyApi.initWith(properties);

" WNRECERIZEXNTEREZE, WHREEXSFresourceBRIIEER . IRZ2
EIDEAFIZ{TER, NiEtarget F2AAIZNHE, NRRBENERH
compiler, IDEAERZZZMtarget F3KEXresource3f4,

b. B4, BEHIAESEBEEPIEBRBENSBRENSEZENSRZEZE], R

WBHRER, ZEAHTIEBRIRE, BREXHERER, BEHIKAE

[T =& == 0|1

HAEE, WESESTS 2.0\ SENEEEAEITES . NREENSUFIREA

EstsagentdERHIBIAISR, WFEF TR /opt/huawei/certs/

{ServiceName}/{MicroServiceName}/**#Z N R EMAIRER T

Fail to derive key with master key

XZ2EASTSRBYISN, MERRTIRBUAEEREREO,

fRRE: MBEEEIER T StsKeyApi.init()B;StsKeyApi.initWith (properties) .
WMITRREZHBRSSIUEBRIOS

HMIRSIEBOS AR ENRZEI TERAMER, OSPEXFER
StsKeyStoreUtil.getKeyStoreValue () i#17#%%5 .

STREFRA 03 (2024-09-25) IR © ERRBRABRAT 12
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Access Permission Denied

HMARSSEERLSTS SDK, FREVBR{HARSSHICredentialsAtiRAN T EiRReqeust sts
server fail, Request Token form xxxx&yyyy failed, Access Permission
Denied, XZHTFprovideri@BIZMIRSECEEMNAIACL ( Access Control
List) , SECRENRILENGIENZproviderfdcredentials,

Invalid api name

STS AgentHfTRYATEIRInvalid api name, X2MTF laC F{FERATSTS Agents
WRZABES, {BEHNLESTS AgenthikAFEFEIaCHigBEBIFHRSTS AgentSEL
B, @idlaCaiEEHSTS Agent, {EFE1.1.5.100% ZHIHIZREERHEFTFF
force_installFF>%.

RSB, B, B, KESTEOWE, STSEESU ISR LGURAD

B8In?

STSEESEARLREN FEE . A—its MRIEXSABIGS, Flingdr=

FxE, i, WAFRE, WellfERsUREEIRESX 5 .

STSEEEHBRERRAKERS/D?

50001NFFF o

AHBEETZRISTS KEK, ServiceKEKLARIAIEER 2 UMARIF?

- key.jsonEAARHBBENAE R AIrootkeyFworkkeyINZZ{RIF, kek.jsonEISTS KEK
=

- DIIEEIERAAES GCM,

EREBid*Ereport certificate to cmstgis, #27<"An unknown error occurred when

report certificates!",

B E /opt/huawei/certs/{service}/{microservice} Fstscerttool.logh EEEH

=MEE

EBHEPREHMEEIRR[Erro -2] Name or service not known, BERLL TGS

HIARFIRAZE FERRIOS 2.9 [EulerOS release 2.0 (SP9)]:

Isb_release -a
a. MEFHlhostnameZ2BBII64NFRF, MRIANE, EXENE-
b. FNEFELEETHEVIPHER, SEMTESERE:

i. 1&&/etc/nsswitch.conffE2&F 8 ZhostsIi, BTN EEE S filesdy
myhostname,

i. EniNBcEfiles, 13 /etc/hosts, AINZBIEHNAYIPILET [host_ip]
[hostname], f&I%0: 10.33.100.100 host-10-33-100-100,

A IBcEmyhostname, BELEHITEMIEN

ii. FTUTBNEREREMRE.
hostname -i
python -c "import socket;
print(socket.gethostbyname(socket.getfqdn(socket.gethostname())))"

WM F MRS

{EAlaCEREEWiseDBA LRIZHIREESLA, iRivBEMSTSAYEIR, WRISEIE
RBENSTS, FJUESTSEEAHITF LFM RS .

WS AR SS B8 £ A R AYSTSHBRSSIERE 2 E B Elwindowt 128 _EifFit .

15 HIR53 28 /opt/huawei/certs/{serviceName}/{microServiceName}B R FHIERE

BIRRFTE REEIAN, . 182&{microServiceName}.ini 3249 a_file, b_file ,
c_file, d_file R9ERIR, IZIRSIFENIREFHERTIREFR (B FiniSVEFAIEERER,
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—A&A{microServiceName}/apple/a ) . {E&&sts.propertiesd sts.config.pathg
SCRRAYINISZIFRYERTR o

missed = in sensitive string value / missed value in sensitive string

R BUREC B INAYAT IR missed = in sensitive string valuefgiz, X2HFEUH
FEEE XA IER . SUREEINE &N T

- kekhnZ#EZA&: ENC(key=kek, value=xxxx)

- servicekekINZZ A&, :  ENC(key=servicekek, value=xxxx)

Unable to execute refresh credentials function

AR5 EHESTS SDKEWITRE, XERHE TR T STSRIHIRSS AL,
MapConnectCoreService&MapConnectCoCreateService R4 HARFZBECEACL
RRAER: 1 IREIZIMIRSECEACL,
com.huawei.wisesecurity.sts.sdk.exception.StsException: Unable to execute refresh credentials function
for service.identity=MapConnectCoreService&MapConnectCoCreateService

STSXIIDK/JREB{TAEK?

I FEFERFNY1.8hRAIDK/JRE
invalid common name

STS SDK#it HIN T HH:

InvocationException: code=403;msg=errorCode=1002;errorMessage=invalid common name:
AppGalleryPromotionUserService

XEHFCSERNyam S4B ERYRARSS B FNERRISTSHBRSIER HHIHIRS &
T—HEHW, ERIERIRASTSAgentBE AT, BEEEIRENPBIR
SEMNHIRS S .

STSEE A BREL B BT RIFFEIHBR S AVBCE X4

R EMEB SR ERS A MEIMRSIREN G, ESTSEERGENE, FE
EERERS LEHRAMIENRIECEIR.

- EEREROKREZECER

- EFRmZECEI:

fail to parser work key json file

twEwork_key.jsont§TX2 B 1EM, X{FFHIdescription, macFERHEEMIR.
Odd number of characters

WSS hnE TAEZSASHAIRTEIROdd number of characters®& , X2HF7ESTS

EIREEEEhexfRIZAVZIHIAN AV ELZ T — char, HexfmIB=FFFER 2B

HANZER S

fail to get master key from sts

WSSEERL T STS 1.005AIEREST, FEEMSTS 1.0 Server EIRENEZ AL, STS

1.0 Server2 BT SEREFR, FMANLSE—NFEMFC:

- EERCEMPO LB WiseSecurity: SecurityTokenServicel¥iREZ 2577
£, MRAFE, NWREENEREBYEEBINZAHIRSS -

- BEWEHyamSEPEcERenvironmentSHFISTS 1.044ARS Y
environment@EB—, MRA—HNHELL— -

missed header x-sts-token / x-sts-session

provideri@BidSTS SDKINIEBERAT, Mhttpid Bh T EFRENEIHERMAISTSIAILE

header{58.,

- EfEMpostmamipidl, SEMENAMESETAN. FtIENiEE,
AILUSHBRSHISTSINERIBF 3T FF . BUBFH KBCETEsts.propertiesFE X
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{4 rhfdsts.bypass.enableS#: trueR <R, falseRRAKIE, BHMAZRRK
G

- consumerfIFZTHUE, {Eproviderl;ZBEHHE

sts.propertiesS{FFoREC Ests.config.pathi§ ESTSIHARSZIERINELIEZRR (IRE
IDEAFR#IITRY, 1B — Ttarget F2E{FIEsts.properties ) o STS SDKEAIANNEL
sts/sts.properties, WSEHaILUBIZjvmSEIEEsts.propertiesiEXIZSFRYER
=o

WNRIFBINUWAKTIIRASTSHY, ByamIXFFE2EEEHE
nuwa.security.sts.configPath,

nuwa:
security:
sts:
serverDomain: 10.33.102.109:8080
configPath: /opt/huawei/certs/{ServiceName}/{MicroServiceName}/{MicroServiceName}.ini

WNRE S Java BeanHF AL, MEBEBEREHIRESts.config.pathBtEIR,

Properties properties = new Properties();

properties.setProperty("sts.server.domain", "10.33.102.162:8080");
properties.setProperty("sts.config.path"”, "D:/Test/ConsumerService/ConsumerMicroService1/
ConsumerMicroServicel.ini");

StsKeyApi.initWith(properties);

STSEEERASEEEIERMTANBEE RS
BURECBEIRASTSLA W S H EChIKeK/ServiceKek ( 25611z ) {FFAES/GCMANZE
Unable to resolve non-exist credentials
StsCseClientFilterd/ZXIERIHRII T REEIR, XEHTFLERINENSEIZ
MRS ZIENERE . KERSIIAHSTS SDKIFEREERE (&E logbackak
log4j-hECERYcom.huawei.wisesecurity.stsEBRIIEEH ) »

invalid certificate

ElZ: HARSZFNERE 23, IEBREH MRy, BFIENLSSERZRISTS
server1.0 LASIEREREBIEX

5 BEREIRNIMNREZEISTSIRSRIEMAY, ATLIEMREIMEXINAYEM
FOEEAS, ARBXANEMFC Eportal EBSTS 1.028F&8 RS EM L=
B9,

get sts token --Timestamp out of range/Timestamp is more earlier or later
XERHETSTSHEREKRKE (FISTSIRS R/ ZEIEZE/NFS2H ) , wEWS
ARS52ERYAY A2 B 1EM

configld can not be blank

EPEARSS T E NUWARUtimeSREXBURBCEINAT, 15 KERENAIBURECEINRYTIZER
FEEIZ.

EEE LIRS TR RERIENAIRHIRS -

AL EES LRENFREN. IEPBIY, RS TREREETHEMIMETTESTS
EEMNIRIRBRSS . BEILIARAI S SREFEIZHEIES EiFTRIARSS EA -
KeyStoreException: empty private key or certificate

HIZIRR, SEAFEN _ESTSEEFRER (zF/opt/huawei/certs/{iRS3}/ {1k
FYT ) HATE, RukRRTF—ASBSIEPHESH, BuEZiEB:
BEY, AfERLTaHSMERHITINE.
/opt/huawei/apps/wisesecurity/stsagent/stsagent check -s {53} -m {{HRsS}
MNEBRIETRISEIREE, BRI Tstsagent-installZFE £ EBHITIEBRIEFRER

1Bo
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Unable to find SecretKey version=0

WSS ARE R {ERSTSERMREIFSTSINZENERE S HAVEIR .

Micro service xxx&yyy not registered

MRS IS BESTSEEAGHTIEM.

Fail to read service info from keystore

STS SDKAMAHEFREMNSTSRIBHMIEBjks S RIZEUIRSFIMARS(ER, N

JKs]XHHIHERE T . —RE2ZKSNXHBRE.

Sg%Ké‘*E}Eservice iniX 4R AJsubjectAICNIRE/9fEARSS RIZEUIEF 34 {1MARSS
.Sts.p12

[cert] subject = C=CN,O=Huawei,OU=Huawei CBG Cloud
MicroService,CN=SecurityTokenServiceDemoSelfConsumer ip = 127.0.0.1

invalid timestamp
wEWSENIEIIRENEEREEBIIS .
timeout awaiting response headers

sts-go-sdkPIAY ResponseHeaderTimeout2#{EIZE3/)\, BRIEAIAJ100, 7£
TR ATENSEL “sts.responseHeader.timeout” 1EXGZEA/N .

not an SSL/TLS record

clientFlserverfiASSLA—E: clienti@IHTTPIAIE), {EServerZi2HAIHTTPSHY
ARS5 -

AR Z tomcat + NUWA/CSE, tomcatR&EIFIMEMZhttpifAEhttpsEHtomcat
BIBCESHFRER), NUWA/CSERYyam3Z{4HE IR 2 FMELEM O EIRXS
imteitAYR httpiEhttps.

Some config items not found

iac providerfEplanfi RS ARG F R EMEGFRETSTSEES, NRLER
NEURECEIR, SESURECEIRAIALIRALER, NIRILEE, FEWSECKES
et Ef.

fail to get provider ** credentials
consumer&Epiists-go-sdkfEFREY providerimifsia) SRR ERER, EE/Eprovider
IRELEACL, BEERANACLE, FF o874

BTSRRI USSR

either 'jasypt.encryptor.password', one of ['jasypt.encryptor.private-key-string',
'jasypt.encryptor.private-key-location'] for asymmetric encryption, or one of
['jasypt.encryptor.gcm-secret-key-string', 'jasypt.encryptor.gcm-secret-key-

location', 'jasypt.encryptor.gcm-secret-key-password'] for AES/GCM encryption
must be provided for Password-based or Asymmetric encryption

BBARLUER N B aHEE:

-  KRBEBIEEERIN@EnableStsEncryptableProperties , EERINZIEHE,
ZBE¥IIR{LStsStringEncryptorXd &,

- WREZNN, UM A BB GIERERAKE, 52 spring
context ¥IIALIERTTRY, AREIREXZE|StsStringEncryptorfdsR., fian,
EurekafzFBfYbootstrapymIFINR B EHREEIN, MSRXNE, TES
SR EC BRI EMMECE S, BIRTRR,

Unable to refresh credentials for service
SecurityTokenService&SecurityTokenMicroService

ZIBIRRESTSHIALRIRHZ, Mkek.jsondkEkeys.jsonsRENAHZZSHL, ST
iEMSTS-ServersAEUEIE

HSRRZS 03 (2024-09-25) WRINERE © ARITERARBIRAE 18
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RIRTDE: HRZHNEFME, /${HOME}/ sts/ARS5E /AR5 A/ kek json,
Bxkek.jsonFlkeys.json3f4, BRI,

3.2 Cloud Map SDK

3.2.1 #fik

Cloud Map SDKERS#EFHA TEB R RS AM ( Cloud Map ) ARSSIRHEAIREST
AP TRIEISE, LABCRFPIFRTIE.

Cloud MapZiFftaIifly, EERATFIMEIHIRS . FEE/BURE. —H/—=5/
=5IRS, PANABILERIECIoud Map (HMIRSAER(HThad/EuEE, thAK
HYEATE MRS /MARSS ) , P ERESERCloud Map SDKIRAEAYE O B E BN Bl L&
F3Cloud MapBRs3\5388089B /Y.

3.2.2 {#F Cloud Map SDK ( Spring Cloud 1E2E )

5|\ Cloud Map SDK

1.

5INSTS

Cloud MapiKEiSTSIAIEREST, #EACloud Map4AUEANSTS, BFiESE5|IA
STS SDK.,

5| NCloud Map
Epom.xmlEiFiiCloud Map SDK{KES .

<dependency>
<groupld>com.huawei.wisecloud.nuwa</groupld>
<artifactld>nuwa-cloudmap-core</artifactld>
<version>${cloudmap-sdk-version}</version>
</dependency>

(1 588
o 5${cloudmap-sdk-version}Z e sLhREA{EREAYCloud Map SDKARZS .

o WIRIESDKIESMEEmavent s, MREEFRINInuwa-cloudmap-corefkii
. tﬂixFﬁZﬁmmiﬁEﬁH‘tél)\SDK, BIERNIS AN FEAISDK jarBS I NFITREMIbERT,

EERMNENEMKE : nuwa-cloudmap-spring-boot-starter. spring-cloud-starter-
cloudmap-discovery,

BcE Cloud Map
ERBRSSH9application.yam|EC & iR INLA NECE TR :

nuwa:

cloudmap:
read: cloudmap #{EFACloud Map/A TR EIBIE
clusterName: clusterName-example #MARSSFEMZICloud MapRIEEERS
provider:
cluster: clusterName-example HEHIRSHEMEREEMEICloud MapRIRIRS EEES
serverAddr: http://10.34.32.243:80 #Cloud Mapifjaitit
version: 1.0.0.100 #HRSIRAS
namespaceName: cn_dev_default #Cloud MapifialasZ2Z=|a)
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¥I%a4K Cloud Map

EREIZEHIEIN@EnableDiscoveryClienti¥f#, RRITERNSEFTHERestTemplate
EIspringassd, BRELMMARSSEIERMEREMEIspringass+HYRestTemplate, X
e

package com.huawei.demo.servicea;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;
import org.springframework.cloud.client.discovery.EnableDiscoveryClient;
import org.springframework.cloud.client.loadbalancer.LoadBalanced;
import org.springframework.context.annotation.Bean;

import org.springframework.web.client.RestTemplate;

import com.huawei.wisesecurity.sts.springboot.security.annotation.EnableStsAutolnitialization;

@SpringBootApplication
@EnableStsAutolnitialization(value = "application.properties")
@EnableDiscoveryClient
public class ServiceASpringbootApplication {
public static void main(String[] args) {
SpringApplication.run(ServiceASpringbootApplication.class, args);

@Bean

@LoadBalanced

public RestTemplate restTemplate() {
return new RestTemplate();

}

}
HMBRSSTENER:

public OrderInfo findOrder(String orderld, HttpServletRequest request) {
OrderInfo orderinfo = orderMapper.getOrderByld(orderld);
String url = demoServiceAUrl + "/user/" + orderInfo.getUserld();
HttpHeaders headers = createHeaders(request);
HttpEntity<String> entity = new HttpEntity<>(null, headers);
ResponseEntity<UserIinfo> responseEntity = restTemplate.exchange(url, HttpMethod.GET, entity,
UserInfo.class); ;
if (responseEntity != null) {
orderInfo.setUserInfo(responseEntity.getBody());
}
return orderinfo;

}

3.2.3 {#F Cloud Map SDK ( NUWA EZ2 )

5|\ Cloud Map SDK

NUWAIEZEHInuwa-coretlZRELZRE ESTSHISDK, REEEpom.xmlfLAprovidedfs
73| A\ Cloud MapHYiE{EENH]

<dependency>
<groupld>com.huawei.wisecloud.nuwa</groupld>
<artifactld>nuwa-gpaas-cloudmap</artifactld>
<version>${nuwa-version}</version>
<scope>provided</scope>

</dependency>

EAYEEclasspath: nuwa.boot.propertiesS3 {4z Inuwa-gpaas-cloudmapt&EiR,
BREERIASNIECloud Map,

nuwa.system.module.loadingList=...,nuwa-gpaas-cloudmap,---
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¥I%a4K Cloud Map

B&5eRkCloud MapHI#ItaHt .
XA EFESEInuwatESR AT LUZEIRISHE,

—Rg =nuwa-xxx.properties, nuwa-

xxx.yaml3Z{4, EACloud MapfiClient2B84I, FRrLARIEEEY
NuwaMapClientFactory.getNuwaMapClient()5%EXclient3d5R, tBaJLA#ESpring T~
X HFREXNuwaMapClientfJBean,

1.

3.2.4 ENajRR

BEANSTSHELS .

nuwa.security.sts.enable=true
nuwa.security.sts.serverDomain=10.33.102.162:8080

nuwa.security.sts.configPath=/opt/huawei/certs/serviceName/microServiceName/microServiceName.ini

##hNCloud MapEtE .
nuwa.cloudmap.serverAddr=http://10.34.32.243:80
nuwa.cloudmap.namespaceName=cn_dev_default

Z& 3-2 Cloud Map E o)

B

REEE

RERIIE

“code” :403, no | \ISEEBERPRIAID
permission to access | FEHRIR

. BFCloud MapBIEAEEZFR

- MR EBHIIRS AR R

. sds#R§Eno permission, TEsds&1E

BRIER.

SEER, WikBIHERIR, FEiH
LA,EHﬂEPIEmfF RS PR B RTIRAR

2 (—REEHFBRINRSZE
*RBE)

SHTESDKEC BRI B IESIERRY

1ESZHE73 % [

Rainbowf# I ZBRSS #eiEno

permission, FEfERainbowHRRE

sdkEIEEEMEIECRIRS T, ™
EHMWIRS T

MRS A%, WRBE—1HERSE

IR, WNRFENRY, HEEEN

Efiéﬁiﬁﬂﬁﬂﬁxgﬁﬁﬂﬁ%

MAERRAS 03 (2024-09-25)
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)RR HRERER RRIRIME
“code” :404, WEBHKOEREAR | 1. SBARERSEEE, EFCloud
resource is not exist | 121 MapBEEEHRER, IRAF
£, eEFARIEEEMEE.
. IRBFHEFE, BRERIER
BHMISEERMEREE—E, W
namespace. R$BE. EEEE,
. debugEZEIFHHCloud MapiZarI%
i2 (fhserviceName ) 2B,
. HERBM, BRERERDS
;8
. WENUWARRAZERIZE, EY
3.05.101LA Lk,
Too many {EARZAS . FHESDKARAS ,
connections asynchttpclienti® . {&MasynchttpclientiZEizsy
BHRITIEREA ynenp =
B (A Acputz

#, Eig4)

3.3 Gray SDK
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3.3.1 #hA
RIE0H

3-1 SLB E %2244

AR BeEFAF

ES2SjllzR
ERRBE IR ORI SRS IR, LUIRAMRIMIRSRAER, RTRE
FEIMARSS MRANRIIR B SREK o

2. EHEREAHEESREMRSKERE, SSEER— MRS FRRAR
RERN, LARAEHBRSSHEREAIRERT .

3. MRSHRERBRESZIRERESD.
MBRSSEMKESDK, ITRHMRSIRERE, RERIEFNARMIG

5. RESDKIITRERES , RIEMIRSZENIIKESERIR, SDKHITREMRN,
IR [E] PCECEE SRR MRS N AYABRSS MR AN S

6. HMIRSIRIERESDKHITERSEITRERE, HEIRRIERESDKIREZRIFAXY
RIRYRARSSB ( 4/ RERRAT « REMRA2 ) .

3.3.2 {85 Gray SDK

AN BAMTENUWAKEZE FEAGray SDK, Spring CloudiEZe FEERT A Sz iHER
Gray SDK,

{#FGray SDKRY, HESEAppStageizEOSLBIRSHECEIFKEMN, BEzN
Gray SDK, BUKEMNAERL,

—_—
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5|\ Gray SDK
BIINUWARInuwa-apaas-graysdkialiEgEry,, EEMIZSDKZ /G, AJLAMERGray SDK,
FEpomxmlAFANSTSIKE

<dependency>
<groupld>com.huawei.wisecloud.nuwa</groupld>
<artifactld>nuwa-apaas-graysdk</artifactld>
<version>${nuwa-sdk-version}</version>
<scope>system</scope>
<systemPath>${project.basedir}/lib/nuwa-apaas-graysdk-3.1.5.100.jar</systemPath>
</dependency>

(MARY:
H${nuwa-sdk-version} g p SLFRFR{EEAIAYGray SDKERZAS o

¥IUa1E SLB

o \IBEITHEITIFECE, {E/9PropertiessASEAN,

GraySDKManager.getinstance().init(Properties params, Object
IbsServiceFactory)

& 3-3 2HREA

e 1588 &= e

Properties params ¥&PropertiesSIRIEN | FEABEERGray SDKIRE,
TeefE=,

Object lbsServiceFactoryXd | ABefEFILBSEIRETIPEEL]

IbsServiceFactory KRIEN IS
FEAVSAFEALBSERE TR
ERY, alfE=,

o \IBIEEFPropertiesi&iZ, properties3{4IRFEN

GraySDKManager.getinstance().initWithPropertiesPath (String path, Object
IbsServiceFactory)
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% 3-4 SHURA

2% 1588 1&Z=i5i8
String path ¥GProperties)X £ | E=HY, SIRBLATIRFEZR
=EN e
1. 2RURSRSHISERIE
B

System.getProperty( “gra
ysdk.properties.file_path

)o

2. EidMclasspathBIZ{4HZ
FIRIZ K
graysdk.propertieszi &
graysdk-
config.properties,

Object LbsServiceFactoryXd | AREfFEFLBSEZR&EMIipEED
IbsServiceFactory KRIEN, I

A SR ERLBSEREMR
B, AIfE=,

FEREILIESE
I ZIRI MR SS L BL & tFpropertiesSXHIA T FF %

# enable CseGrayServerListFilter or not
wgp.enableCseGrayFilter=true

IS5 ZR IR SRRl
PRI CSERARSIRME, TRMIMRD.

@&D, SECSEIEERTTR, NBZIRERRSIEME (demoB ) , THEEIME

package com.service.demo.controller;

import org.springframework.stereotype.Component;

import org.apache.servicecomb.provider.springmvc.reference.RestTemplateBuilder;
import org.springframework.web.client.RestTemplate;

@Component

publicclass DemoDelegate {

public String helloworld(String name){

if ( null == name || "".equals(name))

{

return "thename is empty, no need send to beckend MS";
}

RestTemplate restTemplate = RestTemplateBuilder.create();
String rslt = "";

String qryStr ="";

qryStr = "name=" + name;

// to call another MicroService, name is demoB. path:/demo,interface:helloworld
rslt = restTemplate
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.getForObject("cse://demoB/demo/helloworld?" + gryStr, String.class);
return rslt;

FaR
o  SDK#IIALRY

SDKAIIaE, graysdkiJrunFldebugHESFTENVIIRAAMIRE, —RIREE

LUNRF R

- ETC%D;JE%%%EBE%W‘»% ( #2&conf/graysdk.properties3Z{EHiserverft B 2%
1EH8 ) o

- ETCORBEMBREFRTH (REMELUNETCDEEIESE ) -

-  ETCORAEFELMRS ZBIKERSE.

- ETCORBERRE/ZBAMELT, {BRSDKEE TIAIE (1&Econf/
graysdk.propertiesM{+2 A ECE T username ) o

- jsonRuleFilePath;& BB E .

o REHINITECEK

EARSDKIEOMITREMNUILELY, —REERBINT/LMH:

- XREANNSHIE, FHEERERHIRS REMRN .

- IREFFFEXA (#&&Econf/graysdk.properties3Z{4graySwitch2& 1) .

- REMNHRTEE (HEgraysdkfddebugHE )

- BEEREFEARAREN.

o RESHHIRE

B IRTEEECSEMinvocationiRBEEZHITKENSE, BRMHIE:

- EEI’E?%E&??)‘XEE"J%@, HERiRiEOFER@RequestParamS#3ki5
Eo

- I EEETEEmRESH, fa:
ContextUTtils.getInvocationContext().addContext("x-is-gray", "1") .

F—MAEXEREEESKAENURLFEZIZESHRIERINAKRERE, M

EWEERASDKZ i Zinvocationt P SHAYERIFRKE .

o [EImKET SRIFIKT

Eﬁgﬁﬂgﬁﬁﬁﬁ CHhImicroservice.yam X FFIgES A ( SHECSEF AN

uh) .

- EBRAHEERETS, mEtyamldadservice_descriptiond5ErE MRS
S, AEEEES LEFZRBRAHITRE, BEAEXBMRA.

- REEENSHImERETR, mEftyamldilinstance_descriptiondi5EH
EXKESH, HENE, BECEESRERBEENSHHITKE, H
ANBEXHSH,

B

e  SDKEIRHG
EAASDKIEOR, HIMEEIERATSDKEIRE— GrayExceptions& , BILLE
iJe.toString V EFFHANFEIRIA, Bide.getCode()FKENZEEIRIG, ERTED
SDKAYdebug HERIAB I F AN EEREE
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% 3-5 SDK {21272

FERDB SEERA BREWMESE
13300 WEPRMIBEEIR, —fi | BEEgraysdkidebugHE,
HEEEIRSEH. BEerrorBE, BNBKREKE
qua:FEAJ\IE'LL o
13301 SR, — A% | 1. ¥&&graysdk.properties3Z
ASDKHIRIIRSS ZFR {#etcd.serviceNameEc &
HNEHETE, =R1EH.
2. ¥e&graysdkg9runBHE,
BEsdkEE VIR
13302 cloudsoa securityfi# | ¥E&graysdk.properties3{4
S etcd.password 25 EEIE
;8
13303 IRVEETCDSM (1B | 1. &&= graysdk.properties3Z
ETCOELEfMt AR {Hetcd.serverBcBERD
) o o
2. INBETCDMRSSERETIE
IE%E,

o MHRERITHE
BHEF EEJ(L)\xﬁH ‘" ok, —%BE—17, XA “\n” &E, BiA1s (FJE
E ) ;TED tho

% 3-6 TEKAE

FERER Ll‘(éii)( M) /aJi% FERIAA
(0)

)] M YYYY-MM-
DD<1SP>hh:mm:ss[.SSS]

IERIREL M BHAE, BTEEEE, =i
G

R TILECIREL M R TRE LECRIIBRIREL
—RARETTRL . KEE=.
ABERESE.

BEE, B EHEEE, BN
1+,

PLECRTIREL M Egg{é, B EHEE, =
TTEL

PLECROREL M Eig{ﬁ, B EHEE, B
.L o

PLEC R IREL M BHAE, BTEEEE, =i
G
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FEREWR a‘(é\i?_&)( M) /aTi% FERRER
(o)

PUBCHBRTIREL M [BERE, 81 EES, &
g

BRI IYATSE M [BRARIEKRYFIIRTIE, B
fi7: HF

TBESRER ARTHE M [FHANIERAYER RRTEE, B
fiz: HFb,

153K ER/N\ATHE M [ARARIEKRYER/N\ATHE, BB
fi7: 8

=37 ®RSBKRBEE

FEREWR a‘(&\i?_&)( M) /aTi% FERIHER

(0]

AY7al M YYYY-MM-
DD<1SP>hh:mm:ss[.SSS]

MRS & M R ABIRIRS B R,

RERS S M NERRHMIRSBIR, A
1A BRYBRSSHIBRETARSS 2
FRo

BIRIXEL M BERE, B EESE, &
T,

FHITITEDREL M R TR EILEANERIREL
—MRARETE .. KESE.
FAABKRES.
[FHAE, BT BBESE, =
T,

U A M [FHAE, B EBEES, =
T,

UTES M [FHAE, B1TBEBEESE, =
T,

PLhcHEIREL M [BERE, B EESE, &
T,

PLACHBHTIREL M [BERE, 81 EES, =i
T

1R EIIATSE M [AHARIERAYEIIRTRE, B
fiI: HF,
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FEREMR Ll%‘iﬁ)( M) /ETi% FRRIRA
0]
IS RERARIFE M FEHAMNISRAVERARIE, B
i HE.
15 RER/\ATHE M BRI RATER/\ATEE, £
i Wb,

o SEHE

BEFREIAKA ‘7 9, —%B&—17, XA “\n” &E.
FEREM 3%k (M) /)i FEREA
(0)
AdiE] M YYYY-MM-
DD<1SP>hh:mm:ss[.SSS]
£EZID M graysdk000000001-4
HEZR M graysdk000000001: gray

servers all down alarm

graysdk000000002: etcd
connect error

graysdk000000003: gray
rule execute exception

graysdk000000004: gray
rule execute timeout

AH1IP M AHLIP

FEXELR M Firing: &&&k4%
Resolved: Z£EZfRk:

FEER M EHEFMAER

HERH M SHIEE:

FroaRTE M Firinghd, AEER4ERTE,
ResolvedAF A0,

ZhEERATiE M ResolvedRd, JEZEREIRAT

18, FiringAg90,

service.json3 {4

{
ﬂenabIEGrayMappingn: " .|,
"services": [{
"name": "demoA",

b
{

"name": "demoC",
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"wgpServiceName": "demoB" }]

}
NUWAECE IR

nuwa:
wgp:
graySwitch: 1
jsonRuleFilePath: /opt/huawei/data/
serviceName: xxxxxx(WZBECHE)
sdkServiceUrl: XXXXxxx
enableCseGrayFilter: true
enableCommonGrayFilter: false
reportUrl: http://10.28.0.181:18080/dispatchProxy/v1

3.3.4 HE4E
MBSDKIEHERBEEE H EZUUAR BERER .

= Ft il =
o BXAH

SDKLASLFHEO#®IE HE, BiMERlogbackiiiiHE, 5|\ 7T logback-core-*** jar
#llogback-classic-*** jariX#Nar®, SLFE4bEZlogbackimit HE.

o HAEERETH

iXEBLAlogbackHEEMEEE MBI, HXECESEWT, WNRISAEog4j2,
ALIE2EIXEXNAYloggerflappenderskELE .

- ETHE. BidEE
<appender name="wgp_debug_log"
class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>../logs/graysdk/debug/debug.log</file>
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss:SSS}|%thread|%level|%logger{0}|:%msg%n</
pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>../logs/graysdk/debug/debug-%d{yyyyMMddHH}.log
</fileNamePattern>
<maxHistory>24</maxHistory>
</rollingPolicy>
<timeBasedFileNamingAndTriggeringPolicy
class="ch.qos.logback.core.rolling.SizeAndTimeBasedFNATP">
<maxFileSize>100MB</maxFileSize>
</timeBasedFileNamingAndTriggeringPolicy>
</appender>
<appender name="wgp_run_log"
class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>../logs/graysdk/run/run.log</file>
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss:SSS}|%level|%msg%n</pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>../logs/graysdk/run/run-%d{yyyyMMddHH}.log
</fileNamePattern>
<maxHistory>24</maxHistory>
</rollingPolicy>
<timeBasedFileNamingAndTriggeringPolicy
class="ch.qos.logback.core.rolling.SizeAndTimeBasedFNATP">
<maxFileSize>100MB</maxFileSize>
</timeBasedFileNamingAndTriggeringPolicy>
</appender>
<logger name="com.huawei" additivity="false">
<level value="INFO" />
<appender-ref ref="debug_log" />
</logger>
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- MgEmitEE
logback xmlAE X M4EERITHE

<appender name="wgp_stat_log" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>../logs/graysdk/stat/stat.log</file>
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss:SSS}|%level|%msg%n</pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.SizeAndTimeBasedRollingPolicy">
<fileNamePattern>../logs/graysdk/stat/stat-%d{yyyy-MM-dd}.%i.log.zip</
fileNamePattern>
<maxFileSize>100MB</maxFileSize>
<maxHistory>7</maxHistory> <l-- log save days -->
<totalSizeCap>10GB</totalSizeCap> <!-- total log space size -->
</rollingPolicy>
</appender>
<appender name="wgp_stat_service_log"
class="ch.qgos.logback.core.rolling.RollingFileAppender">
<file>../graysdk/stat/stat_service.log</file>
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss:SSS}/%msg%n</pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.SizeAndTimeBasedRollingPolicy">
<fileNamePattern>../graysdk/stat/stat_service-%d{yyyy-MM-dd}.%i.log.zip</fileNamePattern>
<maxFileSize>100MB</maxFileSize>
<maxHistory>7</maxHistory>
<totalSizeCap>10GB</totalSizeCap>
</rollingPolicy>
</appender>
<logger name="WgpStatLogger" additivity="false">
<level value="all" />
<appender-ref ref="stat_log" />
</logger>
<logger name="WgpStatServiceLogger" additivity="false">
<level value="all" />
<appender-ref ref="wgp_stat_service_log" />
</logger>

SEAE

logback.xmlFENEZHE

<appender name="wgp_alarm_log" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>../logs/graysdk/alarm/alarm.log</file>
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss:SSS}|%msg%n</pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.SizeAndTimeBasedRollingPolicy">
<fileNamePattern>../logs/graysdk/alarm/alarm-%d{yyyy-MM-dd}.%i.log.zip</
fileNamePattern>
<maxFileSize>100MB</maxFileSize>
<maxHistory>7</maxHistory> <l-- log save days -->
<totalSizeCap>10GB</totalSizeCap> <!-- total log space size -->
</rollingPolicy>
</appender>
<logger name="WgpAlarmLogger" additivity="false">
<level value="all" />
<appender-ref ref="stat_log" />
</logger>

e HERMA
SDKERIAET=EdebugAEFrunBE .
o  SDK#IafLRIh

SDK¥IRLRRTN, RAEEMETCDIREXE TIEEMIRS AR ELRE, BINS
fEconfB R =4 {serviceName}_grayrule.jsonBZA AR EEARN &9 314
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3.4 Rainbow SDK

3.4.1 #ha

=

Rainbow SDK#FiE =[RS DevOpsEifitiz vl {Ebuild-inBIEUIRE RIBRER G =

EHtMySQL/Cassandra/GaussDB/DRDSEEIRIT. A&, &% . izt (SIE.
BIE, 1Z2Hr ) B,

Al{Sbuild-in: ZiERE, ERAE, BALRE (EATEAER) , BE (&
SEERE) 2,

3.4.2 {#F8 Rainbow SDK ( Spring Cloud #E%2 )

5|\ Rainbow SDK

1. Rainbow SDK{&K#fiCloud MapAJiEM#NA&IEES], 7£5|A\Rainbow SDKZ g, E
55| \STS SDK#Cloud Map SDK, FH5EpkSTSHICloud MapiI#ltait, BikiES
TMEEFESTS SDK ( Spring CloudtZE2E ) #18FF3Cloud Map SDK ( Spring Cloud
B ) .

() %88
ffCloud Map#{THURE ML IIRY, FEEEWIseDBABEGEEIEEER, FE
Hﬂ:JCloud MapH, Rainbow SDKEEZHIEERNIIIEF, BEiFERCloud MapHaTEMME
B, BRIEESIMIESDKEE .
2. 5| ARainbow SDK,
Epom.xmlaiFiiRainbow SDKKER ,
<dependency>
<groupld>com.huawei.wisecloud.nuwa</groupld>
<artifactld>rainbow-proxy</artifactld>
<version>${rainbow-sdk-version}</version>
</dependency>
[MERIY:
e & ${rainbow-sdk-version}& &k sLFRpT{EFARYRainbow SDKhRZAS .
o WNERIESDKIEIFMEBmaventss, MRFBEFRNrainbow-proxy (ks .
) ﬁﬂ%xﬁﬁzﬁﬂﬂﬁkiﬁﬁﬁﬁ‘ﬁé INSDK, BENFaEAM TEAISDK jarB5|I NBITEMIbERT,
NEERINENEMKER: rainbow-core-drds. gpaas-middleware-common,
¥844% Rainbow SDK
RSN

package com.huawei.demo.serviceb.config;

import javax.sql.DataSource;

import org.mybatis.spring.SqlSessionFactoryBean;

import org.mybatis.spring.mapper.MapperScannerConfigurer;
import org.springframework.context.EnvironmentAware;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.DependsOn;
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import org.springframework.context.annotation.Import;

import org.springframework.core.Ordered;

import org.springframework.core.annotation.Order;

import org.springframework.core.env.Environment;

import org.springframework.jdbc.core.JdbcTemplate;

import org.springframework.jdbc.datasource.DataSourceTransactionManager;
import org.springframework.transaction.support.TransactionTemplate;

import com.huawei.nuwa.map.client. NuwaMapClient;

import com.huawei.nuwa.map.spring.boot.autoconfigure.NuwaCloudMapAutoConfiguration;

import com.huawei.rainbow.jdbc.DbGroupDataSource;

import com.huawei.wisesecurity.sts.springboot.security.configuration.StsEncryptablePropertiesConfiguration;

*k

* Rainbow/3&f
*/
@Configuration
@Order(Ordered.HIGHEST_PRECEDENCE)
@Import(value = {NuwaCloudMapAutoConfiguration.class, StsEncryptablePropertiesConfiguration.class})
public class ApplicationAutoConfig implements EnvironmentAware {
private Environment environment;

/**
* RainbowEZ{K#HSTSFICloud Map/Sa, flliZdataSource

* @param client NuwaMapClient{EXI%R

* @return DataSource ¥JHE{L e IIEIRIREIRER

*/

@Bean

@DependsOn({"stsBootStrap"})

public DataSource createDataSource(NuwaMapClient client) {
DbGroupDataSource dataSource = new DbGroupDataSource();
dataSource.setUseSts(true);
dataSource.setAppName(environment.getProperty("wiseDba.appName"));
dataSource.setDbGroupKey(environment.getProperty("wiseDba.groupKey"));
dataSource.setDbName(environment.getProperty("wiseDba.dbName"));
dataSource.init();
return dataSource;

}

*k

*BEEEAE

* @param dataSource EIEIR

* @return DataSourceTransactionManager 55 &1E

*/

@Bean

public DataSourceTransactionManager createTransaction(DataSource dataSource) {
DataSourceTransactionManager transaction = new DataSourceTransactionManager();
transaction.setDataSource(dataSource);
return transaction;

}

@Bean
public JdbcTemplate createldbcTemplate(DataSource dataSource) {
return new JdbcTemplate(dataSource);

}

@Bean("sqglSessionFactoryBean")

public SqlSessionFactoryBean createMybatisSqlSessionFactoryBean(DataSource dataSource) {
SqlSessionFactoryBean sessionFactoryBean = new SqlSessionFactoryBean();
sessionFactoryBean.setDataSource(dataSource);

[ EHETRACEIR

org.apache.ibatis.session.Configuration configuration = new org.apache.ibatis.session.Configuration();

/I Fe¥Fidbc A BB R

configuration.setUseGeneratedKeys(true);

MHRAS 03 (2024-09-25) WA © EARTERABIRAE 33



NAB¥E
SDK &% 3 1z1TRI5IZE SDK 148

/] ERRSIRERESIE

configuration.setUseColumnLabel(true);

] FIFF R Rk anE B ahieig HielEsr B X
configuration.setMapUnderscoreToCamelCase(true);
sessionFactoryBean.setConfiguration(configuration);
return sessionFactoryBean;

}

@Bean
public TransactionTemplate createTransactionTemplate(DataSourceTransactionManager
dataSourceTransactionManager) {
TransactionTemplate template = new TransactionTemplate();
template.setTransactionManager(dataSourceTransactionManager);
return template;

}

@Bean

public MapperScannerConfigurer createMapperScannerConfigurer() {
MapperScannerConfigurer configurer = new MapperScannerConfigurer();
configurer.setBasePackage("com.huawei.demo");
configurer.setSqlSessionFactoryBeanName("sqlSessionFactoryBean");
return configurer;

}

@Override
public void setEnvironment(Environment environment) {
this.environment = environment;

3.4.3 {5 Rainbow SDK ( NUWA #E22 )

5|\ Rainbow SDK

1. Rainbow SDK{X#iCloud MapHJ;EMF0&INEES], E5IA\Rainbow SDKZHI, &
55| A\STS SDK#Cloud Map SDK, F5EkSTSHICloud MapaJ#ltatt, BixiES
DA{EFESTS SDK ( NUWA#EZR ) F0{EEHCloud Map SDK ( NUWAZEZE ) ,

AR

{FFCloud Map#H{TEURE TR IINT, FBELEEWIseDBABEAEEERER, T
ffZElICloud MapH, Rainbow SDKIEZHUEEANIIES, BiZEMACloud Map+AYiEmE
2, BNREBSNFHIESDKEE.

2. 5| A\Rainbow SDK
Epom.xml=iFNRainbow SDK{K#

<dependency>
<groupld>com.huawei.wisecloud.nuwa</groupld>
<artifactld>nuwa-gpaas-rainbowproxy </artifactld>
<version>${nuwa-version}</version>
<scope>provided</scope>

</dependency>

ficE& Rainbow

{&ciRainbow SDKECE , 1IASDKEHEIR, #tECloud MapBcE. STSECE, FEEW
T

nuwa:
sts:
serverDomain: 10.33.102.162:8080
configPath: certs/WiseCloudNuwaService/WiseCloudNuwaCloudMapAdminService/
WiseCloudNuwaCloudMapAdminService.ini
enable: true
cloudmap:
serverAddr: http://10.33.113.125:8080
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namespaceName: cn_dev_default
rainbow:
db0:
datasource:
beanName: rainbowDs
dataSourceName: xxxx  //Siz#(>WiseDBARSSSDKAL & REAVEIRIET—

appName: xxx [ SESHIRRS S
dbGroupKey: xxx //EEBIZFR
dbName: xxxxx //SchemaZ#R

connectionProperties:
characterEncoding=utf8;connectTimeout=10000;socketTimeout=10000;autoReconnect=true;useUnicode=true;
serverTimezone=Asia/Shanghai
useSts: true
mybatis:
base-package: com.huawei.nuwa.map.demo.consumer.middleware.dao
mapper-locations: classpath:mapper/rainbow/* xml

3.4.4 ENajRR

$E 1: Username is Emty!

$E: ERROR com.huawei.rainbow.utils.parser.DbNodeConfParser:46 - [] -
appConfStr is not json format

[RE: B EZFFETCDEMset(H, {BsetiB{A 2B RHjsontER .
R FRIBEKNS, 2RFERERIYsonS,

5E 2. Access denied for user

S5 java.sql.SQLException: Access denied for user 'xxxx'@'xx.Xx.xx.xx" (using
password: YES)
o RET: BEERHNERSF[OEIIREIR . MMNIBBREIS T60%Eh . HIERE
BREBEEFERTIANX!
BN
a. BNENEEEES, MBEMySQUNREREDECIER.
b. BEEdumpAF, BREXXEFFIMREFHNBTENFEE.
fRIR: (EFAIEFRRYEERT .
o [FF2: HERWSKSHEIE.
R MIFRSDKECEIES, Hifittwisedbafi2 WSS, ESDKECEEFHFRAED

=)

2E 3: NodeDataSource can't init 8¢ init dataSource Params Error!

8|5 com.huawei.rainbow.exception.RainbowRunTimeException: NodeDataSource
can't init: dsKey=xx.xx.xx.xx:3306@mysqlz},Z Caused by:
com.huawei.rainbow.exception.DbNodelnitialException: [ConfigError]init
dataSource Params Error! config is

o [FEEN: ARPDIMEZEAnulEHETE,
ENL:
a. BNBNEERERERSHEEMI]. BiZERRainbow BEXEF!

Password is Empty! iBHEREERB/MERTESE
com.huawei.rainbow.utils.PasswordCoder,
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b. #ZErainbowHEXHE=: DbNodeConfig Check, BEEREKRIGELK
fRR: (ERIERINERD .
o [RE2: WIRARIRcloud+stsiERSHEEIERE, [FEEKBSTSRIERLE.
Bid1ERrainbowHEXEE=: Password is Empty!
fRR: IEHEIEAMASTS,
o FEE3: AMIERRIXME.
IR
a. SLCIBECEEEMIPR, 8SchematiZEANISKS, FFISEEEE.
b. #BconfigEH FAdrainbow.propertiesEEERIETCDMBHUEFNZZ AT T HF 45 .

SE 4: dbGroupKey can not be null

S5 ParameterErrorException: dbGroupKey can not be null, length need bigger
than 0 (EHEXELSHEERIR)

[EE1: dbGroupKeyAnulleiEZ= S, VEFREMSERIE, BRUEEXSHES
wE.

[ERE2: 25 Erainbow.properties FIEZEETCDiLE

R REIRESHAMS, ZiaidticERappName, dbGroupKey, dbNamez2
BIEH,

/

$E 5: Key not found, cause & item lose

S5 2l Key not found, cause: /Dbmonitor/status/DB/Services/xzjDB/xzjDB/
activeDBs/mysql222, at index: 211562166

& item lose XE=F

k& : Caused by: com.huawei.rainbow.exception.ParameterErrorException: xxxx
can not be null, length need bigger than 0

e [FEA1: {EETCDRIIPELE .

o [RF2: ZEDCGE|ANKE: ERWIENI (BEEARRIT ) , RGN, —
iz 2dbmonitorBIN RIS BECELER, 1BHaE . NREE/MKIN, BEERISIINE
=RYE? 2EERNFEEIIEEEE.

R BEEDCGERIREEEREEEMN, aLERPREER, WEIRM.

e [RE3: EEHARYappName(DCGHRMEAIserviceName), appGroupKey(DCGHY
ClusterName), DBName(DCGHJdbNname) 2GEEIFifH. 2EBWSE
appName. appGroupKey5DCGEERMEIREA—, NMBIIFRT -

e [H[E4: rainbow.properties]{4 R EILEl. X¥EF "no etcd IP
configured" ,

o [FE5: WEHKET, REFEE=AHSIANNInettylRAR—HEH TR, &
netty-alliRAFI BRI EAOnetty-handleZR AR E —, NRF—HBWS5H—
FHREI SR AR —H o

o [REG6: MSERERainbowfERRIRonelarfy753(, EonelarAFISMEEBEN T
rainbow.properties {4, FEPREM, IIEST: logbackfE jetcdHE
com.huawei.dcs.jetcd. com.huawei.wisecloud.jetcd AINFOZBIEIZRTSITED
ETCDHIHBIE, #0:
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<AsyncLogger name="com.huawei.dcs.jetcd" level="INFO" includeLocation="true" additivity="false">
<AppenderRef ref="rainbow-common"/>
</AsyncLogger>
<AsyncLogger name="com.huawei.wisecloud.jetcd" level="INFO" includeLocation="true"
additivity="false">
<AppenderRef ref="rainbow-common"/>
</AsyncLogger>

[

EfL:

1. BYHnSHREBEETCDEREEERFEREXE.

curl http://{etcdip:port}/v2/keys/Dbmonitor/conf/DB/Services/{appName}/
{dbGroupKey}/DBnames/{dbName}/{IP:port}

curl http://{etcdip:port}/v2/keys/Dbmonitor/status/DB/Services/{appName}/
{dbGroupKey}/activeDBs/{dbName}

oy nEs, BIRpSERiIFE .
2. rainbow.properties3 {44 Eclasspath B R T, BUNEENARE], classpathE
RTABEESZHRER, Wclasspath:db/BH.,

R HBEBLER appName, appGroupKey, DBName=FEREEIEH ., BLEAJETCD
R BRFEIEEAIMIE . appNameXdfZDCGRYServiceName, appGroupKey3d iz
instanceName, \'ZEcERJappName2ENFE, SEURILEIR.

5% 6: datasource.properties [ BEHT, & XBANEIENSIEERE

[RE1: ETCDHtHUEEEIE .

[RF2: KERESEE ¥ DBDataSourcefIiifiiNE ==L, REHBEIEERRHEZ¥1A

&, HEVECE .

B

1. gﬁgwt&ﬂtéﬁ@ﬂ% , BEEHEREBETCOEEEXNEIR. NRE, B8
=]

2. eBERAGAE 7 DBDataSourceAIMNINEIRTN . RE = FEURERRIBHEZ 411614,
FIEVECE . WIRE, fR—IXEIEERF, ETE2EEMH.

SE 7. Brhid#R ETCD fault, can't not connect

[EE1: ETCOIEZEA L,

JRE2: JHclose () %, BIER T get etcdiIG %,

Ef:

1. ¥&&rainbow.propertiesN 4812 B8/ IEE], K= "no etcd IP configured" ,

2. BBEHEESITED “close rainbow instance” X7 Rainbow,

FE 9: FEhAY#R java.sql.SQLException: NodeDataSource XXXX@XXXX has

closed

[RE: RainbowBLRER T closef5i%, SHILHIER. fEEnuwa.out2F 2B E %k
W'J‘I‘r%o

E: BEREHREBEITENT “close rainbow instance” XY Rainbow, #Ji&{t5k
WEth=iERcloseFi%.
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S5 10: BzhAJiE Could not create connection to database server.
Attempted reconnect 3 times. Giving up

RE: HIEHEN, ping— FREREHIRESEIE
3.4.5 HEAE

logger FZFRFOHEIR
Rainbow SDKEZEFEHloggerZFRFIEIAINZE3-8F .

2 3-8 logger %A

LoggeriZ#R FEWBEERE | WA

com.huawei.rainbow INFO Rainbow SDKiz1THE, &IFTH,
com.huawei.wisecloud.jet BRI

cd

com.huawei.dcg.rainbow. | INFO RainbowN = IREAEIRRE -
switch

com.huawei.dcg.rainbow. | INFO Rainbow SDKEAKXEIBEHE,
access

A& ECE R

e logback.xml
FEfcEappenderflllogger, WSAILIRIESEERE .
file BB ERIBW SRR TERE.

<appender name="RAINBOW_LOG" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>../log/rainbow/rainbow.log</file> <!-- [ERECEE-->
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss.SSS}| [%thread]|%-5level|[%file:%line]|%p|%msg%n</
pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.FixedWindowRollingPolicy">
<minindex>1</minlndex>
<maxindex>10</maxIndex>
<FileNamePattern>../log/rainbow/rainbow.log.%i</FileNamePattern>
</rollingPolicy>
<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>20MB</maxFileSize>
</triggeringPolicy>
</appender>

<appender name="RAIBOW_SWITCH_LOG" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>../log/rainbow/rainbow_switch.log</file>
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss.SSS}|%p|%msg%n</pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.FixedWindowRollingPolicy">
<minindex>1</minlndex>
<maxindex>10</maxIndex>
<FileNamePattern>../log/rainbow/rainbow_switch.log.%i</FileNamePattern>
</rollingPolicy>
<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
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<maxFileSize>20MB</maxFileSize>
</triggeringPolicy>
</appender>

<appender name="RAIBOW_STAT_LOG" class="ch.qos.logback.core.rolling.RollingFileAppender">
<file>../log/rainbow/rainbow_stat.log</file>
<encoder>
<pattern>%d{yyyy-MM-dd HH:mm:ss.SSS}|%p|%msg%n</pattern>
</encoder>
<rollingPolicy class="ch.qos.logback.core.rolling.FixedWindowRollingPolicy">
<minindex>1</minindex>
<maxIndex>10</maxIndex>
<FileNamePattern>../log/rainbow/rainbow_stat.log.%i</FileNamePattern>
</rollingPolicy>
<triggeringPolicy class="ch.qos.logback.core.rolling.SizeBasedTriggeringPolicy">
<maxFileSize>20MB</maxFileSize>
</triggeringPolicy>
</appender>

<logger name="com.huawei.rainbow" level="INFO" additivity="false">
<appender-ref ref="RAINBOW_LOG" />

</logger>

<logger name="com.huawei.wisecloud.jetcd" level="INFO" additivity="false">
<appender-ref ref="RAINBOW_LOG" />

</logger>

<logger name="com.huawei.dcg.rainbow.switch" level="INFO" additivity="false">
<appender-ref ref="RAIBOW_SWITCH_LOG" />

</logger>

<logger name="com.huawei.rainbow.stat" level="INFO" additivity="false">
<appender-ref ref="RAIBOW_STAT_LOG" />

</logger>

o log4j2.xml
FEfcEappenderflogger:
fileName/Z 4+ HEIRIE W SRR EHTEE

<RollingRandomAccessFile name="rainbow_log"

fileName="${logDir}/rainbow/rainbow.log"

filePattern="${logDir}/rainbow/rainbow.log.%d{yyyy-MM-dd}">

<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss.SSS}|[%t]|%-5level|[%F:%L]|%p|%msg
%n"/>

<Policies>

<TimeBasedTriggeringPolicy/>

</Policies>

</RollingRandomAccessFile>

<RollingRandomAccessFile name="rainbow_stat"
fileName="${logDir}/rainbow/rainbow_stat.log"
filePattern="${logDir}/rainbow/rainbow_stat.log.%d{yyyy-MM-dd}">
<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss.SSS}%msg%n" />
<Policies>

<TimeBasedTriggeringPolicy/>

</Policies>

</RollingRandomAccessFile>

<RollingRandomAccessFile name="rainbow_switch"
fileName="${logDir}/rainbow/rainbow_switch.log"
filePattern="${logDir}/rainbow/rainbow_switch.log.%d{yyyy-MM-dd}">
<PatternLayout pattern="%d{yyyy-MM-dd HH:mm:ss.SSS}%msg%n" />
<Policies>

<TimeBasedTriggeringPolicy/>

</Policies>

</RollingRandomAccessFile>

<Logger name="com.huawei.rainbow" level="INFO" additivity="false"
includeLocation="true">
<AppenderRef ref="rainbow_log" />

</Logger>

<Logger name="com.huawei.wisecloud.jetcd" level="INFO" additivity="false"
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includeLocation="true">
<AppenderRef ref="rainbow_log" />

</Logger>

<Logger name="com.huawei.dcg.rainbow.switch" level="INFO" additivity="false"
includeLocation="true">
<AppenderRef ref="rainbow_switch" />

</Logger>

<Logger name="com.huawei.rainbow.stat.RainbowsStatFilter" level="info" additivity="false"
includeLocation="true">
<AppenderRef ref="rainbow_stat" />

</Logger>
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Al [FEERFHS|2 SDK /M43

4.1 REFA
224 Al [REERIFES |5 SDK

HITI e, RELRE.
pip install huawei_wiseagent_dev_sdk_python-{version}-py3-none-any.whl
AR
o EHEZLRIIRIIRASDK, BILABEILLLEE .

o ig${version} i pLLIRF{EABISDKIRA o

o MNERRAARMIKIIAIFS NS IASDK, BIFsEARE NEAISODKESIANRITZ, EHFZRNE
BEKH: httpx. pydantic. jinja2,

#04adk SDK
TE{FEFISDKZHl, 1BECESENSH ., XiFWiseAgentSFERIAPI Key=£Ei o

import os
os.environ["WISEAGENT_API_KEY"] = "wiseagent-api-key"
(¥EL=2T

from wiseagent_dev_sdk_python.modules.models import ModelRouter
model_router = ModelRouter()

response = model_router.chat.completion.create(
model="model_id"

)

print(response["choices"][0]["message"]["content"])

4.2 modules &R
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4.2.1 HttpxClient

Se 1A
=41 OIS
2HZ SR =AW SR
base_url str False 1R TR AYip AN

0, BEUMERLIAE,
ThEEE(AOpenAlRY

base_url,
custom_hearders | dict False BitBENIBEKRLER.
http_client httpx.client False BENXHIhttpx client,
kwargs - False HAto[i&S%, W

api_key. timeoutZ,

4.2.2 ModelRouter

2N\ ModelRouter
from wiseagent_dev_sdk_python.modules.models import ModelRouter

ModelRouteriZfit 7 ARG M S |ZHERN XA9E O, ALUAIGAIRERFES |2 LA
B, ZMERZEOpenAl,

SClE

x 4-2 ks

SH= SR =AWk SHEA

base_url str False &R o) & FFHAYipFOiR
A, BEUAERILAE,
INEEZE{lOpenAllY
base_url,

custom_hearders | dict False HitBENXIERLEE,

http_client httpx.client False BEMAJhttpx client,

kwargs - False HAESE, W
api_key. timeoutZ,
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KBt
K43 EEN
BiERR EiEER
ModelRouter.chat Chat object
ModelRouter.embeddings Embeddings object
ModelRouter.images Image object
#ERA
e chat
- ¥OEA: ModelRouter.chat.completion.create
-  SHi%EA
& 4-4 2EURA
SHH SR BRIk SR
messages List[str] True =S EpsIa:py)
ETINE)SETIES
model str True &8id
stream bool False =arliRE
kwargs - False Hfthopenai chat
completion2%§

- REE
%= 4-5 1R[0lE
# B8 R
id str ME—FRIR
choices list NARLERIEINGIFR . W
RnKF1, WALLEZS
/N
|
created int UnixBd &% ( LAY
i)
model str fSEFARYIREY
usage str i53RtokenFIE
object str HEIN
chat.completion
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e Embedding
-  #DO@AA: ModelRouter.chat.completion.create
- B¥HE
F 4-6 SRR
SHH ST BERWIE SHuER
input str or List[str] True HMARS
model str True =8did
kwargs - - Hfthopenai
embeddingZ&#{
- REE
* 4-7 1REIE
# Bx® fik
data ListfEmbedding] Embedding objectfd%!
=
model str 1=8id
usage dict TokenjH3E
object str HEiAlist
%% 4-8 Embdding object
e EESi8 iR
index int EmbeddingZ5]|
embeddings List[float] [E, —NERHIIE
object str B Membedding
e Images
-  ¥DO@EA: ModelRouterimages.generate
SHLHER:
* 4-9 SHIRA
SHEBWR SR =Rk SR
prompt str True TP
model str True tE8id
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SHER SR BRWIE SHER

kwargs - - Hfthopenai
image2#{,
n: size

- EOEA: ModelRouterimages.image2text

SRR
& 4-10 SEU5A
2B SR BRWIE SR
messages List[str] True ExI=ETpsIs
AIIBRASHES!
x
model str True &ERYd
kwargs - - Hih KRS
#, -
temperature.
top_p

4.2.3 PromptTemplate

S A PromptTemplate

from wiseagent_dev_sdk_python.modules.prompt import PromptTemplate

PromptTemplateigt TIRNERE SEKRVEEN, BRisiFf -stringfljinjaffhAzztay

&R
XM
*F4-11 E£EMH
P e SRR BEWI% SR
input_variables List[str] True R RBEIRFTENTES
FREIZE
template str True RRIEENR
template_format | str True IBRBERIGC, S2I5f-
string. jinja2f@Fth, ERIA
f-string
partial_variable dict False BRIRE D EE
validate_template | bool False AR EIR
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EOEE
PromptTemplate.from_template
o S¥KEA
& 4-12 2¥0u5A
AW e il ERWI% SR
template str True RRIEENR
template_format | str False REEIRIS
I, HFf-

string. jinja2i@
o BAIAf-string

partial_variable | dict False B ENRAYED

e IR[OIH: PromptTemplate object

PromptTemplate.format

o SHIRHA:
= 4-13 SHU5EA
BB e el EEWE SR
kwargs dict True B REE
RS

o EENE: RTREFME.
4.2.4 KnowledgeRetriever

2\ KnowledgeRetriever

from wiseagent_dev_sdk_python.modules.knowledge_db import
KnowledgeRetriever

K’JnowgledgeRetriever?;%@t?%ﬂiﬂfﬁ*ﬁ?ﬁ'ﬂﬁ‘éj], FLIERFEENFNRE, 12BUEX
HER.
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S
= 4-14 LHESH
BHE SRR BRIk S¥iA
base_url str False B X RLAYipFlis
O, BERIANMERILATIE,
IhEEZE( OpenAlfY
base_url,
custom_hearders | dict False HittBEMIERLER.
http_client httpx.client False BHEMXAYhttpx client,
kwargs - False HAtho[ikS4, W
api_key. timeoutZs,
EOEAA
KnowledgeRetriever.retrieve
SHIR
& 4-15 SE0REP
e e BYEER | REWIE SR
vector_index_id | str True iR EEid
query str False BMARE
top_n int False IR EIFEPR
offset int False i) YWV
similarity_min float False IREBI M ER/IMESIE
filter dict False ITIEEM
order_by dict False HERF SR
IR[EHE
EmbedDataXd&R5IZE
Z 4-16 EmbedData
i (B8 R
id str ME—FRIR
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B {E258 ik
document str MREARS
metadata dict FIRETTEE
similarity float ILECHRIE

4.2.5 ApplicationCenter

B\ KnowledgeRetriever

from wiseagent_dev_sdk_python.modules.tools import ApplicationCenter

ApplicationCenterigfit 7 & EEREREEF SRINFHRIEE

scfilte
+= 4-17 IS H
¥ A SR ERWIE SHEx
base_url str False TR X FFRAYI PR
O, BERAMERTLAARE,
IN8E2{AOpenAlfRY
base_url,
custom_hearders | dict False BitEENXIEKLER
http_client httpx.client False BEMHAJhttpx client,
kwargs - False EfhaniEsE,
api_key. timeoutZs,
AR
ApplicationCenter.get_tools
SHI5P
SHEM BHRT | REYIE SR
app_id str True Nz FRid
body dict True BRA
headers dict False BEkRk
stream bool False EERNRE ( FENAASZIF)
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R[EHE
RIFBEE]
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