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FE—H,
TR E ERES ‘SIERIREREE X7
KigbFiEiEOt | BEEEVPNRMXE _EAYtunneliZOit 169.254.71.2/30
il ik,
JTimpFEEON | BEBEERFPMIRE EAStunneliEOM | 169.254.71.1/30
il ik,
£ R0

£ “VPNIZE:” WHAMFEIZAIVPNIERER, YIRS “elgd” ; EE?JH:E]‘
H;ﬁgg?ﬁcﬁﬁﬁﬂa TR ERIGERE, FUKL2AME, VPNEEREAE
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SHR1
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<AR651>system-view

BCEAMIEORIPHELE . ARBURIRAREEEZEGigabitEthernet 0/0/8 /922
[AR651]interface GigabitEthernet 0/0/8

[AR651-GigabitEthernet0/0/8]ip address 22.xx.xx.22 255.255.255.0

[AR651-GigabitEthernet0/0/8]quit

FoERAAISH

[AR651]ip route-static 0.0.0.0 0.0.0.0 22.xx.xx.7
HAp, 22xxxx. TAREESHESAMIPRIMKIBE, 1SIRIESEPRES
FESHA- 2B AFBRFGIREEIATNRE

[AR651]IPsec authentication sha2 compatible enable

AcEIPsecZ 2RI

[AR651]IPsec proposal hwproposal1l
[AR651-IPsec-proposal-hwproposal1]esp authentication-algorithm sha2-256
[AR651-IPsec-proposal-hwproposal1]esp encryption-algorithm aes-128
[AR651-IPsec-proposal-hwproposal1]quit
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$IB7 BBIKEZLEW.
[AR651]ike proposal 2
[AR651-ike-proposal-2]encryption-algorithm aes-128
[AR651-ike-proposal-2]dh group14
[AR651-ike-proposal-2]authentication-algorithm sha2-256
[AR651-ike-proposal-2]authentication-method pre-share
[AR651-ike-proposal-2]integrity-algorithm hmac-sha2-256
[AR651-ike-proposal-2]prf hmac-sha2-256
[AR651-ike-proposal-2]quit

S8 FEIKEXIEA.
[AR651]ike peer hwpeer1l
[AR651-ike-peer-hwpeer1]undo version 1
[AR651-ike-peer-hwpeer1]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer1]ike-proposal 2
[AR651-ike-peer-hwpeer1]local-address 22.xx.xx.22
[AR651-ike-peer-hwpeer1]remote-address 77.xx.xx.77
[AR651-ike-peer-hwpeer1]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer1]rsa signature-padding pss
[AR651-ike-peer-hwpeer1]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer1]quit
[AR651]ike peer hwpeer2
[AR651-ike-peer-hwpeer2]undo version 1
[AR651-ike-peer-hwpeer2]pre-shared-key cipher Test@123
[AR651-ike-peer-hwpeer2]ike-proposal 2
[AR651-ike-peer-hwpeer2]local-address 22.xx.xx.22
[AR651-ike-peer-hwpeer2]remote-address 77.xx.xx.72
[AR651-ike-peer-hwpeer2]rsa encryption-padding oaep
[AR651-ike-peer-hwpeer2]rsa signature-padding pss
[AR651-ike-peer-hwpeer2]ikev2 authentication sign-hash sha2-256
[AR651-ike-peer-hwpeer2]quit

HEXBLSIHBT:
e pre-shared-key cipher: TRHZEH, FEMVPNIEZEERTHLZZRERS—
o

e local-address: AREEERSERY/NRMAIBLE .
e remote-address: VPNRIAIEEIP/ZEEIP2,

$I9 FRE|IPsecZEHELE,

[AR651]IPsec profile hwpro1
[AR651-IPsec-profile-hwpro1]ike-peer hwpeer1
[AR651-IPsec-profile-hwpro1]proposal hwproposali
[AR651-IPsec-profile-hwpro1]pfs dh-group14
[AR651-IPsec-profile-hwpro1]quit

[AR651]IPsec profile hwpro2
[AR651-IPsec-profile-hwpro2]ike-peer hwpeer2
[AR651-IPsec-profile-hwpro2]proposal hwproposali
[AR651-IPsec-profile-hwpro2]pfs dh-group14
[AR651-IPsec-profile-hwpro2]quit

B0 BeEEiFEREO.
[AR651]interface Tunnel0/0/1
[AR651-Tunnel0/0/11mtu 1400
[AR651-Tunnel0/0/1]ip address 169.254.70.1 255.255.255.252
[AR651-Tunnel0/0/1]tunnel-protocol IPsec
[AR651-Tunnel0/0/1]source 22.xx.xx.22
[AR651-Tunnel0/0/1]destination 77.xx.xx.77
[AR651-Tunnel0/0/1]IPsec profile hwpro1
[AR651-Tunnel0/0/1]quit
[AR651]interface Tunnel0/0/2
[AR651-Tunnel0/0/2]mtu 1400
[AR651-Tunnel0/0/2]ip address 169.254.71.1 255.255.255.252
[AR651-Tunnel0/0/2]tunnel-protocol IPsec
[AR651-Tunnel0/0/2]source 22.xx.xx.22
[AR651-Tunnel0/0/2]destination 77.xx.xx.72
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[AR651-Tunnel0/0/2]IPsec profile hwpro2
[AR651-Tunnel0/0/2]quit

S ST Z LI
e interface Tunnel0/0/1. interface Tunnel0/0/2: FEEVPNIEEXIMAYTunnelfi%
s

AREE, Tunnel0/0/1X3RVPNRYXEEIPRRTEAIVPNIERE; Tunnel0/0/233 R,
VPNMXFEEIP2ERTERIVPNIESE .

e ip address: ARIZHIZEAYTunneliZEOiht,
e source: ARIEHISERYLNMIMELE,
e destination: VPNIZAY=EEIP/EEIP2,

£E11 BENQA,

[AR651]nqga test-instance IPsec_nga1l IPsec_ngal
[AR651-nga-IPsec_nqgal-IPsec_nqgal]test-type icmp
[AR651-nga-IPsec_nqgal-IPsec_ngal]destination-address ipv4 169.254.70.2
[AR651-nga-IPsec_nqgal-IPsec_ngal]source-address ipv4 169.254.70.1
[AR651-nga-IPsec_nqgal-IPsec_ngal]frequency 15
[AR651-nga-IPsec_ngal-IPsec_nqgal]ttl 255
[AR651-nga-IPsec_ngal-IPsec_ngal]start now
[AR651-nga-IPsec_nqgal-IPsec_ngal]quit

[AR651]nqga test-instance IPsec_nga2 IPsec_nga2
[AR651-nga-IPsec_nqga2-IPsec_nqga2]test-type icmp
[AR651-nga-IPsec_nqga2-IPsec_nga2]destination-address ipv4 169.254.71.2
[AR651-nga-IPsec_nqga2-IPsec_nga2]source-address ipv4 169.254.71.1
[AR651-nga-IPsec_nqga2-IPsec_nga2]frequency 15
[AR651-nga-IPsec_nqga2-IPsec_nqga2]ttl 255
[AR651-nga-IPsec_nqga2-IPsec_nga2]start now
[AR651-nga-IPsec_nqga2-IPsec_nga2]quit

HEXaLIRAT:

e nga test-instance IPsec_ngal IPsec_ngal. nga test-instance IPsec_nga2
IPsec_nga2: NQAZFR,

ABH, IPsec_nqalXFRVPNRIFXEEIPFREERIVPNIZERE; IPsec_nqga2XdiVPN
)X EEIP2FTTERIVPNIESRS o

e destination-address: VPNiEZRYTunneliZ Ot
e source-address: ARIEHIEEHITunneliZ[Oibit,
FB12 BB SIRHEEEINQAINEE,

[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/1 track nga IPsec_nga1l IPsec_nga1
[AR651]ip route-static 192.168.0.0 255.255.255.0 Tunnel0/0/2 track nga IPsec_nga2 IPsec_nga2

HEXSHORIAIT:

e 192.168.0.0: VPCAIAKRIHFM .
o [F—5dSHh, TunneldlIPsec_nqaxEEREF—RVPNIERE,

.
£ERYNIE
S BREEHE.

) EREE AR, BT RS > ESEEE VPN .
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S FEAMSMAE, HF RIS > CIR-VPNERE"
LRI LUE B R VPR ST A “ER” .
-

2.6 TBH: KIFMNEEIEER

BAEL R
SB BREWEHA

$B mEERtiar s O BiF, SEREMRE.

W3 EREE L RRTEAE, T i > BERRSE”
B4 ERBEMRIRSEE.
HMRESREZSMERS L, BERAEESIEREE=IRSES.
ARPHIRBISERE STEER (UNCAR ) , BIFE2IVNCARER.
5 A RIRSSEOEEEREO, PTUTHS, KIENER@EER.
ping 172.16.0.100
Hrp, 172.16.0.100 85RO IRSS2EA7IPHBIL, 1EIRIESCAREN G
EIRNT™ER, FRNEEE,
KB xxxxxx.xx BIEIE: F3=32 AJja=28ms TTL=245
KB xxxx.xx.xx BIEIE: F3=32 AJja=28ms TTL=245
KB xxxx.xx.xx BIEIE: F3=32 AJja=28ms TTL=245
KB xxxx.xx.xx BIEIE: F3=32 AfjE=27ms TTL=245

et
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