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LARNTIFRimEEEIIMEI “TREGIERE” N, ZBRSEELERNANTE FH MuhAIRILL:
https://www.huawei.com/cn/psirt/vul-response-process.

N EFSERENRIRER, B3iAia: https://securitybulletin.huawei.com/enterprise/cn/security-

advisory,
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BB 2 iFRERIAER T

EERIERE T(F

Eﬁﬁimiﬁgﬂﬁ%ﬁﬁ, BFEEUTERESFIKS . NIRNIRK. BRYiRIRSS{T
5o

. CEMEAKSHABEEIR, BRENRFTHSERINE,

2. EIREUMKSIEBAUR.

MRERKSER, ARGERNIR, TTHREIBTR; WRERAMA
FEZR, AISEI@BPEFRIUHITE.

3. EIRENEMIRIKSHIAK/SK,

TERSEHERAK/SKEITERUAIE, SREXERIIRIKSAIAK/SKIR{FIEZS ILU{TEREY
AK/SK? (TS ) SHIMTEREXAK/SK? (IAMAF) .

A EE&
FHIFBIRSBASIFHERCIWEFER ( EHUAMAR ) BIAK/SKEHITERUAILE.

4. KSREFRLF1007T (FE. KEFHET) .
ZNEERIRKPRIADT1007T (RE. REFET) , BEETBIREFRX
%, SEIEIBEN.

AR
FNIRRSABRE, EERTETRCZIREMBRIRHELEER, BRERS
2N ERiRA.

5. FRRFRFER.

FNIERIRS I TN RIRIRS RIS ER SR IES WWindowsFER ISR
Linux3EaH5IE.

6. IFBRKEK,

a. FimRRGEERIFENTAP] Gateway (iR: 443) , BENRFIESNRIRREE
ZFAPI Gateway,

MR
TR RSO, BIEETR.
b. {ERIPVEETIERAT, EKIRimSHFIPv4A/IPVETUMZE o
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¢ IRiRREERTIB/N. BARIFIES LiRREEEESR B

HERAREEAMIPIER, BRIGFEERRIMLMECE IEFRRIEIP,
EEATEIHEVPN, HRAIMSLAREIERRITZEVPN,

d. BrmRSHEMEZSEFTEFMnO:

Windows R EZEFFRTCPAIB899iRm . 8900imMFN22i%
Linux RS ARIFEFH220R O, RFFEFFM8I005wA . 220w

A E&

o LlLimM, BN RiRIRSS R
o [XIEFMIROSEFRGEFMIROFRST .

BE52 1 BimIRSSRTEZSEARIROEK .
7. RiRERSZEEIAE. RxTEIRHEMERK,
TRimfRSERIRT AEK:
- Windows: HHSXAFETF600MB, %5 XAIATAZE/NF320MBRIFREEE
%, HPX/INF600MB, iz XHIZE/NFA0MBEIFEETERE o

- Linux: 1R Xe]AZ=E/NF200MBRIAEEERS o

TRiniRSFRIMEEK:

- IRiwARSS AT A SRERE—3, BRiRinAgent MR

- HFRmRSSEEALINUXRGRT, HITrsync vEBRBLIERSYNCE,
HRLERsyNCE, HATUI TS ZEERsyncE:

CentOS: #1f7yum -y install rsync,
Ubuntu: #iiTapt-get -y install rsync,
Debian: #HifTapt-get -y install rsync,
SUSE: #fTzypper install rsync,
HitFERES: SNEMLTRBEXIMS,
(MERL:
LRIERRSBERCRIANLERyNCE, TEFHILE.
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https://support.huaweicloud.com/sms_faq/sms_faq_0001.html#section2
https://support.huaweicloud.com/sms_faq/sms_faq_0011.html#section3
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3 ERIREEIFR Agent

3 FEiRinE =TI Agent

3.1 &% Windows [RHY SMS-Agent

BEIm=

EEEAERRRS 2R L2 miTBAgentFH B BVimARSS 22T ELE I RIKSHY
AK/SK, iFREAgent/SsiRINE S ERIRIRSS SE B H B AIXE ENITRRS . W
SFMEEENATHRETE, F=BNEMAE. BEANERFPLEEIEEE
NEBRSZSWETRIRAIPLER? .

WindowshRAISMS-AgentZEG MG :

HURESRAF

ETFER.KE Windows Agent(Python3): Windows Server 2019/Windows
Server 2016/Windows Server 2012/Windows 10/Windows 8.1

BEF&<$17RMmE Windows Agent(Python2): Windows Server 2008/Windows 7

A EE

WI{ERAdministrator AP E R WindowsiR5E 28 .

ERENE MimARSS 2SFRTE L A =R SHIAK/SK

- UIRBERIAMBRHETIER, BRiESIAEERENAK/SK? (IAMAF) .
- NREHEEERRSHTEE, BAESIUTRENAK/SK? (S ) .
EIXEUE RS 28 Administrator AR o
TRinfRSS2ROSERFEG B EWindowsFEELFIERF
TRinRSRBPARLERSZRG, RERETTESSHMAgent/FaIEM
EanhAgentBTHEL “IOMIEFBohEN” , B2 EFaIAgentitHM “I0MEEF
KM, ZAaabiE.
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% SMS-Agent 5314
] BRENEBRSEEZHE
S22 EEMSHMT, BE “EBAgent” , HA “iEfBAgent” WA,
$IE3 EWindowsRSSE8AgentR X, BEdWindows Agent FEEREHRY “§8E” , F
HFEHEERSEPRRE, 2F ‘87 , THEMAIERAgent,

o EF2RmE ( Windows Server 2019/Windows Server 2016/Windows Server 2012/
Windows 10/Windows 8.1) : i&i&#E “Windows Agent(Python3)” , &
“SMS-Agent-Py3.exe” {R1FEIANMM
o HS1TRM (Windows Server 2008/Windows 7 ) : &% “Windows
Agent(Python2)” , ¥§ “SMS-Agent-Py2.exe” {RIFZIAMHE

FIRA PEITMAgentfy “SHA25653E” , BB EHash{BRINIHRERIAR’ . IhHFRAgent
TR, BAS RIEXiEAgentif TGS ERIE?

e R

L3 SMS-Agent ( Windows Server 2019/Windows Server 2016/Windows
Server 2012/Windows 10/Windows 8.1)

$B1 55 “SMS-Agent-Py3.exe” X4 HEERIRIRSEE .
FIE2 (FRHAdmiInistrator AP E RRiRIRSSEE, W “SMS-Agent-Py3.exe” {5, HA
SMS-AgentZ %R H .
|3 B ‘RRK, FETERN
T4 B ‘TR, HASMS-AgentBIFZRE
$IE5 AN BHIRIRSSRAEENTKSAIAK, SK, LUK BrYimIRSS SEFTE X EHISMSHE
B, SMSIEHZAESMSIZHIGERY “TFAgent” TUEIKREY, WE3-2F7:,
o EAERHTTPSHIE, BiEE: BHi&.
o E(FFHTTPSER, HiEF: FRARE, FEAKERSEEIP. kO, KEHAF
A, Ei,
() %88
- IBiRSEEIP: EERIERS2RIPHLL, JEEmIRS RN, IESI8N/9: https://

your-proxy-addr.com, EHyour-proxy-addrcomEE T ECIRIRSS SEAMIE, 1
WEERBERIERSSNLREREE, BNERERS = MEEhttps,

- IR0 ESRERSHEARACIRRO
- RERFSE: ESRERGBFS, REUFE,
- T EERERFINNNER, REUFE,
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https://console.huaweicloud.com/sms3.0/?#/sms/overview
https://support.huaweicloud.com/sms_faq/sms_faq_0037.html
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BRIEANI] 3 fiFin& =T Agent

3-1 [3zh Agent

SMS-Agent - x

EEAAK:
EEASK:
EE A smsifE: |

Gl =i C ERRE

KBRS

B3 =5

3-2 KB} SMS 152
EHEHERS LT

nt tar -zxvi SMS-Agentiar.gz &% cd SMS-Agent &% /startup.sh [T

‘Windows Agent(Python3) & @

1 F 35.6 MB
=5 2023/10/28 18:55:46 GMT+02:00

INE Windows Server 2019/Windows Server 2016/Windows Server 2012/

sms.cn-north-4.myhuaweicloud.com O

ent, EEEIEkE

L6 MRENKSEEFBEWIRE, BMAAK/SKE, AgenteEifE EHUEBINRAIEL
mEHZY, HiRER ., EEFEEANEWINEE, ENEIRRSTEENIRRNEE
ERVEWINEH . SEEUERREIIR . RFEMVSHIEE . ESTFANEMNRELRS
SIRENERECWINE RELE

SR S “fBEn” , Bl FERT '0.
SE8 BMFERE ERT BOPHRE, BE ‘BT
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https://support.huaweicloud.com/bestpractice-sms/sms_05_0004.html
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3 ERIREEIFR Agent

LREER ‘BRI FFERSE®S...” i, ¥RWindowshRAISMS-Agent/3z)
BTN, iERREAREHE IR RS REH TEEHRE.

R

Z4E SMS-Agent ( Windows Server 2008/Windows 7 )

SER1
SER2

gz Y

5% “SMS-Agent-Py2.exe” 3t HEEEIHIRSEE.
{FEHAdministrator IR E R RiRIRSSEE, WE “SMS-Agent-Py2.exe” X4, HA
SMS-AgentZ %R H .
BE ‘R, EERESH.
B ‘SR , HASMS-AgentinSITRE .
AR
ERTREEN, ALERRT (C\SMS-Agent-Py2 ) Wagent-start.exe,
EEAHTTPSRIEIRSS2S, BHITEERG,
ENMERHTTPSIIERSS 2, BHITEERT .
AR
o IBIRSZH/N—TIMTHMEIRSS , HENRGLEBEAMIGEERARNT, TTLUBESER
SeRnnthw, RIBRSHFHAFBTRE.
o RIBXATEL/VPNIZE NEREIRSZIRAEM, FRTEEEIBEE.
BeEHTTPSIIEARSS =S (AIE)

HANAgentZEEHF, C\SMS-Agent-Py2\configBR T, &Kauth.cfg3f4. &iF
B IERAERHTTPSRIE, 2 1H&Kauth.cfg3i4 .

[proxy-config]

enable = true

proxy_addr = https://your-proxy-addr.com
proxy_port = proxyport

proxy_user =

use_password = false

MR

o {FMLIERY, enableiZE Atrue,

e proxy_addrAfCIEARSSEEHBIE, AUFRIRIRSS @SBRSS EAIDENIEBRSS, IEEN
istttk . your-proxy-addrcomBEEIRAEIRIRSSSSAIMELE, NN EERIBRIEIRS RN
ILIREREE, BINEEBRIBEIRS SN EE Ihttps,

o RIEBAFERNE, proxy_userfiiESAFE, #lroot, [RENFIE,

o KIBEZEEHIE, use_passwordigE Htrue, Fllfalse,

RIESSIRTR, MXFaN\BRIRIRSSEMELHTIKSHIAK, SK, AN BERIIHR
S ERFAEXIGAISMSIEZ . SMSIEZTIESMSIEFIERY “iITfAgent” TAEIAEY, &0
El3-3F~.

MREHNKSELFBEWINE, BMAAK/SKE, Agent2EE FHUEBINRAIEL
MBEHZY, #EER, BREREANEWINERE, ENIERRSSEETITRIIEE
ERVEIWVINEF . SEEUERREIIIR . RFEMVSHIEE . ESTFANEMNRELRS
SIBENERELWIRB RIELE
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FNIEEIRSS
BRIENI] 3 FiFinE =T Agent

3-3 3RBY SMS &

TSRS

LLLLL BB EAgentRE

TEEH

INBBIEE, {ERSMS-Agentf=all, FHAGENIERIRS LIERIGRSHRES, FE
BEEPXE . EAILARIESMSIZRI SRIERARSSREIRNEEE LIRARIRIRSS 25 -

e

[E)RRALIE

o {EEBAgenthI\ BHRIRSB/ATEEATICSHIAK/SKIUS, EHID “AK,
SKEREM” B9IR7R, 1BES NAMTAMETEAgentrFAK/SKIZIEKIK? .

o MRIFHEBEFIRKRSH[CR, BSERimAgentEMERTHAENITRIR
SEHEIRBICR, H#HITHIELE,

3.2 &% Linux hrAY SMS-Agent

BIEAS
CREICRBIRS 3 LT AgentH RN B IRARSS SBFTELHRAAK/SK, iF
BAgentS AR BN ERIRIRS SESIT RIRATIITRIRS . WENFRE(S
SIXFATHIRTRE, FmMEMREE. BFKERRILSETEEEIERRS
SURETRIRATIBLER? .

HURSRA

o EIRENBEYiRRSS FREIELNTIKSHIAK/SK,
- NREERAMBRETIER, BAES RIIIRENAK/SK? (IAMAF) .
- NRECEREAKSHTER, BANESIINTIRENAK/SK? (IKS) .

o RiRARSSERAVIOSKEFEM SELINLGERHTIERF .
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https://support.huaweicloud.com/sms_faq/sms_faq_0024.html
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3 ERIRLEIFR Agent

&%= Linux jRRY SMS-Agent

gz
FER2
43

gt

IR

BRENIBIRSEEZHE
FEEMSHMS, BE “TiBAgent” “SEf8Agent” T,

fELinuxfRFBEEAgentRIRXis, BEFLinux Agent"FEszfé.zEF'E’\J “SEIET , (FHRIRNE
HRZRSERE, EFflAgenttI THSTS, aifERIBIRS R FEITFEAgent,

Sl “sha256fRI0H8 " T HAS, THsha256ik50k8, XHiEFEAgentiH T2
HiRe, BASIaxiERAgentE# TG ZRIERIN? .

—HERESERE, HITLATES, EAgentiRitE.

tar -zxvf SMS-Agent.tar.gz

PATLAT a2, HANRIRIRSS2RAISMS-AgentE R .

cd SMS-Agent
HERHTTPSRIRMRSS RS, BHITEERI.
ET{E% HTTPS1tEEEE73 1o} j:;:ll?i-ig%‘l 0 o

A ES

o RIBIRSZZEN—FMFHMLEEIRSS, HIERRLEEZEIAMIGREA=AT, ATLUE
SRIBIRSEEHIEEN=, 1tIEHE%%@i'§aFH)'—“' BT E.

o RIBNATEL/VPNIZR NRIRZIIRSWAYEM, FRTEEIRIE.

BCEHTTPSHIEIRSSEE (AIiE) o
1. BTN Ta<, #HAconfigER.

cd SMS-Agent/agent/config
2. PUTUITERS, FIFHmEauth.cfgit, ETREREPAERHTTPSER, £
(&&auth.cfgSZi4,

vi auth.cfg

Bl (LAMXATRBIRRE, BERRERSHER, BREIAERES. )

[proxy-config]

enable = true

proxy_addr = https://your-proxy-addr.com
proxy_port = 3128

proxy_user = root

use_password = true

(1 %8B
- enable: {FREMRIER, 8EHtrue,

- proxy_addr: CIEERSSESHAL, AFRIRIRSZSEINEIRSESHDENITRIRS, IE
BAYimitbit, your-proxy-addrcomBEBZEEAGIBIRS2AIMBLUE, IMNEEIRIER
HIRERNVLIFE RS, ENVSRIERSS=IMYE S Sahttps,

- proxy_user: (KIEERF&HNE, MIESHARPSA, Wroot; FENARE,
use_password: {IEEZEREIANEIRE Atrue, Tfalse,
3. mﬁtﬂ‘l‘npv, {RfFauth.cfg3 B

wq
WITLA T e, BahiEfAgent,
./startup.sh
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https://console.huaweicloud.com/sms3.0/?#/sms/overview
https://support.huaweicloud.com/sms_faq/sms_faq_0037.html

FHIEEIRSS
HRIEA] 3 TERIR L EEITRS Agent

$R10 BEFHEZETRRRABHEA “y” , & “Enter” .

3-4%ANy

After being started, the migration Agent collects system configuration information and uploads the
information to SMS for migration task creation. The information to be collected includes server IP

laddress and MAC address. For details, see the Server Migration Service User Guide. Are you sure yoy
want to collect the information?(y/n)y

R IRERR, BABRRRS|/AAEEARIKSAIAK, SK, LIKRBERIRIRSS 2RPTEXE
AISMSIEE . SMSIZE RIFESMSIZHIARY “TERAgent” TUHEIREY, 41E3-6Ff7x.

& 3-5 I AK/SK

fion task creation. The information to be collected includes server IP address and MAC address. For details, see the Server Mig
ion Service User Guide. fire uou sure uvou want to l:nllev:t the 111l‘nmntmn'7(u/n)g

Please input AK(Access Key ID) of Pulbic Cloud :iRSaamams

Please input SK(Secret Access Key) of Pulbic Cloud :ssesesees

Please input smsdomain of Public Cloud: sms.c Jhuavei . com

3-6 FREY SMS 1%

TS iFiZAgent

LinuxBE55E8Agent &

Linux Agent &2

94 1MB

2023/09/04 11:29:25 GMT+08 00

[n)

sms. Lmyhuaweicloud.com [

MEEHRSELFFERWINE, BAAK/SKE, Agent2EiIIE ENIEBINRAIEIL
IMEHSY, R, EREANELINERE, EVFBRSSBEIEIBEITIE
ERIEWIREH , SLTEREIR. RREMMESHES . ESHFEANBIIRMELSRIS
SIRBENERELWINE RELE

LBEMANTREAY, FRLinuxhRAISMS-AgentiBEIAIN, FHALENTFEIRS LIER
InARSZERIER . EHLIBIESMSESI GRITER RS SR IRNEEE LIRAVIRIRIRSS
2o

3-7 Agent [FahEEIH

Select an enterprise project to register this server(input index,like 8,1...):
zelected enterprize project:
B8 B default

check sms agent start ...

=ms agent start up successfull
check the source server in Server Migra Service

[rootPecs-migrate-to-hecsl SMS-Agent 14

e
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FNIEBIRSS

Co:INE 3 ERIRREITR Agent
E) AL

WNRFEAgentiZEIELM, HI"No such file or directory: 'rsync''rsync'"EiHi=
B, BEERZELInuiRINTEBAgent TEIEERENIEAD? -
WNRIFEAgentBak, B “sms.0202 AK/SK authentication failed. Ensure
that the system time is consistent with the standard time and the AK and SK
are correct.” FHEIRIER, BES NUMILETEAgenthAK/SKEEREM? .
MREHEEFAREFRRIRSZFCR, BEERmAgentFME A ENERR
FEHSRFICE, HITHELE,
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FNIEBIRSS
BB 4 (AN ) BT S HIRIR

4 (Al ) Sl ERSEHER

ERETREmRT, ELURRISIZIIR SRR MRETB AR, EES
BRI SRR, AIRETTHMEER . MERR. BERFHEZRS . Xig MESE
SHIRE. BAGESNEBERSHIER.
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FNIEBIRSS
BB 5 (mi%) UIEEHNECERIR

5 (B ) BlE

r 4

EFUANLEC B IRIR

1l
E "m
211

ERETHERRRT, SALURRISIZEMNEERR . ORETRERT, ©E
ELIZRIEMIEERR, AIRESTHEMAER. FN. REHFSH. BELE
2N SR ECEIER -
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FNIEEIRSS

PREA ] 6 B ELEREIE
\n \ L LL
hra—ban =100
B{Elr=
A, CEESEONSRSE. RO SR ESIMIE, B AT
T ystesry it g

BIRSRY
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