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2.4 LAEEAETES, | eAiEBIIE

ZCAES

31 BB RS

HARTECAIEF

3.2 BIEIgEE, IMEDTIREEBIAL.
SNEE5EERE DATIHERICATES

WEREN

BB | pasiremiEs
3.4 EREEDR
\FRREA
— HERRRE 41188 1, REBEEER
i
4.2 1 TAEWE | SHSopic
4.3 BHERGISHE
5.1 LRGN, 3RER
RERAEE EEEYE ]
4 N

5.2 5 S (= BMBETIIEEANLH

5.3 BEEIRBRAEFLE St

6. SRERALAI#TISERE

ERSEEEFINEIXE, TEFAHITREOpenSSLTR, REEHRERENRETE,
£ Di\certificates LT, UBEBRSMNETcmdinSiTEO .
HRLEEXT (rootCAkey ) :

(0 #8

&Ry “BEXS” RRARBEBELER IEBEZBIRME |
“REIER” HRERR, BZERT.

openssl genrsa -des3 -out rootCA.key 2048
(ERZAX LIRS ZIBERIUY
AR

EREREZIERERT, ERESIEBE—IRIZR ( Distinguished Name, DN) 58, &
HSBBANI TR o

“CAIER” , “IIRER" LR

xR 4-3 IEPERIBERESER

I SHEWR (a5
Country Name (2 letter | ElzxR/ibX CN

code) [1:

State or Province Name | &/ GuangDong
(full name) [1:

SCASRRZS 05 (2024-10-25)
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https://slproweb.com/products/Win32OpenSSL.html

IRE R

HIEN] 4 MQTT 175=--FH MQTT.i ENIRE ARG
B SHHBM EV{EHGI
Locality Name (eg, city) | ik ShenZhen
[
Organization Name (eg, | BN (A TR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei [oTDP CA
qualified host name) []:
Email Address []: =y ehil /

A challenge password []: | IEBZRI, MERKER |/
15, AILAEEREE

An optional company AERNEER, WERR |/
name []: &, gL EZELE

openssl req -new -key rootCA.key -out rootCA.csr

W5 4R CAIEP (rootCA.crt) :
openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

(10 48
“-days” [ERISHBISTE TIZEPBRIBKRE, WAREIF50000K, EaIiRIESLiRSSiHS
BEHTEE,
TR
HEFHIBIE CAES

B BERRERMEHE, #A IR’ RE, SF4 LA C LECAER” , HE 9P
B FEE LR “HHECAIES” LRIFERAY “CAIE (rootCAcrtXff) 7 , &8
E “E Z'_E” o

4-5 £1& CAIES

Eiws EEn

\

£ WWIEPER1 P EERICAIES, RERINIEIEBEZIEBIS e ER,

SZH%RRAN 05 (2024-10-25) WRIERE © HERRARBIRAT 18
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IRE R
BPRIENI]

4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS)

HIIBIEB AR

openssl genrsa -out verificationCert.key 2048

SREXBEHISIERT -

4-7 SHIEIERS

v T TEMEE EC 2610720 100851 GUT-0800 ¥ EEe BOTH

WEEA © cAE£LfET
IoTDASS % @ )
] ~ HEHIEES X
(o) w5 o |:| sommmeasar 0[O
| &
P waEys  EnEe =y s ) =

F FA LB RS A RRIE B R R 1ERSUSCSR,
openssl req -new -key verificationCert.key -out verificationCert.csr
AR
CSRIZ{4AYCommon Name (e.g. server FQDN or YOUR name) EEIESai—idfE245xHY
EIRIRENLISIERT
{EFECAIER. CAIEBFATAFICSRIABIZZINIEIES (verificationCert.crt) o

openssl X509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 500 -sha256

AR

EREIGIBEBRZIAY “rootCA.crt” 1 “rootCAkey” IXFANIE, A “HIECAIES” &
PREE RIS
“-days” RRISHIBEIEE T ZWIEBRIEMRE, WREIJI500K, ERIMRIESLIRILSS7
SMBEHTEE,

IR TINIE

4-8 FERIEIES

BEEN © CAESEemD
AR iEBE ©
SRl ERIHES
== ecaZs ) s
| &=
8 BEHS 8RS T ‘ R A B
s - ——
v s RS 3
- S ~
rEws @ ¥ R
xm o o

.

ERREFIET
$B {EAOpenSSLT MR EEBERFEN (REFA) :

openssl genrsa -out deviceCert.key 2048

SZH%RRAN 05 (2024-10-25) WRIERE © HERRARBIRAT 19



IRE R

HIEN] 4 MQTT 17=--E MQTT.i ENIRE AKURAI
T2 FRIRSEAN, EMIEBERIERIG:
openssl req -new -key deviceCert.key -out deviceCert.csr
(MERL
EREPERIERMGRT, ERIESIEFPE—IRKIZR ( Distinguished Name, DN) §8, £
BB T R2F R o
F 4-4 EPEZERGSEIA
B SHHBMN EVEHG
Country Name (2 letter | EZR/HX CN
code) []:
State or Province Name | &/ GuangDong
(full name) [1:
Locality Name (eg, city) | ik ShenZhen
[1:
Organization Name (eg, | HEHE (HATE ) Huawei Technologies Co.,
company) []: Ltd.
Organizational Unit MAEERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei [oTDP CA
qualified host name) []:
Email Address []: HRFEBLE /
A challenge password []: | IEBZERS, MNERNZES |/
3, AILAEEZEE
An optional company AERNEER, WERR |/
name []: B, I EELRE
$3 ([FRACAIESE. CAIEBFASHFICSRIARIERIZEZIET ( deviceCert.crt)
openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -
days 36500 -sha256
(AR
ERISFIE BTN “rootCA.crt” F1 “rootCAkey” XFENIIIE, 9 “HIMECAIES” HATER
AN, BFREETH “ EEFIIECAESR”
“-days” ERISHBEISE TIZEBIIERERE, Lt REIA36500K, EaIiRELIRISH=
RBHITEAZE,
TR
A IMEB RS

IMERRE, AMCAIEBEHEERIOTDA, HERICARERIZFIEBESEME

HEERJIOTDA,

MAERRAS 05 (2024-10-25)
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RERN
HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

4-9 FNMEBERE

BRI RERIHE ©

4-10 FIMEBREIFE

BEEA BERHRE ©
oronz
S «
E: I
BTG ~ e fned]
25 | .
v mmum e
B
- ~ ERE
E ]
an AR =
it ® TEBEER =
IERE <] B -
) €&
i
-
s
v BTEE

RS

ERBABIZEHE, FMMQTTIRE, HbReBEIUEEX 509 EED, EETMAY
CAIEH, EEIFHIELN, iFMX509NIERE -

4-11 FHHRSE

SCRGRRA 05 (2024-10-25) IS © ERRAGIRAT 21



IRE R
BRIENI]

4 MQTT $7=--#8 MQTT.H ENIRE KBRS

4-12 SIEBEBRIEBRIEIR S

< | g E

EeEEHEE

I
test1233 W
est123; ( =e=re

=@ehm  lest123

BEREERE
ot T

TSR T
L EEEE teacherTest
ERER

* EEEEEE AETISRRR

TEEEEE

[MARY:E

F=ERID 64672912b487116af14406b0

R matrr

=

IEBIENEREEREMNE—RBNIERRRR . MRZIFHRERITN, ERFEOANENFS

FNELFIDIIRFIEBRIX R

LN

MQTT.fx EBErIERIIMQTITEEE ik, ©x4F Windows, Mac, Linux, BJLARE
IER AU SIREAMIRSHITEEH AT IRER

AXEZENE MQTTIX MIS5ERRELNZE, HFIREAMIRSMQTTHYRE[@E

AMHHESEIRENEIRTI S o

1. T# MQTT.fx ( BUARGAIRIER SR, WMIREI2NHRERR, BHUETH

MQTT.fx ) , ZEMQTT.XTH,

2. #IFF MQTT.ix EFiRiER, BE “RE” .

MAERRAS 05 (2024-10-25)
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https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe

REEN
HEAN] 4 MQTT %2--{EH MQTT.fX IENIRZ ERTH

m Extras  Help

B e poric . °

Publish BEITEEEN Scripts  Broker Status  Log

Topics Collector (0) Scan  Stoj ol

3. 1#E Connection Profile X582 . HEfGeneral AJLUERTEEGAMEE

==n

M2M Eclipse

New Profile Profile Name | Mew Profile

test
Profile Type  MQTT Broker - i\‘ m
MQTT Broker Profile Settings

Broker Address [ iot-bs.cn-north-4.myhuaweicloud.com

Broker Port | 8883

ClientID | 98cabff1-0112-4e63-ba59-a505aeasebef zhuxia | Generate
e L E\8 | User Credentials  SSL/TLS  Proxy LWT

Connection Timeout | 50
ieep Alive Interval | 60

Clean Session v/
Auto Reconnect

Max Inflight | 10

MQTT Version v Use Default

Clear Publish Histary

Clear Subscription History

+ - Revert oK Apply
MARY:
HrhBroker Address#1Broker Porta] LASEIRERERIFTS =, Client ID AILASZEMQTT
CONNECTERENSHRE, HOXBIESIZEID ( Deviceld ) FIRTEER, EMEEE

B ( Clientld. Username. Password) ,
4. 1S User Credentials 52,

STRGHRA 05 (2024-10-25) IRRTE © ERRABIRAD 23


https://iodps-file.obs.cn-north-4.myhuaweicloud.com/tools/iotprovisioning.html

REBR
ESEINE 4 MQTT $5=--FF MQTT.iX ENIZE ARSI

Profile Name | New Profile ]

Profile Type  MQTT Broker - .m

MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4 icloud.com ]
Broker Port 8883

ClientID | 98cabff1-0112-e63-ba59-a505aeadebel_zhuxia |  Generate

General |REEde= 2008 SSL/TLS Proxy LWT

User Name = 98cabff1-0112-4e63-ba39-a505ae
Password

(MAETY::
HrhUsername 2ZMQTT CONNECTIEIZENSH0RIA ( TFEESPassword ) o
5. iEEBEFFRE SSL/TLS, @ik Self signed certificates, BLEHEFIEFBRS.

poserie vaTEce - SMQTE

MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4 icloud.com ]
Broker Port = 8583

ChentID  98cabff1-0112-4e63-b359-25052835ebet shinds  Generate

® Self signed certificates

caFie | C\Users\ NDesktop\caZ crt I —

Client Certificate File | C:\Users| \deviceCert crt 1 _

Client Key File | C:\Users' \deviceCert pem I -
Client Key Password | |

PEM Formatted

Self signed certificates in keystores

OK Apply

STRSRRR 05 (2024-10-25) IR © ERREABIRAD 2



BB
ESEONE 4 MQTT B=--FHE MQTT.i ENIREERURE!

(1] %88
o CA File IR B EHITRAICAIER
e Client Certificate File9iZZHNSFZIEH.

e Client Key FileJ9i2ZHIFASE
6. TRRMEEBRER, BiF “Apply” 1 “OK” R1F, FHELCENEIEFIEEN!
FEIEIXHR, B “Connect” , HA LARFENRAFRER, REERRSE
KRS RN, Bl TiTR (Subscrlbe) FOiEEHE% (Publish ) #281E.
ewameze - B x

-
g o e

Publish Scripts  Broker Status  Log

[

Topics Collector (0) Scn

S51SHEITH
}gﬂ’éiﬁ%ﬁuﬁla{*@toplc IS XIRATtopic, BT “Subscribe” #H1TITE . TTIRBLIN

Publish Scripts  Broker Status  Log
$oc/ devices/98cabff1-0112-4263-ba59-35053ea5ehef_zhi = [ Autoscrol ™ I
$oc/devices/9Bcabtf1-0112-4263-ba59-a505aea5ebet_zhuxiaoffl) | $oc/devices/9Beabif1-0112-4263-bas9-a505aea5ebef_shuniaocan_2/sys/bootstrap/down ]

QoS0

Dump Messages [LTER Unsubscribe
51K EH
IRBBISFIERE | BE B topidES X M ATtopic, BT5 “Publish” #HITHEHEX,

WEY subscribe  Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ha39-a505aeadebef_zhy - W

STRERA 05 (2024-10-25) IRIFTS © ERRABRAT 75



IRE R

BRIENI] 4 MQTT 15=--#/ MQTT.HX ENIRE RG]

BEKEISISHEHR

TBEMEXMINII TR, ESubscribefdtopic FRIREINGRIZFANREFIZENIRSSAVME

Hk,

[EEERE

Publish Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba39-3505aea3ebef hi ~ ) =
4$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zhudizofffl) | $oc/devices/98cabif1-0112-4e63-ba59-a505aeaSebef_iwdaocan_2/sys/bootstrap/down

Dump Messages  Mute

Topics Collector (0) Scan L

$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaocan_2/sys/bootstrap/down

28-02-2020 15:07:01.5442132% QoS0
¢ .cn-north-5.myhuaweicloud.com: 8883", "dnsFlag":0}

Elt, BEFTH TIRERMAYRIZ. RELKMEMITEEINIRE [ ENIoTDAFRERY
WEEE ] TREE T IoTDASLAIH,

%‘E{h*agﬁggﬁ&rﬂﬂfﬂquﬁ’JE%ﬁjcﬂJBb, EoNEd I T LRSI 0 TDARY S 4E#%
. RS ISHERRNZ RN ;
2. EBfDisconnect, MiFFSIREEMANER;

3. B3|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker Address%[]Broker Port, L_L SR BIENNEE;

4. SESREEANN LREIESWSRE

ESEIES: BEEN l0TDA> HEiEr> w&MIFA> EFEMQTT DemoiEA>
FERAMQTT.HIEMN SR [ E3REWE ] #0 [ AR ] 25

(1 588
SHETIRERKMAIEIRE, ASE0TDAIESEREF, BLFBLIE~mINIRE.

4.3 MQTT FAEEE N R & U5
Yy g A

R 45 REKMTRIIER

XigBR | X Kimtm (Endpoint ) #0 MY
#4b-1b= | an- iot-bs.cn- 8883 MQTTS
g north-4 north-4.myhuaweicloud.com

SCRGRRA 05 (2024-10-25) RIS © ERRAGIRAT %


https://support.huaweicloud.com/devg-iothub/iot_01_2127.html#section3
https://support.huaweicloud.com/devg-iothub/iot_01_2127.html#section3

RERN
HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

BAKRIE

EHTHARS BEREAZ

[ |11 miecaiEs
. 1.2 EREENEHTE

HHECAIES

2.1 FECAIEH

3 S TEREEX
ERHTER TR

2.2 SRENEBIIER

| 123 sIfESIEES

LECAIEH 2.4 HERIRES, SeREBRIE

SIFCAES 31 BUREE R
REE 3.2 | %B EARBIRECAEBREE L RERN
BREBHREE
| B3sifre&iTs
4 ERRED (ERETAEH
oIEREEH 34RREED (ZEETE -
— 41188, REERER
4.2 TRIEKEISHBopic
4.3 RIERSISHE.
BEEALH 5.1 rrARE E X s

5.2 ASAMEY, BER
ey

5.3 FiREEEMELE

5.4 BERGERALAIZ S MBI

6. SIRBEALFIMTISZE

HHE CAER
ST ENREEEPIFENXE, THIFHTREOpPenSSLTE, ZETHEREENETE.
P2 1 Di\certificates LT, USERBHIETcmdar${TED.
FI3 EREAXT (rootCAkey) :
(1 28R

4Rk “EEAN” BHRARNERREER ERBEZERE” . “CAIER” , “KIEER” R
“RBIER WEEZMRR, BEERF.
openssl genrsa -des3 -out rootCA.key 2048

TR (EREPYEMIEREZBERI:
(i8R

ERGEBEZIERIERT, EXRIESIEPHE—HRMIZFR ( Distinguished Name, DN) 88, &
GBI TER Fimmo

R 4-6 IERBERIBERIUGSHIRA
/AR SHEWR BB

Country Name (2 letter | EZR/HX CN
code) []:
State or Province Name | &/ GuangDong

(full name) [1:

Locality Name (eg, city) | ik ShenZhen
[1:

STRGHRA 05 (2024-10-25) IRRTE © ERRABIRAD 27


https://slproweb.com/products/Win32OpenSSL.html

IRE R

HIEN] 4 MQTT 17=--F MQTT.f IENIRE AKUIRAI
B SHBM EV{EHGI
Organization Name (eg, | B4 (A ATE ) Huawei Technologies Co.,
company) []: Ltd.
Organizational Unit HMAIERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei loTDP CA
qualified host name) []:
Email Address []: =y siehil /

A challenge password []: | IEBZRD, NERNEKERE |/
15, afLAEEEE

An optional company AEXNEER, WERR |/
name []: B, JUBEZELE

openssl req -new -key rootCA.key -out rootCA.csr

S5 R CAIEF (rootCA.crt) :
openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

0 #2688
“-days” ERISHEISE TIZEBEREXRE, AR FIH50000K, EaliRELiR S5
MEEHTEZE,
-5
HIEHISIE CA MR

£B1 BERe@RNENE, #A IR RE, 6 EH C LECAER” , HE IEP
B FEE LR “SWECAER” LREEM “CAIER (rootCAcrtXff) ” , 8
E “ E%IFE i o

4-13 & CAIER

BiIws v

=

$E2 WIEPE1H EENCAILES, RERINIEBERFRIZIEBSEER.
1. AEIEIEBERERXT

openssl genrsa -out verificationCert.key 2048

2. FRENBEHISIERS .

SCRGRRA 05 (2024-10-25) IS © ERRAGIRAT 28



https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/iotps/home

IRERI

HEN] 4 MQTT %2--{EH MQTT.fx NI Z &I

4-14 & CA BT

BEIEA ] i)
7 @

4-15 SHIIGUERS

DEEA © cazsiesn

T ERIE ©

] ~ HEHIERES
[

BES SRS

v T TERETS =m

3. FIFACIGIFR A RIEREZIERIHFCSR,

openssl req -new -key verificationCert.key -out verificationCert.csr

AR

CSRIZ{4HYCommon Name (e.g. server FQDN or YOUR name) EEIESRI—IiZ2HIKEL

FIRIBEHNILIERS o

4. (FHCAIEF. CAIEBFAHFICSRIGEIFRICIUEES ( verificationCert.crt ) o

openssl X509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out

verificationCert.crt -days 500 -sha256

(11 588

ERLIGIBIEBRZEIAY “rootCA.crt” F1 “rootCAkey” XN, A “HIECAIER” F

PREE RIS

“-days” ERISHEEETZEBRIEERE, WREI7I500K, ERIMRIESLIRLSE

SNFERTEE

5. HEWIFIFRHITINE.

4-16 HEIGUHEH

BEEN © cazmLemn
E#3E ©
aEmnE LTS
== HecAZE )
i
" WEWE 8RR e l T
= -
- gz o
= D ~
FEzm @ ¥ o
= (= »
-
=A

ERREFIUET
$B1 {EAOpenSSLTEMREEBERFEN (REFA) :

openssl genrsa -out deviceCert.key 2048

$IR2 (FRAREERN, ERIEREZBERH:

openssl req -new -key deviceCert.key -out deviceCert.csr

SZ#5ihRAR 05 (2024-10-25) WRIERE © HERRARBIRAT
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IRE R

HUEN] 4 MQTT %2--{EB MQTT.fx #ENIRZ &I
(MARY:
SRIEBEZ RGN, EXRIESIEFHME—RAZIR ( Distinguished Name, DN) (58, &
R BB ™R 2FR o

xR 4-7 EPERBERESER

B SHHBM EV{EHGI

Country Name (2 letter E=xR/HX CN

code) []:

State or Province Name | &/ GuangDong

(full name) [1:

Locality Name (eg, city) | ik ShenZhen

[1:

Organization Name (eg, | B4 (A TSR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:

Common Name (eg, fully | CAZFR (CN ) Huawei [oTDP CA
qualified host name) []:

Email Address []: HRFEHELE /

A challenge password []: | IEBZER, MNENRER |/
5, ILIEEEE

An optional company AERNEER, WERR |/
name []: &, JUBEZELE

$1B3 ([FAHCAIFE. CAIFBEFASAFICSRIALIFEIZZIEE ( deviceCert.crt ) o

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -
days 36500 -sha256

AR

ERREIEBBEIRY “rootCA.crt” 1 “rootCA.key” XFANIM, 3 “HIECAIER” HRFT4ERL
AN, BEFRESR “ EEFIGIECAIER”

“-days” ERISHEISE TIHEBRBRRE, AR FI/36500K, ErIRIESERIVSS1HR

FFEHTAE,
R
s NNE E MRS
TR E

SRS 05 (2024-10-25) IS © ERRAGIRAT 30



IRE R
BB

4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS)

4-17 OB E X ERER

BEIEA BEREE ©

n oz
.
Eom

=—
[= ]

ellFE 25 5

4-18 FigiEAE

WEEA

RifigE @

Scopeld

SEREEE

EEETIE  EREasE
€D
\

TEBXE

RBE

BT HAET e}
) 2
SRS e B
B
B
e e B

MAERRAS 05 (2024-10-25)
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IRE R

HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

4-19 I BEE N FE

< | ShigERE

RN

MQTT.fx EERIERIMQTITEEZE Fin, ©32iF Windows, Mac, Linux, BJLABRIE

WIERA A SRERMRS HITERF R HEITIEER .

AXEBNE MQTTHX IMTSEARBLNZE, HPIRELMIRSMQTTAYR[GE

AHHESEIREVEIR TR o

1. T& MQTT.fx ( BNAR6MIRIER S, MRII2IRERS, PHILETE

MQTT.fx ) , ZEMQTT.IXTHE,
2. I MQTT.fx EFigiERF, B2F “8&E" .

' & MQTTH - 1.7.0 = ===
E Ext Help
i local mosquitt .
Subscribe  Scripts  Broker Status  Log
S#ghiRA 05 (2024-10-25) WRIERE © HERRARBIRAT 32


https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe

IREA
BUENI] 4 MQTT $75=--#F8 MQTT.HX ENIRE R KRS)

3. 1EE Connection Profile #B8X{SE*0 General 8. HEfGeneral SE0JLUET
BEOARISHECE,

5 Edit Cannection Profles = ?ﬁ
Bt Echpee

PFrofile Name | local mosquitto

Prodle Type  MOTT Broker . = m
MOQTT Broker Profile Settings

Brokenr Addrets | iot-bs.creroathed Prvhuswecioud com

Erckoer Port | 8863

Chent 10 el D0 v Generate

Usertredenll:lrs SSL/TLS  Promy LWT

Consection Thmeout | 30

KeepAlle lmtenval | &0
| OesnSetton
Auts Recannect

M Itight | 20

MOTT Vierseon ' Use Default
— . .
4. 1HE User Credentials {58
2| Edit Connection Profiles = '
M2M Eclipse
local mosquitto Profile Name | local mosquitto
Profile Type = MOQTT Broker v é\\ §

MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4.myhuaweicloud.com
Broker Port | 8883

Client 1D | Sl

Generate

General JMVEEAelhENE ] SSL/TLS  Proxy LWT

User Name m

Password

(1 588

HErhUsername 2ZMQTT CONNECTIEZENSE0HA ( TEESPassword ) o

E FMENRSETEEEETm, FUGEFEIE: URGSFHEE ‘7, BLE
—TU ARSI ROR E RN EEFERRID, MBAEIE « , BBAFTLABEESHS .

5. IEEFF SSL/TLS, AikSelf signed certificates, @EE*E?&IE:BWQO
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HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

® ' Edit Connection Profiles
M2M Eclipse

local mosquitto Profile Name | local mosquitto

Profile Type  MQTT Broker - ‘\\\ m
MQTT Broker Profile Settings

Broker Address = 127.0.0.1
Broker Port | 1883

client 1D | MQTT_FX_Client Generate

General User Credentials | BEEINRIES [Proxy  LWT

Enable SSL/TLS +/ Protocol  TLSv1.2

CA signed server certificate
CA certificate file
CA certificate keystore

® Self signed certificates

CAFile | C:\Users\_ s\Desktop'plt_gw_ca.crt
Client Cestificate File | C:\Users\, A\Desktop'plt_gw.crt
Client Key File | C:\Users\ \Desktop'plt_gw.crt

Client Key Password

PEM Formatted

(1] %88
o CA File/9Ig& &I RAICAIEH
o Client Certificate File iZZANEFIFH .,
e Client Key FileJi2ZHIFAE -

6. SR LESEE, B2 “Apply” f1 “OK” (RfF, HERENXHFEFIEENIZ G
ERIER, BE “Connect” , HA LAEFENRAZRER, HBIERREA
BRSZ AT, T TiTi (Subscribe ) FITEEHEE ( Publish ) #21E,

& MQTTh - 170 [E=H EE
Extras  Help

‘ : Disconnect
m Subscribe  Scripts  Broker Status  Log
Switch Fountain OM

home/garden/fountain - w u Q. Q. Reta.. W

Switch Fountain OFF

R EEKE | SERtopidEEXI M AYtopic, By “Subscribe” #H1T1T1R . 1TiEBLIH
WNTRER:

publish [Tl Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zht  ~

$oc/devices/9Bcabtfl-0112-4263-ba59-a505aea5ebef_shuxiaoffl) | Soc/devices/ Bcabff1-0112-4e63-ba59-a505aea5ebef_sudaocan_2/sys/bootstrap/down
Dump Messages  Mute | (QENEEED i
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BUENI] 4 MQTT $7=--#F8 MQTT.HX ENIRE RIS

5|1SBEKREH
IRERIGRIERS | SHERtopidES XM AJtopic, Br “Publish” #{TEEMHEIX,

m Subscribe  Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba5?-3305aeaSebef_zht

= EEIEHEIS]
,ré.u R IDAN R, 7ESubscribefJtopic FRIREIXIAIZ FANZFIZNIRSHIHE

Publish Scripts  Broker Status  Log
$oc/devices/98cabffl-0112-4e63-ba59-a305aea5ebef_zht  ~ [ Autoscoll - REEER
toc/devices/9Bcabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaoffl | Soc/devices/98cabif1-0112-4e63- bas9-a505aeasebei_wdaccan_2/sys/bootstrap/down ¥
Dump Messages [LTEW Ursubscribe ] Qo5 0
Topics Collector (0) Scan o
$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef zhuxiaocan_2/sys/bootstrap/down
1
28-02-2020 15:07:01.5442132¢9 Qo5 0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[REER(E

E|lt, BETH TIRBABIVRIE. REBAHEMRIEENNZE [ ENIOTDAFTE
WESE ] FiEZ) T IoTDASLHIH,

?’E,@ﬁ? BRGNS ESEATIEE, EaBIT NERTXT I0TDARI LR
. B IS EEHRNRSEEAMLL;
2. EEDisconnect, BiFFSIREAMANEE;

3. ¥55|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker Address%[]Broker Port, BN SIRBIENAIEE;

4. STERSIREEANLREESWSERE

BAIZEES: IREEN 10TDA> FAiEm> I9&MIFFA> EAMQTT DemofEA\>
{iﬁHMQTfoﬂﬂJ!HEPEI’\J [ LiREUE | 70 [ EMMALE ] 385

AR L
FSETIREAMEIREINRE, ESEI0TDAIESIIREF, BXFHEF RIS
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2.3 THISEIEH
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31RE LB, RREREN

3.2 1TSS Stopic

3.3 RTIERSISHE

4355 SCHhE S

4.1 TCERE5RER

4.2 BREEE MERIRERAH

6. SIRERANLPIHITIEZE

SR, E=IEPERRSETS0IEIRCAILES,

FE=] wsao
REEEE —HTLISER1001CA, SFEILILEBONC SR FERE Ql|C
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FABCA / BUECA
FIEHEERS

[1 }==SE] 2) miEs DE
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iFBME—RRE# (DN)

CAERR (ON test /K N
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- 5 T
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OBSH © SIEESFOBSHE
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AR DIE SRS

RAEATEBNENRE, =ZFREEF5I1S, L EBRE A, & =&
RI” BRI “EATIER” ARERRE.

4-20 FNMEB R
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4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS

BEiRE

ERBABIZEHE, FMMQITIRE, HbReEINEEX 509 EEL, IEH2EE%
R, EERFIEBER, FMX509NEEE

4-22 FHRSE

S

BHEA Rl ©
= o
ez e wsan
= 5

wart

Jarr

4-23 FM=IERIRE

< | g

g am
test123 e
FRER  les2d =R 56a7503005432627 16260474
EEET EEFCe i MaTT
AT
= documantTest
documantTestDevice
EER
@m0 BEaT503095432927 12260474 _documeniTest
ARG E
ERNE EnTES
10TDP_test wiki
- ERER
SHEHER(CH
R
+ MERSE R
Eal s
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TEIZSFIEH

IREEMAINE, REREHNREFERE, £ “TH” KETHRRSIES, 7
BRRENRE -

4-24 FEHIEFBIERIEP

= Tx EhE o LISy

llllll

aas b

et

AR

s el BREE ]

HEEERE

EEREEEIR
MQTT.fx EBEmERIIMQTITEEE ik, ©x4F Windows, Mac, Linux, BJLARE
IER A USIREEMIRSHITEEH ARSI IRER

AXFENE MQTT.IX I SENMEELANRE, EFIREAKIESMQTTRIRME

ANHBHHES E3REN L IR T = o

1. T MQTT.fx ( BRARGANHRER %, NBE2(HRERS, BHEIETE
MQTT.fx ) , EMQTT.XTH,

2. 17 MQTTix EFimiER, BE “RE” .

@ MQTTA - 17.0 [E=3 =R =5
E Extras  Help
i local mosguitio - @M .

m Subscribe  Scripts  Broker Status  Log

Switt

Swit

3. 1EE Connection Profile §%{SE%0 General (8, EfGeneral EETLIHETL
BEOARISHECE,
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RERM
HEAN] 4 MQTT %2--{EH MQTT.fx #ENIRZ &I

# | Edit Connection Profiles = @
MZ2M Eclipse
local mesquitte Profile Name | local mosquitto

Profile Type MQTT Broker - ‘\N m
MQTT Broker Profile Settings

Broker Address | iot-bs cn-north-4 myhuaweicloud com
Broker Port | 3333

Client 1D | SRRl 0 Generate

User Credentials  SSL/TLS Proxy LWT

Connection Timeout | 30

Keep Alive Interval | 60
Clean Session /'

Auto Reconnect
Max Inflight | 10

MQTT Version v/ Use Default

4. 1BEE User Credentials 8.,
| Edit Connection Profiles ’?‘

M2M Eclipse
local mesquitto Profile Name | local mosquitto

Profile Type MQTT Broker - ﬁm
MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4. myhuaweicloud.com
Broker Port | 8883

Client ID

General [RVEdoENELIETH | SSL/TLS  Proxy LWT

User Name m

Password

Generate

(11 #%eA
HrhUsername 2&MQTT CONNECTIEZENS HIRE ( TFEIESPassword ) o
5. IERFFRE SSL/TLS, AikSelf signed certificates, BEEEXIEBHS.
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HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

B Edit Connection Profiles O X
M2M Eclipse
local mosquitto Profile Name | local mosquitto
= -
Profile Type  MQTT Broker - i\\ H

MOQTT Broker Profile Settings

Broker Address | 127.0.0.1

Broker Port | 1885

Client 1D | MQTT_FX_Client Generate
General  User Credentials | BEEIEAFES |Proxy  LWT
Enable SSL/TLS Protocol  TLSv1.2 hd

CA signed server certificate
CA certificate file
CA certificate keystore

® Seif signed certificates

CAFile | C:\Users\_ $\Desktop'plt_gw_ca.crt
Client Certificate File | C:\Users'; MDesktop'plt_gw.crt
Client Key File | C\Users'; “Desktop'plt_gw.crt

Client Key Password

PEM Formatted

(10 488
o CA File9i8 B AMXIRAICAIES .
e Client Certificate File I8 &R FIFH .,
o Client Key FileJi8ZHIFAE .

6. =R LEER, BF “Apply” F “OK” #TRE, HEBE HETIEENI
FEIEIXHR, B “Connect” , A LARFENRAFRER, REERRESE
KRR AN, vl TiTiE (Subscribe ) FIiEEH#E%E ( Publish ) 124E,

& MQTTh - 170 ===

E Extras  Help
. .
Disconnect

J1]E S Subscribe  Scripts  Broker Status  Log

Switch Fountain QM b: home/ garden/ fountain - - @y o Q. Reta. G

Switch Fountain OFF

5| SHEITH

RIRIgFIFEWE | SERtopidES X M AYtopic, B “Subscribe” #HiTITIR . 1TRALIN
WNTRFR:

publish ([[ETSIed Scripts  Broker Status  Log

Soc/devices/98cabff1-0112-4e63-ba39-a505aeadebef_zht - [ Autoscroll IS
$oc/devices/98cabtfl-0112-4263-bas9-a505aeasebef_zhuxiaoffl) | $oc/devices/93cabff1-0112-4e63-ba59-a505aea5ebef_uniaocan_2/sys/bootstrap/down

Dunp Messages | Mute | QRIS
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5|1SBEKREH
AR RIS RS | SERtopidES X M AJtopic, B “Publish” H{TEEHEX,

m Subscribe  Scripts  Broker Status  Log

$oc/devices/?8cabff1-0112-4e63-ba3?-a305aeadebef_zht | ~ H

BEKRISISHER

ﬁ%}&%ﬁﬂ}]&ﬂ?ﬁﬁn—?, f£SubscribeJtopic FRIREIRINIREEANREIZNIRSS AU

Publish Scripts  Broker Status  Log

$oc/devices/98cabff1-0112-4e63-ba59-a505aeaJebef_zht  ~ o
4oc/devices/9Bcabff1-0112-4e63-ba59-a505aeaSebef_zhuxiaolfl | Soc/devices/98cabif1-0112-4e63- bas9-a505aea5ebei_zhwdaccan_2/sys/bootstrap/down

Dump Messages | Mute | QSIS

Topics Collector (0) Scan o

$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef zhuxiaocan_2/sys/bootstrap/down

28-02-2020 15:07:01.54421329 Qo5 0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[EEERE
ZEitt, BEFRK T IRBEBEOIRIZE. REBAMEMINEERIEE [ ENIOTDAFRERN
WEER ] FERI T 1oTDAL I,

WNEAEERISYIEA N S RIE SR ATNEE, EaNBIg N BT 0 TDARI R L
E:
. B IS EEHRNRSEEAMLL;
2. BHDisconnect, M58 AMANER;
3. ¥55|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker AddressfBroker Port, &3/ S5i8FIENADERS;

4. TASIREENYLREESISERE.,

BAIZEES: IREEN 10TDA> FAiEm> I9&MIFFA> EAMQTT DemofEA\>
EAMQTT.AIENAY [ HREEE | 0 [EHkTAR ] 235

AR

BETIRELMIINEINRE, ESEI0TDAIESIIEY, BRFBEEEFRIIRE.
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MQTTS

BAKRIE
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EHERES BIRIRCATES 31 opREEy
I 3.2 BERIERE, KB CARCAEBREEURNEN
EHTIEAES TR
3} ol
3.41ERREID (EFHFLILH)
e
BN = 41188 LR, RRERSR
4.2 TRRKEIS S opic
e
e 4.3 BEERTISHE
w1
5.
FHISEES
@ EiR
5.4 EEREEABISEE 5.3 GREERAEIRE AL [ ]
6. SIREEAZBIFUSERE

EIEBEEIRSS R CA LS
REFEBERRSOBSIRG, ERTEBSERRSEH S URIRCATS.

SESERES WEA O
— —SEILSRI001CA, EETILISBIONCA, e - || mmns - allc
&8 (EN) xm #IEE (OU) ERCARE v SR wE L
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FABCA / BUECA
FIEHEERS

QEEcze

ExEm

Cazem

RSA2048

sEkEEE SHA256

] 1 vl =

iFBME—RRE# (DN)

CAERR (ON test =
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BIEH THIRFIES

4-28 SRR EMAIREIES

BEEN REIE

10TDAZSH

EHCE EE | =SSR
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e
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SHREETHIE, BAUREETS

(wmemas )

IREFIERCERING, B “ T RFIEBFE, FHRRIRE.

4-30 THAIEHEMERFIES

BEIEA amzmnis

= =i BEES

EERFEEN
MQTT.fx EBFIERPIMQTTEEE iR, ©3XiF Windows, Mac, Linux, BJLAHIE
KIER AU SIREABERSHITERH A HIITIRBER
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ESEONE 4 MQTT ip=--FHE MQTT.i IENIREERURE!

AXEBNE MQTTIX IMTSEMRFLNE, HFIRERBIRSMQTTHR M
AihES %ﬁﬂiﬁgiﬁ“ﬁ*ﬁmo

1. T MQTT.fx (BUARGAIRIER S, MRIHRMERSF, Pt T
MQTT.fx ) , ZEMQTT.HXTH, .

2. §IFF MQTT.fx BEFinfeRF, B2 “®E™ .
| @ MQTTHx - 1.7.0 = =R “

ZIEW Extras  Help
‘ local mosguitto '@ Connect Disconnect .

[EEY subscribe  Scripts  Broker Status  Log

3. 1AE Connection Profile 1BX{ZE70 General (8. HEfGeneral (SE0JLART
BEOARISHEE,

7| Edit Connection Profiles = @
M2M Eclipse

local mosquitto Profile Mame | local mosquitto

Frofile Type  MOQTT Broker - ‘QQ m
MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4.myhuaweicloud.com

Broker Port | 3333

Client 1D | Segaepe el o Generate

User Credentials SSL/TLS Proxy LWT

Cennection Timeout | 30

Keep Alive Interval | 60

Clean Session v/
Auto Reconnect

Max Inflight | 10
MQTT Version v Use Default

4. 1EE User Credentials (8.,
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IRE R
BRIENI]

4 MQTT $7=--#F8 MQTT.HX ENIRE R IBRS)

| Edit Connection Profiles
M2M Eclipse

local mosquitto

(11 588

HrhUsername £EMQTT CONNECTERESN S H5AB (
i EMENIESEREEEET R, IUGIEETEE: NR®

[= (o))

Profile Mame | local mosquitto

Profile Type  MQTT Broker - a 2

MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4.myhuaweicloud.com

Broker Port | 3333

Generate

Client I | taeame

General [MEECIAEGENEER] SSL/TLS  Proxy LWT

User Mame m

Password

FIESPassword ) o

—TUA RN ROR B IENCEEENFRID, RAEE “ 7, BBATUEEGS.
5. IERFFRE SSL/TLS, Ai%kSelf signed certificates, BLEEFIEBHS.

B Edit Connection Profiles

M2M Eclipse
local mosquitto

AR

Profile Name | local mosquitto

g

—
Profile Type  MQTT Broker - i\\,.

MOQTT Broker Profile Settings

Broker Address | 127.0.0.1
Broker Port | 1333

ClientID | MQTT_FX_Client Generate

General  User Credentials | BEEIEAFEE |Proxy  LWT

Enable SSL/TLS v/ Protocol  TLSv1.2

CA signed server certificate
CA certificate file
CA certificate keystore

@ Self signed certificates

CAFile | C:\Users\_ $\Desktop'plt_gw_ca.crt

Client Certificate File | C:\Users', “\Desktop'plt_gw.crt

Client Key File | C:\Users\; “Desktopplt_gw.crt

Client Key Password

PEM Formatted

o CA File9iR &R IXI RIAICAIES .
e Client Certificate File 58 EZANEZIFH .
e Client Key File9i2%5H9FAA
6. STRINEEEE, BE “Apply” 1 “OK” #1TR7TF, HEOCEXHEFIEENI

Z ORI S, BE “Connect” , A EARFEIRAZER, RIFERE

AR EIN, AT TiTE (Subscribe ) FIiES#EE ( Publish ) #21E,

FREBAE 7, LB

IRE
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@ MQTT.f - 1.7.0 = =
E Extras Help

.
- : piseennect E

W0 Subscribe  Scripts  Broker Status  Log

Switch Fountain OM % home/garden/fountain - H @y o o Reta. oG

Switch Fountain OFF

g I'VJ' %:w'l«Tlﬂ

ARG IS | SE BtopidEE X M ATtopic, B “Subscribe” #1771, 1TEIRLIN
ilIZITﬁET

pubiisn [Eaed) Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba39-a505aeadebef_zht | ~ ' ) i

doc/devices/9Bcabff1-0112-4e63-bas9-as05aeasebef_zhuxiaoffll) | $oc/devices/98cabff1-0112-4e63-bas9-asD5aeasebef_shuxiaocan_2/sys/bootstrap/down Gl

Dump Messages  Mute

5|SiEK AT
BB RIERE | S(E B topidES I Adtopic, B “Publish” HITEHEHEX,

S0 Subscribe  Scripts  Broker Status  Log

Foc/ devices/98cabff1-0112-4e63-ba39-2505aea5ebef_zht - Publis|

BEKRISISER

Iij?: SHEERINAN RN, fESubscribefYtopic FRIREINI AR FHNR FIENIRSAVHE
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4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS

[EEHR(F

Publish Scripts  Broker Status  Log

$oc/ devices/?8cabff1-0112-4e63-ba59-a505aeadebef_zht  ~ ) g

$oc/devices/9Bcabtf1-0112-4e63-ba59-a505aea5ebef_shuxiaoffl) | $oc/devices/9 Babff1-0112-4e63-ba59-a505aea5ebef_tudaocan_2/sys/bootstrap/down

Dump Messages Mute (@ : )

Topics Collector (0) Scan

$oc/devices/ 98cabff1-0112-4e63-ba59-a505aeabebef_zhuxiaocan_2/sys/bootstrap/down

26-02-2020 15:07:01.54421329 QoS0

{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883","dnsFlag":0}

Elt, BETHTIRBABIIRIE. REBEMEMRITEEINZE [ ENIOTDAFRER
PVEER ] FAEZI T 10TDASLHIF,

?/E@?FEEWE@%H%MSlzé‘El’\JE%?EjCIJJ%‘E, EaLBIT I BT XT 10 TDARY R 4L
1. EASISEERINZFIZAMILL;
Bk Disconnect, iS58 &AMENER;

155 | SIS EPHNSFIEANHE AMQTT.fXAIMQTT Broker Profile Settings/AY
Broker AddresskIBroker Port, 2375188 \HERS;

4. STERSREENLIREESISRE,

BAISEES: IRFEN 10TDA> FAiER> IREMNFFA> SEFAMQTT DemofEZ\>
ERAMQTT.AIENAAY [ EiREdE ] 70 [ HkFVAR ] &85

(AR

SEFIRELKMAINERE, ESEI0TDAIESIIEY, BEFBEEmIliRE.

4.6 MQTT T AEEESRIR &R B

IREUR B AR T =

xR 410 1RBEMTHRIIE

&R | Xig ZixHm (Endpoint ) i W e
4tk | en- iot-bs.cn- 8883 MQTTS
’ north-4 north-4.myhuaweicloud.com
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BB
ESEONE 4 MQTT B=--FHE MQTT.i ENIREERURE!

.T_Eﬁsll 1 L*EE

BUECATES

24 EECAITH

2.2 SRENEBEIERD

HHECAIES
| .3 siemsimES

2.4 LISRIBES, TAGEBEIE

L{ECATES

FAECAIES 3.1 BlEEEsSSRER

3.2 BUERSEIEM, X BASKIENCAILES

| 3} witmgEiEs

3.4 BERREID (EREFAILM)
RAFBREAH

BERI

BURESR

BRI 41 8E LB, REEREN

4.2 TiAEKG IS topic

4.3 BHIER3ISHEE

5.1 LRSS
RERENEH) L]

5.2 HREESMETNREEANELH

.3 IRERSERATALEE Wikt

6. SRERAEMETISRE

HIVE CAER
LB EARERIHITXE, THIHITLEOpPenSSLTHE, RETHERENETSE,
£2 7E Di\certificates LT, UBEBRBMHIZTcmdizSITEO,
£W3 EEAXT (rootCAkey) :
(0 #a

Hpy “EIAN” ARANBLEERN EBERIBRIME” . ‘CAIER” , “WGIEBER" LUKk
“REIER” NEERR, BEERT.

openssl genrsa -des3 -out rootCA.key 2048
TR (FREPEXNEMIERSZERIUS:
AR

£ RIEPEZIBERERT, BRIESIEHHE—FREZFR ( Distinguished Name, DN) {E8, &
HuRBBINTE Firo

F 4-1 IEBEZERESEIRA

R SHAM E{ar51
Country Name (2 letter | EZR/HX CN

code) []:

State or Province Name | &/ GuangDong
(full name) [1:

Locality Name (eg, city) | ik ShenZhen
[1:
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IRE R

HIEN] 4 MQTT 17=--F MQTT.f IENIRE AKUIRAI
B SHBM EV{EHGI
Organization Name (eg, | B4 (A ATE ) Huawei Technologies Co.,
company) []: Ltd.
Organizational Unit HMAIERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei loTDP CA
qualified host name) []:
Email Address []: =y siehil /

A challenge password []: | IEBZRD, NERNEKERE |/
15, afLAEEEE

An optional company AEXNEER, WERR |/
name []: B, JUBEZELE

openssl req -new -key rootCA.key -out rootCA.csr

S5 R CAIEF (rootCA.crt) :
openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

0 #2688
“-days” ERISHEISE TIZEBEREXRE, AR FIH50000K, EaliRELiR S5
MEEHTEZE,
-5
HIEHISIE CA MR

£B1 BERe@RNENE, #A IR RE, 6 EH C LECAER” , HE IEP
B FEE LR “SWECAER” LREEM “CAIER (rootCAcrtXff) ” , 8
E “ E%IFE i o

4-31 L& CAIER

BiIws v

=

$E2 WIEPE1H EENCAILES, RERINIEBERFRIZIEBSEER.
1. AEIEIEBERERXT

openssl genrsa -out verificationCert.key 2048

2. FRENBEHISIERS .
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https://console.huaweicloud.com/iotdm/?region=cn-north-4#/dm-portal/iotps/home

IRERI

HEN] 4 MQTT %2--{EH MQTT.fx NI Z &I

4-32 & CAFB5ERER

BEIEA ] i)
7 @

4-33 SHIEIERT

DEEA © cazsiesn

T ERIE ©

] ~ HEHIERES
[

BES SRS

v T TERETS =m

3. FIFACIGIFR A RIEREZIERIHFCSR,

openssl req -new -key verificationCert.key -out verificationCert.csr

AR

CSRIZ{4HYCommon Name (e.g. server FQDN or YOUR name) EEIESRI—IiZ2HIKEL

FIRIBEHNILIERS o

4. (FHCAIEF. CAIEBFAHFICSRIGEIFRICIUEES ( verificationCert.crt ) o

openssl X509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out

verificationCert.crt -days 500 -sha256

(11 588

ERLIGIBIEBRZEIAY “rootCA.crt” F1 “rootCAkey” XN, A “HIECAIER” F

PREE RIS

“-days” ERISHEEETZEBRIEERE, WREI7I500K, ERIMRIESLIRLSE

SNFERTEE

5. HEWIFIFRHITINE.

4-34 HEGUHES

BEEN © cazmLemn
E#3E ©
aEmnE LTS
== HecAZE )
i
" WEWE 8RR e l T
= -
- gz o
= D ~
FEzm @ ¥ o
= (= »
-
=A

ERREFIUET
$B1 {EAOpenSSLTEMREEBERFEN (REFA) :

openssl genrsa -out deviceCert.key 2048

$IR2 (FRAREERN, ERIEREZBERH:

openssl req -new -key deviceCert.key -out deviceCert.csr

SZ#5ihRAR 05 (2024-10-25) WRIERE © HERRARBIRAT
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IRE R

HUEN] 4 MQTT %2--{EB MQTT.fx #ENIRZ &I
(MARY:
SRIEBEZ RGN, EXRIESIEFHME—RAZIR ( Distinguished Name, DN) (58, &
R BB ™R 2FR o

R 412 IEBERBERGSHIR

B SHHBM EV{EHGI

Country Name (2 letter E=xR/HX CN

code) []:

State or Province Name | &/ GuangDong

(full name) [1:

Locality Name (eg, city) | ik ShenZhen

[1:

Organization Name (eg, | B4 (A TSR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:

Common Name (eg, fully | CAZFR (CN ) Huawei [oTDP CA
qualified host name) []:

Email Address []: HRFEHELE /

A challenge password []: | IEBZER, MNENRER |/
5, ILIEEEE

An optional company AERNEER, WERR |/
name []: &, JUBEZELE

$1B3 ([FAHCAIFE. CAIFBEFASAFICSRIALIFEIZZIEE ( deviceCert.crt ) o

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -
days 36500 -sha256

AR

ERREIEBBEIRY “rootCA.crt” 1 “rootCA.key” XFANIM, 3 “HIECAIER” HRFT4ERL
AN, BEFRESR “ EEFIGIECAIER”

“-days” ERISHEISE TIHEBRBRRE, AR FI/36500K, ErIRIESERIVSS1HR
MBBHTEZ

R

AR SR

“XEF” JEMAZRPIXET . RERNE, A FIREINREZIR
CEMBEMHREFID” , MREFRENXETF, WaRIZSLEFHITEN .
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RERN
HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

4-35 BIEEEHERE

= #ha Ll

(=2 o R BEm

Fis A
SUEEEME (NRBETRMANEE, IAMRAEAR SR ERR-PESIINAY

JSONZFFFEH, IREBRBANEFZTFER, REEEIZSONFRH, mRFIERERR.
IRFFETRZFRUTE) .

4-36 FHiZEAAHE

WEEA RIigE ©
~ SEEMFIR
. sepe TwEme= | = AEEE T
= SRS R s £
=
EB aEvEs g e
|
P &} B Brme e B
= e 8 Brme e B
B8 B s B
s
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RERN
HEAN] 4 MQTT %2--{EB MQTT.fx #ENIRZ &I

4-37 QUEIE PR EAME

{ | HigERE
THHEER test
Tl s=ic T v
wAEHER teacherTest

A s

EEREEEIR
MQTT.fx EErIERAIMQTITEEE iR, ©x4F Windows, Mac, Linux, BJLARE
KIER AU SIREEMIRSHITEEH AT IRER
AXFENE MQTT.IX NISEEEANKRE, HEFIREEBIESMQTTHIREEE
ANHHHESE RN ARG e o

1. T# MQTT.fx ( BHARGANHRIER %, MREBI2MORER S, BFIATH
MQTT.fx ) , EEMQTT.HXITE.,

2. 17 MQTTix EFimiER, BE “IRE”
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RERN
HEAN] 4 MQTT %2--{EB MQTT.fx #ENIRZ &I

@ MQTTH - 1L.7.0 fele =

ZIGM Extras Help

.
. local mosquitto

MY subscribe  Scripts  Broker Status  Log

3. 1AE Connection Profile 1BX{ZE70 General (8. HEfGeneral (SE0JLART
BEOARISHEE.

5 Edit Cannection Profles = = s
MM Eclipse |

sl mosgquitho Profle Mame | local mosquitta

Profle Type  MAGTT Broker w i}:m
MQTT Broker Profile Settings

Broker Addrers | iot-bcrerorthed mrvhuswecioud com

Broker Port | 8883

Chent 10 SRl 00 Generate

Usercredenlinls SSL/TLS  Proxy  LWT

Corraction Timeout | 30
KeepAlke atenval | &0
CeunSetmon
it Reconned
Max beffight | 20

MOTT Vasen + Use Default

4. 1BEE User Credentials (52,

| Edit Connection Profiles |_E'_‘
M2M Eclipse
local mosquitto Profile Name | local mosquitto

Profile Type  MQTT Broker - ‘Q:\ g

MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4.myhuaweicloud.com

BrokerPort | 3333

Client 1D | 2

General [V ENGE | SSL/TLS  Proxy LWT

User Name m{

Password

Generate

MERiTY:):

HrhUsername 2&MQTT CONNECTIEZENSHIRIE ( TFEESPassword ) o
i BN SR FEEEFET R, IUGREEIR: IRS3FE/MEE ‘7, IBASE
—I R RO RIEN R IFENFRID, MRAEE ¢ 7, BATUEESS.

STRGHRA 05 (2024-10-25) IRRTE © ERRABIRAD 57



IRE R
ESEINI)

4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS

5. EEFEFE SSL/TLS,

® ' Edit Connection Profiles

M2M Eclipse

local mosquitto

(1 588

AikSelf signed certificates, EEEHEFIFBRES.

Profile Name | local mosquitto

Profile Type  MQTT Broker

MQTT Broker Profile Settings

Broker Address | 127.0.0.1
Broker Port | 1883

ClientID | MQTT_FX_Client

Enable SSL/TLS +/

Generate

General User Credentials Proxy LWT

Protocol  TLSv1.2

CA signed server certificate
CA certificate file

CA certificate keystore

CAFile | C\Users\_ H\Desktop'plt_gw_ca.crt
Client Certificate File | C:\Users\. \Desktop'plt_gw.ert
Client Key File | C\Users\, \Desktop'plt_gw.crt

Client Key Password

PEM Formatted

o CA File9i8 B A MXIRAICAIES .
e Client Certificate File9iZZaNEFIFH .
e Client Key FileJi2ZHIFAE .

6. STALIELRE, BF “Apply” #1 “OK” (RF, FHAERENHAERIEENIZ B!
ERHE, B “Connect” , SALABEFENRNEER, RIBIERREAN

ARS3RETN, AT

@ MQTT.A - 170

File Bl=tie

‘

Help

Switch Fountain OM

Switch Fountain OFF

5|SiEE1TIH

5 ( Subscribe ) FIEEHEE ( Publish ) 124E,
S}

: prseennect

m Subscribe  Scripts  Broker Status  Log

home/garden/fountain

IREBIR RIS | SE R topic S I M AYtopic, BdE “Subscribe” BTITIY. 1TIURLIN

LIRS

publish [Tl Scripts  Broker Status  Log

Soc/devices/98cabff1-0112-4e63-ba39-a305aeadebef_zht  ~

$oc/devices/9Bcabff1-0112-4e63-ba59-a505aeasebef_zhuxiaofER)

Dump Messages  Mute

$oc/devices/98cabff1-0112-4e63-bas9-asn5aeaSebef_shudaocan_2/sys/bootstrap/down

MAERRAS 05 (2024-10-25)
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IREA
BUENI] 4 MQTT $7=--#F8 MQTT.HX ENIRE RIS

5|1SBEKREH
IRERIGRIERS | SHERtopidES XM AJtopic, Br “Publish” #{TEEMHEIX,

m Subscribe  Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba5?-3305aeaSebef_zht

= EEIEHEIS]
,ré.u R IDAN R, 7ESubscribefJtopic FRIREIXIAIZ FANZFIZNIRSHIHE

Publish Scripts  Broker Status  Log
$oc/devices/98cabffl-0112-4e63-ba59-a305aea5ebef_zht  ~ [ Autoscoll - REEER
toc/devices/9Bcabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaoffl | Soc/devices/98cabif1-0112-4e63- bas9-a505aeasebei_wdaccan_2/sys/bootstrap/down ¥
Dump Messages [LTEW Ursubscribe ] Qo5 0
Topics Collector (0) Scan o
$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef zhuxiaocan_2/sys/bootstrap/down
1
28-02-2020 15:07:01.5442132¢9 Qo5 0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[REER(E

E|lt, BETH TIRBABIVRIE. REBAHEMRIEENNZE [ ENIOTDAFTE
WESE ] FiEZ) T IoTDASLHIH,

?’E,@ﬁ? BRGNS ESEATIEE, EaBIT NERTXT I0TDARI LR
. B IS EEHRNRSEEAMLL;
2. EEDisconnect, BiFFSIREAMANEE;

3. ¥55|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker Address%[]Broker Port, BN SIRBIENAIEE;

4. STERSIREEANLREESWSERE

BAIZEES: IREEN 10TDA> FAiEm> I9&MIFFA> EAMQTT DemofEA\>
{iﬁHMQTfoﬂﬂJ!HEPEI’\J [ LiREUE | 70 [ EMMALE ] 385

AR L
FSETIREAMEIREINRE, ESEI0TDAIESIIREF, BXFHEF RIS
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BB
ESCIONE 4 MQTT p=--FH MQTT.i IENIREERBURE!

4.7 MQTT AR AIFRR S RS ARGl
LSS AT

x 4-13 RBEERRTH=3IE

XERTR | Xig £ixT5m (Endpoint) wE Y
#4b-4t= | cn- iot-bs.cn- 8883 MQTTS
g north-4 north-4.myhuaweicloud.com

RIFEEE

BLREURELBILE, XNFEEREMRERMINE . WTFIURLE, RELMIEHE
%H,Eﬂﬂﬂlbﬁm

(MERIY::
EIRANEREAREER— N REMATENSE, EWERIEBFEAEMEFSNIES.

BMRBNRENBNIZRBSIZLEMENREREEH . FEEREBHPESRATER
PER. Aﬁsﬂﬂ’]&ﬂﬂﬂﬂa%HT%‘E%F&W?E{EJEH&&%HL TEHBIENRENRZ S,

BixmiE
s ek

1.1 R EpsoRes

1.2 QRIS SR, AT U EREIAE
FRHMPES; SETHTAEM, EUEEXI}JET!&@

USRS 2.1 HMAC(EAEE8,

g #id) AN EER

2.2 PR EIDRIRENE

BERN BIRR A
31RE LR, REEREN

3.2 iTIREE IS EStopic

5ISiaE

3.3 KMERSISHE

41 EUBEISRH,
IR Pt

4.2 5B EEEMBEIRERA LA

4.3 REHZEENLPligEmibit

5. SREEAZAIHTISEE

RINERASTRRS
;9&%&2* 7 éj “IREEIR” PRIXRT . REKRMES, “REEIR” B EMES
IJ\” @3 ID»

fEFRSRESHEMATR, ST " RESR" REE XEF" , MKR XE
=7 XN SREE IS EAIX IS S M AL HI T A
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RERN
HEN] 4 MQTT %2--{EB MQTT.fx #ENIRZ &I

4-38 BIEEFHERE

o
iR EAE
BUZIEAME.

4-39 FiZFAEHE

EEEA

RifigE ©
1oTD
FH B\ BRI
=1 SRS R s £
=
EB sEusE g e
|
R I} B B FiE A
= e b ] g w2
B8 B s B
s

EMARRAARKER" 32~128 “FLF. EEIEEREMARN, REIRYERA
FiH79 “base6ARIDEHNEMABZTIRFE" -

ENEEIMAERER, WEMEBZRRIRERBIRSER

HiEEIMERR, EEPEMENTEZBRNENIES “ISEFi9Base644R
BEERINFHER .
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RER
HEAN] 4 MQTT %2--{EB MQTT.fx #ENIRZ &I

Bl 4-40 CIZEZH A
< | Eigitma

* EfHEER testSecret
* WA = X S09EH
eSS
* SRREZER B e

TR EEE

AR

MRFETFRDAUERE, BANNENRREREIRNPIESYNAYSONFFFEH, RERN
TERZFE, ARBEZISONFHE, RIRFERER. IRFFE FRZFRUTIE

BliETmESREIEMAERHR, REEFFREIMAZER.
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IRE R

HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

4-41 SR AR AT

< | EhigiEnma
> X
* ERHEER @ EARBLIERIN
e HET=2, SETIFEAFEN, METEE, TETIRESE - SS -5
EEEEenrEs,
e BEEE 0 ===
]
MEAREE |
0/65 535 »
(1 %8

e

LA AR ERIR BB TIRH SR INERSRIE S RATRIE LA R FAEILES, FHReRIZESR

Ao

EEREEEIR
MQTT.fx EErIERIIMQTITEEEFin, ©x4F Windows, Mac, Linux, BJLAREE
IER AU SIREEMIRSHITEEH AT RER
AXEENE MQTT.IX NI 5LMEEANRE, HEFIREAMIRZMQTTHIREMEIE
AHHHESERINARIR T = o
1. T MQTT.fx ( BNARGAHRER %, MR E2(HRER%, B TH

MQTT.fx ) , EMQTT.HXT K,

2. FTH MQTT.fx BEFimtER, BH “BE" .

@ MQTTf - 17.0 Fo e
E Extras  Help
‘ local mosquitto v @m .

m Subscribe  Scripts  Broker Status  Log

Switg

Switg
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RERN
HEN] 4 MQTT %2--{EB MQTT.fx #ENIRZ &I

3. 1EES Connection Profile #8X{=ZE#0 General (8. HFGeneral EERILABT
BEOARISHECE,

Profile Mame | F25R:3 AREE Ml

Profile Type  MQTT Broker - ﬁ: m
MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4.myhuaweicloud.com
Broker Port | 8383

Client ID' | testGroupSecretTest_0_eFb ‘8_0_20230: Generate

User Credentials  SSL/TLS Proxy LWT

Connection Timeout | 30

Keep Alive Interval | 60

Clean Session '

Auto Reconnect
Max Inflight | 10
MQTT Version v Use Default

Clear Publish History

Clear Subscription History

4. 1EE User Credentials (2.
HFIREMS, &FsecrethEAFER “HMACSHA256” &Ll “i88&ID” A%
$A, X “EMEAZEE” #HITINEEINE,
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IRE R
BRIENI]

4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS)

Profile Mame | ZEEEEARLE T

Profile Type  MQTT Broker -

MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4 myhuaweicloud.com

Broker Port | 8383

Client ID | testGroupSecretTest_0_e9h *8_0_20230:

General BIEEIWELENEIEN SSL/TLS  Proxy LWT

User Name | testGroupSecretTest

Password

(1 588

Generate

ErhUsername FPassword £#£EMQTT CONNECTERESINS KR,

IEIRFFS SSL/TLS, Ai%CA Certificate file, CA Certificate File3gTE YIELMF
BIRIES (BETEMBEMNFESIRIER, BES, EEHEY P javaBRTPEM

[ERAISIE ) BIASHEERTR

SZ#5ihRAR 05 (2024-10-25) WRIERE © HERRARBIRAT
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RERN
HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

Profile Name | Z=EEE LRI

4 ]
Profile Type  MQTT Broker - ‘\\

MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4 myhuaweicloud.com

BRI

Broker Port | 38383

Client ID | testGroupSecretTest_0_e¢ f8_0_20230: Generate
General User Credentials BREIFAIEE Proxy LWT

Enable SSL/TLS v Protocol  TLSv1.2 -

. ——
® CA certificate file

CA Certificate File | :ates\huaweicloud-iot-root-ca-list\c\huaweicloud-iot-root-ca-list.pem

L ) (=R (o =3
Self signed certificates

Self signed certificates in keystores

6. SRULEERRE, 2F “Apply” #1 “OK” (R1F, FHAERESHEFIEERIA LY
EBRNHE, BE “Connect” , HA LARFERARER, HIBERRSEAM
ARSZERTN, BI#E1TiT1R ( Subscribe ) FEEE% ( Publish ) #82{E,

@ MQTTH- 171 - o X

File Extras Help

Publish m Scripts  Broker Status  Log

Dump Messages  Mute | (TEENEEY

5|SiEETIH

RIRIgFIFEWE | SERtopidES X M AYtopic, B “Subscribe” #HiT1TIR . 1TREBLIN
WNTRFR:

@ MQTT.f - 1.7.1

File Extras Help

‘ Disconnect
Publish m Scripts  Broker Status Log

$oc/devices/testGroupSecretTest/sys/bootstrap/down -

$oc/devices/testGroupSecretTest/sys/bootstrap/down @D | $oc/devices/testGroupSecretTest/sys/bootstrap/down

Dump Messages Mute .l-w:'.—i.l .B
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IREA
PUENI] 4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS

5|1SEKR&ED

REBGRIENKRE | S(E R topidESXIMAYtopic, B “Publish” HITHEHEX,
@ MQTT.fx - 1.7.1

File Extras Help

‘ Disconnect
m Subscribe  Scripts  Broker Status  Log

$oc/devices/testGroupSecretTest/sys/bootstrap/up d w

BEKRISISHEHR

THEMEXRINUNTErR, fESubscribefdtopic FSIR[EINGMNIZEFANR B IZNIRS AL
URIZIR BENE B IENER

@ MQTTx- 171 - U x
il Bxtras  Help
| PE LR - | Concct a®
Publish m Scripts  Broker Status  Log
Soc/devices/testGroupSecretTest/sys/bootstrap/down  ~ -
Soc/devic €D | so
Qoso
o oD

$oc/devices/testGroupSecretTest/sys/bootstrap/down

Topics Collector (0)

5
address”: "100.95.185.49:8883", “initConfig”: null, "deviceSecret": "3d80fc260bo434ebc38374dbBceccdc™ }

[G4EERE
ZEitb, BERETIREBEEBIVRIZ. REBANERITEEANRE [ #NIOTDAFRER
WEE ,%! ] FREZ T 1oTDASLIR

fgf&*ﬁ%M‘Hﬁ%ﬁ%ﬂﬂz“ﬂﬁﬁﬁﬁklﬂ Be, BOIBT A TSI IoTDARYfE4ER
. B |1SEEHRNKSEEAMLL, BIENES;
2. EBiDisconnect, MiFFSIREEMANER;

3. 35 |SEEHHNEFIEAIHEAMQTT.XAIMQTT Broker Profile Settings5HY
Broker Addressﬂ]Broker Port, EX SIZFIEANANERE;

4. SERSREEANLREESFISRE

BAISEES: IREFEN 10TDA> FHAIER> IREMIFA> EFAMQTT DemofE\>
EFAMQTT.AHENAY [ k¥R | 70 [ EHkMAL ] 5853
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IRE R
BRIEANI]

4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS)

(AR

BETIREAMIVREINGE, E2EI0TDAISSIIEY, EEEHEIEFRINRS.

4.8 MQTT ZRIRBEKSERFS R LTS

IRER B AR IR T =

L4144 RBEMTRIER

XERTR | X £ix75= (Endpoint) im R
b1t | en- iot-bs.cn- 8883 MQTTS
g north-4 north-4.myhuaweicloud.com

BAKRIE

BERN

WEENTH

WA AR

BUIFIRR

BUERRACRES

PR

5lSigsE

1. BRI R

2.1 QEEaRSERE

2.2 BIRISEER, IMEAUERRIAIE .
MAMAPES; REFHRTAEN. RRIRE

3. BERZEIDRIA

418E LB, RESEEEN

4.2 iJi3iEK5| S E Btopic

4.3 HWEKGISHE

5.3 IREIREFEALFLZENIEH

6. SIEERAZAIHTIERE

5.1 DUARERASHRS, $KEY
Byl

5.2 BiRE S B MBS EAL

REFNZH

ENERKERE, REENER,

4-42 AFCIERIEK

BEIEA kR

EEEIRER
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IRE R
BRIEANI]

4 MQTT 15=--#H MQTT.HX ENIRE RG]
HEREFIUSKREXER, BE “HE” .

4-43 REERIEKIFRE

RRXR

WERE @ IR O

EESEER

BRIBRER

sl

e

e

4-44 FIENEIZE

R

A LAERIEISRETIRINEIRGE AR SHRRKSER.

e

=

ez

AN ISR

AINEFSERES, RIBEXEFRMEIFEERIOTDA,

ERARIEE ‘BRS” , EUKSERSE3PENETIKSHAEFRKS .
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4-46 FNNERSES region ZREE

L RS O
— — oy I
= S .
-
= = = g

R

FEREAERIE, EMMQITIREG, EhL22ERFERRL (MRFE T AY)
InECE, ABAX NN FECERINFIES I WAYSONFRTR, IRFRMAIER
E?Eﬁ, REBEEZISONFTH, HIRFEERT. MRATFE FRZFRUR

4-47 FAHEE

mmmmmmmm

warr

warr
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RERN
HEAN] 4 MQTT %2--{EH MQTT.fx IR Z &I

4-48 SIEZREEHFSRENRE

whE T

| iEAEE
eui:if::m
:
AR
AL AR EANR BB R SRR SR RAVSRIE LA X BEFIAMCES, S REARIZFSR
[

EEREEEIN
MQTT.fx EBEmIERIIMQTITEEE ik, ©x4F Windows, Mac, Linux, BJLARE
IER AU SIREEMIRSHITEEH AT IRER .
AXEENE MQTT.IX A SEMEEANARE, HEFIREAMIREZEMQTTHIREMIE
ANHHHESERBNRIR T = o

1. T&E MQTT.fx ( BRAZR6ACHRIER S, WNRENNHRER %, PHHATE
MQTT.fx ) , EMQTT.XTH,

2. $TFF MQTTix BEFintER, 2&E “RE™ .

@ MQTTA - 17.0 [E=3) R 5
E Extras  Help
i local mosquitto - @M .

S Subscribe  Scripts  Broker Status  Log

Switq

Switq
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RERN
HEAN] 4 MQTT %2--{EH8 MQTT.fx #ENIRZ &I

3. 1EE Connection Profile §%({ZE%0 General (8, EfGeneral EETLIETL
BEOARISHECE,

| Edit Connection Profiles = @

M2M Eclipse
local mosquitto Profile Name | local mosquitto

Profile Type  MOQTT Broker v i\\\ m
MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4.myhusweicloud.com
Broker Port | 8883

Client ID Wﬂ? Generate

e e lM| User Credentials  SSL/TLS  Proxy LWT

Cennection Timeout | 30
Keep Alive Interval | 60
Clean Session v
Auto Reconnect
Max Inflight | 10

MQTT Version v Use Default

4. 1IEE User Credentials (8.,
# | Edit Connection Profiles ’?‘@

M2M Eclipse
local mosquitto Profile Name | local mosquitto

Profile Type  MOTT Broker - i\\\m
MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4.myhuaweicloud.com
Broker Port | 3333

Client ID | e Generate

General [MVECRAEGENEER] SSL/TLS  Proxy LWT

User Mame m

Pa d

(1 #5488
ErhUsername F1Password 252 #MQTT CONNECTEZINS EHAA .

5. EIRFFRE SSL/TLS, Ai%CA certificate file, CA Certificate File3gE4EX M
BRIER (BETEYHKMFESHRIER, BERE, ®FEHEFcjavaBRTPEM
RERAISE ) BIARBERTR
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REB RN
CICINE| 4 MQTT %2--{EB MQTT.fx #ENIRZ &I

| Edit Connection Profiles = I@
M2M Eclipse

local mosquitto Profile Mame | local mosquitto

Profile Type  MQTT Broker v i\\\m
MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4.myhuaweicloud.com
Broker Port | 8883

Client ID | 3 Generate

General User Credentials Proxy LWT

Enable SSLTLS v/ Protocel  TLSv12

Ca signed server certificate
® CA certificate file

CA Certificate File | Qi ool o2 pem

Ca certificate keystore

Self signed certificates

Self signed certificates in keystores

6. SERLALEEIRfE, Bk “Apply” 1 “OK” 217, FHERENHERIEZENIZ 6!
EXES, B “Connect” , ¥E EARFERAZRER, RAIEZRE AN
BRSSAETN, AT TITIR (Subscrlbe) FIEEHEX (Publish ) #1E,

@ MQTT.fx - L.7.0 oo ==
E Extras Help

.
- : prseennest @

W0 Subscribe  Scripts  Broker Status  Log

Switch Fountain ON ®  home/garden/fountain - B & o o R e

Switch Fountain OFF

5 I-cr élu\l]-l‘m

1ZIRREEKE [ SEEtopidESXIRiATtopic, BT “Subscribe” #1T1TR. 1T1RALIN
AR

publish ([ETIed) Scripts Broker Status  Log

S$oc/devices/98cabff1-0112-4e63-ba59-a505aeaSebef_zhi | ~ [ Autoscol R

doc/devices/98cabff1-0112-4e63-base-as05aeasebef_zhuxiaofffll) | $oc/devices/98cabff1-0112-4e63-bas9-asn5aeaSebef_shuxiaocan_2/sys/bootstrap/down 1

Dump Messages Mute .u 5U b .--’

5|SEk A
BB EIERE | S5 B topidESXI MAdtopic, B “Publish” HITEHEHEX,
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IREA
BUENI] 4 MQTT $7=--#F8 MQTT.HX ENIRE R KBRS)

m Subscribe  Scripts  Broker Status  Log

Foc/devices/98cabff1-0112-4e63-ba59-3505aea5ebef_zhi = H

BKEISISHEHR

TBEHEXRININ T ER, fESubscribefJtopic F&IREINIMIZEFANZFIZNIRSSAIHE
ik,

Publish Scripts  Broker Status  Log

$oc/devices/98cabff1-0112-4e63-ba39-a505aeasebef_zht  ~ [ Autoscoll NS
$oc/devices/98cabff1-0112-4263-bas9-a505aeaSebef_zhudizofffl) | $oc/devices/98cabif1-0112-4e63-bas9-a505aeasebef_shindaocan_2/sys/bootstrap/down

Dump Messages | Mute | (@EEIZSL

Topics Collector (0) Scan o

$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaocan_2/sys/bootstrap/down

28-02-2020 15:07:01.54421329 QoS0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

ZEE

Elt, BEZH TIRERMAYRIZ. REKMEMITEEINIRE [ ENIoTDAFRERY
VEER = ] FAEZE 7 1oTDASLHIAH,

t@fﬁ?&%@ﬁﬁ%ﬁ%@" SHEZEKINEE, EAEZNTEBTMITIoTDARYGLEEE
1E:

BV | SiE B AN S\ ;

%EEDisconnect WA SRS & ANER

155 |1 SEEFHNRFIEAMIHEAMQTT.AXAIMQTT Broker Profile SettingsdAd
Broker Add ressf1Broker Port, 37 5igFIENRNERE;

4 ERSEEEANHRRESISRE

BEISEIES: IRFIEN 10TDA> FRIERE> IR MIFF &> EFAMQTT Demoii\>
ERAMQTT.AXiENAY [ EHREERE | 70 [ #AR ] &89

AR
W HRERMAITERE, S EI0TDAIESEREY, BLFBEEERIRE.
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RERM
ESEINE 5 MQTT ip=--{ER%ES SDK ENRE &R

5 MQTT Z=--{EA%)9 SDK ENIZB AR
i

MQTT ZRIREFERFHSRIE &I
MQTT RS HREE & HURA

5.1 MQTT ZHigFEAHFSRIE AL

KRBV B AR T =
xR 5-1 IRBANT=5IFE

X2 | X A5 (Endpoint ) 0 IVe
4tk | en- iot-bs.cn- 8883 MQTTS
U north-4 north-4.myhuaweicloud.com

s IERARAR
TRIIARSERRS, RIEXEET RIEIRRENIIOTDA,

5-1 BUERHERE

SR/EN EERMFRE ©
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ESEINI)

5 MQTT ip=--{FR%ES SDK ENIESE EBIRA!

5-2 SEEHSRIRFIS

GEEN

loTDASSY
AR
&
£
I
a8
R
iR

RS

BERIRE O

EEIE
G
- FHg.
~

E

s

A

5 5 F 5 B B B 3§

e

e

EREAMUIEHE, EMMQITIRE, HPRERARERRFEN .

E5

EHEA

-3 R E

Y en

mzn

warr

warr
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RERM
ESEINN] 5 MQTT ip=--{FR%ES SDK ENIESE EBIRA!

5-4 SIEZRE SRR E

BUIRE SAH

:
MERY:
AL EANR EANR BB H SR NSRS RAVSRIE LA BEFAICED, SREAARIZAER
i

RESIS
THFHERESDRREIIDHITIRESIS (XEBLjava sdkfXFBARA ) o
(MARIY:
FHIDEA/EclipseTHFSDKETLHE, EXDEMORIBootstrapSampledrRy&#, EHArdeviceldFl
secretBia £33 A B RGIS S IDFNZESAENR], bootstrapUriIFKEUR SR AR IR T mXT R AV

IR
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RERM
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package com.huaweicloud.sdk.iot.device.demo;

import com.huaweicloud.sdk.iot.device.bootstrap.BootstrapClient;

public class BootstrapSample {

public static void main(String[] args) {

String deviceld = "60136b8682401c03e@blccfS_aaa_device2"”;
String secret = "73ce5656f5d4a9919532";
String bootstrapUri = "ss1://100.95.158.64:8883";

BootstrapClient bootstrapClient = new BootstrapClient(bootstrapUri, deviceld, secret);
DefaultBootstrapActionListener defaultBootstrapActionListener = new DefaultBootstrapActionListener(deviceld,
secret, bootstrapClient);

bootstrapClient.bootstrap(defaultBootstrapActionListener);

Z{TDEMOFERF, BRI TAE, ARRELMAY, HEEEKEIREAM AN
IREEANMUE, NREFIEITIRIRE, EXNAREEANTARLUERIRE, HEE
%,

2021-01-29 14:46:47 INFO BootstrapClient:58 - create BootstrapClient: 68136b8682401c03e0blcctS asa_device2

2021-01-29 14:46:48 INFO MqttConnection:167 - try %o connect to 551://188.95.156.64:8883
INFo MqttConnection: 8883
INFO MattC 551://100.95.158.64:8883

INFO MgttConnection: ices/60136b0682401c03ebblccfS_aaa_deviced/sys/bootstrap/up, msg =

2021-61-29 14:46:48 INFO Def ices/6o. 5_aaa_device2/sys/bootstrap/down
2021-61-29 18:46:49 INFO 1
2021-61-29 18:46:49 INFO MqttCon: ices /601 S_asa_device2/sy /down, msg = {"address”:"100.95.174.182:1883", "initConfig":null}

2021-01-29 14:46:49 INFO Bootstr .182:1883
2021-01-29 14:46:49 INFO DefaultBootstrapActionListener:38 - bootstrap success:109.95.174,182:1883

5.2 MQTT jFAHRS RIS A~
SIE CA B

ST ENREEPIHEIXE, THIFHTREOpPenSSLTE, ZETHEEENETE.
2 7E Di\certificates LT, UBEBRBDIEITcMdGSTED.
£I3 EEAXT (rootCAkey) :

ARy

Ry “BIAXS” BRMARIBRELER EBERIBFRME . ‘CAIER” , “‘BIBER” LUK
“REIER” HEERR, BEERT.

openssl genrsa -des3 -out rootCA.key 2048
TR (FREPXNEMIEBSZBERIUS:
[MARiTL:

SR REZIERERT, EXRIESITPHE—FREEZFR ( Distinguished Name, DN) 58, &
HBBANI TR o
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IRE R
BIEANI]

5 MQTT ip=--{FR%ES SDK ENIESE EBIRA

RS

xR 5-2 IFPERIBERESER

(I:

= SHEM EEr51
Country Name (2 letter E=xR/HX CN

code) []:

State or Province Name | &/ GuangDong
(full name) []:

Locality Name (eg, city) | ShenZhen

Organization Name (eg,
company) [1:

HANIY (HAFE )

Huawei Technologies Co.,
Ltd.

name []:

&, AL EEEE

Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei loTDP CA
qualified host name) []:
Email Address []: HRFEBLE /
A challenge password []: | IEBZRS, MERFRKER |/
3, AILAEEEIE
An optional company AERNBERIR, WERrg |/

openssl req -new -key rootCA.key -out rootCA.csr

SR CAIFP (rootCA.crt) :

openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

(MR

“-days” ERSHEISE TIHEBRIBRRE, AR FIJ50000K, EEMRIESERVSS1HR

MTEEHRTIEE

.

IREUR B AR IR T =

& 5-3 RERMTIRIIE

XERTR | Xig £ixT5= (Endpoint) wO Y
b1t | en- iot-bs.cn- 8883 MQTTS
g north-4 north-4.myhuaweicloud.com
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IRE R
BRIENI]

5 MQTT ip=--{FR%ES SDK ENIESE EBURA!

FEFHIGIE CAMEFH

TE1 BR

IREABIEHEE, HA EB RE, BEALA “ LECALER” , 8BS I

i%ﬂ"\” FLEE LR “SWECAER” LREEMA “CAIER (rootCAcrtXfF) 7 , 8
“E I'_E” o

5-5 bf& CAIEH

BEHIEN

IR ©

2 WWIEPER P EERICAIES, REMINIEIEBEZIEBEaER,

1.

2.

PYIEIEB AR E AT o

openssl genrsa -out verificationCert.key 2048

SREXBEHIRIERT -

5-6 F{& CAIFB5ERR

BEEN SichE
WEBAE ©

5-7 SHIEIERD

EiEA © caEsLesn

% ©
HESHIEES

RIS A BIE B ZIBRIFCSR

openssl req -new -key verificationCert.key -out verificationCert.csr
() #BA
CSR3Z{4HICommon Name (e.g. server FQDN or YOUR name) EEIEEgi—iI2F5KEL
EIRIRENLIGIERD
ERCAIER . CAIEPRFASAFICSRIZAEIFRIGIEIES ( verificationCert.crt ) o

openssl x509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 500 -sha256
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IRE R

BRIRAI] 5 MQTT i5=--FE%) SDK IENRE LRS!
(1] %88
HRFIGIRTFHAZIAY “rootCAcrt” 1 “rootCAkey” XFANIIE, 9 “HIWECAIEHR” &
FraE R BIR NS

“-days” ERISHIERETE TIHIEBRIBRRE, LARAIA500K, EaRIELIRILSS17
SMFERTEE

5. HEWIEIFRHITIOE .

5-8 LA&IGIEIEH

BEEN © cazsLien

iE#7lE @
LERIEES

B - e
TR -

A s om B
¥ % % 3

ERgEFIER
$I1 {FR0penSSLTERFIEBERZIAX (1REFFAE) :

openssl genrsa -out deviceCert.key 2048

$I2 (ERIREEAN, ERIEPERBTRIG:

openssl req -new -key deviceCert.key -out deviceCert.csr

(11 %8
ERERBERIERIGRT, EXKIESIEPHE—REEFR ( Distinguished Name, DN) 88, &
S BEAN R 2FR o

R 5-4 IEBERIBERGSHIRA

T O SHER BB

Country Name (2 letter | ElzR/ibX CN

code) []:

State or Province Name | &/m GuangDong

(full name) []:

Locality Name (eg, city) | {5 ShenZhen

[I:

Organization Name (eg, | B4 (A ATE ) Huawei Technologies Co.,
company) []: Ltd.
Organizational Unit HAIERI] Cloud Dept.
Name (eg, section) []:

Common Name (eg, fully | CAZ#R (CN) Huawei IoTDP CA
qualified host name) []:

Email Address []: liEE=pehilo /
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IRE R

BUENI] 5 MQTT $A=--{Ef4 SDK BANRE ARG
R SR et
A challenge password []: | IEBZRS, MNERFRKER |/
5, afLAE#EDE%E
An optional company AEXNEER, WERR |/
name [J: &, JLIE#EREE
$£3 [FHACAIES. CAEPBFAHFRICSRIABIZIZZIEP ( deviceCert.crt) o
openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -
days 36500 -sha256
(MR
S HRIRSEIEBBEIRY “rootCA.crt” 1 “rootCAkey” IXFANNE, 9 “HIWECAIER” AR
AN, BEEESA “ HEHIGIECAILESR” .
“-days” [ERISHIBISTE TIRERBRIBRE, aREI36500K, EoIiRIBLiRSSiHS
REHITAE,
-
i NNER SR

“XEF” JEMAZRPIXET . RERNE, A TIREINREZIR
COEMEZIRHREFID” , MREBSREOXEF, WeHRZSEGIHITR

5-9 BIEZFHERE

= ¥ oexs | Ewa
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g AR

5-10 FriZiEAE

EEEA

RIgE O

wEEE  |EAesE

sssssss | smzme )

SHRESE EBRE
P
D
EB
EB

===

5-11 SUEEREFSIEMA

<

RS

THHEER test
Ty i =

ITHER teacherTest
o FRERSEE BTEE
EEEEE

" "test™"test”

SAEEEIHEEE Y
) 2
BT #iE B
BoEE
e
e e B
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w&ESE
1 TEHHEXEASDKRARIDHEHITIRESIS (IXELLjava sdkiXiBATRA ) .
(AR

FHIDEA/EclipseTFFSDK{LIBTHZ, 1€ DEMORHIBootsrapSelfRegSampleF IS EL,

HrhdeviceldAJLIB RS, A— 1 E—RRIRESHRIID, baARFIEBHNE—INRE
7, REUEBERENOCN. (BEMBNZSAFERETRAUGEEE LS RGBT
a7, BAE IS NIREENBEFENmID, MRAFEE “7 , BATUL

MEEaE) .

W

public class BootsrapSelfRegSample {
private static final Logger Log = LogManager.getlogger(BootsrapSelfRegSample.class);

public static void main(String[] args) throws Exception {

String deviceld = “iodpsDemo”;

String scopeld = "9b7906a5190a"; Gar i T
String bootstrapUri = “ssl://100.95.158.64:8883";

KeyStore keyStore = X5@9CertificateDeviceSample.getKeyStore( certificatefile: "D:\\cert\\deviceCert.pen",
priva ile: "D:\\cert\\deviceCert.key", keyPassword: *");

BootstrapClient bootstrapClient = new BootstrapClient(bootstrapUri, deviceld, keyStore

bootstrapClient.bootstrap(new ActionListener() {
ScopeldAJLATEIR &R MRER T RE->EMATIZE &Eifl.

5-12 && Scopeld

A BiE

(MR

bootstrapUria3RENR & AR BN RRT NAYERIRTI = o

keyStorefS NI RLFMERICAIE B ELINRFZIES, FAEXEITRAOARBE R, WNRFAH
RNz, BBAFFEEIESkKkeyPassword, XFRzbootstrapClient = new
BootstrapClient(bootstrapUri, deviceld, keyStore, “” , scopeld),
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IRE R
BRIENI]

5 MQTT a3 --{FR%ES SDK ENIESE EBIRA

Z{TDEMORER, BEIUTHTE, ARKEFRMAL, AFEELKEIRELRN AL
IREEANMUE, MNRIEFIEITIRIRE, EXNAREEANTARLERIRE, HEXE

%

2021-01-29 14:46:4
2021-01-29 14:46:4
2021-01-29 14:46:4:
2021-01-29 14:46:4:
2021-01-29 14:46:4:
2021-01-29 14:46:43
2021-01-29 14:46:4

8883

&

2021-01-29 14:46:4

&

2021-01-29 14:46:4

&

2021-01-29 14:46:4

&

-

INFO BootstrapClient:Se - create BootstrapClient: 60136b0662401co3e@blects aoa_device2
INFO MqttConnection:167 - try to conmect to ss1://100.95.158.64:8883
INFO MqttConnection:208 - connect success ss1://100.95.158.64:8883

IHEO HgEtC fon:105 - Mgtt client d. address :ss1://100.95.158.64:8883

INFO MqttConnection:24@ - publish message topic = Soc/devices/60136b8682401c03e0blccfS_saa_device2/sys/bootstrap/up, msg =

IHFO Def aphctionListener:38 - bootstrap ices/s61 5_aaa_devi /bootstrap/down

INFO DefaultBootstraphctionList: - bootstrap 1

THFO HqttC i - geArrived topic = Soc/devi 1 S_aas_ y [down, wsg = {“address”:"100.95.174.182:1883", "initConfig™:null}

INFO DefaultBootstrapActionListener:30 - bootstrap success:109.95.174.182:1683
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