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FRET @ -
FEFL v
* 2R v
HEREE v ESIProductD | FEEE

$RA THEEXH, ZRENHEFETE (AR RIEEA LT miEES
t) . FAFAIEESESERET AT mIRE,

$|s CIEAINE, RGN R, ARRE LERENM (THRE, FEEHEES
BIRTRERIES ) , LERITHAMRE
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BRIEANI]

IR
L1

Gateway 1D:

FRRERR Gateway
Gateway
json
sk Huawe:
SREN AR Topic B
ERRSS B EEIERSS
— SR EAEEEEE KE Kl AKE BE FREE
EHE BITER
[EZERE 2 -8
Excel, SAREE | TRES
TR
v Tt YA “ ”» “ ”» Iral
EFRRERARSEMNSM=R “IE" , &Pa LA “EMRE” &l
BEHEA FigE =semenie ® Bow fb
e eEslE mEDE  RESN  AEEE  2eELE R
- -
- L] Ese B s
| e @ =

FEREEE

EE e

meaw

$E2 ERENEOS, JUSEEFHIRSES (FamRtENRIeIZN~5R, BHR

SAGhRAS 1.34
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IREEAN
BRIEANI] 2 IREIREEN

=
ilill
i
)
Hit
i
@

4

fErm Gateway -
MOTTEREZEETRFSRStopic, ESCTREopicFIFE

fi2g = frpiali test123 @

=EER

wiA=s

$|3 REVEMING, FEFRGF—TNRSBIDINENR (FEREEENIMEFERE) -

AFrEE, EETEEEENARSON, E=EH, EREE - EEEEE
e =Es.
R

SYNQwitr =20
£ THquickStart(C) 441,

STSRA 1.34 WIS © AT ERABIRAT 24
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IREEAN

HRIEAID 2RE

I BB NRinuizTIEF . RBXHERIITE.

v == mqgtt ¢ _demo
it Includes
v 2 src
w = util
l.g] string util.c
le] mgtt ¢ demo.c
v = conf

= util
= lib
Makefile

KBEREAR:
e src: RIBEHZR
mgqtt_c_demo: demotz/yRfig;
util/string_util.c: TEZESH;
e conf: IFEEH

rootcert.pem: IRERIEFEBFHANIES, AFRFMIENIEKMFEEEREN

{EF;

e include: SL3FHZ
baseHF: FHUKHiAIpahosL3 {4
opensslIB%: FRUKHEIRYopenssISL3 {4
utilBR: FRUIKERY T ERIEL S

o lib: IR
libcrypto.so*/libssl.so*: opensslZE {4
libpaho-mqtt3as.so*: pahoZE3 {4

e Makefile: Makefile3Z{4

-
A EIERYA L
o “miFopensslE
a. T#Hopenssl, EEZIlinuxmFIEEBERT, FERUNTHIOME:
tar -zxvf openssl-1.1.1d.tar.gz
b. BLEERMmMakefile3 {4,
HITLAT et NopenssERIE
cd openssl-1.1.1d
BlliZopenssiémiFFAIBR ( A3ZLA/home/test 9l )
mkdir /home/test
MAGhRAS 1.34 RS © ARITTERARBIRAE] 25
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BRIEANI] 2 IREIREEN

tllZopensslRFEHBEH

mkdir /home/test/openssl

SRR EXHER:

mkdir /home/test/openssl/ssl

BTN T EES S

./config shared --prefix=/home/test/openssl --openssldir=/home/test/openssl/ssl

Hrp “prefix” 2%%EER, “openssldir” 2EEEXHEHBEZR, “shared” {E
BREMNSIHERE (Bl.sofE ) .

MBHFEDM, REDSI Eno-asm ( FRAFEECHRED )

.Jconfig no-asm shared --prefix=/home/test/openssl --openssldir=/home/
test/openssl/ssl

c. fmiELE.
fFopenssEFBERT, izfTmake dependip% .
make depend

BizfTmakedss $HITRIE -

make

Z&openssl,

make install

R ERopenss|Z2EH S Thome/test/openssikZIibE R, BERIEX
15

“libcrypto.so.1.1” | “libssl.so.1.1” FN&ER§ERE “libcrypto.so”

“libssl.so” , TEIEIXLEIHFE N FquickStart(C)BILIbIEET ( RATE/
home/test/openssl/include/openssIEBAIRIZEIE N ElquickStart(C)Adinclude/
opensslI ) o

Semyesipein
g&F IR ’ xih E
ViE |15696?22i8319596.png 2
engines-1.1 2(
pkgconfig 2(
__ liberypto.a 5461 KiB 2
@  libcrypto.so 16B 2
__liberypto.so.1.1 3276 KiB 2(
. libssl.a 996 KiB  2(
@ | libsslso 13B X
libsslso.11; 2 798 KB 2!

it BRmETRRE32UM, MNREAUMlinuxtles LER, XITREE
MakefileFRRI-m64&TIIER, B THmIFEIA .

o Ymi¥pahofE3i4

SCASRAS 1.34 IRBFRE © AT BRABRAT 26
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T&ipaho.mqtt.ciRA3 .

R EE_ EERlinuxdRiE o

& makefile

i. BT aRSHITRIEMakefile
vim Makefile

i. BT
;set nu

i, 129172 &R FERT

i y‘-l:'f—_l'l znp /7\
make clean

i. WITRZFEDS

make

ALL)
) -m 644

1/1ib -Trt

( BE X AJopenss RISk SIHFIEE S )

CFLAGS += —I/home/test/openssl/lnclude
LDFLAGS += -L/home/test/openssl/lib -lrt

fmiFsehk/a, RILATEDuild/outputE R FEEIRIERIIAIE

hm,‘l:espn.mtt.chid)‘wmt ]
£ VB -
samples

test

@  libpaho-mqgtt3a.so

i | libpaho-mgtt3a.so.1
libpaho-mqtt3a.s0.1.0

iz |libpaho-mgtt3as.so

s  libpaho-mqtt3as.so.1
libpaho-mqtt3as.s0.1.0

iz | libpaho-mgtt3c.so

@ | libpaho-mgtt3c.so.1
libpaho-mqtt3c.s0.1.0

i@ | libpaho-mqgtt3cs.so

@ | libpaho-mqgtt3cs.so.1

| |libpaho-mqtt3cs.s0.1.0

paho_c_version

Fh

198
21B
477 KiB
20B
22B
529 KiB
19 B
21B
446 KiB
20B
22 B
498 KiB
13,768 B

g
7

019/10/23 15:34:01
2019/10/23 15:34:14
2019/10/23 15:34:16
2019/10/23 15:34:10
2019/10/23 15:34:10
2019/10/23 15:34:10
2019/10/23 15:34:13
2019/10/23 15:34:13
2019/10/23 15:34:13
2019/10/23 15:34:03
2019/10/23 15:34:03
2019/10/23 15:34:03
2019/10/23 15:34:07
2019/10/23 15:34:07
2019/10/23 15:34:07
2019/10/23 15:34:14
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REEAN
ESEINE

I3

=

f. ¥ pahoFE3t4.

‘_—"'lﬁTJSDKW%EUTlibpaho—mqtt3as, 515 “libpaho-mqtt3as.so”
“libpaho-mqtt3as.so.1” XM EquickStart(C)RILIbXHE T, (ERIE
ZlpaholBLIBIER, HAscBHR, EMQTTAsync.h, MQTTClient.h.
MQTTClientPersistence.h. MQTTProperties.h. MQTTReasonCodes.h.
MQTTSubscribeOpts.h#Z N Z|quickStart(C)AJinclude/base3X{4ET ) .

IREIH MR AN ES Bt R R EILEE, N\ﬁﬁhu%jlﬂ%—'ﬁ"é
HITREK . FFREBIRANREER, BREMXERTIEMES

BESH, REEKusernameFlpassword

char *uri = "ssl://iot-mqtts.cn-north-4.myhuaweicloud.com:8883";

int port = 8883;

char *username = "yourDeviceld"; //i8%&Id, FEF&THSZRINERE
char *password = "yourSecret"; //ﬁ.%ﬂ EEEFEIHEEINGEIRE

EE: MQTTS/98883im[#EN , MNREAMQTTIMUEN, urld3: tcp://iot-
mgqtts.cn-north-4.myhuaweicloud.com:1883, port51883,

L;SZ o

HiTmake#H1TmIE. MRIE32VANRER S, BHiEzRMakefiledrAY"-m64",
HiTexport LD_LIBRARY_PATH=./lib/N&k =344 .
iZ17./MQTT_Demo.o,

1.
2.
3.
EERING, $TED “connect success” , EIRTTEISHIETIEEIERFTEELZ.

begin to connect the server.

connect success.

.

B LiREEREENRFES LIRECHENE (ZRFREESSIBhER LRI
fg, ISET—DHRtEFEEERE LIRNVMIERNS ) , BESERESEREREMTL
o

//publish data
char *payload = "{\"services\":[{\"service_id\":\"BasicData\",\"properties\":{\"luminance\":32},\"eventTime
\":NULL}I}";

o HE{RpayloadBEIEILIISON, Hrservice idESr=miREIHHIE M IINT,
properties2IRZHIEIL;

SASRRAS 1.34
(2022-08-30)

WRIERE © LEARITERARERAF 28



IREEJXZ)\

SN 2 IREMRIEEN
e luminance R RIBIT=E;
e event_timeNREIR, NKFRELHIEUTCHNE, NMESMINERRSAE.
%% LIRBHRING, demotzFIEHSITED “publish success” =¥,
BEREREFFEREEER LIREME:
=0 m
B3 LIRMR sEFwmE O c
£ a
BT EGS
;;_f T dardTopicks, ILAEEHIETERLHS . IFHEESEMQITEEZRLHEST
wS AR, demoiENEId<S
I =inIRBg & _EIRAVEEE
LUHIBEIIATESE, NMERSETLMERAMQPRIZKIEIXESE ., BfnsEEd=
IRENIR S _EIRAOEIE
BZ
HiIFAAAIESIESEREZNSDKIEANSEZHES9demoiEAN
SCASRAS 1.34 IRBFRE © AT BRABRAT 29
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BRIEANI] 3 NFAFIRIEEN

3 Rz FRERERA

NTREMBNAIFLEE . IBAMAMNFEARE, MBNESENBUFRTEE
RUAPI, ZSZHELATEZAIE ( BDAPI Explorer ) FNASttifEix ( Postman ) 5, AR
FABRSS2ELAHTTPSHIMY A BIENIIEA S -

EEE (%)

API ExplorerfRHEZAPHG R ZONEH, ERILAERELEIH RIERENDEAR
B fEFAPI ExplorerA] LIRS REAAEL, FHESERELER.

A

o API ExplorerfEifl SZFEAIR . FRAERMRFIEIAR o

o TRfginstance_idBmNEF, THEAFHA.

o ZfITHETHOSFERIMNLAIID, EIAERAR,

. gﬁﬁAPl ExploreriEis At N HEERS R FisiRAISEBIID, BARISEFEXIRE

1SN 0

BlamEid 8l mizO:
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BEEAN
ESEINE

3 RZFAMIEIEAN

A

AR 2 LAPostman S TR RN RME O BN R EERIRE

BRSRINT:

o IET:

project_id @

05b9b47af10025532fbac0086fc064cc

Body

u
I
"

ESEIAE

o)
&

= EANEEA

app_id: @ st
data_format: @ st
description: @ st
device_type: @ st
industry: @ st:

manufacturer_name: (@ string

name: @ st

product_id: @ st

protocol_type: @ string

service_capabilities: [ @
{

commands: [ (2

{

command_name: (@ st

paras: [ @

{

data_type: @ st
description: @ st

enum_list: [

+ add

(RN

-

-

FHEIRERENRS
D BUEEF . EUEE— I MQTTHMYAY= .
: FEEBTME., THFHZEEPostman, PostmaniZiX{EH7.17.0kRAN,
. EEIRSS . [FMPostmaniBEAPIHEL, BEEIRM
BIREFENRSS

uueaiz)\ﬂﬁ%ﬂr feqb-1tmiy
%F'\ TXR-248. WA-FHK. EF'I—%?%\ IEM-LIE R EINE 4

o FR2: BIEmR

EREORI, FETEMENT

B ERNRSS
RN SAA=RY

0P oW

K== ”

7“mn

B ERNRSS

erR- Eig—.

lxzon ] iRt poe-} st EREE 2o on ]
$EOE EXSE
MERESET AR, P
URL
URL
POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products RS
ERTE
s
BREH EEsk
£ ES: ] IN o R =T
SDK
X-Auth- head -
Token string header z smism
Instance- ) - f2 oy
d string header & EFETAE —
e
project_id  string path 2 B, FRUTEEST FEUEEID.
BodyZ#
%
B i) faEid
i
app_id string =

aelE—=rm.
, BE “EIEEHET #NREENZHIG.
, BEREA LA “QIEFRT .
RENERTASSH, IE—IMQTTINYAY~R, ARRE “BE” .

“eRE .

BENIRSS

, B “BIEEHET EIERS

FERIRTESEIRT -

fog-ri- R

EXER

]

PEE

s

Fa B mIEERAR
FEMFR=ET, T
RiR=E), BELER

IﬁIIEjo

R=E T . WNFEVARE

EETBINRIRTE . WFEIINAT

—
I“on

BIR

_?#().,&%@!-

HENX . KEABE64, IRFHN. 8. #=F. UK
EFFHNAES .

PSS

FEIMOEEMQTT,

SASRRAS 1.34
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IREEAN

BRIEANI] 3 NAFIRIEIEN

HIEREL | EIRISON,

IBER | BEX. KEAFEE32, AniFhX. F8. HF. UK
_?'#()..&%@!-FFFFRIAES .

PRI | BIRIELIRERIES . SERFaMEN~mEE, BiRE
iR ERITIMES.

IREXRE | EAFEMERNTmRE, SEMXEKREERE, FFES

BINIRERE,
=
FEERID EfProductlD, FFH—RE—1 7M. MRETLHSH,

FERrmIDIRENZSHIE; MRTETISH, FmID
BN a el miEaRFanEskE.

FmiEd | il BRIESIRERES .

o XIE3: BENE

TEFFZIEPostman, FMIRIFIESEREFBcEPostman,
o XRB4: BARS

?&%%Postmanfé , W FBRRSS B LAHTTPSIIMSUENYIEEM S, ENILLTAPI

=0:

- “SRBUAMBFToken” #£0

- “EEIAMARTLUEENIRESIER” O

- “flEEmR” #O

- “BEPERT O

- “AlEgs” &0

- “EEmRE” 8O

B AL
IRERATIEIRGIES:, (ERAPostmantE N RS S|EANMEMNFESE, BMZEEE
AT RN BBRSS SR A E A R BN S S A RO SF a3 E,
HIEEBH—PRIRERNRSS, ISEFAIERARELNRATESLRE, FHiE
A E, FIESINEE.
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4 IRBRIINI]

5°3::7.-2 NI

4.1 {EFHRIYE

MQTT ik
MQTTHREES M ( matt-v3.1.1-0s.pdf )
(MARIY:
MQTTANIEEFIEOMT , BLAMTRERE . RERMBRI{SIIFMQTTS/HTTPSIXFIL RN
HIREHITRI, BEARZIFEMQIT/HTTPXMIER S ANRNEEHITEN
MQTTEE S NEEMRSL ( Fixed header ) . oJZ53RL ( Variable header ) 1B
15 ( Payload ) &%
ElEHR:L ( Fixed header ) F1aJZE#zk ( Variable header ) #XIESEEMQTTIR
LB . BXEE ( Payload ) BB EPUBHERHRILIHAMNEEN, BEMREFIIZE AN
EEZEEHSEN .
TEFEENECONNECT. SUBFIPUBHBERIHIES.
e CONNECT - Client requests a connection to a server
BXETT (Payload ) FHIEESHIES, BASIMQTT CONNECTIEREEN
e SUBSCRIBE - Subscribe to named topics
B (Payload ) FHIEESHIES: Topic name, EEMREEEITIHN
FEE, BRiESRREECHtopic, E{x&NITopickiA,.
e  PUBLISH - Publish message
- AJZRL ( Variable header ) : Topic name, BB AFEZEMESH, B
SE&BITopic name, ZFBIFUCEERT, FiRERTopic name, BASNR
Topiciiifa,
-  BXET (Payload) FHIFESHIEE: SHENHIE LIRIIGS TANE
BRE, BRIZ2—1JSONITR,
Topic AR
o IRFAMESIENBRIEWSGR, ERIATIRTHEXTopic, REREM@ITN Topic
REBR, REEMFEMaI LK,
SCASRAS 1.34 IRBFRE © AT BRABRAT 33
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IREEAN

BRIENIT 4 IRERIINI]

o IRB(FNHEIRIISH, FTEEITHBXTopic, XIFRERMFERIXIN Topick
EHER, REFEEENE . REFERBEERSSIAY SRR ETTFRBL

Topic,
Topic HEER | iHE#E | %8
=5 | s
(Pub | (Subs
lisher | criber
) )
$oc/devices/ RE | IRBA | REMOABIRSERTNIZE
{device_id}/sys/ BEES | BAZLAIRS|ISER.
bootstrap/up
$oc/devices/ RER | ”E IRBEKARES TARIE1S
{device_id}/sys/ BEE B8,
bootstrap/down
=R EIFERE
x4
R | AIESEERY | SRERSEE! 5l
Az
b= FRINE | IFPER MQTT X.509FHIAIEREFERIEB R AR
5l

A BEIHAILE | BE55REE MQTT ZRiRE SRS A
M | ERIAE | BENREE | MQTT j:ARE B E RIS R fl

EME | mIERIA | IERRES MQTT £ RIEREME LG
iE

A | ERIAE | BENREE | MQTT iEME B E LRI R BB
=

=
A BIHINIE | 8%7 %Wﬁ) 1l\;IJQTT BIRREEKSHERARSRIERRR
= I

4.2 ZERZENIE

IRBENRBRBAMEANTEZA], FREISMINIE. S50, MENESSFER
TAIEROX S09IEHINERFIAIES EH TIRE DI

FEHAILE
BRI EAT, INEARIEERIIALE, BPNRSIsEdEFaaNERRETA.
REBATAN, #HEE CIBRRPEBEHNSTEESE, TIMERENES
FTERZ, $TEHSIMQTT CONNECTIEREANE T rhiPassword S50 ) .
SCASRRAS 1.34 IR © AT BRABRAT 34
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HRIEA] 4 RERMAI]

X.509 IEHIAIE

X.5092— M AFBEELAERNHFIER, MEMEEZIHgEFEHESIIX.509iF
FEHITINELEI . FEEXS0DNEARRT, BTERGE, BRe 7 ZHHEHENNX

b2

{EFAX S09IEBINIERI SR IR EIRIE D !
1. & LERFCAIEBHEHIGIE ( HEREANTIEBRSAIFABCA) ;

2. BIER B e EARART, INEATVIEIEX S509EFIAE, FHXEXSIAIERNZECAILE
+;

3. FRiIgSin, BX 509 EPREFBRFRISSE L,
4. BEESFEESWEIAELIESD, IREWITFFESIEE, FEERRECATERRIERSE
IEBFHIGIEZEZIE B S5IRBAIKILKR
X.509 X [EEHBIAUE
XS509IE BN EIAIESTE, SREREEN (F8 ) IigEmHmin, TR0 TEFRR.

4-1 X.509 N [aEhEHIAIE

. BEEN
BE BEN
1. BRTLSEF
o 2 EEERSSWAS ]
3. {HFEIRSIHCAIES
SAFERSSUSTES,
AERRSS
.<_ _________
4. BEBPITS
5. (ERIRECAIERIEEFIHIES,
BSEBIEE, INEEF
ISR
6. ERE AL
< _____________________________________________
W EIEHIAESRERFERE T LSSIER:
MRS 1.34 RS © LRI ERABIRAT 35
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ESERNE) 4 ZE RN
%4-2
HE$H liz] %ﬁ&ﬂﬂ\%ﬂ%ﬁ ERE
SimiEH LB, REEA | RBEBOEKENE | (ECA (RSIRIE

BIREMWEZER | B PBRICALES ) X
RENEE .

RS IRCAIES T3, BRI | ECAYIEEE I CAHAEE &
{ERZBR S5 iR CAIE
%E_LﬁEHEjg URiE
B, BEHINECA
WEH, REUS
MQTT CONNECT
ERZEN

RBUP (BRI | B4R, 8B | RS CAIFH

) 121?!:437,61%2 &
AEugEM .,

CAIEH (IRBCA | £B5H, g&EA | BF BEIEER

WEB/ZEFiRCAIE | Bug&EM{ERIZCA

H) IEBEIIEREIRE
MZEPiEIES., B
g B
ZIEBENRER R
E&,

(1 %8

WENAIE, BISRERERIAIE, SREEINEFARNZE, MXEEREIAEFANEEXTESHNER
ISP, B8 T EENKBINERIRIELE,

4.3 3= [iRAA

4.3.1 MQTT CONNECT &&=

EOIRE
SE L MTEARENZIHEMQTTINA connect SN, EONBSEMQTTIRAEN
B, SNUBLERIIRESTARNMQITERE.

SCREHRA 1.34 FRE © EATHBRABIRAT 36
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ESEINE 4R RIINI]
(MARY:
REERMEABIRSZIEMQTTSEN, 2& @ T connectHEIZEOFMTEASEIMQITIERER, &
E(FARZBIHCATFBIIEIRSZIHITIE . IRSiHCAIEEEFHhuaweicloud-iot-root-ca-listFREUIE
B HEREE . RIEEERNTESESIRERSRAGER X4 :
e loT Device SDK ( C/C#) . MQTT.iXTE: ERAEHEEHEFE FlpemskcrtAfRZRHIX
%;
e 10T Device SDK (Java) : {EREHEEFjavaBR T LAKSHEZRSE;
e |oT Device SDK ( Android ) : {#EHE4EEFandroidERE FLAbks BGERIS 1 .
SRR
S | Wik | =B SEER
Ak
clien | ik | String( | JFEAHAEIRIFERTIEBIGS:
tid 256) | ig#RclientldBI3MEB4ERL: 1BERID. IBEEMITRE
B AP$RRID (ScopelD) , B TEIZ “_7 2R, &
FHEMMREREEENO
{5 5f052ac562369102d42b0fb6 0 ff5bbx7a488f
Hithins:
& gclientldBHANERD AR : 1IREBID. IREBBDIRIAZE
B ZEEER | e, BITRE 7 o, 18
BEMIMRAEBEEENO
o EIERER: KEI1FT, HEisziF2mpseay:
- “0” REHMACSHA256 R IRIEAT IR .
- “17 KFEHMACSHA2564 5 B1E o
o [TEEL: MEFEEFEITAIUTCRTE, B
YYYYMMDDHH, 30UTC A482018/7/24 17:56:20 M
N Z~32018072417
{5: 5f052ac562369102d42b0fb6_0 0 2019122614
User | #4i% | String( | I8%%ID,
nam 256)
e
Pass | @& | String( | PasswordBYENER “HMACSHA256” &iELARTEI&E S
word 256) | B$A, XPsecretifTINZERYE ( secretDiFAMgEITFE
R[EfHYsecret )
HIRBINIEERERZHAIAEZAN (SECRET ) FiEE
“Password” , MEHIAIEEN ( CERTIFICATES ) AFEiE
B “Password” .
iE: ScopelDRAILAEIRBAMRE A EMESEIE, WTEFFRR.
NSk 1.34 IRIERE © LATITERAGIRAT 37
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s T =

IRFEIEIMQTTHMYATconnec BRHI TN, I3 FHiEclientl dBIFNER DS RER LN
BiFiHE, FalElconneciBREY, SFIINMRERISTEEEIIZNRESR X

o XA “HMACSHA256” RIGRTEIESIES, RERKERNBRSTARERE
A, BYIMERESIER.

o XM “HMACSHA256” ARIGAIEES RS, SICEE RN aE, BR
ISR EIESIEN, (NFIMEREEIER.

connect HEEREMAT, FESIREIEIR, FEMEBAMQTTHER .
(AN

BRSHERTR, EEIMREEEMINZEID ( Deviceld ) #1258 ( DeviceSecret ) , &Rk
SRS ETENSH ( Clientld. Username. Password ) o

4.3.2 iRFBEKRSISHE

®EO08e
REERIRS ERUIREENLHINGISHES.

Topic

Topic $oc/devices/{device_id}/sys/bootstrap/up
HEREXS |8&
HEEWS | IR&8EKTFE

ANl
IR A ARMRSS &ixfIpayload A=

SCASRAS 1.34 IRBFRE © AT BRABRAT 38
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ESEINE 4 BB RANI]
4 3 3 R%}zl&mw— |:|lu\
EOIhEE
IRBEFKAIRS RIS ISER.

Topic

Topic $oc/devices/{device_id}/sys/bootstrap/down

HERIXR REENFES

p=ISt e g RE
S5

2% wik/alik | R fR

address DAvi String X ROZ N SLBIRNHBLLE ,
Al

RESFEITHTopicE A RE R anSHEX, REEKEIRIpayload:

-~

"address": "10.0.0.1:8883"
}

4.4 MQTT i5=--E/H MQTT.fx ENIREF RS

4.4.1 MQTT Z g B ERFFSHRER ARG
KELRE R T =

XigEH | XiF #&i%355 ( Endpoint ) w0 e
#E4b-4b= | en- iot-bs.cn- 8883 MQTTS
’ north-4 north-4.myhuaweicloud.com
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1.2 QUEBIR EEGERR , INEUSEIRMAIAE
HWBHMPIES; SE=RTAEN, EMIAED

et

2. (EFEEIDRIA

BEEW BRIt 31igE LM, RIBEEEN

3.2 T35 1SH S opic

3.3 ZHERISHE

4.1 TUBEE SRR, BRAR

IS SN
REEAER

4.2 BiREESMEIIEEEALA
4.3 EER ERALOIZEMitit

5. SIS EALAITISREE

s IERARRER
IRIIERSERRS , RIEXERF RIEIRIENIIOTDA,

iemRmES O

wam e s
e

Defoutapp_ st 10454250

ARONEE)

wmms | e

amam.
* S Y £
e [P e

e | b

s [ esapp
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E?EQ, REBEEZISONFIH, HIRFEERT. MRATFE FRNFRUR
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£ EBEG  FEFE FERY Ut e

L

EREE Gamm.

BaEs

srms
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* RETRR

* BREER

* IREID

BREiEERE

REEH

(11 #58R

EE R
i T

testProduct EEFE
FEER  testProduct F=aRID 61dbe62ede9933029be 18561
BEEE deviceModel VSR MQTT

addTest_deviced01

addTest_deviced01

R R

k]
IIU

=gk

61dbe62ede9933025be18861_addTest_device001

' "dESi I'ed" ||2||

21/65,535

AL EMR AN B R RT SR INERSRIE S RATRIS LI FAEIVE, HREMAZERER

Ao

MQTT.fx EEEHE,;.LEUMQTT;'Eﬁﬂﬁlﬁﬁ, ©32#F Windows, Mac, Linux, AJLAME
IER AU SIREEMIRSHITEEH AT IRER

ANEENE MQTT.IX MMESEREFEBEE

AMHHESEIRENERIRTI = o

1. T MQTTfx (BUARGAMUIRERSE, MRE2IRERS, BHLLGETH
MQTTfx ) , REMQTT.HXIE.

2. $JFF MQTT.ix ZEFintER, BE “IRE™ .

B, HPRERMIRSMQTTRIREE
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@ MQTTf - 1.7.0 fele=

ZIGH Extras Help
i local mosquitto '@ Disconnect .

(Y subscribe  Scripts  Broker Status  Log

QoS 1 QoS 2 Retained

3. 1EE Connection Profile f8X{S2%0 General (8. HEFGeneral SERJLAAT
,\,..ﬁikﬂﬂﬁéﬁlﬁﬂﬁo

E Edit Connection Profiles =
MZ2M Eclipse
local mosquitto Profile Mame | local mosquitto

Profile Type  MQTT Broker hd B\R m
MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4.myhuaweicloud.com

Broker Port | 3333

Client D | JeEEoe el ol Generste

User Credentials  SSL/TLS Proxy LWT

Cennection Timeout | 30

Keep Alive Interval | 60

Clean Session v
Auto Reconnect

Max Inflight | 10
MQTT Version ' Use Default

4. 1BEE User Credentials (58,
. | Edit Connection Profiles |?|

M2 Eclipse
local mesquitto Profile Name | local mosquitto

Profile Type  MOQTT Broker - i\sm
MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4. myhuaweicloud.com
Broker Port | 8883

Client ID | S

General [EUdoENELIETH | SSL/TLS  Proxy LWT

User Name ﬁ

Pa d

Generate

AR

HrhUsername FlPassword 2#[2ZMQTT CONNECTIEEENSHUNHA .
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5. JEEEFFRE SSL/TLS, AiECA certificate file, CA Certificate File}SE4EA M
BRIED (BETEMBMESIRIER, BERE, EFEHEFcjavaBRTPEM
RERAISE ) BIARBERTR

| Edit Connection Profiles ?@
M2M Eclipse
local mosquitto Profile Name | local mosquitto
Profile Type MQTT Broker - _‘;\\ §

MQTT Broker Profile Settings

Broker Address = iot-bs cn-north-4 myhusweicloud com
Broker Port | 8383

Client ID | ¥ Generate

General  User Credentials Proxy LWT

Enable SSL/TLS v/ Protocol  TLSv12

CA signed server certificate

® CA certificate file

CA Certificate File W—“ pem

CA certificate keystore

Self signed certificates

Self signed certificates in keystores

6. TR ELEEE, BiE “Apply” 1 “OK” (RfF, HERESHERIEZENIZE
EHER, B “Connect” , HALBEREFERAZER, REBEZRRE AN
ARSZARIN, Bl TiTiE ( Subscribe ) FIiEEH#E% ( Publish ) 38{E,

@ MQTTé - 170 = o=
E Extras  Help
u

E = - 28

210 Subscribe  Scripts  Broker Status  Log

Switch Fountain OM home/garden/fountain - H @y o Q. Reta. M

Switch Fountain OFF

RRIgFIFEWE | SERtopidES X M AJtopic, B “Subscribe” #HiTITIR . 1TRALIN
WNTRFR:

publish ([ETSIed Scripts  Broker Status  Log

Soc/devices/98cabff1-0112-4e63-ba39-a503aeadehef zhi ~ [ Auioscoll REEEAS
4oc/devices/9Bcabff1-0112-4e63-ba59-a505aeasebef_zhuxiaclfl) | Soc/devices/98cabif1-0112-4e63-bas9-a505aeasebei_zhwdaccan_2/sys/bootstrap/down )

Dump Messeges  Mute  (IETEST

5|18k A&H
IREBISRIERE | 2S5 B topidES XI M Atopic, BT “Publish” HITHEMEX,

STSRA 1.34 IR © R ERABIRAT 24
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m Subscribe  Scripts  Broker Status  Log

Foc/ devices/98cabff1-0112-4e63-ba59-2505aea5ebef_zht = H

BKEISISHEHR

[EEER(F

IHEHEERINAI R, ESubscribefJtopic FRIREIRIMNIREZANR AN IRSS AL
i.lt e}

Publish Scripts  Broker Status  Log

$oc/devices/98cabff1-0112-4e63-ba39-a505aeasebef_zht  ~ [ Autoscrol R
$oc/devices/98cabff1-0112-4263-bas9-a505aeaSebef_zhudizofffl) | $oc/devices/98cabif1-0112-4e63-bas9-a505aeasebef_shindaocan_2/sys/bootstrap/down
Dump Messages | Mute | (@EEIZSL —
Topics Collector (0) Scan o
$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaocan_2/sys/bootstrap/down
1
28-02-2020 15:07:01.54421329 QoS0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

ZEitt, BERRTIREBEBEIRIE. RELAHEHITEEINRE [ ENIOTDAFTE
WEEE ] TREZI T IoTDASEHIHF,

!Z}E@@EMSE@#’/JH%M FENEZEAIIEE, EAE TN TSR TI0TDARISEER
{E:

BV | SiE B AN S\ ;

B Disconnect, Wi SRS AMENER;

153 | S5 B PHS S NBEAMQTT.fXBIMQTT Broker Profile SettingsHAY
Broker Address¥IBroker Port, E3:7 5i8EFIENNEE;

4. TASREENYEREESISERE.,

BAI2EIES: IREFEN [0TDA> FFxiEr> IREMFA> (EFAMQTT DemoiE N> (&
FAMQTT.AIENRRY [ EHREERE 1 70 [ AR ] &89

MR

BHETREEMNEBINGE, E2EI0TDAISSIEIEF, BEEBERINEE.
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4.4.2 MQTT X.509 iEBI MBS {ERIEB R AR
KA E RN R

g north-4 north-4.myhuaweicloud.com

Xig&fR | Xk x5 = ( Endpoint) ixO 71
#4k-4657 | on- iot-bs.cn- 8883 MQTTS

wE

. | #urcAEs

2.1 LECAIEH

2.2 FEVEBIIES

| |3 siesinEs

HIECAIES

2.4 FEBIHIES, | FEAIEBEIE

ECAIEHS

3.1 BIRIEP RS

SHECAIES
3.2 BlEIREIEM, INEAREFEHAL.
SNBEHEE BABIERCATES

BEA
= oI |33 wimeains
3.4 BEFREIDR
IR EASH
41k b, BEEEER
CIRIREER = R
4.2 i TIRENEI SR Btopic
slsiad 4.3 BHBRGISHE
) iRaEATA
BEEALE

5.1 DUEGIE5EHE, REX

5.2 iR EE BMERIGEENLHI

IRERALE

5.3 BESERALAIEE ML

6. SEERALOIHTISEZE

FIE CAES
ZE1 ENSEPIHRXE, THFAFH
EIWI 1 D:\certificates LT, UESBREMNIETcmdiSTED.
FI3 EREAXT (rootCAkey) :
(0 #8

R ‘P IEMAREBREER EPEIBRIE" |
“REBRIEE” NEERT, BEERF.

openssl genrsa -des3 -out rootCA.key 2048

TR (EREEAEMRIERERIBERIG:

“ CAiE:B ” ,

Z#OpenSSLT B, ZE=HEHRENRETE.

“BEIRIER" LAK
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(AR

SRIEBEZ RGN, EXRIESIEFHME—RAZIR ( Distinguished Name, DN) (58, &
UGB TER Fimo

£4-3
B SHHBM EV{EHGI
Country Name (2 letter E=xR/HX CN
code) []:
State or Province Name | &/ GuangDong
(full name) [1:
Locality Name (eg, city) | ik ShenZhen
[1:
Organization Name (eg, | B4 (A TSR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN ) Huawei [oTDP CA
qualified host name) []:
Email Address []: HRFEHELE /

A challenge password []: | IEBZER, MNENRER |/
5, ILIEEEE

An optional company AERNEER, WERR |/
name []: &, JUBEZELE

openssl req -new -key rootCA.key -out rootCA.csr

S5 E£RCAIEE (rootCA.crt) :

openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

0 #2688
“-days” ERISEEISE TIZEBEREKE, HARAIA50000K, EalRiELiRl Sins
MEEHTEE,
-5
HIEHISIUE CA B

FE1 BERREFRMENG, #A IR R@E, B4 LA  LECAER” , HE “IEH
BIR” FEE LR “HHECAIER” LRIFERAY “CAIED (rootCAcrtXff) 7 , &8
E “E Z'_E” o
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e EBIE © (=
:Ii (3] alc

mm——
£ WIEEE P EENCAIES, RERNKEIEEBEIZIERSE{ER.
1. AEIEIEBE AR
openssl genrsa -out verificationCert.key 2048
2. ZRENBEANIGIUERS .
. EHAE ©
o — o " - " -
A EBFIR @
€ o R -
3. FIRLLISIFRBERIEREZIERIIECSR,
openssl req -new -key verificationCert.key -out verificationCert.csr
(11 588
CSR3Z{4H9Common Name (e.g. server FQDN or YOUR name) EEESH—IZi2H5kE
EIRIRENLIGIERD
4. (ERCAIER. CAIEBFATEFICSRIZABIFRIGIRIES (verificationCert.crt ) .
openssl x509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 500 -sha256
AR
ERIRIBEBAZEIRY “rootCA.crt” 1 “rootCAkey” IXEANIIE, 79 “HWECAIER”
FreE RIS
“-days” ERISHIEIETE TIZIEBIERRE, HAREIFIS00K, ESRIRIELIRSE
SMFEHTEE.
5. _EHESGIBIER#HTRE.
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aEEA IERFIE @
BRR [m]] Q| c
- EREES e
: e B ;
- ; - ii‘l - - i
e M) =
s
ot

LRI EIED
S ERHOpensSLT B ST BERMEART (REFA ) :

openssl genrsa -out deviceCert.key 2048

$IR2 (ERAIREERN, ERIERERBERH:

openssl req -new -key deviceCert.key -out deviceCert.csr

(1 588
ERERERIERIGRT, EXRIESIFPHE—REEFR ( Distinguished Name, DN) 58, &
BN T ER2F o

=44

AN SHEM VB

Country Name (2 letter | EZ/itEX CN

code) [I:

State or Province Name | &/ GuangDong

(full name) []:

Locality Name (eg, city) | ShenZhen

(I:

Organization Name (eg,
company) [1:

HANIY (HATE )

Huawei Technologies Co.,
Ltd.

name []:

&, JLIE#EEE

Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:
Email Address []: HRFEBLE /
A challenge password []: | IEBZRS, WMNERFRKER |/
3, AILAEEEE
An optional company AEXNEER, WERR |/

$I®3 (FERHCAIFH. CAIFBFABFICSRIGEIZEIZFIEP ( deviceCert.crt) o

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -

days 36500 -sha256
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(AR

ERREIEBBEIRY “rootCA.crt” #1 “rootCA.key” XFANIM, 3 “HBIECAIER” HRFT4ERL
AR, BEFRET  EEFIRIECAER .

“-days” ERISHEIRE TIHEBIBRRE, AR AI/36500K, ErIRIEERVS1HR
MBBHTEE

TR

A IIE SRS

IMERRE, AMCAIEBEHEERIOTDA, HERICAREINEFIEBESEKE
{EERJIOTDA,

BEEA igEREEE @
o ] e
i v mmE AR, R

~ sETERe csEe, 7 P,

B s BRI B =

w -] smwie 1@

v e = aE, S, DIRESSRES/ A,

BEEN inEgREE ©

R [) St B
SO TEINSEHY
S ~ S

B
2. B
HE=E | B

a
loTDASE [ B

B
B

B

[N -}

RESERS

APIHEETTER &

RS

ERBABIEHE, FMMQTTIRE, HbReEIUEEX 509ANEED, EFTMNAY
CAIEP, EEIEPIEN, FMX.509NIERE
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< | RS

=

A0

EEERE, BEEH

eSS

TEt

=EEL

e

iFsEs @

* EREEEE

e EEE

RifigeE @

I

HEEE

BEEF  RSEE BEHID R WA
devcen... qaUnQVGNKN smsTamonce..  MaTT e
devcen... sscoAIN: seeTabonce..  MaTT e
devcan.. VGSNSK: sesTaonce. QT Bows
eescee. 441cdc03-7613-11e0-9. 136d5c1abeb. marT Brme
HSGZD...  zousinTestoot tsedscrasen. QT Bows
testiotps. testiotps 1130 1a6d5c1abeb. martT L
B7Zp003  JWMx003 518673f09bce. matT BEEE
CHJFE003  0zA1003 518673fb9bce. marT ST
T — smsTavonce..  MaTT B
festpar. oSt paralelsn_003 7550842686, MQTT B
Be:¢560 >
testProduct
s =

FEEF  fesiProduct 3D

- -

EESE et Ve
test
test

G1dbed. 128be1586f_test

K S09%EH

test

EHEERE

AEENEEET—, SRS, teE

EBEE  FERS GRS
productame.
Gamm._.  procuctiiame.

productame.

1aB05crateD.

taB5ctaseb.

1abo5crateD.

productame.

productame.

productame.

71855082269

G1dbet!

be1836f

MQTT

0/65,535

P

DefautApp_CONN_to.

DefautApp_CONN_to.

Defautapp_CONN_to.

Defautapp_CONN_lo.

Defautapp_CONN_lo.

Y o)
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(AR

IEBIENEREEREMNE—RBIERRRR . MRTIFRERTN, ERFEOANENFS
FRINEREIDAIRFIEBAIXER .

EEREEEIR
MQTT.fx EERIEREOMQITEEZEFin, ©32#F Windows, Mac, Linux, RILABRIE
KIER B USIREABIRSHITERFH AT IRBER
AXEBNE MQTTH SRS RHEE, HigERIREMQITRIREmE
AHEHHESE RN RGP e o
1. & MQTT.fx ( BUARGANIRIER S, MNRI3I2NHRIER S, B TE
MQTTfx ) , ZEMQTT.HXTH,
2. I MQTT.fx ZRimtgRs, B£E “KRE” .
Cewamemo - X
Publish m Scripts  Broker Status  Log
3. 1EE Connection Profile HHX58 . EdGeneral RJLUERTEEGAMEE.
NSk 1.34 IRIERE © LATITERAGIRAT 52
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BB
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M2M Eclipse
New Profile
test

Profile Name | New Profile

Profile Type  MQTT Broker - ﬁ\ m
MQTT Broker Profile Settings

Broker Address [ iot-bs.cn-north-4.myhuaweicloud.com

Broker Port | 3333

Client ID | 98cabff1-0112-4e63-ba59-a503aeasebef_zhuxia Generate

User Credentials SSL/TLS Proxy LWT

Connection Timeout | 30
Keep Alive Interval | 60

Clean Session v/
Auto Reconnect

Max Inflight | 10

MQTT Version v Use Default

Clear Publish History

Clear Subscription History

&+ - Revert oK Apply
AR

HErhBroker AddressfIBroker PortA]LASE IR RinTI M, Client ID AILASEMQTT
CONNECTIEZENSEIRIE, HIaiXEBESIZEID ( Deviceld ) FI8FEE, ERIEEES
B ( Clientld. Username. Password) .

IEHE User Credentials =8,
| EComedionpeies 8 X

M2M Ediipse
New Profile
test

Profile Name = New Profile

bofeTpe MaTTEGke - S MQTE
MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4.myhuaweicloud.com

Broker Port = 8883

ClientID | 98cabff1-0112-4e63-ba39-a303aeadebef_zhuxa Generate

General [RECCdeCL R SSL/TLS Proxy LWT

User Name = 98cabff1-0112-4e63-ba39-a505ae

Password

+ - Revert Bl o< v
AR

HrhUsername £EMQTT CONNECTEZEEN S HRIB ( TEESPassword ) o

SRS 1.34
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5. IEEBEFFRE SSL/TLS, 4k Self signed certificates, BLEHEFIEBRS.

M2M Edlipse
New Profile Profile Name | New Profile

= mofictpe MaTTBOkr - S MOTE

MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4. myhuaweidloud com

Broker Port = 3883

ClientID | 98cabff1-0112-4e63-ba39-a303aeadebef_zhuxa Generate

General User Credentials | BEENAIEN | Proxy LWT

Enable SSUTIS v/ Proiocol - TLSv12 -
CA signed server certificate
CA certificate file
I ® Seif signed certificates I
CAFile | C:\Users" #\Desktop\ca2 crt
Client Cestificate File | C\Users’ \deviceCert art
Client Key File | C:\Users' \deviceCert pem
Client Key Password

PEM Formatted '

Self signed certificates in keystores

+ - = ox o

(11 588

o CA FileTiRERBXIMAICAIES .
e Client Certificate File9i2FHIZHZIEPR.
o Client Key File9i8%Z %A
6. TR ESTIRERS, 2F “Apply” 1 “OK” (R1F, HEREXHFEFIZEN
ARERRIGE, BE “Connect” , JH FARFERAZRER, HIBERSSE
AR AN, A TiTE ( Subscribe ) FIiES4E% ( Publish ) #21E.

B Baras  Help
. _
b o] €8

Publish @EIVe =l Scripts  Broker Status  Log

Topics Collector (0) S S e
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5|SERITR
1ZBBIGF IS | SE BtopicES X R ftopic, B “Subscribe” #H1T1T1E. 1TIEKIH
LN v

pubiisn [Eaed) Scripts  Broker Status  Log

Soc/ devices/98cabff1-0112-4e63-ba59-3505aea5ebef_zhi = [ Avtoscoll
$oc/devices/98cabff1-0112-4e63-bas9-as05aeasebef_zhwizofffl) | $oc/devices/98cabif1-0112-4e63-bas9-a505aea5ebef_sindaocan_2/sys/bootstrap/down 3

5|1SEkAH
1ZEIREIEKS | S(ERtopidES I MAYtopic, B “Publish” HITIEEHEX,

S0 Subscribe  Scripts  Broker Status  Log

Foc/ devices/98cabff1-0112-4e63-ba59-2505aea5ebef_zht = M

EKRSISEHR

iHBHEIXRLINAI RN, fESubscribeJtopic FRIREIXINIREFANREIENIRSS AU
i.IJ:o

publish ([EIed) Scripts BrokerStatus  Log

Soc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zht  ~ [ Autoscroll ]
$oc/devices/98cabff1-0112-4263-bas9-a505aeaSebef_zhudizofffl) | $oc/devices/98cabif1-0112-4e63-bas9-a505aeasebef_shindaocan_2/sys/bootstrap/down

Dump Messages | Mute | (@EEIZSL

Topics Collector (0) Scan o

$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaocan_2/sys/bootstrap/down

28-02-2020 15:07:01.54421329 QoS0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[REER(F

Et, FEZTH T IREEBITRIE. IREAMERINGEANESE [ BNIOTDAFRS
WESE | FiEZE) T IoTDASLAIH,

f}gmu BRI EESREZE AR, BTN FERTMXTIoTDARIEEHR
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EXA5|

SHEPANREENMIL;

2. EBEDisconnect, WiFF5IREEMANER;

3. 5 |BEEPHNSEEAMIBEAMQTT.fXEIMQTT Broker Profile Settings#fY
Broker AddresskBroker Port, 375188 NAERS;

4 ERSEEEANHRRESISRE

BAIE2EES:

REEN 0TDA> FAIER> IREMFF

FEMQTT.iENRY [ EHREWE 1 #0 [ #HEMERE ] 2595

AR

SmTIRERMAITNEINGE, FESEI0TDAIESEET,

4.4.3 MQTT ;:MHEE X R &5l

IREUIR A IR

I\\\

&> {FEMQTT DemoiE\> &

BT EBEFHRINRSE .

XigER | Xig £isT5 = (Endpoint ) ] MY
%E4b-4t= | cn- iot-bs.cn- 8883 MQTTS
g north-4 north-4.myhuaweicloud.com
N =
BIKmiE
iRERH EH TS
[ hsitecATSs U,
BHECATS 1.2 SERYEE MR
2.1 HECAIEH
EHTIER fmlie 2.2 FEVEBRIES
| 3 sifriEEs
LECAIEH 2.4 HERIEBES, SAEBRIE
IAFCAIEH 3.1 BIERE R AR
RER 3.2 | XB ERMEWECATBRAENREBRN
SRR 5
| B3sifre&iTs
GERE - };é;&‘? \%iaiim : 41185 LB, RREEER
4.21TREKE|ISEBtopic
4.3 BHERISHES
REBEALE) 5.1 ILECE B W 5RBE
Sx?nﬁlﬁijﬂﬁmﬁﬂ. wEie
5.3 BB EEMBERIRERASS)
SABERER SR
6. SIRBBEAEFIHTIERE
\
HIHE CAIER
B ENESEPIAEIXE, T i ?th&tOpenSS LTH, ZETHEERENEREES.
2 1£ Di\certificates KT, LIBERBHIETcmdanSiTEO.
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IREEAN

BRIENI] 4 IRERIINI]

T3 EREAXT (rootCAkey ) :
(1) #eA

4py “EIAN” ARMANBEEES EBERIFTRIME” . ‘CAIER” , “WGIEBER" LUKk
“REIER” NFEERR, BEERT.

openssl genrsa -des3 -out rootCA.key 2048
LTRA (FRZPEXNEMIERSZERIUS:
AR

ERIEPERIBRIET, ERESIEBHE—IRASZFR ( Distinguished Name, DN) £, &
ERAFANTRERT B o

% 4-5
N SHEBWR EVE#6I
Country Name (2 letter | ElzR/ibX CN
code) [1:
State or Province Name | &/ GuangDong
(full name) []:
Locality Name (eg, city) | i ShenZhen
[1:
Organization Name (eg, | BN (A TR ) Huawei Technologies Co.,
company) []: Ltd.
Organizational Unit HADERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:
Email Address [1: mRFELtLE /

A challenge password [1: | IEBZRS, MNERRKER |/
5, AIAEEDE

An optional company AEATEMR, WENg |/
name []: B, I EELE

openssl req -new -key rootCA.key -out rootCA.csr

$I5 E£RECAIER (rootCA.crt) :

openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

makil
“-days” BHISHIEIEE TIZEPHERKE, taREIA50000K, EaIRIBELIRSIHS
MBZEHTHE.
4R
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REEN
(oINE 4 BERHNI]
EAEFISIE CAIER

B BRREFRMENG, #A IR RE, BE4 LA  LECAER” , HE IR
B FEE EiR “HHECAIES” LRIFERAY “CAIED (rootCAcrtXff) 7 , &8

E “ E =7
&E [}
L EBTIE © | teosEs |
£
e Q
- witns  EEn e o o s
. —
= . o
o - :
saze I59 .
oToass
s .

ey )

£ WWIEPER1 P LERICAIES, RERINIEIEBEZIEBE e ER.
1. AEIEEBERZERRT .

openssl genrsa -out verificationCert.key 2048
2. FRENBEANIGIERD .

e EE 0

R

) EE ©
g () a][c
o WSS nEn ke e L
EAEINEES =

£ vosEE o 02208 as0 e wEEs
. =

v o w0800
o P
Y -
mam

)

3. FBILISIERBEMIEBEZIERIECSR,
openssl req -new -key verificationCert.key -out verificationCert.csr
(1 588
CSRIZ{4HYCommon Name (e.g. server FQDN or YOUR name) EEIEERI—IIZ2HIKEL
EIRIBEHNIEIERD o
4. fERCAIEH. CAIEBFATHFICSRIZMABIEIIEIES ( verificationCert.crt ) o

openssl x509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA .key -CAcreateserial -out
verificationCert.crt -days 500 -sha256
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IREEAN

ESEINI) 4 IRBRIINI]
AR
ERIGIBEBAZEIA “rootCA.crt” 1 “rootCAkey” XFAIE, 5 “HIECAIER” &
PREE RIS
“-days” ERISHIEREE TIHIEBRIBRRE, LARAIA500K, EaRIELRILSS17
SNTFERTEE
5. HEWRIEEPFHITIGIE .

LEIAEES

et
ERREFIER
S| {EA0pensSLT R EIEBEREEN (RS ) -

openssl genrsa -out deviceCert.key 2048

$IR2 (ERAIREEAN, ERIEBERZBERH:

openssl req -new -key deviceCert.key -out deviceCert.csr

(REELY:
S RIEPERZIBERIERT, EXRIESIEPHE—FRAZFR ( Distinguished Name, DN) {58, &
UGB TR 2F R o

£ 4-6

EF oz SHBMR EVEHGI

Country Name (2 letter E=xR/HX CN

code) []:

State or Province Name | &/ GuangDong

(full name) [1:

Locality Name (eg, city) | ik ShenZhen

[1:

Organization Name (eg, | BN (KA AFTE ) Huawei Technologies Co.,

company) [I: Ltd.

Organizational Unit HAZERI] Cloud Dept.

Name (eg, section) []:

Common Name (eg, fully | CAZFR (CN) Huawei [oTDP CA

qualified host name) []:

Email Address []: =y ehil /

A challenge password []: | IEBZRI, MNERFKER |/
15, AILAEEREE
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IREEAN

ESEINI)

HFIE3 ([FHCAIEP. CAIFBFASHFICSRILBIFRIZTIEP ( deviceCert.crt) o

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -

4 RERBAI]
N SEWR &I
An optional company AERNEER, WERR |/

name []:

&, TLEERE

days 36500 -sha256

AR

ERISFZITPRAZIN “rootCA.crt” F1 “rootCAkey” XFENIIE, 9 “HIMECAIES” HATER
RN, BEESN “ EEFHIGIECAILER” .

“-days” ERSHEISE TIHEBIBRRE, AR fI/ 36500k, ERMRIELRVSS1HR

MTEEHRTIEE

.

AN B E X R

AINEE X RS -

BEEA IRERER @
R 3| s s
- — x
- e % S e
A B s
s
- = S s
p— SR = = b
s
meEe §E]
- Ex - e
IoTDAZE] i
B i B85
&3 Atz 5
o
i 5
Ed
i B8 @
R
@
om [0 ~] 20 <@ > &
BEBERS @
v EeEE
e &
v maEm
APIEAER L
e &
% R B ABIRAS
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ESEINI)

4 IRBRIINI]

BlUEiEAAE

BEEA BRRE @
i REHRIE
A
Scopeld

o R
s
fo
FEEE

i

10 e e [1]

i s
S s
i R
i s
e ey
S s
T8 S
5 e
e s

om 0@
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IREEAN

BRIRAIT] 4 RERMAI]
< | EiEERA

- EAEERR test

x FEEER uH -

= IFHER test -

« CEEEESR EEV R -

« ERRE functionDemeo-20210413 v | C cfEs=vwEes

s EEkE

EEREUEIN
MQTT.fx EEmERIMQTTEEE Fin, ©x4F Windows, Mac, Linux, BJLARE
IR E U SIRE ARSI TEZEF ARSI FEER
ANFENE MQTT.ix NI 5EMEEANRKE, HFREAMIRSMQTTHIRE@E
NHHHESE IR T M= o

1. T MQTT.fx ( BHAR6AMIRIER S, MNREIIRERS, BHMATE
MQTT.fx ) , ZEMQTT.XTH,

2. 77 MQTTix EFimiER, 88 “RE” .
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BRIENI] 4 IRERIINI]

" & MarTh- 170 ==

ZIGM Extras Help

.
. local mosquitto

MY subscribe  Scripts  Broker Status  Log

3. 1ATE Connection Profile 1BX{ZE70 General (8. HEfGeneral (SE0JLART
BEOARISHEE,

W1 Ect Connection ProRles E=H E=R
Mz Eclipse |

el AOAGUETHD

Profile Mame | docal maosguitta

Prodie Type  MOTT Broker " ﬁm
MQTT Broker Profile Settings

Broker Addrets | iot-bes creroathed mivhiasacioud com

Brokoer Port | 8583

Chant 1D e Gernerate

l.lsertredenlials SSL/TLS  Proxy  LWT

Corraction Timeout | 30
KeepAlk atanval | &0
CeanSetom
it Reconned
Mz Infight | 20

MOTT Vearsion + Use Default

4. 1EE User Credentials (8.,

L 7| Edit Connection Profiles = m §

M2M Eclipse

local mosquitto Profile Name | local mosquitto

Profile Type  MQTT Broker - ﬁ'\\'\ m
MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4 myhuaweicloud com
Broker Port | 3333

Client 1D

Generate

General JMVEEISGGEER] SSL/TLS  Proxy LWT

User Name m

Password

(1 #EA
HrhUsername £&MQTT CONNECTEEEN S #URIB ( TEESPassword )
5. IERFFRE SSL/TLS, AikSelf signed certificates, BLEEXITEBHS.
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IREEEN
ESEINE

4 IRBRIINI]

® ' Edit Connection Profiles
M2M Eclipse
local mosquitto Profile Name | local mosquitto

Profile Type  MQTT Broker

MQTT Broker Profile Settings

Broker Address = 127.0.0.1
Broker Port | 1883

client 1D | MQTT_FX_Client

General User Credentials | BEEINRIES [Proxy  LWT

Generate

Enable SSL/TLS v/ Protocol TLSv1.2
CA signed server certificate
CA certificate file
CA certificate keystore
® Self signed certificates
CAFile | C:\Users\_ s\Desktop'plt_gw_ca.crt
Client Cestificate File | C:\Users\, A\Desktop'plt_gw.crt
Client Key File | C:\Users\ \Desktop'plt_gw.crt

Client Key Password

PEM Formatted

(1] %88
o CA File g B A BRI RAICAIES
o Client Certificate File iZZANEFIFH .,
e Client Key FileJi2ZHIFAE -

6. STRLALEEZRE, B “Apply” 1 “OK” RfF, FHEREXHHEFIEENIZ 6!
EXES, B “Connect” , ¥E FARFENRAZER, RBIEZREAN
ARSS AT, BIEHTITIR (Subscrlbe)ﬂl HEHEX (Publish ) #{E,

@ MQTT.h - 1.7.0

Extras  Help

‘ : Disconnect
m Subscribe  Scripts  Broker Status  Log

Switch Fountain OM

Switch Fountain OFF

BRI EIEKE | S{E B topicES X M ATtopic, & “Subscribe”
W REA7R:

publish [Tl Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zht  ~

$oc/devices/9Bcabif1-0112-4263-ba59-a505aeasebef_zhuxiaoffl) | $oc/devices/98cabif1-0112-4e63-bas9-a505aeasebet_zhindaocan_2/sys/bootstrap/down
Dump Messages  Mute | (QENEEED

==

home/garden/fountain - w u Q. Q. Reta.. W

HTTIH . 1TIRRRIN
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IREEAN

BRIENI] 4 IRERIINI]

5|1SBEKREH
AR RIS RS | SERtopidES X M AJtopic, B “Publish” H{TEEHEX,

m Subscribe  Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba5?-3305aeaSebef_zht

EWEISISER
SEEHEBRININFATR, 7ESubscribefitopic FRIREIXIRASERIIRERNIRS M

tE,
Publish Scripts  Broker Status  Log
$oc/devices/98cabffl-0112-4e63-ba59-a305aea5ebef_zht  ~ [ Autoscoll - REEER
toc/devices/9Bcabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaoffl | Soc/devices/98cabif1-0112-4e63- bas9-a505aeasebei_wdaccan_2/sys/bootstrap/down
Dump Messages [LTEW Ursubscribe ] Qo5 0
Topics Collector (0) Scan o
$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef zhuxiaocan_2/sys/bootstrap/down
1
28-02-2020 15:07:01.5442132¢9 Qo5 0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[REERE
ZEIlt, BES TIRBABIRIE. BEEMEMRITEEINZE [ ENIOTDAFRE
PWEER ] FAEZI T 10TDALAIH,
WA BRICYIEX ML S HIE SR KINEE, EAE T FE BT oTDARY GRS
{E:
. B IS EEHRNRSEEAMLL;
2. EgEDisconnect, WiFFSIREAMAVER;

3. ¥55|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker Address¥IBroker Port, F:75iSEFIENIERS;

4. THSREBRANNLREESFWSERE.
EASEIES: IREEN I0TDA> FHkIERI> IREMIF &> EAMQTT DemofZ\> f#
AMQTT.HEAAY [ LHREEE | 70 [EHRvAR ] 885 .
MARL
BHTIRELMIOMENRE, ESEI0TDAIESITIEY, ELBHRTRILE.
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BEEAN
ESEINE

4 IgE RN

4.4.4 MQTT A= X.509 iFFINIEEEERIEE RIS &Gl

.\.IJ.I-l-l—

IR

IREVIR A INEE

XS | X

#&ixT = (Endpoint )

w0

1714

#db-4t= | cn-
g north-4

iot-bs.cn-
north-4.myhuaweicloud.com

8883

MQTTS

BAKRIZ

AR

IEREERS BBRIRCAIES

elliz gy

BURIREER
BEE

TEARSIES

RERNELH

IR EERRSCUER CAES

REIEREERSIES

FECA @

FEBEEES

CAZE (CN) £

fRCA

1. BERIRCAES

2.1 QBT

2.2 QURREIERR, Xk LIRRIRCAIES

2.3 THISEIEH

2.4 EFREID. IEBRAAR

—HEIISIRI007CA, SEEILIAEE0NCA,

31RE L, REEEEN

3.2 1TSS Stopic

3.3 RTIERSISHE

4355 SCHhE S

4.1 TCEDIE5RER

4.2 REERRBIIRE RS

6. SIRERANLPIHITIEZE

R v || s
#IIEE (0U) ERCAZH R SRR s
shenzhen - 2020/07/04 23:38:46 GMT+08:00  2021/07/04 23:39:46 GMT+08:00 SaE

7B, ERIEBEERSEHSEIEIRCAIES.
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IREIEN
PRI

4 IREERIINI]

A IMEBRES

A / olCA

FESEEES

Prn— . [1 }==SE] @minme [OF

| saca oy

wEES .
* cazm © Roa sIECA, RFETHHCAD M.
O WECA SRWECA, BFERBHCAD STHENHRIDA.

*EEEE | rsnz0ss -]
« ZEREEE | snazss -
g [

iFBME—RRE# (DN)

v | & smenm: 20210717 1510:48 GMT+0800

* CARHR (CN) [test | * ERME [~
* 8/ [morem | s [morsm
* 2R ©) [Eoramen © | *WIEE OU) | EEARIEE OU)
EBEHRE
ossER @ © BERAE TSRS AESA0BSHE.
[ mRcRLES
OBSH# rth: [¥]
* CRUESEH EEAT~ 30 kS

(=] =

rreTy

REBEAEBNERNRE, ZMRBEF5IS, L IEBRIE” A, & k&

BRI UM “EARIER” FHEBRER,

BEEA eERmEEE O
Hati ] L seowin
= v EEVEE
= ~ =1
8 —
e
_— |_=n ||
EBER ECli ) RIBEE
E) -
e — -
e
—— . — p—
e - -
10TDAS! o v -
amamER o -
AR —— -
T
e - — -
=
- — -
o semw < 1@
EEMERS
o BrEE
R
AP 4
P @

SRS 1.34
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IREEAN

ESEINI)

4 IRBRIINI]

BEiRE

mREAIESR S, EMMQITIRE, HEPL SRz UEEX S09AIEE, IEHEE

R, EERFIEBER, FMX509NEEE

BEEA RifiaE ©
P e
LN
MEET BIEDR =hERE v c
s nEss  BEGEE a0 im ] ESEE  HEEE FEE, A B
= 5 devcen..  qaUnOVoMKN smoTamabce... QT B procuctiame.. S2=-1 Detautipe_CONN_lo

= SE673m0ce.. MTT FEEE
w3 S@673mnce . MATT ] E=== Defautapp_CONN_lo.
= eesece fabdsctabe. . MQTT srms 1abd5ctateb.
% HSGZD ta6dsclateb..  MTT BrEs 1a505c1ateD
£ testoms. fabsctabeb . MQTT wrmE 1asosctase
B B7Z0003  JWMA003 SE6TIbce...  MTT B Defautapp_CONN_lo.
B CHFEOD: 0z 5@67am0ce. MATT wrEE DefautApp_CONN_to.
o stapenk SE673Mbce...  MTT B product: Defautapp_CONN_lo.
- £ testpar 7m@5508a2c9c.. MQTT ] 7185508a2¢9 LS

ik

om 0@
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IREEAN

BRIENT 4 BEETN]
E&EHEE
HEER
I FRER FRID 6399
EEEE B U MQTT

* HETRRE test1234567

test1234567
* EEER
SEENE, SEEREATENSEREYy— SIRES. tholfESTEETEREN
# 128D 53991 __test1234567
el Tl =
=gE =HER X 509
Pt it EHEIES v
SDVH -
IEBEFR ) _ a
EHA4ONEIEE? SaiatlEEh=itH
EEIEBETR(CN)
EHEF) 5 A
el ERER -
e EEE
0/65,535

RIS
BEEMAINE, SEREHNSEEERE, £ TR RETHRRESES, 7
BRRENRE.
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IREEAN

BB BEEBA
BRIRAI] 4 BB

aEEA 28I | test1234567

-

EEER test1234567 2 test1234567
—— == 53008 9_test1234567 luct
A
MaTT R

EEREEN

SDV!

SEEBSIRC 1est1234567 75

eERmES
v FRER
I
B=E REGCT
- S £ BREE

MQTT.fx EEBIERHIMQTTEEE iR, ©3iF Windows, Mac, Linux, BJLAHIE
KIFRETUSIRBAMIRSHTEEHAHIITRER .

AXEBNE MQTTHX IMTSENRBLNZE, HPIRERMIRSMQTTAYRE[@E
AHHESE RN EIR TR

1.

2.

3.

TE MQTT.fx ( BOARGAHRIER G, WMRI32MIRERS, BPHULAETE
MQTTfx ) , &EMQTT.XTH,

FIH MQTTfx EFiRtER, 8&E “RE™ .

@ MQTT# - 1.7.0

== ==
E Extras Help
i local mosquitto d @M Disconnect .

UGS Subscribe  Scripts  Broker Status  Log

Switg

Switq

15 Connection Profile 18X(SE%0 General (8., HFGeneral (SETJLABT
BEOARISHEE.

SASRRAS 1.34
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IREIEN
BRIENI]

4 BB RN

Profile Mame | local mosquitto

Profile Type  MQTT Broker -

MQTT Broker Profile Settings

Broker Address [ jot-bs.cn-north-4 myhuaweicloud.com

st oo

Cient D | el D0 | cenerste
User Credentials SSL/TLS Proxy LWT
Comection Timeout [ 30|
Keep AliveInterval
Clean Session v/
Auto Reconnect
Macintient [ 10 |
MQTT Version v/ Use Default
311 -
4. 1BEE User Credentials 8.,

Profile Name | lacal mosquitto

Profile Type  MOQTT Broker -

MQTT Broker Profile Settings

\
MQT T

Broker Address { iot-bs.cn-north-4. myhuaweicloud.com

S -

cieml:u[

l Generate

General UserCredentials Proxy LWT

rne SEER |

Password | |

(MERT Y

HrhUsername £ZMQTT CONNECTIEIEENSEHAR ( TEESPassword )
5. EIRFFE SSL/TLS, 4ikSelf signed certificates, BLBEEFIEBHS.
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IREEAN
ESEINI) 4 IRBRIINI]

34=5]

B Edit Connection Profiles

M2M Eclipse
local mosquitto Profile Name | local mosquitto

—
Profile Type  MQTT Broker - .\\

MOQTT Broker Profile Settings

Broker Address | 127.0.0.1

g

Broker Port | 1885

ClientID | MQTT_FX_Client Generate

General  User Credentials | BEEIEAFES |Proxy  LWT

Enable SSL/TLS Protocol  TLSv1.2 hd

CA signed server certificate
CA certificate file
CA certificate keystore

® Seif signed certificates

CAFile | C:\Users\_ $\Desktop'plt_gw_ca.crt
Client Certificate File | C:\Users'; MDesktop'plt_gw.crt
Client Key File | C\Users'; “Desktop'plt_gw.crt

Client Key Password

PEM Formatted

(11 588

o CA File9ig B A BIITRIAICAIES
e Client Certificate File I8 &R FIFH .,
o Client Key FileJi8ZHIFAE .

6. FTRHIULERRE, $BE “Apply” 1 “OK” TR E, HEAE XHEFIEENI
FEIEIXHR, B “Connect” , A LARFENRAFRER, REERRESE
KRR AN, vl TiTiE (Subscribe ) FIiEEH#E%E ( Publish ) 124E,

@ MQTT - 170 [E=1 N £X3
E Extras  Help

‘ : Disconnect @
J1]E S Subscribe  Scripts  Broker Status  Log

Switch Fountain OM home/ garden/ fountain - - @y o Q. Reta. G

Switch Fountain OFF

5| SHEITH

RIRIgFIFEWE | SERtopidES X M AYtopic, B “Subscribe” #HiTITIR . 1TRALIN
WNTRFR:

publish ([[ETSIed Scripts  Broker Status  Log

Soc/devices/98cabff1-0112-4e63-ba39-a503aeadehef zhi ~

$oc/devices/98cabtfl-0112-4263-bas9-a505aeasebef_zhuxiaoffl) | $oc/devices/93cabff1-0112-4e63-ba59-a505aea5ebef_uniaocan_2/sys/bootstrap/down

1
Dump Messages Mute ‘-ﬁi a QS0

STSRA 1.34 IR © R ERABIRAT 72
(2022-08-30)



BEEAN
ES:INE 4 REERIINI]

5|1SBEKREH
IRERIGRIERS | SHERtopidES XM AJtopic, Br “Publish” #{TEEMHEIX,

m Subscribe  Scripts  Broker Status  Log

$oc/devices/?8cabff1-0112-4e63-ba3?-a305aeadebef_zht | ~ H

BEKRISISHER

Iijgt SIEXR DA R, 7ESubscribefJtopic FRIREIXIAIIZFANZFIZNIRSHIHE

Publish Scripts  Broker Status  Log

$oc/devices/98cabff1-0112-4e63-ba59-a505aeaJebef_zht  ~ o
4oc/devices/9Bcabff1-0112-4e63-ba59-a505aeaSebef_zhuxiaolfl | Soc/devices/98cabif1-0112-4e63- bas9-a505aea5ebei_zhwdaccan_2/sys/bootstrap/down

Dump Messages | Mute | QEEZolly

Topics Collector (0) Scan o

$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef zhuxiaocan_2/sys/bootstrap/down

28-02-2020 15:07:01.54421329 Qo5 0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[REER(E

E|lt, BETH TIRBABIVRIE. REBAHEMRIEENNZE [ ENIOTDAFTE
WESE ] FiEZ) T IoTDASLHIH,

?’E,@ﬁ? BRGNS ESEATIEE, EaBIT NERTXT I0TDARI LR
. B IS EEHRNRSEEAMLL;
2. EEDisconnect, BiFFSIREAMANEE;

3. ¥55|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker Address%[]Broker Port, BN SIRBIENAIEE;

4. STERSIREEANLREESWSERE

IFAISEIES: IRZIEN I0TDA> FRISE> 8% {1J9:F7i> {FEFAMQTT DemoiEN> {&F
FEMQTT.iiENaY [ EIRESE | 70 [ HEMARE | 28
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4.4.5 MQTT AR FME LA
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Xig=FR Lipe (
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w0

1714

#db-4t= | en-
/q
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north-4.myhuaweicloud.com

8883

MQTTS

BAKRIE

LR

41185 b, BREREN

4.2 TS| SiEBtopic

4.3 REBERSISHR

5.4 RERREBALHREMIBIE

5.1 IR TE b
R, WER

EARH

6. SiEERALO#FIEZE

1. BIEIRCAIEH
® |
EHEERS BUERIRCAIEH 3.1 SR EE YRR
I 3.2 BEEEMA, KB LIRIRCATES
RIS EUTFR
PEEL s s
3.4 BRREID (ERBFEEM )
e
BB |
SRR
BERIR
THEHES
sisiam

IR EIERS BER CA IR

RERIEPEERSIESIHE, ERIEBEERSEHGEIZIRCAIES,

FIEHEERS

FECA @

—HALISEI001NCA, EATLILZBONCA,

CAZEER (CN) E=) #IIEE (0U)

RCA shenzhen
FIEHEERS

P . [1 =3 @ minEe [OF 1
| simca

WEES

RSA2048

SHA256

ERCAZH

R

FREER FRERE

SRR wE

2020/07/04 23:38:46 GMT+08:00  2021/07/04 23:39:46 GMT+08:00

] 1 v =

EBME—RRET (DN)

=

CAERR (ON test

oN

GEBBHEE
oesER @ EERAE R EERS HIASH0BSHE,

ERRLERS

o8BSt

© SIEHIOBSH

CRUEHES =
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1

SHOANES | 2R
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E
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E
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< | HEEME

* EAHERR test
* IR R
* WEBETR SDVCloudCert_02

BHAMEER? HatlEEh=Es

v | C HEEENEE

* HEEER EEM R
i consoleFunction
TreEEEE

BIEH TR SIS
BRI
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MQTT.fx EEmIERIMIMQTITEEEFix, ©x4F Windows, Mac, Linux, BJLARE

IER AU SIREAMIRSHITEEH ARSI IRER

AXEENE MQTT.IX WI5ELMEEANXE, HFIREAMIRSZMQTTHIRME

AHEHHESE IR IR T = o

1. T MQTT.fx ( BMARAMURIER S, WMRE32[HRMERS, BEHEIMATE
MQTT.fx ) , EMQTT.XTH, .

2. FIFF MQTT.fx EFinteRF, BF 887 .
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@ MQTTf - 1.7.0 fele=

ZIGH Extras Help
i local mosquitto '@ Disconnect .

(Y subscribe  Scripts  Broker Status  Log

Retained

3. 1ATE Connection Profile 1BX{ZE70 General (8. HEfGeneral (SE0JLART
BEOARISHEE,

| Edit Connection Profiles =

M2M Eclipse
local mosquitto Profile Name | local mosquitto

ProfileType  MQTT Broker - » MOTE
MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4.myhusweicloud.com
Broker Port | 3833

ciient 10 | SR 00 Generate

User Credentials  SSL/TLS Proxy LWT

Cennection Timeout | 30

Keep Alive Interval | 60

Clean Session v/
Auto Reconnect

Max Inflight | 10

MQTT Version v Use Default

4. 1EE User Credentials (8.,
| 7 | Edit Connection Profiles ’E‘

M2M Eclipse
local mosquitto Profile Mame | local mosquitto

PofleType MQTTEoker SMOTE
MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4.myhuaweicloud.com

Broker Port | 3333

Client 1D am

[eTE1M | User Credentials | SSL/TLS  Proxy LWT

User Name m

Password

Generate

(1 %8B
HrhUsername 2&MQTT CONNECTEEENSHIRIE ( TEESPassword )
5. JERFFE SSL/TLS, ai%Self signed certificates, BLEEFIEPHS.
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B Edit Connection Profiles

M2M Eclipse
local mosquitto Profile Name | local mosquitto

—
Profile Type  MQTT Broker - .\\

MOQTT Broker Profile Settings

Broker Address | 127.0.0.1

g

Broker Port | 1885

ClientID | MQTT_FX_Client Generate

General  User Credentials | BEEIEAFES |Proxy  LWT

Enable SSL/TLS Protocol  TLSv1.2 hd

CA signed server certificate
CA certificate file
CA certificate keystore

® Seif signed certificates

CAFile | C:\Users\_ $\Desktop'plt_gw_ca.crt
Client Certificate File | C:\Users'; MDesktop'plt_gw.crt
Client Key File | C\Users'; “Desktop'plt_gw.crt

Client Key Password

PEM Formatted

(11 588

o CA File9ig B A BIITRIAICAIES
e Client Certificate File I8 &R FIFH .,
o Client Key FileJi8ZHIFAE .

6. FTRHIULERRE, $BE “Apply” 1 “OK” TR E, HEAE XHEFIEENI
FEIEIXHR, B “Connect” , A LARFENRAFRER, REERRESE
KRR AN, vl TiTiE (Subscribe ) FIiEEH#E%E ( Publish ) 124E,

@ MQTT - 170 [E=1 N £X3
E Extras  Help

‘ : Disconnect @
J1]E S Subscribe  Scripts  Broker Status  Log

Switch Fountain OM home/ garden/ fountain - - @y o Q. Reta. G

Switch Fountain OFF

5| SHEITH

RIRIgFIFEWE | SERtopidES X M AYtopic, B “Subscribe” #HiTITIR . 1TRALIN
WNTRFR:

publish ([[ETSIed Scripts  Broker Status  Log

Soc/devices/98cabff1-0112-4e63-ba39-a503aeadehef zhi ~

$oc/devices/98cabtfl-0112-4263-bas9-a505aeasebef_zhuxiaoffl) | $oc/devices/93cabff1-0112-4e63-ba59-a505aea5ebef_uniaocan_2/sys/bootstrap/down

1
Dump Messages Mute ‘-ﬁi a QS0
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5|1SBEKREH
IRERIGRIERS | SHERtopidES XM AJtopic, Br “Publish” #{TEEMHEIX,

m Subscribe  Scripts  Broker Status  Log

$oc/devices/?8cabff1-0112-4e63-ba3?-a305aeadebef_zht | ~ H

BEKRISISHER

Iijgt SIEXR DA R, 7ESubscribefJtopic FRIREIXIAIIZFANZFIZNIRSHIHE

Publish Scripts  Broker Status  Log

$oc/devices/98cabff1-0112-4e63-ba59-a505aeaJebef_zht  ~ o
4oc/devices/9Bcabff1-0112-4e63-ba59-a505aeaSebef_zhuxiaolfl | Soc/devices/98cabif1-0112-4e63- bas9-a505aea5ebei_zhwdaccan_2/sys/bootstrap/down

Dump Messages | Mute | QEEZolly

Topics Collector (0) Scan o

$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef zhuxiaocan_2/sys/bootstrap/down

28-02-2020 15:07:01.54421329 Qo5 0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[REER(E

E|lt, BETH TIRBABIVRIE. REBAHEMRIEENNZE [ ENIOTDAFTE
WESE ] FiEZ) T IoTDASLHIH,

?’E,@ﬁ? BRGNS ESEATIEE, EaBIT NERTXT I0TDARI LR
. B IS EEHRNRSEEAMLL;
2. EEDisconnect, BiFFSIREAMANEE;

3. ¥55|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker Address%[]Broker Port, BN SIRBIENAIEE;

4. STERSIREEANLREESWSERE

IFAISEIES: IRZIEN I0TDA> FRISE> 8% {1J9:F7i> {FEFAMQTT DemoiEN> {&F
FEMQTT.iiENaY [ EIRESE | 70 [ HEMARE | 28
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4.4.6 MQTT ;FMEEESRER ARG
D iR =i e R w )=

RIFEHR | Xig #£inT5 = ( Endpoint) w0 1Y
#4b-4b= | en- iot-bs.cn- 8883 MQTTS
g north-4 north-4.myhuaweicloud.com

3 S
=32

BUECATES

2.1 EfECAIEH

2.2 SFEGEPEIED

HHFCAIES
| Jo.3 sIfFssibEs

2.4 HERBEE, RifRRIE

EECAEH

BAFCAIEH 3.1 BIEEEASHEER

3.2 BERISEEM, KB DASKIEMCALES

| 3 buitmamiEs

3.4 BREHID (EREFAEHR)
ReilF 5 R RAER

BERI

el ]

BRI 41385 L, REEREN

4.2 \TAENGISE S opic

4.3 BAERSISERE

| Jp1 momebsassmes

RN L)

5.2 HIREERBEINSERALH

5.3 RESEEAEAIR SNt

6. SRERALAHTISERE

FIE CAES
£ ENRRPINEAXE, THFHHTLIEOpenSSLTRE, ZETHEEEREEE.
B2 7E Di\certificates XL, LUEEBRSHIETcmdamS1TE.
I3 EEAXT (rootCAkey) :
(1 #%88

Ry “BIAXS” RMARBBEER IEPEZERIE . CAIEE” , “BIBER” LUK
“REIER” HEERR, BEERT.

openssl genrsa -des3 -out rootCA.key 2048
HIRA (FAEBBYEMIEBEZBRI:
AR

ERIEBEZIERGRT, ERBESIFPE—HRREZR ( Distinguished Name, DN ) 58, £
HIHEAAI TR Ao
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BRIRAI] 4 BB RBANI]
=47
R SHEWR E{EF65I
Country Name (2 letter E=xR/HX CN
code) []:
State or Province Name | &/ GuangDong
(full name) []:
Locality Name (eg, city) | ShenZhen
[1:
Organization Name (eg, | BN (KA TR ) Huawei Technologies Co.,
company) [I: Ltd.
Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:
Email Address []: HRFEBLE /
A challenge password []: | IEBZRS, MERFRKER |/
5, ILIEEREE
An optional company AERNBERIR, WERrg |/
name []: &, ALEEEE
openssl req -new -key rootCA.key -out rootCA.csr
U5 LRECAIED (rootCA.crt) :
openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt
(MAgITY:
“-days” ERISHBEISE TIZEPBIERRE, LR EI50000K, EaIiRIELIRSHS
EBHITEAZE,
S
HEFIEIUE CAUEP
TE1 BReFRMEZHE, #A “IEP” RE, PHEALEA “ HECAIER , HE IS
B HEELR “GHECAIER” SBEEMAY “ CAIEE (rootCA.crt3ft) 7 , B
E “Emzn—E » o
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e EBIE © (=
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£ WIEEE P EENCAIES, RERNKEIEEBEIZIERSE{ER.
1. AEIEIEBE AR
openssl genrsa -out verificationCert.key 2048
2. ZRENBEANIGIUERS .
. EHAE ©
o — o " - " -
A EBFIR @
€ o R -
3. FIRLLISIFRBERIEREZIERIIECSR,
openssl req -new -key verificationCert.key -out verificationCert.csr
(11 588
CSR3Z{4H9Common Name (e.g. server FQDN or YOUR name) EEESH—IZi2H5kE
EIRIRENLIGIERD
4. (ERCAIER. CAIEBFATEFICSRIZABIFRIGIRIES (verificationCert.crt ) .
openssl x509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 500 -sha256
AR
ERIRIBEBAZEIRY “rootCA.crt” 1 “rootCAkey” IXEANIIE, 79 “HWECAIER”
FreE RIS
“-days” ERISHIEIETE TIZIEBIERRE, HAREIFIS00K, ESRIRIELIRSE
SMFEHTEE.
5. _EHESGIBIER#HTRE.
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LRI EIED
S ERHOpensSLT B ST BERMEART (REFA ) :

openssl genrsa -out deviceCert.key 2048

$IR2 (ERAIREERN, ERIERERBERH:

openssl req -new -key deviceCert.key -out deviceCert.csr

(1 588
ERERERIERIGRT, EXRIESIFPHE—REEFR ( Distinguished Name, DN) 58, &
BN T ER2F o

% 4-8

AN SHEM VB

Country Name (2 letter | EZ/itEX CN

code) [I:

State or Province Name | &/ GuangDong

(full name) []:

Locality Name (eg, city) | ShenZhen

(I:

Organization Name (eg,
company) [1:

HANIY (HATE )

Huawei Technologies Co.,
Ltd.

name []:

&, JLIE#EEE

Organizational Unit HAERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:
Email Address []: HRFEBLE /
A challenge password []: | IEBZRS, WMNERFRKER |/
3, AILAEEEE
An optional company AEXNEER, WERR |/

$I®3 (FERHCAIFH. CAIFBFABFICSRIGEIZEIZFIEP ( deviceCert.crt) o

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -

days 36500 -sha256

SASRRAS 1.34
(2022-08-30)

WRIERE © LEARITERARERAF

83



IREEAN

ESEINI) 4 IRBRIINI]

(AR
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N, BEETA “ EEHRIECAER”

“-days” ERISHIEEE TZEBRIERRE, WREI7936500K, ERITRIESEIRLSIHR
MBEHRTIRAE

R
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< FEEMaE
w AR SRR test
& ISR pnsz -
= ILHERR test -
e TREEE Bate -
EEERE

{
"desired™"2"

EEREESIN
MQTT.fx EBERIERIIMQTITEEEFin, ©x3F Windows, Mac, Linux, BJLARE
KIER AU SIREEMIRSHITEEH AT IRER
ANEFENEA MQTT.IX NI SEMEEANKE, HEHRREAMIRSMQTTHIRE @
ANHHHE S E RN RIR T = o

1. T# MQTT.fx ( BMARAMURIER S, WNRE32[HRMERS%, BEIATE
MQTTfx ) , EEMQTT.HXITH,

2. #IFF MQTT.ix ZEFintER, BE “IRE™ .
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@ MQTTH - 1L.7.0
ZIGM Extras Help

.
. local mosquitto

D subscribe  Scripts  Broker Status

Log

==

3. 1ATE Connection Profile 1BX{ZE70 General (8. HEfGeneral (SE0JLART

BEUARSHERE

5| Edit Connection Profles
EM Eclipee

el AOAGUETHD

Profile Mame | docal maosguitta

Prodle Type  PMACTT Broker

MOTT Broker Profile Settings

4. 1EE User Credentials (8.,

i Edit Connection Profiles
M2M Eclipse
local mosquitto

MARTY::

HErhUsername £EMQTT CONNECTERELIN S H5A8 (

Broker Addrets | iot-bes creroathed mivhiasacioud com

Brokoer Port | 8583

ot 10 M

l.lsertredenlials SSL/TLS  Proxy  LWT

Corraction Timeout | 30
KeepAlk atanval | &0
CeanSetom
it Reconned
Mz Infight | 20

MOTT Vearsion + Use Default

Profile Name | local mosquitto

Profile Type = MOTT Broker -

MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4. myhusweicloud.com

Broker Port | 3833

Client 1D | 228

(e Ie 'l User Credentials | SSL/TLS  Proxy LWT

User Name m

Password

Generate
= [eEs)
a 3
Generate

F{HEPassword )

5. BB SSL/TLS, 4)ikSelf signed certificates, BLEHEXIEBRA.
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® ' Edit Connection Profiles
M2M Eclipse
local mosquitto Profile Name | local mosquitto

Profile Type  MQTT Broker

MQTT Broker Profile Settings

Broker Address = 127.0.0.1
Broker Port | 1883

client 1D | MQTT_FX_Client

General User Credentials | BEEINRIES [Proxy  LWT

Enable SSL/TLS +/ Protocol  TLSv1.2

CA signed server certificate
CA certificate file

CA certificate keystore
® Self signed certificates

Generate

CAFile | C:\Users\_ s\Desktop'plt_gw_ca.crt
Client Cestificate File | C:\Users\, A\Desktop'plt_gw.crt
Client Key File | C:\Users\ \Desktop'plt_gw.crt

Client Key Password

PEM Formatted

(1] %88
o CA File g B A BRI RAICAIES
o Client Certificate File iZZANEFIFH .,
e Client Key FileJi2ZHIFAE -

6. SEAlEXRE, B “Apply” 1 “OK” (&7, HAERESHAERIEENIZ LY
ERHE, B “Connect” , SALAREFENRNEER, RIBIERRERN

ARSS AT, BIEHTITIR (Subscrlbe)ﬂl HEHEX (Publish ) #{E,

@ MQTT.h - 1.7.0

Extras  Help

‘ : Disconnect
m Subscribe  Scripts  Broker Status  Log

Switch Fountain ON home/ garden/fountain - @@ o o

Switch Fountain OFF

ED L.

==

RIS EIEKE | S(EBtopidESXIMAYtopic, B “Subscribe” #171Ti5 . 1TiRALID

LIRS

publish [Tl Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba59-a505aea5ebef_zht  ~

$oc/devices/9Bcabffl-0112-4263-ba59-a505aea5ebef_zhuxiaof)

Dump Messages  Mute | (QENEEED

$oc/devices/98cabff1-0112-4e63- bas?-a505aea5ebef_zhudaoccan_2/sys/bootstrap/down
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5|1SBEKREH
AR RIS RS | SERtopidES X M AJtopic, B “Publish” H{TEEHEX,

m Subscribe  Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba5?-3305aeaSebef_zht

EWEISISER
SEEHEBRININFATR, 7ESubscribefitopic FRIREIXIRASERIIRERNIRS M

tE,
Publish Scripts  Broker Status  Log
$oc/devices/98cabffl-0112-4e63-ba59-a305aea5ebef_zht  ~ [ Autoscoll - REEER
toc/devices/9Bcabff1-0112-4e63-ba59-a505aea5ebef_zhuxiaoffl | Soc/devices/98cabif1-0112-4e63- bas9-a505aeasebei_wdaccan_2/sys/bootstrap/down
Dump Messages [LTEW Ursubscribe ] Qo5 0
Topics Collector (0) Scan o
$oc/devices/98cabff1-0112-4e63-ba59-a505aea5ebef zhuxiaocan_2/sys/bootstrap/down
1
28-02-2020 15:07:01.5442132¢9 Qo5 0
{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883", "dnsFlag":0}

[REERE
ZEIlt, BES TIRBABIRIE. BEEMEMRITEEINZE [ ENIOTDAFRE
PWEER ] FAEZI T 10TDALAIH,
WA BRICYIEX ML S HIE SR KINEE, EAE T FE BT oTDARY GRS
{E:
. B IS EEHRNRSEEAMLL;
2. EgEDisconnect, WiFFSIREAMAVER;

3. ¥55|SEEPHNESIEANBEAMQTT.AXAIMQTT Broker Profile SettingsHAY
Broker Address¥IBroker Port, F:75iSEFIENIERS;

4. THSREBRANNLREESFWSERE.
EASEIES: IREEN I0TDA> FHkIERI> IREMIF &> EAMQTT DemofZ\> f#
AMQTT.HEAAY [ LHREEE | 70 [EHRvAR ] 885 .
MARL
BHTIRELMIOMENRE, ESEI0TDAIESITIEY, ELBHRTRILE.

STSRA 1.34 IR © R ERABRAT 88
(2022-08-30)



IREEEN
ESEINE

4 IRERIINI]

4.4.7 MQTT ZHigRIBEWS{HE SR ZHaA!
REUR /AR R

&R | Xi A58 ( Endpoint ) B0

1714

#4b-1b= | en- iot-bs.cn- 8883
g north-4 north-4.myhuaweicloud.com

MQTTS

BE RERI

1. BIERRR

2.1 QAR ERES

feavi; S

2.2 BIERREEIER, IMEAEEIERSAL .
HABAPES; RESHTEEM., QERIEE

BURESRN
3. ERIEEIDRMA
RERIN
BRI 4.1ig& B, BEEEER
4.2 iTREKGISHStopic
5|SiRE 4.3 ZWEREISHE
AL

5.1 PUABERASHRRS, IREN
i)

IBEENZLH

I

5.3 IREIREEALEIEEMEH

6. SIEEEALGIHTWERE

B RERUER
HNBINKRRE, RREER.

EEEA 02
=" BEDEO  EUEO
SN
=i
W bl R EE
= B=A wst

L

= B

woou

= B

. f o
IEEREENEKREXER, BE “AE” .
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A LAERIEINSIRERRINRIGE AR SHRRKSER .

s IERARAR
RIIRHASERRS, IRIBX BT RIEISEMNIOTDA,
—=] S
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M BfFER — I
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Echo.. EchoTest.  EchoTest_ maTT Bt EchoTest DPS_ . L4 EchoTest DPS_.. 3|20 I
2020.. 2020116  SeGeadbeb..  MQTT Bamm testo103 -]
a0 -
coap.. coapVerf.. SeGealbcb..  MQTT BawE test103 2]
o [ Im2mie. Lwhazi s e =4 DefaultApp_hwst s
® shihu..  zhihuijing LM e s EE Defautpp_fist [ =3
1231 1231232 ©OISIT..  MQTT BawE GD_LED Defauttapp_hwst...  E3ISRE | BE

w0 o-| sEEoe 1]

=t
S
@
®
E
= ¢ @
@

testProduct EETR
- FEER testProduct =EID 61dbe62eded933029he 15861
-1}
FEEE deviceModel HRNZER MQTT

* REFRES addTest_device001

addTest_deviced01
* BEERR

T, EESRIEREEN

* BEID 61dbe62ede9933025be18861_addTest_device001

BREiEERE

At
b

BESE
* FRAEESE ] -
"desired"-"2"
TIRIEERS

21/85,535
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(AR
gﬁ&iﬁiﬂﬂ&%ﬂﬂiﬁ%&W?ﬁ—,'—ﬁiﬁﬁﬂﬂﬁﬁﬁﬁﬂﬁiﬁﬂﬁ%H’E‘é‘@ﬁﬂ?&%@%‘"—’fﬁIEEE, TS REAR A LA SR

EEREEEIN
MQTT.fx EERIERPIMQTITEEZ ik, ©X31F Windows, Mac, Linux, BJLAHRIE
KRB U SIREAMIRSHITEEH AT IRER
AXEENE MQTT.IX WA 5LMEEANRE, HFIREAMIRZMQTTHIREE
AHEHHESE IR IR T A o

1. T MQTT.fx ( BHAR6MIRIER S, MNREIIRERS, BHMATE
MQTT.fx ) , ZEMQTT.IiXTH,

2. 17 MQTTix ZFimiER, $& “RE” .

® QT 170 el
E Extras  Help
i local mosquitto - @M C .

WS Subscribe  Scripts  Broker Status  Log

Swite

Switg

3. 1EE Connection Profile 8%{SE%0 General (82, EfGeneral EETLIHETL
BEOARISHECE,
] 7 | Edit Connection Profiles [— @ ]

M2M Eclipse
local mosquitto Profile Name | local mosquitto

Profile Type  MOQTT Broker v “\\ m
MQTT Broker Profile Settings

Broker Address | jot-bs.cn-north-4. myhuaweicloud.com
Broker Port | 5883

Client 1D W{w Generate

(e LEIM| User Credentials  SSL/TLS  Proxy LWT

Connection Timeout | 30

Keep Alive Interval | 60
Clean Session v/

Auto Reconnect
Max Inflight | 10

MQTT Version v Use Default

4. 1EE User Credentials (8.,
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| Edit Connection Profiles
M2M Eclipse

local mosquitto

(11 588

[= (o))

Profile Name | local mosquitto

Profile Type  MQTT Broker - i\\\m
MQTT Broker Profile Settings

Broker Address | iot-bs.cn-north-4. myhuaweicloud.com
Broker Port | 3333

Client ID

Generate

General [EECRAEGENEER] SSL/TLS  Proxy LWT

User Mame m

Password

HrhUsername FPassword £#&EMQTT CONNECTERZESINS KR,

5. EEFFE SSL/TLS, Ai%kCA certificate file, CA Certificate File¥§E HYIEAMIE
BRIEP (BETEMBMFESIRIER, BER, EFEHEYcjavaBRTPEM

[EERAYSIME ) BIZSIHER

7 Edit Connection Profiles
M2M Eclipse

local mosquitto

/=4
A1T o

=)

Profile Name | local mosquitto

ProfleType MQTT Broker - ﬁ\\m
MQTT Broker Profile Settings

Broker Address | iot-bs cn-north-4 myhusweicloud com
Broker Port | 8383

Client ID g, Generate

General User Credentials Proxy LWT

Enable SSL/TLS v/ Protocol  TLSv12

Ca signed server certificate
® CA certificate file

CA Certificate File W_ca pem

CA certificate keystore

Self signed certificates

Self signed certificates in keystores

6. SEAAEXRE, B “Apply” 1 “OK” (R7F, HAERESHAERIEENIZ L]
ZRHE, B “Connect” , SALAEFENRNEERN, RIBIERRERN

ARSSATN, HJidt

% ( Subscribe ) FOiEEHEX ( Publish ) $#24F,
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@ MQTT.f - 1.7.0 = =
E Extras Help

.
- : piseennect E

W0 Subscribe  Scripts  Broker Status  Log

Switch Fountain OM % home/garden/fountain - H @y o o Reta. oG

Switch Fountain OFF

g I'VJ' %:w'l«Tlﬂ

ARG IS | SE BtopidEE X M ATtopic, B “Subscribe” #1771, 1TEIRLIN
IIDTﬁET-

pubiisn [Eaed) Scripts  Broker Status  Log

$oc/ devices/98cabff1-0112-4e63-ba39-a505aeadebef_zht | ~ ' ) i

doc/devices/9Bcabff1-0112-4e63-bas9-as05aeasebef_zhuxiaoffll) | $oc/devices/98cabff1-0112-4e63-bas9-asD5aeasebef_shuxiaocan_2/sys/bootstrap/down Gl

Dump Messages  Mute

5|SiEK AT
BB RIERE | S(E B topidES I Adtopic, B “Publish” HITEHEHEX,

S0 Subscribe  Scripts  Broker Status  Log

Foc/ devices/98cabff1-0112-4e63-ba39-2505aea5ebef_zht - Publis|

BEKRISISER

Iij?: SHEERINAN RN, fESubscribefYtopic FRIREINI AR FHNR FIENIRSAVHE
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Publish Scripts  Broker Status  Log

‘$oc/devices/?8cabff1-0112-4e63-ba59-aj05acadehef_zht - [ ) <

$oc/devices/9Bcabtf1-0112-4e63-ba59-a505aea5ebef_shuxiaoffl) | $oc/devices/9 Babff1-0112-4e63-ba59-a505aea5ebef_tudaocan_2/sys/bootstrap/down

Dump Messages Mute

Topics Collector (0) Scan

$oc/devices/ 98cabff1-0112-4e63-ba59-a505aeabebef_zhuxiaocan_2/sys/bootstrap/down

26-02-2020 15:07:01.54421329 QoS0

{"address":"iot-acc.cn-north-5.myhuaweicloud.com:8883","dnsFlag":0}

[EEHR(F

Elt, BETHTIRBABIIRIE. REBEMEMRITEEINZE [ ENIOTDAFRER
PBEE ,%! ] FREZI T IoTDASLEI,

%Z/'DE@*E'%W%‘%H%Hqz“ﬁ’]%%?ﬁjclbﬁb, GBI NIRRT loTDARY L1

1. HFES|SEEFRNZEEAMLL;
Bk Disconnect, iS58 &AMENER;

155 | SIS EPHNSFIEANHE AMQTT.fXAIMQTT Broker Profile Settings/AY
Broker AddresskIBroker Port, 2375188 \HERS;

4 ERSESEANLRSESLSRE

EA2EIES: IREIEN 10TDA> FAISRE> REBMFFA> FERAMQTT Demolz N> {F
EMQTT.fIENFRY [ EREWE ] 70 [ HFAE ] 365

(AR
SEFIRELKMAINERE, ESEI0TDAIESIIEY, BEFBEEmIliRE.

4.5 MQTT 17=--EHR%N SDK ENIRE AITH!

4.5.1 MQTT ZHig B ERAFSRIR AN
AR AR TS =

iR | X ZKinT = (Endpoint) [ 714
#4b-1b%= | en- iot-bs.cn- 8883 MQTTS
’ north-4 north-4.myhuaweicloud.com
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tesiProduct
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* ZEID 61dbet2er

BERIEERE
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TR REDR
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EchoTest..  EchoTest_ MatT
20201118...  Sefeatbeb..  MQTT
coaplerif..  Se0eadbeb..  MQTT
[ LWM2M
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testProduct FEID

test el
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s testo103
e test0103
s E=HE
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sz
n
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MQTT

0/65,535

FREEBEE
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EchoTest_DPS_

Defaultépp_hvist

Defaultapp_hvst
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(AR
LA ERMIR RN E BT SRIFFHSRIE S RAIRIE LR FEICE, HRERAIZERSR

Ao

RES|IS
THIHENLEASDKRFIRIEEHITIRES S (XELjava sdkXiBAREI) -
() %88
FIDEA/Eclipse3TFFSDKXFITHZ, 18X DEMORfIBootstrapSampleFRI£%, ErhdeviceldFl
secretF i B3R AR SIDFIZSEENT], bootstrapUriIdkEG S R LR IR T X T R AYLR

U RE

package com.huaweicloud.sdk.iot.device.demo;

import com.huaweicloud.sdk.iot.device.bootstrap.BootstrapClient;

public class BootstrapSample {

public static void main(String[] args) {

String deviceld = "60136b0682401c03e@blccf5_aaa_device2";
String secret = "73ce5656f5d4a9919532";
String bootstrapUri = "ss1://100.95.158.64:8883";

BootstrapClient bootstrapClient = new BootstrapClient(bootstrapUri, deviceld, secret);

DefaultBootstrapActionListener defaultBootstrapActionListener = new DefaultBootstrapActionListener(deviceld,
secret, bootstrapClient);

bootstrapClient.bootstrap(defaultBootstrapActionListener);

Z{TDEMORERF, BN TAE, ARREFLMAY, HEEBEKEIREAM AL
jz_%};z)\ﬂﬂijt MREFEITEERE, ENNARERATFARLERIRSE, HEXR
i o

2021-61-29 14:46:47 INFO Bootstrap(lient:50 - create BootstrapClient: 60136b0682401ce3edblccfs_aaa_devicel
2021-01-29 18:46:48 INFO Mqttonnection:167 - try to connect to ss1://109.95.158.64:8883

2021-01-29 14:46:48 INFO Mqttonnection:200 - c: s ss1://100.95
2021-01-29 18146148 INFO MQEtC foni1es - b
2021-61-29 14:46:48 INFO MgttConnection:240 - pul
2021-61-29 14:46:48 INFO Def apActionli

64:8883
51://100.95.158.64:8883

_deviced/sys/bootstrap/up, msg =
5_aaa_device2/sys/bootstrap/down

2021-€1-29 14:46:49 INFO DefaultBootstr List 11
2021-61-29 18:46:49 INFO MqttConnection:8S| - messagedrr Soc/devices/601 S_aaa_ y /down, msg = {"address”:"100.95.174.182:1883", "initConfig":null}
2021-61-29 14:46:49 INFO BootstrapClient:1p2 - bootstrap ok address:100.95.174.182:1883

2021-01-29 14:46:49 INFO DefaultBootstrapActionListener:30 - bootstrap success:100.95.174,162:1883

4.5.2 MQTT B ESREE R HRA

FIE CAES
W1 ERERPINITXE, THHHRITEEOpenSSLT R, RExTHERENEEE,
FIR2 £ D:\certificates KT, UEEBRBMIiziTcamdis<SiTEL,
I3 EREAXT (rootCAkey) :

STSRA 1.34 IR © R ERABIRAT 59
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(AR

&Ry “BIAXS” RRARBBEER IEBERBERMG . ‘CAIER” , “BIBEB” UK
“REIER” HEERR, BZERT.

openssl genrsa -des3 -out rootCA.key 2048
TR [FRZEEXNEMIERSZIERIUS:
AR

ERERERIERIGRT, EXKIESIFPHE—FREEFR ( Distinguished Name, DN) 88, &
BB TE o

% 4-9
N SHBWR EVE#6I
Country Name (2 letter | ElzR/ibX CN
code) [1:
State or Province Name | &/ GuangDong
(full name) []:
Locality Name (eg, city) | {5 ShenZhen
[1:
Organization Name (eg, | BN (A TR ) Huawei Technologies Co.,
company) []: Ltd.
Organizational Unit HADERI] Cloud Dept.
Name (eg, section) []:
Common Name (eg, fully | CAZFR (CN) Huawei IoTDP CA
qualified host name) []:
Email Address [1: mRFELtE /

A challenge password [1: | IERZRS, WMERFRER |/
5, AIAEEDE

An optional company AEATEMR, WENg |/
name []: B, I EELE

openssl req -new -key rootCA.key -out rootCA.csr

S5 R CAIEF (rootCA.crt) :
openssl x509 -req -days 50000 -in rootCA.csr -signkey rootCA.key -out rootCA.crt

(10 5288
“-days” [ERISHUEIERE TIZIEBHERE, HEREI/950000K, ErTRIESLFRSiAs
MFEEHITEE,
-
MAGhRAS 1.34 RIS © SARITTERABIRAT 100
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%ﬁm& I\\\
Xig&fR | Xidk £ix5 = (Endpoint ) i 1718
#4b-4t= | cn- iot-bs.cn- 8883 MQTTS
g north-4 north-4.myhuaweicloud.com

F&FHISIE CAER

B BRREFRMEHEG, #A IR’ RE, BFE4 LA  LECAER” , HE IEPR
B FEE LR “SWECAIER” LREEMY “CAIER (rootCAcrtXff) 7 , B8

ﬁ “ E [l
E o
A
N alc
- i EEE
IoToA
o R

$I2 WIEPER1F EENCAILES, RERINIEERRIZIEBSEER.
1. AEIEIEBERERXT

openssl genrsa -out verificationCert.key 2048

2. SRENBEHLISIERS .

o EE ©
E

EBEE SRR SRS P

seEe

SR ERFE @
. (53] allc
A x
Wi EBEE HERIEER SR £ 3
B2 vooFEE cetificat |:| 2022/04/ 56 GMT+08:00 L 2.3
b ] o 22/ 06 GMT+08:00 i'
s
- o
FFREE
smvEe 5]

B

3. FIFLCIIERSERGIE R ZIERIHCSR,

openssl req -new -key verificationCert.key -out verificationCert.csr

STSRA 1.34 IR © R ERARRAT 101
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IREEAN
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(MEEY::
CSRIZ{£AYCommon Name (e.g. server FQDN or YOUR name) EEIESgi—idf245xHY
FBIBENILIERS o

4. {FRHCAIEF. CAIEBFAHFICSRIGEIFRIEIEES ( verificationCert.crt ) o

openssl X509 -req -in verificationCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out
verificationCert.crt -days 500 -sha256

(AR
HERLIGIEIEBFZEIRY “rootCA.crt” F1 “rootCAkey” XN, A “HIECAIER” F
A RIS

“-days” ERISHIERETE TIZHIEBRIBRRE, LARAIA500K, EaRIESLIRILSS517
SMNFERTEE

5. HEWGIFIFRHITIOE .

N EEE ©
HRR () allec
ERIEES e
o v omE i mas0 .
_ o
& - 06 G080
one gE]
)
R

S RgEFIEP
£ {FF0penSSLTEZFIEBERZIAX (1RFFAE) ¢

openssl genrsa -out deviceCert.key 2048

$E2 (ERIRFEAN, ERIEPERBERG:

openssl req -new -key deviceCert.key -out deviceCert.csr

(D) ie
£ RIEPERZIBRIERT, BEXRIESIEEHE—FRAZFR ( Distinguished Name, DN) (58, &
S BRI N ZR2F 7 o

% 4-10

R SYEM E{Er51

Country Name (2 letter | EZR/HX CN

code) []:

State or Province Name | &/ GuangDong

(full name) [1:

Locality Name (eg, city) | ik ShenZhen

[1:

Organization Name (eg, | AR (A ATR ) Huawei Technologies Co.,

company) []: Ltd.

Organizational Unit MAEERI] Cloud Dept.

Name (eg, section) []:
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4 BB RBNI]
B SHBM EV{EHGI
Common Name (eg, fully | CAZFR (CN) Huawei loTDP CA
qualified host name) []:
Email Address []: ]y s ehil /

IEPERE, NERRER |/
15, ALIEEEZE

AIEAEER, WERR |/
&, TLEERE

A challenge password []:

An optional company
name []:

$IE3 (FERHCAIEH. CAIFBFABFICSRIZGEIZEIZFIEPE ( deviceCert.crt)

openssl x509 -req -in deviceCert.csr -CA rootCA.crt -CAkey rootCA.key -CAcreateserial -out deviceCert.crt -
days 36500 -sha256

AR

SRR FIEPREZEIRY “rootCA.crt” F1 “rootCA.key” XA, J9 “HIWECAIER” FFr&ERL
NFNE, BEESR “ EEHRIECAER”

“-days” ERISHIEEE TZEBRIERRE, WREI7936500K, ERITRIESEIRLSIHR
MTBEHRTEE

.

AN INAHES RIS

“XEFT JEMARMRPIXRET . REANET, EMA FRIREANIRERIR
CEMEZIRHREFID” , MREBESREIXEF, WAHRZEGIHITR.

EEEN RERIER ©

R (] (5 B

- v EE L

= v ER .

o= .

s

- e & 5 = s O @

_ ey — o) HHE

eeeeeeeeee ) — DefaultApp_hwstaff_100464480 B3
itz
=g . =
Ea -
=
e

= B
R @
P &
BRI &

weiERE &
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IR&E5S

TE1 THIHMERERSDKRBIRBHTIRES S (1XELLjava sdk{{iEATRM ) .
(MARY:
FBIDEA/Eclipse¥ THFSDKILIBTHE, €M DEMOR{FIBootsrapSelfRegSampledAyS#] .

Hrbdeviceld LIB RS, A— 1M E—RRIRESHRIID, baRRSIEBHNE—INRS
17, REFIEBERENCN, (EAEMANZEAFEEE~mALGEEFE LR RGBT
fFEE 7, ARSI NIREENBEFENmID, MRFEHE “7 , BATLU
MEEAEE)

public class BootsrapSelfRegSample {
private static final Logger Log = LogManager.getlogger(BootsrapSelfRegSample.class);

public static void main(String[] args) throws Exception {

String deviceld = “"iodpsDemo”;

String scopeld = “9b7906a5190a"; CEEE AT
String bootstrapUri = “ssl://100.95.158.64:8883";

KeyStore keyStore = X5@9CertificateDeviceSample.getKeyStore( certificatefile: "D:\\cert\\deviceCert.pen",
priva ile: "D:\\cert\\deviceCert.key", keyPassword: "");

BootstrapClient bootstrapClient = new BootstrapClient(bootstrapUri, deviceld, keyStore
bootstrapClient.bootstrap(new ActionListener() {

ScopeldAJLATEIR & AR E ST RE->EMAETIZE &Eifl.

BEEA EREE @

HEE
£
Q c

= B AR BE
= k= ] L]
= = g =
. k= EER L]
EB SEVERE s
k= b L2
k= b L2
EB R s
k= b L2

[SNNCN )

(AR

bootstrapUria3RENIR & AR 15 RAT R ATERIR T M= o

keyStoref IS E NI RLFAHERICAIE B ELINREZIES, FAEXEITRAARIBE R, WNRFAH
RNZ, IBAFFEEIESkKkeyPassword, XFRzbootstrapClient = new
BootstrapClient(bootstrapUri, deviceld, keyStore, “” , scopeld),
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Z{TDEMORER, BEIUTHTE, ARKEFRMAL, AFEELKEIRELRN AL
IREEANMUE, MNRIEFIEITIRIRE, EXNAREEANTARLERIRE, HEXE

%

2021-01-29
2021-01-29
2021-01-29
2021-01-29
2021-01-29 14:46:43
2021-01-29 14:46:43
2021-01-29 14:46:49
2021-01-29 14:46:49
2021-01-29 14:46:49
2021-01-29 14:46:49

-

INFO BootstrapClient:Se - create BootstrapClient: 60136b0662401co3e@blects aoa_device2
INFO MqttConnection:167 - try to conmect to ss1://100.95.158.64:8883
INFO MqttConnection:20@ - connect success ss1://100.95.158.6 883

IHEO HgEtC fon:105 - Mgtt client d. address :ss1://100.95.158.64:8883
INFO MqttConnection:24@ - publish message topic = Soc/devices/60136b8682401c03e0blccfS_saa_device2/sys/bootstrap/up, msg =

IHFO Def aphctionListener:38 - bootstrap ices/s61 5_aaa_devi /bootstrap/down

INFO DefaultBootstraphctionListener:38 - bootstrap 1

THFO HqttC i - geArrived topic = Soc/devi 1 S_aas_ y [down, wsg = {“address”:"100.95.174.182:1883", "initConfig™:null}

INFO DefaultBootstrapActionListener:30 - bootstrap success:109.95.174.182:1683
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