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IREBIHITFHAGHERG . LAIEERIT A, REBENREESEE LIREIOTES, N
RS R BIBWMN XA S IR,
BUiRSRE
o TBIRFFAIEIDK 1.8 A ERRA
o BZ#EIntell) IDEAFATER ., thxZ&Eizihidintell) IDEAEM T EFHZ%E,
&P GiEEY
BRI 2 SRR F RN, BITISONFIRRKEN TIRENEAREME. LR
HIBII T ABSHGEERN . EXFTRIER, EIEYENFEEEE—FUREAIMRIE
B, [FEEEFIZIOREIIThEE
BESE:
1 IHEZREBEANRS, B ‘BHE” EANRBEANERS,
IR ERAMSHIER “F=&7 , BHRAN “eIE~R7 .
1-34 F=m@-tIE =M
<
‘ e °
T3 EEENEOS, RIELREREENIES,
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1-35 BUEEF~=&m-MQTT

ElE

* FiEEE=E (@

'E“
A

EHEFEESE, STaESaiTEeE
* FRER
LR 3 MaTT -
* fEtET (3 JSON -
SEEEEE o =il BENER
*2EEE (O
=HREE ~ E&|ProductiD | ZEEE
| FmiD @
PR
0128 =
(m )

SR THERYH, ZERENHETAE ( BFRTRIEEA AT miERS
) . FAARIRIESESERATARTmEE,

SIS ClEpIE, RENICEAY R, ARRE LERENMY (TFRE, FEEESR
BMATBERIES ) , LERITHAMREH
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1-36 L& @RIREL-MQTT

ERAES BEEERES

XE

REKEIRRE ki@ AKE BE  HReE @

AN PTER
HATHH) GRS H)

R
EFEea=
S RREEARSENSHED 88 > FERE" , B “SIHeE” .

1-37 FrBEIRE-EHRE

I © ) v 0 iEfF® @ zm & == e

HERE O

SH2 FRENEOS, ALUSEETNIARES (B mbRitE LIRS ReE
m, BIATNES, WBFEBmMER, XERRFEEBNER ) ARRE “HBE” -
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1-38 ;F g EE-test123

BigEiEm :

* FiEEE=E @

* FiEran

MOTTEHEEFREEESITIRF SRSt opic, EEEiTRtopic

&y
i

==

#2EmEE (3 test123

(_
()
p

B#ED @
BEER
BEER

012,048 #

BEAEER X S0GER

=H

wAES

$I|3 RBCENINE, FERFRSIDNER (FELREEEINMERERT ) .
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1-39 IREF-ENEFRLIN

© a&EtlER
EGETHEN RS,

AFirEs, ERTEEFERAAAN, lEsEH, BTt - E55H

EIEETEE.
=D
ZEEH ]
E =, ZoLliESoT Device SDKIEIZEENETFS

EESDKERER &

G

et

SNBHEA
ST THIAVAEESG,
T2 ITHIDEAFAETE, BFE “ Import Project” .

Welcome to Intelli) IDEA

IntelliJ IDEA

1]

Create Mew Project

‘ ¥ Import Project ‘

Open

¥ Check out fram Version Contral -

# Configure ~ Get Help ~
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L3 EERLRIPTHAES], ARRIERERR, 23E “next”
Import Praject b
() Create praject from existing sources

© Import project from external model

-
= Eclipse
& Gradle

Maven

WM|C&ncell| Help‘

$]4A STRAEBSN.
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Rt LR

quickStartlava ' src ' main = java ' com  demo MgttDemo

Startlava [mqttdemo]

main
java
com.demo
MgttDemo
? = resources

test

I mgttdemao.iml

et

REMRE RN F AN EEFENFaRIEE, Mﬁ'ﬁJ—:uEEISZH% 5¥a
HITXRER. FFREBIENRERER, BREMXERINIEAMFS

1. EEINEEZEH, SESLUTSEH:
//1oTEES mqttsfiEttztit
static String serverlp = "iot-mqtts.cn-north-4.myhuaweicloud.com";
[FERMREATIRSM deviceld Z5H ( EEHABSIHMINEEIDEZIA )
static String deviceld = "yourDevicelD"; //device_id, TECIFRIZZATIRE
static String secret = "yourSecret";  //secret, FEQIZEIBZATIRGE

- serverlpAYIEXMFERIREBEAMQT TN, FAKRENSXIESERIR
SREY

- device_id#secret5ig&FIDANEIH, ERINEIEIRESIRE
2. mELEAMEEEHE, B1TEFR, ERXELERIREERELZK.

1-40 R EIIRREEL
<0 v 0 &R @ & =m e

0 @RS @ blEm

B EiREEREESETFE ERECHEN (1ZRETEELBNER LR
B8, ISE T HtEAEERE LIRINBERS ) .

/| EiRjson¥UE, i¥EserviceldB S5 RiERIRRIE YT
String jsonMsg = "{\"services\":[{\"service_id\":\"BasicData\",\"properties\":{\"luminance\":32},\"eventTime
\null}};

SASRRAS 1.34
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o HRMKjsonMsgREAEIISON, Hepservice idESMmiRBHPHIE XTI,
properties 2R FHIEM ;

o luminanceXRBIT=E;
e event_timeARIEIN, JREREFIRUTCHE, FESKIMEBRRSZATE .,

IRBETM KA INEERPEXNF SRS, BInliERMgttAsyncClientfdpublish(String
topic, MgttMessage message) 5 E HRISFEME.

BE HREUE

&iTmainfsizmIEsE, BIAEREFFREEE LRIREREEEE. FEE0
SRIESERERME LR

1-41 BE LIREWE-luminance

s

P

nnnnnnnnn

AR

IR “RBIFE RERBEN LIRMIE, BE RERPRSHEMENRS, BRREL
IRAGARSS /BRI MR B PRIBRSS /B It —3 (MIRF—, WHEEEHERENRE LIRATE
&), EEN Tm > BEXMERT NHE, MRRFRERS.

B AEHaFREREAMRSEEN “APRERFER .

1-42 Ef-API & REi

wEEH © BEEIB O 80 O PSR © FEFR © BRRE ©

S BEF REHLT —=, TRISHFSERRAS (REeERPRE—H) , &
fREE " REEIRTARIXGS .
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LN ©@&#*  CreateCommand OO kB URH  BMER X BEBE EBER BE5
FEHE Taip @ —

Q e o

O SHEORASRE-EHE, SEEaE

EEEK URL
ROE ~ m=wa

AT 150ms | #5200 RS POST | SOK EEERLER

https://iotda. cnnor th—4. o a
E AR
RIR
Headers L

X-Auth-Token @ = IERAKSKATE

T Instance-ld @

[a)

e service_idERARSZID, fa0: BasicData,
e command_nameFXRm<SEIR, Fla0: lightControl,
e parasE~ F&ESHEL, fAlan: {"switch™:"ON"},

REMTEEFEWEGHS (RAIRIEBESLIZKE < topichIiTH ) -

-

& =imiRENIR & HRAYEHE
AXLAAMQPAAY, FRENZE HIREI=IHIIEIE .
H$£E1 BEXEKREava AMQPIEARA .
T2 SREEITHE, E&F AN > HiEER” , CIBREIRE LN,
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1-43 FEE R -CIZ M

~~~~~~~

$I3 IRELREIE, BASH, QIEAN,

1-44 FiEeR -2 Rt EHRREE N

< | FEEBIEIEARINM

@ amssmE

EEEEEE

BHA SHu5AE

MW ZFR BIBRIMNZTR, ATEEN -

ST SHZANIASHEA .

HiERIR R gEET

R SEM REEE LR

BR=E TR A RIR=TE

LT RWEHRABIR (IR FERE ‘MERSENEIE” %, KEUTEMHE) -
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1-45 FELE A Bir-2E A E AMQP #EXHEBAT
=) €
257 S50
& BrR AMOQPH#EXBERTY
BENEILE BFE ‘MBRSEBEARILE , RFFEHOXE (88
access_key#[access_code
EERAT DefaultQueue
SIS BEBmhEN.
1-46 FaIFN-F A ZE AMQP
=
6 (BHEZEB1IAEIAMQPIBHEAGIHAISE,
32
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queuelame )

e yourAccessKey: EZFETIHENGEE, SELBKEL,
e yourAccessCode: IEZREIHENID, SELBAREL

e yourAMQPUrl: amqgplZifZ, BEIEHEHS- SR RE-FEEARLIIEREL, T
=] :

1-47 IENSE-AMQP Mt

[INC X
STEASS, EEUMNEIETENS ST NEEEE) | SEREEA
@ =T=2%E, CoAPICOAPS BIEAIBEHSSPING
EARE BAMY (20S) EAlh EEREEZ @ R
HTTFS (443) yhuaweicloud.com
HEEA MOTTS (3883 yhuaweicloud.com
AMQPUH
AMQPS (5671) yhuaweicloud.com FEEAEE O
(5683) | COAPS (5684) myhuaweicioud
EEEN (1383) | MQTTS (8883) | MQ.. myhuaweicloud. e
HTTPS (443) myhuaweicloud

e yourQueue: PAFIZE, {FAELIABATIDefaultQueue,

IR AMQPEIERLINIEIL -

SASRRAS 1.34
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___4x
=[

B
BT RIESES B RENSDKIEAES HIGEZAIdemoEN .

1.6 EEKITIRE SDK SEHEE (C)

iR
AN EFETCRBETREBEMQITS/ MQITHIEENEAZYHNFES, BT
AEOSMEN ‘YRR . “®OTR” WINEE, BINAMERARIBEIIE
EARSS iHITIAR ERG . LIS, RESHBRESER HREIOTES,
NI FBARSS SR MR\ P S HEX SRR BB IR .

NS e

LinuxiBER %, BEZREiFgce (BN48RLAEIRE )

HEr-miEs
PR B2 FREIRISE AR, BISISONRISNEX TIRENEREM. iR
R T RpRNERER . EXFmiEE, EITEMENTEEME—IREIMRIE
B, EFEERZILERITIRE

B PARFENRS, BE ‘EEEHE EANRSENESE . SBEENX, 85
SEBIRRFEN o

SE2 EFAMNSHERN ‘w7, BEEN “elEFm” .
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1-48 @3-l 5

< v 0 B R s & =8 oo
‘ ] @M [ ZEER © REEWH & cuas
$|3 FRENEAF, IBRELFEREEMESES,
1-49 BIE~m-MQTT
- >
elE™~m
* FAEEE=E (@ v

WEHEFNEETE, Sra S iTEaE

* PSR
MUER (3D MQTT W
* fEE (8 JSON v
REHEREE =i BEw R
*BE#E 3
=REE ~ E&|ProductiD | ZEEE
| =RID (@
| iR
0128 ~
|
BliE
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LA THEEXMH, ZRENHEFETE (AR RIERA LT miEES

g

iR E

%5

£E1

) . FAFAIEIESESERAT A mIRE,
BIEERINE, PERIEIRA M, AERE EERENG (EFHRE, FEEREEN
BIRTREEIES ) , LERITHAMRESE

1-50 E1EF~@IREL-MQTT

L e

WeFE  mEEEE TopcER
]

PTER

R

EFRREFENRSEMSHER “ERE” , BF “EMRE” &l
1-51 FRBEIRE-EHHRE

Fiias sseseno @ mses 0| @ meas0

\

BmEEEHIR

ERENEOF, JUSFEDPHIRABTES (FaEEEaENNIeEN~m, BRR
HE, WRFEBEmEN, XERBATFERER ) AREE “HE” &l

SAGhRAS 1.34
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1-52 Big&iEA-test
b4
BigEEM
* FEFE=E (3 A
* FifEFam Gateway ™
MOTTEERREEERATAFETSopic, EFTiTRopic? I C
* BEEAR @ test123
D (@
FEER
iR

EFEAEER (3 X 509IEH
s

WBAER

&

TE3 RBERING, BEREFREBIDINEN (GERBFEERNMMZEZERT) .
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1-53 1REF-ENEFRLIN

4
© a&EtlER
EGETHEN RS,

AFirEs, ERTEEFERAAAN, lEsEH, BTt - E55H
iR TES.

G

-

=YNwitt =2t
S| TFHEiquickStart(C)#l,
S SIS inuiE TIRET . KBS HERIITE.

v =% mqgtt_c_demo
it Includes
v 2 src
w = util
[£] string_util.c
[£] mgtt_c demo.c
v = conf
[j rootcert.pem
v = include

[,__5.._|1;|| ................
= lib
Makefile

RBERER:
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e

src: RBER
mqtt_c_demo: demotZ/(MEI;
util/string_util.c: TE&EIEN4;
conf: IFPEZR

r;otcert.pem IREBERFEEBHHINER, AT ESMENDBENESEREN
{EF;

include: SL3FEF

baseHF: FHUKHiAIpahosLI {4
openssIHR: FHUKEAJopenssISLIZ{4
utilBR: FRIKRI TRERIEL S
lib: (KRS
libcrypto.so*/libssl.so*: opensslZE3 {4
libpaho-mqtt3as.so*: pahoZE3 {4
Makefile: Makefile3Z{4

.

“miFopensslZE
a. T#openssl, EEFlinudmFUEEBERT, FHERUNTHSHEE:

tar -zxvf openssl-1.1.1d.tar.gz

b. BeELEREmakefile3Z{4,
WITLA TS NopenssURBE R

cd openssl-1.1.1d

tliopenssigmiFEHIE S ( RXLA/home/test/afl )

mkdir /home/test

tliZopensslyRiZEHIE SR

mkdir /home/test/openssl

BIEERENHBR:

mkdir /home/test/openssl/ssl

BT T EESS:
./config shared --prefix=/home/test/openssl --openssldir=/home/test/openssl/ssl

Hrp “prefix” @%%EEZ, “openssldir” 2EEEXHBEZR, “shared” {E
BRAERhSpEERE (BlsofE ) .

MRmEFGIEA, BEEdrSIN_Lno-asm (RRAERICHAS)

.Jconfig no-asm shared --prefix=/home/test/openssl --openssldir=/home/
test/openssl/ssl

C. Jﬁ‘“'mq:H:'F"
fropenssiEFEBERT, =ZfTmake dependisS .
make depend

BizfTmakeas SHITIRIFE
make
Z&openssl,

make install

SASRRAS 1.34
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fEBcERJopenssiZ i B3R FThome/test/opensslikZibER, BEMIIEX

14
“libcrypto.so.1.1” . “libssl.so.1.1” F0%kpEsE “libcryptoso” .
“libssl.so” , BEXLEHEFHIZIquickStart(C)AIlbIAHET ( ERTHE/

home/test/openssl/include/openssIEBHIR A E #HIZIquickStart(C)Adinclude/

opensslF ) o

/home test/openssl fiib
E¥ R ' N
i | 1569672248319596.png

engines-1.1

pkgconfig

liberypto.a 5,461 KiB
@  libcrypto.so 16 B
| liberypto.so.1.1 3,276 KiB

libssl.a 996 KiB
@ |libsslso 13 B

libssl.so.L.1 » 4669 KiB

it BRmETRE32UAY, NREAUMlinuxtles LER, XRER
MakefileFRRI-m64&TIIER, B THmIFEIA .

fmiEpahoFE 34

a.
b.
C.

T&ipaho.mqtt.ciEf3,
fRER EEFlinuxgmiFEl o
{&Zmakefile
i BT aRSHITREMakefile
vim Makefile
ii. EBRITH
;set nu

ii. 129172 ERINTERAT ( BENXBJopenssBISLSUEFNESLE )
CFLAGS += -I/home/test/openssl/include
LDFLAGS += -L/home/test/openssl/lib -lrt

81

2(
2(
2(
2(
2(
2(

2(

2

iv. 819577, 19747, 19917. 2011T&EBI AT M ATLbE

SAShRA 1.34
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d.
make clean
i RITRIEDS
make
e. UmiE5RE, ATLATEbuild/outputB R FERRIFMINAE .
home ftesffpaho.matt.cbuidjoutput ||
2 IR : b BEE
Bl 2019/10/23 15:34:01
samples 2019/10/23 15:34:14
test 2019/10/23 15:34:16
@ | libpaho-mqtt3a.so 19 B 2019/10/23 15:34:10
i | libpaho-mgtt3a.so.1 21 B 2019/10/23 15:34:10
libpaho-mqtt3a.s0.1.0 477 KiB  2019/10/23 15:34:10
iz | libpaho-mgtt3as.so 20B 2019/10/23 15:34:13
@ |libpaho-mgtt3as.so.1 22 B 2019/10/23 15:34:13
| |libpaho-mqtt3as.so.1.0 529 KiB 2019/10/23 15:34:13
& | libpaho-mqtt3c.so 198 2019/10/23 15:34:03
@ | libpaho-mgtt3c.so.1 21 B 2019/10/23 15:34:03
| |libpaho-mqtt3c.s0.1.0 446 KiB  2019/10/23 15:34:03
i@ | libpaho-mqtt3cs.so 20 B 2019/10/23 15:34:07
@ | libpaho-maqtt3cs.so.1 22 B 2019/10/23 15:34:07
| |libpaho-mqtt3cs.s0.1.0 498 KiB  2019/10/23 15:34:07
| paho_c_version 13,768 B 2019/10/23.15:34:14
f. SEilpahoEXft.
LFISDKIXFIZE T libpaho-mqtt3as, B “libpaho-mqtt3as.so” #l
“libpaho-mqtt3as.s0.1” S $IFIquickStart(C)BIlibX LT, ( ERTE]
ElpaholBLIBEERR, HAsrcBR, BMQTTAsync.h, MQTTClient.h.
MQTTClientPersistence.h. MQTTProperties.h. MQTTReasonCodes.h.
MQTTSubscribeOpts.hE#lIZquickStart(C)AJinclude/baseSFET ) o
FEAVALS

IREHMRERANEMN B AHTEMTFaEER, NMTREIMIXSFES
HITKEK, AREBIENREER, BREIMKIEEZMENTES .

RESH, RFEEKusernamefllpassword,

char *uri = "ssl://iot-mqtts.cn-north-4.myhuaweicloud.com:8883";

int port = 8883;

char *username = "yourDeviceld"; //iI&%&I|d, EF&FEHREZ/KINGEIRE]
char *password = "yourSecret"; //Z$8, EFSEMREMINERE

EE: MQTTS/98883imiEN, MRERAMQTTIMGEN, urlg: tep://iot-
mgqtts.cn-north-4.myhuaweicloud.com:1883, port51883,

SASRRAS 1.34
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$E &R,
1. HfTmakedHt{T4wi¥. WRE2MANRMERS, BEfEMakefileay"-m64",
2. #fTexport LD_LIBRARY_PATH=./lib/iN&kE 244,
3. jiz{7./MQTT_Demo.o,

FIE3 EEING, FTED “connect success” , EIRNTEEHIETERIRBEESLZ.

begin to connect the server.

connect success.

1-54 1REYIRREBEL

FifigE smamsn2 @ wxam 1| emsas

sesn 6 S © 0 6 A BRSO

R

R EiR

it HREEREEEFES HRBECHNEN (1ZRFLEELIEaNER RN
?E, ASE T —TEiotEFEER RS LIRNKIENS ) , ESERESERESREILL
%o

//publish data

char *payload = "{\"services\":[{\"service_id\":\"BasicData\",\"properties\":{\"luminance\":32}\"eventTime
\":NULL}}";

o HE{KpayloadfBEt&HISON, Hrservice idB 5= miREIAAIE X XIRT,
properties iR EZMEMH;

e luminanceEZRIT=E;
e event_timeARNIEIRN, AKFREHIFEUTCHE, NMESEIAMFERRSATE,

RELIREMURING, demotzFEHSFTED “publish success” F#f,
BEREREFEREEEE LIREE:
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1-55 BF LiREYE-luminance

10TOASS | BEETE | BERE
<

BEEE  mWESES TR cEmT  WERE  esnE

S
&I'>

B &
;;_TIFETnvaOPICF TLEEHATERSHS . HEESEMQTRERSHET

weTARRE, demohizElds

B ZimiRER S & L RAOEE
LHESIATANE, MARSEATUERAMQPRIBKIBENS . BHTSEBIR

IRIRENIR & _EHRAOEUE .
BE
BFEMARIESIESEIREMSDKIEARE S HESAIdemoEZA .
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IR RIBREN—HEIWR

2.1 A\ Jigs|

loTDARRSS STIFR ZFEAMQTTS/MQTTIMMIEANFEEHHITHEK R, AXHBILL
MQTT.fxflJava SDKAFINMBIEZEFMQTTS/MQTTIMUE T IE B A IR o
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BB 2 RBREEN—THEWR

BFERAE

2-1 BERZ

HE" : EHhaE

g el b 1ol EAMQTT. it TR R £ ASDKHTIHEW R

e iy

2.2 FHiEARSS

AETNEIMIE “Lib-1tm” KigFhE— MrERBELGIETT, L#ITIoTDA
FEPRENTRIAR .

SB1 IBARERNRSS, BE ‘EHET HAREEANEHS.
£ EAEMNSHE, i&E “loTDALA” , BF “FERERT” .
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2-2 SEfI-HrEhR-FHiE S 22 SE A5

A IREZIBA 10TDA

loTDASS! BESNFES (107D AEEEn, = P EEET RS

- E1) 0,
Zip0)
Bitigseh Bt E, 120ES1 RS o ik, IPVEAS)
s e
PRFEEAA2000 07T, BAITIOWISERA
(Cummm ) (Cummm )
N
B3 B TERZFEEEE, BHIXBAEAEERT],
=] =2 -
2-3 - ELHECE
| EBENBSIRER
EE Q4
HEES asas E=or
HEERE
BAR FEESS SRR SHESHER @ ETTHETPSEE O
® ===z 1000 10,000 10
s =) =

S|4 BE “UEICSE” , HAXLGITE, BIFTRE, FELARETER BT, BIE
FEFTHIRIOIE.

& 2-4 SCI-S22ESLRIBIR e R

REEBA O amesnasE) CTDATEARET . CSENSTARNERSREATRARNEN., FHENSS!
loTDASEfI
B O QEmEE 4w
=R i SHTRER, ROCRELRIRIEASE,

lmstanuamlnmnce 10 15 1000 Qs & =E -

R 5071 w8 LRAETPS sERemLR AEReEnLR e
wigAD

-

2.3 Fhe&

EERIOTDARITIAIHER], EFEREIEFRINRE

STSRA 1.34 IR © R ERABRAT 26
(2024-09-23)



IREEAN

ESEINI) 2 RERERN—THEWR

LB IPHRFEANRS, BE “EHET BEANRBENESG . BEEMNSAHIE “IoTDASE
B1” , BEREFEISEHRAEHENEM,

S22 lErR. PEAMNSHE ‘e’ , BEREANR ‘elEFmT o RIERERT
HESH, AERE “BE” , THFmAIEIE.

SHAEM [y=ghild

FEREWR EBA “MyProduct” .
Bl #E#E “JSON”
=t IBIRIESLIREIRES
IREER IBIRIESCIREIRES

2-5 B m-MQTT

SliErg ’
L FEEEEE O v
NSHEFHYEESE, STEASEREE
* ERER
R () MQTT M
* SRS (D JSON -
*iEEEE (9
SEEE ~ Z=2|ProductlD | 258
| =20 O
=mEt
0128
(= )
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S|3 ENRE . AESHERR © 8% > IARSE™ , BE IS , BRITE
WIRESSHE, B& “HAE’ , REIMANE, FZEFREFREIDNER, BT
IREENFEINIE,

SHEWR FoE&iAe

PhEr=m TR BB

IREIRIRES HSH “test001”

IREBEINR EHSH “test001” .

IRERINIEREY | %R ‘B8R .

4R REER, TAENX, NMESFaEsEmE/K.

2-6 ixE-iEEHIRE

=E=ID
012,048 4
BEESE (O X 500iF
| Eng )I
----4ER
A /—:\ 4
2.4 (£ MQTT.fx #H1TiE R A
iR
MQTT.fx@—fKETFEclipse Paho. {FAJavalESHREMNIMQTTEFinm. S2F
Windows. MacILinuxiE{ER%, sl BTFEIUKEEIMQTTS/MQTTHMWIEEEAN
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2 REREEN—THEWR

ZIoTDAF B Topick HmFNTHBEE . AXLAWindowsREZABI, N4BanaERE
MQTT.AIENER=IoTDAFHHITTHENR A

2-7 MQTT.fx 5 10TDA Bl E X EHE

wE = KA

1. BB 2. BEE
m 4. HEE 3. BEEE @

MQTT% i IoTDA Webiihl &

ECE MQTT.fx ##N IoTDA

1.

2.

TEHMQTT.fX (ZNARGAMIRER S, MMRENIRMERS, BHIETEH
MQTTfx ) , REMQTT.IXITH,

HAMQTT.IXE iR, EEIRERFREIZHERE “Extras > Edit Connection
Profiles” .

TE£Edit Connection ProfilesTAiEPECEIHX S5, AEETE “OK” .
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2-8 MQTT.fx EEZSHEE

Profile Name | MQTTTest

Profile Type  MQTT Broker v A 2
Broker Address stl.iotda-device.cn-north-4.myhuawe
Broker Port | 8883
Client ID _0_1_2024 Generate
General SSL/TLS Proxy LWT
User Name i
Password
(I
SHE | SHHA EVETBI
R
Profile | BcE3f4E | MQTT Test
Name | R,
Profile | EcERVERE | EIEIEE “MQTT Broker” , FRREREMQTTIRSS
Type it g5o
Broker | MQTTERSS | £eA=IoTDARIMQTTSHMMIZAMELL, BSE AL,
Address | BRI HNERILHI, KEX ‘2587 -> “BAERT >
tk, “MQTTS” HMXITRZAIIE AL
Broker | MQTTARSS | 8883
Port FENIR
Mo
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HRIENIT] 2 IRBRBBN—HEW R
S¥EZ | SEIRE W=l
*I’J-{
Client | IBBEANLE NREIEERE, ®E “MQTTEESE” , BF
ID Hz=I0TDA “BE” , FHEDEclientld. usernamefl
FETHIR | password,
User | &1NIA
Name | 3 AifFi®
BRI
rsswo | il
WNEsHIt+E
ERiEER
RERIEES
*yo
SSL/TLS
Enable | 2&ER =
SSL/TLS | SSLE&TLSHO
ZHMY o
Protoco | tIM¥hRA, | TLSv1.2
l
CA CAIEFIZ | MIEP R TESABNRT R X i CAIES .
certifica
te file
SHEERRG, Bl “Connect” HITERE, Eﬂ]*iﬂmﬁ_ FAMQTT.fxFNLE
bEIoTDAEEEI}JﬁEh:o AaMaI=sie, TREREK, STLi8Es “Log” BE
HE, REATEREXNEEHEH=NEE.
&l 2-9 MQTT.fx i&#=
@ MQTT.ix-171 = O e
[ D oo
BIORFBENES, B ‘687 #ARBBEANEFS . RS
“loTDASLf” EE‘”*EE’J;&W RAEHNLA, £ E{LJEEM" EFE gE>E
agE’ , EEW%HM, FRHRR SRS HEL -
2-10 IRBIIE-RBEL
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£ MQTT.fx KiXiER
1. EMQTT.AXEFigLFE8d “Publish” T,

2. 7£ “Publish” &M Topic X AIE A TopicBIRFR, ARBILL “/test/
deviceToCloud” 79, BEXAEFMABLIXIEEAS, Hla0: "hello”, B
HAMAY “Publish” &KIXER.

2-11 MQTT.fx KiXEE

@ MaTTfx - 1.7.1 o a X
i [

h Disconnect ] 0

/test/deviceToCloud v m [ Q=50 MU QoS 2 Retalned

3. HEIRBEANRS, BE “BHET HENEEEBEANEREHE . BERENSHE
“loTDASLH” , BEHEFERILHIEREFHNLA, EAMSREERE “R&>F
BEE” , #ANRBREERT “F1B° , mRFFENEERIENETUES
MQTT.fx&ZIXATEE

2-12 HERIR-BEEHRIRE

10TOAS | GEEE | EHE

4. MQTTHEBEERXFIERRE, JLUBIEERIRE LR, BMQTTX LIRASEEF
BREEEHEREE. FE. SRS eSS,

EF MQTT.fx ZWHER
1. EMQTT.iXERim EHFBEE “Subscribe” T,
2. f1ESubscribeT&EH, EAMITopic N AIEMATopiclIBIRE, BHENAIEAMAY

“Subscribe” , ZAREILL “/test/cloudToDevice” A4, iTEKINGE, &ZTopice
ERETESIERP,

2-13 MQTT.fx iJi& Topic
@ MQTTh - 1.7.1 = o X

B o Hen
[ Disconnect a®

/test/cloudToDevice - 0SLTO wr

fest/doudToDevice [0 ]
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3. MEREENRSS, BE ‘EHET #NREENZFIG . EERAEMNSHE
“loTDASLHI” , BBEEFERISLOIRAFENLE, EEAMSH=RT “2E >
PrERE” , AREIIFRF, REEFRREHATIREIFERE.

4. ‘TR FACHE TR IFER, BE “TAER™ , ERENEOPGRETE
TRIBRARERESH,

2-14 TRHER-HEX topic

FHES .
# TopicsER! & Topic BE % Topic
# Topic EEM v hesticloudToDevice

EEET @) WEERs EEES

basef44Ei2 OKS =
x EEnE json

hello
e
Z{bEE 1,440 Fayl
EsH O .

N
= =
(== )

5 EMQTT.XERFig LB BEE “Subscribe” TE, AL EBEIXIRMITFAYTopicEE
WERIEZREE .
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2-15 MQTT.fx & EE

@ MaTTx- 1.7.1 = m] X
BN s e
[ Disconnect a®
Publish Scripts  Broker Status Log
Itest/cloudToDevice [ Atoscrol ]
Jftest/cloudToDevice @D | test/cloudToDevice i
SRS Qo50
Dump Messa ees  Mute  (IEIEEES
Topics Collector (0) Sean
/test/cloudToDevice
1
21-08-2024 17:40:58.63658403 QoS0
hello
Payload decoded by Plain Text Decoder

S \ Y Amming 1 4
2.5 (FEAIRE SDK #HITHERA
A%
HHZI0TDARRSZ ZFHESSDK, EIiISDKIRFZ AT L HEEE L I =IoTDAFIRITHE
FTTEE, AXEFavarmfiBEmEEBIMQTTS/MQTTHMUEANE =
loTDARRSZ FH @IS Topic K AFITIAEE

2-16 SDK 5 10TDA RIS ERE

wE

= KA
1. RXIHE 2. BUHE
) 4, BUCHE ! 3. AEE
W&MSDK I0TDA [ Fm SDK
k&M SDK &RixiHR
1. BLEIRSBMSDKAIMavenikEf .
<dependency>
<groupld>com.huaweicloud</groupld>
<artifactld>iot-device-sdk-java</artifactld>
<version>[1.2.1,)</version>
</dependency>
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2. BEINRBRS5RA=IoTDARYER

a. SEHGINE, EEILEEZR, BRURFEESEHL.
/] &4 xxx.st1.iotda-device.cn-north-4.myhuaweicloud.com &0 E S HIEAMBIL .
[NEZIREG: BEREARIOTDAIEHEENSMEE ‘S RE, MEENIFIEREESR, B
& “BAER” . %EE ISR 8883k X RIATEEALBIL
loTDevice device = new loTDevice("ssl://xxx.st1.iotda-device.cn-
north-4.myhuaweicloud.com:8883", "your device id",

"your device secret", tmpCAFile);

device.getClient().setConnectListener(new MessageSample(device));

if (device.init() !=0) {

return;
}
b. REEATERE, SEUWTREBITREESTEIIBER.
@Override

public void connectComplete(boolean reconnect, String serverURI) {
[ ITETRTIHR
device.getClient().subscribeTopic("/test/cloudToDevice", new ActionListener() {
@Override
public void onSuccess(Object context) {
System.out.println("subscribeTopic success");
}

@Override

public void onFailure(Object context, Throwable var2) {
System.out.println("subscribeTopic failure");

}

}, rawMessage -> {
System.out.println(" on receive message topic : " + rawMessage.getTopic() + ",
payload : " + new String(
rawMessage.getPayload(), StandardCharsets.UTF_8));
L
}

¢ STRELRMERENSE, ETEF, EFEULUEIIREETRESL,

2-17 1®RBIRIRBELX

<0 0 i @ =E

s #5 6 waEn ¢ e ¢ w0 © R © HEFE © B ¢ s

° . s wt ws

3. HRIREHR, SEFOIRE, B NEERE, BETopic HIRIER..
device.getClient().publishRawMessage (new RawMessage("/test/deviceToCloud", "hello", 1), new
ActionListener() {

@Override

public void onSuccess(Object context) {
System.out.println("reportDeviceMessage success: ");

}

@Override

public void onFailure(Object context, Throwable var2) {
System.out.println("reportDeviceMessage fail: " + var2);

}

b

4. PIAREEANRS, BE “EHIET BARSENEHG . BEENSHEE
“loTDASESI” , BHREFEMIEAIRAHNELS, AEMNSHII=EE “RE>FT
ﬁ%g” , B “HFIET , AREFBINERREREUIUEEFEERENEINT
\—‘L; S Ne)
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B 2-18 HERIF-EE B RIRIR

1OTOAT | BEEE | EHE

(| 2m0e%a " b ALTwe St ® 0 ===

usm 6 s 0 s © R € e 1

P SDK IEUEEE

IREEISDKEGERAREEIFEEE, AILREMIEEABRE LRIVEEERRES
\EM;@#&Z f RS . A ava SDKIENTRAIERIE S IR
1F3/& EEO

RPN SDK FA&EE
FeEN FBMISDK T AEE..

1. BcEMaven(kift, AREUFREIFAIFEIIDK 1.8 LA EMRA ., SDKICHEIREN:

SDKF&k .

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-core</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-iotda</artifactld>
<version>[3.0.40-rc, 3.2.0)</version>

</dependency>

2. NANREERE FRBESEGT:
public class MessageDistributionSolution {
// REGION_ID: 3182 bif—, {B5ES " "n-east-3"; MRZ2ILHM, BES"cn-north-4" MR B4R
M, BES"cn-south-4"
private static final String REGION_ID = "<YOUR REGION ID>";
// ENDPOINT: iS7EIEHIAR" S " RER " FERA U hEF “NAM” AhttpsEEALbE,
private static final String ENDPOINT = "<YOUR ENDPOINT>";
/] ifEhR/BAVhR: FEETTRIERegion TR
public static final Region REGION_CN_NORTH_4 = new Region(REGION_ID, ENDPOINT);
public static void main(String[] args) {
String ak = "<YOUR AK>";
String sk = "<YOUR SK>";
String projectld = "<YOUR PROJECTID>";
// BUEBIAIE
ICredential auth = new
BasicCredentials().withDerivedPredicate (AbstractCredentials. DEFAULT_DERIVED_PREDICATE)
withAk(ak)
withSk(sk)
.withProjectld(projectld);
// €& 10TDAClientSEFIFHADIRL
loTDAClient client = |oTDAClient.newBuilder().withCredential(auth)
// EhthR: 1515%EIoTDARegionAIRegionITHR
//. W|thReg|on(IoTDAReg|on CN_NORTH_4)
/] ARERR/ AR : FEE1TEIEERegionXIR
.withRegion(REGION_CN_NORTH_4).build();
/] EHNLIERIISR
CreateMessageRequest request = new CreateMessageRequest();
request.withDeviceld("<YOUR DEVICE_ID>");
DeviceMessageRequest body = new DeviceMessageRequest();
body.withPayloadFormat("raw");
body.withTopicFullName("/test/cloudToDevice");
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body.withMessage("hello");
request.withBody(body);
try {

CreateMessageResponse response = client.createMessage(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

3. BEERSWAT, ALEIINASIRE NAIERIT:

on receive message topic : /test/cloudToDevice , payload : hello
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3 Rz FRERERA

NTREMBNAIFLEE . IBAMAMNFEARE, MBNESENBUFRTEE
RUAPI, ZSZHELATEZAIE ( BDAPI Explorer ) FNASttifEix ( Postman ) 5, AR
FABRSS2ELAHTTPSHIMY A BIENIIEA S -

EEE (%)

API ExplorerfRHEZAPHG R ZONEH, ERILAERELEIH RIERENDEAR
B fEFAPI ExplorerA] LIRS REAAEL, FHESERELER.

A

o API ExplorerfEifl SZFEAIR . FRAERMRFIEIAR o

o TRfginstance_idBmNEF, THEAFHA.

o ZfITHETHOSFERIMNLAIID, EIAERAR,

. gﬁﬁAPl ExploreriEis At N HEERS R FisiRAISEBIID, BARISEFEXIRE

1SN 0

BlamEid 8l mizO:
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3 RZFAMIEIEAN

A

AKiEid 28LAPostman s =UiE B R AR MIE O 9619

CreateProduct EREHER lxzon ] iRt poe-} st EREE 2o on ]
[ 2 -

REMET HERIAE #&OisA FNSE
Params MERESET AR, P
project_id @ URL

06b9b47af10025532fbac0086fc0Bcc URL
POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products RS
Body 2 TEATEEA s=55
{ e
app_id: @ st RSN ERBH EEsE
data_format: (
£ ES: ] IN Bk ER —
description: @ st = =R
device_type: @ sty
industry: @ st oK
p . X-Auth- head -
manu a:\tuver name: (@ string Token string header 2 i
name: @ st
product_id: @ st
protocol_type: @ string
service_capabilities: [ @ -
SR ing | header | &
{ Id
commands: [
{ ~ . project_id  string path 2
command_name: @ st =
paras: [ @
¢ BodyZ#
data_type: @ string L
description Z t . 2w w,'« e,
enum_list: [ 3 i
t L]
+ add
app_id string
1

MBI ERIREIENIRSS o

BAESEINT:

FHEREFEARS . HIREENRS, BE ‘EEEHE” EHERS

: BUEF M. BIE— MQTTHMYAYI =G .
: EEEBRE ., TEFHLIEPostman, PostmaniZiX{EFE7.17.0iRAS
! FAARIRS . EHAPostmanif@HAPIEL, BEREBIGERIIRSHEBSEIRE.

. 53%1 D FHBIREENRSS

BNRERARSIEEIL-IERIY . £5R- Eig—. m-I M. @I M-REF

ﬁHFK TXR-848. WA-Fn. EF'I-%E%\ IEM-LIMNER RIS E2
o X2 SIE~m

B,

a.

BESEMENTEE

IR ERENRSS, BF ‘8
B, EBEHESLFIRRHEN.

EEAMSHER “Fm” , BE ‘SlErEm” .
ERUERTESSY, SE—IMQITHNYEI™m, AERE “HBE” .
EXER

JEZ—F = mo
EIEEHE” BNREENEFIE . ERERISE

FEBEH RN RPARERARRETE T . FEAE
&) AEMIFE=ET, MISEMERNRRETE. AN
%J_'QE;EE\[E] ) 1@5‘6@”@ ﬁIIEj o

FmER | BEX. KEFET64, AnFPX. F8. HF. UK
_?'#()..&%@!-FFFFRIAS .
PMNEER | BEEMQTT,
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3 RZFAMIEIEAN

RS

R

1EHEISON,

PR Tk

IFIRIESEPR B IiER

PrEF 1Tk

IETRIESEPR B IiER

IREEEE

IEIRIESEPR B iER

SRECE
ID EflProductlD, BFH—RE—1N"m. RETILSH,

BB RIDIRENZESHE,; NIRFETILESE, ~=mID
EYENESCIERERFEE N EAS .
BIRIBEELIRERIES

i

T
a0

x| iR,

T
=i

o I3 MEWER
THFF&&Postman, FMIRIEIESEREFECEPostman,
o XA ERIRS

EEEPOStmanF TR FAARSS 2 LAHTTPSHMMIZANMIEA NS, JENILLTAPI
=

- “SRENAMAFToken” $#0

- “EHAIAMBRFELAARINIBYIER” #0
- “tlEF&” #O

- ‘B8rm” &0

- “glEgs” B0

- “EEgs” B0

REBAREES, ERPostmantZ N ERSZEIEANIEMIESRE, BNIZEEE
T REN RS S5 ET R BB NS AMAEOSFEFEXRE,

ZiS
HICEBH—SHIREEARSS, ISEFAERARELNAIIESLDRE, ik
NS, (FIGESINGE.
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