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EEERFAME.

ERILATE “SEIEIR” WE, BEEFEAISR, EREALYS, B “EREE
BE” , SNMIREERSHIEEERAE.

SIS ; “;EWJ%%” SHEBOPIERBANERES, B “‘BR7 , IUENEHERERE
HITERE,

$I6 EZRMING, TLATHESIEE. WSESE. ESESRE.
BF2{E152 I DDSEIEEE

fBCE I a)ER
ﬂﬂ%ﬁﬁﬁDASﬁ%DDS;&WET HIINTREEE, 1522 DASIEZEDDSE I aH
LIEO

Command failed with error 18 (AuthenticationFailed): 'Authentication failed.'
on server xxx.xxx.xx.xx:xxxx. The full response is { 'ok' : 0.0, 'errmsg' :
"Authentication failed.", "code" : 18, "codeName" : "AuthenticationFailed" }

2-8 BEFRELM

EHIER
SBIET dds-7419 EESIEEA R 40
[Bie=ri=d EEVER
ERER d
BREAE rwuse
T —— s
0 ==l SHESR A
wrezo @
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https://support.huaweicloud.com/usermanual-das/das_07_0002.html
https://support.huaweicloud.com/das_faq/das_20_0024.html

AR EERSS

BRIENI] 2 EERFIRENI]

2.2.3 AMEEEEERFSLh

2.2.3.1 RELHMNY

LZRHER—MZELNSHE, NE—EWAEZRESRERZ2FIPHER, FEE

(SEAEME R ARSSREFNDDSE IR MHLIID SRES -

AT RESREENZ S MFREN, EERDDSEAIZEI, BREREENNZEH

AN, FFEFE &R R PHBIEA R ] o
BT AMEZDDSSEAIRY , IREZEBEIMND U TFEHER:

e ECSE5DDSLfIFEIEREIZEERT, BMAECSSEDDSELHIEE, TEIRELZEEM
), #HiTiEIEIMongo ShelLEiEEERESLA ( ARIERE) o

2-9 {HRZEH

e

|
|
| |
| |
| |
| |
L L
| : mm&% B
|
i : e
| | ' |
| |
| I | :
| | : |
| ! | |
| |
| |
| |

DDS

e ECSS5DDSELHIEARRIEZEABRT, FTENDDSHIECSHIREZEHMN

2-10 FEZ=£A

————————————————————————————————

S|z
L
w

- REDDSZEEMN: HDDSFAREHEEMRNA “AT5m@” .
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AR EERSS

BN 2 SEEHLEAT]
_ RBECSHRLEHIN: RLABIANI S A BIRIB S S 5T, A,
FESECSTRBZSAMN . SIEECSHER A AIEBAZ 2A R H 5T
MIELHER, BEERECSHTERSERERRNE “H5E° Hnl,
AP LB/ MBUIHDDSEHIZBIERE “ A5 MM,
{s5FRZ%N
o BABRT, —MERTLIOIE5005LZL AN,
o  HARRERBITSHNRLENNSIEINEOER, i, EY— 22En
22 S AN FIBT 505 .
o BBi—/DDSELANL AL E— 2,
BESR
£ BRSEERES
S mEemEEsaz s Y, ERKEmE.
B3 EREA ST — , R SRS > SARSUERIRS DDS” , WA ISMIREIR
S{ZETA.
$BA 7F “STHISE NE, ERISENERI6, BEIFSHK, A ‘BEAEE" &
.
S5 1F “HASE > MEED > 2207 4, BERLESHR, HARSARE.

2-11 24

=)

dds-st-test-vpc dds-st-test-subnet-2

sys-default £ 8635 £

A LIEAMNSHE=, BE “EREET , £ "INEE > 220 &, pERe
HAR, HANLZEHRTHE.

2-12 224

A #ie =
TSI (1) H7SEAR(1)
wyED @ —E @ o

2 Sys-default

$Re ARAEATHE, REHIREY “BREMAN , BARLEFBERNH.
FB,7 EAGEMURET, SFE RN, BHRIIASEANED.
$R8 REARERTRELZZEMN .
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https://console.huaweicloud.com

MASEEREARSS
ESEINI)

2 EERFIRENI]

2-13 RN TS [EFEMY

RMATIEHN  #EeE

‘ O =smAlihaES P | HEATARERS,

sk @

ul
4

w0 @ ES st @

TcP - IPHEHE

& 2-9 AL EZSHiRA

f B

i}

2%

iz

Bl

e

ZEEMNLTTR

SR ANIEBE1-100, FIAMERT,
BIESIMER . MATHE TN, MU
SRR LS o

R

L REANIREE

RERERRIBERT, EBRIEMET R
VFERES o

FUF

iNiw O

Pz . BRISZES “TCP” |
“UDP” . “ICMP” *D “GRE” %1’}]‘
o

TCP

O fiFimimt b RS AL SR RS
fEEimO. BAIAH8635, BNImOEHE
—EeENEMNEOTESA:
2100~9500, 27017, 27018, 27019,

8635

IPiBiIFRREY . BaEisziFIPv4FIIPYVE

IPv4

it

BILUEIPHENE . =24, IPHBIEE . AT
Bk B Pl E S —Z 2 HRRISLAIRT
ihlE. lEn:

E/NPHENE: 192.168.10.10/32
IPHEHEES: 192.168.1.0/24
PRAIPHtlE: 0.0.0.0/0

o Z%4H: sg-abc

e |PHbIFEH: ipGroup-test

HiRIE T 2H, WitELREHRNE
IS5 2= ER8 M S RIFIZAIAN .
EZIPHIMAER, B2 IPHEIEE.

0.0.0.0/0

N5k 01 (2023-01-30)

WRIERE © HERRARBIRAT

24


https://support.huaweicloud.com/usermanual-vpc/vpc_IPAddressGroup_0002.html

AR EERSS

HRIENI] 2 SERFRIEN]
SH 1588 BNl
iR LZREMNAGHERMER, JFER, -

HIMEEABFREET2551FRF, BFR
%\E@/E& “<” *D “>”

WO BE FE .
R

2.2.3.2 i@id Mongo Shell EZEERSCH ( IRERS )

Mongo ShellZMongoDBE®AIShellZ Fif, EaJLAERAMongo SheliEiEHERESL
B, JWEIRERHITHIREEIOME . HITEEFIRE. Mongo ShellZMongoDBEF
IR —ERD, BFEESL FHFNZEMongoDBE s, B{EAMongo SheliEiZEEiER:
Tl

DDSELAIRGARAE AR IPHELE, SN AREERIERIRSEE L, B8R RSHS
SRS FE— s, E—VPCRY, RJLAERAINERSEEIRRESS, Z
BRALBRSERAVERIERNESIZEM

AEGLBEERERIRS 2= LRINRZ=AE, NEIAEERMongo Shell@idAR
RIS UEEERSLA

IR R SLAIRYS NA SSLEEAAESSLIEEMIN %, HASSLEZEd 7 INZINRE,
BEEESHNZEN . ATRAMBEENSERIETHIZEME, ENRASSLE.

BRI
1. RIEHEREMTRSEE, BRRESSNELEMRESEINEREERIRS
=,
2. 1EEMRIRSEEL, ¥EMongoDBEFiR, ATIRESNAT, BRESHIRT
B A—HIMongoDBE FimhR N .
Z#MongoDBEFif, 152 Wilf@lZ3EMongoDBE Fif .
3. ERFREE=IRSRFDDSLAISCIIMEERE, FEE2igERSEMN
SSL i&E}E
ikl
FEASSLENIEE, 155V HRBSSLERE, BNSIRE . XTI FRSSLEREE, 158l
FREFIXEFISSLIERE .

SIE BREEELHA,
s mEmEEsaz s Y, ERRKIEIEE.

I3 EREL BB =, K “HURE > SRSUREARSS DDS” , M\ SASMIRREENR

SERNHE.
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https://support.huaweicloud.com/qs-ecs/zh-cn_topic_0030831985.html
https://support.huaweicloud.com/qs-ecs/zh-cn_topic_0092494193.html
https://support.huaweicloud.com/qs-ecs/zh-cn_topic_0092494193.html
http://support.huaweicloud.com/dds_faq/dds_faq_0018.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0074.html
https://console.huaweicloud.com

AR EERRSS

BRIENI] 2 SERFIRENI]

SR4 £ “LHIEET TmE, BEEAIETR.
S|S EEMSHN, B “EEREE

$B6 £ “EAGER” XigH “SSL” &, gt , THIRIES.
$R]T HERIEBEREEELAIREERRSS 2R .
RIEE PR BN RRER, EEEN_ EESE.
o LinudRfERAET, AISEUWFap<:

scp

<IDENTITY _FILE><REMOTE_USER>@ <REMOTE_ADDRESS>.<REMOTE_DIR>

(11 %88
- IDENTITY_FILEATEERIEBHNEB R, i EBRNR9600,
- REMOTE_USERJTIEM=IRSZSEHIRIERFHR, .
- REMOTE_ADDRESS 938 = R385 09 ML
- REMOTE_DIRJIISIRIEH HER M RIRSENER R .
e  Windowsi#ERA T, BEAnEERZTE HERIER,
B8 EEFin LEmongoffERIBERT, EEEIEESH,

BR—: AMSTUREE (#EF)

DDSEIREHERERM T ANS I EiEEtt, BRNES TSI TS

mongosT5 |IPHIEANIRMES., Wi izt EEEERFSTHl, ATLURHERFSCAIRIS AT

FAtERE .
a8

.Jmongo <2/ o] fHiE 1> --ss| --ssICAFile <F/LE PATH> --
sslAllowlnvalidHostnames

HXSHIRBUT:

o ANSHAEEIL: ETLIECAISIERE, PEBREAIETR, HAERE
SNH. 2E EHEEE > ANEE" , £ “RNSAEEEENE” EIRTEREY

B EUSEAIRTERZIL .

2-14 FREXA WS BT Atk

Bz
mEEED 86135 ERfET dds-st-test-vpc

EEE

SsL & FH dds-st-test-subnet-2 (

SRR Y mangodb://rwuser: @ 8635/test?authSource=admin [ iFHiEEE

EE reeFesaTasn, SASESRREnETsN, SarssSnE s,

SRENZEIRIAR S AT A E 0N T, izt R A E ERIMK S AR TIA

iE, BENESZrwuserZINEHIEEadminA<a[{E%,
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MASEEREARSS
BB

2 SERFIRENI]

mongodb://rwuser: <password>@192.768.xx.xx:8635,192.168.xx.xx:8635/test?
authSource=admin

EEEXSTHNS AP TSHER
%£2-10 2HEE

SHRWR izl
rwuser ETRHIBERSE .
<password> FRYIBEWRSYNAZEL, SEBIRNELE
9,
MRFBFEEFHRFER ‘@ . “17 ¢ “$7 M
“%” FH "”JE*?@?JXJT"E'J‘I'/ \L#?EUE’JURLJE';E@
(ASC”EE_'j ) “%40” “0%21” “%24”
“ %25 ”» o

B FRBA@% S, JIRAJURLGRRS AT
%40%25*%21%24

192.168.xx.xx:8635,192. | {F&EEERELHIAIMongosTs = IPHBIE R iR S
168.xx.xx:8635

test FrlidESR, TRELRERIZE
authSource=admin rwuserMiKSINEEIEZEX A “admin” , B]

“authSource=admin” RAEEERRXART K.

FILE_PATH: ZRUIRIEBAYEERER,

--sslAllowInvalidHostnames: 737 {RIFERFRERBEITA G B IPHEIt A N =S
TR, ERHIBFERRNEPESIEIPHINAR . @idAIMSSLEREERFSLAIRT, TER

0 “--sslAllowInvalidHostnames” .

EZA L RA:

./mongo mongodb://rwuser: <password>@192.768.xx.xx.8635,192.168.xx.xx.8635/
test?authSource=admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

HHZ: ANSTRERE (BREEXSEERKS )
amAEI:

.Jmongo <A ol FiEEIL)> --ss| --ssICAFile <F/ILE_PATH> --
sslAllowlnvalidHosthames

X SERIAIT:

NS iRt SR LAESCAISIERNE, REEREAIEIR, HARRE
SRE. B GEEEE > HREE , E ‘NS R REEbIE” 2BDRTIREY
B USEAIRTERZIL .
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AR EERSS

BUENI] 2 EERFHRIENI]
[ 2-15 FREXA M= 0] itk
PRIz RliEE

BEXiER

#EEEn 8635 ElfiEE dds-st-test-vpc

ssL & FH dds-st-test-subnet-2 (

i

RS St mongodb://rwuser: @ 8635/test?authSource=admin OO iF&0iEE8

EE teeFeaTmass, SACESSREnETSN, SarssnsnE s,

FRENZIRIPI S o] Rttt A& a0 T
mongodb://rwuser: <password>@192. 168.xx.xx:8635,192. 168.xx.xx:8635[test?

authSource=admin

BB MR I R TS S

& 2-11 2HER

SHEIR A8

rwuser HIEEKSSZ, BAA “rwuser” , OIiRIESLFRIE
B AP EIZENKSSE

<password> FRHIBEKSYNAERS, FESBNELE

Ego

MRFRBPESEHFE ‘@ . U “$7
“%” BEDBIEIRAI M7 HHIRIURLIRTS
(ASCIIFE) “%40” . “%21” . “%24” #N

“ 0/025 ” R

Bl BRI @% S, I RIAJURLIRED S+
%40%25*+%21%24 ,

168.xx.xx:8635

192.168.xx.xx:8635,192.

I EERESLAIfImongos TS s IPHENE R IR 1S

test

FTWHESR, ARESLRERIRE.

authSource=admin

rwuserfKSINIEEIEZER “admin”

el
ERFPFEREENX CIZRIEIEERTALE, NESESaH
EE I IEEUR SO MRl AI SR ERFR . BN
BIZEBINE—T2H “SIEERSS” X NAREE
ETEIEZENKSE

e FILE_PATH: FHURIEBHIIRE.

e --sslAllowlnvalidHostnames: A7 {FIFEEFNENETA S BAFIPHEIH IR =%
RE, EERTBERANEPEIEIPHIIER , BT M SSLEEERISLAIRT, BER
0 “--sslAllowInvalidHostnames” .
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MASEEREARSS
BB 2 EERFIRENI]

}ﬁﬂ?—_’]}fﬁ)ﬁ' BEX eI EEEDatabaseFHEIZEIEE T RlEKStest1, WiEZp<SR
51179 :

./mongo mongodb://test1:<password>@192.168.xx.xx:8635,192.168.xx.xx:8635]
Database?authSource=Database --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

FR=: ERARMIPiHE:E
gt
./mongo --host <DB_HOST> --port <DB PORT> -u <DB_USER> -p --

authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowInvalidHostnames

HXSHIRBUT:

e DB_HOST: fHEEERFSLAIAIMongosTs s IPHBilE

O ABRESLFIEIR, HABRNMSER®E, ®F “EXEE > IMNER” , &
“TSR(SE > mongos” TIE TIREXmongosTs aAY PRI PHELEENAT .

e

2-16 SREXAIM IP Hhtik

PRl i

BEHER
— 2625 ERFET dds-st-test-vpc
ssL = F dds-st-test-subnet-2
i
RS TSt mongodb://rwuser @ :8635/test?authSource=admin O i¥EHREE
B vteasmossse, SRCRERTERETEN, BAT s SRS REREEE,

TriER

mongos shard config

ER/D Gj:l AP P ;e

i;‘;gffil AEEL 192, @ FE SEESEP

dds-ffaz _

ndwa; AIREEA 162 © = TESHEIP

e DB_PORT: fn&EEILHINRO, BiAiw.88635,

ZRILABELAIETR, HARNMSENE, HF “EHEEE > AMEE" 1E,
 “BAER > #EFERO” ARG OER .

2-17 3REUR O

#EEEl 8635

0
t
]
Hr
ot
Hl

ssL & T dds-st-test-subnet-2
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AR EERSS

BRIRAI] PR3 PSEIND
e DB_USER: S8, BIEIEEMKS, BKilJrwuser,
e FILE_PATH: ZHURIEPAIEERER.
e --sslAllowlnvalidHostnames: 37 {RIEEEEFNEREITA & AR PN EE
EFRE, SR BERNEISIEIPHI AR . BISAMSSLIERZERFLAIRY, FE
<IN “--sslAllowlnvalidHostnames” .
HIAN TR, BABUREKS Y NRAYZERT:
Enter password:
TRz SRl
./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase
admin --ssl --sslCAFile /tmp/ca.crt --sslAllowInvalidHostnames
T KMEERER, HINTES, RIEEERID.
mongos>
-t
JESSL 5=
A
BRAESSLAL T0iER:, 185 M RAISSLERE, BUSIRE . XFN@XASSLERE, B
RFFEFIRASSLZERE
T EEERRSES.
2 EEPFiETEmongoffERIBE R, EEEIERELA,

BR—: AMETRAEE (#EF)
AR E:

.J/mongo <A o] FFERE >

NSRRI SR LAESCAIEIENE, REEREAIER, HARKMEER
Ho. & “EEREE > AMER” , & ‘WNSTBERIE" 2RI ARENEIZRIsE

BIRGZEEbIE .

2-18 FREXA M= B Attt

BHzE
fEEEl 8635 EFETR dds-st-test-vpc
L = FH t-sub:
it
PRl Bl st mongodb://rwuser @ 8635/test?authSource=admin [ 148538

=l vimesssssss SESREOTEUSTEN, AT TR TR s,
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https://support.huaweicloud.com/usermanual-dds/dds_03_0074.html

MASEEREARSS
BRIEANI] 2 SERFIRENI]

SREVZRIRIP S AT ARSI AN T, iZiEEb it SR A E EAIK SFIEIREHITIALE,
BNk S & rwuser IAEEIEZEadmin R e[ {EX

mongodb://rwuser:<password>@192.168.xx.xx.8635,192. 168.xx.xx:8635/test?
authSource=admin

HEEXTAMS A Bt TS HIER:

x2-12 2HER

SHEW 15488
rwuser ERHIBERSE .
<password> EREIBEWRSII NS, SESIRAELER,

MRFRBPESSHFN ‘@ . U “$7
“%” BEDBIEIRAI M7\ HIRIURLIRTS
(ASCIEZ ) “%40” . “%21” . “%24” [
“%25 ” o

Bl BRI @% S, XFRAJURLGRES S
%40%25**%21%24 ,

192.168.xx.xx:8635,192.1 | fFEE&ERFLAIAImongos T = IPHBLE R im S o

68.xx.xx:8635
test FrlidESR, TRIBLRBERIRE
authSource=admin rwuserMKSINEEIBZEXRA “admin” , B]
“authSource=admin” ARBEIEEIAAF K,
EZ A SR

./mongo mongodb://rwuser: <password>@192.168.xx.xx.8635,192.168.xx.xx.8635/
test?authSource=admin

FRT: AMSAEE (AREEXEURERKS )
amoIE:
.Jmongo <A ol >

RS R S LAESCAIEIERE, SHEBERTAIETR, HAEREER
Ho. P& “EEEE > AMER" , & ‘WNSTREEZIE" RV ARENEI ZR05E
BIRTEZHBIL o
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MASEEREARSS
BRIEANI]

2 SERFIRENI]

2-19 FREXA M= B ARttt

PRz ik
BXzg
FrEEE] 8635 EffER dds-st-test-vpc
SsL = FH dds-st-test-subnet-2 (
it
PSR A mongodb://rwuser @ 8635/test?authSource=admin [F #4788

E=l cmermaTess, SESRESREUSTEN, SATST ST MR s,

SRENEIRIA RS AT At & AN T -
mongodb://rwuser:<password>@7192. 168.xx.xx:8635,192.168.xx.xx:8635[test?

authSource=admin

EBEREEXTAMS I At TS HER:

*2-13 2HIER

SHBIR 15488

rwuser HIBEWKSZ, BHAR “rwuser” , SIIRIBSLFRERIE
WHBF RIS .

<password> ETREIBEWRSII N, SESIRAELER,

MRFRBPEISHFN ‘@ . U “$7
“%” BEDBIEIRAI M7 HHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [

“ %25 ” o

Bl BRI @% S, XFRAJURLGRES g
%40%25**%21%24 ,

192.168.xx.xx:8635,192.1
68.xx.xx:8635

I EERESLIfImongos TS s IPHBIE R IR 1S

test

FrdESR, ARELRERRE.

authSource=admin

rwuseriKSINEEIEZES “admin”

izl
ERPERBENX SIZRIEIEERITAE, NESEeS0BiEE
ettt MIEEE R D SRt EUIRER TR . BIOUEiZERE
E"J'z—ﬁ’:‘?ﬁ “BURERSSE” B HaiEEE T EUZERIMK
=) o

BINFAF BE X e IEEDatabase H A IZ #IEE T ElE K Stest1, NiEEaG<SR

B

./mongo mongodb://test1:<password>@192.168.xx.xx.8635,192.168.xx.xx:8635(
Database?authSource=Database
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MASEEREARSS
BRIENI] 2 SERFIRENI]

BFX=: AMIPHhbER:
CESgi=5= %

./mongo --host <DB_HOST> --port <DB PORT> -u <DB _USER> -p --
authenticationDatabase admin

EXSHAINT:

e DB _HOST: fn&EiE&ERfsLiImongosTs =Pttt

BRI R RELAIZFR, EAERNESERE, ®IF “EESE > AMNER" , &
“THEE > mongos” TRE FIREYMongosTs s A MY I Pt BDAT

2-20 FRENAM IP Bt

PR i

Haze
grEEEl 8635 ERFEE dds-st-test-vpc
SsL & FH dds-st-test-subnet-2
EEHbhE
AR A=t mongadb://rwuser @ :8635/test?authSource=admin (I 1205288
EE wuearensTare. SRASRSTMERSTIEN. RATSTEEnE EREE.
PaEE
mongos shard config
ZTR/ID B AP b 2eald BiE
dds-ffaz L .
1010025 B[R4 192 @ == gEEEr
dds-ffa2 — y
- = e e
ddedTabe =4 1 ® F=HE EEEIP

e DB_PORT: fH&EESEAIANmO, FiAix[1798635,

ZRILABELAIETR, HARNMSENE, HF “EHEEE > ANEE" X,
£ “BAXMER > MiERERO” RS OER .

2-21 3REURO

AR Ll

BHER
| sEEEn] 8635 | EHRER tvp
ssL = F dds-st-test-subnet-2

° DB_USER JH\K%%5 Eﬂéﬂ)ﬁrﬁ)ﬂ\ﬁ%, %kiAjgrwusero
SN TERATY, MAEIEENK S XM AY R :

Enter password:
S

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase
admin
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AR EERSS

PUENI] 2 EERFPRIENI]
I3 NEEEER . WIS, RBEERI.
mongos>
R

DDSSCAIERSEMACHEE B
2.2.4 2 PEREEFSLH]

2.2.4.1 45EsE L R IP
ERSTBIBIRRING, SHSUEREARIP, BITAMEISIALIERESE, HEE

hATRIERERES.
{5 Az
o BHEARIPRIIIETAERSRES.
o MEHTLIEEN, CREEEENMWEERE—IEEARIP, FHGHTLIRELIP
Hodlt, SEIPRIIZSENSEAGHITNN, BEESNRBERSMA,
o ERFSLAUNTIEmongosBEAIERIEARIP, ST EHERIEARIPITS, B
RRENE, A TTEHESEEAEEARIP,
o BUARIPEEYMUAWE, 55 NEEARIPHEREA.
SERESRELAR 1P
SE BREERHE.

S8 premEslarsmn Y, ERRENRE.

I3 EREL LRBE T, HE “MURE > SRSUREIRS DDS” , HASASMIRER
SEERH.

SR £ “LEIEET TUE, GIFEERISERSLE), BESTEIER,

SIS EEMSHN, B “EEREE > ANER" . £ “EXME87 XighImongosTim
£, BE “GpEiEIP”

2-22 4fEEE IP

PaFR;

i

= LRl

RSt FHE

BF/D ARE AP e BE

AER. 92.168.20.19 FHIE
ed772m002 TEE4 182.168.20.190 @ F

FEE4 192.168.22.171 s sz p
if71eebna02 R ® F& =3
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https://support.huaweicloud.com/dds_faq/dds_faq_0218.html
https://support.huaweicloud.com/productdesc-eip/eip_price_0001.html
https://console.huaweicloud.com

AR EERSS

ESEINE 2 EERFIRIEN ]
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imE: FmimttibG R S ASEIEERSS | 8635
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1 $JFRobo 3TTH, mEREERME, B “Create” ,
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£H MongoDB Connections b4
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Create Edlt remove clone or reorder connections ria drag n d.I'OP.

Hame Address Attributes #mth Database / User
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2-40 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

2-41 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |
The admin databaze 1z unigue in MongoDB. Uszers with
N T P SR N IR SRR D S

User Hame |rwuser |

Password 290008080 ||

futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1 “TLS” T, 4%k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .
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2-42 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
£33 EEREERME, P& “Connect” , FHIAEZERESLH,
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= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

cacs
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File \View Options Window Help

2. H b u
¢ M i .
) t=a3) # Meloome ® W b getCollectionl’ systen s ¥ @ db getCollectiont zysten =+ %
e System z = -
V Q S =" tast & 10.154 Z71. TB:B&3E | adnin

~ Collections (4)
» System

system.k..
5 system.r.
system.u,
system.v...
Functions
Users
» % local
% config

R
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{FRIESSLAIEE, BRYXASSLERE, BNSHIIRE. WExE, B2HFE
FNEAISSLiERE .,

$JFFRobo 3TT R, mEREERME, B “Create” ,

| 2-45 EEER

= ) .
¢ MongoDB Connections

. . . .
Create ) edit, remove, clone or reorder conmections via dragz n drop.

Hame Addrezz Attributes duth. Databaze / User

2 EEAY “ Connection Settings” B, IREIREBEENSH,

1. 1£ “Connection” Ti&, “Name” HEBENMFEEZENZFR, “Address”
BRI HI4BERISR M IPAISCAIR SR ZE iR O o
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2-46 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,
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LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |
The admin databaze 1z unigue in MongoDB. Uszers with
N T P SR N IR SRR D S

User Hame |rwuser |

Password 290008080 ||

futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

oxest Cancel
3. RESHRE, BE “Save” .
FE3 EEEEERHE, BE “Connect” , FHIAKEREERFSLA,
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¢ MongoDB Connections

. . . s
Create, edit, remove, clone or reorder conmections ¥ia drag n drop

Hame Address httributes Auth. Databaze / User
[H] test 8635 TLS 6@ admin / rwuser
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“ g i B & tast & 10, 164.221.T8:8636 | adnin
~ Collections (4]

» System

system.k..
» [ systemur..
SyStem.i.
system.v...
Funchions
Users
» B local
% config
-

EESEIE
DDSELATER R MAIHFE RS

2.2.5 BIIEF( DI EERESCA

2.2.5.1 Java 73451

B JavaiEE LIRS A LFHE N SSUERIEEF AR T ESSUIEBEEMM, He
{ERSSLIEREEEIY 7 NEINEE, BEAESHIZEM . DDSHSLEHIFIAXASSLENE
%, FESSLESEIRESSLEIRING . SSUERSCIL T HURNZEINRE, (BRIt
TR EERZ NN AT EIFICPUIERE, AEINFFRSSLEIRMNE .
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AR EERRSS

ESEINE 2 EERFHUEAN]
BUiRSRY
BREEZE&LITREE:
o FEITENEMENR,
o TfRlavalRiZiES.,
IXEhIREN A2 fsEFE
e JarIXzhFEtl: https://repo1.maven.org/maven2/org/mongodb/mongo-
java-driver/3.0.4/
o (FHIERIEZS%E https://mongodb.github.io/mongo-java-driver/4.2/driver/
getting-started/installation/
{EFE SSL iFHiEE

AR

ZAREFSSUEEER, BERHSSUIH, BB EEsiRE .
EETLAE “SORIETE” TOE, BELAISTHN ‘BAEE” T, B “‘HREEEE" &
Be “SSL” ghiocts, FEARTHIRLIE.,

SSLIEIZIERIEZS % MongoDB Java DriverE/S X4 https://www.mongodb.com/
docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl,

BT JavaiEiE R LpIRd, ISR avaitE&zUan T :
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&ssl=true

*& 2-17 SE0%B

2% 15288

<username> HEIARE

<password> HBIFEPRYED,

<instance_ip> MR B R =IRSEEER:, “instance_ip” 2FAIP, BD

‘EAERT EZSEAIRY “ Rkttt .

WNERIETIEE T AMAYREIGIE, “instance_ip” MIZELAIE
HIER “EAMIPT

MRFEOCES ML, %07
<instance_ip1>:<instance_port1><instance_ip2>:<instance_p
ort2>.... FUHrFEFEAMBUEEIAT . fI40: mongodb://
username:;*****@127 *** *** 1:8635,127.*** *** 2:8635/?
authSource=admin

<instance_port> | w1, FAIA8635, HREIwH, &% “BEAXMEE” REIZELAIAY

‘EIRERERO .

<database_name | #iEER, BIBEEENEIRES
>
authSource SENFERERERE, BYEadmin,
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AR EERRSS

BB 2 SERFIRENI]
SH ol
ssl &, BERtrueNREERsIERER .

{FBkeytool TEEECAILEY, 2HiESNFK2-18:

keytool -importcert -trustcacerts -file <path to certificate authority file> -keystore <path to trust store> -

storepass <password>

X 2-18 2HU5AA

25 5ER
<path to certificate authority file> sSUEBAIFRUtbL .

<path to trust store>

(EEERFERGENE . BEENXENAT, 4
¥0: ./trust/certs.keystore

<password>

BENEB.

FEREFPIREIVMAR GBSO EMRRYSEEMZERE:

e System.setProperty("javax.net.ssl.trustStore","<path to trust store>");

e  System.setProperty("javax.net.ssl.trustStorePassword","<password>");

EREER ) avaftil, AISELAITRA:
public class Connector {
public static void main(String[] args) {
try {

System.setProperty("javax.net.ssl.trustStore", "./trust/certs.keystore");

System.setProperty("javax.net.ssl.trustStorePassword", "123456");

ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?

authSource=admin&ssl=true");

MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)

.applyToSsl|Settings(builder -> builder.enabled(true))
.applyToSsl|Settings(builder -> builder.invalidHostNameAllowed(true))

.build();

MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("admin");

//ping¥#ERE, WNREMIBHFE

BsonDocument command = new BsonDocument("ping", new BsonInt64(1));
Document commandResult = database.runCommand(command);

System.out.println("Connect to database
} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");
}
}
}

successfully");
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CoINE 2 SEBHRIEAI]
FoUEHiEZ

[MARY:E
ZH BT IESSLERER, FXIIRSFIEITIERIRIE, AFPELHE FESSUER.
Bid)avaiE R S RFSLAIRT, (CABRRY)avatEEigzlan T

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin

& 2-19 SEU5A

8% 15388

<username> SEIARE

<password> HBIFAPRIZER .

<instance_ip> NSRBI = IRSERERE, “instance_ip” 2EHIP, BD

‘BENMERT TWHIZSEGIRY “AmitbiE” .

NSRBI IEE T AR EIAE, “instance_ip” FIZELHIE
HIERY “IRMEAMIPT

MREERCEZ T, =88
<instance_ip1>:<instance_port1>,<instance_ip2>:<instance_p
ort2>.... S HFREEMMBUEEIRT . $%0: mongodb://
username:*****@127 *** *** 1:8635,127.*** *** 2:8635/?
authSource=admin

<instance_port> | iw[], ®AIA8635, Haliw[l, &% “BEAXMER” REHIZEHIHY
“‘BUEREEIRO” .

<database_name | #iEES, RIEEEENSIEES.

>

authSource ENERPEIEE, BYEadmin,

EREE R RYavaltil, AISELAITRA):
public class Connector {
public static void main(String[] args) {
try {

ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin");

MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)
.retryWrites(true)
.build();

MongoClient mongoClient = MongoClients.create(settings);

MongoDatabase database = mongoClient.getDatabase("admin");

/Iping¥iERE, WIREMMEZF

BsonDocument command = new BsonDocument("ping", new BsonInt64(1));

Document commandResult = database.runCommand(command);

System.out.println("Connect to database successfully");

} catch (Exception e) {
e.printStackTrace();

System.out.println("Test failed");
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BRIEANI] 2 SERFIRENI]

}
}
}

2.2.5.2 Python ;=4
AEDHEENEBEIPythoniE=SAIMongoDBE i ER LIRS %

HURESRAF

1. EEHIRERE M R IR RS RFNDDSLI 2 [BMEEE, AJLMERcurli$iER
DDSsEAIRRSS imAYIPHIIR S, MR MESEE M o
curl jp.port

IR[E “It looks like you are trying to access MongoDB over HTTP on the native
driver port.” , IRBENEEE.

2. TEEMRIRSES L& &EPythonLIRE=FZEpymongo. HEER
pymongo2.8iR7N .

3. WRFRESSL, FEEFRELETHRIES, FEETEMERIRSEE.

EZAB
o SSLFFE

import ssl

from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls,connectTimeoutMS=5000,ss|=True,
ssl_cert_reqs=ss|.CERT_REQUIRED,ss|_match_hostname=False,ssl_ca_certs=${path to
certificate authority file})

dbs = connection.database_names()

print "connect database success! database names is %s" % dbs

e SSLXF
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls,connectTimeoutMS=5000)
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

(RARY:
o URLAHSINIEEIEEMRS “admin” , Bl “authSource=admin” ,

o SSLETVEE, EEFaERtrustStoreX 4,
o NEUBRESRA “admin’ , ZEBEIIGRESEIRERE .
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3.1.1 HREWL

AEDNENOEE S REWIRI AELG] . REWIRIERA I SHRIEH T L
MERBESFRE, TLRSEESELSHZAREWSIRIARESLS, BINSERE.

RS
o EMEAKSHIFEENT
o TKPREATFHETFOT.
BAESER

SE HENREMSL AL EEEDDS A .
$E|2 £ ;ﬂ@?&%ﬁ%ﬁ%ﬁﬂ T I, EFEITERR, BSFRELAIEXERRE, BE ‘T
BIMASE”

3-1 EiticE

B SGHE

S|AUEEET 1,000
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% 3-1 EtfEeE

2%

190

el

WiE “OF/ER" W EEITE
. 85/88
- APHUERSRES, TUREESRENTNK, RG
SRR SRR %
- SRR, NSREEMSAIRRE T IMERAE, &
% “BE/BR7 TOREH “EEIR , NIRRT
FHELA . BARES T ORMLAREE .
i%H3
‘BF/8R" HRWIAILAIFEEEMIR, (NIFSREBITEE
&, WIMTRITRRIES WIBIT & EHASEA .
. BEUR
- FPENEESRES, TREEUTHK, ROESREN
B PR TR
- CREYE, MESBKBERAE, T BEHR T
Blsth “EEF/AR" , BEFRXLRENERN, 2560
REIOIEAS . BUNES TR BAs RN,

X1

RIREPFTERIX
1588
FRKFNANAERE, BWEEAREEER, BEREE,

InH

SIS NAIIRE , AIETIR.

AKX

EER—XKET, B, MEEEIIEXE, sTHXKREERMES
BE, FTREUTBXZEERS.

BRI LAIEE AR T AXESTAX,.

o MNERAVSEZERLAZ [BRIMLSIERTRIE, NEINEEER
X, FLBIRNEBHSEER—TBXA ., SEFEFERETAKX
EEN, SRARENRFHEE. RENBEELETSIA
HEE, BERPrimary. SecondaryfHiddenT = BlIEIETE
AEHYIEN L

o MNRUBSHFERSHNAREE, BINEEEITAHARK, LAY
HTHED R, FHRMRETE235BE3TTAXA,

jizLilz

BeI3BXAIINEEREXIEBo X K, MREESFIXIGIIEERETS
LRBEIBUEK, B EEMTIFBXINXIGHTEE,

wE “BIARE .

BIAELPIRET R, FP~HRBTRER. SETREE
i, REENHEFNETR; AFHTLATRN, RBEHRE
Bk, RESTA.

FZ&MongoDB
AR

o 44
o 472
e 40
e 34
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CPUZEEY

ISR EESL BRI CPUZRH ST 35X 86 FNER ISR AL RY

A
MongoDB4.0. 3.4hRAAIiE, EfhRATITRIERE, EAIAGRMS.

e Xx86
x863EBUAYCPUSIIR IS ZESEE (CISC) , CISCIESERY
BNMMESH BT —LREMAELHRE, IESHB2mMA
EZ¢, BRIBSHKEHTHEE . ATIESHITRAEZERLL
BRIBSHENRERE

o HEME
ERAISSERYAYCPUZSHIR AARISCHETEIIESEE (RISC) , RISCER—
F TR/ D ERITE IS SO IERE, SatiBLATERAYERE
PUTIRIE, FEHHENNSHEINERESERESETEE, 18
ST FX86EEAICPULLH BB INIIEAIIERETHEELL o
ERSSERICPUZREIIL R R B ERINGE, JLURHESHIMN
Nk, FBREDISIHSER,

x2J36 CPUZRMT, $HNARRINAGR, AILUEEARRRIRSSE

g‘:o

o BAE (s6) . BREANEES, BEFHASFESESN
{EFACPU, (BEREFERSIT MR TIERIINnS, &
BERRT: BERAIWebIRSZE . &k WHIMELAR PR
MREEIREES .

o B2 1B (c6) ., BIRAMM, HEMRERIRE, BE
25GE(FIRLAA M) SErESEM £, RIEBSMETEMPPSI
RBEEH. BEERHm=EE, WTIHHESNEEESMRE
KAIMUGFIWeb AR . BREIEFEREEFRSE, FEHE
N RFENER.

Zediv=]

BeiZiFHiR SR EREFIE R BENXIME,
1588
o SCHIHME/INTF16URT, FiE=8)E/\10GB, &xX2000GB,
o SLAIHIENI16URLLERT, Fi#EZSEER/\0GB, &RA4000GB,

3-2 MR EFNMWLITREHE

FIEISE

AWIRE

v EEERIIEER
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% 3-2 MBZgE
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110

EMIER

SASHHRERESEOIFTERI RIS AMES, AIXIARESSHITMNERE
HEMEE. KBRS, HITEE. REAIMEEE,
R CENEEMFENEIAE R, ITRIRENINE R, BER
( EFAE=BF1ER ) PRI EIFAB T FN . FIBEUFAE
“HYERREIESNEAIERESNE
!ZE%Z:@UEEE;‘QE AIRREUAE R, MEHREERSEAESE
1583

LA EASIFNIREMIAE R, BEREEMREILES.

®EWIRE

ZSEEIEEWAEFER, MBERZIRE, BHREERBIETE,
TWIMER—MaRREES, CWIMBEERZERE—NTZR
RRIMEEE, UIRMERNRREEE. RREE.
B FRAERIGEERNEIINE, 2, default hBOAIE. &
ZEWIMBHEXER, 521 (2 WVEERAFER ) NRESE,
MRFEEEXEWIRE, BEEfIeaLARE “hl” , #A
‘WIRE " WmEelE, BiEER (I EERFER ) B “elZ
WIRE " RS

& 3-3 WLIHREHE

24

fiik

MERFH

ERFIFRRIRS, RSBt EMNAIREER.

SluLsey

o AT @k, FHITENEE.
o Hik[RLBIBnNEE, BNEEFRSRITREREE—.

ML E

WL ESEIAELPIEEEX, PRBILEEEHLAIEER
BY, AIRIEREE RIS KEcii. EWIH “BF/887 &
B, BRCBIZFRFNLAIIDIN, HREEEE—H.

SI|3 £ USHIAT TE, SXIEAIER.

o HF/8A

- MRFREL, BE ‘L7, EHZOIEE.
- BERRE, BE “EXMT, #A YR TE, EBEAEE, TR

.
o EEItE

- MRFREL, BE ‘27, EHZHIER.
- BXERE, BE RBRT, FHaelEsEsl,

£R4 BE IREISLEPIRT . LEICEMINE, BRYLE “IHIEE” TE, EEHE
EH CRIEIERESLA .
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o CUESLAIRY, FOATFEEMEMHRE, FHAIEN. SIEMINGE, MISEUERFR
S=BEtIE—EEED.

e TR
3.1.2 HENXBL
AN BN A BT EE LN TR, 5 AL E

Rif, EAXAILURIESHEE BN EEDFE=EREIAESS, mEY
PAEEsLhIRt T —LaRkiE, W BAT. BM&EHF.
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BMEP TRIAELAIBABERET501 .
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EREBIR . FI=DDSHRIRERZ AT

“replica” .

e FILE_PATH: FHURIEPBHIE.
e --sslAllowlnvalidHostnames: 1 T{RIFRIAERZERASBEBF PN S
E£XE, BIASEITFRFERREIEIRIPHEN AR . BiT R MSSLEESIAREESLFIRT,

F=EARIN “--sslAllowlnvalidHostnames” .

EZA L RA:

./mongo "mongodb://

rwuser:<password>@192.168.xx.xx.8635,192.168.xx.xx.8635[test?
authSource=admin&replicaSet=replica" --ssl --sslCAFile/tmp/ca.crt --

sslAllowlnvalidHostnames

MR

o EIAMNSA AULERSLAIRY, FEMEREERERMIEXNEIS.
o XTESUREEARNNESER, B2 “NEEERIFRELFIUTMRESBENSIA”

ARE.

REIITMER, FRRLAISERMNI:

replica:PRIMARY>
HATU T aS, HAlocalfE:
use local

EEERNT:
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MASEEREARSS
BB

3 BIREREA]

switched to db local
WITIN T ER<, BEigE|AEoplog:

db.oplog.rs.find()

BT ANSAAERE (AFREEXSIREERKS )
A8

.Jmongo " <A ol fEIERENA>" --ss| --ssICAFile<F/ILE PATH> --
sslAllowlnvalidHostnames

HXSHIRBUT:

RS REEE: SR UAESLAIEIERE, SEEREAIZIR, HAERE
SRE,. BE “EHEEE > AMNEE" , £ “ANSHEEEb” 2EIRT3RE
B S EUsEAIRTERRIBL .

3-15 SREXA WS BT Attt

IEEED 8635 ERfAER default_vpc

PIRSRI =St | mangodb://rwuser @19 5/test?authSource=admin&replicaSet=replica [T #4868

SRENEIR A WS A AR TCAN T :
mongodb://rwuser: <password>@192. 168.xx.xx:8635,192. 168.xx.xx:8635[test?
authSource=admin&replicaSet=replica

BEEXIANEE Attt T HER

& 3-11 2HER

SHEBIR izl

rwuser HIEEMKSSE, BRAS “rwuser” ., OIfRIESCRRIS
B AR EIZENKSSE

<password> FREIBERSYNANZER, SESIRHNELE
Ego

MRFRBPEIEHFN ‘@ . U “$7
“%” BEDBIEIRAIMAI 7 EHHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [
“ 0/025 » o

Bl BRI @% S, XFRAJURLGRES g
%40%25**%21%24 ,
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AR EERSS

HURAIT 3 BIAREREN]
BSHEIR 15488
192.168.xx.xx.:8635,192. | {HEEERIANESLAINT |IPHINE RIS .
168.xx.xx:8635
test FrHES, AREIRERIZE
authSource=admin&rep | - rwuserlcSINIEEEEES “admin” ,
licaSet=replica - “replicaSet=replica” I “replica” {£FELH
FEHRIAE, BEABEERTIEY.
i5E8
ERPERABE N CIEAIEIEREHRTIAL, WEESTA
TR AR SR SRR SR ERTR . B
BZRIENE—1TESH “BIBEWRSE” B IR
ETRIZNKSE .

e FILE_PATH: FHURIEBHIIRE.

e --sslAllowlnvalidHostnames: R TIRIEEIAERZLENA AR IPHWFIFES
E£RE, BIAETIBEANIPSIEIPHNAR , WS AMSSLIEZESIARESLFIRT,
FERAN “--sslAllowlnvalidHostnames” .

ﬂijllj]}fﬁ)'—“' B X lZEEEDatabaseFEIZHIEE T EIZKStest1, MiEREF<SR
lysK

./mongo "mongodb://test1:<password>@17192.768.xx.xx.8635,192.168.xx.xx.8635/
Database?authSource=Database&replicaSet=replica" --ssl --sslCAFile/tmp/
ca.crt --sslAllowInvalidHostnames

BRE: BMURERE

AT LAEIS AN E T e & T AR PHENE A R RI AEESER, ZMTsiEEAEE
B, SRNEIEINESHEEE.

A8

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --

authenticationDatabase admin --ssl --ss\CAFile<F/LE PATH> --
sslAllowlnvalidHostnames

(EES Ol IR
e DB_HOST: fHEEsLAIET Rk =AM MIPibIL
T BIPrimary TS, LTS SIS AT HATHIRAE SR .
&5 BlSecondary T, EERNETS SN ATHUTHIBAOIRIE .

ERILELAIEENE, SEEREAIEIR, BAEXEERNE. £ “EHEEE
> RIRIERE” T TERBI N 15 AYIPHbiE .
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MASEEREARSS
BRIEANI] 3 BIREREA]

3-16 ZREXTS == IP bl

Pabl itz AZSE

Hiizm
EEED 8635 2 ERRET dds-st-test-vpc
L = FH dds-st-test-subnet-2 (
T
L
EREAEEE #TE  FUTE
ARSI AEEtit mangodb:/frvuser: @ 1635/test7authSource=admin&replicaset=replica OV iZRiRAR
B reeFmsrese. SRSRESRETSTEN. SITssmsmEn Rt
E#/D BeE SRR AP P B
dds-7cad_replica_node_1 N - .
- - - con 22 il T EWARIELE | SEEEeE
9280 0bacsafs asbdstor.. oo 4l PR 1 ® =4 PR P
dds-7cad_replica_node_2 N - .
- - = mary ==] 0 FHE e I Tl e
62f8B4al Toeddbtaziashez.. A AR | " © Fu= SEPINIRE | STEEHP
dds-7cad.replica.node_3 Hidden FRBR4 192.168.16.41 - PR

e361b47466040328794b731...

e DB_PORT: #EFFix[l, FAIA/98635,

TR LBREBREAIETR, EAENMSENE., FENSHNPEEEEERE,
ERMEERE, £ “BENMER > FEFRD” SRR OS .

3-17 3REUR O

PIRliERE LR

E&iER
= 8625 | ERRE R s
SsL & T dds-st-test-subnet-2

e DB_USER: #UEEMKS, BKiAJSorwuser,
e FILE_PATH: FHURIEPBRIIERER.

e --sslAllowlInvalidHostnames: 9T {RIEEIAERZREIA SFE AR IPHHEFIFSS
SR, BIAETHERRLSEIPEIER . B3 PIRSSLEERIANESLBIRT,
FEERIN “--sslAllowlnvalidHostnames” .

HEUNTETRES, WAEEEKSYI AR
Enter password:
B S

./mongo --host 792.768.xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlnvalidHostnames

REIITMER, FREMINERSNAT TR
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AR EERSS

BRIENI] 3 BIASEREN]
o HMBRIRETTSRIERERER:
replica:PRIMARY>
o HWREIRESTRANERER:
replica:SECONDARY>
.
3 SSL &
A
{FRAESSLA TIEIELAIRY, 1B UXRASSLIERE, BUSIRE . XFUHIXFSSLE
B, B UAEMXHASSLER
TE1 BRHEMERRSEE.
I IR SUSEIRESLA .

HR—: SUREE (EF)

DDSEIREHI & REEMH 7S Attt . BihizthibERERIAELS], FMURFH
THIEXSME, MR TAEREEETRIERE, NEFPIRSAEIERERD

&,
oI
.Jmongo " <A ] FEIERE L

RMESA] AL SR LIESLAIEIENE, REEFREAIER, HARKMEER
Ho. & “EREE > AMER" , & ‘WNSUBERZIE" 2RV AI3RENEI ZR05E
BIRYZER L .

3-18 FKENA S el ittt

BHER

HEERED 8635 =ike= defeult vpe
ssL & FH default_subnet
RS

bt

EMEREEE FIE UAIFE

PR R FisiE |m:mg:x9:*'.-’-,‘.'Jser: @19 5/test?authSource=admin&replicaset=replica If'-.'EéE-%EEl

SRENZEIRIA NS T BRI T, izt R A E ERN M SFEIREHITIALE,
BNk S&rwuser IAEEIEZEadmin Re[ &4

mongodb://rwuser:<password>@192.168.xx.xx.8635,192.168.xx.xx.8635[test?
authSource=admin&replicaSet=replica

EEEX TSR BB R R R
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MASEEREARSS
BRIEANI] 3 BIREREA]

* 3-12 SRR

BHBIR 5488
rwuser WS%, BIEIREKS.
<password> HUIRERSITNAZRL, FESIRIELEN,

MRFBPEIEHFHE ‘@7 . U “$7
“%” FEDEIRAIIMAT 7 B HIEIURLRES
(ASCIEZ ) “%40” . “%21” . “%24”

“ %25 ” o

B B @% S, IFRNAJURLIRERD S
%40%25*%21%24.,

192.168.xx.xx:8635,192.168 | {FiEZRIANELFIR T =IPHI RIEOS

XX XX 8635
test FrUiESR, RESRERRE.
authSource=admin&replica | e rwuserlKSIAIEEIEEXA “admin” , Bl
Set=replica “authSource=admin” HAEIEEAATHZE
e “replicaSet=replica” #fY “replica” 2RIAFEN

AR FN=DDSHIRIARER—EINS

“replica”
TRz A Sl

./mongo "mongodb://
rwuser: <password>@192. 168.xx.xx:8635,192.168.xx.xx.8635[test?
authSource=admin&replicaSet=replica"

REINTMES, FrsEhIEiEEmI:
replica:PRIMARY>

HWITATas<, #HAlocalE:

use local

ARSI

switched to db local

HWiTaNTFas<, EigEIZAEoplog:

db.oplog.rs.find()

FRZ: INSAAEE (BFEEXEEERKS )

CEegi=5a

.Jmongo " <A o] R A >"

AWS iR S LAESLAIEERE, SEERIAIRIR, HAREREER

H. BE “EEEE > AMER” , & ‘ARSI REEEbIE” LRV IRENE SRSk
BIRgZEZBIL o
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MASEEREARSS
BRIEANI]

3 BIREREA]

3-19 $XEVA S a] ittt

ERFAER default_vpc

FE default_subnet

PIRligts AFliEE
Baiz=
EEEl] 86
L &
SRR
=L
ENEREES FTE
ARl a] st | mongodb://rwuser:

@19 5/testPauthSource=admin&replicaSet=replica [T i%&Hi5F8

SRENEIRI AN S RT ARt ELAN T

mongodb://rwuser: <password>@1792. 168.xx.xx:8635,192. 168.xx.xx.8635[test?
authSource=admin&replicaSet=replica

EEREEXTAMS T AP TS HER:

& 3-13 28R

SHBW 15488

rwuser HIBEWKSZ, BHASR “rwuser” , SIHRIBSLFRERIE
NP EIZEIKSE

<password> FTRHIBERSYINAIER, SEEEAELEE,

MRFRBPEISHFN ‘@ . U “$7
“%” BEDBIEIRAI M7\ EHHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [
“%25 ” o

Bl BRI @% S, XFRAJURLIRES ST
%40%25**%21%24 ,

192.168 xx.xx.8635,192. 1
68.xx.xx:8635

FEERIAELHNT RIPHIT RGOS

test

FrLESR, AIRESCRERRE.

authSource=admin&repli
caSet=replica

o rwuserlkSINIEEIEES “admin” .

e “replicaSet=replica” #fY “replica” FXFRSLHIZE
BREIARE, BRXEEARTEN.
i5EA
ERPERAEENXIZNEIEEHITIAE, WRESHIRiERE
kI IFEUREE S SR GV EIRERTR . BAUSIZHRIE
ME—T2H “BUBEWSE " 1800 HRiEiEE T elIERIMK

S8

BINA R B X QR SR Database HTEIZAURE ROl Stest1, MIEEHOR

A
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MASEEREARSS
BRIENI] 3 BIREREA]

./mongo "mongodb://test1:<password>@192.168.xx.xx.8635,192.168.xx.xx.8635/
Database?authSource=Database&replicaSet=replica"

FR=: PN T RERE

SR E LUES BN T s & T SRR PSRRI A ESLHI, ZF A REALET
BN, SEHIEIIES ML,

g

./mongo --host <DB_HOST> --port <DB PORT> -u <DB_USER> -p --
authenticationDatabase admin

XS HORBER

e DB_HOST: fFEESLAIET RaEkET =AIAMIPibIL .
EBR: BPrimaryTi, EELT S EATHTHIRGE SR,
& BDSecondary s, LTS RSN ATHATEBATIIRIE,

EELMEAISIERE, SEEFLASH, BARNEENE. £ R
> RIS T FHRBUIRLTS sRfOIPHESE .

3-20 ZRENTI = IP bl

BHES
#rEE] 8635 2 S ET dds-st-test-vpc
SsL ) FH dds-st-test-subnet-2 (
TS
ittt
EREAAES B ZETE
PRI el A mangadb://rwuser: @ i635/test ZauthSource=admin&replicaSet=replica [T i=HinER
EEl reeFmamsse, SACRERTERLETIEN, SNTsTERE EERE s,
BER/ID 1= DL AP TP BME
dds-7ca4 _replica_node_1 P . . -

- - - condary B 4 FiE ARt | grEiis
028ff10b4cBaf5 1305 1b7.. o oo FAIREs 1 ® s SR | 4P
dds-7cad _replica_node 2 P . . -

- S mary ] 0 s ARt 4EEiEs
16288431 T60ddbaafssben. R ] " & FRATIERL SrEsEp
dds-7cad replica_node_3 Hidden Gl 192.168.16.41 - o

ce361b47466040328794b731

e DB_PORT: #iEFEI®O, EAIAS8635,

B LABREBREAIET, SAENMSENE., TENShNHREEERERE,
ERMEERE, £ “‘BEXEE > HEERDO” RN OS .
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MASEEREARSS
BRIENI] 3 BIREREA]

& 3-21 FEU®O

HE

| HiEEEO 8635 | ERIFAEE dds-st-test-vpc

ssL S F dds-st-test-subnet-2

° DB_USER %(;Erﬁmﬁ%y gﬁi)\ﬂgrwusero
ERZ A Sl

./mongo --host 792.768.xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

HEANTERRS, BAEEEIK ST N AYERS |

Enter password:
REIITMER, FRYNAYT R EEEENIN:

o ENRIREEDRANEREER:
replica:PRIMARY>

o HWREIRESTDRANERER:
replica:SECONDARY>

TR

SRS
DDSELATERAMAIHIE RS

3.2.3.3 i@id Mongo Shell iEERIASESLH RIET =

Mongo Shelli2MongoDBE#AIShellZ i, B LAERMongo SheliEEEERSE
Bl STEIREHTEIREIOMNER . PITEESIRIE. Mongo ShellZMongoDBEF
IR —ERS, BEEL T HMELEMongoDBXE i, B{EAMongo SheliEiEHiERE
il

DDSELAIRGARA AR IPHELE, SN AREERIERIRSEE L, Bt RSHES
S ERESL I FE—Xs, [E—VPCHS, RILAERAIMERSERRESLS, Z
BRA LRGSR RAVERIERNESIZEM
REGUUSEERERRS R RN RZSEAE, NEIEERMongo Shell@iEAMN
B R AL RIET R,

R A EESLE) Qi1 mRY S T SSLIEEANIFSSLIERMMT L, HpSSLEEEIE 7
DD%}‘;JJ_@E, BEESNREN . ATRAMEENESERIETNZEE, BNEA
SSLBET.

RURSRA
1. ARAEREERRSE, BNRMEES NI RS SNSRI RRS
=,

2. EEMTIRSE L, ©EMongoDBEFIR, ATIRIESNNIN, BRESHIRE
IR A—EHIMongoDBE FikhR AN o

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 84


https://support.huaweicloud.com/dds_faq/dds_faq_0218.html
https://support.huaweicloud.com/qs-ecs/zh-cn_topic_0030831985.html
https://support.huaweicloud.com/qs-ecs/zh-cn_topic_0092494193.html
https://support.huaweicloud.com/qs-ecs/zh-cn_topic_0092494193.html

MASEEREARSS
BRIENI] 3 BIAREREA]

Z#EMongoDBE i, 152 Wil{@Z%ZEMongoDBE iR
3. EiHREMSIREZEFDDSIAISLIMNEHE, ¥ E5sIgBESSEMN .

SSL &z
GiLe
{ERASSLARIER:, IEEMUTTESSLERE, BUSRE . XFAFESSLERE, 521
FFRERNXHISS LR,

SR £ ‘LSRR TmE, BEEAIETR.
TE2 EENSHN, BE “EHEEE .

I3 £ HAMER XIEAY “SSL” &, BES, THRIER.
$R4 HERIEPBEFEREELAIREERIRSS =R
RIEE PRI BN RREE, EFENAY EESE.

o LinudERFT, ISEUTHL:
scp </DENTITY. FILE><REMOTE_USER>@ <REMOTE_ADDRESS>:<REMOTE_DIR>

(MARTY:
- IDENTITY_FILEATFHERIEBHEBE R, 1ZXEBRIPRH600,
- REMOTE_USERJTI#M=ARSZBSEHIRIERF AR, .
- REMOTE_ADDRESS 9384 z= IR 53 28R E M ittt .
- REMOTE_DIRJIISIRIEH _ HER B RIRSENER R
o  WindowsiERA T, BERAnEERZTE HERIER,
5 EEHIEESH| . DDSERIEHISRMIRMH T RiET muEiEibit, #EEidizitihE
ERIARESLAIRIET R,
moE:

./mongo " <Readonly nodeiE#Zt1f>" --ssl --ssICAFile<F/LE PATH> --
sslAllowInvalidHostnames

HXSHIRBUT:

e Readonly nodeiiittht: (FRIMEPIETENE, SBhkEFELAISH, ML
AEERE. B EEEE > OREE , £ S SR HEE A
SEHIR TS SO«
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MASEEREARSS
BRIEANI]

3 BIREREA]

& 3-22 FXEXI Readonly_node &bt

EER dds-st-test-vpc

86335/test?authSource=admin&replicase

lies Wiz

BHRES

HEEEn 8635 £

SL L

=kl

L

EREERE SR EhE
mangadb://rwuser

PRI Attt
t=replica [J' =808

~
TRER

Readonly nodeiEiEimit

Readonly_node2:E=iEintt

skl

mongodb://rwuser: @192.168.21.134:3635/test PauthSource=admin [ #0708

mongodb://rwuser: @192.168.17.45:8635/test?authSource=admin [ =88

SREVEIAIReadonly_nodeiE R TUAN T, iz IR A EIEAIMK SFIEEE
FEEHATINIE, BIKSErwuser SIAIEEIEEadminA<aJ{E24
mongodb://rwuser: <password>@192.7168.xx.xx.8635[test?

authSource=admin

1REE X FReadonly_nodeiE Sttt PRI TS5

% 3-14 SR
AW otz
rwuser WS, REREKS.
<password> HIBRERSXTNAZER, FESIRNETER,

MRFHEPEIEAFN ‘@7 . 17 $7
‘%" BEDBIBIRAXIRAI7HEHIBIURLIRS
(ASCIEZ ) “%40” . “%21” . “%24”
u%25 » o

T BB @% S, IRAJURLIRES ST
%40%25**%21%24 5

192.168.xx.xx.8635

FEREAELHRETRUIPHIII R IR O S

test

FRURER, AIRIELRERE

authSource=admin

rwuserMk SINIEEIRENVRS “admin” , Bl
“authSource=admin” REERX AT HKET,

e FILE_PATH: FHURIEBHIIRE.

e --sslAllowlnvalidHostnames: I TIRIEBIAERZLENA AR IPHWFIFES
£RE, BIAETIBERANIPSIEIPHNAR ., WS AMSSLIEZESIARESLAIRT,
FERAN “--sslAllowlnvalidHostnames”

EZA L RA:
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MASEEREARSS
BRIENI] 3 BIREREA]

./mongo "mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?
authSource=admin" --ssl --sslCAFile/tmp/ca.crt --sslAllowInvalidHosthames

(1 %88
iBidReadonly_nodeiEtEtblihERESLAIRT, EEAERERSRIEMIEXWE|S,
REIINTMER, RLAIEEERIN:

replica:SECONDARY>

R
3F SSL &

ikl

(EFIAESSLUERSERIRS , 1B55 i RISSLIERE, BNRIRE . XTMARHASSLE
%, BSIFEFXRASSLER

TR BERRUERIRSR

SR ERSGEEIERESEA DDSE"*’IE? G RERM T ST ik, BidizitbihE
ERIAELARIET R

anSigIt:
.Jmongo "<Readonly nodeiEEb1f>"

Readonly_nodei&fzithiit: ERJLATESLAIEIENE, SEBREAIETR, HARNE
%’EE ;Eiiji EEEIE > AMER" , £ “EEE” BDRTERENE SATsEE) Rk
TR

=] 3-23 ¥XEXAIM Readonly_node jE#Estit

PR R

zeEmEl 8635 £ EHREE dds-st-test-vpc

b=l

EEE

EFESREE FFHE  ZEFE

ARSI R
t=replica (O ¥¥4Bi%85

TRER i
Readonly_node &8t mongodb://rwuser: @192.168.21.134:8635/test PauthSource=admin [ 1$4HRER
Readonly node2iEiEitit mongodb://rwuser: @192.168.17.45:8635/tes PauthSource=admin [ %4

$XENZIAYReadonly_nodeiE S HHEAN T, &z IR BRI ERIK SFOEEZEH
TINIE, BEIKSZrwuser&INEEEZEadmin A< a]{824 .
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MASEEREARSS
BB 3 BIREREA]

mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?authSource=admin

BB XA A AR RS

K 3-15 S5

SHEWR 15488
rwuser KS%, BEIREKS.
<password> HIEEK S NES, SESRANESIEN,

MRFRBPESEHFE ‘@ . U “$7
“%” BEDBIEIRAI M7 HHIAIURLIRTS
(ASCIIFE) “%40” . “%21” ( “%24” N
“0/025 ” o

Bl BRI @% S, I RIAJURLARED S+
%40%25**%21%24.,

192.168 xx.xx:8635 FEERIARESH RiET RIPHEAE IR S .
test FrMiES, AIRIESLIRENZE -
authSource=admin rwuserMKSINEEIEZEXRA “admin” , B]

“authSource=admin” ABEERFoIKZE .

EZA L RAl:

./mongo "mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?
authSource=admin"

REIIMER, FRLAISERMI:

replica:SECONDARY>

-

3.2.4 &R A ESLA)

3.2.4.1 4BEs8 LM IP

BIANEESLHICIERING, SXITRPYERMEARMIP, BT ATMEILIEIERSLS,
R AITRIETERS

A\

{SERZTEN
o SEMEMIPHINERIETTIRIEE RS
o HEINAHIEER, BEEAEIMAEZHBE—RIERAMIP, FFHRIEIERERIIP
ik, SEIPRINZEEANTSGEATHEMAN, BEESRNRERTEHAN .

MIPRYTIR, RS, FHEHMIHEEMPERIMIP,
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AR EERRSS

CoEINE 3 BIALEMENI]
ZoEFRELN IP

£B BREERES
S mEemEEsaz s Y, ERKIEmRE.

S£IR3 EFEEL%%&E , IR CHIERE > SAEEIERERSS DDS” , BENMAEEIERER
=SS RH
$RA £ “LOIER NH, EFEENEIAESLS, RELHIETR,
S|S EEMSHN, B “EEEE > AMER” . £ “EXMER7 RgBr=sL
B “4iEsetiIP”

3-24 43EREtE IP

AR yaThE=E

Hazg

wuEEED 8635 £ L =

EEEA

R

PRt SFHEE

BHD e AR PFIP P B

node_1 - —= R
a5bas1b7. Secondar y EXa @ F#EE
node R R
fa3f5 P EET) © =4E
node_ . R
3287940735, AR ekt

EHAILESS “BEAXER” TENTRERKE, RHERTSRIEFIR “45Es
|~$IP”

3-25 4fEEtE IP

FRiEE
EETS =&i0% ENRETS
Z#/ID 1= BITHES RIRHE FIFIP P B

Secondary R TAEES © == SEUIRGG | SHPpiEE | SR

Primary s EIRK4 © == SELESEG | St | SEsE

Hidden s TAEES

$ER6 ERHERBREAMIPIIRSP, BiR “REE” INSHBEERMIP, GEiEFTHESIERIE
HEAMIP, BE “HE” %’mﬁfiﬁxEEE o MRLETHRTEEAMIP, BE “BEFE
HEIP” , UIEHHREARIP,
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BRIEANI] 3 BIREREA]

3-26 iEIFE M IP

x>
HEREIP
HEREIPE | BINSERASSLAIUEEEHEE | FrssEhia s EpaH AN | LInsEEds
==
T=EE fE)-rxic BT
_replica_node_2 FE
TEEEIP c
P s A
® e 5 Mbit/s
@ =iiE 5 Mbit/s
® == 88 Mbit/s
Enig

£]7 EBEFDRAY IR 5, EEFEMINAGEIEAMIP,
TR, BSAELRERELRMIP,

R

RGBT IP
S BREWME.

s mEmEEpsaz s Y, ERKEImRE.

SIS EREL LREE T, HE MIRE > TRUIREIRS DDS” , HASASMIRER

Z{EENA .
TR4 Xﬁﬁg?gfﬁ??ﬁ’&lﬂlwﬁ’ﬂ*ﬁﬁ, £ ‘LHIEE NE, EFEENEIAELS, BE
ggﬁl N\ o

SIS EEMSHN, B “EEEE > QANER” . £ “E8E87 REMNEFRL=L,
B “REERMEIP”
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AR EERSS

BRIRAI] 3 BIRERIEA]
3-27 fR4DEME 1P
EFID =)= aJ... FIRIP TP B
31f363e2b.. Secondary azl. 192168931 & SHiE et | e | e ==
— Primary azl.. 192.168.125 SETFARHshE | AESEEREP
20fc049de.. Hidden azl.. 192.168.120.. et 3| hi o

H$IR6 fERUETR, Bl e ,

{’“H_ﬂ,_ILM‘ ZH “BEAER” NEMTRE

|~¢IP ”

-

3.2.4.2 IGER AN

{ERZTAN

BIFPRR

gz

ZRHEHR—MZELENSHE,
(EAERTR = AR S5 22 FIDDSTAIR A B ZRRE

AT IREHEENZ EMMSEN, FEERADDSESIZAT,

BXig, BHERTSRIFTIR “ B

i /N1
WFEHHE, BFSUHBERERRIP,

AE—NENEZREEERZ2FRIPER, F1EE

= EERERYI PR IR ] o
BT S AW IPERZDDSLAIRY, FEANDDSHHEZEHEERMNAY “ANF5[7

s,

o FHINBRT,

EEBREREH, 8

— NEFPE LRS00 22BN .

o N NLZ2AREISHNLZLEAMUSISINGEIEN, Flt, BN— 1" Z2EHA
L2 HMNABIT505:

e HBEI—"DDSELAUXFIFHPE— N ZEH,

EREIEEHE

mEemssaz s Y, mRRKEnEE.

FEREE FRSE =, % “SURE > SRSIREIRS DDS” | MASTRSIREIR

R{EIQ\FL_‘E o

£ “SEPIETET W, ERIEERERSLS), BELAIRR,

Ml o

#)\ “ EK{—‘—E ”»
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MASEEREARSS
ESEINI) 3 BIREREA]

ZE5 7 BERER > NBER > 22A” &, SER2ESNR, #EATEEHTH,

3-28 T2

MISER

dds-st-test-vpc F dds-st-test-subnet-2

A LEAMNSHE, BE EREET , £ "ANEE > 22H” &, RpERE
HAR, HANLZE2HRTHE.

3-29 Z£H

=i

e

=EE

N il c

ATTEFI(T) HAFHRI(1)

WD @ ) fik

=3 Sys-default

H$]R6 TLXREETH, PHRMEY “BRENN” , EANZEHFBERNH.
FB7 EALEMURET, S RN, BHRIIASGEANED.
SR8 RIEFRERRCEREEMN

3-30 AN TS @MY

BMAFERN  #ses

‘ O =smAlihaES P | HEATARERS,

£248 default

S\ T
tix®k @ BE wssn @ Sl st @ sk =113
TCP v [25: 51 o
B A IPvd - =5
‘ | | 0.0.0.0/0
[OF=iE=u]

£ 3-16 A @ZSE05AA

2% 1528 Nl
55K LZERERNRLER 1

RSB AIEBE/91-100, BOMENT,
BIESsER . MAHREFH/N, MU
TR AIS o
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BRIENI] 3 BIAREEREN]
SH 1588 BNl
SR L RENIREE FUF
RARBERIERT, EERENLETR
VFRES .

iixiwE MY . BRiZiE “All” . “TCP” . | TCP
“UDP” . “ICMP” *D “GRE” k—q-:E‘I-’jJ‘
o

w0 RiFmiEthbh M AAEIEZERSS | 8635
fEEiEO ., BAIAH8635, B iHOEE
—EEENZENROMESR:
2100~9500, 27017, 27018, 27019,
Bt IPHtEiItSERY , EEISZ3FIPv4AFIIPVE IPv4

JEHbE TLAZIPHElE, 2448, IPHBit4E ., FF | 0.0.0.0/0
HUER B IPHElt ek 5 —R £ HARISLHIAY
BiEl. Ban:

e EENIPHENE: 192.168.10.10/32

o |PHEUFES: 192.168.1.0/24

e FREIPHENE: 0.0.0.0/0

o Z2fH: sg-abc

e |PHBHEZH: ipGroup-test

aRitit hZeH, WEELZEERNE
AR5 =3B M S RIFRCUZRATFRI o
BEZIPHHIHAESR, {52 IIPHEhEA .
fk ZEEMUNEREE, AR, -
HXMEERBAREBE 2551MF, BA
BeBE <7 H U7

SO BE W .
R

3.2.4.3 BT Mongo Shell JEERIAEESEHI ( LNMIERE )
#RETL I DDSSLBIARERE M ARIP, BT AR 5EDDSSH

hR— SNASEEENTEERIRSSE L, Bz aiRS S ISEERELS)
REFARXIER, ZINET AR IPIEREDDSSEH .
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3-31 AEX13 ECS 158 DDS

! |
1 | !
 Evee ! i &> w2 i
b e [ T
i i ! ! LR P i i ! |
. 1

o | omee S o
| ! ECS | | ! ! I !
| e ! | EEvEE : ! bos ! |
! == N l | . | R2E2 | !
| | : | 0 |
]
| R 1 | i I DXk 2 |
““““““ [ [

| AEEm _

Eh=

=" NAREEEM BNRRSE LR, BT EME L MIPEZDDSEH,

3-32 Efth=xfR532815(a) DDS

& wee
ELEIP : ____________ !
]
a CL_ I SN :
e ]
= Y '
aEuEE i s i
| B2H i
= x
| | EHRE
' “ A" R '
e e e e e e e e e e o e e e _I

RKEDUSBSEEM=IRS R ERINAFS A, NRINE{FERMongo Sheli@id 3t

ARIPRIS AR AL
eI A ST BIN75 S ANIESS TR, ELchSSLERIBIT T INZEINae,
EERNZSM. ATIRFNIBEMSEMIRRNZSNE, BURASSLER.
AU
BIRHBRWURIRSS, BN RRSBNESRMERRS S,

=

2. BIRESLHEREAMIP, FHEERSEMN, WIRTLIETEERIRSRN

a8 AEESLHI .
3. TEEM=ERSSEE L, ©3%MongoDBE Fif.
Z#MongoDBE s, 152 Wil{aZ%%MongoDBZE i .
(11 88
ZHIMongoDBE FikhR A TE EFISLHIRA—E
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AR EERSS

ESEINE 3 BIARERIENI]
SSL &R
B
EASSLENER:, BB UHESSLER:, BUSIRE . XFU@HFSSLERE, 52l
FEFNXASSLiERE
=1 EREEIEHS,
S mEEmsarz s Y, EERKENRE.
T3 Eﬁﬁ&tﬁ%ﬁ?z , IR B > SEEUEERSS DDS” , AN EEUREERR
SEETHE.,
T4 7T “LHIEE” TmE, BELAIBRFR.
TS EAMSHN, BE “EESE
$I¥e £ “BEAESR” KR “SSL” &, B, THRTES.
T HERIEBEEEEEIREMRIRSES
RIEE PinERNTEN RS EE, EFENYEERE,
e LinuIBERA T, AISEWTmS:
SCPp<IDENTITY _FILE><REMOTE_USER>@ <REMOTE_ADDRESS>.<REMOTE_DIR>
(1 %8B
- IDENTITY_FILEAFHERIEBHISEE R, 1Z3EERIPRH600,
- REMOTE_USER DM R ARSZEEHNIEERZ A, -
- REMOTE_ADDRESS 93t = ARSS 22 A0 ANMELE
- REMOTE_DIRASIRIEH HER R IRSSEHINER R .
o  WindowsiEERZ T, BERAIEEERETE HERIES,
T8 EEFin LEmongoffERIERT, EEEIEZETLA,

BR—: RREEbERE
a8

.Jmongo " <Z\PliEElblE>" --ssl --ssICAFile<F/LE PATH> --
sslAllowlnvalidHostnames

EXSHRAINT:

o RGN EETLAESLAIEENE, PEBEFREAIETR, BEAETMERER
Ho £ “EEEE > QWIEE" NE N RENARZEE I
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BB

3 BIREREA]

[ 3-33 FRENARIERZI B

[«

AT b= il mongodb://rwuser:

@1 4:8635/tes7authSource=admin [ i£:8588

EEl oreeFpaTern. SASRERRERSEmEN, RaTsSimsmtEn e,

SRENZURI A B UEAR VAN T

ZIEEI SR R E ERIMK SFIEIRERITIA

iE, EMMKkS&rwuserZiIAEEIEZFadminARa]{&4,
mongodb://rwuser: <password>@192. 168.xx.xx:8635[test?

authSource=admin

BEEXTAMEEIFRIIN TESHES:

& 3-17 SHRHA

SHER izl
rwuser W=, BIEIREKS .,
<password> HIBEKSXYNAZERS, FESMANELFD,

MRFZRRPEIEFHFE ‘@7 . 17 $7 M
“%” BEDBIBIRAXIMAI7HEHIBIURLIRTD
(ASCIIFE) “%40” . “%217 . “%24” 70
“%25”

Bl BRI @% S, ITRAJURLIRES
%40%25**%21%24.,

192 168 xx.xx:8635

=
So

authSource=admin

rwuserMSINIEEIRENVRS “admin” , Bl
“authSource=admin” AEERRXAT K,

e FILE_PATH: FRRIEPAIEER,
e --sslAllowlnvalidHostnames: I T{RIEBIAERZLENA SRR PRI FIFEE

oy
= —R Ay
T DA

BIAREIEBERREIEIRIPHIIE AR . B AMSSLERRIAEESLHIRT,

FERAN “--sslAllowlnvalidHostnames” .

EZA L RA:

./mongo "mongodb://rwuser:<password>@192.168.xx.xx.8635[test?
authSource=admin" --ssl --sslCAFile/tmp/ca.crt --sslAllowInvalidHostnames
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MERGLE
o EITAMER FAIHERSIAIN, BEMEREERERNENNEIS.

o ATIRFHIEESRE, BRERETELRRE, NEFRIRSANMIERE. #FESE
“AMUERER A ESLAILISSIEE S BHE TR EHEid S AR5 SRS

BRT: AMIPibEZERE
CESgi=5= %
./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --

authenticationDatabaseadmin --ssl --sslCAFile<F/LE PATH> --
sslAllowlnvalidHostnames

EXSHRAINT:

e DB_HOST: {H&EESLHITI xS NEBERIGRELAMIP,

ERILELAIEENE, SEHEEREAIGTR, EAEXEERNE. £ “EHEEE
> NRERE” TE TIRES R 15 AR IE AP

e DB_PORT: #iEFixO, BiAix[OS98635,
S AR BRLHIZIR, SANEREERT., ELNSHMPREEEEEE,

EAMEERE, & “‘BAREE > YEERDO” LR REOS .
3-34 SREUROS

iz Rl

|
1
[+~

==l 8635

e DB_USER: FEENKS, BEXiAArwuser,
e FILE_PATH: =ZRURIEBRIIER,

e --sslAllowlInvalidHostnames: I T{RIEBIAERZLENA SABFIPHIFIFE
Z£RE, BIAETIBERANIPSIEIPHNAR ., BT MSSLIEERIARESLFIRT,
F=EAEAIN “--sslAllowlnvalidHostnames” .

HIANTETRRS, BAEE ARSI AT :

Enter password:
&z S

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

$R9 KWEEEER. LMINTMER, HIBEERI.

o INRIAREFTRANEERER:
replica:PRIMARY>

o HWREIRESTDRANERER:
replica:SECONDARY>

-
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AR EERSS

BRI 3 BIAEBEN]
JE SSL iz
A
{EFRAESSLIERE, IBEMEISSLIERE, BUSLIURE . (MTXFASSLIERE, 52 LFF
SIS SLiERE
SR BFWHEIRSE,
SIED EE SRR RS

BR—: ARiEEtbiER:

g

.Jmongo " <Z\RliEREEL>"

NREREIE: ST ARSI E, RHEEREAEIR, EAEXNMEERA. &
“EREIE > AMERE" TS TIREN A MIEE B

3-35 FRER Wizt

RRbERE DT

BHER

| 8635 & ssL =
RIS

it

SN TS o mongodb://rwuser: icy 4:8635/test?authSource=admin 3 i=48iRE0

=l vreeTesaTsese, SRSREEREDETEN, AT TESnEN SRR RS,

IRENZEIBI AL AS AN T, izttt R A E eI SR ERTIAIE, BD
WSErwuser &IAIEEUIREadmin R E] {4 .
mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?authSource=admin

BREEXTAMEE I PRI TSHER:

% 3-18 SEURAR

SHBR 48R
rwuser WS2, BIEIREEKS.
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AR EERSS

ESEIND 3 BIAEEA]
SHEW 588
<password> HIEEKSINAIED, SESHMIELESD,

MRFRBPESEHFN ‘@ . U “$7
“%” BEDBIEIRA M7 HHIRIURLIRTS
(ASCIIFE) “%40” . “%21” . “%24” 7N
“0/025 » o

Bl BRI @% S, XFRAJURLGRES g
%40%25**%21%24 ,

192.168.xx.xx:8635 FEERI AREESLHIAY TS 4P ERISE I PHBIE R ik ]
o
authSource=admin rwuserlkSIAEEIRZEX A “admin” , B]

“authSource=admin” AEBEIEEIAF K,

&AL

./mongo "mongodb://rwuser:<password>@192. 168.xx.xx:8635[test?
authSource=admin"

(AR
o BEANSAAMIHEZSLAIR, FEEERERRIERIENEIS.
o ATIRFHMIEZERE, BREREETELRRE, NEFIREANMUERE. #FESE

“UMTEZRIAELAISSMEESBNETAH" EHiEIEA BEEEES .
BR: 2RItk
CESgi=F=
./mongo --host <DB_HOST> --port <DB PORT> -u <DB _USER> -p --
authenticationDatabase admin

BXSEEBI T

e DB_HOST: fF&EZSLAIT =X NEAPERBRIEAMIP,

ERILELAIEENE, SEHEEREAISTR, BAEXEERNHE. £ “EHEEE
> AMERE TE TRBI N AR RRIP,

e DB_PORT: #iEZEirO, EAixS/98635,
el R BARLAIZFR, SANEXEERE. EEMNShNGREEESTE,

FEAMEZERZ, £ “‘BEAXERE > HEERD” LIREEEREOS .
3-36 SREUKOS

iz Rl

|

t

1
[«

IEEEL 8635
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AR EERSS

BRIENI] 3 BIREREA]

e DB_USER: ¥IEEWS, EiAArwuser,
BN TEREY, BASUEREKS XS NAYZD:
Enter password:

RS

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

FE3 NEEEER. BIUNTNMER, HIEEER.

o HRIAREFTSRIEREER:
replica:PRIMARY>

o EINRIRESTDRANERER:
replica:SECONDARY>

-

EESEIE
DDSSLflE R R M AIHFE R i

3.2.4.4 i@id Robo 3T T EiEiZRIANEESLAH|

SEBREAIIREE R SEUREESLEIRT, SR LAERRobo STTELUIAMAYSTE

B EURERESEA o

AETLUEPiRAERIIWindowsit BHURERF R, NBUNEEZIRobo 3TT

BRGNS ERSL.

EBiFRobo 3TT BiEEsLHIny A A SSLEZFNIESSLEEM , EAhSSLERESEE 7l
2, BEEEENEEN . A TIRAMIEENSEMZIETINLZ SN, EINFEASSL

B
EEREE
3-37 EEREE
i
I
: 7
EIELEIP : I’ ____________ :
T @ APl @ : A !
T U | s f |
I
= "I gevwm | ! DDS |
: == S i
|
I
L e e e
EANEREEHIPILAESSE
s E
BItESR(Y

1. SBEseAMIPFEEZ AN,
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MASEIREERRSS
BRIEANI] 3 BIREREA]

a. NERRIANESLAIGRERIERRIP,
KT AL ERERRIP, ESNGEEFRERRIP,
b. IRENAIIREZAYIPHbIL

¢ IXREREHEMN.
$1.brRsREXAYIPiBAE 2 BARSEAIRYIR O IIAZ £ BRI HIASEEF
KT UMERER2ERN, FSRERZEABIN .
d. {EMpingas<iEE1.ahGPERBEIEAMIP, WRAMIREAILUGDIZEMER

P
2. Z#Robo 3TIH.,
a.

FAIRFEZ WLANT%%ERobo 3TTH,

SSL 530
A
fERASSLHIER, BSUHRSSLER, BNRRE. XTFNETFESSLEE, B2R
FFEFNKHASSLER .

81 FJFFRobo 3TTEH, EEEEERNME, B “Create” .

3-38 iEZER

- :
¢ MongoDB Connections *
edit remove Clone or reorder connections Via drag’ l'lJ c].rop

Hame Address Attributes #mth. Database / User

$IE2 1EEEAY “Connection Settings” B, BBIMEEENSH,

1. £ “Connection” T8E, “Name” EEEBEMIFRIEENZTIR, “Address”
BSR4 eI I IPFNSCHIREEEiR O .
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MASEIRERERSS
BRIENI] 3 BIARERIEN]

3-39 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

3-40 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |
The admin databaze 1z unigue in MongoDB. Uszers with
N T P SR N IR SRR D S

User Hame |rwuser |

Password 290008080 ||

futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1 “TLS” T, 4%k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .

SA%hRA 01 (2023-01-30) IS © BB AGIRAS) 3



MASEIRERERSS
BB 3 BIREIREA]

3-41 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
$I¥3 mEREFEERME, P “Connect” , FHAEZRIANELS,

3-42 ERHEE(ER

= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

co
T4 RINEERIAESS, TEREERNE3-43F7R.
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AR EEARSS
BRIEANI]

3 BIARERIRANI]

3E SSL /=0

& 3-43 EME ERZRLIN

File \View Options Window Help

2. H b u
¢ M i .
) t=a3) # Meloome ® W b getCollectionl’ systen s ¥ @ db getCollectiont zysten =+ %
e System z = -
V Q S =" tast & 10.154 Z71. TB:B&3E | adnin

~ Collections (4)
» System

system.k..
5 system.r.
system.u,
system.v...
Functions
Users
» % local
% config

R

ikl

{FRIESSLAIEE, BRYXASSLERE, BNSHIIRE. WExE, B2HFE
FNEAISSLiERE .,

H#B1 FTHRobo 3TTH, HEZEERME, BE “Create” o

E| 3-44 EEER

= ) .
¢ MongoDB Connections

. . . .
Create ) edit, remove, clone or reorder conmections via dragz n drop.

Hame Addrezz Attributes duth. Databaze / User

2 EEAY “ Connection Settings” B, IREIREBEENSH,

1. 1£ “Connection” Ti&, “Name” HEBENMFEEZENZFR, “Address”
BRI HI4BERISR M IPAISCAIR SR ZE iR O o
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MASEIRERERSS
BRIENI] 3 BIREREA]

3-45 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

3-46 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |

The admin databaze 1z unigue in MongoDB. Uszers with
S B RS TR WU DIl AR TR BN R S

User Hame |rwuser |
Password 290008080 ||
futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

oxest Cancel
3. RESHRE, BE “Save” .
£H3 AEEESNE, BE “Connect” , FHIAERRIARNESH,
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AR RERSS
BRIENI] 3 BIARERIEN]

3-47 BIREEREER

¢ MongoDB Connections

. . . s
Create, edit, remove, clone or reorder conmections ¥ia drag n drop

Hame Address httributes Auth. Databaze / User
[H] test 8635 TLS 6@ admin / rwuser

cond
T4 RINEERIAESS, TERMEERIE3-48F7R,

3-48 BIAREEZRI

* Robo3T-14

File \View Options Window Help

Sk > m
* M test (2) & Weloome X B db zetCollection( syster ¥ LIS getlollectionl systen. =+ %
w System E !
A g s & tast & 10, 164.221.T8:8636 | adnin
~ Collections (4]
: System
system.k..
» ER System.r..,
SyStem.i.
system.v...
Funchions
Users
» B local
& config

.

EESEIE
DDSELATER R MAIHFE RS

3.2.5 BIEFCIDEZE R A EESLH

3.2.5.1 Java 73~fl

Bid)avaiEZsL AN A B T E N ESSUEBEZAB P N ESSLEBiEEmiy, He
FHASSLUEREEEI T INZEEE, BEAESNLZEM . DDSHFsLHIENARZISSLEIE
N2, FFESSLIESEIZESSLEURMER ., SSLIERESTI T EUEINZINRE, (BRNtES
1 INLEEEN N AT IEFICPUIEFE, AEINFFBSSLEURMNE
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https://support.huaweicloud.com/dds_faq/dds_faq_0218.html
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AR EERSS

ESEINE 3 BIARERIEN]
BUiRSRY
BREZE8LITHEE
o FEITENEMENR,
o THRavalmiZIES.
IXEHIREN N sE A
o JariEzh FEMENE: https://repo1.maven.org/maven2/org/mongodb/mongo-
java-driver/3.0.4/
o (FRIERIEZS%E: https://mongodb.github.io/mongo-java-driver/4.2/driver/
getting-started/installation/
(EFE SSL iFHiEE

AR

o ZANBETFSSLERERN, FEFHSSUIES, BTIEPBRIGFHIEZEIIRE.

o ZEILUME “LHIETR” NE, RELGEIFEN “‘BXMER” E, S ‘HEE

R &

bR “SSL” fhiyts, FEARIEHIRLRE .

o SSLIEIEERIIES%E: MongoDB Java DriverBE /531  https://www.mongodb.com/
docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl,

BIANE

1Bt )avaiEss

, ARIBREY)avafE &= T :

mongodb://<username>: <password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica&ssl=true

% 3-19 2R HH

2% 15388

<username> HEIARE

<password> HEIAFRES.

<instance_ip> WIS S IRSS 2IEE, “instance_ip” 2EHIP, BP

‘EAERT EZSEHIRY “)Ritbit” o

NSRBI ERE 7 AMBNZEIAE,
HERY “EHEAMIPT

“instance_ip” JZLHIE

<instance_port>

i, BAIA8635, HAlwM, & “BAEE” %

‘EIRERERO .

SEAIRY

<database_name

HiEER, BIREEEREIEES .

>
authSource ENFERPEIERE, BYEadmin,
ssl EFEL, BEAtrueRER2ERSSUERER .

{EAAkeytool T EEECAIET,

2152 W5&k3-20:

keytool -importcert -trustcacerts -file <path to certificate authority file> -keystore <path to trust store> -

storepass <password>

N#5hRZA 01 (2023-01-30)
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MASEEREARSS
BRIENI] 3 BIREREA]

% 3-20 2057

S L)z
<path to certificate authority file> sSUIERRYFRUbIE o
<path to trust store> SEENERMEI . BENXEIE, 4l

a0: ./trust/certs.keystore

<password> BEMEE,

FEFPREIVMARSE LIS QIERREEEFIZRE:
e System.setProperty("javax.net.ssl.trustStore","<path to trust store>");
e System.setProperty("javax.net.ssl.trustStorePassword","<password>");

EIERIARER)avaltil, AIEELITRA):

public class Connector {
public static void main(String[] args) {
try {
System.setProperty("javax.net.ssl.trustStore", "./trust/certs.keystore");
System.setProperty("javax.net.ssl.trustStorePassword", "123456");
ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica&ssl=true");
MongoClientSettings settings = MongoClientSettings.builder()
.applyConnectionString(connString)
.applyToSsl|Settings(builder -> builder.enabled(true))
.applyToSslSettings(builder -> builder.invalidHostNameAllowed (true))
.build();
MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("admin");
//ping#HERE, MNREWHHFE
BsonDocument command = new BsonDocument("ping", new BsonInt64(1));
Document commandResult = database.runCommand(command);
System.out.println("Connect to database successfully");
} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");
}
}
}

TP ERE
MERY:
ZAHETFAESSLERE, FURSHBHTERRY, AFLHE FHSSUES.
B JavalEZ Rl ASELA], AIBPRY)avatiEZszian T

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica
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BRIEANI] 3 BIREREA]

% 3-21 S¥u%A

“BAMERT TWHIZSEGIRY “AmitbiE” .

2% 15288

<username> SEIARE

<password> HBIFAPRIZER .

<instance_ip> NRE LM SIRSEEIERE, “instance_ip” 2FAIP, B

HPERY “IRIERRIPT o

WNREITIEE T AR EIAE, “instance_ip” FIZELHIE

“HIERERO” .

<instance_port> | w1, FAIA8635, HmEIwH, &% “BEAXEE” WEIZSLAIRY

<database_name | #iBER, AIEEEENEIRES.

>

authSource ENFEPEEE, BYEadmin,

EERIAERavati3, AISELITRA:

public class Connector {
public static void main(String[] args) {
try {

ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica");

MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)
.retryWrites(true)
.build();

MongoClient mongoClient = MongoClients.create(settings);

MongoDatabase database = mongoClient.getDatabase("admin");

//pingEURE, NSRS FE

BsonDocument command = new BsonDocument("ping", new BsonInt64(1));

Document commandResult = database.runCommand(command);

System.out.println("Connect to database successfully");

} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");

}

}

}

3.2.5.2 Python 75§l
AEBEENBERPython B SIEERIANET BN E .

RIS

1. EEURERR Y ARSS 88 /NANDDSEFI Z BB ERE, AJLAEAcurlis &R

DDSSEAIRRSS imAYIPFIIR DS, MK MEEE M .
curl jp:port
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BRIEANI] 3 BIREREA]

1R[8] “It looks like you are trying to access MongoDB over HTTP on the native
driver port.” , IRBEMEEE.

2. 1EEMRIRSEE EREPythonlARE=F T pymongo., HEER
pymongo2.8hRZN .

3. WMERHABSSL, FEARELTHIRIED, FLEREMRIRSES.

RS

e SSLFRE
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?
authSource=admin&replicaSet=replica"
connection = MongoClient(conn_urls,connectTimeoutMS=5000,ssl=True,
ssl_cert_reqs=ssl.CERT_REQUIRED,ssl_match_hostname=False,ssl_ca_certs=${path to
certificate authority file})
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

e SSLXA
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?
authSource=admin&replicaSet=replica"
connection = MongoClient(conn_urls,connectTimeoutMS=5000)
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

(1 #E8
o URLAFINIESUREMIA “admin” , BI “authSource=admin” ,

o SSLEIERE, EEFRIERtrustStoreS{F,
o NEEUEEMAA “admin” , ZEBIIRESEHIERE.
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MASEEREARSS
BRIENI]

4 BPHRPREN]

4,

RREANI]

4.1 EZET RSLA)

4.1.1 EBEZEFNTA
SRR IR S5 R PRI A RIS R

x4-1&EEH

ERES | IPHht | EEEE 5488
=
DASE | TEEMR | BINETERSSENE, BEE |« 20, 22. 5
5 IPitiit ﬁms%wﬁﬁ,aﬁgEﬂSLﬁ 9. E8E.
{FAIMCIRIE. AIRISHITSQL. Bk | , \
WIEEEE, EUGERTIRE, B | o
SR, B2, SAEEEIERE. °
MNE | ARIPH | EEBARHARIPIELE . ZLUE, AL
S it MBI SIS b, Big | DDSHYBIFIERE.
W RS 28 SRR ST BIAL T
F—Kig, TEK. EAEEFN
P, ERINEIh{E N I P
RS e SRR ST
gmg BWIENF | o U AMEESHSRSEL, B |o BEZSMN,
IP WL RIRSRZ S TAAMIRELS] | , s rrmmn
ST AR, BSRERs | * ATAe T
HEAWIPIEBIT MR ARSS 2% S BIVIRIGR
*ﬁéﬁi&ﬁi@” o ﬁﬁ&*géui—ﬁl{é}ﬁg
o ULRFMEEEMERSNRSLE | DDSLAIER—E
B, EWEREREREARPED | MAEETRN,
ﬁﬁam%%ﬁﬁzﬁ@ﬁﬁi fERMMER .
5,
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MASEEREARSS
BRIENI] 4 BPHRPREN]

4.1.2 B HIES BRI EREPE T AsLf (#HEF)

4.1.2.1 fiha

BEEARYIEESERSEENE, BEERFNVERMARE, BEE }I%J“J:J_FJ_J
WARIE . AERISHITSQL. SRBIEEEIE. ERENIzHSINGE, MEIZMA.
£, ERERNER.. EFERREEENEIEEERSEELA.

AEN B IESHIEREERSIEER T m3Lf),

ERRE
R T AL BIRREL BT
1. EISDASZEREEATS s L

4.1.2.2 iBiT DAS R T sl

%E%‘EHE% ( Data Admin Service, fEFRDAS ) B2—AAEWAIBEHEIEESIET
H, hﬁiﬁnﬁﬂﬁ‘]u%ﬂ’ﬁﬁ@ KiRe TIERER, RSB ERLZENE

oL UBIE HIREIEIREZIEEHEIBL , XREIRERSZKANETHE T iziz
Em_’éi*ﬂﬂﬁ HEMERE L@ BN EEIRSEELA,

TE1 EREREHE

s mEempsaz s Y, ERRKIEIRE.
NBEFEDHEHEBBNREAE, BATFESR RS R HERAR. 7
BE, EELEEEEAXISHRE .

13 E{BEEZEJ:%EEE, IR HUREE > WASKUEERS DDS” , N RSSIRERR

B,

$R4 £ “LOISE” TE, SRS, BHEMEIIN ‘BRT , SABIEEERSH
EEERRME.

S RTLATE “SCIEIR” WE, PEEFEAISR, EREG LY, B “BEREE
", HANMREERSMEEERAE.

4-1 s£fIFIR

P - Q|| =z v \z

[

]
=5 S = db/imuserss@192 . BR | BELE ES v
e5b9940b1 2ad464a9dce63ed38a8e875iN02 = R0 = mongodb ser @192 =

S5 ERHANSERKFSNED, B ‘B2 , WS NESIEERHTEE.
BT R RS IR RUR A £ DD SHIEIE.
e

SASRRZS 01 (2023-01-30) WA © LR ABIRAE] 112


https://support.huaweicloud.com/function-das/index.html
https://console.huaweicloud.com
https://support.huaweicloud.com/usermanual-dcc/dcc_03_0002.html
https://support.huaweicloud.com/usermanual-dcc/dcc_03_0003.html
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AR EERSS

BRIENI] 4 PP RPREN]

4.1.3 AMERER T R5Lf)

4.1.3.1 IRELRLH

ZRHER—MZELNSHE, NE—EWAEZREEHEERZE2FIPER, FEE

(SRR = ARSSREFNDDSEGIR MHLIAIDSRES -

AT REEREENZ SRR EN, EERDDSEAIZEI, BREREENNZEH

AN, FFEFE &R R PHBIEA R ] o
BT AMEZDDSSEAIRY , IREZEBEIMND S TFEHER:

e ECSSDDSIEREZ S4BT, EMAECSSDDSEHIERE, TEIEEZTEAHM

T, $#i7iEiEMongo ShelUERERET =LA ( ARIERE ) .

4-2 HEZ2H

e

|
|
| |
| |
| |
| |
L L
| : mm&% B
|
i : e
| | ' |
| |
| I | :
| | : |
| ! | |
| |
| |
| |

DDS

e ECSS5DDSELHIEARRIEZEABRT, FTENDDSHIECSHIREZEHMN

4-3 FEZ%=£E

————————————————————————————————

S|z
L
w

- REDDSZEEMN: HDDSFAREHEEMRNA “AT5m@” .
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AR EERSS

BN 4 B EHENTD
_ RBECSHRLEHIN: RLABIANI S A BIRIB S S 5T, A,
FESECSTRBZSAMN . SIEECSHER A AIEBAZ 2A R H 5T
MIELHER, BEERECSHTERSERERRNE “H5E° Hnl,
AP LB/ MBUIHDDSEHIZBIERE “ A5 MM,
{s5FRZ%N
o BABRT, —MERTLIOIE5005LZL AN,
o  HARRERBITSHNRLENNSIEINEOER, i, EY— 22En
22 S AN FIBT 505 .
o BBi—/DDSELANL AL E— 2,
BESR
£ BRSEERES
S mEemEEsaz s Y, ERKEmE.
B3 EREA ST — , R SRS > SARSUERIRS DDS” , WA ISMIREIR
S{ZETA.
$BA 7F “STHISE NE, ERISENERI6, BEIFSHK, A ‘BEAEE" &
.
S5 1F “HASE > MEED > 2207 4, BERLESHR, HARSARE.

4-4 ZEH

=)

dds-st-test-vpc dds-st-test-subnet-2

sys-default £ 8635 £

A LIEAMNSHE=, BE “EREET , £ "INEE > 220 &, pERe
HAR, HANLZEHRTHE.

4-5 £

A #ie =
TSI (1) H7SEAR(1)
wyED @ —E @ o

2 Sys-default

$Re ARAEATHE, REHIREY “BREMAN , BARLEFBERNH.
FB,7 EAGEMURET, SFE RN, BHRIIASEANED.
$R8 REARERTRELZZEMN .
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https://console.huaweicloud.com

MASEEREARSS
ESEINI)

4 BPHRPREN]

4-6 N5 AN

RMATIEHN  #EeE

‘ O =smAlihaES P | HEATARERS,

sk @

ul
4

w0 @ ES st @

TcP - IPHEHE

& 4-2 \BEZSHRA

f B

i}

2%

iz

Bl

e

ZEEMNLTTR

SR ANIEBE1-100, FIAMERT,
BIESIMER . MATHE TN, MU
SRR LS o

R

L REANIREE

RERERRIBERT, EBRIEMET R
VFERES o

FUF

iNiw O

Pz . BRISZES “TCP” |
“UDP” . “ICMP” *D “GRE” %1’}]‘
o

TCP

O fiFimimt b RS AL SR RS
fEEimO. BAIAH8635, BNImOEHE
—EeENEMNEOTESA:
2100~9500, 27017, 27018, 27019,

8635

IPiBiIFRREY . BaEisziFIPv4FIIPYVE

IPv4

it

BILUEIPHENE . =24, IPHBIEE . AT
Bk B Pl E S —Z 2 HRRISLAIRT
ihlE. lEn:

E/NPHENE: 192.168.10.10/32
IPHEHEES: 192.168.1.0/24
PRAIPHtlE: 0.0.0.0/0

o Z%4H: sg-abc

e |PHbIFEH: ipGroup-test

HiRIE T 2H, WitELREHRNE
IS5 2= ER8 M S RIFIZAIAN .
EZIPHIMAER, B2 IPHEIEE.

0.0.0.0/0
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https://support.huaweicloud.com/usermanual-vpc/vpc_IPAddressGroup_0002.html

AR EERSS

HRIENI] 4 BT RIREN]
SH 1588 BNl
iR LZREMNAGHERMER, JFER, -

HIMEEABFREET2551FRF, BFR
%\E@/E& “<” *D “>”

$R| BE “HAE” .

R

4.1.3.2 i@ Mongo Shell iEZET5 5L ( IRERE )

Mongo Shell2MongoDBE®HIShellZ P, EalLUFERAMongo SheliEZHiEREL
Bl JIEIREHITEIEEIOMERR. HITEEFIRE. Mongo ShellZMongoDBEF
IHAS—ERSY, BEELETEHIZEMongoDBEPi%, B{FEAMongo Shel iEiEHURERE
s,

DDSELAIRGARAE AR IPHELE, SN ARREERIERIRSE L, B8RS HS
SR ESL I FE—Xis, E—VPCRY, RJLAERARMERSGEEIRRESLS, Z
BRALBRIGERAVERERINESHIZEM

AELLREELinuxRGE MR IRSS 28 LRAINAIZ=G], MMEIMEEERMongo
Shelli@id MRS TR T = SEh

TR TS LGRS A SSLIEREANFESSLIEERMS L, HApSSLEEEIT TN
B, BEESHNREME. AT RABIBEEMEEHSRETNZSME, EMCRASSLS

o
BUIRSRY
. BIEHEREMRIRSEE, BN EY R RSSEFNESE=IRSSEE
2. EEM=IRSBSEELE, £%MongoDBEFif,
Z4#MongoDBEFi, 152 Wil{d%3EMongoDBZE i .
3. CRFEEHIRSIEFIDDSLAISLIMMEERE, FHEESNIRERZ2H.,
SSL 5=,
ikl
EASSLENIEREE, BBV FRSSLERE, BUSIRE. X TFUMEHAFSSLEE, 52l
FriEFAsciFASSLiER: .

SIE BREEEHE,
s mEempsaz Fam ) ERRKIEIRE.

I3 EREL BB =, K “HURE > SRSUREARSS DDS” , M\ SASMIRREENR

SERNHE.
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AR EERSS

BRIENI]

4 BPHRPREN]

SR
gz
+LE6
SRT

£ “scpIEE” m, SEEAIER.
EEMSHN, 28 “EEEE” .

£ BEAMERT XY “SSL” &, gE <, TEIRIER.

BRIEBE NS =IRE2EAIWindows/LinuxdR{ER S, 152 WEHRIEBEAN
Windows/Linuxi2{EZ& %t .

R EERESEA .
B PRI Pt ZE 2 S5 -
a8

./mongo --host <DB HOST> --port <DB PORT> -u <DB_USER> -p --
authenticationDatabase admin --ssl --sslCAFile<F/LE PATH> --
sslAllowlnvalidHostnames

HXSHIRBUT:

e DB_HOST: HEZAVHIRZELAIRIAIMIPHELE
AAIEERE, REERA, SAERKNSERE. £ EEEE > ANE
%" B NRERT N T = AYIPHBAL

PR LREE

ST dds-st-test-vpc

dds-st-test-subnet-2 (

mongodb://rwuser @1¢ 5:8635/test 7authSource=admin O 45788

EEl wumerpaTere. SRSRERTERNSTIEN, SOESESmnE R s,

ETF/ID alfE AP e BE

dds-91d8_single_node_1 HERs 2155

602bb83600734325807714658051.. o & Fme

SRl | deEsep

e DB_PORT: #iEFixO, HKiAix[1=S/98635,

EAILAREELAIETR, HARKMSENH. FEMSHNPREEREE, £R
MIEERNE, £ “BEAMEE > HiEFRD” IREEEIRROS .

4-7 FRENIR O]

A LTliERE
EXfzE
FEEE 8653 | =EfETE dds-st-test-vpc
L 4 FE dds-st-test-subnet-2

e DB _USER: HUEEMKSS, BEHiASgrwuser,
e FILE_PATH: FRURIEPAIERER.
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https://support.huaweicloud.com/dds_faq/dds_faq_0066.html
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MASEEREARSS
ESEINI) 4 BPHRREN]

e --sslAllowlnvalidHostnames: A T{RIEET SREBETA SBRFIPHEIFIFR =
£5E, BOSIFBERARENSIE PR . EidMSSLIEZEE T s sCBIRd,
F=EARIN “--sslAllowlnvalidHostnames” .

EE SR

./mongo --host 792 768 .xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowInvalidHostnames

BN T RRES, BASIEEK SIS NAIERD
Enter password:

TR KEERER. LHNTMER, HBAERERKI.
replica:PRIMARY>

-
JE SSL /A=
ik
ERIESSLANERE, 185w XASSLiEE, BUsHIlRE . WEXFASSLERE, B2
RIFBFORASSLIERE

B BREURIRSSE.

SR EEEEIRESLA,
BT PRI PSS -
g

./mongo --host<DB HOST>--port<DB_PORT>-u<DB _USER>-p --
authenticationDatabase admin

EXSHAINT:

e DB_HOST: REZAIHIEZELAIRIA M IPHBLE

ALPIEENE, BHEEGFES, BAEAEERHEH, £ “EHEEE > INE
17 B TR R 5 mA9IPithit o

PR LREE

BXEs
s o635 & ENET
SsL + FH
e
ARt mongodb://rwuser @1¢ 5:8633/test 7authSource=admin O i£4Ei7AR
EEl wumerpaTere. SRSRERTERNSTIEN, SOESESmnE R s,
ZE/ID AIFE AP P B

dds-91d8_single_node_1
602bb83b90734325897714658951..

FERES 21.55 ® FaE S ARiE | deEsEp
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MASEEREARSS
BRIENI] 4 PP RBREN]

e DB_PORT: #iEZEixO, EiA\ix[S/98635,

ZAILABREELAIETR, HARKMSENH. EEMSHPREEEREE, &R
MIEETE, £ “BENMER > EERD REERROS

4-8 FRENIR ]

siEEEn 8635 | EHFET dds-st-test-vpc

SSL & i dds-st-test-subnet-2

e DB_USER: HUBREWKSE, BiASrwuser,
EZ A SR

./mongo --host 792768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

HIANTETRRT, BAEE ARSI AT :

Enter password:

TH3 NEERER. LHNTMER, HBBERERI.
replica:PRIMARY>

-
EES I

DDSSLAIER IO BB
4.1.4 /%R TS el

4.1.4.1 4BTEHEMELNR IP

BERLBICIERING, XIFRPHERMERAMIP, BT HEMESaEHERELA,
RO AIRIEFERS

N\

{sE 7N
o MEARIPEMIIRETAERES.

o TEIHIEIERER], BREEEIMAERHBBE—EIERMIP, FFILIaEERERIIP
ok, SEIPRINZEHEANSERIGIIRN, B#EEENREREH,

o WTTHERMUARIPHTR, BRIE, ZEHRIBEEMIEARIP.
ZEERIEL R IP
SB BREWRHIA.

s mEmEEsaz s Y, ERRKIEIRE.
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AR EERRSS

ESCONE 4 BAY5 e LENI]
T3 Eﬁﬁ&tﬁ%ﬁ&z, IR YRR > MIEEUERERSS DDS” , AN EEIRER
SEERE.
T4 T “LHEET THE, ERIEENBET AL, BELHIBEIR.
TS EAMSHKN, BE “EESE > ANEE” . £ “EXER” XigBirmaL,
B “YiEs@EIP”
4-9 4B IP
AFLEE SFEE
HAEzE
,EE:MEJL‘AE;WU “‘HAER® TENTREREXIE, REEFT RIRESIRY “48Es
HEIP”
4-10 4B 1P
FIR6 EHBIEAEMAMIPHIZRS, TR “FREE” IKSAGREAMIP, EEFFHEYIERIE

HERMIP, BE “HE” , BRRXPERES . WRLBETBEREEANIP, BE “‘EFH
HEIP” , BIEEFAEIEARMIP,
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MASEEREARSS
BB 4 BPHRPREN]

4-11 &0 1P

x
BEFRHIP
HEREIPiE , BIESHERASSLATUEEEIEE | HiE=sEmasEaHAFN | LInsEas
ETEit,
TRIEE TEEER T TS
=
P c
EHEIP s HEAD
® ® =i 5 Mbit/s
© F=8E 5 Mbit/s
® == 88 Mhit/s
EEEEIP

ST FETAR “BIIPT 5, EEMERINIEBIEARNIP,
WX, TS MARGREIEARIP,
R

FRGREETEL IP
S BREERHE.

$B premEslartsmn Y, ERRERE.

I3 ERELE LRPE T, HE “MIRE > STRUIREIRSS DDS” , HASASMIRER

F{EERm.
g 2 Xﬁ?g?ﬁﬁfﬁ?@ﬁ’&@wﬂ’ﬂ%ﬁ, £ ‘ISR UE, EEEENETREA, 8%
;—Eﬁu N o

SRS EEMSHN, B “EEREE > QANER" . £ "EX8ME87 KEvRL, 85
¢ BRykeEtEIP”

4-12 fEGREE 1P
FER/ID IREE AP P 24

If el t— —.fEEE ]
bh76d170c293. azlpod. 192.168.10... e | Samsep
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MASEEREARSS
BRIEANI] 4 BPHRPREN]

,‘ré;dﬂﬁ_ruﬁé‘@{ﬁﬂ ‘BEAERT TENTRERXE, SEERTRIEFEIIRY “ ke
HIP”

$IR6 FERMIETR, BE “BE , BIRRERNIP,
IFEHHE, TSN ERERMIP,

R

4.1.4.2 1 8ELREH

Z2EZ—MNEELLNNAE, NE—EMNEZRESHERZERFIPER, HEE
(EERE M= IR SS 2EFNDDSE AR EIAITIRES

AT REHEENZ S MFREN, EFERDDSELAIZE, BREEREENNZEH
A, FHEFELEHERERY PibIEATiE ] o

BRI PZEREDDSIAIRY , HBEHDDSHELSAREHRMNA “NBE”

mUo
{sE 7R
o BUAERT, —MAFEILICIRS00RZSAMN .
o HIRLERELSESHRLENVSILMELE, FHit, BY—IREER
MZREMNTBIT505
o BRI—DDSEAUR AU HE— M LRA,
BAFTER

S EREWSHE,
s mEemmEpsaz s Y, ERKEIRE.

I3 EREL BT, HE “HURE > SRSUREIRS DDS” , HASASSIRER

SEERE,
$RA £ “LOIEE NE, EFEEERES), RELAIBR, #EA ‘BEXMERT T
Ho

SIS 7 ‘BERER > WEER > 22l &, BHEEEEENR, #AREENH.

4-13 Z£4H

FItsis2

dds-st-test-vpe dds-st-test-subnet-2

A LELAMSHE, BE “EEEE" , & ‘ANEE > 220 &, BERE
HAR, EANZEHEHRTHE.
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MASEEREARSS
ESEINI) 4 BPHRPREN]

AR s c
AFSTEHII(1) H7sEAR(1)
wyED @ —E @ e

25 Sys-default

$|6 TLXREAETHE, BHRMFY “BRENMN” , EAZEBFBERNH.
SR|7 EABEORURET, B RO , BERIAGLRANED .
£R8 RIERERTRELZZEMN .

4-15 RIS SRR

RMATIEHN  #EeE

‘ O =smAlihaES P | HEATARERS,

=218 default

sk @ £ w0 @ 2] s @ ik =13

I
t
o
]

@ mmean
e B
x4-3 A\BASHIRA
2% ] AN
ek REBMNNERK . 1

RAERATEBE/91-100, BRUMEAT,
BIESMsER . MAHREFH/N, MU

SRR

5585 AN . iF
PARIERMBRT, IEBEItET R
i¢%m§ o

MmO | NS, Brisss ‘Al o “TCP” (| TCP
“UDP” . “ICMP” *u “GRE” %T[j}
o

im0 SAVFERBINAESASEUERERSS | 8635
fEEIRO . BiA98635, B NKONE
—EEENZS N ROIES):
2100~9500, 27017, 27018, 27019,

et IPHEESERY , EEIS23FIPv4AFIIPVE IPv4
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MASEEREARSS
BRIENI]

4 BPHRPREN]

SH

1588

BNl

Nkl

BJLAZIPHENE, Z24H. IPHBIHEE ., AT
WERE Pl E S —R 2 HRRISLAIRY
ipE. flan:

o EE/MIPHtiE: 192.168.10.10/32
IPHELEER: 192.168.1.0/24
FrA|Pitit: 0.0.0.0/0
Z44H: sg-abc

IPH#tEZE . ipGroup-test

HiREhZ2H, WitELREHRNE
ARS32=ER8 NS RIFTEIZAIAIN .
EZIPHIHAER, B2 IPHEIEE.

0.0.0.0/0

Z2EMNAIERAMES, IR,
HIMEE RS ARERBI 2551FRF, BAR
%\E@,/E\ “<” *D “>” o

$,9 BE “HBE” .

R

4.1.4.3 1@ Mongo Shell JEEZER T Ll ( 23MERE )
1ZaT A9 DDSELBI4BETEMELAMIP, BT M AR i518IDDSSLA .

hR— SNASEEENTEERIRSSE L, BiZeMaiRS S SRR LS)
REFARXIER, ZINET R AMIPIEREDDSEA.

4-16 REX1F ECS /i8] DDS

____________________________________

! 1

! 1

i Ewvec ! i & wpe2
———————————— | coccoooooooy

i : ! : BHLEIP i i !

L e ! | AR L !

[ | | | — | |

1 ! 1

i : = | | oEyEs | : oos |

i =N ! | - ! B2 !

| ._____l _____ | | = N

! 1

| i1 ! | I S BRI 2

: “ANFAE"
A=

= NANESEEM BmRRRSSR L,

BT SR 2N I PIZERZDDSSE

N#5hRZA 01 (2023-01-30)
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MASEEREARSS
BRIENI] 4 PP RPREN]

4-17 Hfth=BRS58%1/18) DDS

%

o\ #
@

L J
T
|
I
5@ |
2 I
I
I
I
i

AEHLE ISR 2 FHORFIAE RG], NALIIEREMongo ShellBid i
RIPHI7S =t e 5 RSl

IR R SLAIRY S TN A SSLERANAESSLIERMMN 5%, EARSSLEZEY 7 INZTINRE,
BEEESHNZEN . ATRABBRENSERIETHIZEME, BNRASSLE.

BSR4
. CIEHERBEURRSE, EE WL EHRRSSENEREMRIRSSE .
2. BPALAEEEEANMIP, FHREZSLAMN, HiRaTLIBEEE=IRSEEH
[EIE: N8
3. EEM=ERSSEE L, €% MongoDBE Fif,
Z4#MongoDBEFi, 152 Wil{d%&3EMongoDBE i .
SSL 5=,
ikl
FRASSLERNIERE, BSUHRESSLERE, BUSIRE . XFUETHFFSSLEE, B2l
FEFNFASSLIERE
TR SREEEHS.

s mEmmEEsaz s Y, ERRKISITRE.

U3 EREA AT — , IR HIRE > ASSUERIRS DDS” |, HARSEIRER
SEERE.

$UB4 75 “SLEISIE’ TE, SPEsLAISR.

S5 EENSHN, BE “EEEE ,

(5,

$B6 £ “EAER” XigH “SSL” &, gt , THIRIES.

FIB7 BIRIEFBENEERIRSEEAIWIndows/LinuiR{ER %, 52 IBIRIEBESAN
Windows/LinuxiE{ER %t .

~N
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MASEEREARSS
BRIEANI]

4 PP RPREN]

I8 EEFinLEmongoFfERIBRT, EREEUERESLA.

BTS2 o | PSS B -
a8

./mongo --host <DB_HOST> --port <DB _PORT> -u <DB_USER> -p --
authenticationDatabaseadmin --ssl --sslCAFile<F/LE PATH> --
sslAllowlnvalidHostnames

HEXSEBINT:

e DB_HOST: fF&ZRIEREESLAIRIEMERMIP,
ALHIEENE, BHEEFLA, BEANEAEERH. £ “EHESE > JWE
%7 & FIREVI R T AR R WP,
4-18 SREGEMEM [P

RRhEE AREE

EFEE
== 8625 £ =
ezl
TS mongodb://rwuser @ 18635 test?authSource=admin [ 23
BEEl ureersmnmads, SACRESRETSTIEN, SOTamssnm i Rmng-aas,
E®/ID AIEE ArEP =P 1PE

node_1 e L Rk | DR
325807714658051 ARxE4 P 914 BlrIREl | ARSEREEIP

e DB_PORT: #iEZEIKOS, BHKAKOSH8635,
BRI R EEEFIZIR, HARKEERE . EENSINGREEEESE, &2
PHIEZERE, £ “BEXMEE > HEERO” ASKEECiRiEAS .
4-19 KBRS

Pl NG =

[+~

FEREEl 8635

e DB_USER: HIEEWKSE, EXIASArwuser,
e FILE_PATH: ZHURIEBAIIERER.

e --sslAllowlInvalidHostnames: T {RIEET 2 RIENA BB IPHEIt RS
TR, B S BERRSEIEIPHIERL . Bid/AMSSLIEREE T SsLfRt, &
RN “--sslAllowlnvalidHostnames” .

EZA LA

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

HIN RS, BWAEEENK SIS NAYEERS |
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MASEEREARSS
BRIENI]

4 BPHRPREN]

3E SSL 550

FIE1
$I2

Enter password:

MEIEEER. BINTMER, WIBERERKI.
replica:PRIMARY>

R

ERIESSLANiERE, BSYWXASSLEE, BUSHINRE . IMaXASSLIERE, 52
WFEFAXASSLIESRE .

EFREMRIRSEE.

TR S AR BUR S
BT 2 R PIZESZE S :
B

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

XSO T :

o DB_HOST: fFiEZRIEIERESLAIRIEIERMIP,
ALPIEENE, BHEEFEA, BEAEAEERH., £ “EHEEE > AWE
27 WE TR N5 AT AP
4-20 SREGEMEM [P

alhes: Il

AR
EEED 8635 2 - -
ittt
A=y mangodb://rwuser @ 1:8635/test?authSource=admin [ 455 ES
B vreermaTsss. SRSRESREUETEN, AT e EsnE rERees.
E#/ID BIBE AEIP =P BE
node_1 e — -
| . = 3 914 Erminht  RRERREE
2580771465805, oot 914 SEARIGE | BEREEIP

e DB_PORT: #iEZEixOS, BHiAix=S98635,
BRI BB RELAIZFR, HEAEKREERHE . ELNShNGREEEESE, EQ
MIEERE, £ “BEAXNEE > #iRERO ™ IREELrgOS .
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MASEEREARSS
BB 4 BPHRPREN]

4-21 FKEURO=

RFEE NG =

BAER

FEEED 8635

e DB_USER: HIEEWKS®E, EIASrwuser,
EEaSRA:

./mongo --host 792 768 xx.xx --port 8635 -u rwuser -p --
authenticationDatabase admin

BN ERES, WABIEEKSIINAIERS:

Enter password:

B3 NEEEER. HMNNER, WHEEBEERIN.
replica:PRIMARY>

.

EESEIE
DDSSLffil iz KM AIHEE B i

4.1.4.4 3@ T Robo 3T T ELi&Eizea+ 5 sLfl

LR EFEANIREERE SR ESGIR, SR LA BEREAISEEEE A RIP,
FARobo 3TTELARMAYISUEE A EHERESLG) -

REB LR Fin A ERRIWiIndowsiHENURIERF M, NMEUTEIIRobo 3TT
BAEARING SRR,

i@idRobo 3T T Bi&EEsLBIRYS VA SSLIERANIFSSLEZmM, HASSLiERSEIS 7N
'%‘E)éﬁ‘é, BEREESHNZEN . ATRAMBEENSERIETHNLZEME, ERASSL
I\o

4-22 EiETrEE

SR IP

i @ A @
s e

ENTEERIPILAE =S
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MASEIREERRSS
BRIEANI] 4 PP RPREN]

RIS

1. BHESLAI4PEREANIP, FHEELREEMN, HIFRaJLLEIRobo 3TT iG]
SEEMELNMIP,

2. ZIERobo 3 TTH,
Z#Robo 3TTH, 53 {gZ&3%Robo 3TTH,

SSL /5=,
A
{FRSSLEiER, BBV FESSLERE, BNSIRE. FTFUNAHABSSLERE, B2R
BNk AISSLIERE

#FIB1 $JFRobo 3TTH, mEREERME, B “Create” ,

4-23 EIEE=E

¥ MongoDB Connections %
edit, remove, clome or reorder comnections wia drag n' drop.

Hame Addrezz Attributes duth. Databaze / User

2 1EEEAY “Connection Settings” B, IREFFEEZEIISH

1. 7£ “Connection” 71, “Name”’ IEEEETENIFEIEEZNZFR, “Address”
BRI HI4BERYSR M IPAISLAIRI SR ZE iR O o
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MASEIRERERSS
BRIENI] 4 PHRPREN]

4-24 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

4-25 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |

The admin databaze 1z unigue in MongoDB. Uszers with
S B RS TR WU DIl AR TR BN R S

User Hame |rwuser |
Password 290008080 ||
futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1 “TLS” T, 4%k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .
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BB 4 PP RPREN]

4-26 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
$I¥3 mEREFEERME, P “Connect” , FHAEZPET =LA,

4-27 B HEEER

= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

co
T4 RINEZBET LG, TEREERNES-28F7R.
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4-28 BTSRRI

File \View Options Window Help

2. H b u
¢ M i .
) t=a3) # Meloome ® W b getCollectionl’ systen s ¥ @ db getCollectiont zysten =+ %
e System z = -
V Q S =" tast & 10.154 Z71. TB:B&3E | adnin

~ Collections (4)
» System

system.k..
5 system.r.
system.u,
system.v...
Functions
Users
» % local
% config

R
JESSL AR

ikl

{FRRIESSLAiEE, B RFSSLIERE, BSNESHIRE . WTXFSSLEE, 52
R BFIKASSLIERE

H#B1 FTHRobo 3TTH, HEZEERME, BE “Create” o

| 4-29 IEEER

= ) .
¢ MongoDB Connections

. . . .
Create ) edit, remove, clone or reorder conmections via dragz n drop.

Hame Addrezz Attributes duth. Databaze / User

2 EEAY “ Connection Settings” B, IREIREBEENSH,

1. 1£ “Connection” Ti&, “Name” HEBENMFEEZENZFR, “Address”
BRI HI4BERISR M IPAISCAIR SR ZE iR O o
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4-30 Connection

] Connection Settings

Conmection futhentication S3H TLS fdranced

Tvpe: Direct Commection £
Hame: |te5t |
Adress: | | © |a635 |

Specify host and port of MongolE server. Host can be either
IFvd, IPvE or domaln name.

From URI Import commection details from MongoeDE UEI conmection string

0:. e

2. 7f “Authentication” T, “Database” #EEadmin, “User Name” 125
rwuser, “Password” IEEZEIEERLHIINEENEERZEN,

4-31 Authentication
LI Connection Settings

Conmection buthentication SEH TL= Advanced

FPerform authentication

Datahaze |a-:]min |

The admin databaze 1z unigue in MongoDB. Uszers with
S B RS TR WU DIl AR TR BN R S

User Hame |rwuser |
Password 290008080 ||
futh Mechanism | SCEAM-SHA-1 w

[ Marmally specify visible databases

0. Caci

3. 1 “TLS” T, 4%k “Use TLS protocol” , “Authentication Method” %%
“Self-signed Certificate” .
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4-32 SSL

Ll Connection Settings

Conmection Authentication SEH TLS Advanced
Tze TLS protocol

puthentication Method: |Self-signed Certificate e

In general, avold using self—=signed certificates
unlesz the network is trusted If self-=zigned
certificate 15 used, the communications chanmel
will be encrvpted however there will be mo
validation of =zerver identitw

[ ]Use FEM Cert. /Key:  Enable this option to conmect to a MonzoeDE that
requires ChA—signed client certificates/ker file.

D Advanced Options
or- ca

4. RESRE, B “Save” o
$I¥3 mEREFEERME, P “Connect” , FHAEZPET =LA,

4-33 B HEEER

= ] .
¢ MongoDB Connections

. . \ ;.
Creats, edit, remove, clone or reorder comnmections wia drag o drop.

Hame Address Attributes Auth. Database / User
[H test 8635 TLS admin / rwuser

cacs
T4 RINEZRBET LG, TEREERNES-34F7R.
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MASEIERERSS
ESEINI) 4 BPHRPREN]

4-34 BTSRRI
e

File \View Options Window Help

S-ald > =
v | test (3)
. System
v = admin

L Collections (4]

@ Weloome x &b getlollectionl system: X B db. getCollectionl systen. " %

« test & 10 164.ZZ1 7E:BE3E | adnin

b Systemn
system.k..
|_ system.r..,
system,.u...
system.v..
Functions

Users

'_:_é local

E config

e

=R S
DDSSLff iz KM HIHEE B i

4.1.5 BiIEFADERET R

4.1.5.1 Java 73:451

Bid)avaiEiZsL i A A TE T SSUFBIEEF B P FESSUIEBEEHM, Hp
FRSSLUEREEE I T INZEhEE, BEEESINLZEM . DDSFsLHIZNARFAISSLEIE
2R, FFESSLiESEIGESSLEUEMES ., SSLEESLM TR IheE, (ERtEES
1NN EEEND A AT BIFICPUIERE, AEBINFFESSLEURINZ

ARSI
RPEEAEU TR
o FEITEHEMAIR.

o THRlavalRiziES,

IXBHEREN KL {55 R

e JariXzf FEttt: https://repo1.maven.org/maven2/org/mongodb/mongo-
java-driver/3.0.4/

o (HEFIERIEZS%E: https://mongodb.github.io/mongo-java-driver/4.2/driver/
getting-started/installation/
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AR EERSS

CoINE 4 BT HENI]
{5 SSL IEHiEE
(00 88

o ZHENBETFSSLEREER, FENHSSUESR, BIIEBRIGFHERIERE

o IEJLIME “LHIBIE” INHE, RELOIEHRHEN “‘BEXNMER" TH, BE “iﬁEJ‘ =R &
B “SSL” ghgcts, FEARIERSIRGHa.

o SSLiEEIERIBEE%: MongoDB Java DriverE/A M : https://www.mongodb.com/
docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl,

BEid)avaiEiZBR s, KiBaYavaidEAgztunT:
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&ssl=true

* 4-4 SHIRA

2% 5388

<username> SRIARE

<password> HEIAFRES.

<instance_ip> MNRBL B =IRSEEERE, “instance_ip” 2FAIP, BD

‘BNMERT TWHIZSEGIRY “AmtbiE” .

WRIBSEE T AMANIRESE, “instance_ip” FZEHIE
HBTERY “IMEAMIPY

<instance_port> | im[, BAIA8635, Halim[d, &% “EAXEE” WEIZLAIRY
“BiEERO” .

<database_name | #iBER, AIEEEENEIRES

>
authSource ENFERPEIERE, BYEadmin,
ssl EFEL, BEAtrueRER2ERSSUERER .

{EAkeytoo| TEEECAIFH, 252 N%K4-5:
keytool -importcert -trustcacerts -file <path to certificate authority file> -keystore <path to trust store> -
storepass <password>

F* 4-5 SHIRA
S 15AA
<path to certificate authority file> sSUEBAIFRUbIL .
<path to trust store> SEERERMEIL . BENXEIA, fl
a0: ./trust/certs.keystore
<password> BEMZEE,

FREFPIREIVMARGBE LSO ERRSEEZERE:
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https://www.mongodb.com/docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl
https://www.mongodb.com/docs/drivers/java/sync/current/fundamentals/connection/tls/#std-label-tls-ssl

MASEEREARSS
BB 4 BT RIREN]

e System.setProperty("javax.net.ssl.trustStore","<path to trust store>");

e System.setProperty("javax.net.ssl.trustStorePassword","<password>");

EZRBETmAavaftis, A&~ RE):
public class Connector {
public static void main(String[] args) {
try {
System.setProperty("javax.net.ssl.trustStore", "./trust/certs.keystore");
System.setProperty("javax.net.ssl.trustStorePassword", "123456");
ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&ssl=true");
MongoClientSettings settings = MongoClientSettings.builder()
.applyConnectionString(connString)
.applyToSsl|Settings(builder -> builder.enabled(true))
.applyToSslSettings(builder -> builder.invalidHostNameAllowed(true))
.build();
MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("admin");
//ping&iEZE, WNRELMMERE
BsonDocument command = new BsonDocument("ping", new BsonInt64(1));
Document commandResult = database.runCommand(command);
System.out.println("Connect to database successfully");
} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");
}
}
}

ToUEFi%E#E
(REELY:
ZANETFIESSLERET, ARSI TIEDIRIE, BPEE FTESSUESR,
BEidlavalEERE T e, KBAYavaiE gt T:

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin

& 4-6 SHURIA
28 iz
<username> SRIAFE
<password> HBIFAPRIZED
<instance_ip> MR BB RARSEERE, “instance_ip” 2FHLIP, BD

‘EAERT TEZSEAIRY “ Rttt .

WNERIEITIEE T AMAYREIGIE, “instance_ip” MIZELAIE
HEERY “EMEAMIP”

<instance_port> | ix[, 2AIA8635, Halixg[, £%F “EHAEE” WEIZLAIRY
“BURREIRO”

<database_name | #iEER, IIEEEZEIEES .

>
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MASEEREARSS
BRIENI]

4 B HEN]
28 izl
authSource ENEPEERE, BYEadmin,

ZEIEMongoDBEIEERYJavaitil, aI2Z LI TxRA):
public class Connector {
public static void main(String[] args) {
try {

ConnectionString connString = new ConnectionString("mongodb://
<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin");

MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)
.retryWrites(true)
.build();

MongoClient mongoClient = MongoClients.create(settings);

MongoDatabase database = mongoClient.getDatabase("admin");

/Iping#IBE, WNIRKAWHFE

BsonDocument command = new BsonDocument("ping", new BsonInt64(1));

Document commandResult = database.runCommand(command);

System.out.println("Connect to database successfully");

} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");

}

}
}

4.1.5.2 Python 7=4l

ERZAES

AEFEENBFERAPYythonE S ERE B RLHING %,

1. EEHIEERE M RIRSS 2RV RAIDDS A Z BIMEEIE, ATLAERurla<$

DDSEAIARSSimANIPFIR S, MiHMsiEmH .
curl jp.port

EfZ

1R8] “It looks like you are trying to access MongoDB over HTTP on the native

driver port.” , IRBEMEEIE.

2. TERM=IRSS R ER&EPython AR E=H %% Epymongo., HEFEH
pymongo2.8hRZN .

3. WRFRESSL, FEEFRELETHRIES, FEETEMERIRSER.

o SSLFE
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin
connection = MongoClient(conn_urls,connectTimeoutMS=5000,ssl=True,
ssl_cert_reqs=ssl.CERT_REQUIRED,ssl_match_hostname=False,ss|_ca_certs=${path to
certificate authority file})
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs
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https://pypi.python.org/pypi/pymongo/2.7#downloads

MASEEREARSS
BRIEANI] 4 PP RPREN]

e SSLXF
import ssl
from pymongo import MongoClient
conn_urls="mongodb://rwuser:rwuserpassword@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls,connectTimeoutMS=5000)
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

(1] %88
o URLAHSINIEEIEEMRS “admin” , Bl “authSource=admin” ,

o SSLETVERE, FEEFRERtrustStoreX 4,
o INIFEUBRENA “admin” , ZEBINAESHIERE.
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SMASEIREERSS

CoINE 5 BRSEHLMIEERSEHE
5 ERSFHMEREERSEFS
HUESAS

ﬂ%@ EEMEAKSHAEE IR, TEEEREEENG, HAMEEEER

FJo

WREREMENRSHTEENS, BEEATEMEIM, BARESESIIMTE
e EHarBER . EMRIE, ZKSHIBREARRERS, 8EX
EEIREIRSS .

(1] A8

EMRRING, SRREREANRS FEIZFRAF. IZAPARENR, BRREESL (S8
IVIEARSHRENT] ) FIAR

SRR ERS RS

g2
g ¥
43

g

HIAEATEN.

BEREALE “BHE7 , BAFAZEEEHEERINH.
RIERERT, EEKSESHRE ‘BR7
RINEREEEHE .

mEemEsaz s Y SERENEE.

WREHFEMEHERFNNERR, BrHEERZAREERITEERER. 7
B, ELLEERET R XEMIE.

Bid T B R WL S EE FE LA S W —ERIBRSS 22 A
FEREA FE = , W% “SUEE > TRMIREIRS DDS” | MARMIEER
SEENHE.

TR

T HMEHRERERS RS

gz

EXEEREERS DDSIEH S RE, BERNEA LAEERIIKS.
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https://support.huaweicloud.com/usermanual-account/account_id_001.html
https://support.huaweicloud.com/usermanual-account/account_id_001.html
https://www.huaweicloud.com/
https://support.huaweicloud.com/qs-consolehome/zh-cn_topic_0016739341.html
https://support.huaweicloud.com/qs-consolehome/zh-cn_topic_0016739341.html
https://support.huaweicloud.com/qs-iam/iam_01_0034.html
https://support.huaweicloud.com/qs-iam/iam_01_0034.html
http://www.huaweicloud.com/
https://support.huaweicloud.com/usermanual-dcc/dcc_03_0002.html
https://support.huaweicloud.com/usermanual-dcc/dcc_03_0003.html

SMASEIREERRSS
BRIENI] 5 BEREFHMEHIEFRSEHE

S TERES, B RRER .
-
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MASEERERSS
BRIEANI] 6 I MISEFEHE DDS SLf)

% DDS S5

B: RESEFHEE

6.1 i®iT Mongo Shell &z DDS L4

ARETNBNGEELEERHMIEIMongo SheliEEERESLHIFH X N AEIRFERHTIES
HIRRURIEL R .

o T WEERFLHI

o EIED: MJSLECS

o I3 IRETAMN

o FIE4: jEiTIMongo ShelliEREDDSEEFLH

o XI5 QIRMIEEHBAIUE

STE1: WEEEFSLHI
1. BHANBEMWEEHIEEDDSITH .

2. £ “TOLEIERESCR” W, EFiHEEN, BESHRELAEXERRE, B
“SZBIMASE”
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https://console.huaweicloud.com/dds/?#/dds/customCreate

AR RERARSS
ESEINI) 6 =~f: WISLFiEsE DDS SLf)

6-1 EitficE

ERERE
s
=1
0T, FTLUHEREAIEE.

=]
TER TR TRE3 ARE ARR2ARES

s ARES TR, BESATRR, T 0
SBRER | doeTass | ®

SRR RS RHER IR mongos. shard. conf == 5, sharcHlconfg =T SEISEEN. BSOS RS TS

IR N RAESERY. B AR

EEMongoDBIER 44 [ 2] 40 34

REE EEAEAARE

mongos
B crumE B
2 vCPUs | 8GB 2,000
4VCPUS | 16GB 4,000
8 vCPUs | 32GB 16,000
16 vCPUs | 64GB 16,000
32vCPUs | 128GB 16,000
Bl s4vcrus | 25608
SEFEEAME  dds.mongodb.c6 large 4. mongos | 2 vCPUs | 8GB
smEE | efeutDDS-4 2:ongos v | C sssmer
shard
= cPUTE ExiEEn
2vCPUs | 8GB 2,000
2 vCPUs | 16GB 2,000
4 vCPUs | 16GB 4,000
4 vCPUs | 32GB 4,000
8 VCPUs | 32GB 16,000
8 vCPUs | 84GB 16,000
16 vCPUs | 64GB 16,000
1068
=
i)
b 250 500 750 1000 1250 1500 1750 2000
ES) EHETEE16,
SHTE | etautDDs-4 2-5ar v | C sssmes
config

e 2vCPUs | 4GB

#i% dds mongodb.c6 large 2 config | 2vCPUs | 4GB

2068

s ‘ Default-DDS-4 2-Config - ‘ C szsmer

& 6-2 BIERIRE
mEEE

=ESEAE rwuser (2

EEnmE \ ®

AT -
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NEHIRERS
HIENI] 6 ~: MEEFFiZERE DDS L4

6-3 MEIRERMEGERH
RIS

=

EHIFAE

default_vpc hd

HI

A DDSEfBIERREFZSIBRERMMNER, BEEEEREERRAEE.

2.168.0.0/24) *| C =70 @

.

=

o

N

1 ol
: =
u'\

u

T

=3

=

C

e

6-4 SREcE

AR

3. & “FUBHN” WA, BXIELIER.
- 8%/8R
" RFEENR, BFE 7, EIEHIER
" EMERRE, B EXMT, #A AR TE, SEAHEH, 5

A
- mmitE

" MRFEENR, BE 27, ERZHER

" ERMERE, BE RBR7, FHRtIESESl.

4. BE “ROEEGFIR" . LHICBEMINE, ARELME “SHIER” E, 85
FEEECRIERERESA,
- BIELfIERES, LEETREETRN “QUEEF'” , WITRRL9159%0, Bl
SERRISEAIRIEITREERA IE““ ?
- Rﬂgikt%ﬂ@;&ﬂ’ﬂ ‘BF/8R7 %6, B?%WU%W*DiWUID&I*, HARERER
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NEHIRERS
HIENI] 6 ~f5ll: MEFiERE DDS L4

WIsE ECS

NG Z= AR 9525 TUH

2. EEEMERE, BE ‘“T—%: WEEE" . ECSESRAEEAIDDSEAIRIK I
ATAX—.

6-5 EitficE

Q=== @ mems

R

=4

- ws O

e veeus [ 2m v mE|es v | mmEn Q
ampn [ EEECTN amiem  cumsR AmER O
HUEER VCPUs | B (S (< TS 2 /mxmE @ = wRkEE @ i=
CPUs | 2GiB - 03/1 Gbit/s 150,000
‘ ‘ | E
® 1WCPUs | 4678 - 03/1 Gbitss 150,000
2CPUs | 4678 - 06/1.5 Ghit/s 300000
2CPUs | 8678 - 06/1.5 Ghit/s 300000
4CPUS | 8GIB - 1736615 500,000 B
4vCPUS | 16GIB - 173 Gbitys 500000

o] 1 |+ e PR
SBNE, SANBERENE TR

T RS

B 6-6 1&IFiE®

ae . smme s ©

% centos ~ | | centos 75 6abit -l
=t FEstize @ ERETLHEE
E
s =0 0 |+ | G 10ps = H85,000 @ 4

S0 AEIBSUEENE, TSNS

3. EENSZEER, BF ‘T—2%: BREE” . ECSE5HEZEAIDDSLHIRIVPCH]
ZeB—H,

6-7 MEEE

summ @ Fism @ msm= @ muzm

s [ c 0]
=, o mamseae

rane @ mu—AE SETLE 45

=2 C wazen @

aEe) 11 Esssie

w2EE [z e san 2 £ £
e
E jumper
7 Tp: 3380 Pt mper
77 TP 3389 Pt per
P T 2 2
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https://console.huaweicloud.com/ecm/?#/ecs/createVm

AR EERSS

HIENI] 6 ~f5ll: MEFHiERE DDS L4

[l 6-8 EIFFELN IP

EELFIP ® WEEE = s @

FER AT ®
FUEFERESHEE
FRAM 5 10 20 50 100 BEY 1 + | FEEE
FFEDDosER
BT mEsEEn @
4. REENFERRE, BF ‘T2 WARE’
& 6-9 KA E
;;;;; ©=umx
e 5
T — ®
= ] asen
- - FarsEmE :A
5 WAREBERERGE, BF ‘AL .
6-10 HIAECE
EREE AsEs ——— 5l [ PG
EE wmRE 2
B SEEECFS RK3
664l w2
RERE 2
A ——
ERRE 2
L bl
maEn aEmmaEE | @
e ~ | c smewna @ i
ERK aEzmRE @
mEnE 1 [+] emsmnemmazmss AT
iy BEHAR (ASREE

SENE, BROBFUKEY

6. BEMWIRINAYECS,

£ 3: RELZSEAN
SE BREERHE

SZHERRZS 01 (2023-01-30) IS © EREAGIRAD] TS


https://console.huaweicloud.com

NEHIRERS
ESEINE 6 : MEEFFiZERE DDS L4

s mEempsaz b Y ERRKIEIRE.

SIS EREL LAmE T, HE MIRE > TRUIREIRS DDS” , HAASMIRER

SEENH.
SR £ “LHIEET TUE, SIFEEBRES), BEXAIBR, HA ‘BEXMERT T
Ho

L5 £ “BERERE > NBER > Z2AH” &, PER2EER, #ALTEEHRTH,

6-11 Z£H

[EE-IE)

[N

sys-default & Fre==nl 3635

EORILEEMSA:, B “EERER" , £ ‘AMEE > 220" &, 25%e
HATR, EANLZEHTHE.

6-12 %48

=eM
B2
EA e c
ATSTEAR(1) SHPSRIAAM(1)
wEn @ ) ik

2= Sys-default

H$IR6 TXRAETHE, PHRMFY “BRENN” , EAZEHFERNH.
FB,7 EANGERURET, S “FNRN7 , BHRIASEANED.
$I8 RIERERRECEZEEMN .

6-13 RN TS [E@FEN

BMAGERN  sseE

‘ O =) FERNREER (hiF) | KEASEMERS.

— 2 SE2AH 25
wxlk @ 5] w0 @ =] Bt @ o3 -1
TCP v [25: 51 o
FiE - IPvd v =)
[OF=iE=u]
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MASEEREARSS
BRIENI]

6 <5l MISEFFZERE DDS 345

& 6-1 AL ESHiHA

2H il Nl
55K LZRERNLTER 1

RAERATEBE/91-100, BUMEAT,
BIESMER . MAHEFH/N, MU
FTRER S o

i
==
o

L EEMN R FUF
RIRERRIERT, ERRENLTR
TFERES o

YA W& . BRISZIEF “TCP” | TCP
“UDP” . “ICMP” *D “GRE” %T[j}
o

im: AFmimthibEe M AAEEERS | 8635
fEEiE0 ., BAIAH8635, B imOEE
—EEENEZENREOES !
2100~9500, 27017, 27018, 27019,

et IPHEESERY , EEIS23FIPv4AFIIPVE IPv4

pES oAl aLARIPHELE. Z24H. IPHEIEA, AT | 0.0.0.0/0
HUER B IPibhE ek 55— £ HAIRISLHIAY
ni. fIgn:

e EBNIPHENE: 192.168.10.10/32
e |PHENFES: 192.168.1.0/24

e FREIPHEUE: 0.0.0.0/0

o LTIH: sg-abc

e |PHBYEZH: ipGroup-test

Rt AEeE, UEEZREEHNN=
RSS2 EME N HBIRTEUERAIFRN .
EZIPHIMAER, 152 WIPibiA,

)% ZEEMNRIERAMES, IFEIR, -
HIAMESEAS 8B 2551MFF, BAR
QEE/E\ “<” *D “>” R

£, BE “HBE” .

R

X 4: 1@1d Mongo Shell &% DDS SEE£5LH

o  SSLi%EHE:

SR SREHEHS.

£ PHEEEHeAE LR Y, EBERKEFMNE .
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https://support.huaweicloud.com/usermanual-vpc/vpc_IPAddressGroup_0002.html
https://console.huaweicloud.com

MASEEREARSS
BB 6 =~I: WISEFiZEE DDS Sl

H+IR3 Eﬁg&tﬁ%ﬁz , FE CEIERE > MASEIERERSS DDS” , BMENMAEEIERER
SIERWHE,

R4 £ “THIEE” TE, PHEEHIBR.
SIS EEMSHN, BE “EEREE

$'6 71 “EAXMSE” KigH “SSL” &b, BE L, FHRES.,
TET ERIEPBEFEEEAIRE T =IRSEE .
RIEE PiRfERT BN R SGEER, ERENAY EESE.
e LinuRERZT, AIS2EWN TS

scp
<IDENTITY FILE><REMOTE USER>@<REMOTE_ADDRESS>.<REMOTE _DIR>

(1 #88
- IDENTITY_FILEATFMERIE BRI HFE R, %X HFBERINE /9600,
- REMOTE_USERI# M =IRSHEIIRIERFRHF .
- REMOTE_ADDRESS 95t = RS 22A AN Mkl
- REMOTE_DIRJIISHRIER L EZ e =IRSZHRIIEBE R
o  WindowsiERA T, BFERAniEEETE HERIER.

£ EXEFinLEmongofifERIBRT, EEEIERESES.
BR—: ANSHEERE (#E)

DDSEEITHIERmiEH T I7§ W0 BiEEttit, RNEE T ERELAI TS
m? £gosw TRIPHNI NIROER, EiiztthhEEeEsssLfl, TR &R LIS
}Eﬁ ﬁb o

g

.Jmongo <A ] fEiE i ELl> --ss| --ssICAFile <F/LE PATH> --
sslAllowlnvalidHostnames

X SR T :

J WHHT%E Mtk SR LAESCOISIEDE, PHEBRSLAIER, EANERE
SNH. BE “EEEE > ANEE" , £ ‘ANSHREEbIE” 2EIRIIREY
éﬂéﬁﬁiwﬁ’]&}%ﬂﬂiﬁ

6-14 FREXA NS B Ftthilk

RFlERE AR

BEFRER

= 8635 ElEE dds-st-test-vpc

EIE R

AR st maongodb://rwuser: @ 8635/test?authSource=admin O ERiEE

= uteersnssss SESEELTERETEN, SOTSTESNEN T HERE R
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MASEEREARSS
BB

6 ~f5: WESEFEE DDS L4

SRENEIIA NS e BRSNS, iZiEEti R A EERN KSR ERTIA
ik, BIkSErwuser i NEEIEZEadmin AeJ1E24

mongodb://rwuser: <password>@192.168.xx.xx:8635,192.168.xx.xx:8635/test?

authSource=admin

BHEEXTAMS BRI T SEER:

& 6-2 2HER

SHEMR 48R
rwuser FTRHIBERS A
<password> FRHIBEKSYNAZER, FESHBNELE

Ego

MREZRBPESHFHRFN ‘@7 | < “$7 A0
“%” BEDBIEIRA M7 HHIRIURLIRETS
(ASCIIFE) “%40” . “%21” . “%24” N

“ 0/025 ” R

Bl BRI @% S, I RIAJURLARED S+
%40%25*+%21%24 ,

“'”

192.168.xx.xx:8635,192.
168.xx.xx:8635

RERERLBIRImongos T RIPHBIE R iR OS .

test

FrWHER, ARELRERRE.

authSource=admin

rwuseriRSINEEIREL A “admin” , B
“authSource=admin” AEEBRRXAT K.

e FILE_PATH: FHURIEPBRIIERER.

e --sslAllowlInvalidHostnames: J3 T {RIEEREMIEREINA G BB PPN
RiE, EEHTBERANESIEIPHIIERY . BITHIMSSLEEERFSLHIRT, &

0 “--sslAllowInvalidHostnames” .

EZAR S RA):

==
n
=

&=
=
N

7N

./mongo mongodb://rwuser:<password>@1792.168.xx.xx:8635,192. 168 xx.xx.8635/
test?authSource=admin --ssl --sslCAFile /tmp/ca.crt --

sslAllowlnvalidHosthnames

BT INSARAEE (BREEXEREEFRKS )

antEL:

.Jmongo <A el FHERENEL)> --ss| --ssICAFile <F/LE_PATH> --

sslAllowlnvalidHosthnames

HXSHIRBUT:

o ANMSAI A& EETLIESLAIEERNE, PEEFREAIETR, HARNE
SNHE. 2E EHEEE > ANEE" , £ ‘IS EEEENE” 2EIETEREY

B HRISLAIRGERZEIRE .
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MASEEREARSS
BRIENI] 6 -l MISEF&EHE DDS SLf)

[l 6-15 FREXAIM S F] Atk

PafRd;

it
firt

= RliEE

siEEED 8635 EfETE dds-st-test-vpc

S5L = ! dds-st-test-subnet-2 (

RS St mongodb://rwuser: @ 8635/test?authSource=admin OO iF&0iEE8

EE teeFeaTmass, SACESSREnETSN, SarssnsnE s,

SRENEIRIA M S F] At EAREUAN T

mongodb://rwuser: <password>@192. 168.xx.xx:8635,192. 168.xx.xx:8635[test?
authSource=admin

BB MR I R TS S

*6-3 2HER

SHEIR A8

rwuser HIEEMKSSE, BRHAS “rwuser” ., OIRIESCRRIS
B AP EIZENKSSE

<password> FRHIBEKSYNAERS, FESBNELE
EE_"O

MRFRBPESEHFE ‘@ . U “$7
“%” BEDBIEIRAI M7 HHIRIURLIRTS
(ASCIIFE) “%40” . “%21” . “%24” #N

“ 0/025 ” R

Bl BRI @% S, I RIAJURLIRED S+
%40%25*+%21%24 ,

192.168.xx.xx:8635,192. | FnEZERELHIAYmongosTI S IPHEIE K iw S .

168.xx.xx:8635
test FrlidES, TRIBELRBERIRE
authSource=admin rwuserfKSINIEEIEZER “admin”

1588
ERPERABEX IZIEIREREITIME, NFEKESIUA
R R AIERUR FE U0 SR e R AR TR . BN
BiZRIBNE—TEH “BIRERSE (E208HpiEE
BT 2RSS .

e FILE_PATH: FHURIEBHIIRE.

e --sslAllowlnvalidHostnames: A7 {FIFEEFNENETA S BAFIPHEIH IR =%
RE, EERTBERANEPEIEIPHIIER , BT M SSLEEERISLAIRT, BER
0 “--sslAllowInvalidHostnames” .
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MASEEREARSS
BB 6 =~I: WISEFiZEE DDS Sl

}ﬁﬂ?—_’]}fﬁ)ﬁ' BEX eI EEEDatabaseFHEIZEIEE T RlEKStest1, WiEZp<SR
51179 :

./mongo mongodb://test1:<password>@192.168.xx.xx:8635,192.168.xx.xx:8635]
Database?authSource=Database --ssl --sslCAFile /tmp/ca.crt --
sslAllowlInvalidHostnames

FR=: ERARMIPiHE:E
gt
./mongo --host <DB_HOST> --port <DB PORT> -u <DB_USER> -p --

authenticationDatabase admin --ssl --sslCAFile <F/LE PATH> --
sslAllowInvalidHostnames

HXSHIRBUT:

e DB_HOST: fHEEERFSLAIAIMongosTs s IPHBilE

O ABRESLFIEIR, HABRNMSER®E, ®F “EXEE > IMNER” , &
“TSR(SE > mongos” TIE TIREXmongosTs aAY PRI PHELEENAT .

e

6-16 FREXAIK IP tthilk

PRl i

BEHER
— 2625 ERFET dds-st-test-vpc
ssL = F dds-st-test-subnet-2
i
RS TSt mongodb://rwuser @ :8635/test?authSource=admin O i¥EHREE
B vteasmossse, SRCRERTERETEN, BAT s SRS REREEE,

TriER

mongos shard config

ER/D Gj:l AP P ;e

i;‘;gffil AEEL 192, @ FE SEESEP

dds-ffaz _

ndwa; AIREEA 162 © = TESHEIP

e DB_PORT: fn&EEILHINRO, BiAiw.88635,

ZRILABELAIETR, HARNMSENE, HF “EHEEE > AMEE" 1E,
 “BAER > #EFERO” ARG OER .

6-17 3REUR O

#EEEl 8635

0
t
]
Hr
ot
Hl

ssL & T dds-st-test-subnet-2
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gz
$ER2

e DB_USER: kS, BIEIEEKS, BXiASrwuser,
e FILE_PATH: FRURIEPAIEER,

e --sslAllowlnvalidHostnames: 1 T{FIFEEENZLE A S HEEPIPHEIFIT S
FRR, ERHIBERASIEIEIPHIUIER . BT M SSLIEZERELAIRY, FE
Zshn “--sslAllowlnvalidHostnames”

HIANTETRAS, BAEE ARSI N ATERS :

Enter password:
EZAR S RA):

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase
admin --ssl --sslCAFile /tmp/ca.crt --sslAllowInvalidHostnames

MEEEER . HIINTNMER, HIEEERI.

mongos>

o JESSLiEsE:

TR MR IRSSEE

FEEPin LEmongoFfiERIERT, 1EREEUERELA,
BFR—: INSREEE (#EF)

B

.Jmongo <A Al FER N>

RS R S LAESCAIEIERE, PHEBERTAIRTR, HAERNSER
Ho. & “EEREE > AMER" , & ‘WNSTREEZIE" 2RV A]RENE ZR05E
BIRTEZ AL o

6-18 FREX A WS o) At

FrEEE] 8635 EfFET dds-st-test-vpc

dds-st-test-subnet-2 {

PSR A mongodb://rwuser @ 8635/test?authSource=admin [F #4788

E=l reernamase, SESRESREDSTEN, SHTST ST SR s,

SRENEIRIA NS T BRI T, izt R A E E M SFEIREHITIALE,
BNk S&rwuser IAEEEZEadmin R el {EX

mongodb://rwuser: <password>@17192. 168.xx.xx:8635,192. 168.xx.xx.8635[test?
authSource=admin

EEEXTANS A Bt TS HER:

N5k 01 (2023-01-30)
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x6-4 2HER

SHBR 15488
rwuser FREIEERSE
<password> FREIEERSXINAYERS, SESRPELRE,

RFRBPEISHFN ‘@ . U “$7
“%” BEDBIEIRAI M7 HHIRIURLIRTS
(ASCIEB ) “%40” . “%21” . “%24” [
“%25 ” o

B BB @%™ S, XIMAJURLIRFS S
%40%25*+%21%24

192.168.xx.xx:8635,192.1
68.xx.xx:8635

Rt SL Il mongos Ty S IPHBIE R ik 1S

test

FrLER, ARECRERRE.

authSource=admin

rwuserMKSINEEIBZEXRA “admin” , B]

“authSource=admin” AEBEEEIAFOTHE,

EZA L RA:

./mongo mongodb://rwuser:<password>@1792. 168.xx.xx:8635,192.168.xx.xx.8635/
test?authSource=admin

AR AMSTAEE (AREENEUIRERKS )
aoig:
.Jmongo <A Al FFEER >

RS &L S LAESCAIEERE, SHEERTAIRTR, HAREKREER
H. BE “EREE > AMER” , £ ‘“ANSTUREEbIE” LRV SRENE SRIsE
BIRgEZBIL o

6-19 FXEX A M= o] Rttt

PRt EHES 3
BHzE
EEEO 8635 EHFETR dds-st-test-vpc
L = FH dds-st-test-subnet-2 (
i
RITEEI = vl mongodb://rwuser. @ 8635/test?authSource=admin [ #4555

EEl wimesnansre, SECRETEASTIEN, SOTSEEEIEN TERE S

SRENEIRIAIM S R AR AN T :

mongodb://rwuser: <password>@1792. 168.xx.xx:8635,192.168.xx.xx.8635[test?
authSource=admin
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EBEREEXTAMS I AP TS HER:

# 6-5 SHIER

SHEBWR A8

rwuser HIEEWRSE, BOAR “rwuser” . BIIRYELPRERIE
W ABF IS .

<password> FREIEERSXINAYERS, SESRPIELRL,

MRFZRBPEISHFN ‘@ U “$7
“%” BEDBIEIRAI M7 HHIRIURLIRT
(ASCIEZ ) “%40” . “%21” . “%24” [

“ %25 ” o

B BB @%™ S, XIMAJURLIRAS S
%40%25*+%21%24 ,

192.168.xx.xx:8635,192.1
68.xx.xx:8635

Rt SL Il mongos Ty S IPHBIE RZ ik 1S

test

FrdESR, AIRECRERRE.

authSource=admin

rwuseriKSINEEIEZES “admin”

izl
ERPERAEENIZIIEIRERITIAME, NESSrHiEE
et MIE R D SR SRR EIRER TR . BIUEiZER
HE—1T2H “BIREKRSSE” B HaEIEE UMK
S8,

PIaNAF BE X e IEEDatabase H EIZ #IEE T olZ K Stest1, NiEZap<SR

B3

./mongo mongodb://test1:<password>@1792.168.xx.xx.8635,192.168.xx.xx:8635(
Database?authSource=Database

BR=: AMIPihlih&Ess

g

./mongo --host <DB_HOST> --port <DB_PORT> -u <DB_USER> -p --
authenticationDatabase admin

HEXSHRBT

e DB_HOST: fFEE&ERFsLAlAImongosTs =IPHbtlL

ELARELFIZIR, SAEXEERNHE, HF “EEEE > IMNEE , &
“TRIEE > mongos” W& T3REXmongosT smAY A I Pt BAT
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6-20 FREXAM 1P it

PRtz i

BAER

grEEEl 8635 ERFEE dds-st-test-vpc

SSL = FH dds-st-test-subnet-2

EEhE

ARSI AEEat mongodb://rwuser @ :8635/test?authSource=admin [J #4588

B wreeFpaTass, SRSRESSNSUEMEY, BAT ST EmniEy RenEs,
HRiES
mongos shard config

ZTR/ID B AP b 2eald BiE
dds-ffa3 — .

- B FEE =
4019025t =4 1 @ = 1P
dds-ffa3_ . R P
dde47abe FAE4 1 © FirE izl

e DB_PORT: fhEELAIAYRO, EiAim[98635,
S ABREELAIETR, SARKXEERE, #HFE EESE > ANER 1L,

 “BAER > #EFERO” ARG OER .
6-21 FREXiwm ]

BExi=g
FEEE] 8635 | EHFER tvp
S5L = ¥ dds-st-test-subnet-2

e DB_USER: WkS%&, BIEIEEWKS, FiASIrwuser,
HEUNTEREY, WAEYEEKSYINAYZERT

Enter password:
TSR

./mongo --host 192.168.1.6 --port 8635 -u rwuser -p --authenticationDatabase
admin

FE3 NEEEER. BIUTMER, HIEEER.

mongos>

-

. BIEBEREHE LR
ST CIREIRE.

use dbname

“dbname” RfFCIZELHIEERIZIR.

N
%
n
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6-22 BlIREUERE
replica:PRIMARY=> use test@fl

switched to db testf@1l

SE2 REVREEIEEFBATE, 7 iiEENS IR ERFCIENEIERE.

6-23 FEAHIE

replica:PRIMARY= db.user.insert({"keyl":"valuel®})
WriteResult({ "nInserted" : 1 })

replica:PRIMARY> show dbs

admin 0.000GB

local B.004GE

test B .0068GE

testBbl ©.000GE

replica:PRIMARY= [J

AR

REETB=1EIERE: admin. local. test, MNRAFCIERFFAIEIERE, EIFEAEE, NEIEE
INEANEtestZE,

B 6-24 EEHIEE
replica:PRIMARY> show dbs
admin ©0.000GBE

local ©.004GB

test B.000GE

$IR3 SERHIEFEPIIEIE

6-25 EEHIE

replica:PRIMARY> show collections
user

replica:PRIMARY> db.user.find()
{ " id" : ObjectId("5dal880d2b4ccf2ellb3adld"), "keyl" : "valuel" }

R

6.2 iBII 3% IP i&E#3 DDS L)

AR HELADDSEIARELFIFIWindowsIRIER Z 91, 1HBRANEITEEHI S MOSESLA, 45
?Eu;%'r_%llp, REZSH, LIREERobo STTEERMINZERZDDSEAI . BIARIELS
J5R > -

o ST MSELH

o DIR2: HTEiRfEIP

o X3 IREREH

o T4 EFEDDSSLHY
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SE1: WELH
1. BHANBEMWEEHIEEDDSITH .

2. £ “MISLEIRERESLH)” NmE, SR ER, ESHRELGEXERRE, B
“SZBIMASE”

& 6-26 EhitfcE

EitieE
st BETE @)
=) MIE©
FEESSERCARAAEE. SEERASECNNE, TUSERSTE, BeSEEE.
TEE a2podigz az3podigz az2podigz,azlpodigzazl podigz ®

FASEREEE TENTEE, EFETTRE. UEREpR AR EREE.

SRER dds-8f79 ®
WESgEEEblE, SRSTRAENAD. HOFHINASFEE. fii: S nstance, Minstance-0101-120101-01FF448sE, S 4&instance-0101-120101-01, ik instance-0101-120101-02FFh&ds .
t=RERIRE 2VCPUs | 8GB 16 vCPUs | 32GB 16 VCPUs | 64GB
wREE
I:H:\ 10 +|l6 @
19 500 1000 1500 2000 2500 3000
HEPEPNERET, TEE=ElSESHENAE, MEFSRIERRSRERnRs, BRT FRTISIENER, RSN, BTy S ERgiting:
EENE I P

6-27 EERIEE

EERRE

SESEAE rwuser (2)
BEEREHE B | EEECEER,. BT IEREENEEAS
BAER

SA%hRA 01 (2023-01-30) IS © BB AGIRAS) =


https://console.huaweicloud.com/dds/?#/dds/customCreate

NEHIRERS
HIENI] 6 ~: MEEFFiZERE DDS L4

6-28 MR BFMLIHKSHE

SIS
EHER
Bl

Fz=2E
SSLESiER
srEaEn
S e o

s ARERAEE A SE S SRS ErRARE R T REEE EENEARAERED TR == = ARELE
fAVRE
2UAE c =zmasz @
TR SHE
LRETE 1 2 3 4 5 6 7 8 MR 2% 3F
mERE I AEBTE

BREE 1 +| @ ETEIILIEEESO N EER. MEE SR S SR AR

] —_ oo
6-29 SREE

RRRE

ElxEsnEn Default-DDS-4.0-Replica v | ¢ EESuER

BEEEET @

mabEs @ o

REFL - 7 + SERFREFN, EEEER X,

ERTEE 00:00 — 01:00 GMT+08:00

Gl -

e PIES S G | o s BRSNS g A ETMSHEEME VRS, EEMEVRE

3. “HUSEIAT A, BEEAER.
- 8%/8R
" IRFEENR, BF 27, ELEHIER
" EMERE, B EXMT, #A IR T, SEAHEH, 5

REEA
- mEiHE

" IRFEER, BF 7, ELEHIER

" EMERRE, B RRT, FHRelEsLEl.
4. BE “REEGPIR” . EHICBEMINE, BRELME “SHIER” A, 88
FEEECRIERERESS,
- BUELfIERES, LEEITREETRN “ﬁUEEF'” 329155 ¢, BlliE
SERAISEGIREITREERS “IER”
- Rﬁg?kt%ﬂ@;&ﬂﬂ ‘BF/8R7 %6, Bﬁ:&@ﬂ%ﬁ\*ﬂi@ﬂlwl‘, HARERER
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I 2: e IP
1. BREEEHS
2. mEmmEsiasran Y SERIGHEE.

3. EREALABE T, R BIRE > TRMIRERS DDS” | MASRMIE

FERRSS S A
4. PIEE WA, WEEREA, BERASH, EALH EAEE R
E.
5. {ESL) “EARES WEN “BRER BR, SRASHPImayiIEE, Bk
“EE > GIERIEP

6. TERHIER, BE—EWLABREIP, BE “HE” . HLEWTAIEMIP, &
SEEERMEARIP

WEMINGE, TFE ‘PTRER BREEHEER.

%
i
w
i
I
X
”2
B

1. FEf “EXMER” RER “MBER" R, BELFIRNEIERERD.

2. 7 ‘MBERT RIR, REEEEER, SEAREEHNH.

3. AZR2ETH, BLHREABR.

4. E&F “NFEMNT T, BE FINEN T, EREEOY R, RIlisOJ0EE

Feis ORI TS AN,
£ 4: %R DDS =L

1. FJFFRobo 3TR#ithilt: https://robomongo.org/download, g3 “Download
Studio 3T Free Today”

6-30 LI
© rovosT Blog

Robo 3T is now Studio 3T Free

Studio 3T Free extends and replaces Robo 3T with:

FREE FOREVER

Download Studio 3T Free Today

2. 1EBHIEPIEBIEXEER, BE “Download Studio 3T for Windows” &
“studio-3t-x64.zip” .
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https://support.huaweicloud.com/usermanual-eip/eip_0008.html
https://robomongo.org/download

AR RERARSS
ESEINI) 6 =~I: WISEFiZEE DDS Sl

=] s
6-31 T&HITH
”3T TOOLS ¥ SOLUTIONS RESOURCES ¥ CONTACTUS v STORE v MY LICENSE Q

Download Studio 3T Free

Serving the global developer community since 2014.

Download Studi for Windows

‘ Other platforms ‘

3. BESTHEHEEE, WHEREEFTH “studio-3t-x64.exe” X4, FA
HiT&RE,
4. ﬁ%;’bﬂﬁﬁré; ?TFIE) ﬁﬁgﬁyu6'32Fﬁﬁo

& 6-32 TEXRM

o x
Fle Edit Database Collection Index Document GridfS View Help
= * i (d N )
. B AEAe - B O H &6 X H © . &1
Connect Collection  IntelliShell  SQL ~ Aggregate Map-Reduce  Compare Schema Reschema  Tasks Export Import DataMasking  SQL Migration Users Roles  Feedback
Search Open Connections (Ctrl +F) [an < kam“‘
2
8 B & =
New Connection  New Group. Edit  Delete Clone Import  Export  To URI
[click here to filter connections | 0 matches.
Name DB Server Security LastAccessed  Shortcut
automate common tasks.
[Hshow on startup Connect Close
Help and Learning
. [P Getting started
Quick Options Knowledge base
Theme (requires restart): Free MongoDB courses
E& Join the 3T ity
[ Show What's New tab sfter updating Studio 3T ES) Join the 5T community
W) Automaztically open Conmection Manager 2t startup o studio 31 features
Operations 2 A W e G e & Studio 3T tips and tricks &

5 EEEEIEEERME, B3 “New Connection”

6-33 IEiETEEE
< | Quickstart

Manager

= | = B B

New Connection | New Group Edit  Delete Clone

X

5]

m

B

Import  Export  Te UR|

Click here to filter connections 0 matches

If you have a connection string (SRV or standard), e.g. for your MongoDB Atlas deployment, you

can paste it here and Studio 3T will auto-configure your connection settings for you. utomate common tasks.

(@) Paste your connection string (SRV or standard) here:

URE: |

(O Manually configure my connection settings

Show on star|
Carcel

Getting started

Quick Options
Theme (requires restart):

I show What's New tab after updating Studio 3T

Knowledge base

Free MongoDB courses
Join the 3T community

. Studio 3T feat
%} Automatically open Connection Manager at startup ueie estres

[ Enable session Restore ST ORAR LIS

#
s
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6 <4

WISLHiZEE DDS LA

6.

EZSLAIEMME N BRI UERESLEIFIF RN 5 RS hl .

HR—:

Bahs TUEEsEsl .

FESRIERHIAURI,
(1 #5ER

URIBREXA = :

BELE “SIplE
;&AIE ” ?— [3 /\

6-34 IE URI

L5 B o " e EH & = E=EER &

Connect Collection  Intelishell  SQL  Aggregate  Map-Reduce

Quicketart

Compare Schema Reschema  Tasks

H, BHELAIBREN “BHME
G R “ERERthIE” SPIREX ML

Export Import DataMasking  SQL Migration

it “<password>" f5, B “Next”

—‘—E ”»

(=13

mE, BE ‘&

Users  Roles  Feedback

S confi
& local i
E 1F you have a connection sring (SR or standard) e.g.for your MongaDe Atias deployment, you

> g = A R P e e e )

> 8 testoot

aie! U Ct trial

@Paste your connection siring (SR or standard) here:

URI: |

10,154, in|

aturdthat helps you automate common tasks.

O Manually configure my connection settings.

b

Next Cancel

Task Manager

fanevrtask

# Create a free MongoD8 cluster in the cloud

Quick Options
Theme (requires restart): [ Same 35 system |

i show What's New tab after updating Studio 3T
& automaticaly apen Conneetion Manager at startup
[ enable session Restore

Operations &~ & st

Help and Learning
EF Getting started
] Knowledge base

[ Free MongoDB courses

he 3T community
37 features

3T tips and tricks

Power User manuzl: hidden gems that will

£ “Server” U, TE¥iEH, B “OK”

& 6-35 &% Server

le Edit Database Collection Index Document GridfS n
— = . Connection name: [ E o 2 =)
. B H e 2 & . &N ©
onnect Collection Intellichell  SQL  Aggregate | Connection group: | <root level= v Migration Users  Roles  Feedback
arch Op ] ] ah ¢ [ | Server | Authentication | SSL | SSH Proxy | Intelishell MongoDB Tools | Advanced
B mm set: replical direct]
S Comnection Type:  Standalone v
& admin
> £ bbb Server: [10.154.218.10 | Port: [8635 JCt tﬂal
B e
> & config
> 5 lecal
> S test
A= (@ o conmecton s e sty autoconfigured.
g R fe that helps you automate common tasks.
k Manager
new task
learning
[JRead-Ony Lock @ red
| base
From UR. Use this option to import connection details from a connection string 7 URI OB coures
community
@ URI.. e this option to export complete connection details to a connection string / URI
To UR. Use this option to export plete ection details to ction string / URI Lo
ips and tricks
tperations = Test Cannection Cancel | 1ower user manual: hidden gems that wil

g “Authentication”

o

N#5hRZA 01 (2023-01-30)
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6-36 iE#EE Authentication

. . e : L Tl -~
Y R Connection name: [ I =
<D - g i . & A=
Collection  Intellishell  SQL  Aggregate | Connection group: <roat level> - ligration Users  Roles Feadback
Search Open Connecti +F) an < [l se Aut SSL | SSH  Proxy | InteliShell  MongoDB Tools | Advanced
~ [ [replica set: replica] [direct]
S e Authenication Mode: Legacy (SCRAM-SHA-1) 7 R
> & admin
= MongeDs -
e t trial
= @ a
» & config User name: [rwnuser ]
> B local Password: o @
> Stest
> B test001
Authentieation DB: [admin |
The database here the user is defined & that helps you automate common tasks.
Ik Manager
ew task
earning
A Alwrays show the authentication database of the user account
Akrays show all databases and collecions defined in roles of the user account fred
[ Manually list additional visible databases by their names @ base
D& courses
Dstabases: [admingest ] .
community
non-admin users. S
s and tricks
R Test Connection Save e User manisk hidden gems thet wil v

iv. EBAE “Test Connection” , & NEEEEKIN.

6-37 iz

e Edit Database Collection Inde

[ e Cormecio

Document  GridFS

} E; i @ -" Connestion name: | | @

Collection  IrteliShell  $QL  Aggregate | Connestion group: | <raot levels <

. 8 H S

Migration Users Roles  Feedback

carch Open Connedtions (Cir +F) an < [ Sewer | Auhentication | Ssi | SsH prowy intelishell MongoDB Taols | Advanced
& Treplica set: replica] [direct]
O aa Authenti -
e Vouhard Testing connection e
= Plaase e .
> St I —— t trial
e Ict tria
> B confia User naf | Operation status
> 8 local Passwor] | M6alizing connection oK ©0
> B rest Connecting to server oK.
> B testd0t Authenticating as rwuser ok
Authentil | Reading server status from connection oK 1
Detecting accescible databases ox e that helps you automate commen tasks.
Detecting MangaDB server version ok
Detecting MangeDB sarver festurs compatibiity version  OK
Connected ox
s & Manager
new task
—— | Learning
Al
D Aluay| | Hide details Cancel Fted
o {base
T -
D8 courses
Databases: |admin test
L community
non-admin users o e
ips and tricks
Iperations o Teet Connaqion El ErE tower User manusk: hidden gems that will

v. BB “SSL” , @ik “Use SSL protocol to connect”
MARTY:
WSEFIRISSLEUEINERTTS, Bpkd g, EEhTER RlKRINE, BE

“Save” .
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6-38 j&EHE SSL

M New Connection %

Connection name: |

Connection group: | <root level=

Server | Authentication | S5L | 55H | Proxy | IntelliShell MongoDB Tools | Advanced

e

[ Use S5L protocol to connect

() Use own Root CA file [ --ssICAFile )

(O Accept server SSL certificates trusted by the pperating system

®)Accept any server S5L certificates:

[JUse Client Certificate ( --ssIPEMKeyFile )

Client Certificate:

Passphrase:

My client certificate is not protected by a passphrase

Qe

RO
ON i}

Select SSL/TLS:  TLS e
[ allow invalid hostnames (--sslAllowlnvalidHostnames) o

[JUse Server Name Indication (Advanced) o

SNI Host Name:
Test Connection Cancel

vi. 1%3E"Use own Root CA file (--sslCAFile)", BANIEBE, @ik “Allow

invalid hostnames” .

AR

AR ETFSSLERE, TETFHSSUED, BB HEEREE.,
EEILAE “SCOVESTIR” 0@, BEsoAISMEN “BAMEE" @m, Bk ‘Y
RE(SE” 1St “SSL” hpocts, FEiRIFBaiRga.
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6-39 {HE SSL{E8

™ Edit Connection

Connection name: | | ="

Connection group: | <root level= w

Server | Authentication | SSL | 55H | Proxy | Imellishell | MengoDB Tocls  Advanced

Use 851 protocol to connect

® Use own Root CA file [ --ssICAFile )

ChUsers\mmn B o \annloads}._ra.crt | Q 'ﬁ

() Accept server S5L certificates trusted by the operating system

() Accept any server SSL certificates

[[] Use Client Certificate ( --ssIPEMKeyFile )

Client Certificate: [

Passphrase: -
My client certificate is not protected by a passphrase

Select SSUTLS: | T1S Lo

[ Allow imvalid hostnames (--sslallowlnvalidHostnames) a

[[] Use Server Name Indication (Advanced) o

SNI Host Mame:

-.Tast Connection [ Cancel
vii. B “Test Connection” , #&MIEZEEEKIN.
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6-40 &l SSL &%
[ cdit Connection

Connection name: | | B

Connection group: | <root level= v

Server | Authentication | SSL | S5H  Proxy | Intellishell MengoDB Tocls  Advanced

™ Connechi ng

Use
(@ Use of Testing connection
oy I | o @
\ | OAccep | Operation Status
) Acceg | Initializing connection OK
1 Configuring 55L connection oK
I | [Juseq | Connecting to server oK
- Authenticating as rauser OK =
| Client Cd . . - o8
Reading server status from connection oK
Passphr. Detecting accessible databases 0K @& &
My el Detecting MongoDB server version oK
¥
Detecting MongoDE server feature compatibility version OK
Select 35 | Connected oK i)
1 Allow
[JuUse s
SNl Hos - -
Hide details | Cancel

:T-t.a-st.Cnnnm:Ii.un [ .C,uncel
viii. 1QMREINE, BE “Save” o

6-41 EZER
Quickstart

= B B = [ t trial

New C:;l;ecﬁon New Group ‘ Edit Delete Clone Import  Export  To URI
|_('.- k here to filter connections ) | 1 match
Name DB Server Security Last Accessed Shcrlcul_
Ea 'w g B 0 rwuser @ admin

it helps you automate common tasks.

nager

ask

Show on startup Conpect Close 3
ming

'l Getting started
E «nowledge base

Quick Options

Theme (requires restart): [ Same as system V|

M show What's New tab after updsting Studio 37
™ automatically open Connection Manager at startup

Free MongoDB courses
[ Join the 31 community
& Studio 37 features

& Studio 37 tips and tricks

<F Sstudio 3T Power User manual: hidden gems that will

ix. EEREERME, S8 “Connect” , FHRIEERIAESA, BIAESH
EEpE, TEREERNEES-42F 7.

[ enable Session Restore
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6-42 Bl ANESLAIER I

=) ., W am B B B T & Tl =
- A3 e . e EH @ & E m m = = B e
Connect Collction Intellhell  SQL  Aggregate Msp-Reduce  Compare Schema Resthema  Tasks Export import DstaMsasking  SQLMigration Users  Roles  Feedback
i gres p-Reh P 2 po q a
| 3R | Quickstart
A
tarted with the tool using our detailed Knowl
2 5 tae0] Recent Connections o} Tasks
e ey Tasks is a feature that helps you automate comman tasks.
Lt sccemes moments o 0 tasks set.
€ Open Connection Manager ol L
- Creste s new connection e e ek
# Creste s free MongoDB cluster in the doud
Help and Learning
£ Getting started
Quick Options 3 nowiedge base
Theme (requires restart:[Same as system V] & Free MongoDB courses
B soinan communty
& Show What's New tab after updating Studio 2T
o # studio 3T features.
& Automatically open Connection Manager at startup ©
D] nable session Restare # Studio 3T fips and trcks
Operations 2 Studio 3T Power User manual: hidden gems that will N

- AR FASTEREEA.

TE384ES, E8FE “Manually configure my connection settings” , Bk
1 Next ” .

6-43 FafiEEHH

@ sudio ongoDB -
Fle Edit Database Collection Index Docum few  Help
- 3 6 X EEB B © .80 ¢
. B e H H & X H= E| = N S > 2L e
Connect Collection Intellhell SQL  Aggregate Map-Reduce  Compare Schema Reschema  Tasks Export Import DataMasking  SQLMigration Users  Roles  Feedback
< | Quickstart
Qo ~
 New Connection
1f you have a connection string (SR or standard), e.g.for your MongoDE Atlas deployment, you
can paste it here and Studio 37 vill auto-configure your connection settings for you. tomate common tasks.
OPaste your connection string (SRV or standard) here:
URL
@Manually configure my connection settings
[Ashow on star|
] Getting started
. 9
Quick Options B Knowledge base
Theme (requires restart:[Same as system | B Free MongoDB courses
T Join the 3T communit
Show What's New tab after updating Studio 3T ‘f Y
) Automatically open Connection Manager at startup Studio 3T fectures
Operations 2 A Ol # Studio 3T tips and tricks v

£ “Server” Rm, EBServerflPort,

AR

Server: TEMIP,
Port: #REEIRO.
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6-44 i%EE Server

™ New Connection

Connection name: | | B

Cannection group: | <root level= w

Server | Authentication | SSL | SSH | Proxy | IntelliShell = MongoDB Tools | Advanced

Connection Type: |Standalone w |

Serve: B " mipgD Port: |t o
| port |

[JRead-Only Lock €W

From URL... Use this option to import connection details from a connection string / URI

To URL.. Use this option to export complete connection details to a connection string / URI

Test Connection Cancel

iii. BTE “Authentication” , i%&#E “Legacy(SCRAM-SHA-1)”
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6-45 i%E#EZ Authentication (S8

M New Connection

Connection name: |

Connection group: | <root level=

Server | Authentication | 5L S5H | Prowy | IntelliShell  MongoDB Tools | Advanced

Authentication Mode: | Legacy (SCRAM-SHA-1)

Vou have chosen an aut|None
Please refer to the Mong Basic (SCRAM-SHA-256)

Legacy (SCRAM-SHA-1)

X.509

User name: Kerberos [GSSAPI) - Studio 3T Ultimate

LDAP (PLAIN) - Studio 3T Ulimate

AWS Identity and Access Management (IAM) - Studio 3T Ulimate

Password:

Authentication DB:

The database where the user is defined

[] Always show the authentication database of the user account

[ Always show all databases and collections defined in roles of the user account

[JManually list additional visible databases by their names  €)

Test Connection Cancel

iv. 1S “User name” . “Password” ¥] “Authentication DB”
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6-46 iE#E Authentication

™ New Connection

Connection nams: | | E
Connection group: sroot level= w
; Server | Authentication | SSL . S5H  Proxy | Imtellishell MengoDE Tecls Advanced .
Authentication Mode: I.e.g.ar;y [SCRAM-SHA-1) ~

You have chosen an authentication method which might make your MoangoD8 instance wlnerable te attacks.
Please refer to the MongoD8 Securty Checkiis! fo help secure your databaseys).

User name: |I'WLI5¢E |

Password: |uunun"" |@ o

Authentication DB: | admin |

The database where the user is defined

s

Always show the authentication database of the user account
[] Always show all databases and collections defined in roles of the user account

Manuzlly list additional visible databases by their names  §)

Diatabases: !admin,test |

Databases visible for non-admin users (comma-separated)

:I'ast .Connedic-m Save i
v. EAtE “Test Connection” , ¥MEZEEEKIN.
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6-47 Mz

m Mew Connection

Connection name: | B

Connection group: | <root level= ~

Server | Authentication Intellishell

SSL | S5H | Proxy

MongoDB Tools  Advanced

™ Connecting
b
Vouw have TEsting connection Iacike
Pease o) |
User narl | Operation Status
Errn Intializing connection OK ] @ o
Cannecting to server oK
Authenticating as rwuser oK
Authenti Reading server status from connection oK :I
Detecting accessible databases oK
Detecting MongoDB server version 61,4
Detecting MongoDE server feature compatibility version oK
Cennected oK
[ Alway] . _
] Alwa Hide details Cancel
[ Manu
Databases: |admin.test
Databases visible for non-admin users (comma-separated)

e

Test Conneﬂ:\n

vi. BfE “SSL” , Ak “Use SSL protocol to connect” o

AR
ANSCRIRISSLEURINEARFTS, BENIILLSER, BENITER RRE, 8%

“save” .
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6-48 jZEHE SSL

M New Connection %

Connection name: |

Connection group: | <root level=

Server | Authentication | S5L | 55H | Proxy | IntelliShell MongoDB Tools | Advanced

e

[ Use S5L protocol to connect

() Use own Root CA file [ --ssICAFile )

(O Accept server SSL certificates trusted by the pperating system

®)Accept any server S5L certificates:

[JUse Client Certificate ( --ssIPEMKeyFile )

Client Certificate:

Passphrase:

My client certificate is not protected by a passphrase

Qe

RO
ON i}

Select SSL/TLS:  TLS e
[ allow invalid hostnames (--sslAllowlnvalidHostnames) o

[JUse Server Name Indication (Advanced) o

SNI Host Name:
Test Connection Cancel

vii. %&£ "Use own Root CA file (--sslCAFile)", BANIEBE, @ik “Allow

invalid hostnames” .

AR

AR ETFSSLERE, TETFHSSUED, BB HEEREE.,
EEILAE “SCOVESTIR” 0@, BEsoAISMEN “BAMEE" @m, Bk ‘Y
RE(SE” 1St “SSL” hpocts, FEiRIFBaiRga.
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6-49 IHE SSL{E82

™ Edit Connection

Connection name: | | ="

Connection group: | <root level= w

Server | Authentication | SSL | 55H | Proxy | Imellishell | MengoDB Tocls  Advanced

Use 851 protocol to connect

® Use own Root CA file [ --ssICAFile )

ChUsers\mmn B o \annloads}._ra.crt | Q 'ﬁ

() Accept server S5L certificates trusted by the operating system

() Accept any server SSL certificates

[[] Use Client Certificate ( --ssIPEMKeyFile )

Client Certificate: [

Passphrase: -
My client certificate is not protected by a passphrase

Select SSUTLS: | T1S Lo

[ Allow imvalid hostnames (--sslallowlnvalidHostnames) a

[[] Use Server Name Indication (Advanced) o

SNI Host Mame:

-.Tast Connection . Cancel
viii. B3g5 “Test Connection” , MEEEERKIN.
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6-50 &l SSL &
[ cdit Connection

Connection name: | | B

Connection group: | <root level= v

Server | Authentication | SSL | S5H  Proxy | Intellishell MengoDB Tocls  Advanced

™ Connechi ng

Use
(@ Use of Testing connection
oy I | o @
\ | OAccep | Operation Status
) Acceg | Initializing connection OK
1 Configuring 55L connection oK
I | [Juseq | Connecting to server oK
- Authenticating as rauser OK =
| Client Cd . . - o8
Reading server status from connection oK
Passphr. Detecting accessible databases 0K @& &
My el Detecting MongoDB server version oK
¥
Detecting MongoDE server feature compatibility version OK
Select 35 | Connected oK i)
1 Allow
[JuUse s
SNl Hos - -
Hide details | Cancel

:T-t.a-st.Cnnnm:Ii.un [ .C,uncel
ix. MKINE, B “Save” o

6-51 EZER
Quickstart

= B B = [ t trial

New C:;l;ecﬁon New Group ‘ Edit Delete Clone Import  Export  To URI
|_('.- k here to filter connections ) | 1 match
Name DB Server Security Last Accessed Shcrlcul_
Ea 'w g B 0 rwuser @ admin

it helps you automate common tasks.

nager

ask

Show on startup Conpect Close 3
ming

'l Getting started
E «nowledge base

Quick Options

Theme (requires restart): [ Same as system V|

M show What's New tab after updsting Studio 37
™ automatically open Connection Manager at startup

Free MongoDB courses
[ Join the 31 community
& Studio 37 features

& Studio 37 tips and tricks

<F Sstudio 3T Power User manual: hidden gems that will

x. EEEEERE, BE “Connect” , FHAEREIARESLG], BIAESLE)
EEpE, TEREERNEE6-52F .

[ enable Session Restore
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6-52 Bl AREESLAIiER I

Cannect Collection  InteliShel

3 config
g focal
S test
> 5 =00t

Operations

Aggregate

5 as
& =] Eal
hEes (e o ey e

Quickstart

Export

= & Tl
= s ol
Import  Data Mazking  SQL Migration User: Roles  Feedback

Welcome to Studio

Recent Connections

B (usere0150218108635)
a5 ccesed moments g0

€3 Open Connaction Manager
4 creste s new comnection

# Creste s free MongoDB cluster inthe cloud

Quick Options
Theme frequires restart: [same as system V]
& show whats New tab after updating Studio 37

&4 automatically open Connection Manager at startup
[ enable session Restore

3T - Full product trial

Tasks

Tasks is a feature that helps you automate common tasks.
0 tasks set.

Open Task Manager

[ Create a new task

Help and Learning
£ Getting started

Ed #noviedge base

[ Free MongoDB courses
(& soin the 37 community
# Studio 3T features

Studio 3T tips and trcks

Studio 3T Power User manual: hidden gems that will
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INPES

HIBTR T XESURELAINCIE . EESENRER, JLURIERBHSERKE
FEDDSIRMHAY— &I FE L

xR 7-1 EHRESLK

SCR% AR R

HiEE | REAMEN | VEHIEERSKRBIRENBINSMHREE, SEIEEH

%) SRR 1TEED . BNEERNEREEHITED, SEUERE
SR EIRIRIAET, ATLUBE &M IREEIERE, Nk
PIE- =R 0N

BN EIRREESLAIRY, BOAFF R EMEDRES .

BIEFHES | EHEERS SIS BRIEAIeZSED, AP
B EDREEE, RIEEIETSEN.

HiEk | REEOTIN | SEHUEERS HERE AR B &S F IR
g2 ]| SLBIEERIFESLS), KRS RRIEIES ZE M MRS
AYSCHIEE—2 o

R EE FH N HIREEISLE] £, SNOBSEH=EH
Bz & 0 X T EEISR b T e ERE, RERHKHN
SLHIREIRERX, FIIREERIA0MB/s,

WERMES | EHEERS SHEREBRNEME N FNEH I
Ensll SLAIFRERISRISES], KERRIEIRE S S D RS
AYSCRIEE—2 o

R EE FH N HIREEISES] £, SNOBSEH=EH
Bz &M T EEIE ERiTEERE, IRERHSHD
SHIREIRERX, FIREERHA0MB/s,

KEFIHNENE | EEHIEEIRS SIS ERIEEN 8= L&D, IREE
yiai i E1f=1 Bf. BIARELAIREIE.

SRR EEEERTE S, SMOBSEMD T BHIEE—
ZAt B mEwRIE 28D THEIELA E#iTeEIRE,
BEMIZEEMIIEEE S, REKFILAIRIEIE
25X, FYKREEREI30MB/s,
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https://support.huaweicloud.com/usermanual-dds/zh-cn_topic_backup_restore.html
https://support.huaweicloud.com/usermanual-dds/zh-cn_topic_backup_restore.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0007.html
https://support.huaweicloud.com/usermanual-dds/data_restore_new.html
https://support.huaweicloud.com/usermanual-dds/data_restore_new.html
https://support.huaweicloud.com/usermanual-dds/data_restore_current.html
https://support.huaweicloud.com/usermanual-dds/data_restore_current.html
https://support.huaweicloud.com/usermanual-dds/data_restore_time.html
https://support.huaweicloud.com/usermanual-dds/data_restore_time.html

AR EERSS

ESEINE 7 NIJECEE
SO & =L fR
#HiEx | Ed mongoexport¥lmongoimport@MongoDBEFixBET
® mongoexport | NFMIRETE . EoJLAEARMIRFIECSH LA

0 MongoDBZ Fii, i@iImongoexportfimongoimport

mongoimport | TEISEEMongoDBEIEE E it =##EEMongoDB

TEHIEBHEE | EFBELHI=DDSEH,
E5E2BRIMongoDBEURFFIFREISASEIERE, FTEE
{EEFmongoexport T EXS S itfiEliE . BEIT 4 =RS
25 AIiAIE) S EIEERYIZ S, A mongoimportTE
YGERNE S SRS EIR AR SS -

iy 0 mongodump#Imongorestore@MongoDBE FimE T

mongodump | IFHDIKETE ., EoJLAEARMISEIECSHRE

1| MongoDBZ i, i@idmongodumpfmongorestore

mongorestor | TEIi$EZEMongoDBEIEESE M =EIEZEMongoDB

e TRIFBHIE | TBELHNZDDSLA,

Hib=#iEE | #UEE4IIRSS ( Data Replication Service, f&#RDRS)

MongoDBiT | SZiFiSHEh=MongoDBEUE EREIEITIS IR = SN

BELA= 1EFEBRSZ ( Document Database Service, LA T&R

DDs DDS ) sEfll, 1813 DRSIZHAISCATIFS(ESS, LR
%ﬁﬁ%ﬁ&¢ﬂ%ﬂﬁﬁﬁxﬁm,ﬂ%¢%W@%
I\,

FibEgE HIEE4IBRSS ( Data Replication Service, {&FRDRS )

MongoDB%{ | iFIEAHEMongoDBEEEHIEIE T EARA R ILEIE

EETBRESL | ERS ( Document Database Service, LA T{E#R

JIZ=DDS DDS ) 3£fll, i8I DRSIZHAISCRHIERS(ESS, TINTEH
EEEBEREPWSTIEIEERET, WSHkhdiEes
ME o

ECSE# HIEESHIARSS ( Data Replication Service, {&FRDRS )

MongoDB#l | ZIFEECSHEHIEFEEIETREI AT X EEIRER

BEITEERL | %% ( Document Database Service, LAT{&FRDDS ) 5C

J9Z=DDS B, B3 DRSIZHAISTATIFRB(ESS, LIMELIEEFTE
IR STIEIREAE, WSHEiTEE&RIME .

£H=DDSIE | MTADDSELAIFEERFixMongoDBEIEERNES AL E

BERPFiR o

MongoDB#{

YERE

TEL | BUMELHIER | IR ERS SOHESEIRFELAIEIR, B EEX
15l S FIRBISER .

EAELAIRY HFPCIEERYEERE. BIAEMET SSLAIRICPUFINTE

CPUFIREFM | AR EW ST R, ATLAEEHIG#HTCPUTIN

= FHIEEE,

T awE FEE W SSHIRRIIEIN, FEREABHNEIRERES ST EE
WERK, XY, BEBEALOIHITHRET F. ¥'&X
flZE==EANEREHTEREEZT K.

i5hRAS 01 (2023-01-30) WRIXERE © LR ARBIRAT 177


https://support.huaweicloud.com/usermanual-dds/dds_03_0054.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0054.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0054.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0054.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0054.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0055.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0055.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0055.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0055.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0055.html
https://support.huaweicloud.com/bestpractice-drs/drs_01_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_01_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_01_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_01_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_02_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_02_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_02_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_02_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_03_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_03_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_03_0005.html
https://support.huaweicloud.com/bestpractice-drs/drs_03_0005.html
https://support.huaweicloud.com/realtimemig-drs/drs_04_0101.html
https://support.huaweicloud.com/realtimemig-drs/drs_04_0101.html
https://support.huaweicloud.com/realtimemig-drs/drs_04_0101.html
https://support.huaweicloud.com/realtimemig-drs/drs_04_0101.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0075.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0120.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0120.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0120.html
https://support.huaweicloud.com/usermanual-dds/zh-cn_topic_increase_storage.html
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SLEe | SCiEEE ik

#iEZ | IRESSLEUEN | SSL ( Secure Socket Layer, Z2EEE) , NTAI5FEH
ES = TE [ IZE 2RO 48 ER TN O R FR IR MY 2 (B A9 — T Y

B. SSLBEEMALE. (ERMFERHRTEE. EH
INEZWFRFAEN, USSR FiRiIRS R ZENEEE

o
o TNERFHMIRSSEE, WIREIEAIXZIERRYZE it
ARssER .

o IMESIELS LR
o SHPEURNREN, BRAIRESHIRATRY
ST, TLUEISSLEEY,
ﬁ | o

BEEflZRE | SIEHUEREIRS STIHEERY . BIAEAISE T sEBIRY
‘H T,

HEE | HREE NHEEHIEERS IS ES IR T E IR ENRSIRY
L ERAE, SEIEEEITIWarningflErrork5IRYE
B, BB FEShESEHEEND™,

BEE 12 BERRKICRITHEEE Haiig BEEE
“operationProfiling.slowOpThresholdMs” ( ZRAE
500ms ) AYiEG), EoLAESIERAERIBEBHE. Fit
DHTER, EREHITIERIED, #ITRK. &t

LA TEHEREHTWSES D

HitE& Hit BSICREBIREESHIITANRME, £aRIE
SRR B RFMEIRSS . BUEE
E?E?Zﬁ BRILIEIREHITR 2RI, SERES
T iRE .
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https://support.huaweicloud.com/usermanual-dds/dds_03_0074.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0074.html
https://support.huaweicloud.com/usermanual-dds/dds_03_change_security_group.html
https://support.huaweicloud.com/usermanual-dds/dds_03_change_security_group.html
https://support.huaweicloud.com/usermanual-dds/zh-cn_topic_error_log.html
https://support.huaweicloud.com/usermanual-dds/zh-cn_topic_slow_query_log.html
https://support.huaweicloud.com/usermanual-dds/dds_03_0067.html
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