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BIIAM, SBRLAERSHERTEIRIAMAR, FHENEER TXHE N EIRNIAE
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o AR IAMEIRMII—FMRIER PRI T(FEREEE XAPRATER ERH . 1%
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&, ZAREIEMTiILSS . ABHAREBERPIBANLRINIER, Bix=EiX
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reate

e vpc:publiclps:d
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e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpc:subnets:ge
t

e vpcsubnets:lis
t

i
VPNRY
SIS

GET /v5/ vpn:vpnGat
{project_id}/vpn- eways:list
gateways

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpcbandwidt
hs:list
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$ZI5# | connection-monitors ionMonitors
IES :list
MBRZE | DELETE /v5/ vpn:connect v X
#EI84s  | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
& | GET /v5/{project_id}/ vpn:connect v X
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}
N —_
10.2 &g\ = VPN IR
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10.2.1 VPN RJ><

BUR XS RZAPHEC] IR HRERATHZAN IR IAM | f)VIR
( Action) mB (B
(Proj | (Enter
ect) | prise
Projec
t)
1Jg8 | POST /v5/ vpn:p2cVpn | vpn:system:listAv | v x
[BEAZR | {project_id}/p2c- Gateway:su | ailabilityZones
iwAz= | vpn-gateways/ bscribe vpcvpes:list
VPN | subscribe/
% {order id} vpc:subnets:get
vpc:bandwidths:li
st
vpc:publiclps:crea
te
vpc:publiclps:dele
te
vpc:publiclps:upd
ate
vpc:publiclps:list
TEE | PUT /v5/ vpn:p2cVpn | - v x
JEHA {project_id}/p2c- Gateway:up
VPN | vpn-gateways/ dateSpecific
ZTHIHE | update- ation
specification/
{order_id}
B | PUT /v5/ vpn:p2cVpn | vpc:publiclps:crea | v x
KA\ | {project_id}/p2c- Gateway:up | te
VPN | vpn-gateways/ date vpc:publicips:dele
x {p2c_vgw_id} te
vpc:publiclps:upd
ate
vpc:publiclps:get
vpc:publiclps:list
vpc:.bandwidths:li
st
BigL | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v X
igANz= | {project_id}/p2c- Gateway:ge
VPN | vpn-gateways/ t
XIFEE | {p2c_vgw_id}
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AR XSRIAPIHEC IR BRI IR IAM | f2)IR
( Action) InH | H
(Proj | (Enter
ect) | prise
Projec
t)
HiF®& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
iwANz= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways
Ko
'L | GET /v5/ vpn:p2cVpn | - v x
KA | {project_id}/p2c- Gateway:list
VPNIE | vpn-gateways/ Connections
#EHIER | {p2c_vgw_id}/
connections
W FF POST /v5/ vpn:p2cVpn | - v x
P2C {project_id}/p2c- Gateway:dis
VPN | vpn-gateways/ connectCon
XiEE | {p2c_vgw_id}/ nection
connections/
{connection_id}/
disconnect
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10.2.2 fRS5im

BUR XIRZAPIEC =R RERATHZAR I IAM | &
( Action) mBg | A
(Pr | Im
ojec | H
t) (E
nt
er
pri
se
Pr
oje
ct
)
UL | POST /v5/{project_id}/ vpn:p2cVpn | scm:cert:get v X
IwWAZ | p2c-vpn-gateways/ Gateway:cr | ocmecert:list
VPNAR | {p2c_vgw_id}/vpn-servers | eateServer
sz scm:cert:downlo
ad
vpc:publiclps:get
vpcrouteTables:
update
vpc:subnets:get
&if— | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
WX | vpn-gateways/ Gateway:lis
THIBR | {p2c_vgw_id}/vpn-servers | tServers
FSim(s
B
E#g | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | scm:cert:get v X
EMX | vpn-gateways/vpn- Gateway:u | ¢cmecert:list
AYARSS | servers/{vpn_server_id} pdateServe
e r scm:cert:downlo
ad
vpc:publiclps:get
vpc:routeTables:
update
vpc:subnets:get
SHhk | POST /v5/{project_id}/ vpn:p2cVpn | - v X
FimXd | p2c-vpn-gateways/vpn- Gateway:ex
NRYZE | servers/{vpn_server_id}/ portClientC
Fimlc | client-config/export onfig
BER
BI&CA | POST /v5/{project_id}/ vpn:system: | - v X
IEPHY | p2c-vpn-gateways/vpn- | checkClient
aixtE | servers/client-ca- CaCertificat
certificates/check e
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BPR XIRZAPIEO =R HRERAFEAIR IAM | &
( Action) mE |k
(Pr | I}
ojec | H
t) (E
nt
er
pri
se
Pr
oje
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)
8AZE | POST /v5/{project_id}/ vpn:p2cVpn v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:i
uEh servers/{vpn_server_id}/ mportClien
client-ca-certificates tCa
1= | PUT /v5/{project_id}/p2c- | vpn:p2cVpn v X
FiwCA | vpn-gateways/vpn- Gateway:u
uEH servers/{vpn_server_id}/ pdateClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
BEiEE | GET /v5/{project_id}/p2c- | vpn:p2cVpn v X
FiwCA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ etClientCa
client-ca-certificates/
{client_ca_certificate_id}
fHlf%Z | DELETE /v5/{project_id}/ | vpn:p2cVpn v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ eleteClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
&EGFH | GET /v5/{project_id}/vpn- | vpn:p2cVpn v X
P TR | servers Gateway:lis
FrEIR tAllServers
Finls
2
WiFF£E | POST /v5/{project_id}/ vpn:p2cVpn v X
IKAZ= | p2c-vpn-gateways/ Gateway:di
VPN | {p2c_vgw_id}/ sconnectCo
XKiEREE | connections/ nnection
{connection_id}/
disconnect
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BURE XTRIAPIE IR IRRRATHZAR I IAM | &
( Action) mB |k
(Pr | Im
ojec | H
t) (E
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)
EFE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v x
iGNz | vpn-gateways/ Gateway:u
VPNiE | {p2c_vgw_id}/log-config | pdateConn
EEE ectionsLog
=T Config
B | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v x
iz | vpn-gateways/ Gateway:g
VPNiE | {p2c_vgw_id}/log-config | etConnecti
EHE onsLogConf
[T ig
&% | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
iGNz | p2c-vpn-gateways/ Gateway:d
VPNiE | {p2c_vgw_id}/log-config | eleteConne
EZERE ctionsLogC
=T onfig
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10.2.3 HREHE
BER | MEZAPHEO =AIm REAIRAIN IAM | i&
( Action) me |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
Bz POST /v5/{project_id}/ vpn:p2cVpn v X
VPNH | p2c-vpn-gateways/vpn- User:create
= servers/{vpn_server_id}/
users
#t26l | POST /v5/{project_id}/ vpn:p2cVpn v X
##2VPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Create
users/batch-create
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNH | vpn-gateways/vpn- User:list
P%IZE | servers/{vpn_server_id}/
users
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNH | vpn-gateways/vpn- User:updat
= servers/{vpn_server_id}/ |e
users/{user_id}
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNA | vpn-gateways/vpn- User:get
= servers/{vpn_server_id}/
users/{user_id}
illiES DELETE /v5/{project_id}/ | vpn:p2cVpn v X
VPNH | p2c-vpn-gateways/vpn- User:delete
= servers/{vpn_server_id}/
users/{user_id}
#LEM | POST /v5/{project_id}/ vpn:p2cVpn v X
FRVPN | p2c-vpn-gateways/vpn- User:batch
=)= servers/{vpn_server_id}/ Delete
users/batch-delete
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PSR XTRIAPIE IR IRRROIEARIN IAM | &
(Action) mB |
(Pr | Im
ojec | B
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)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNA | vpn-gateways/vpn- User:updat
%3 | servers/{vpn_server_id}/ | ePassword
users/{user_id}/password
ES= POST /v5/{project_id}/ vpn:p2cVpn v X
VPNH | p2c-vpn-gateways/vpn- User:resetP
FZRG | servers/{vpn_server_id}/ | assword
users/{user_id}/reset-
password
elzE POST /v5/{project_id}/ vpn:p2cVpn v X
VPNH | p2c-vpn-gateways/vpn- Gateway:cr
PH servers/{vpn_server_id}/ | eateUserGr
groups oup
718 GET /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNA | vpn-gateways/vpn- Gateway:lis
P4B%\ | servers/{vpn_server_id}/ | tUserGroup
= groups
5 PUT /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNH | vpn-gateways/vpn- Gateway:u
P servers/{vpn_server_id}/ | pdateUser
groups/{group_id} Group
&#if GET /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ | etUserGrou
groups/{group_id} p
IR DELETE /v5/{project_id}/ | vpn:p2cVpn v X
VPNA | p2c-vpn-gateways/vpn- Gateway:d
P servers/{vpn_server_id}/ | eleteUserG
groups/{group_id} roup
s POST /v5/{project_id}/ vpn:p2cVpn v X
VPNA | p2c-vpn-gateways/vpn- Gateway:a
FEI4H | servers/{vpn_server_id}/ | ddUsers
groups/{group_id}/add-
users
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(Action) mB |
(Pr | Im
ojec | B
t) (E
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)
HpReE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
AVPN | p2c-vpn-gateways/vpn- Gateway:re
=)= servers/{vpn_server_id}/ moveUsers
groups/{group_id}/
remove-users
&Eig4H | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
AVPN | vpn-gateways/vpn- Gateway:lis
=)= servers/{vpn_server_id}/ tUsersInGr
groups/{group_id}/users | oup
10.2.4 {550
PSR XRIAPIE IR IRERATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
elbEd POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNij | p2c-vpn-gateways/vpn- Gateway:cr
[a)5ER& | servers/{vpn_server_id}/ | eateAccess
access-policies Policy
=Hih GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ5 | vpn-gateways/vpn- Gateway:lis
[B)5ERE | servers/{vpn_server_id}/ | tAccessPoli
e access-policies cies
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BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
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)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNiJ3 | vpn-gateways/vpn- Gateway:u
iBEkRE | servers/{vpn_server_id}/ | pdateAcces
access-policies/ sPolicy
{policy_id}
&b GET /v5/{project_id}/p2c- | vpn:p2cVpn v X
VPNiJ3 | vpn-gateways/vpn- Gateway:g
BERkE | servers/{vpn_server_id}/ | etAccessPol
access-policies/ icy
{policy_id}
DilES DELETE /v5/{project_id}/ | vpn:p2cVpn v X
VPNiJ | p2c-vpn-gateways/vpn- Gateway:d
iBEkRE | servers/{vpn_server_id}/ | eleteAccess
access-policies/ Policy
{policy_id}
10.3 fRS A HEZOFRINING IR
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10.3.1 VPN B2&h

PR XIRIAPIEO NI HRERAOIEAIR IAM | {&
( Action) mE | W
(Pr | IR
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPNEE | {project_id}/vpn/quotas | st
4
10.3.2 VPN {53
BUR XTRIAPIEO 1SRRI KHRRIIEAIR IAM | &
(Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags:create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vph:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
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(Action) mB | Jk
(Pr | I
ojec | H
t) (
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ter
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se
Pr
oje
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)
HFE | GET /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&HiFE | POST /v5/{project_id}/ vpn:resourc | - i X
B35 | {resource_typel}/ elnstances:
H=E resource-instances/count | count
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EIFAE = (Virtual BIZVPCIRSS, BIZEVPC, | BIFAB=
Private Cloud, VPC) | BPEIEFROATTLIED
VPNLEZ,
=PRSS ( Elastic | WBITECSERSS, ©XLZEH | BME=IRSSEE
Cloud Server, ECS) FRESELR, $§VPCHATEME
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ARz Bid I ERBERER, P | (IVERHRE
( Enterprise Router, | B4 E=BTLASEI]
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(NN RRVPNR K374,
ZBRRVPNM R 1E o
NATRIX ( NAT BIINATRIKERSS, ATLA | NATRISE
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ﬂillﬂ N E1 oy SN ks
73 )
EARIP (EIP) BIEEMARIP, FILISCHT | EMARIP
N SEURN TN
IHITEEIE
XA ERVPN IS, 28
ARVPNASZHE .
Z=iERE (Cloud B =EERSS, AIAE | =&
Connect ) ILH@F'%UEEP'U*DEEVPC
Z BRI EMNEER
=it (Cloud Eye) | BE =GRS, EF Pyt
VPNQ’EEE’J”"?I%HE, YR
BILSREX AT MR M
*o
F—BMINIERSS BIZIAMARSS, $XEEE | Z—BDINERSS
(Identity and Access | A= EBIEEAIVPNER,
Management, IAM ) | @ARREBFZEARBDHIE
BGR, el AEEELSe
IR = VPNEIRAY
BIERR o
REEEIRS (Tag ﬁﬁﬁﬁ SRINMRAEINER | EEERS
Management L&, EFHEFEER.
Service, TMS)
=H1HRSS (Cloud ICRSVPNIRSBHEXE | =@HITRSS
Trace Service, CTS) {E==14,
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12 sins

12.1 IPsec VPN

IPsec VPNE—FINZRIRFERA, B ERNENRZERSERRNIMEZEZEIR
EmzeiEnEE.

NEN12-17R, BRIREES LEBRRETVPC, FHIBETT20FM (192.168.1.0/24,
192.168.2.0/24 ) , EIHEEBCRIEIEF OBEE2NFM (192.168.3.0/24,
192.168.4.0/24 ) , BRAKOILAEISVPN{EVPCHIIFM SEIEF OHIFMEIBIEES.

12-1 IPsec VPN

__________________________________________________________________________________________________

VPC BRR O
Tl TH1
192.168.1.0/24 192.168.3.0/24
Router v Router
FR2 Ipsec VPN FR2

192.168.2.0/24 : 192.168.4.0/24

SeFFuERENERVPN ( Site-to-Site VPN ) , BJSEHIVPCFMFIEIEHOBIEME o

12.2 SSL VPN

SSL VPNR2—MEFSSLIMYAIEMERMEIA . AFciEARBEmENsZe
s3Il A ERR AR TR o
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12.3 VPN R

VPNMKBEINE FMSED CRIEMMK, SEPAMMNE . iR ORI iR X
B REINEIERE. VPNRXEESRFEER ORI iR KESER .

12.4 VPN 1&#
VPNEERERVPNRXHIH X 2 AR % 2 il , (ERRIKERTIPsect SO E AR
i

VPN&E#Z{E R IKEFIPsectMYIHEHMEIRRITING , RIEBFELZEUE.

12.5 VPN K55
VPNRIXH BRI R R BINIHES, BIAVPCAHE R P AR R ORRE
o WIRFWHE <=10Mbit/s, MARSEIH—IRESR10Mbit/s.
o WIEFFITHE >10Mbit/s, WAFT5ESHEEAHE—K.

RFRARIT AT, VPNMXAHEX/NZIENSE, ENEIRIESIRERRR
BFREA), URENEFERESINaSHE~EXRETERE.

12.6 Kim+M
ANigFMEZVPNSHRPMIMEZHTEIE, SmEALIR.
o FNMAT : FHHTHIIFEZREHTVPNEESHIFN ., WNREHITVPNESHIF
MERFEIZVPCH, EINEAXMER .

o MBI : AREBANEFFIBANRER, B haoHHEIIEREE,
40 192.168.0.0/16; WREZNMEZ, NWFEMRESHIRE. FERXHANATILARI
RETFZVPCHIMER, ANE@ITVPC peeringtitizEizitaIIEIZ VPN FEXAY
VPCHIAIMIER (%00.0.0.0/05% ) o

12.7 3w =<

X i o 2 F P BRI O RIVPNIR SR BRI R TSR . EIBIE T e L BIERIRT iR X
B LENNSR, BFicRBPEEPOFRENRERER .

12.8 im—-

XimFREIEEPMEIEFROBIMER, ZMEEEBTVPNS= EVPCREZHITEIE, B
PEFEIBAMERER, B AasHHEINNEIEIKE, 0 192.168.0.0/16; WRE
ZPMER, WERES DR,

BRERERIRFNE, THAEVPCHIZINEARESR, VPNIRSZSESHEVPCHTA
AT imFMAIEREH
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FMAZFFDRARBIAL, ESEREBHENEFNT 27T SLAVTREIMBIE .

12.9 FRL=2348

R Z=%$H ( Pre Shared Key ) , 18ECEE= _FVPNIEZENZA, BTN VPNIESH
IKEWHFS, BEMRENHEE—H, SUSSHEIKEDEEK .,

M
##37IPsec VPNIEEEEIKZFNZEMmIG?

12.10 XigiFleT AKX

A=K, ATRAK?
XA X AskiEREIRER ONMNE, STUESENXE . TRXEEER.

o [XiF (Region) : MIUBIR(ZEFMBASRELERE LIS, E—1 RegionHt=setit
8. RIFHE. IRFME. VPCRLE . SBIERAMIP, REFLHLIRSS . RegionHh
EFRegionF1E/ERegion, ERIRegiontgERIAIIEFRHERA=IRSH
Region; %J@Regionig RiAEE—R ISk REM4FEE PR SZRSZIER

Region,

e THKX (AZ, Availability Zone ) : —MAZE— N EZMIEHIER ONES,
BIMSIPIXKIKES, AZRIBIEE EBISITE .. MK, FHEREID KRS EER,
E—j/l\ﬁkegion RS NAZIEEIT SR LTRIE, LIEERPBAZIESTRERS:

\E:‘F'%> o

El12-2[888 T XA AX ZERIX R
12-2 KigFIAT X

YA
Rl =< el =i

Bal, EAREESRS MUSEFNAIRSS, SRLURESRIEEES B ShIXE
THKX . EZERESRENTLIKIAN

SMENERE X 1 ?
BRI, GREERUTAEE:
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—RERT, ENHEEFEELERETNBFAPIOXE, XL RS
BHE, RSIHIaEE,

- FERFEXRFEUSMNIT X B SHIAER, FLIER “hE-FE™ . ‘I
K-2887 5 “WR-HFHIK” Xig.

- EIRMEXBWSHIAR, FJLUEE “IEN-L98REE” XiF.
- EHRTEMEXBWSHAR, FTLUEE “HE-EMIE” Xig.
(AR
“RIZE-ZMTE" XIgFEH .
o XRRINKS
FRKENERERNEIEEER, BENEARRSMHMEFE.

A& AT ARX?

EERRRERER—TAXA, EZREURTENEREENFIMESITERIER

. !é?%f@’?:ﬂ%ﬂﬂﬁ?%%ﬁ%ﬂ’]ﬁiﬁ‘ét BN RFHETER—XEANFRTARX

. g%@ﬂ’ﬂﬁﬁﬁﬁii{ﬁﬂzﬁﬂﬁ’ﬂWéﬁﬁﬂﬁiﬂiﬁ, BB RREZERF—TRX

XigFNRim T =
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https://www.huaweicloud.com/pricing.html#/vpn
https://developer.huaweicloud.com/endpoint
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