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https://support.huaweicloud.com/bestpractice-rds-mssql/rds_04_0023.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_04_0051.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_04_0051.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_09_0004.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_09_0004.html
https://support.huaweicloud.com/bestpractice-rds-mssql/rds_04_0022.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_09_0006.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_09_0009.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_09_0009.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_09_0003.html
https://support.huaweicloud.com/bestpractice-rds-mssql/rds_04_0008.html
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4.8 IRANIHEE

XFEZSSRSHIRFRAR v Vv v
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AR INEREARSS 2] v Vv Vv

R4 TBEER

5 (WEB kR, ¥REERR. BAVAR )

Microsoft SQL ServerE G iR AHIEEINEEERUNFEL- 1R,

Inge WEBHR FEERR IVhR
=6 NSE = Mirror HA e Microsoft SQL Server
2008 ( Mirror ) Sz
e Microsoft SQL Server
2012 ( Mirror ) Sz
e Microsoft SQL Server
2014 ( Mirror ) %
e Microsoft SQL Server
2016 ( Mirror ) 233
e Microsoft SQL Server
2017 ( Always On ) ¥
=
RS T S 55
SQL Profiler 2 2 ¥
HI=XZ5| S S S
F/RSIPKX ¥ XiF XIF
L EHIEIR 255 XiF XIF
( Change Data
Capture, &R
CDC)
HITRTREE S EE Sz 5
PXEHTER | ZF THF 5
4
ERREEINZE 25 o 2019%RfEMR | ZHF
( Transparent i
Data ~ o 20224TEIR
Encryption, {8 Hi%
#RTDE ) ¥
SRRESER | FAxF 28 XIF

MAERRAS 01 (2026-04-02)

WRIERE © LEARITERARERAF

27


https://support.huaweicloud.com/bestpractice-rds-mssql/rds_04_0011.html
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5 AR5

RDS for SQL ServersEff 0T L8
o EAHCf
o EFH
o ERHRSLH

% 5-1 SLHIZEBIEN

CIPUS

o SETRMIESE,
aREFEE,
HRE) &R = P i
SREFGETDH.
EFESHIGER,
ES-plGRIEIES.S
—m, HiEEER
i T S 155 R HTIE

238

STl | fSEFAI5ER ERS

=i

B, | RARIMMEETSNER | BIRLIMERE, T |« SAFI,

eI | ¥, SERMOTELOURL, | HREREIE . S
CREE—I TN, BRES e
MEAEL o o FUNRALETFF

KRR

T | RA—T—SOENSTAR |« STUSSTIAN | o ARSI

Sl |19, TISBAZSEA, EIE | aEl, SUREM AR
TAAXMETARTER— | MdR+T, 2@8% |, mzgpg
ANATRRX (AZ) o ELHIN Bz, SEHlel IR,
S SLBIFEA— NPt ZHE, AFT BRI,

TRy
RZR
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Fma

er

st | & (AR ERA=
it
EERE | KAMIRAlwaysOn= ] 2L | {XRDS for SQL Server | o £E4fT
WRSE | 19, SIF1EVESRURERHR | 202270k, 20192 | EEERTAY
1l X, BEESTAN, IR | UARFA201 76 | T T
M, TIHRERES. SEEFhRSLBIZREY o BISTTIL,
o EZRHE.

REBRILL

o EAPLSCAI: IFEIERIESLAI. $ERAE.

BATEREE, ARTEFE,

BNEHID TN EHIREETR, JABEHERFREY, SMEEESIAIR—

*, BTRYSLHIR

— M EET R, SEZHEEDSLIEE, RERE

i<, Eit, MREXEEETAMEERRSAIEUREWSS, FENERSBE

Bl

o EHEXH: EFLOINFEIEET /NATHIEERMRERR, FYIMEMR
5. BT ERSRIEET SSHREIMERETH, MEREARERE, BHULLAIRY

MRESEELOIEE, EEBHLPIRIMEEREESTEREL.
o EERFARSEH: RAIERAlwaysOnS R AR, SZHF1E1E5

EeuAkt. IR, TJREEN.

% 5-2 P mIhEExdtl

Rixg&

BRI, HE

REFEX/\: &S512 GB
=R &S4000 GB

REFEX/\: &=512 GB
HiER: &S4000 GB

P mIbae EALSCHY O EEBERRSCHI
REl=t 1 2 2
MIHEECE vCPU: 25641% vCPU: B2=641% vCPU: B85

64#%

REFERN: &

=512 GB
HIER: &=
4TB
HE5EE | s 2 2
¥oo Az | XI5 B2 2
BHEKRE | XIF 2 2
Elverts X¥F 2 2
SHIRE X¥F Bz 2
SSL X¥F Bz 2
AEEE X Bz 2
RuEpl (F | AsfF ¥ x5
53ELf )
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FEma 5 FFmRERT
= mIise EAHN S E&ELHI EREFhRSLHY
Spika X FF 35 35
FEETR | 285 35 35
ATAKINR | A2 35 35
FohEFE | 3265 35 35
SEHRMSTE | H5F XFF HF
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A

6 SCAIiAR

L5113 RA

6.1 HUERESLHISSE

HIRELA R = EIRERDSHR/NEIRETT, — TR T — MHILETH=EEE
FERDS . BAJLAE— LB EIRINBIES N EEE, FEULUERSHIIBIILE
EECItERIN T RN A TR, ERAEEESI S EFTHTTPSIEKAIAPI

( Application programming interface ) RILAFS{EEBIFR S EIENEUREZESLH . =&
YEEERDSERSS XHZ1 LI E IR BIRE, (B8 EREELAIEEE—IIRR -

SEAIRTEHITAI 528

K 6-1 sLf5IZs8Y

SES
B

&N

{sE SRR

EBHSE
il

RARNHIREFETDSSERME. 5
ERMAIESLOIELL, EREE—
MR, BEESENtL.

%m#&ﬂjﬂﬂlﬁﬁfé, TixRER AT P

FHEL
7l

RA—EF—SBHNLHESTRLEY,

i%é‘é{ﬁu RIBAN T RAORASRIT —

RDSXZHFIEAZE R A . EiEER]

ﬁﬂé IZ%?%EJFH XAER— AKX
AZ) .

o FNIRS 7B M, CIEE
RS, SRTCIES, &
MelEkInE, BRAER,

o HIVAMIES, SEMAEEE
P, HIEEEFiRaRERE
;;Iii, HIREZEPinSs B IFEimE
KQ

o XTFEFHFZENEEHR:

- RDS for SQL ServerZEZ sl
ZIEEAZRE: 20171RdIAR
#020191 Ml hz2AlwaysOn(a]
SHH, EfEhRAZMirror[d
SHH

- RDS for SQL ServerZ=sL{5IF0
SEsLhlZ BEAR RS -
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A 6 S5 BH

LRI | &9 {EFR5AR

RIFL | RABNM =02 (RBEET | RIZSCAISEl 7iZEEEDRYEMEY
il =) o &, DIEHEEES, ETLUEED
X eE— e RiEsLf, R
FRRIZSLAliRE X ERVEE IR
K, LAERIINAREILES.

R | RAHMEAlwaysOnE o] e, {XRDS for SQL Server 20221>MVAR .
T | SFTE1RSRIZERHEL, B8 | 2019 khRFN201 710 iR 5EERE
BB, TR, AR | iRECAIZEEL,

B

AP LAEREUEERDS R A+ B BN eI K SRS M EUEES 1 ZERISEH
FREISEGIZELZ B XBIFITIRERI LLIESE = @mEART .

6.2 FUEEESCAF#ESRE

HEERREERTRRRAEENRS, MEHEIOMRERS, BAREFTEEE
ICERRAYTFIEEEL . RDSSIFCIZ LA EIFHERE

FiESEEN5RER
THIRERDSHSIATFHELE, AILUARRRWSHS, BFT:

e SSD=E#Z
SSDEEAN=EFE, BHT S, BEIEFEETSSD=E, BN T IHESEFED
B, BEAEIE350 MiB/s,
TEAVIOPSEURF=IELZ ( Elastic Volume Service, fEFREVS ) BUIOMAE, BIiK
B2 “mEEERNMERENE b “BsI0” BINA.
o RIEREISSD
WRIERISSDEEE, 5425 GEMLZZFIRDMAR A, FISIEHBEBEATITSEA1000
MiB/sHEB = REATIEHEEE
ZIEFRVIOPSEURAF=IEEZRVIOMNEE, BiNiES N “mIBEFERNMERENER &
“IRIEEISSD” PIAS .
o HREAISSD V2
HIERISSD V2EZIESIOPS. Bt EMNEEITITESSHENEBS ML,
WIRBISSD V2ERIFFRBSERNNAZTHERT, EaJLAE SRS
2, REECETEZMIIOPS, N =E2B 25 MHaEE
ALY
WNEMENEREISSD V22BN, iSIEsr TEmE,
%ﬁgﬂ%ﬂ@mpsiﬁm 28000, FEERXZTHBFRERIEHIFHACTIHE SRR, MaEAraAE
A
- |OPS{ERILAHAF LS, SEE100~256000, AIfE{E<(1000* 2R
2), BRESN “‘=EEERNMERENEA" b “REREISSD V2© IIRR.
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https://support.huaweicloud.com/usermanual-rds-mssql/rds_sqlserver_scale_storage.html
https://support.huaweicloud.com/productdesc-evs/zh-cn_topic_0014580744.html
https://support.huaweicloud.com/productdesc-evs/zh-cn_topic_0014580744.html
https://console.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/createIndex
https://console.huaweicloud.com/ticket/?locale=zh-cn#/ticketindex/createIndex
https://support.huaweicloud.com/productdesc-evs/zh-cn_topic_0014580744.html
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e Flexible SSD=2
Flexible SSD=EZMBTESMEEMER, XIFEREEENERT, EF WS HeERF
X, &FE. REHEAZIOPSHIEIE ., EE&SMERNSMHRE. KERZENA
iﬁ%o
- |OPSETILAHAFHELE, SBE3000~128000, E{AOIACE(E<(500* &2
aE), stEEYUBBFESE, SBEN125~1000 MiB/s, B{ArE&E<
(I0PS/4), kB2 “=EEERIRMEENR” b “@BABISSD V27 B
Bo
(1 #5488
UNFENISEFlexible SSD=EZERIAISLA), BRI T RS,
FhEEEEBERIEE
x 6-2 FEERINLL
XFEEIR SSD=#2 RIERISSDZ= | tRIEBUSSD V2 Flexible SSD
82 =i
|/OfRE BEIMIME | BITMHEEEXT | FMEEEERT BT s314ae
I/O, HIHH4EE | SSDEEBEKX |SSDEEEXE | iFK, KE.
BXRE . BTt o a8 RiEiEEE
IOPSHI&ENIT=
iﬁ;’tﬁi‘% PRI I DRI B R
Be
£ AXIOPS | 50000 128000 VS NER 128000
min(256000, £
fi5=3/a x 1000)
RiBEETEN
IOPS, |OPSEa¥Hh
BB,
BALIIE | 350 MiB/s 1000 MiB/s 4000 MiB/s 1000 MiB/s
=
EERFE | 1 ms =R =R s
6.3 FUERES |ZFhRAE
RDS for SQL Server HBISZIFAIEIEZES | £ F0hRAUNZR6-3F7 o
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6 SLliAR
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ellfE S HURESLAICIR R
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5, BERYEESESHE LTS,

ES-plled IEAERTESLBIFNESLAIRILIR
eSS EBHEBIEEE D LA,
BREH SEHIERF

i {2 IEFE (IR e SE BRI B R i ]
BB R EELBIRICPURIN IS B .,
ggiﬁﬂiﬂff&&“ IR ECIERICPURIRN IS T EH,
SR HIRFESLAIREET BT BH .
vl IEESEDEIRRESL .

EH IEEIRESEHEILAEIH.

EXM SLHIRE R

R4S KPREUNTFEET 05T, REXNZABP FRISEAIRITRE . &

FOEERRORENY, KkiEE, HRERLEIZ SRR,

=B

AR ETEER, WA RTHTEIREESNRE, BFEET
BHEESTHIRERIERIRE.

e RBELBIEERE B EHASLA .
EmkE %’gﬁfﬁiﬁﬂewmﬁﬁ, T EEMPRAISER, BASESLHITIE
ETJ_TO

%@U/J\H&ZISH?& SEHIEEFARF .

ARASFHER: SEERRASIEEFHRF

RigHEH RIESLHIEERE IR IR RIERHNSE]

FHFER HiEEsHENE, BLEsHEN, FFERRERLMITREE
;&O

Iy SEHIEEFLEH.

BfF1E HIRELFIEFIE, BMELEEXR, MTFEFLEREH, BIXE
FEAEAPFNARSGEEROAR BEEEENE .

FEF EFLERISEAIEEFEF.

igﬁi—% WEE | EEEBEHEELIINESRE .
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BT
'{klh\
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S R

EHPRSHFNREAN RIS, BZRRETARIFHITEA.
BTSSR ARF .
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A

7 SERUFRAS

LIRS

RDS for SQL ServersLSZFRIEIE MRS S WEERES |2 0RA .

RDS for SQL ServersLIRIHERICPUZEHI J9X8628
SNFE7-2,

& 7-1 LIRS EE

g, FRRT-1, ZIEHRIETIRB

A&

1508

ERZS

5SE—1EH_ERYE s REAESE
PIEZCPURIR, BITHRIRE FIRE
CPUERREAW, HINtLERS, &
AT HaEie e BRI Fﬁiﬁ

=
o

MIEXSAAS . PEMTELER
BREH=R.

STERM=ZRICPURIRG, HREIKHERR
E, FAEEAYET ERCEAIRT
AMZERIE, ERTIEEREE
ERBBHINABIAR .

EERE. k. ERh. Bub
FOEIEED=

7 7-2 X86 ZEHISLAINIA (1BAE., Hh=a)

AU

MG | SEREARSLAI | BAHSCRIAR | EESCAIM | FUESCAIE | vCPU( | RTE
ST T ST ™ (GB)

rds.mssql.spe | - -
c.nl.web.larg
e.2

rds.mssql.spe | - -
c.nl.web.larg
ed

rds.mssql.spe | - -
c.nl.web.xlar
ge.2
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7 SERBUFRAS

p

EREFhRSLHY
HUAEHD

B SEBIRR
ST

EFLHIN
)

IESLBIR
S

RE
(GB)

rds.mssql.spe
c.nl.web.xlar
ged

16

rds.mssql.spe
c.nl.web.2xl
arge.2

16

rds.mssql.spe
c.nl.web.2xl
arge.4

32

rds.mssql.spe
c.nl.se.large.
2

rds.mssql.spe
c.nl.sexlarg
e.2

rds.mssql.sp
ec.nl.sexlar
ge.2.ha

rds.mssql.spe
c.nl.se.2xlar
ge.2

rds.mssql.sp
ec.n1.se.2xl
arge.2.ha

16

rds.mssql.spe
c.nl.sedxlar
ge.2

rds.mssql.sp
ec.nl.se.dxl
arge.2.ha

16

32

rds.mssql.sp
ec.nl.ee.lar
ge.2.ha

rds.mssql.spe
c.nl.ee.large.
2

rds.mssql.sp
ec.nl.eexlar
ge.2.ha

rds.mssql.spe
c.nl.eexlarg
e2

rds.mssqgl.s
pec.nl.eexl
arge.2.rr

rds.mssql.sp
ec.nl.ee.2xl
arge.2.ha

rds.mssql.spe
c.nl.ee.2xlar
ge.2

rds.mssqgl.s
pec.ni.ee.2
xlarge.2.rr

16

rds.mssql.sp
ec.nl.eedxl
arge.2.ha

rds.mssql.spe
c.nl.ee.dxlar
ge.2

rds.mssql.s
pec.nl.eed
xlarge.2.rr

16

32

MAERRAS 01 (2026-04-02)

WRIERE © EARITERAREIRAF

38



Z=HUEZE RDS for SQL Server

Fma

7 SERBUFRAS

Mg | SRBEARSED) | BASEBIRE | ESESCEIA | RiEsEFI | vCPU( | RfE
MAEES BB BB BB ™ (GB)
a
m= |- rds.mssql.spe | - - 2 8
i c.x1.web.larg
B8R ed
=
& - rds.mssql.spe | - - 2 16
3| cx1.web.larg
& e.8
hR
rx |- rds.mssql.spe | - - 4 16
X c.x1.web.xlar
53
5 ged
E - rds.mssql.spe | - - 4 32
m c.x1.web.xlar
;im ge.8
1%
s |- rds.mssql.spe | - - 8 32
= c.x1.web.2xla
= rge.4
=
, - rds.mssql.spe | - - 8 64
B c.x1.web.2xla
Ef_f rge.8
s
x| - rds.mssql.spe | - - 16 64
fﬂz cx1.web.4xla
5
5 rge.4
'l rds.mssql.spe | rds.mssql.sp | - 2 8
° cxl.se.large. | ecxl.se.larg
4 e.4.ha
- rds.mssql.spe | rds.mssql.sp | - 2 16
cxl.se.large. | ecxl.se.larg
8 e.8.ha
- rds.mssql.spe | rds.mssql.sp | - 4 8
cx1.sexlarge | ec.x1.sexlar
2 ge.2.ha
- rds.mssql.spe | rds.mssql.sp | - 4 16
cx1.sexlarge | ec.x1.sexlar
A4 ge.4.ha
- rds.mssql.spe | rds.mssql.sp | - 4 32
cx1.sexlarge | ec.x1.sexlar
.8 ge.8.ha
- rds.mssql.spe | rds.mssql.sp | - 8 32
cx1.se.2xlarg | ec.x1.se.2xla
ed rge.4.ha
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7 SERBUFRAS

Mg | SRBEARSED) | BASEBIRE | ESESCEIA | RiEsEFI | vCPU( | RfE
MAEES BB BB BB ™ (GB)
a
- rds.mssql.spe | rds.mssqgl.sp | - 8 64
cx1.se.2xlarg | ec.x1.se.2xla
e.8 rge.8.ha
- rds.mssql.spe | rds.mssqgl.sp | - 16 64
c.xl.sedxlarg | ec.x1.se.dxla
ed rge.4.ha
- rds.mssql.spe | rds.mssql.sp | - 16 128
c.xl.sedxlarg | ec.x1.se.dxla
e8 rge.8.ha
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 2 8
ecxl.eelarg | cxl.ee.large. | ecxl.eelarg | pecxl.eela
e.4.ha 4 e.4.ha rge.d.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 2 16
ecxl.eelarg | cxl.ee.large. | ecxl.eelarg | pecxl.eela
e.8.ha 8 e.8.ha rge.8.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 4 8
ecxl.eexlar | cxl.eexlarg | ecxl.eexlar | pecxl.eexl
ge.2.ha e2 ge.2.ha arge.2.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s |4 16
ecxl.eexlar | cxl.eexlarg | ecxl.eexlar | pecxl.eexl
ge.4.ha ed ge.4.ha arge.4.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 4 32
ecxl.eexlar | cxl.eexlarg | ecxl.eexlar | pecxl.eexl
ge.8.ha e.8 ge.8.ha arge.8.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 8 16
ecxl.ee2xl | cxl.ee.2xlar | ecxl.ee.2xl | pecxl.ee.2
arge.2.ha ge.2 arge.2.ha xlarge.2.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssqls | 8 32
ecxl.ee2xl | cxl.ee2xlar | ecxl.ee.2xl | pecxl.ee.2
arge.4.ha ged arge.4.ha xlarge.4.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssqls | 8 64
ecxl.ee2xl | cxl.ee2xlar | ecxl.ee2xl | pecxl.ee.2
arge.8.ha ge.8 arge.8.ha xlarge.8.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssqls | 16 32
ecxl.eedxl |cxl.eedxlar |ecxl.eedxl | pecxl.eed
arge.2.ha ge.2 arge.2.ha xlarge.2.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 16 64
ecxl.eedxl |cxl.eedxlar |ecxl.eedxl | pecxl.eed
arge.4.ha ged arge.4.ha xlarge.4.rr
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7 SERBURRAS

Mg | SRBEARSED) | BASEBIRE | ESESCEIA | RiEsEFI | vCPU( | RfE

RS 1568 5B BB ™ (GB)
a
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 16 128
ecxl.eedxl | cxl.eedxlar | ecxl.eedxl | pecxl.eed
arge.8.ha ge.8 arge.8.ha xlarge.8.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 32 64
ecxl.ee8xl | cxl.ee8xlar | ecxl.ee8xl | pecxl.ee8
arge.2.ha ge.2 arge.2.ha xlarge.2.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 32 128
ecxl.ee8xl | cxl.ee.8xlar | ecxl.ee.8xl | pecxl.ee.8
arge.4.ha ged arge.4.ha xlarge.4.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 32 256
ecxl.ee.8xl | cxl.ee8xlar | ecxl.ee.8xl | pecxl.ee.8
arge.8.ha ge.8 arge.8.ha xlarge.8.rr
rds.mssql.sp | rds.mssql.spe | rds.mssql.sp | rds.mssql.s | 64 256
ecxl.ee.16x | cxl.ee.16xla | ecxl.ee.16x | pecxl.ee.l
large.4.ha rge.4 large.4.ha 6xlarge.4.rr
- rds.mssql.spe | rds.mssql.sp | - 64 512
cxl.ee.16xla | ecx1.ee.16x
rge.8 large.8.ha
MR

a: RDS for SQL ServerSLHIHMEE X IAFEIERDSIEAZIERS . HIEERSIERIRIER
FZEANME (ABIOSTRBAE. WiXFIHypervisonZ{THES ) . Elt, HEENTERRE
SINF AR E N AINTE . RDS for SQL Server=#2sLHIEFECSIEZE, &SCFISRAIRIECSSE

IR RERRE, ELRESERESR .

R SLHISIBLASEPR AR S
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A

8.1 BmAES G

BDTAIE
FFAR=#EERDSH ST HIRER TS M, BEZBIIEFIAMIGIER
HE,
o ERREISE
WERENUEELOIHITERE, FRHUESIEIRSS (Data Admin Service ) B3
HIRER, TENKSERBHTIRIE, WIERINES T TIRIE,
e |IAMIGIHE
IR LUERS—BDINEIRS (Identity and Access Management, 1AM ) i#1T
BAPREIE . ZRSIEHAFRBMIAE. SURSE. ihlazFIEI8E, TlL
BEER SR A TR BRIAE . SEIENIAMBR, SEEIRIERF
BERA T LFERA=HIEERDSER . EAiE2NEEIAMARHER.
el

BRIz

WL ZfE, EATLUERIAMAENFRIR TIREARRASHERIR, LUAZIA
ERIZEMNRES, BEIAMETEHINIREER . BARTESIIIRE
N

VPCHIF ™

EFABE = ( Virtual Private Cloud, VPC) A=HIEEMEREN. AREEE
BNSENEIMNMEINEG, BABP=EERNIZ2ME, BCAPRMNEIRE,
EALAEVPCHREN ZEH. VPN, IPHELEES . HEEsMsistt, HESE. kS
RERWLE, HHTRE. RENMEETE,

FRIRHSEHMMEIRERN . afLUHSERMNEEE, LIESNEZ e,
BAREFESLEIZEMIABE =M.

L

ZeER—MZE DA, AE— 1 ENAEzAEEERZ2FEIPERFE
BS(FRE M RIRS S = AUIEERDSSLAIR AR . A TIREMIEENR
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A

8 &%

EHAREN, EEFRDSHIEELAIZA, BFZREREH, FBFHIH
FEEERYIPHENERDIR O o

BNES RN SERN

8.2 FRRIFFA

ZHIEEERDSEE SHEIRRIPFRITE, RIEFEERDSHHHELZETSE.

% 8-1 RDS BIEURRIPFRANFIE

HRFRIPF
B

TR AE

HFANE

Eimnn
(SsL)

ﬁ%ssuﬁﬁ’miﬁ{, RIEEEERNZE

Bt A RIZERERDS for
SQL ServersLfi

R AXER
=

ATEEESHIATEM, RDSSZHFFIGRE
ZO X EPEFSLAIFELS], FTRKX
ZIEBAMERE, FERBXZEYER
%, RDS=BEINSELAIFIELAEIS M
FTRENTAX, USRS
MsaTAtk.

WSESLIZE ST FA X A0

=

TBRERIF

ZEIEERDSZ SR GHIEFEA
SERURIMIBRAOIRFESEAI, IAEIWILE
I, B HIEREL s E ST
g2, BILARE~7XRAMIFRAISEA o

(=K

BXiEEnD

SHIEERDSSIFRE &N X FREIS
— M XEFE, E—KIgRISLAliE
&, BILAESXISFEREO XHER
IR EEIFAIRDSSESI, FARIRE L

5o

IRBEXIEEHREE

8.3 Hir5HE

o Z=EHITHRSS ( Cloud Trace Service, CTS)

CTSEENZLREHMRLERLIWAIAETHITRS, RENSHZEFRIFICRA
g FHEFIEINGEE, IRTXEREST. GMHEIT. KRIRERMEEEN

FEINABZS.
RRPFERRITRSHEIEZIECEERRR/E, CTSHICRRDSHIEESHEIES
HRETFEHIT

CTSHUFHANM B EAES %, BERCTSAIES,

CTSXFBERRIRDS for SQL ServerEIBHMMHIESHIIR, BSUZRFEHITH
KigRESIZER.

o HUEEZR2MRS ( Database Security Service, DBSS)
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https://support.huaweicloud.com/usermanual-vpc/zh-cn_topic_0030969470.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_mssql_connect_05.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_mssql_connect_05.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_03_0014.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_03_0014.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_sqlserver_recycle.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_11_0033.html
https://support.huaweicloud.com/usermanual-cts/cts_02_0004.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_sqlserver_06_0004.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_sqlserver_06_0004.html
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FEmTa 8 &L
DBSSE—MEREAIBIEFER 2RSS, ETHRFINGFIABESITEA, 2
iﬁ%rﬁﬁiﬁ', SQUENKGEAEN, KISRIFRBIFRE, RER EHEEFNR
Y (EFDBSSKIZM RIMIER 28N, FIFESEHIREFERERS
s
- BHIHEFERENER
" BREFRUTEIEERITER.
" BEERINREERENER, RUHEHIERENE (Fg0Sarbanes-
Oxley ) IERUIRS .

- XIHEOMREREEHITAE, BERITEERFHRER,

- ZEXESH. RIERIT. SESH. SQLOHRISERTEEEES

- XTSI THERSEREN, RSN EERERS.

- HEESREREMMAESRERTEMES, REHEETZE.

HIEELZEHITRAMEESESRELN, EAZNARWSEIRT, FJLXd

HEEEHITRIERIERIT .

- ETFHIEEXGIRE, SNEUEEER. B (MIRENX . #UERIEMN
iR ) FURMENSR, BRIEIEEHTHEIT.

- MK, Si&. SQUEAFSMEEHITONT, RENENE T BEERER
5o

- IRHEIHRERENRE, TUERBR. BEiREBIREITHRE (HRERKRE
f‘ﬁ%ﬁ;{) o [BIRY, SZHFRIXIRFRERLAISEASHEEN, AN ATIRENE T
R

=k

o IFTHBCRTHEEZTHNAS, BEETHES RSP FERTITR,
EITEHSIFEANE, BERERR THIETAE.

o [EREARICERHITITEREITHEIEHEEE “long_query_time” (EIAR1
¥) BEa, BdiEAENEEBA, SEHRERTHERENMNED, #1THKE.

IEESRIFENE, BENEEN FREEE.

o  FNAFFESQLEIINGE, RRAEIRSZHR. HUEER. RENFTELTHIRIFC
FHBETAEXH, ARHH I SIRER N EFR PRI T .

HiTBERIEENE, BEIREEW FEEITEE.

8.4 WiIZRENX

MR

HIERERDSIEMET Rin = iRS CESRIR R Fin=ae], HEIRAFNEKS TRY
RDSSEf, HUUTEZNSCRTMSTE . SHEFMBINRIE. AP ALIREELAzITERES
FERIE TR AESFER.

FKTFRDS for SQL ServersziFHMEIEIER, LIRIMIRIRIEIEEZENNERS, BEER
SIS AR .
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https://support.huaweicloud.com/dbss/index.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_sqlserver_01_0002.html
https://support.huaweicloud.com/usermanual-rds-mssql/slow_query_log-sqlserver.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_sqlserver_sql_auditing_log.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_sqlserver_06_0001.html
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A 8 T

BURIRIERIF

RDSIZHIGS ISR ERIP, FREMITRIFRSCAISSRIRIER, RASHITEMD
IE, H—SRIERDSECEMHIENZ 2. ESER, BERERERFFRIPNE.

8.5 IEIRE

ZHIEEERD SRR SL RIS (D IS R SR LA B ISR . RRREE
IEERIEMHREEE (1~732X ) RIFHUEELAINBENED

SHIEERDSIEM T 2M SRS SLAIRENE, BIABERENERDR:

o EEIFRMDIHIKERDS for SQL ServerLfIEIE
o BEUIREELAIRSRIEERE S

BXEED
SHIEERDSFPEE M NG EFHREIS— 1 XiEFhE, E—XERILFlEiEE, FJLl
ERXEEREO IR MR ERIFTAIRDSEA, ARREISS .
SIHIFEEXEEHRER, SEISZLAINEHXEEHEIBERXE,

Za AKX

AJAXKEER—XET, B, MERBSIMIEX, aTAXKZEANERE, RE
RAXZE¥iERE . ROSIFER— I IRXREENBXEERIEEEEEN,
IR HEIS I #Ree DS AT At o

8.6 TAUEIE+H

SHUES
RS REEEIT T SIERIMYUENE (1SO/SOC/PCIE ) LEEMIAILE,
FPeIBTHRE FESMERIESR.

8-1 SHLER T

AMEB TR

@ Bridge Letter SOC 202204- 202211
THESERSEASHR, BT iELSasocREFRERBNIOCRE KRG ZIAN—RiE, RIRBSIREOARETE BREEC ISR, TR SR, THE. 4 IS
FaERHELE %. SOCH =
@ camans @)
oL o] LK TFERUAE, B S E E EPHRUERS L
R

EEEERRIaRESES HEET.
[ o
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https://support.huaweicloud.com/usermanual-iam/iam_07_0002.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_11_0023.html
https://support.huaweicloud.com/usermanual-rds-mssql/rds_11_0022.html
https://www.huaweicloud.com/securecenter/compliance/compliance-certificate.html
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A

BiFEHC

EHRMREUTREREBHARBHEEAEER, BREEERFREFO .

8-2 FiEH

FFRL

BEBER
FEFLEMIEE B TS EE MR
FEBFITENDPRIE M ISR FItREEPDPLIEM ISR EFELGPDEMIEISR
FEESETREAINDPRAANE EHETRREPDPLRRAT SR TEREETEALGPDEMER, 5
ARSI &3l S TR SRR
B, LRI EREEERT B, LRI REE SELGPD
NDPRAFER. MER,

TERIMNMRIESEE

3

EFIHFNEPDPLIEM ISR

FEREETENHAEPDPLANE
Eh MR RS
B, MRS EFREERHE
PDPLEHIER.

HEVFALEAR (RO

B, LARERETIAFEETFNERREE(EOES, AR TEMNESE. Bif
IFEEGMERIESR.

8-3 SHEIFONEREAEEAUES

HEVFRIE

ZEZYL IDDoSHHR |Webi Bk M2 (RibEilmS | SHEA | RBERE

SHERIER

HHRRLLRSEETHETIIE. SEEFUES, S TEHes,

RAEERIES

22 | HiREerh | BiRmE

THBA | EAEE | fdEiRe | BB/RL | DDoSHI | WebRiFIRIkiE | #uREE
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https://www.huaweicloud.com/securecenter/resource.html
https://www.huaweicloud.com/product/security.html
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FEO B 0 IRETE

9 BPRETE

tu%‘”*%ﬁ“j}zxtmﬁ:kﬂ’]ms,\ﬁ AR TZEARRAHDRR, LU
FRRRIZEHNIRIEE, EILMERZK—SMDIAIERSS (1dentity and Access
Management, fEFRIAM ) ETHEMAIREIER . ZIRSFIEHBFSMHINE. SRS
EE\ IBIEEFISEINGE, TGRS ttiEE e = ERIIAIE zzu%%tmtvse
ZEEHETNER, FHFEEELIAMITARPHTINREE, SIUBNIAET, 75
N {EFARDSIRSHIE EIhEE .

IAMB LN R IREAIRERAIEMIRSS, TRABERER, ERFENEKSHPAR
AI}?L{T{jEO

BIZIAM, S LABEE EESIIN LA RIRRIAESEE . FIINERIRTHER
RREFENAR, SREMIIABRDSEUERINIR, (BEAHEMIIAEMIRRDSE
SRAREIIR, ABREAILMERIAMBETRIRSES, @R T AFXEEERRDS, B
EASVFMIPRRDSAIRR, =HItIIXIRDSHIRAIERSERE

BRIAMSITREEN, —LEEABSRIERN, B—ERABHRIGRI.

AE BN TRIXBIFIXER:

TR

& 9-1 FSEIENAIX S

B | BIOXR i‘g&ﬂﬂm SR SRS
AEs | BRI |« R&fm | FEMETA | OXES “BAP-HUR-EE
SRS | BR-1EIX & @B E NS E” , 8MNEPRIERREARAD
™ SBE . R FRESACBER TSN, TAE
oy SLAFPISI, SE4PESN
- FFE, BTiSisemu,
o BEX XELAS AR BRI
R R, BEERTELENRSE

ERBEAIP NP,
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Fmi A

9 IRETE

2R

(AWe S-S

R A
PR

B

&Rz

BnR
B& RN

FRF-%

i

o A%
i

o HEX
BIn®R
i

o NEMET
BHORER
o BNTRERHT
JIESESN

BOXERN “‘BP-RIE” , 8
BRAREWSFEREH AR
IBIERIRES, AEOSIEIE My
EEREAIRES], FERIR
B, WHEAeSRREN, 2T

SR RISRIEAUREL AT LAE (R
WEIRLRAFRIN, RiEEE
R, E5{E, {BRENAY, B
MIREEREMEENESR, X
BERAREBWENERES,
LEEERTFHAEE,

Blan: WRFBEISIAMBFEF AT LACIELE -1t RN X EAIRDSFOLERT - X 1atH9
OBSHIRR, EFAEENtinsd, EBEREFE0ERM N EEN K, FEANIAMA
FRIHEFIXFENBEN KA T LSTHARIES . EETRIEENPASH, S8
RINEECE—BENEEE, ERIEPEIRMERE “g:RequestedRegion” RIECERD
AIARSREE XS TR XA 6l » IS ERBE M DN ERE 0 AT SRR RN e 3R 1SHE R
R, NREEER BN EERIE.

PRIz S TRORES/ SRS . RININERAEE, EFERBMRIEHTEN.
ABESRIBIPREENSORIBIPREED BN BRMMEEIRRIR .

KTIAMBYFENE, BSRIAMFRITE,

ABSRIENIREE

RDSERSSSZHFAB SRS BUABRT, SEROIZNAMABRKEEHINR, F
ZEMABRE, AGAFPAETRIESEE, FaESAPATIIRFIREIIN
?E*RBE, X— IR, FiE, APMAILUETEE TR =ARSSH TR
ROSERERSEISYIEXIEL S, AMBARIRSS . ZINE, “BICEE" FREE ‘45
EXFMERR" , AEEEEXE (4edt-1tm=1 ) WRAYRE (cn-north-1) &
IRERXIR, FEIZANPRNTUINBEER; IR “BICEE™ &E “ERR" ,
NRZAPRIERTB XIFINE FEBERL . HIEIRDSAY, FELIIEEZNKIE .

g0ER9-2F7, BFE TRDSHIFFIBERGINIR . ABRSRIERMNUNSINARRIESEMHR
BRI RAIFHFAEE.

% 9-2 RDS RFAURE

R/t | #hR 251 R R
REERFR

RDS XRBHIRERSET | EGkg 7o
FullAccess | BIIR
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REo B 9 IRETE
EEAat/ | Hid 251 R
REEZIR
RDS KERBHIEERS R | ZFRE To
ReadOnly | JRRIENR,
Access
RDS KERBIHIEEIRSS IR | RSk o
ManageA | fIB&IE(ESMIDBARR
ccess R o
RDS XRBHIRERSE | E&He {K#fiTenant Guest¥Server
Administr | IR, Administratorf@ts, EREIE
ator P AERERAIEE .

#+9-37ILE TROSERBRMESERIRAINRINAR, ERILISRIZFRIERGEIRSGIN

PRo

& 9-3 EREBRESRGNRAIXER

2BME RDS RDS RDS RDS

FullAccess ReadOnlyAcces | ManageAcces | Administrat

s s or

BU#ZRDSEA) | V X v v

HFRRDSIRTE | V X X v

PRl

EigRDSEH) | v v v

e
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FEO B 0 IRETE

RDS =l S TNRERIAY M B ERES

% 9-4 RDS FHIBKIRIRS AV B B SR

EHISThEE KRS HECE A B/ R
BUZERDSLI F—BHDINIERRSS BB EEILAIE R A E RN
IAM

B e bss:order:update
EHIFAB = VPC e bss:order:pay

ERRER0DEW | memmmespasnmr s, B
SEMOREIE, AMFHSHEFI
AT RAI

e iam:agencies:listAgencies
e iam:agencies:.createAgency

e iam:permissions:listRolesForAgency
OnProject

e iam:permissions:grantRoleToGroup
OnProject

e iam:permissions:grantRoleToAgency
OnProject

e jam:roles:listRoles
e ijam:roles:createRole

CIESCAIRTIEREVPC. FM . Z2AHF
=N

e vpcvpcs:list

e vpcvpcs:get

e vpcisubnets:get

e vpc:securityGroups:get

e vpc:securityGroupRules:get

S INZLAIEEEINE LA EKMS
AdministratortR .

BIERAMIEZKMSEESBRIEL EHASLA ,

e iam:agencies:listAgencies
e iam:roles:listRoles

e iam:agencies:pass

e iam:agencies.createAgency

e iam:permissions:grantRoleToAgency
HARDS FullAccessB83
iam:agencies:listAgencies.
iam:roles:listRoles
iam:agencies:passt¥fg .

HIFRDSZERegionfRSS, MIAME
GlobalZkfk5%, 1ERDS FullAccessts
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FEO B 0 IRETE

EHaThEE RIBRSS THEAG/RE

EEIMBRY, FEBFINBSS
ServiceAgencyCreatePolicy ( £E%
ARSS ) ; ANSR¥ERDS FullAccessiEiX
LA EINE, ATIEEFERIAMER,.

BSS ServiceAgencyCreatePolicy&8 &
E AR FINR:
iam:agencies:createAgency.
iam:permissions:grantRoleToAgency

REEEERBITEEERZEHFODEW
wEACE:

e csms:secret:getSecretsByTag

e csms:secret:create

e csms:secret:delete

AR | L e DEW GEBRILAIMNZLE, FERRB L
ECEKMS AdministratorilfR .

SEBIES EIFE S VPC SEEEERERRVPC. FRN. &
H, BEMNEEvpc getFvpc*list,
fEPmIP AR VPC RETIRRIPIIERE:

e vpcisubnets:get
e vpc:ports:get

GBTE/RRYPAMIP | EHIFABE = VPC FEIHAMipFEE:
e vpc:publiclps:get

e vpc:publiclps:list

SNMTHAXERS | ZiBLE4(0 DEW BB RERPFMTRIIPEE, &
REZLA, FEAEB LEEKMS
Administratori¥fE .

R EEFTLAI EHAFAB = VPC REEZEVPC., 7M. ZEAFTER
=

e vpcvpcs:list

e vpcvpcs:.get

e vpc:subnets:get

e vpc:securityGroups:get

e vpc:securityGroupRules:get
BIREIREK, | Bi%eH 0 DEW | REAGEEBIEEEERZEHODEW
w2

e csms:secret:getSecretsByTag

e csms:secret:delete

® (sms:secret:create
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Fma

9 IRETE

EHaThEE RIBRSS

ThERR/RE

BRPREERE REETEIRSS TMS

FREFEIREMRER tms:resourceTags:*#X
PR o

FEZEBT | H—SHALRS
= IAM

YnREBEREFE=EIE T B8, &
EFHMOIESIE, IAMFKSEEIRM
AN RANIA:

e iam:agencies:listAgencies
e iam:agencies.createAgency

e iam:permissions:listRolesForAgency
OnProject

e iam:permissions:grantRoleToGroup
OnProject

e iam:permissions:grantRoleToAgency
OnProject

e jam:roles:listRoles
e jam:roles:createRole

EREDBA HIES1EARSS DAS

= siEpRSS CES

IAMFRKSREFRDS FullAccess.
DAS FullAccess ( 8¢&DAS
Administrator ) . CES FullAccesst¥
PR o

SO RIS PREIE

RDSARSSSZHF RO RERIZMN - WIFR9-5P7, BIE T RDSEMRISTFRIIERASHR
& . SOREENZSNRERSHRBESHESREENGSAOHTER,

& 9-5 RDS ZH B DA

ERSDRIBEBIR R RIEEA

RDSReadOnlyPolicy KR BIHUREERRSS RIS RABMDRS
PR,

RDSFullAccessPolicy K EBEIEERSS BN ERBDR
bR

F9-65H TROSERRIFSRABZHRISAIENKR, ERAILISRIZFRERGENR

HEDRRS
%+ 9-6 ERRMESERBMHRBIXR
BRE RDSReadOnlyPolicy RDSFullAccessPolicy
BIEZERDSSLAH X v
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“@mN A 9 IRETE
BRIE RDSReadOnlyPolicy RDSFullAccessPolicy
MBRRDSIZFRITZESLAI | x v
BEIFRDSEAIFIZE v v

RDS =H| S TNREKIAISD TRME
3 9-7 RDS {=HISKEIIRSSHI S0 R
=HETEE EARSS ECE A B /SRR
BlIEERDSSLA ZRPO BIE B HASL I EZE R E R AERES :

Zi%2duy DEW | BILLINGFullAccessPolicy
REEEENITEEEBRRZEHFODEW
wEhE:

e csms:secret:getSecretsByTag

e csms:secret:create

e csms:secret:delete
BEEEEXE | ZRFO B A HASL B R AL B AR

BILLINGFullAccessPolicy
REEHHSLB) R0 B E AL IR E R E IR :

BILLINGFullAccessPolicy
CUEBEIRERF | BiSREH0 DEW | RHEEREBIEEERRLEHODEW

wEAE:

e csms:secret:getSecretsByTag

e csms:secret:delete

e csms:secret:create

FoelEEE

1. fIAE—BMANERS (1AM) EEEHE.

9-1 IAM IuE

E= 130

EFEEERID ©

2. I%EE ‘HE > CIEERET
FEIZEEIE, HEBIMTRE, 25

‘et ESRMERRERE “SZAMER .

-  ZFIEZFR: RDSAccessProjectResource
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=P 0 IRETE

- EEEE: RS

-  =hiRS: HIERERSSDBS
- BEgERdE: kAR

A ZIER9EIA

9-2 BIEEIE
=t/ 2SR

< BiEEE

* EEER RDSAccessProjeciResource

& FEEER EENS
SRR R A E e TS
OF=:2

* CRE HEEEFRE0BS v
* ¥HERATE A, ~
it FDSAccessProjectResource allows RDS to access

user's project resource.

T0/255 #

4. EFE@mAN “DBS” #TH#ZE, @ik “DBS AgencyPolicy” , B “T—£7 .

=

5 BUMBENFRBERIR, 8& “HBE’ , THRERLRE.
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