Octopus Cloud Service

= A4

Fz aaJl gl:l

SASRRA 01

y Ll =L 2024-07-02

HUAWEI

EREARBIRAT



WRIRERE © #ARARBIRAE 2024, RE—IRF,

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

TWZR R IRSBAFIEFNZLENRTBHIEREMFERAIR, AP ERRIEEBED ™~ m. KRS8
FFERTRERE SRR ERTEEZA .. RIFSRBELIE, AR IEAT AU DI REERIIE
RAEKARILE -

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

ERRABRAE

bk Rk XIREERDEPD A Hi%: 518129
gLt https://www.huawei.com

ZFIRSSHBFE: support@huawei.com
Z RS EIE: 4008302118

SAERRZ 01 (2024-07-02) WRIFRA © LERRARBIRAT


https://www.huawei.com
mailto:support@huawei.com

ZERH

i EERE

FERRNENIRiREEEOMELL “TRREMIERE" I, ZREMFAARSTIES WU TR
https://www.huawei.com/cn/psirt/vul-response-process

N EFTEREURIREE, 152 a0t :
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

SAERRZ 01 (2024-07-02) WRIFRA © LERRARBIRAT


https://www.huawei.com/cn/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

Octopus Cloud Service
@A E EE:

T AT ATE OCLOPUS......ceeeeeereerereeeeteeeseseseesesessesessssesessesesssesesssessssesssssessssesessnsesessasessnsesesssessasans 1
2 T B B eeeeeeeeeeeeeeseeesesssssassssssssssssssss s s essesssssssssesssass s s s e s s s sssas s s s s e sasasnsasasasnsasasasases 4
B A oo eeeeeeseeesesess s s s s s s e e e eaeaeseaeasaeaeaeaeaeeeaeaetateeeeeteeetetesenseas et e s eeenaeanans 6
A TFZRITEB o oeeeeeeieeeeeeeeeteeeeeessssessesssssssssssessessassssessssessessssestassasentessasensessssessessnsessassssensassssensases 7
AT TFZRITEIZR ..ottt et st e e et se et e st e e et ee e e e e e et s ee e ee s eeeeesesaeee s sesneees 7
B, B BBRE T oot et s e s s ee s es s ee s 7
A3 T BRIT ettt et ettt et e e e e ee ettt et ettt et e e e e re e ee e se s e et et eeeeeeeeeeeeeeen 8
A BEEFR oo e e ee e 22t 2o e 222222t e et ee e 10
A5 R EBETUEB ..o et ettt e s et e e s s ee e es e ee e eeeeeenen 11
A6 BBEBTICEE .o e e et ee e ettt ettt ettt et e e e e e s e ee e es e eeeene 11
D S RSB HUTE TR e eeeeeeeeeeeeeeeeeeesssasasasasasasasasasasasssasasassessssssssssssssssssssssssssssssssssssssssssnes 13
6 BILETTIHE. .. veveeeeeeereeeneeeeseeseenssssssssssessssssssssnsssssssssssssssessssssssssssessssssssssesessassssssssessasnsssnssenens 15
A == =R 16
T BRATEEIE et ettt ettt et s e et e e s ee s 16
7 R T Bl T B TR oot e ettt e e s e et e et e e et e e e e e e e e et e s ee e ee e eeeeeean 17
7.3 B T AT E S I IR oottt ettt e e e e e e e eeeeeee e es e eeree 17
== =t s NSO OSSOSO 18
7 BT S Ed R ettt e e e s et et e et e e et eeee e e e s e e e e et et e et e e eeeeeeese e e e s semeeneen 18
7 BRI oottt et et e et et e e ee et e s e e seeee e eee e eereeeene 20
7T BT R oot ee et s s e s e e ettt e s e s s ee e e s e et st s e e s et s e e ee e e e st e e s e s e e e e e e eaeeases e seas s eeeane 21
78 B B T B T oot e ettt et e e ee a2t e e ettt e et e e e e e e e et e ee e se e e e e eee e eeeseeanees 21
7.0 T AT ETIETD ettt ettt e e e e et e et et et ee et e ee e e e e ee e e e ee et st ee e e et eeeeeeeeeseeanees 21
8 ANAZIIBIRBA. ...veveeeeererereeeeesesssesssesesssssssssssssssssssssssssssssssasssssssssssasssssssssssasasssssasasasasssssssssssssssnns 23
O A PR EETE. ... eeeeeeeeaeeeseseseasasessssesesenssssasessssssassssssesessasnsassaesensasass s sesessasssesesensasnssenssenens 24

STRERRA 01 (2024-07-02) IR © ERRABIRAS i



Octopus Cloud Service
@A E

1 H+4 =2 Octopus

1 4 =2 Octopus

BhSH=ARSS (Octopus ) RHMEEFE. RRAMISIEEFS, EEAI=LIEHEE
BRHIERRS . BiSWRERRS . BSWIGSRS . BaiSRMERR
5. BEISHAREZRIRSS . BEEEERS, BMERURMARIIREFAZENEH

o
r“mmo

‘—ih” RIEEMERFRAANS MY, EEHIER. FESH. HEL
2, #iEmE. BEHEE. RB%k. MENXFRIFER LI EOctopus L5, X
AP MUERINARIERETR; MIXAKREE, Octopus EEXIFEMFIITER
iR, FRETURERERERZER, MABTEXROEREIIRA, iLEIERFL
LISEER. BHE.

PN <}

BalZEM=ARSS ( Octopus ) 2—PN—itNRIFFAFS,
FENBNESREFRIZRE. BABREBIEEAT. $EEM. HUBLIE. FERS. il

#HBRSS . (REMRSS.

1-1 Octopus EHINELELFIE]

BEREIRS . AHEEEEAEN .

Bt

Octopus IEN BRI IR
iR EiEaLIE TRERES IERRESS {FEBRSS
[(mmne || [ =verme || |[(=2== |uess | TEEAHE
=
nan mEem | e |G |ERLEEE
oy SERS e
‘ BEiERES [o=ssn | [ ome: | [ sems | [ ezee | [ sste | [Ezezss ‘

‘ AHEBRZEE [ ssos | Logms | [ Trme |

IS R E NSRS

He

e

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT



Octopus Cloud Service

A

1 H+4 =2 Octopus

remiits

Eg

1-2 Octopus ZRINEELEIE]

SRS HIRIES ggligi BERARES (SRR
1§k ZEBAERS wzn || mmen || eess B T mssape || pmows
B ||| ~ameusism | Pee | pREE || swEm Bl i e e
RS Bie || smEm || swex IREREEE MmE wrEE BREER sEm
EAUERT nsez || meew || pron AR || s ez | wEpE |#ﬁ{ﬁ§mﬂiﬁ
BB R RIS
HRER Bt RER
z [omm [ ewenr | | |[ 255 ][ %5 || 2005 ||| [omees | [orees | [owme= |
FRuE | mm=i | RS HE | | AT || T |
B SWEMTS
EFEE IER3IE BRREE EREE TR
o) HRAR &P DAG:1R BFE BUELUR APIHZBR HHEE Notebook
% Py weEE || smem ThoREE || ruEm TR || AER siemz || semm Devserver
B BN BHEEER i
= — '
§| BERS | HC (BBER) ||
o —ihz{
FEENE, SIEENEMBRERS, ARPEENSRE—ESANEmMEHX
HIBFEE. AFES. (FEFEES. imTFEEEANITEFE, RERETROME
( BaiEWREX. IR, FEBS) , REFEENEIISE, RERES
TRIMIE TS,
o BEHUR
AT 2 FPBR IR FEFMC R EIENRICE .
o REEHHNER
RANEE) ISP EFEERAEENRIE, Octopusikitie s BIIIRHEE IR
Haa KB IR, BEBRXBELLEHFENRXINE X%,
o HaltbnE
BalENE AT IS EENNS RSN EERESE, EFaiRHRE
STEANREY, BEXIERRYIAANREE. KEBE. 1TA. BTA. KiBXT. oJf73
XEEHTIRE, B EEEGISTES AR ESURERE
o (HEG=E
U SESENSHNETEEN, BEXBOBRIRR, EAENEREZS
{8
o HiThE
IENLRAS, BREAHS, REFTHEREN, Bl BximRRERERE
hEm=, BREEFIHTHETS, TRBITEAIREEIER.
o Sl
RSE ARG HTHREGIE (SEAKR. FEHE. gnssaiz) , FRIERPEIE
FERISHE, BRDNARTAME, FRIFAPIEIEEEIIUTZE.
o HEREN

SBEZEERERENRES, RIEMREIENtL. FBEIMULAEN, T5HW
RITEEHEE., 2REFBIR T, HRANSHRNEXERSFE, 7

SASRRZS 01 (2024-07-02) WRIERE © HERRARBIRAT 2



Octopus Cloud Service
@ 1 H+4 2 Octopus

DKIeEESTIRER ((FBER<2E ) . #—RREAE, ZEREFA, 1L
KIRERAZEHPEE (ZEPEIRIL0% ) , AR, IISFIEERSTE
B, KIieERRERAMKENE (ZFEAM<3024) .

o KIEEINHEE
BHAXERREEENEN, SHRTHREIEGE., BaiSnSIERRBATIT
FREDZE, FRUSIFRSWRMIETR . BEiSIH=%R, EIINeRFIIARST
MERTH, FETHR, HRESERSENE, BaiSminE, KBALR
¥, Z¥52D. 3D, 4DEmitRE, ERFREBEIZ0%, BSHSIESERTIFIL
MIEE. VEEBESSHEZREND, SMEERSHREER,

Y{aJi5ia Octopus

Octopusieit T RIEZ AIEIEREHS, SEHiEIRE . SRR, HERE. &EE)
. EEhEEFE, BULEEEESSTRERBEMESRAL

{FOctopusEIBIEHIA, TELFMENT . MRECEMENT, TERHEERE
EZROctopusEFR . MNRFKF, BESLFHEKS

SASRRZS 01 (2024-07-02) WRIERE © HERRARBIRAT 3


https://support.huaweicloud.com/qs-consolehome/zh-cn_topic_0016739341.html

Octopus Cloud Service

RN 2 N R
L8 /ALY
2 IHEES 48
BB aIKiEF A TENENSISEFAIE~E 52 E2NEER. A
M, ESHEIGTEDE, BRI, SUERSRRR, A Titomn
A, MSTEHES, FREIEFARAEEMEERIEIE KR, IfFFRIX MO,
Octopus RS ARSEEEANZBWEIE. B2, k. HH. HEETBUS, if
BRFRFEENR, —uWbXHFAEAE, T EMSITEYE, IASSEHIEIRGIERE(CEEF
BEFN . OctopusmyaliRHLATINEE:
HIEIRS
o LIEUERZL
o IBHEIEHS. RHIEE. HUBLIE. HUEERF. SIRESIE,
° iﬁlﬁéﬁ’f’@%l AMBEHFE TS MBS REEHUE, FARITIBIEREE
o HIEEAIE: SIFPRBKEETFE.
o IRUBAFE. EECE, HEEFHIBHIEUINREREE,
EIRSS
o LltmENIZ>,
o FEREMA=MERIATIRENIRIRE .
o IFHUETREINEE, TEAAEANKEA,
GRS
o LIEEIGRZ0,
o FEIBMHEEAINEER)||GFEIE, KIE4E5E)IZATE), 248K,
o YR HEHENEZNBENEE, IEAHE X ZEEHFIRBIER,
o LIFERISHEEN, 2B SR, FEEH BB REERH,
(HEIRS

o LUl ARG
o RUEEWIIHFME. BhSWEEME. EERME. TBRIMEFINEE, £
M ENSWEZNAMELENL, FERABNSHEEINZ 2.

SASRRZS 01 (2024-07-02) WRIERE © HERRARBIRAT 4



Octopus Cloud Service
FRNA 2 RENR

o EHUEIRSSADIGMRSSAVEM £, RIEALMHESIE. BXEE., [TUEE. 17

SEE. ISEESFNATE, BERENSHIESH. 22, AIEE, AR
BEERIRS

o LIBEKERIZD,

o BMEREREBRRBALITRENSE, AR RO ITREIETSH .

o BEniZEiTRE, KBAIIRE, 2#52D/2.5D/3DBEarE, HIHZRIE0%,

o BEMBWIFRERN, BIINeRFEARTIERTHE, FEDIR. HREASEREN
F.

J EE)J%B%E%E%*@?Q%MY?E\ VEEEFS410REED, SMBELBRS

LA ENS

SASRRZS 01 (2024-07-02) WRIERE © HERRARBIRAT 5



Octopus Cloud Service

A

3 EARMEE

3 wrne

FHhm

=E

HiEtnE

i3]

MRS AR ESRIRosbag#ifE, MEERIREE, kB R EESE AR

BaiZESFEEH TN SFEREHIE, FEREENXEHIESIIES DT,

E T B E IR FENX LRI EIEEEESE . I TIRE Do

r ,£TEH Eﬁ%—ﬂﬁﬁ?&ﬁﬂ'ﬂﬁiﬁ o ETXIENESEEY, OctopusiEStiiEsS o A E Ffin
== .

R MPHECEEWERIREIERE, G854, REPRESER, AXK
WFNLRBIEATER LAYIK .

BASEERTRISRERAMNESZHIER TREENING, FRBS=EIERER
SHMSERENEREN, RESEMEMAIBE.

EERNEIEREFEMASWRINAEEE, PSHRIFEENERERITE
HITEE, FARERENERERTERE, EEXH. EEEES,

MEIRHTIASNC, BUABSRIRBIFEHITERE)IS

YEGIRIER) g iEd, HIERRS—MDER . BEIEETBaitntE, KinE
PRI E IR ETRIRAVEUE, FEEIALRIRSE . JLUBTHEPEGIE, RKiXERD
BEARSEPHR, REEMATIIIL, FERABEMIREEE.

SASRRZS 01 (2024-07-02) WRIERE © HERRARBIRAT 6



Octopus Cloud Service
@A E

4 1125788

1t Z51%EA

4.1 IHEELA

N\TaBHERARSEATALKENER~mi—ilEtETS,

OctopusfRSHNTELNER .. RiE, RIEFRERTS

E=SR RN

25N,

EEI LSRRI B

BEHEAERNS, SR T ##OctopusiRSHIITEHME . T8N, &2, X&ES
ZUHAFNZEAAMKER

4.2 TR

OctopusHRIZFEF/BR . ERGMEFHE=MIERN, BEFEZRETHR

o HF/8R: E—MMNERN, BIRNESRER, ERITREAOWSLERRHRITE
8, BEtAEWSIZA], APUARIEKFRETE

o EBG: —MIIERN, RISNESER, SRLURELIRFEREIEEEIR
EZRIE.

o IEHITE: —MENEEN, BINERBNE, RIBIRERRE. LIEHES

e=}

]\&?i——nd—!— o

x 4-1 1HEERAA

it#EE | 89F/8A8 £86 S

&R | S #E SUNE =Y RE

TEEEHE | FRITRAYCFRGEERY | IRERITENENAER | IREREREMITEEER
Kitzs, ©7gE. =1

EAITE | Bk, TaRR | &R 1=a

R

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT



Octopus Cloud Service

T E 4 TR
IEFETIRE | BIERSS. iR | EERERSS BERERS . SR
e 5. )IEEBRSS « hE 5

RS . EMBRSS

BEfES | EATUMGERERE | ERTUMGERERE | ERTHERKNKRT
RER= . #E | BRSNS, M8 | =, BEER.
REAEREWE. g?ﬁ%‘%ﬁ%ﬁﬁ%ﬁt

4.3 1H#EIn

{EFOctopus BN BR=IRSZHITENBREREA L, BRITEMEECERR
SHBA. TARFER. SAKNER. SSKRENE%EA. KEBA. FHE%A.

=RFZER

~IRSEARIEMILIREBIAEENZER, 88 T7TRSEITAEAHRIEFENER.
% 4-2 =IRSEMARITZRRAE

;ﬂﬁ%ﬁ rEER | R TEAT

118

&8 |8%/88 |BI/\MeBmSH=kRES-E | RN * IWLAHL *
MER= RERR=4ER9ZR A E (HHE)
BRs5-Ehit

hi

HURIRSS- T LEIEIRSS - Bt = 4 A 28

Ehithix M.

PRS- AR EIRSS - ERhR = 4R 22

EHhthR J==8

I ERRRSS - TASE) || 4R AR 53 - Bt == A RO 28

EHhthx == 8

HERS- TS ERRSS - B RthR = 4 A 22

HithR == 8

BIERSS- LS MIRSS - Btk = 4RI 28

Ehthx == 8

8% RER

I BRIFZERAREEROCtopuslIRIINEIRINEY EE .. eSS X RN &
RREF-ENER. RRSTFETHRRI, BRAURERIT SRR, ESitER
BEFNY BEfE=IE

SASRRZS 01 (2024-07-02) WRIERE © HERRARBIRAT 8



Octopus Cloud Service

=@ 4 1HERHER
xR 4-3 I BERRITERINR A
HEN | HEFI ITE | TR HEAN
&zl
FiEy | BohBEYE | 85/ | BRRIESUERS A& RN * WIERT
568 BEEFTS |88 | (SFS) &34, = |*E
(2] EREEMA.
ST (ERNRFERS
BEFET S ( OBS ) fFHEHUERIE
(2] B, FERZEA
BRIt | octopusitEEY tEsmitEeE, FER
ETSs | CPU(16u329) =,
=754
octopusit&zY
CPU(64u128g)
=754
AISE | octopusitEEY
Rl GPU(ant0324g
24u969) EEE
l
octopus.hp.s2
octopusit&EY
NPU (x866sntp
24g96u384q)
=754
iR | BERTEZLRAF X2 NE&iNE,
Ss |Bae A
12
EAREEE
SRS AREERS IR REABRIESENEER.
* 4-4 SRRENTERINE
2R &Rl | TR g YN
ESHBREL | H=EITER g%ﬁﬂﬁﬁm@%ﬁ&%ﬁﬁﬂi REITER: HIAERM
) TB
EEERRAER

REEREEERESRERSERNOEEIRT, P ErIZER.

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT




Octopus Cloud Service
FmE 4 1HERHER

& 4-5 EEEERNET IR

THEEIN iHER | THERREA AT
BEER | RFEITE | RIECIEEERORES R | RHEITE: USRM
0 BIRIEFRWE . INES

EXieE 2]
ERBASEEASSENRS SR, HRIRG. 20MRE. 20EEER.
IDFHREEIIRERS, JARIAPIFT=EAIZEFD .
% 4-6 BRI
HEIR | st | it HEAT
iRt | EEE. | GRORENAPIERERETEYN | 50 EEOmKE
omes | EEIE | B, i * WL * HUA
e WTERERE, Misturgkit | B (SRR
FEREME. A)
2373 e gm&%m .
APLE X%
e e
=
FhiggeH
fFiEEBRIREROCcopusl, TEXISAFIEIRSS (OBS ) fFIEMIRF=EAIZEFT .
* 4-7 FhEIHER IS AR
PR | st | s HEA
SEE | BE/8 | OctopusfERIOBSFHEsIE, /= | EABAIS INSE
(0BS) |B. &% | EmoEm. REMIEES.
e
4.4 5%

SF/ 8RB ERARSZIPEEIINEIRZRIERZIT. WREBREER, FE
EIEERRTERAMRSS . RIR. HEILE, SNRKBEIERSS, REEPaIEIETSHIX
AR FERUHARIELZRRTN, FRIERIR. BIREIUMRE, BRSIIERAZN,

SRS 01 (2024-07-02) IS © ERRAGIRAT 10


https://www.huaweicloud.com/pricing/calculator.html#/obs
https://www.huaweicloud.com/pricing/calculator.html#/obs

Octopus Cloud Service
@A A 4 1+

& 4-8 ELFEEXINEE
Ihse il

FoeFE | BF/ERTRS . KEMNBLRIBMIRZRT, ERTLRENEBNS
WRIRSERIGERE, LAEKERE.,

Bni# | FECRSIAEAMEHIEN, RARESXEHIRAEENEE,
B R ESICFENEEMSHRR .. FEHBE MR-

4-1 BnhtesE

A A A A A

b FIEARI7H ) R i1 =3

FalpEs

4.5 R#EB5SEFIHY

TERR, 8F/ 8RR ESTMRIVRE. WLE, EiHERPARRIERIET,
LR ERAERH; RIREIRAMARLLZERRT, REFEEUE NS IRHAFIRE R

SENKSRERE, RFEFARUAMSIERSS, RRHARRE. E£ERPREFAIE
FEILEMERLRS RIR .

REABRPRINAREZERSZ TR, BAMSHENRER, TRKEELS Bk
27, PHNEMLARS . TEAR. B8R, frpha. . MRESREE, =
RIFEIREIE .
REBHAZIEAFS, WMNRRSTRIARESE, BARSHFEAREPRIEIRSHE M
bR, TiEE.
4-2 BF/BRRIFREEHA
BAEA a PREH {RE8HA
. ! . | l
A A A

[aBE K& HRES e

4.6 EFANKER

R LATE “EAG0 > IRBETE > FUKTIBRMAKE” EE5EAKE, LITHREmHEN
SRS EN T AR I ERERENITEER.

SRSRRA 01 (2024-07-02) RIS © ERRAGIRAT T



Octopus Cloud Service

FRNE 4 BRI
McEp 4R EHA

BF/BRTERANR R IE, SEIT HR—FKBEIHERFHITES

BRI EENNR R RE R LREASITBRRRHITES . RBIHEEN
mfRiEEREERAR, DRI, BX. RA=MEMHTER, BIR05EN
NETASERE mEBEERE .

RETERZFEINENEEREETEERE, fa0: Z)\HEE RSB

BWEMARSS, 8:00~9:0088/E~4RIZEH, BEREIASAEALHITHIZE, £ “%&FH

ElL\,\ ;Wﬁ%’:ﬁ > FKFIBBAANKER > A/KAKER” o,  “THZRAIE)” BDIRFEF=mAYSERR
ﬁHE‘ rE—_lo

SifZEAKER
SB BR CBRADL , EURPHEE IKPEE > FUKKIBMEKE
S IR MK TE,

$IR3 EE&%#*&EF% (LAEshEREMIRSS G ) , B - EfRBIaEERIEmAY
MRER

4-3 EigZERKE

AL

HIBBAR R A

0001865

TR

SRS 01 (2024-07-02) IS © ERRAGIRAT 7


https://support.huaweicloud.com/usermanual-billing/bills-topic_30000008.html

Octopus Cloud Service
@A E

5 SEIRSHIXER

5 SHEIRSHIXER

F—BDINERS

OctopusfERZE—BHIAIERRSS ( Identity and Access Management, fB#RIAM ) SCIR
INIEINEE . IAMBIEZEEIEEN ( Z—SIAIERS AFERE ) -

REFEIRSS

OctopusiRSZ{FFHXISFiERRSS ( Object Storage Service, {&FROBS ) TFiEEHA
Rosbag#iELARFUHEERIMIST . HMIE RS8R, TNLE. S EERRANEF

fEFER . OBSHES(ERIFEEN ( WREFERSERGER) .

# 5-1 Octopus FIFT5 OBS XK

Ih&E F{F$E | Octopus50BSHIER
HIER |MMEE | SREE L EEEEEOBSH,
= Pt
WEE | ERESEIRE LIERRESEFIETEOBS S,
Pt
HiEm | RS rosbag B ERFEFEOBSH,
HIEE | o HURERFNETEOBSH,
o HIEEARTEEFIEEOBSH,
BRE | RENEEFEEOBSH,
Pt
}‘%ﬁf? ISR SEFETEOBSH,
i
iR | BuEi {%%@)\OBS??{%%HE, SRR EIEEOBSE Fin iR
}E -% o
HiEL | BUBME SIS RFEMETEOBSH,
L]
STRGRRA 07 (2024-07-02) IR © ERRABRAL T3


https://support.huaweicloud.com/usermanual-iam/iam_01_0012.html
https://support.huaweicloud.com/usermanual-obs/obs_03_0054.html

Octopus Cloud Service
@A 5 SEMIRSHIX R

IngE F{FE | Octopus5OBSHIER

R | WEE | o iREOER . SEBUEFRTEOBSH.
% iz o IREEEMIE. fREETEETEOBS .,
o IS ARIIE RS TEIETEOBS .,

IR | EiXE | BIEXHFMEEOBSH,

~

5 i
iAJJ:IéZ&'\E =4 )I|IZKE55 BSFEEOBSH .
=]
Ejﬁﬁiflz TRBIASI « FENFH . TFESS BRSZHETEOBSH .
gl
REE | WETY. WFESEEEEEO0BSH,
i
PER |ZRE | BRXMEFHEEOBSH,
5 L
Eﬁiﬁ B RIS H = AR DT FIEEOBSH .
SEIE

gﬁﬁi (HEERFEEOBSH,

B51E | 2DENG | SREXOBSIHIEHEIN, ERAI2DEIRIFHEEOBSH

BERSS | Ak
fREIRY | SREXOBSIHITRIN, REMUAERRIISEIEEM OBSHER
i3 B

SRSRRA 01 (2024-07-02) RIS © ERRAGIRAT 1



Octopus Cloud Service
@A 6 Bc&iisBe

A N
6 Ec&niBe
AIRSSMN AANEMIZEEITRFEIRSS .

%Bﬁt’%ﬁiﬂﬁﬁﬁ, FERE T BRSTFEH, WAPNSRMENEEM TR
I o

KT UOEELREH, WMIRIST KEE, 53FXTEM.

SRS 01 (2024-07-02) IS © ERRAGIRAT 15


https://support.huaweicloud.com/usermanual-iaas/zh-cn_topic_0040259342.html

Octopus Cloud Service
“@mNE 1RE

BZE

7.1 =EHE

LHRFE “BATMENI S ZEMRENFEETARELAEZ E” o §
MEERSBHUERERMAMTAARNNTLZEMMS R T, EATEENTEENL
FAREREAL £, DReESEB0IPET, KITENRERMEHMNE, WEmEEAR
BIXFFTIRITER RS ZERERR

ZE2MREHNTEEHRERE, NEFAR.

o HUHn: ARTRSBEBNRE, REUERENZ . FARNRERFETRIER
PiEftAYlaaS. PaaSHlSaaSHERIMNBIRSZ BEBILZE, EEFLATHIEF DAY
PIREIRIERNIE TH ERIRMARSS . FalkS . NARSE . XANEIEESN
ZEMISIEHS MRS AN L EIRENMEERS, LEREHEERZE, 1A
NEMYHNZEEEM .

o P NRTRBSAMNLRE, REMERR ., EARBEPHNZEFEFETXIE
FARYIaaS. PaaSFlSaaSERIMAIRSZARRIZ EANRMEFREFHEEHTEZER
MHVEIE, SEREARRTEMMNE . EIENFILEEURRIERS, EiUb
Kig . APIMXFISRZ RS, SRS, HPHE, RS HIKSHNERE
BELENEEERE.

(HHhnZ2ARE ) FANBENZZEMTERIRSHER, BIEaTEMKEE.

RIEHERE, SIS, Z2ERSAR. EitiRitzE. HPRZSHEAR
£, IBER:. BHIzERE. £TRE,

SRS 01 (2024-07-02) IS © ERRAGIRAT 16


https://res-static.hc-cdn.cn/cloudbu-site/china/zh-cn/TrustCenter/WithePaper/SecurityWhitepaper_cn.pdf

Octopus Cloud Service
@A 1RE

7-1 LA RZEREHBRE

= PR EEAIENT & BRS3 ESEE TR
e MIEBEAE (A5 /50R) (/2R )
AP EHEE

RIFd Ehz
ZE BIF3BRSS
FEfALs, WK, BRI,

L2
5
g, WA, #E, SHER, ?
Fa HhE RS, A
2% FERS +
i EitRS hy=1 1= hE HEEE TS
RHE
T2 YIRERHGH #X AKX WEE

RE
2L e

Ge: FHERE GEARSESNRe) [HETERRE (RESRSRENES)

7.2 FrERBlSEIE

&Rzl
FPESIR AT QIR HEIBIREL R AFREI— N AER.
HRATQIFERRT A, B, SR, WA, BH. B, {5, 8%, 58
"/rEE

STFHRP _EEZEOctopushIiEr=, OctopuseMGi—BIREFER.

o  WFIERBIAYET=, OctopusiGAT=(RIFEOCtopusE HHIOBSHEN o
o  ITFEIGEBRETT, OctopuseiGET=IR1FEOCtopusESHISWREBER .

MFRFREI—EPAER, OctopusRRIFAEEIEEF.

7.3 BmAEShiaES

=N
FBFiAial0ctopustI BN EZH#, BEOctopusizhla . APl, TitihiaAE i EEmd
ez, EAREREIZ OctopusiRAIRESTRAEAIAPIZ ORI TIEK

OctopushYiE IIFBRHITINESER AL RF IR BT BMIAE, BidfEd R HAY
5 RFEEEII TokenTAIESEAY,, BRIAPIZECIAIESEA ST #5 TokenI \IERIAK/SKIAEFRFH
B,

STRGHRA 01 (2024-07-02) IRRTE © ERRABIRAD 7



Octopus Cloud Service
@M A 1RE

5lalis

OctopustFA—1"eERIEMNZR THE, SIFAPNERTEAENIRESE, LUX
FRREURIR. SIREIEZBERY. AT HFEFXIOctopusHIIRBRIBHSHILIZH, 12t
TIAMABRIZH S TERIBEN K Z

IAMB PRI o

FAF{EROctopusAYEaIINRE, #PFEEI IAMINPRIAREITIEFRRIIRIER . HIan:
FRP#&EEOctopusBIEZIIE(FIL, MIZAFLURE "IZIRSS" BIRIRZ ATLATSR
BE (TICRERIEEZAPIER ) -

BIERFCZENAAEREREMNERIREEE, FABRBOctopusEiaIR. 415R
REEHBPIFEMNR, SEROTLIERIAMBEFAEEE M ERER, F/8
FERISERERE XAIUR, BN NZIRSZAIIRIR . ETREEENES, SEBRRALUZ
OctopusHYRIRRELGIRRTCEE . FARIRIRMNIRINATLAZ WAPIZE R IR RS
FRIIRNET

7.4 URRIPRR

OctopusiBid SMEWRRIPFRIENE, RIEFEEOCtopushHIEIERERIE.

F7-1 &1 SWHEUERIPFER
HiRRIPFR | SRR

LNz STIEHTTPAOIHTTPSERAMVERIINY, AIREEIREENZ SN, #
(HTTPS) EIRERAEINLERIHTTPSHMY .
RSN IR EHIEENSHOMRE, FIREHIRRITRM .

PR E/ME IEBTAK/SKFISecurityToken2 RSl A28 AP RIS A a1 SR,
BT EOIREENE, BEA1SHE24/0, SHIEEESEH
SREY . IIfATAK/SKFOSecurity Tokeni BB PR/ IMLER . IR
BTAK/SKERET, IFBTAK/SKFISecurityToken®sZRERHER o

7.5 EHit5BE

Z=H1TARSS ( Cloud Trace Service, CTS) , RRATZEHRAZHEWHNAERLT
IRSS, RHNSMHTERIRIEICRAE . FEINEIOINEE, TETXHEZRESHT.
BMET. BRRENOSREVEELNETS.

RARFE=EITRSE, CTSHICR/\MEEESEHRATHIT

o CTSHUFEMANBIHIFEERES =, BSUNCTSRIEAND,

o Octopus>FEITHURIFSM, BTSN TSTHITHIKRIERE
o EEHITATE, BENEFHITES.

SRS 01 (2024-07-02) IS © ERRAGIRAT 18


https://support.huaweicloud.com/qs-cts/cts_02_0001.html
https://support.huaweicloud.com/usermanual-octopus/octopus-12-0001.html
https://support.huaweicloud.com/usermanual-octopus/octopus-12-0002.html

Octopus Cloud Service
@M E

7-2 =HITIRSS

E55484F Em— ‘ _— BEHY

AP

D

— —_— =k R — \
Octopus =HIHES
CTS
L
UEEFEITEE
EBEins

EEFRTEEHRRE, RAFHAERERSEORGRE. SHRSERE
BRI T RIBEICR

AN EIMIERFITHRS B S EERIE 7 RIUFFICR

BEETE
1. ERH

BEEHA.

. mEmEEsasren ¥, ERRENRE.
3. B CREIET , %R CEES5NE > ZEHRS , HASHIHRSEER

Mo

BEAMSMMRT “SHIIR" , BASHIIREERE,

5. HAIRSIFBIIHIEREIANANRIFSEM . SRS HIRSIFUNEERNE
a8, FREET:

T EHRR. BREBITNIEREDR,

FE FRMEREEEIARG

H ikt RS R R M-SR, BRIEEENERINEEEIR,
EIRRIRIDRY, BRIEFSEFMAENEANERID,
EIRRREMAT, EREESFHBMAENBERNERER,

RERR: ETMREREEE—BANRIERR, WRERPSRPRA,
ELZiEISE R

EHRA: AR “FrEEERs)” ¢ “normal” ¢ “warning” |
“incident” , RANEFEEAP—IR,

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT 19



Octopus Cloud Service

A

-  IAEFREALAREEIRECRAESRIERARIFSG.
RAFRESEENSEY, EFFARER.

Z.‘t%%%ﬁ%ﬁ’ﬂiﬂ%ﬁ@ﬂ, BE ‘EEFMT , BEPER NZIRMESEEMR0E
—E'f%lu\o

EZXT=HITER, BN ( ZFIHIRSAFER) -

7.6 RS

RN, BIRRSTZWELEAIE, FETEE. JRMt. AEXE R
gbcjtjopusﬂli%ﬁ)\ﬁﬁ’%ﬁimﬂﬂlﬁ]F_\'Z%‘Eb\ BrEIshiYEE D . B SIEFER. NERSNE
AE <]

ZEPIFEMBSIEREL, IERNEISNMpEEED

OctopusfRSZEBEBENE. NAE. MEEMHIERNEZEMIFEH . REHSNE
E. MAE. MEEMHEENZENEITA.

e  OctopushR$ZiH RITEEMAMAIWebRIFE, RAT H—HEFNIWebZ2AHS
SEWebZ X, HEBIWAFRRITZEEIF,

o FTEEEHOCtopusBRSBHIENAE T ENLZEMIFMNERETE m. BIEFRTLE
ABEAHSS/CGSEkit HEZ EFACSP.

o ﬁgpusﬂﬁ%ﬁﬁ%ﬁ%ﬁﬁ?ﬁﬁﬁ%#Eﬁﬁ?ﬂﬁﬂﬁﬁiﬁ, EEPSEY RN Eba E=1 YN D)
2B,

o OctopusfRSZBEER—HILEEEFENT LRRHITLZEEH

o OctopusfRS3ERE 7S RGNARSS, IIBGNIIEIIR, TRKEHE, BIRITA
MERMMPE, XSRS E RIS o

o OctopusTFH K BEERRIEIRRENE T HEER 2RSS .
ZARS B EIAEZ IS SR NS R/ %S SRS

%cto}gusﬂﬁ%aﬁiﬂ)ﬂﬁﬁﬂﬁ%ﬁ‘éﬁ, B BEPRRERESEEEFREXR, HIE
A

e OctopusfRSZEERFIIREAES, BRPHEFPRRERRNESEREFRTAN
b

e OctopusfRSSTEMF 4R T HREMIE AT BERIMIE . Hla0: IREAPHAER
#, IEESROERFDS.

o OctopusfRBEKLIA=T, EFEFZRNRBEFRIFEN.
e OctopusREBIRMH T WEEEITHRIEES
e OctopusfRFZESEZ W ERTHINISIEFEIFIN 2NTMEE ] . FIIREIRBIESE

P, E&EIP,
e OctopusfREBEBWLREFLILE, HEREIWSZAIEES .
=IRBESFERZEREPATZ 2R

OctopusfRSZ{EMAIEF RIS . MAATNEZITHEM FLEERER, B2
TR ERERETRIEMMIaXE . Hf:

HPARERE: EEFRLERES, FEEINENZEHNENE.

SZHERRA 01 (2024-07-02) WRIERE © HERRARBIRAT 20


https://support.huaweicloud.com/cts/index.html

Octopus Cloud Service
=@M A 1RE

PR IEE: 5N RSERAMNBERBERES, JMNEBERPLEATRIRT
AR EEDNSARSS2E; oh& Internet=ZRIGIDES, RAIFENDANMLEEIEXESN
RITRESEFHIMEARIHEAES .

o WHREMHBZLEMER, BEEENEFPDEEMTE .
o HEWSEAMBERFRERRIER, BRERIIMEIEEREE.

7.7 SRS

Octopus@&EkEtIZEELS LN = KGN AXMAE

LHhRKGRES A EYE PR BRENTAK, XETAKEBZER K. F1HE
sHRAMEESNMNESEEE—R., FIFTAK, SRLIRIHTFREETBXZETH
it SN SEUISRAE RS AN FRRE R AEE e . SIESRIBRN SN IR OEAIRE
18, TRXEEESHITRME. SEEMAT R,

gtopusiEJ‘iNDBE’\J%HEHﬁ%{ﬁ, RIEEREIRRIA SRR RIER TR LARE L

o

7.8 EFEE

Octopus>zF5EHASEFEIEXNOS . NAREFIER . KIS . EIXFAFEEHK

%8S,
ESEHFR
OctopusB EHIEERF=. HIBLIE. fRERSS . JIERSS . (FERSSINEER, S&E
MRAZ—IRERHEMEGR . XERREFAEHERALR, BEENREE.
BOE
EINEHIEFHZ, LIRAKPHNZSN .. IKRPZBINEEEIRIELT S ERHITE
=1
7.9 INIBIEH
SINEH

HRRRS M FEBI 7 ZIMERIMUEH (1SO/SOC/PCIE ) MRESHIAILE, A
FRIB{THIE FREMERIES,

SZHERRA 01 (2024-07-02) WRIERE © HERRARBIRAT 21


https://www.huaweicloud.com/securecenter/compliance/compliance-center.html

Octopus Cloud Service
@A E

7-3 SHLER T

RS v Q

B5 10012:2017

NEXRASRERESSIROTR,

TEATRRENE, T, R

150 20000-1:2018

L ARBEBTH
| amzsTe
o Bridge Letter SOC 202204-202211
put BT J) SRR ENE IRERHZAN—IRETE), RSARNNEE
SOCH S R

—

CSA STARRRIAIE
RERATIGBS| (REIREHe) FCSA (ZReKS) & =
= = RF R
—

150 22301:2019

i, S PHIBGEES

150 270012013

MADUSESEERERIE, BIIRICED, HHH EsEnn
, S, EROMRERES, SRR

@2 s

150 LR e EAL, S WD, BIEHTE

Q

iR

EHRREUTRFEREBWBABHEEAEER, BREEERRFO .

7-4 FEHL
HZERG

ISR MIEE RS

(3

EBFIENDPRIEM tFER

FEEBETERRNINDPREFAE

ES L IR FARIP AR
B2, LARan(E), 2 BRI
NDPR&AFIER,

BHEBER

(3

FIAREEPDPLEM LIS
FEEBETFIREPDPLE BATSR

WHIAHAER, 534 STARIPAD
(= 3 AO{FIEN, FEPDPL
FIEATSRWAISHAER.

IBTEEA RS

(3

EELGPDIEM IR
FEEBEFOAGPDEMER, 5

=

SEIMRIESLES

(3

EFHFEPDPLE M B

FTEEBETENHEPDPLEHAE
R, FELAHEIBIARIPIEETE
B, UBMASNEFERERENE
PDPLEHIZER.

SASRRZAS 01 (2024-07-02)

WRIXERE © ERRABIRAE]

22


https://www.huaweicloud.com/securecenter/resource.html

Octopus Cloud Service

8 N AZEIRAA

8 T AR

OctopusH:BIRS FEEEMNSRALRETRET, EUATNISTRRERERENE
IWEEFERERIABEIE, HPagaiE M AGERMASRER, MTXEoH
JRISA NS5 RIEFME R EZRAYE RS L 209 FISFABSRFREUE BERIEHELAIBIR
RPN ASIEZ RIS RIRF

& 8-1 N AHUESRAA

FERAMALEN | SEHS HiReE R AR
= BEEhE
MENMABIER | BRMIES (25 | BENMEE (& | BRYES (88
MNEH2DEE, = | BAGHDEE, | AMGH2DEE, =
STERANSR ) = D) STERANSR )
PMAFIBKERNR | IREFHESA Aith HiEiix
pEL IR0 bE
OBS
BEERE
ERAMAMENE | BRMIESATS | BFYREESE, it | WHRESSHA
HIUREZSEPE | miehTazisn |, L, (HER | B, F8. 5.
1 opendatat&zt % SR TRIEK
MHENEEE | BRFETACER | BRATRAEER | SMSURmEs
PR ST7 RN HAPRATIEERS . HAPRANSEHS . ERSE, SR
$RMIRS .
j\t)\%ziﬁﬁﬂ%'ﬁﬁ BT FAFE{TIIR Tams
I
MAKIENSH | TR ISHEMIRETHI | FER
=L BE
TAFENSYHE | A& OBSE&H VTN
=

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT

23



Octopus Cloud Service
@A 9 IRETE

9 BPRETE

Octopus BN SR AR STIFAFPEBITEN ERITIRECE, LIAZIBENER. X
REEZBAY.

73Tiﬁﬁ)ﬂXTOctopusE’J’fﬂBEfﬁﬂl*%*HMH:%J RTINS ERENESIE, 25!
: BUR. SEFITE=El. TEDBIHAR

IEf# Octopus HINIRSZEIT

MRERFEX LI FILAIOctopus BN ERAFFIER, HEVHNRTIZERE
AYBIEAIR, LUXEIRARR T ZERIRREE, JEILME}EH@E SRS

( Identity and Access Management, fAIFRIAM ) HITREMAITIREIE, 1ZIRSSIEM
FARPSMIANE. RS EC. ThalEHIEINeE, IR SR 2REHIE AR TIRRS
@,

BIFIAM, EAILAEEAZRSFLERTEIEIAMAR, HERREERIEHEIAMBRY
ey S J?EG»E@,EEI WJ&D"*E’JAIEPﬁﬁ HEFENAR, BHEEMIIEE
OctopusHYFERBIUR, (BERAEHEMIIAENGEESSRRENSIR, IRAEEILUE
ﬁﬁlAM%ﬂ?ﬁAE@UEmP, Eﬁ%ﬁ%&ﬁ‘éﬁ%@ﬁ, (BRAIFMEREERIPRER

, IEHMEIIEERREEREE,; TEHOctopus=RBIEFEEHOAFINE
ﬂﬂﬂﬁ%, FEIIREBEFPIEN, XTMMEHE— ‘187 , BFPZ3EOctopusft®E
HoOBNEFEN=RS, EXBEEOCctopusEE EAYMRIE.

o 1UPR: {FHOctopusEEIENAIREZFE LREGRCE. EHECE. TEZ=E. ¥
BAF. BURSM. BURAMIE. wmEIRS. 1IEIRSS . (FEIRSHIFAEINGE, 13
SEBIIAMBRIA R TIEFPREN .

o &% (EAOctopusHMBR RS FE RIS SERIRS PR FFI2DE
RERINEER BRI RIFERSS (OBS) , i’]m%%'%f%ﬁ?ﬁ’]éﬁ}ﬂﬂo

IAMZ A RIREARE IEEI’JEE&HE;':, TBAERRER, SREFEENEKSHRY
BRHTHER . XTIAMASFANE, B (IAMFRNTE) .

AR

ﬂﬂ%‘“?ﬁxﬂ:’se ZRECHEENER, FEECEMTAIAMARRITIIRESIE, FABhIA
BT, TEI0EEREOctopushIEEINAE,

Octopus I REE

RANBRT, SERRZNAMABRKEEUNR, FREEMANBREA, HEHEF
AR FREETAE, FREESRAFPEPRIIBFRENNAIIR, X—EEIRAEN.

TR

SZHERRA 01 (2024-07-02) WRIERE © HERRARBIRAT 24


https://support.huaweicloud.com/productdesc-iam/iam_01_0026.html

Octopus Cloud Service
@A E 9 IRETE

BIE, BPMALET IR FRINRG SRS HITIRE. SIZRAPFHRINER)UR
B ENEWRIRSZESEEAPFHRAERRS .

A ES

OctopusEPERTBISYIEX XI5, AMERRSS . NG, “(EFFEE" TEEE
‘RN, AREREERE (N%E-1tR1 ) INAIRE (cn-north-1) Hig
BRXIR, FEIZMIRXGILINEER; WRE “FERE" FgENR, Wiz
PREEFTA XIFINE HERERL . HE0ctopushy, FHEESIIHRENXI

9-1 HRIER

i
--»

=)= FH 4

LB i

IAMTEXS BB P LBISI AR, HARERSEANENMMURHTIHN, MeaFELE
BURIOIAE “5RE8” Heh, BIERBRABFE., AT HEBRFISIREE, E1=
IRSEF R T —LIREN “RSREE” HAFEEER . RAENRIETREHERE
ROARR ERPRIZHIESR, NATLUED “BENXFRE " iThEEE . S2ZelE8
EN RS

WFE1FR, BIF T OctopustIFTE ZRFAUE .

% 9-1 % 1 Octopus RFFHME

RIEER R KHEER | AE/RERE
Octopus OctopusBZIERIR, 1 | RAHKHE | Octopus FullAccessTRlg
FullAccess BIZBRH AR AL AE

{EFHEFBFRB Octopushi

%o
Octopus OctopusiZ2{EINIR, BB | ZZHKHE | Octopus
CommonOper | ZIXRASFEEFIEB CommonOperationsEHg
ations OctopusfRSBRIFRE SR RE

BURRSS . HIREIIE

X, BIBTIE=E. 4R

BT {E=E. MBRIIE

TEZIMIFTEIRIEN

R o

SZHERRAN 01 (2024-07-02) WRIERE © HERRARBIRAT 25



https://support.huaweicloud.com/usermanual-octopus/octopus-03-0004.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0605.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0605.html
https://support.huaweicloud.com/productdesc-hilens/hilens_01_0007.html#hilens_01_0007__table109211936184020

Octopus Cloud Service

@A E 9 IRETE
REBRTR iR RERER | AE/REBARS
Octopus OctopusiRSZEMMNE | RASHKEE | Octopus
MapVendorOp | R, HBEZNRAIH MapVendorOperations

%)

erations (F T

PR

FABREEEES!
= RENEFIHIRFIE
TRIEIERIER D HRIFAY

REERE

F2FIH T Octopus E IR ESRANRAIRINK R, BHLISRIZFERSENIRS

R
& 9-2 Octopus ERRIESREFINRANEIKER
RS Inge BRIE Octopus | Octopus | Octopus
FullAccess | Common | MapVend
Operation | orOperati
s ons (&R
%)
BEEBE | ALL ALL V v X
BHECE | ALL ALL v v X
FrEIRSS | ALL ALL v v X
IERARSS | ALL ALL Vv v X
FERS | ALL ALL Vv Vv X
BEEE | ALL ALL Vv X X
il
HIRRr | RSN ALL v v X
HoEETE ALL Vv v X
IREEE | ALL Vv v X
FEIES RENEIERS |V v v
x
SRENEREF |V v X
B
XAMBREE |V v X
12
RERIEE Vv X
EFERESR | Y X
§
HiEASE | ALL Vv v X
SAEhRA 01 (2024-07-02) WRAXFTE © SR AREIRAE 26


https://support.huaweicloud.com/productdesc-hilens/hilens_01_0007.html#hilens_01_0007__table975810238426

Octopus Cloud Service

oA 9 IRETE
RS Ihae BE Octopus Octopus Octopus
FullAccess | Common | MapVend
Operation | orOperati
s ons (#FF
%)
HRE ALL v v X
HIRER ALL v v X
1REETE ALL v v X
BRTFE ALL v v X
HIESM %?Eéimié SIESITE |V X X
= SRENEHTE |V X X
IES
SRENEMITE |V X X
BEEER
EIEITERE |V X X
RENEREERE | X X
(RIS
HXSEE |V X X
(2
BHLIEE | GIREEMLE |V X X
R =L
HASHAE | X X
L UIIES
BEESLE |V X X
L ES
HISIAE |V X X
ST
MIFRSALE | v X X
ELi
BIUEL BEEEIEL |V X X
L2IES
HASHIUEL | X X
£
SIS ENL | X X
BESIUEL |V X X
FOEMLRASY
RIBRSFUEN | v X X
M A4hRAS 01 (2024-07-02) WRINERE © LA ABIRAE] 27



Octopus Cloud Service

oA 9 BIRETE
RS Inge BRIE Octopus | Octopus | Octopus
FullAccess | Common | MapVend
Operation | orOperati
s ons (FF
%)
HIEALTE | BHRSA | ALL Vv v X
87F eIEEF v v X
saEFIER |V v v
FREFFE |V v X
BiEF v v X
MR EF Vv v X
fEdl. BAZI | ALL Vv v X
El)d)at=1 ALL v v X
T{F=sja | ALL SREXTfF=si|) | v X
Fz=
sEIL{f=iE |V v X
#15
SIET{E=E |V X X
eI (E=E |V X X
MprTE==i| | X X

EIFMARVARLE RIS IFAIRINIINE S % ( Octopus APIZE ) 1 “ SREE M IRAR IS

BERBEEREN

9-2 N

—_————

EFE RS SRR IRESERAATN2DEIG AR, FTEIHONREFERS (OBS) ,
WWEE AP ZEFEOctopusEAIAIEI0BRS,

MAERRAS 01 (2024-07-02)

WRIERE © HERRARBIRAT

28


https://support.huaweicloud.com/api-octopus/octopus-11-0017.html
https://support.huaweicloud.com/api-octopus/octopus-11-0017.html

Octopus Cloud Service

Fma

9 IRETE

$IE3

BERENRNKS, HRE—BHINERS .
£ “‘“F—BMANERS” =G, B “EE > BFERT , BEEERSH

9-3 QlIEEZRIT
=EER octopus_obs_agency
EfrsE EEES
o= 7
TS SEECRES ¥
=EEETE A v
&=t
W25R5
T Bl

o ETHEEIR: BENTBMR, AEBII64ANFR; #NJI ¢ octopus_obs_agency,
o FHEHEE: &E “BRSB

o Z=iRS: E1E ‘BBERERS .

o IFARYIE: TIEENIFLEATE,

o A BEERAFIHER, F88 “@#$%N\&<>\" , RFEBE2551MF K-

BF “T-87 , RER/IMECEE.
TERSHBIEER, WIN “OBS” , i&#R “OBS OperateAccess” o

9-4 1B/ \MESCEE

=ame

$RA BF “TF7 , BEEINEELE.

STRERA 01 (2024-07-02) IREUE © ERREARBIRAS 35



Octopus Cloud Service
=@M A 9 IRETE

9-5 IEIFIETCEE A X

@ wewn

@ ===/ =umE

O RESEEEFERENER, EOEELTEEEAE, EETERIMUSE, THHTEE, THRNERESNEE SHESENEIEENE

IEEETE

(@ FEER

I, IAMASEILURIESIRERNSFEEE, SECUIRE, KREN2RES e,

BT EfEG=

$IB5 BNEEESEF15-300 A £,

9-6 S ATIE)IEEE

O PUREHATEIRE

SETHIRETERTNEE,. S0USFRSH515-3008T
EE=#

TSR

]
I!l!“l

$I6 BE ‘T, BT
£ “ZcR” RE, JEEENCR.

9-7 EICR

BN o e ts speney

BHEE ERER

£l R R o T F 3

RENETRES (059 SEANE B FAEESSERINS) octopus_obs_agency enms L

187 51E0ctopusHEN B EARSS, TEOctopusiZHGZMISEE S BNERIAR “HEIERIR
5> RERE « “EEERRS > 2DERER  BE g7, EEEESER.

9-8 IHEFIEER

0 g wE BN R AR CBBERSE B HSIEEE oveE e
wisE 10 10 o am FEEALRE 2024105110 15:09:16 GUT=08.00  f=
e 1 1 0w A 2024105110 15:05'51 GMT+08:00 12

= 5= [
iEEI i EEEN L
TSI L EEEEN L

e

STRERA 01 (2024-07-02) IREUE © ERREARBIRAS 30



Octopus Cloud Service
@M A 9 IREE

Tr=EfRE&RIR
T{r=siE): EOctopusBaiBRARSZEREIZFREAI— 1 SHINEE, BTFH—F
BRAPINERUDES MEERBI=ET, FSASASEH TR
Eo
TE=EENAB— “default” =88], ERBLIERIIITE=EZR, BRIFRIERE
BRIFANEZZTE T . HEEFNIE=EZE, BIEFERE T — 1 HN
“Octopus5” , BRJLABE EB=1IA AT TIE=ERIER, ARIIE=ES
NIEEARZM . SBERENAAFRA 8 FENTIE=E (ELE. RETE=
EiETEE ) , GEIREE. MERSS, WAL TIE=EiuhaaIRE .

9-9 T{F==ia)

RS Ewl &

default

workspace-1

Octopus FullAccess SEIERE
{

"Version": "1.1",
"Statement": [
{
"Action": [
"octopus:*:*"

1,
"Effect": "Allow"
}
1
}

Octopus CommonOperations KIEAS
{

"Version": "1.1",
"Statement": [
{
"Action": [

"octopus:annotation*:*",
"octopus:common*:*",
"octopus:dataCache:*",
"octopus:dataCalibration:*",
"octopus:dataExpress:create",
"octopus:dataExpress:delete",
"octopus:dataExpress:get",
"octopus:dataExpress:list",
"octopus:dataExpress:updateBaselnfo",
"octopus:dataExpress:updateTaskConfig",
"octopus:datalmportRecord:*",
"octopus:datalob:*",
"octopus:dataMap:*",
"octopus:dataOverview:get",
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"octopus:dataPackage:*",
"octopus:dataProcessors:*",
"octopus:dataReplay:get",
"octopus:dataScenario:*",
"octopus:dataset:*",
"octopus:dataTag:*",
"octopus:dataVehicle:*",
"octopus:dataWarehouse:*",
"octopus:imageRepo:*",
"octopus:resource*:*",
"octopus:sim*:*",
"octopus:training*:*",
"octopus:workspace:list",
"octopus:workspace:get"

1,

"Effect": "Allow"

Octopus MapVendorOperations REEAZS

{

"Version": "1.1",
"Statement": [
{

"Action": [
"octopus:dataExpress:create",
"octopus:dataExpress:get",
"octopus:dataExpress:list",
"octopus:dataExpress:updateConfig",
"octopus:dataPackage:list",
"octopus:dataProcessors:list"

1,
"Effect": "Allow"
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