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PU) 48R F ERERHR B IRIRELNE | AT800 (Model 3000)* HCE 2.0
PO) | 4eERIRF B RERHRBIRERIEAT | AT800 (Model 3010)* HCE 2.0
PO) IR F ERERHRBIRSRIEAT | AT800 (Model 9000) A2 HCE 2.0
PO EEEIRF ERERHRBIRSRIEAT] | AT800S X2 HCE 2.0
PO) || 4E8RIRF ERERHRBIREIREAT | HuaKun TG525 B1* HCE 2.0
PO) | 4E8RIRF ERERHRBIREIREAT | HuaKun TG225 Pro B1* HCE 2.0
PO 4E8RIRF ERERHRBIRIREAT | HuaKun TG245 B1* HCE 2.0
MO 4E8RIRF ERERHRBIREREAT | HuaKun TG215 B1* HCE 2.0
PO 4E8RIRF ERERHXBIRIREAT | HuaKun TG125 B1* HCE 2.0
PO 4E8RIRF ERERHRBIREREAT | HuaKun TG225 AT* HCE 2.0
MO 4E8RIRF ERERHRBIREREAT | HuaKun TG225 B1* HCE 2.0
POl 4E8RIRF ERERHRBIREREAT | HuaKun TG225 B2* HCE 2.0
MOl 4E8RIRF ERERHRBIREREAT | HuaKun TG213 B1* HCE 2.0
PO EERRF ERERHRBIRSR{EAT | HuaKun TG215 B2* HCE 2.0
PO EERIRF ERERHRBIRER{EAR | HuaKun TG245 B2* HCE 2.0
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P9) || 4E8RIRF ERERHRBIRIR{EAE | HuaKun TG515 B2* HCE 2.0
P9) | 4E8RIRF ERERHRBIREIREAT | HuaKun TG525 B2* HCE 2.0
FRUBNRERHERAE PR210KT* HCE 2.0
FEITBNAFRHBIRAE PR210K* HCE 2.0
FEHTBNARFRDHBIRAE PR210KR* HCE 2.0
FERITBNAFERHBIRAE PR210KI HCE 2.0
FERITBNAFERHBIRAE PR212K HCE 2.0
FRITBNAFERHBIRAE PR212F3 HCE 2.0
FRITBNAFERHBIRAE PR220K HCE 2.0
FRITENRRERDBIREAT PR420K HCE 2.0
FRIUTENRRERDEIRAT PR2715P2 HCE 2.0
FRIUTENRRERDEIRAT PR4908P HCE 2.0
FRIUTENRRERDEIRAT PR215PI HCE 2.0
FREHENEFERHBRAT PR215WI HCE 2.0
HNIKTHERRBRAE] R220K V2* HCE 2.0
BT EREERAE R420K V2* HCE 2.0
HINKTIHEREBIRAE R240K V2* HCE 2.0
HINKTIHEREBIRAE G420K V2* HCE 2.0
HINKTIHEREBIRAE G220X V5 HCE 2.0
R ENEHBIRAE CS5280Z2* HCE 2.0
R ENEHRBIRA T CS5280K2 HCE 2.0
R ENEHERAE CS8260K?2 HCE 2.0
R ENEERAE CS5280H HCE 2.0
R ENEHREIRAT CS5280H2 HCE 2.0
R ENEHRERAE CS5280H3* HCE 2.0
R ENEHRERAE CS5260H HCE 2.0
RETBIEHEIRATE] CS5280F3 HCE 2.0
R ENEHRERAE NF8260M5 HCE 2.0
R ENEHRERAE NF5280M6 HCE 2.0
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R ENERERAE NF5280M5 HCE 2.0
R ENEHRERAE NF5468M6 HCE 2.0
R BINEHEIRATE] NF8260M6 HCE 2.0
IEREMNBEEZRHERAREIRAT | KunTai R522 HCE 2.0
IEREMNBEEZRHEREAREIRAT | KunTai R524* HCE 2.0
IEREMNBEEZRHERAREIRAT | KunTai R622 HCE 2.0
IEREMNBEEZRHERAREIRAT | KunTai A722 HCE 2.0
IEREMNEEEZRHERAREIRAT | KunTai R722* HCE 2.0
IEREMNEEEZRHERAREIRAST | KunTai R822* HCE 2.0
RN EREDZRMEERARBIRAT | KunTai A924 HCE 2.0
B (It: ) ERRARERAT SR65Z51/* HCE 2.0
B (It: ) ERERARERAT KR72Z5%!* HCE 2.0
IR BRAT TaiShan 200 (Model 2280 V2)* | HCE 2.0
HEIRARBRAT TaiShan 200 Pro(Model 2280)* | HCE 2.0
IR BRAT I\allFS)han 200 (Model 2280) HCE 2.0
EHRARBIRAT] Atlas 800T A2* HCE 2.0
ERIRARBIRAT] TaiShan 200 Server(Model HCE 2.0
2480)*

EIRARBIRAT Atlas 800 (Model 3000)* HCE 2.0
HEIRARBIRAT TaiShan 200 Pro(Model 2480)* | HCE 2.0
EHIRARERAT Atlas 800 (Model 9000)* HCE 2.0
EIRARERAT TaiShan 200K (Model 2280K)* | HCE 2.0
HEHIERAREIRAE FusionServer 2488 V5* HCE 2.0
HERIERAREIRATE FusionServer 2488H V5* HCE 2.0
HEHIERARERAE FusionServer 2488H V6* HCE 2.0
HERIRAREIRATE FusionServer 2288H V6* HCE 2.0
HERIERAREIRAE FusionServer 2288H V5* HCE 2.0
ERIRARBIRAT] FusionServer 5288 V5* HCE 2.0
ERIRARBRAT] FusionServer 5288X V5* HCE 2.0
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EIRARERAT FusionServer G5500(G560 V5)* | HCE 2.0
HEHIERAREIRAE FusionServer 2288X V5* HCE 2.0
EHRARBRAT] FusionServer G5500(G530 V5)* | HCE 2.0
ERIRARBIRAT] FusionServer 5885H V5* HCE 2.0
TR CRAEIRAR Kunlun 2280* HCE 2.0
R CRAEIRAR Kunlun 2480* HCE 2.0
R CRAERAR Kunlun 5280* HCE 2.0
R CRAGRAR Kunlun 2280-VF* HCE 2.0
TR CRAFRAR Kunlun 5280-VF* HCE 2.0
TR CRAERAR KunLun 2280 V2* HCE 2.0
EEBCRAERAT KunLun 5290* HCE 2.0
R CRAGRAT KunLun G2280* HCE 2.0
B CRARERAF KunLun G5680 V2* HCE 2.0
HE=RARBIRAT UniServer R5260 G5 HCE 2.0
HE=RARERAT UniServer R2960 G3 HCE 2.0
ME=RARERAT UniServer R4960G3 HCE 2.0
HE=ARBIRAE] UniServer R4930 G5 HCE 2.0
=R BIRAE UniServer R5300 G5 HCE 2.0
=R BIRAE] UniServer R4900 G6 HCE 2.0
HE=ARBIRAE UniServer R4900 G5 HCE 2.0
MR TERESE SR BIREBELAT | RH220T HCE 2.0
MR TERRSE SR BIREREALT | RA5900-B HCE 2.0
MR TERESE SR BREEAT | RH220T-B HCE 2.0
MR TERESE SR BIREREAT | RA2300-A HCE 2.0
MR TERRSE SR BIREEAT | RH220K HCE 2.0
MR TERESE SR BIREEAT | RA2301-B HCE 2.0
N B BERREROBIRAT S627K2 HCE 2.0
N B RRRERGBIRAT S627K3 HCE 2.0
N B RERREROBIRAT S627K4 HCE 2.0
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N B RERREROBIRAT S627H5 HCE 2.0
N B ERREROBIRAT S800K2 HCE 2.0
N B RERRERGBIRAS S900K3 HCE 2.0
N B RRRERGBIRAT S800G2 HCE 2.0
PR ERF W BIRAE] R6230HA HCE 2.0
R ERF W BIRAE R6240H0 HCE 2.0
chR R E R EIRAT R5240H0 HCE 2.0
hR R E R EIRAT X7340H0 HCE 2.0
BYERr (b= ) BRAE H520-G30A HCE 2.0
BYERr (b= ) BRAE H520-G35A HCE 2.0
BYERr (b= ) BRAE H620-G30A HCE 2.0
PENRIHEHERRNBIRAE] DF720 HCE 2.0
PERIBEHEFARDEIRAF] DF723 HCE 2.0
PERBEHEFARDEIRAT DF729 HCE 2.0
FERBEHEFARDBIRAF SF720 HCE 2.0
FRENRIHRH S F RN B IR AE EF860 HCE 2.0
PERIBEHEFARDEIRAT RK8460 V5 HCE 2.0
PERBEHEFARDBIRAF RK7460 V5 HCE 2.0
PERBEHERARDEIRAF RK6260 V5 HCE 2.0
PERBEHERARDEIRAF] RH6260 V5 HCE 2.0
PERBEHERARDEIRAF RH5260 V5 HCE 2.0
PERBEHERARDEIRAE RK5260 V5 HCE 2.0
BIEEERAEGRAE Hengshan TS02F-F30 HCE 2.0
BIEEREABIRAT Hengshan 326RA HCE 2.0
BIEEERABGRLAE Hengshan TS02F-F39 HCE 2.0
HURHERAERF W AREBIRA AT | Huanghe 2480 V2 HCE 2.0
BIRREREEFWEEBIRAE | Huanghe OceanAl 800 HCE 2.0
BRI EREEFWEREBIIRAE | Huanghe OceanAl 900A2 HCE 2.0
BIRREREEFWEREBIRAT | Huanghe 2280 V2 HCE 2.0
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i 6 B AUE R
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P EERA R B IR AT TG225A1 HCE 2.0
P EERH R B IR AT TG225B1 HCE 2.0
P EERH R BIR AT TG225 Pro B1 HCE 2.0
P EERH R BIR AT TG245 B1 HCE 2.0
InIEREZREAERAE HQ-RS2297 HCE 2.0
InIEREERRAERAE DH-RS2297 HCE 2.0
InIEREERRERAE DH-RS2297VT HCE 2.0
nIEREZRRARAE DH-GS2298 HCE 2.0
RS ERNERAT HQ-GS2298 HCE 2.0
FEEXEEFVERAFGRAS CP R2200K HCE 2.0
B FRARERBRAE R3216 HCE 2.0
T RERBMERABRAT RS720 HCE 2.0
ItRELEELZERARRHBBIRAE | Chaogiang A800I HCE 2.0
IEEAEERLERARRNDBIRAE | Chaogiang K620-M1 HCE 2.0
IREAERLERARRMBIRAE | Chaogiang K620-M3 HCE 2.0
ItREAEERLERARRMDBIRAT | Chaogiang K620 V4 HCE 2.0
IREABEELERARRMNDBRAT | Chaogiang K620-M2 HCE 2.0
ITREAHEELZENARMNDBRAT | Chaogiang AB00T A2 HCE 2.0
ITtREBEERLERARBRMNDBIRAE | Chaogiang F520-M1+ HCE 2.0
ItREBERLERARRNDBIRAE | Chaogiang H628-G1 HCE 2.0
FHEEF (1t=) BIRAS R620 G40 HCE 2.0
FHEEF (1t=) BIRAS R620 G30 HCE 2.0
ENBERRNBIRAE FitServer R2400 V5 HCE 2.0
ENBERERNBIRAE FitServer R2200 V5 HCE 2.0
ENBERRNBIRAE FitServer R2480 V6 HCE 2.0
ENBERRNBIRAE FitServer R2280 V6 HCE 2.0
ZEZEHBIEERNHBIRAE EG920A-G20 HCE 2.0
ZEZEHBIEERNHBIRAE EG940A-G30 HCE 2.0
ZEHBIEERNEIRAE EG920A-G21 HCE 2.0
M HGRAS 01 (2025-12-15) WA © EARTERABIRAE 12
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FED B 6 ERYEEFESY
& fRS3s8EIS BER
%
IIBACBRE AR BIRAE] BLK 800Gl HCE 2.0
IIBACBXE AR BIRAE] BLK 800GT V2 HCE 2.0
LEHEHRARBRAE UNIS Server R3830 G5 HCE 2.0
L EHRARBRELE UNIS Server R3820 G3 HCE 2.0

& 6-2 ERIRRIREMR

S]] RE " REES gﬂfg

HBAE Emulex LPE16002B (16Gbps) HCE 2.0
HBA-F Emulex LPE31000 (16Gbps) HCE 2.0
HBA-F Emulex LPE31002 (16Gbps) HCE 2.0
HBA-F Emulex LPE32000 (32Gbps) HCE 2.0
HBA-F Emulex LPE32002 (32Gbps) HCE 2.0
HBAE Emulex LPE35002 (32Gbps) HCE 2.0
HBAE QLogic QLE2560 (8Gbps) HCE 2.0
HBAE Qlogic QLE2562 (8Gbps) HCE 2.0
HBA& QLogic QLE2562 (8Gbps) HCE 2.0
HBA&E QLogic QLE2690 (16Gbps) HCE 2.0
HBAR Qlogic QLE2692 (16Gbps) HCE 2.0
HBAR QLogic QLE2692 (16Gbps) HCE 2.0
HBA&E Qlogic QLE2742 (32Gbps) HCE 2.0
HBAE | %R SP520(dual-port) (Hi1822) HCE 2.0
HBAE | %5 SP522(dual-port) (Hi1822) HCE 2.0
HBA& iy SP525(dual-port) (Hi1822) HCE 2.0
Raid& 3SNIC 35585 HCE 2.0
Raid= | Avago 9311-8i HCE 2.0
Raid& Avago 9361-16i HCE 2.0
Raid& | Avago 9361-8i HCE 2.0
Raidk | Avago 9440-8i HCE 2.0
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Huawei Cloud EulerOS ( HCE )

FENE 6 ERIEGEREN
331 RE REES RMER
%
Raid= | Avago 9460-16i HCE 2.0
Raid= | Avago 9460-8i HCE 2.0
Raid& | Avago 9540-8i HCE 2.0
Raid& | Avago 9560-16i HCE 2.0
Raid& | Avago 9560-8i HCE 2.0
Raid& | Avago MegaRAID SAS-3 3008 HCE 2.0
Raid& | Avago SR16-L3316 16i HCE 2.0
Raid& | PMC SmartRAID 3152-8i HCE 2.0
Raidk | =& LR382A HCE 2.0
Raidk | BERL% XR150-M HCE 2.0
Raidk | iBERL XR450C-MX HCE 2.0
Raidk | iBERL XR760-M HCE 2.0
Raid£ | &/R PERC H330 Mini HCE 2.0
Raid£ | &/R PERC H730p HCE 2.0
Raid£ | &/R PERC H740p HCE 2.0
Raid£ | &/R PERC H745 HCE 2.0
Raid£ | &/R PERC H750 HCE 2.0
Raid& | &/K PERC H755 HCE 2.0
Raidf | #= RAID-P460-B4/B2 HCE 2.0
Raidf | #= RAID-P460-M4/M2 HCE 2.0
Raid& | %R FBGF-RAD-R1-S1 HCE 2.0
Raid& | %R SP150I1T-M HCE 2.0
Raid& | %R SP150-M HCE 2.0
Raid& | %R SP450C-M HCE 2.0
Raid& | %k SP460C-M 4G HCE 2.0
Raid& |4k SP686C-M-16i HCE 2.0
Raid£ | %X SP686C-M-32i HCE 2.0
RaidE | %k SP686C-M-40i HCE 2.0
Raidk | %k SP686C-MH-32i HCE 2.0
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Huawei Cloud EulerOS ( HCE )

ERNE 6 ERIEGEREN
331 RE REES §§1’E§
Raid& | %R SR130 HCE 2.0
Raid& | %R SR150-M HCE 2.0
Raidk | %k SR430C HCE 2.0
Raidk | %k SR430C-M HCE 2.0
Raid& | #&k SR450C-M HCE 2.0
Raidk | %k SR530C HCE 2.0
Raidk | %k SR530C-M HCE 2.0
Raidk | %k SR630C-ME HCE 2.0
Raidk | %k SR760IT-M HCE 2.0
Raidk | %k SR760-M HCE 2.0
Raid= | iRi# INSPUR 3008IMR HCE 2.0
Raid~ | IR INSPUR 3108MR HCE 2.0
Raid~ | IR INSPUR 3108 MR-2GB HCE 2.0
Raid~ | iR PM8060 HCE 2.0
Raidk | IR PM8204-8i HCE 2.0
Raidk | IR PM8222-SHBA HCE 2.0
Raid& | BX8 930-8i HCE 2.0
Raid& | BX8 9350-8i HCE 2.0
Raid& | BX18 940-16i HCE 2.0
Raid& | BX18 940-8i HCE 2.0
TR Mellanox E10GM2-CX4-Lx HCE 2.0
TR Mellanox E25GM2-CX4-Lx HCE 2.0
ZRS Mellanox MCX4121A-ACAT HCE 2.0
SRS Mellanox MCX4121A-ACUT HCE 2.0
S Mellanox MCX4121A-XCAT HCE 2.0
SRS Mellanox MCX4121A-XCHT HCE 2.0
SRS Mellanox MCX512A-ACAT HCE 2.0
SRS Mellanox MCX512A-ACUT HCE 2.0
SRS Mellanox MCX515A-CCAT HCE 2.0
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Huawei Cloud EulerOS ( HCE )

=201 Aym 6 FERNEGRETE
K51 RE & REES BRMER
%
SRS Mellanox MCX621102AN-ADAT HCE 2.0
SRS Mellanox MCX623106AN-CDAT HCE 2.0
TRS Mellanox MCX631102AS-ADAT HCE 2.0
SRS BTy XC382 HCE 2.0
ZaS BT XC383 HCE 2.0
RS HBERT XP330 HCE 2.0
RS HBERE XP332 HCE 2.0
SRS tBERT XP380 HCE 2.0
SIS tBERT XP382 HCE 2.0
= = CNA-10GE-2P-560F-B2 HCE 2.0
= = NIC-620F-B2-25Gb-2P HCE 2.0
TS = NIC-ETH540F-LP-2P HCE 2.0
SRS 2y HP380 HCE 2.0
TS 5 HP382 HCE 2.0
= 5 SP310 HCE 2.0
TS 5 SP330 HCE 2.0
aS 5 SP332 HCE 2.0
aS 2y SP333 HCE 2.0
ZaS 2y SP380 HCE 2.0
k= 2y | SP382 HCE 2.0
ZaS 2y SP570 HCE 2.0
RI-= 2y SP580 HCE 2.0
k= A SP680 HCE 2.0
k= 2y SP681 HCE 2.0
TRS 2y TM280 HCE 2.0
M-£ TR Ethernet Controller X710 for 10GbE HCE 2.0
SFP+
TS R F1021X710 HCE 2.0
= R NIC_10Gbps_2Port_LC_inagile_X710_O | HCE 2.0
CP3.0_MM
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Huawei Cloud EulerOS ( HCE )

=201 Ay 6 ERHIIEREN
331 RE & REES BRMER
%
M= ik E10GI2-82599-US-E2 HCE 2.0
SRS [t k57 RP1000P2SFP HCE 2.0
SRS MR RP2000P2SFP HCE 2.0
TS THFIR Intel 82599ES 10 Gigabit Ethernet HCE 2.0
Controller
RS TR Intel Ethernet Converged Network HCE 2.0
Adapter X710-DA2
= |EEIR Intel Ethernet Network Adapter X722- | HCE 2.0
DA2
M- BEEIR Intel X520-DA2 HCE 2.0
1EE HBERT EP600 HCE 2.0
Ty REREBF Dapustor J5300 HCE 2.0
e AEMEBT DapuStor-H3200 HCE 2.0
W KEHMEBF H3100 HCE 2.0
W KEHMEBF J5100 HCE 2.0
W KEHMEBF J5301 HCE 2.0
W REHEBF R5102 HCE 2.0
W KEHMEBF R5301 HCE 2.0
EEE KEHMEBF R5302 HCE 2.0
B 2y ES3500P V5 HCE 2.0
R 5 ES3500P V6 HCE 2.0
EEE 2y ES3510P V5 HCE 2.0
R e ES3600C V3 HCE 2.0
R 5 ES3600C V5 HCE 2.0
R 2y ES3600P V3 HCE 2.0
B 2y ES3600P V5 HCE 2.0
35 5 ES3600P V6 HCE 2.0
R L2y ES3610P V5 HCE 2.0
s iClzRHL UH810a HCE 2.0
iR Ie1VA %53 UH830a HCE 2.0
W R NS8610G1 HCE 2.0
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Huawei Cloud EulerOS ( HCE )

ERNE 6 EREEEAN
E331] wE & REES BIEXR
%

Ry =2 PM1725b HCE 2.0
e =2 PM1735 HCE 2.0
e IZEKME B UH810a HCE 2.0
e TZEXER UH811a HCE 2.0
g TZEXER UH830a HCE 2.0
TRy TZEXER UH831a HCE 2.0
g H4EF/R P4510 HCE 2.0
e H4F/R P4610 HCE 2.0
TRy TEIR P5620 HCE 2.0
GPU/NP | #£59 Ascend 910B2 HCE 2.0
U

GPU/NP | #&55 Ascend 910B3 HCE 2.0
U

GPU/NP | &5 Atlas 3001 Duo (48G) HCE 2.0
U

GPU/NP | #£5 Atlas 3001 Duo(48G) HCE 2.0
U

GPU/NP | &5 Atlas 3001 Duo(96G) HCE 2.0
U

GPU/NP | &5 Atlas 3001 Duo(5.f% 310P) HCE 2.0
U

GPU/NP | &5 Atlas 300! Pro(5B% 310P) HCE 2.0
U

GPU/NP | &5 Atlas 3001(5.f%310) HCE 2.0
U

GPU/NP | &5 Atlas 300V Pro(5.% 310P) HCE 2.0
U

GPU/NP | &=L Nvidia A10 HCE 2.0
U

GPU/NP | ={F1x Nvidia A30 HCE 2.0
U

GPU/NP | &=L Nvidia P100 HCE 2.0
U

GPU/NP | {F1x Nvidia P4 HCE 2.0
U
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Huawei Cloud EulerOS ( HCE )

@A 6 ERYE GRS
E331] wE & REES BIEXR
%
GPU/NP | 3{Fi1x Nvidia P40 HCE 2.0
U
GPU/NP | JfFiL Nvidia Tesla T4 HCE 2.0
U

6.2 ER4FRAIESIZR

AR TURIEATS = RIIEHELNTHCE2ORAFRER, FRIEHED “*7 WRRAI=
MR TRAFRELIN 7 SIENHS EINE. NREMIIFRISHEER.

HCE2.038ZopenEuler 22.03 LTSIiRAFRABTIZR FHIEFIEFIRIG, RitHBIRUEHE

Bik3.55+, 1¥i5ESoepkgsE M.

HCE 2.0 B4 FBFIFRINT:

% 6-3 ERTEFRAME

FEERBAFR MRA | g8 I ZFR BIER
= %
GaussDB ( &£5hz{hR ) * V2.0 | Bttt/ | EATERAREIR | HCE
HIRERE NE) 2.0
GaussDB ( 2 fzUhi ) * V2.0 | Bt | BATITERAER | HCE
HiRE NE 2.0
TaurusDB* V2.0 | Bt/ | ERAITERAREIR | HCE
HIRE NE) 2.0
KB HIEESER S V8.4 | Bt/ | EINAZEIEERD | HCE
HIRERE BIRAE] 2.0
ABHIEESIERS (97 | V84 | Erittkid/ | EINAREHUEERD | HCE
Uk ) [fEFR:DMDPC]* HIRRE BIRAE] 2.0
KB HIRHL = SR Y V8 Bt | EINAEEIEERRD | HCE
DMDSC* HIEE BIRAE] 2.0
KB HYETIPERFIR G \V:] Huty | A EIEERMD | HCE
DMDataWatch* HUEE BREAE 2.0
KES D BERUY V8 Bt/ | ENAZEIEERD | HCE
DMRWC* HEE BRAE 2.0
GBase 8c* V5 Bt/ | KiEBrmKERENER | HCE
HIRERE ARERIDBIRAE 2.0
GBase 8c* V6 Bt/ | RERAXBRHIER | HCE
HiRE ARERIDBIRELE 2.0
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Huawei Cloud EulerOS ( HCE )

s 6 FRNELESNE

FEERBAFR MRA | R38R I ZFR BIER
= %

GBase 8s* V8.8 | Bttt/ | KiERAXBERHIER | HCE
HIRE RO BIRELE 2.0

GBase 8a MPP Cluster* V9 BEits) | KEFEABEREIER | HCE
HiRE ARERDBIRAE] 2.0

ETCHIEEEERS V8 EitE/ | ALmAKEBEER | HCE
KingbaseES* HiEE REHDBIRAE] 2.0
ECHIEESERSR V9 Hityd/ | AEmAKEBEER | HCE
KingbaseES* HHEE RERIDBIRAE] 2.0
HBHIEEEIER S V7.0 | Bt | KiEHABREEIER | HCE
HIRRE ARERAT 2.0

BRI R 5 V8.0 | Bt/ | KiEMHFHBREEIER | HCE
HiRE ARERAE] 2.0

FYEBER AR (18 | v7.1 | Bk | FIER (dt=) &L | HCE
FR: TiDB] * HURE NERAT 2.0
GoldenDB* V6 Hity/ | E5ERAIREEL | HCE
HiRE =l 20

GoldenDB* V7 Huty/ | EEERABIREEL | HCE
HIRERE =l 2.0

GoldenDB Lite* V7 Bt/ | @FEREREER | HCE
HiRE =l 2.0

GoldenDB EBASE* V3 Bt/ | EFEREREER | HCE
HURERE =l 2.0

HEMIEESERS VO.0* | Vo.0 | Eit/ | BSEMIERMHA | HCE
HIRERE [RAE] 2.0

RABESHIEIRERFDE | V2.2 | itk | t=EEHEREERRY | HCE
{43% {4 TongRDS* HriE)s BIRAE 2.0
R iE R ha) et V8.1 | Bt/ | AtRGHERERRD | HCE
TongLINK/Q* a4 BRAE 2.0
EHBECRS2EMME | V7. | Btk | AtEEAEREEERY | HCE
TongESB* Fhial4 BEXE 2.0
RSEBETLT Bkt V3.0 | Bt/ | AtRGHERERRD | HCE
TongETL* FiE)fsF BREXE 2.0
SMEApusicGE B Fa)E Vo.0 | Bt | iRV iEXE=it | HCE
a4 BRNDBRAE] 2.0

SMApusicEEFa)E V10.0 | Efttrd/ | iRYIh S XF=it | HCE
FhiEls BRIDBIRAE 2.0
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Huawei Cloud EulerOS ( HCE )

RN 6 EREHESY
PR MRA | R38R I ZFR BIER
= %
SWApusicH RN EFRE | V2.0 | Btk | iR &XFE=it | HCE
* FhiEls BRNBIRAE 2.0
SMApusicHFRTUEEAG | V2.0 | it/ | RISzt | HCE
R FriE){ BRI BIRAT 2.0
SMWApusicREIIE R | V2.0 | Eitixe/ | iRYIEE iRt | HCE
* FrE)s BRI EIRAT 2.0
SApUSICRIAETIE* | V1.0 | Btk | RIS =IT | HCE
FhiEl4 BRHBRELT 2.0
SApusicHHREEFTC | V1.0 | EftEE/ | ®ImSiEXE=it | HCE
LYYy FhEl4 BIRNBRAT 2.0
chel A E S A (R V2.0 | Bt/ | WERAPBIEKGE A+ | HCE
InforSuite LB]* a4 EM4EIDBIR A 2.0
FRISETEEREERE | V2.0 | Erie | WERBeIsRERIE+ | HCE
[@#R: InforSuite HTMQ]* FiE)s EERRIDBRAT | 2.0
FRISHASHEMNTIRYE | V2.0 | Efti/ | LWZRSEIEREREEES | HCE
[&#R: InforSuite HCMQ]* a4 BRI BIRAT | 2.0
chElE S a5 Vo1 | Bt/ | IWERSEIERIEFESES | HCE
FR: InforSuite MQJ* FhiEl4 BRI BIRAE 2.0
FRlZREESREERE | V2.0 | Bt/ | RS EIEREREEES | HCE
[f&#R: InforSuite Cloud FhiEl4 BRI BIRAT | 2.0
MQJ*
P el R AR SS 2R R [ V10.0 | Bt/ | WERPBIEREFSREH | HCE
FR: InforSuite AS]* Hhial4 BRRMDBIRAE | 2.0
RIS IR EE AN | V2.0 | Ertid/ | WERTBeIERERSES | HCE
B [fEFR: InforSuite Hria)s EM4EIDBIRAE 2.0
RDS]*
RIS IR EE AN | V3.0 | Ertii/ | WERBeIERERSFES | HCE
B [FFR: InforSuite FriE){ BRI BRAE | 2.0
RDS]*
F=EN ARSI Vo.5 | Eitwk/ | IbRE=EIRERRY | HCE
FriE){E BIRAT 2.0
EZEWebfRSZ 2104 V2.0 | Bt | IbEEZERERYD | HCE
FiEls BIRAE 2.0
FEESHXEFRY V3.0 | Bt/ | AbEEZERERY | HCE
FhiElf4 BIR A 2.0
T{EWebrhja 4 V5.0 | Eftt/ | IWERESY (hE) B | HCE
FlyingServer* FhiE){sF FRZE] 2.0
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Huawei Cloud EulerOS ( HCE )

FmNA 6 FRNELESNE
FEERBAFR MRA | R38R I ZFR BIER

= %

Fusionlnsight MRS* V3 KEWE FLRARITERARBIR | HCE
YN 2.0

HHZDWSHIE G FE V8 KEIE LRIRITERAREIR | HCE
NE) 2.0

KEMIHEIMESESEERS | V6.0 | ZRigbsirk | tREHEREEZR | HCE
* rE ERARERAE] 2.0

FBENMELZEREAWES | V6.0 | Ligbsirk | At=#E#MNEEREE | HCE
NX3* xS [IEYNCT 2.0

£ 88 T AV KIFISG* V2.0 | MZERHIF IEFHINFEERIEE | HCE
RAE] 2.0

FRBHIBELEMERG V6.0 | MLERHIF MR ERIEE | HCE
FRAE] 2.0

FBRHMIBEEREITRR V5.6 | ZE£H®EIt bR REEE | HCE
RAE] 2.0

FEAEHITRS V2.0 | ZE®Hit Jt=EMNRBERIEE | HCE
FRAE] 2.0

£ =IAM* 5.0 B3l LRIRITERABIR | HCE
waEl 2.0

ModelArts* 7 Al SDK HLRIRITERARER | HCE
YN= 2.0

FLHEXEDSRERSR [ 1.0 BIDREIR | BEFAPLEEMEER; | HCE
2z ARERAE] 2.0

EasyOps—i&fbizéfEFE | V5.0 | Z#HFE ifeeRls: (RYI) & | HCE
RAE] 2.0

R BRIRERS V6 Hute/ | FroREBEERARE | HCE
InCloud OS* =¥E fRAE] 2.0

B BRIRERSR V8 Bt/ | FRaRSEIERARE | HCE
InCloud OS* =F&a PRZyE] 2.0

SMTX OS* V5 Hityd/ | AbmERBMREER | HCE
=FE DBRAE] 2.0

SMTX OS* V6 Bt/ | IEREEBMREEAR | HCE
=¥F¥E NERAE 2.0

15 )9 =Stack* v8 Bt/ | ERATITERAREIR | HCE
=¥ el 20

B BIRSE=ELERS | V6 Huty/ | KR REBEERAE | HCE
InCloud Sphere* ML fRAE] 2.0
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Huawei Cloud EulerOS ( HCE )

A 6 F R
FEERBAFR hRAS | ERE2EEY AV ZFR BIER
= %
RE=BIRSREIEERS | V8 Bt/ | FEaRSEIERAE | HCE
InCloud Sphere* UL fRAE] 2.0
Newben 54.0 | EutgxH/ | EBR=EEEIR | HCE
EHML YN 2.0
MariaDB 10.5. | Bt/ | FFE HCE
25 HiEE 2.0
MySQL 8.0.3 | Bt/ | FHR HCE
7 HIRERE 2.0
Redis 6.2.7 | Bt/ | FFR HCE
HiEE 2.0
Qemu 6.20 | Bt/ | FHR HCE
REHME 2.0
Docker Engine 18.09 | Ehitik{4/ | FFlR HCE
0 BRI 2.0
kubernetes 1.20. | BEfts/ | FHR HCE
2 Gl SRS 2.0
Ceph 16.2. | Bt/ | FRR HCE
7 paXish=¥edii 2.0
OpenStack Train | EitEE | FRR HCE
=Fa 2.0
tomcat 553 | EhtgxH/ | FFR HCE
6 BRIk 2.0
tomcat 6.0.2 | Bt/ | FER HCE
8 Gl RN 2.0
tomcat 6.0.5 | EtExH/ | FR HCE
3 BRI 2.0
tomcat 7.05 | Bt/ | FRR HCE
4 B 2.0
tomcat 7.06 | EitgH/ | FR HCE
8 Gl SRS 2.0
tomcat 7.0.7 | EtExE/ | FRR HCE
6 B ARmY 2.0
tomcat 7.09 | EmtxE | FBR HCE
2 Gl SRS 2.0
tomcat 7.0.1 | Bt | FRR HCE
07 BRIk 2.0
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Huawei Cloud EulerOS ( HCE )

s 6 FRNELESNE
FEERBAFR MRA | R38R I ZFR BIER
= %
tomcat 7.0 | Bt | FER HCE
09 BRYE 2.0
tomcat 8.05 | Entigxi/ | AR HCE
3 BRI 2.0
tomcat 855 | Btk | AR HCE
0 BRYE 2.0
tomcat 855 | Ehtigxi/ | AR HCE
6 Gl SRS 2.0
tomcat 855 | Btk | AR HCE
7 BRI 2.0
tomcat 855 | Hittk4/ | FHR HCE
8 Gl SRS 2.0
tomcat 855 | Btk | AR HCE
9 B 2.0
tomcat 8.5.6 | Hit4/ | FHR HCE
0 Gl SRS 2.0
tomcat 856 | Ehtitxi/ | R HCE
1 B Rk 2.0
tomcat 857 | Eit4/ | FHR HCE
3 Gl SRS 2.0
tomcat 858 | Entigxi/ | AR HCE
8 BRI 2.0
tomcat 859 | Eit4/ | FHR HCE
3 Gl RN 2.0
tomcat 859 | Entigxi/ | AR HCE
9 BRI 2.0
tomcat 9.0.1 | Eit/ | FBR HCE
0 BRYE 2.0
tomcat 9.0.1 | EutExH/ | FFR HCE
4 Gl SRS 2.0
tomcat 9.03 | Euttx/ | FFR HCE
7 BRI 2.0
tomcat 9.05 | Eut#s/ | FHR HCE
2 Gl SRS 2.0
tomcat 9.05 | Ehttx/ | FR HCE
8 B ARG 2.0
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Huawei Cloud EulerOS ( HCE )

s 6 FRNELESNE
FEERBAFR MRA | R38R AV ZFR BIER
= %
tomcat 0.0.6 | HitwiE, | FHR HCE
4 B AR 2.0
tomcat 9.07 | Bttt/ | AR HCE
8 BRI 2.0
tomcat 9.09 | Emtxi/ | FE HCE
1 B 2.0
tomcat 10.0. | &Rt/ | FHE HCE
10 BRI 2.0
tomcat 10.0. | EftxiE/ | FHE HCE
16 B AR 2.0
Nginx 1.12. | Bt | FHR HCE
2 BRI 2.0
Nginx 1.13. | B/t | FFR HCE
1 B 2.0
Nginx 1.16. | HitiE/ | FHRE HCE
1 B AR 2.0
Nginx 1.18. | Bty | FHR HCE
0 BRI 2.0
Nginx 1.20. | Bty | FHR HCE
1 B AR 2.0
Nginx 1.20. | EitiE/ | FHE HCE
2 BRI 2.0
Nginx 1.21. | Bt/ | FRR HCE
5 B AR 2.0
Nginx 1.22. | Eitis | FHE HCE
0 BRI 2.0
Nginx 1.22. | Bty | FHR HCE
1 B 2.0
Nginx 1.23. | EitxiE/ | FHR HCE
0 BRI 2.0
Nginx 1.23. | Ets/ | FHR HCE
1 B 2.0
Nginx 1.23. | BEfts/ | FHR HCE
2 B AR 2.0
Nginx 1.23. | B/t | TR HCE
3 B ARG 2.0
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Huawei Cloud EulerOS ( HCE )

FmNE 6 T HRIE G FEAEN
AR hRA | P42 I FR BIER
= N
Nginx 1.24. | Btk | FHR HCE
0 Gl RN 2.0
Nginx 1.25. | Bt/ | FHE HCE
BRIk 2.0
.net net 5 | Btk | AR HCE
for BRI 2.0
Linux
.net .net 6 | XA/ | FFR HCE
for BRI 2.0
Linux
.net net 7 | EtExE/ | FRER HCE
for BT 2.0
Linux
.net .net 8 | EhitExH/ | FFR HCE
for BRI 2.0
Linux
Jetty 9241 | BitEE/ | FER HCE
5 BRI 2.0
Jetty 9.4.1 | Bt/ | FHR HCE
6 Gl SRS 2.0
Jetty 943 | ERtExE/ | FHR HCE
1 B Rk 2.0
Jetty 944 | Bt/ | FFR HCE
0 Gl SRS 2.0
openjdk 1.7.0 | Eft3E/ | FHE HCE
BRIk 2.0
openjdk 1.8.0 | B/t | FHR HCE
JGlEEIRES 2.0
openjdk 1M Btk | AR HCE
B Rk 2.0
openjdk 17 Hutgs/ | FHE HCE
B AR 2.0
Keepalived 215 | Bt/ | FFR HCE
Gl SRS 2.0
Keepalived 224 | ity | FHRE HCE
B AR 2.0
Springboot 151 | Bt/ | FRR HCE
Gl SRS 2.0
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s 6 T REHES S
FEERBAFR MRA | R38R I ZFR BIER
= %
Springboot 203 | Emtxi | FRR HCE
B AR 2.0
Springboot 2.2 Btk | AR HCE
BRI 2.0
Springboot 239 | Bt/ | FRR HCE
B 2.0
Kafka 260 | EmtxE | FBR HCE
BRI 2.0
Kafka 272 | Entxs | FBR HCE
B 2.0
Kafka 282 | EutxHE/ | FBR HCE
BRI 2.0
Kafka 3.00 | Entigxis/ | AR HCE
B 2.0
Kafka 312 | EntE | FBR HCE
B AR 2.0
Kafka 323 | Entigx/ | AR HCE
BRI 2.0
Kafka 331 | Bt | FER HCE
B AR 2.0
Kafka 332 | Eftxi | FHE HCE
BRI 2.0
Kafka 340 | Bt/ | FER HCE
B AR 2.0
Kafka 341 | Bt | FHR HCE
BRI 2.0
Kafka 351 | Bt/ | FER HCE
B 2.0
Kafka 371 | Bt | FRR HCE
BRI 2.0
RabbitMQ 39.1 | Btk | AR HCE
0 B 2.0
RabbitMQ 3.10. | EftE/ | FER HCE
1 B AR 2.0
RabbitMQ 311, | Btk | FBR HCE
0 B ARG 2.0
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s 6 FRNELESNE
FEERBAFR MRA | R38R I ZFR BIER
= %
RabbitMQ 3.11. | Bt/ | FER HCE
28 B 2.0
RabbitMQ 312, | Bt | FHR HCE
0 BRI 2.0
RabbitMQ 3.12. | Bt/ | FER HCE
4 BRYE 2.0
RabbitMQ 3.12. | EnE | FBR HCE
9 BRI 2.0
RabbitMQ 3.12. | Btk | FBR HCE
13 B AR 2.0
RabbitMQ 3.13. | EitE/ | FER HCE
0 BRI 2.0
RabbitMQ 3.13. | it/ | FFR HCE
2 B 2.0
RabbitMQ 3.13. | EitE/ | FBR HCE
5 B AR 2.0
RabbitMQ 3.13. | it/ | FFR HCE
6 BRI 2.0
Zookeeper 355 | EitHE/ | FER HCE
B AR 2.0
Zookeeper 357 | Bt/ | FHR HCE
BRI 2.0
Zookeeper 359 | EitE/ | FER HCE
B AR 2.0
Zookeeper 351 | Bt/ | FFR HCE
0 BRI 2.0
Zookeeper 3.6.1 | Bt/ | FER HCE
B 2.0
Zookeeper 36.2 | Bt/ | R HCE
BRI 2.0
Zookeeper 364 | Bty | FHRE HCE
B 2.0
Zookeeper 370 | ERtExg/ | FHE HCE
B AR 2.0
Zookeeper 372 | Bitge | FHR HCE
B 2.0
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FmNA 6 FRNELESNE
FmER hRAS | ERE2EEY I ZFR BIER
= 4
Zookeeper 3.8.0 | EitHE/ | FBR HCE
Gl RN 2.0
Zookeeper 384 | Entigxi/ | AR HCE
BRIk 2.0
Zookeeper 39.0 | Entx4/ | AR HCE
BRI 2.0
Zookeeper 39.2 | ERtExg/ | FHR HCE
Gl SRS 2.0
spring-cloud-gateway 213 | Bty | FRE HCE
G LN 2.0
spring-cloud-gateway 2.2 Hutiks/ | FHE HCE
Gl SRS 2.0
spring-cloud-gateway 314 | Bty | FHIRE HCE
G LN 2.0
ElasticSearch 6.8.2 | Bt/ | FBR HCE
3 18 P4 2.0
ElasticSearch 751 | EitgE | FRR HCE
G LN 2.0
ElasticSearch 7.6 Bt | FHR HCE
JGEEIRES 2.0
ElasticSearch 7.6.1 | Bt/ | FFR HCE
18 R4 2.0
ElasticSearch 7.7.0 | Bt | FER HCE
JGlEEIRES 2.0
ElasticSearch 7.7 | EitEE | FFR HCE
G SRS 2.0
ElasticSearch 7.8 Bt | FHE HCE
BRI 2.0
ElasticSearch 79.0 | EitEH/ | FFR HCE
Gl SRS 2.0
ElasticSearch 79.1 | EtExE/ | FBR HCE
BRI 2.0
ElasticSearch 792 | EutE/ | FBR HCE
Gl SRS 2.0
ElasticSearch 793 | it/ | FFR HCE
G LN 2.0
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FmNA 6 FRNELESNE
FmER hRAS | ERE2EEY I ZFR BIER
= 4
ElasticSearch 7.10. | Bt | FER HCE
0 Gl RN 2.0
ElasticSearch 7.10. | Entigxs | AR HCE
1 BRI 2.0
ElasticSearch 711, | EitEE | FRR HCE
2 BRYE 2.0
ElasticSearch 7.2, | EitEE | FFR HCE
0 Gl SRS 2.0
ElasticSearch 7.12. | EitEE | FRR HCE
1 BRI 2.0
ElasticSearch 7.13. | EitEE/ | FBR HCE
0 Gl SRS 2.0
ElasticSearch 7.13. | EtEE | FRR HCE
1 BRIk 2.0
ElasticSearch 713, | EntE | FBR HCE
4 Gl SRS 2.0
ElasticSearch 7.14. | EitEE | FRR HCE
0 B Rk 2.0
ElasticSearch 7.15. | Bt | FER HCE
0 G SRS 2.0
ElasticSearch 7.15. | EitEE/ | FFR HCE
2 B Rk 2.0
ElasticSearch 7.16. | Bt | FER HCE
0 JGlEEIRES 2.0
ElasticSearch 7.16. | EitEE/ | FFR HCE
1 B Rk 2.0
ElasticSearch 7.16. | Bt/ | FRR HCE
2 BRI 2.0
ElasticSearch 7.16. | EitEE/ | FFR HCE
3 Gl SRS 2.0
ElasticSearch 7.17. | EMtEE | FBR HCE
2 BRI 2.0
ElasticSearch 717. | EitEE | FRR HCE
6 Gl SRS 2.0
ElasticSearch 7.17. | EitEE | FRR HCE
5 BRI 2.0
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FmNA 6 F R
FmER hRAS | ERE2EEY AV ZFR BIER
= 4
ElasticSearch 7.17. | Bt | FER HCE
7 Gl RN 2.0
ElasticSearch 8.0.0 | Entigxi/ | AR HCE
BRI 2.0
ElasticSearch 833 | EitxH/ | FFR HCE
BRI 2.0
ElasticSearch 8.5.0 | EutgxH/ | FR HCE
Gl SRS 2.0
ElasticSearch 8.8.0 | EutxH/ | FRE HCE
BRIk 2.0
ElasticSearch 8.10. | EutxH/ | FHR HCE
0 Gl SRS 2.0
ElasticSearch 8.14. | EutExH/ | FFR HCE
3 BRI 2.0
apollo 112 | Bty | FHR HCE
Gl SRS 2.0
apollo 120 | Bt/ | FRR HCE
B Rk 2.0
apollo 122 | BEits/ | 7R HCE
JGElEEIRES 2.0
apollo 1.4.1 | Bt | FRE HCE
B Rk 2.0
Minio 2023. | EtEs/ | FHR HCE
01.31 | BRI 2.0
T02.2
4197
-91.1
Minio RELE | Bt/ | FHR HCE
ASE.2 | BRI4 2.0
023-1
0-07T
15-07
-387
Minio RELE | Bt/ | FFE HCE
ASE.2 | @RIk 2.0
023-1
2-23T
07-19
-11Z
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s 6 T AR ES Y
FEERBAFR MRA | R38R I ZFR BIER
= %
Minio RELE | Eft&is/ | FHR HCE
ASE.2 | BREIY 2.0
024-0
1-16T
16-07
-38Z
Minio RELE | Eft¥xi4/ | FHE HCE
ASE.2 | BR%1E 2.0
024-0
4-28T
17-53
-50Z
Minio RELE | Eftis/ | FHR HCE
ASE.2 | BRI 2.0
024-0
7-16T
23-46
-41Z
Kibana 51.1 | EnxE | FBR HCE
BRI 2.0
Kibana 52.1 | Btk | AR HCE
BRI 2.0
Kibana 5.6.1 | Eit&xE/ | FBR HCE
6 B AR 2.0
Kibana 6.1.0 | Bt/ | FFR HCE
B 2.0
Kibana 6.2.0 | EutxHE/ | FHR HCE
B AR 2.0
Kibana 6.6.0 | Entifxi4/ | FAR HCE
BRI 2.0
Kibana 6.8.2 | Eit4/ | FBR HCE
3 B AR 2.0
Kibana 7.00 | Eftx/ | FHE HCE
BRI 2.0
Kibana 7.10. | EntxE | FBR HCE
1 B AR 2.0
Kibana 7.17. | Bt | R HCE
22 BRI 2.0
Kibana 8.1.0 | Btk | AR HCE
B 2.0
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s 6 FRNELESNE
FEERBAFR MRA | R38R I ZFR BIER
= %
Kibana 820 | Btk | AR HCE
Gl RN 2.0
Kibana 8.3.0 | Btk | FR HCE
BRIk 2.0
Kibana 8.4.0 | Etxi4/ | R HCE
B 2.0
Kibana 8.6.0 | BtExH/ | FHR HCE
Gl SRS 2.0
Kibana 8.8.0 | EhtExH/ | AR HCE
BRI 2.0
Kibana 8.10. | Bt/ | FHR HCE
1 Gl SRS 2.0
Kibana 8.13. | Entitx/ | AR HCE
0 B AR 2.0
Kibana 8.14. | Bt/ | FHR HCE
13 Gl SRS 2.0
Prometheus 21.0 | Entigxs | AR HCE
B Rk 2.0
Prometheus 232 | EitE/ | FER HCE
JGEEIRES 2.0
Prometheus 250 | Entgxis/ | AR HCE
B Rk 2.0
Prometheus 26.0 | EitHE/ | FER HCE
JGlEEIRES 2.0
Prometheus 261 | EitEE/ | FFR HCE
G SRS 2.0
Prometheus 271 | Eitxi | FRR HCE
B 2.0
Prometheus 281 | EitgH/ | FFR HCE
BRIk 2.0
Prometheus 292 | it/ | FRR HCE
B 2.0
Prometheus 2.10. | EutE/ | FBR HCE
0 BRI 2.0
Prometheus 211, | EtEE | FRR HCE
2 BRIk 2.0

M HGERAS 01 (2025-12-15) WA © EATTERABIRAE 33



Huawei Cloud EulerOS ( HCE )

FmNA 6 FRNELESNE
FEERBAFR MRA | R38R I ZFR BIER
= %
Prometheus 212, | Bt | FER HCE
0 Gl RN 2.0
Prometheus 2.13. | EtgE/ | FFR HCE
1 BRIk 2.0
Prometheus 2.14. | Bt | FER HCE
0 BRYE 2.0
Prometheus 2.15. | Entigxi/ | AR HCE
2 Gl SRS 2.0
Prometheus 2.16. | Btk | AR HCE
0 BRI 2.0
Prometheus 217. | EitE/ | FBR HCE
0 Gl SRS 2.0
Prometheus 2.18. | it/ | FFR HCE
1 BRIk 2.0
Prometheus 2.19. | EitE/ | FBR HCE
3 Gl SRS 2.0
Prometheus 2.20. | Entigxis/ | AR HCE
1 B Rk 2.0
Prometheus 2.22. | EitE/ | FER HCE
2 BRI 20
Prometheus 2.24. | EitgE/ | FRR HCE
1 B Rk 2.0
Prometheus 2.29. | EitE/ | FER HCE
1 JGlEEIRES 2.0
Prometheus 2.37. | Entigxs/ | AR HCE
1 G SRS 2.0
Prometheus 245, | Eitxig | FRR HCE
6 BRYE 2.0
Prometheus 2.53. | EitEH/ | FFR HCE
1 BRIk 2.0
rocketmq 514 | EitEs/ | FRE HCE
B 2.0
Redis 6.2.1 | Bt/ | FHR HCE
4 Gl SRS 2.0
MySQL 573 | Bt/ | FFR HCE
9 BRI 2.0
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FmNA 6 FRNELESNE
FEERBAFR hRAS | ERE2EEY I ZFR BIER
= %
MySQL 8.0.2 | EutxH/ | FFR HCE
8 B AR 2.0
MySQL 8.0.2 | Hutgx4/ | FFR HCE
9 BRI 2.0
MySQL 8.0.3 | EhtExH/ | FFR HCE
5 B 2.0
postgres 15.7 | Bty | FHR HCE
BRI 2.0
hadoop 335 | EmtEy/ | FHRE HCE
B 2.0
hive 313 | EitE/ | FBR HCE
BRI 2.0
iceberg 1.2.0 | Bt/ | FFR HCE
B 2.0
spark 332 | EitE/ | FBR HCE
B AR 2.0
Flink 1.16. | Bt/ | FHE HCE
2 BRI 2.0
eureka 320 | EftHE/ | FER HCE
B AR 2.0

6.3 FEFIEAILEEE

fE9openEulerfIRIARITIRA , EARERAIRIFRFYURFFFRES openEuler 22.03 LTS
RYBR/BEMHEERS, FHELCER EH—S AL, LURMEINSTZERITIRERIIEREST

o

MEFBRSENRRAHIRER AR B IENENFFERERS MANES, AlEd
ERTXIZEITHIZAOINERIZ -

SRR ROREAD
EHERT EORIES

MNIEFESENRAIRFR S TR EAENTHREINANES, wEd
openEulerit XSERIAIEREE

openEulerFERMEAEAL
openEulerseSEAIERREN B
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https://gitee.com/openeuler/technical-certification
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37

Saapdl

HCESRER2+4+24 s EAEAtE L :

o 2FNEES: BMHBENELHPFIRARST, SIENHEY (CPU. .
MRF) . FFIERSRE NS . [IREEMCVERERIRIES .

o AFRW RS RERBRVIEAEIFIIRAS, (XEREAREZEHCVERZER

MEE .
o 2FRGEEIRSTHF (Hik) : (UEMEDTREERITREEMCVERZREAEE, &
BIMI 2R .

T4 =R
HCEfR R4 FERA :

FHEAFAHERS BRINFIFEE R T . FRTFANENE T mP e SRENTTR
BHRIFFEEMIF ISR, SEERRTRERBPERMETIMNY . NEHMEREN
RARBRABREAEESAEER /MK OSRHA T miY ROt F A SR

Huawei Cloud EulerOS 2.0FFBER{4 7= BE &bt
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Huawei Cloud EulerOS ( HCE )
8 1T &R

A

1t Z51%EA

HCEXJHIR R ZiRE, THEWLRNAER . FHIRRHCESTFTRID M BRIRHARE
RGP RS RS, SF-EENAIZER .

HISERAHCEHRGEIE M RIRSREOIN, FEXNEMTIR~ERNZER, W
vCPU. RfF. FiE. AMIPAIHRSE.

S RIRSS 2RI ERIFS, BS N ERA.
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ZE

Fmi A

9.

9.1 Huawei Cloud EulerOS 2.0 &R 2.0 =RhRE&HLAR

42 Huawei Cloud EulerOS 2.0 Z{F 2.0 =REREIR

Huawei Cloud EulerOS 2.0F{R2.0=&RiEHEE FHuawei Cloud EulerOS 2.0E 5
WEER, RIEERESELEIPEEH ( GB/T22239-2019EE LR AMBLLER
FRIPEAER ) RERSREN—EERFIPERELNESR . KRENBDE
. piEER. Z2HIT. AMERE. BEEABRES N AHE, Hitd02higei &l
TINE . BERINERAIAR, iF¥HCE 2.0FR2.0EEEEMN

FREREMAGRRAE
o TRITMAN: WEGMSHER. BEH. RLET. NEWE. BER
BI5ESA5E, Hit0SRRSREHTINE, THREFIRINE.
o TEAEA: Huawei Cloud EulerOS 2.05{R2 0=RIRIBIZ 2= BB .

MR

o FFRBHINEERAZET ( HCE 2.022EEEL ) , FHLHNTRETIEIESEE
EATHER, EHEREELNNTLLEL (HCE 2.022REEL ) . E2ERLNE
TESHHRHTINE,

e Huawei Cloud EulerOS 2.0FR2. 0=HRIRFBE(GHE ( GB/T22239-201EE LI AMLE
LREERFIPEARER ) FRBMHER]. paskH . 2L2FiT. NEFE. TEAEEESE
FIAEEINE, MEBERABTRE, FRIZBEGHANMETUEEBISHFHFR2.0=5IAIE.

EFIREHITE
Huawei Cloud EulerOS 2.0FR2.0=RIREG 2R EES, THWLEIA(FER., &R
HCESZIFI RIS M AR R R BRI AR 1 . 28 AHuawei Cloud
EulerOS 2.05{R2.0=FhRB G EIE I =IRSZSIELAINT, BEZ(FHEHMKBR~ERZE
F, aivCPU. E. FiE. AMIPAIR SRS, i1E1FE, 52 iHEiHRA,

HCE 2.0 &{% 2.0 e B s

Huawei Cloud EulerOS 2.0%{R2. 0=RIRFEIIBH LR Hia=Edl. ZE2HIT. A
BhE. EEREEHTEEFFMNE . MEWIRATA,
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A

I%E

1B | RERSH BERS HCE 2.0 F{x2.0=%
Ik hREEI&R
gg
B | a) NWERMNARHGTE | BiRootEE—1 | BIAHERE
£5 | DRRFNER, SHRRE | UIDA0RIMKF
—%, BHLENEER
O = RS LaeUDRr—0. | BARE
RIRGIDEHE—RY, | BWAHE
RERKSEBEE— | FWAHE
19
RIREZEHE— FIANHE
A9
MIFKERLEHE | MARE
EFREEXK,
RIRRBIEZERBE | BAHE
ZRBHIREL
TRIRERRE IR root BRAER, &
19, PBLEZEHE | ERERFPIIAKE
HrEEI<HEIRIA .
BFRREFBRE | BWAHE
{ELgRdiEl, BrLE=
ISR L (E R
HAIRZHS .
b) NEBAERELKAIEL |HREEEFEW | AFHE
Be, Fﬁ%ﬁ%ﬁ%ﬁﬁﬁié\é BIERRE o
5. PREIAEEZEFRIREFNY . N
%iﬁ?ﬁﬁﬁﬁ?@iﬂéﬂjgﬁ BFEREETHSE | BWAHER
S AEATHT AT 8] o
C) HBHEHITITIEEIEN, MR | ZltTelnetFEARLZE | BHAHRE
B EBERLIEEFEERE | iEiEEERS .
ML T FEPIRES I o
BE | a) MUERNERSEK | HEREERIKRSE | BARHEZLEroot
=E | PRISGR . i%ﬁ’fﬂg igﬁ;é‘ﬁ% KEEEESR
%, BREREL | ppmsiewes,
rootEREH. HATFEINERIA/
root/
cybersecurity_enhanc
esh BiH%E
MR umasks | BHAHE
002784 ™48,
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a1 E 9%E
b) WMEARZMEREIAK | HlbrootlkFBEIE | BIEBERIERER,
P, EEOAKFPREGAO | SSHEEER, § | HUTFINERA/

2. ZHFIEFICIERE | root/
HEEWKS cybersecurity_enhanc
e.sh EiHE
B IFTXFEZHIEK | BOAHE
SHEEREN.
ZLSSHEZEE | BIAHE
o
WBIRZEEIIFEE | MAHE
B EA .
c) MR EERZR | 2LEFEENMERN | BAHE
9. SHEROMKF, @iz | KS,
4= .
MR MATEREEIGE | BARE
WSEE
d) MNIEFEEAFFREN | BIRuGSZIRE | BHAHE
=/IWR, SCIEEARPR | B, XfiFwheelH
NRDE . FRIAFREBsulY
EARNR .
HiRsuipSHIFEA | BHAFHE
FPIRETERSE]
NI,
RIFEEAFEY | BWARE
sudolz 451X a6
<, KB/ etc/
sudoersfg&sudotl
[REVAEF, [RETE
RINRBEFRFE R
#ECE (ALL) 1%
PR
e) NN EAREEHTE | ZILEELEES | BHAHERE
FISREE, HOEHIREME | BHEAINEEE
FAEXTZRRGIHEFN =, RIEEEEE
REFELENENE
AP bR o
RESSHENAFA | BUAHE
BRI BRAORR
B,
WBEREITEFN EIAHE
homeBRIRIRE
H750THEEF=AE
HRIRMIBRSUEIEY | BUAHRE

ERYSUIDFISGID
7o

N5k 01 (2025-12-15)
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A

f) IBIEEFIRIR R N R

WMEBENH, W

BOAFE

BHAFORSE). FBF. SEf42E
B, FHEEMIINEMS
HIHEXAIER .

IHREtQEIN, Bl
izl AL

EABRPRSHEER, ZER | hioEFEES S
B HIEEERR FAPSIRELENX
HENIR, 2EE
EI P RAIAIHL
E.
Z2 | a) NEATZEHEITIEE, [EBauditdiRSS . KINHE, EBNE
it Ei‘l};?’é?ﬂ%ﬂ%ﬁ\ﬁﬁ)ﬁ', gi FBaudit fR%%
< TRINEER
A IMEERES Cecmiunts | AR, TED
sudoersgEX == auditctl -| EEXHFIES
%, =yl
BRHIHENRRS | BHAHEE, @il
SRY[TE =Xl auditctl -l EEYFIED
=yl
BREHEIHENRS | BHAHEE, @il
hosts. #1Z. & | auditctl -| EEFZHFIE
RIEROECESE S, =yl
WREITEFPNA | BHAERE, @il
FPEEEEH. auditctl -| & HFIE
=yl
[EHrsysloghRSS HAHE, ERINE
H rsyslog fRS%
b) BHIHECRNEFEFHM | BEBHRETEHIT | WAFRE

N5k 01 (2025-12-15)
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FRNE 2
o) MEIHERIHTIRF, | fBauditdBFA | HBEBNEHANE
EEEEY, BESIARY |0 BERS. B | B
RS, EXEEES. | REER. .

# grep "max_log_file
\s*=" /etc/audit/auditd.conf
max_log_file = 8

BERx:

Ymig/etc/audit/
auditd.conf3{4h
max_log_file=FERRYE

(Ef2EMB) , 1RIE
WEEE, SHEEE
NN FEAS:
max_log_file = <numeric
value in megabytes>

SHiNEEEEN:
# service auditd reload
BE audit HERSD
[

KmERGE:

# grep -iE
"max_log_file_action|
num_logs" /etc/audit/
auditd.conf

num_logs = 5

max_log_file_action =
ROTATE

BER*:

&% /etc/audit/
auditd.conf3X {4
max_log_file_action
Flnum_logs=E&RY
B, RIBEUSFEE,

AIEERETNFERA
=“e

# vim /etc/audit/auditd.conf
num_logs = <file numbers>
max_log_file_action =
<action type>

FEBauditdfRSE, &
BB

# service restart auditd

KMEHETERE:
wETE:

# cat /etc/audit/auditd.conf
| grep -iE "space_left|
space_left_action|
admin_space_left|
admin_space_left_action|
disk_full_action|
disk_error_action"
ERNETRFHUNTA
=we

space_left = 75
space_left_action = SYSLOG

N5k 01 (2025-12-15)
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Fma

I%E

admin_space_left = 50
admin_space_left_action =
SUSPEND

disk_full_action = SUSPEND
disk_error_action =
SUSPEND

BERE:

(&t /etc/audit/
audit.conf32{4, tRIE
IBFEE, GERE
SN FERE:
space_left = <numeric
value in megabytes>
space_left_action = <action>
admin_space_left =
<numeric value in
megabytes>
admin_space_left_action =
<action>

disk_full_action = <action>
disk_error_action = <action>

EFTINEECEER:

# service auditd reload

1‘4\5 axiFEE
TEMHEIAERS
ﬁ% ’ 1@ E 'fjélIE o

¥&/etc/rsyslog.d/EH
R TEEXEHPES
Btz HERS =R
IP:PorttBx=FE&
# grep -irE "A**@*:[0-9]+
$" /etc/rsyslog.d/*.conf
[ =hr
1£/etc/rsyslog.d/BF
T confHEE
ROBCESY, fFian
server.conf, ZAFNON
EEWT, Hep 7
;E'{ﬂ'ﬁﬁ'ﬁﬂﬁ E ll_,\%lg:]-
NEIRSE (BX
= BEEE HER
3, mailinfoRiZEx
REmaildJinfoBE+T

EDEUHE?S =15 )

‘@” %ET{EFHUDP
Y, “@@” FnfE
FATCPHBMY
# vim /etc/rsyslog.d/
server.conf

** @@<Remote |P>:<Port>

# WNEREIPvE, TF
INAN T ECE:

** @@[<remove |IPv6>
%<interface name>]:<Port>

HITUI RS, EiR
ARS3, (EECEER:

# systemctl restart rsyslog

N5k 01 (2025-12-15)
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mE 9%

fafRrsyslogBiA | BOAHE
A PRANBIZ 640,

d) NRIPERITHIZ, B | FBfRauditdRitsF | BUAHRE

SZEIRTUERRYI BT PHEERIETT.
HiRrsyslogHEST | BOAHRE
PREIERIET,

AEB | a) NBERNEZENER ENZEL X window EOANHE
B55E | W, (NLZREFERVAMGFIN | cups. ypbind.

iR ypserv. telnet,
openslpZEAE el
RLEWHEF,

b) REXAARFENRSR | BEXAFTEFEN | MAHE

E. BMAEENSERO. | ZFRRS . XHEHHE
=R
debug-shell.
avahi. snmp.
squid. samba.
ftp. tftp. postfix
XiA21 (FTP) NN
23 (TELNET) . 25
(SMTP) . 111
(rpcbind ) . 427
(openslp ) . 631
(CUPS ) &=1Ginm
Mo

c) MBS ERIRIEANST | BIZECESSHIRSS | BRIV S EhRiA

Bl £ 1155 R X @ £
HITEIERBIERIRIHITIR
o

T IPHBLLE, EAR
JESLPRERE Bk
BEMERE, R
BN M-KLHE
EO

=, &K /etc/ssh/
sshd_config™Z{4, &
ListenAddress=2E&f5
IRETERNAYIPHBLL,
MREZT, TR
B21T:

# vim /etc/ssh/sshd_config
ListenAddress <ip addr 1>

ListenAddress <ip addr 2>
# systemctl restart sshd

N EHECEINEER
B, BRIESLR
BPE B IEE
8, mRABFIMIK
SHLUERALIZ
B 2SI

BRIESELFRA
5=, TE/etc/ssh/
sshd_config3Z4eia
hof8*AllowzDeny
FE, oJLAMEESH
&, fan:

# vim /etc/ssh/sshd_config
AllowUsers <user1>
AllowGroups <group1>
DenyUsers <user2>
DenyGroups <group2>

# systemctl restart sshd
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A

I%E

d) MEERMATREFAERIE
iR, FESSFED MR
iHMafE, REIFERNRE.

HSSFIVSSHYREiRAS
WFMEEINRERTLA
WE. MRBEAM
AR EL T, A
SEEEanTaselilid
IR,

ISHIARSER HSS
FimESRNI
g, WMERBEMIRRE
WwEHI, JEITHE
IEH 2 RRILETN

e ) NEESIGNEINNEED R

BT NIRRT, FERE
FFENESHIHRAHRE .

HSSANEeMFI S
ZIRETLUHE -
RSHEEMEN
5&E5x, I8
1TESIEF 2RI
IT,

ISHIARSER HSS
FENENFIHETN
ft, MRBHMNE
A EZEINRETS
iU, AETESEHR
BELLIRN

(AT
apel

PR A% 2SS B ERY
BARENEE E R RE RSl
ISR AINRBINEHS
178, FREBER.

RS %REER
HSS, WILETH
fpAE = UABER
%, JE{TESIEFH
ZRRILLIN

IS ZGER HSS
FEEAESEI
8%, WMRBEMTE
KRBFEn, I8
FTESIEF RERILIR

9.2 Z£[35]
ZLERD

B Z 2380 ( SecureBoot ) JLMRIERFBohIiZHZ M= EEM, BHLEEE

ZIE SR RRIEMERINEIZTT,

bootkitflrootkitI{d; ., HCEXZIFLZ 2B,

o BEEEFFSecureBoot
HCERmIRINE, TLMERTESSH IR SecureBoot2 BB

mokutil --sb-state

SecureBoot enabled #SecureBoot2/ZH

o SHkernel koZ I8

ZERMBEIRINEZ KL, HCERARZENARRFEFIEHAEERE, FTE
BidkernellYZa12%Imodule.sig_enforceit 1Tzl

BRkoEZ LG
X FEFIFaNEIMNES: {Ee/boot/efi/EFI/hce/grub.cfg3Zfd, IEMNENSEL

module.sig_enforce=1,

MR LERS R GER: F P 8= 2 2 RBN F R3]

X3 FBIOSIEENAINES: {B2/boot/grub2/grub.cfgxf, RIS

module.sig_enforce=1,

9-1 2 ko TERIE

0 'Loading Lir
linux  fvmlinuz-5.

echi 'Loading

initial ramdisk ...’
initrdefi /initramfs-5.10.0-60.18.0.50.r509 2.hce2.
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A QO ZE

KernelZ2# |{8 |ixHA

modulesig_e | 0 | XFAPIZITkotEHRAIRY, BEREM.
f

nioree 1| FEmEkoERR, BEEN.

e HCE 20X ZNBIEP

https://repo.huaweicloud.com/hce/2.0/updates/x86_64/Packages/#&= FHIhce-
sign-certificate-1.0-2.hce2.x86_64.rpm,

e BIOSIFBEEANSE:

BEMSARSS 82 https://support.huawei.com/enterprise/zh/doc/
EDOC1100088653/97a0d5a0

2288H V5: https://support.huawei.com/enterprise/zh/doc/EDOC1000163371/
afc5c7f8?idPath=23710424|251364409|21782478|21872244

2288H V6: https://support.huawei.com/enterprise/zh/doc/EDOC1100195299/
fdb56216?idPath=23710424|251364409|21782478|23692812

A E&

FEIRSHRRET2025F38 M ZaIHIHCE2. O AHARLZEEHNERT, NRTE
HREI202555 B 19 2 fRHIHCE2 O RS & B IR FZKshim. grub. kernel&, TAJgERF
ERRERE, ERLiESISBoNE-M, F£FEKRO0SE], TJ2% [ ERaM | a9
{TRRIEBINIRSHNZEBHERMTRET Y [ HiER X ] IBpHTHEE. IR
EEARKOS, FHEREXESISESNER, ISE [ EREER | PRI %
EMNLEF/ENEMIERETS Y [ BRAEER ] #HITHR,

9.3 Z2INETH

Bk
HCEfERTR4EHZ AP RGBRALINUXEITIR, BUARFRIOS ISORRERITREN
e

security-toolZ BRI S AEXEMET EMEIZRIMNE TR, BAREHCER
%, SHEFITINERNERERE, LETMEEOSEXEMRIHNITEIIIE. A
FZRLASE ( HCE 2.0 2B EEL ) BEMNERES, SEERNEREXYECER
BIOSHHTINE, HCEXFULAIFTAR.

FAIBEREAT:

o ZEHZPRSS: FIUNSSHECE . MIBRpostfix.service. FAhaveged.service
o  MWiZSH: HIANPIRZMLEIMNEDNE

o KSOS: FIMIPAMSEINE

o BBUAIE: flfwarning banner, umask

o IHINPR: fldNcronEE
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A QT

ERIZ=

security-tool T E4FIsT#52MEIE : cybersecurity ( Z{RINEEE ) Flgeneral (i@
FEEERE ) -

EENIBSEEHREERNELZELERFIPFHESERK, BiNEiEEHUawei Cloud
EulerOS 2.0 F{F2.0=HKhRF &R EFHcybersecurityBe EH1TH0E]

LR EREHEHRENNTLEEL ( HCE 2.0 2R EEL ) NELWESG, B
HEBIEINTRETETE, Bi&ERgeneral it 1TFENI0E
{s5F8 security-tool THi{TZENNE
1 LEsecurity-tool TEE,
HrepoiRHEIZTEE, NWolBEEFERyumasSHiTRE,

yum install -y security-tool

%8, WELEN=EM repo JRIREX security-tool TES: https://
repo.huaweicloud.com/hce/2.0/updates/,

2 1E/etc/hce_security/hce_enhance_type.conffENEEZNERIEE LR,

HEISZIF2MECE: cybersecurity ( SRINEEE ) « general (BREINEERE ) , #
={FFgeneral (1BRANELE ) . AfILAgeneralafil,

echo general > /etc/hce_security/hce_enhance_type.conf

FI¥3 B hce-securityfRSS .

systemctl start hce-security

W4T RS Asystemctl status hce-securityBEBIRSZIRZ, IR active(exited)
ElipshiE)saul

9-2 EERSKE

[root@localhost ~]# systemctl status hce-security
® hce-security.service - HCE Security Tool
Loaded: loaded (/usr/lib/systemd/system/hce-security.service; disabled; vendor preset: disabled)

Active: active (exited) since Sat 2023-1@-28 14:13:@9 CST; 7min ago
Process: 42457 ExecStart=/usr/sbin/hce_security-tool.sh (code=exited, status=e/SUCCESS)
Main PID: 42457 (code=exited, status=@/SUCCESS)

INEBZER /var/log/hce_security.log,

FAF R B1T{&24 /etc/hce_security/usr-security.conf BeB HCRINIEIR, FRMEWL
&, BeESEAELAANT:

B T R B B R R R e B R B R R R R R R R R
#

# HowTo:

# delete key, and difference caused by blankspace/tab on key is ignored

id@d@file@key

# modify option: find line started with key, and get the value changed
id@m@file@key[@value]

# modify sub-option: find line started with key, and then change the value of key2 to
lue2(prepostive separator should not be blank characters) in the line
id@M@file@key@key2 [@value2]

# check existence of commands
id@which@command1 [command?2 ...]

HHEHRG HHHHHHRHR
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A QO ZE

# execute command on the files found
id@find@dir@condition@command

# any command(with or without parameter), such as 'rm -f','chmod 700','which’,'touch’, used to
tend functions, return 0 is ok
id@command@file1 [file2 ...]

pa

Notes:
1. The comment line should start with '#'
2. "value" related with "key" should contain prepositive separator("="," " and so on), if there is any.
3. When item starts with "d", "m" or "M", "file" should be a single normal file, otherwise multi-
objects(separated by blankspace) are allowed.
#
B e e R i e R i G e i i

MRARSHBEHTESNLZENERE, FJLASE (HCE 2.02eEEEL ) X
=EMOSZENMEIRSE .

e
(10 488

SELinuxF RS IMRFIERE, HCE20B0AXA . EBRASELInuEBRZREEIRIERE, FEHE
—RFERIEE, MRFTEAR, BEEUMTFEHCERIERFIISELinuXINEE? .

HHEHHHHO HHHRHREHR

general 5 cybersecurity FUES

KMEINRE REINRTR KBRS gene | cybe | 2
ral rsec | &
urity | 2K
A
i
£
IRECE NIERGEE NMEWRFGXFEEFH | - - )
T XiER
RIREZERATERIUYS | - - &
5
RIFTHIELB DXL | - - &
RiEpiER
BIRTHETREND | - - &
XLAnodev i
RIFRTAITSUER D | - - &
XLAnoexecHTUiEE;
HRIRFEFSUIDFNSGID | - - =)
899 X Anosuid A =HE
H
B (F R USBE & v - =
RIS IRSECE 5| FZ2EEX WindowZ&R | - - =
%t
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A %%

£ FiZAdebug-shell | v 2
ARSS
) FErsynchRSS v =
£ | F R AHavahifRss v =
2 |F IR FISNMPRRSS v =
) FEAsquidiRSS v 2
= MAsambafiRss | =
2 FISFFTPERSS v =
2 FEFTFTPARSS v =
£ |F IS FIDNSHRSS v =
22 | F IS FAINFSERSS v =
| F S rpcbindfRSE | V &
22 LS FALDAPRRSS v =
22 S FIDHCPRRSS v =
2| FL4CUPSIRSB IR | - =
%
2 IFLRENISERS G | - =
£ FZictelnetd {4 - =
2 | FRENISE PG - =
BIFRKIDAPERiR | - =
BIFLEENETR | - =
BIFLREFRmFRT | - =
=1
2 PR MEIRIRET | - =

BHFARECE IIRECEGPG A - =
iREcEREH - =
gpgcheck
RECEHCER | - =

NHEEMGE | IREEAIDE - B
NAEIIMEENHTEE | - &
3

8 AR N E] TIRBFBASLR v 2
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FmE 9=
ffafFRcore dumpECEIE =
10z
NESIERBIAFAT )
4=
TR S RIFECE =
1Ef#
fRfRdmesgif At RES B
EIFH
TRIRAIZFT S it SZIR =
a1l
NESIERHHE B
ptraceggfl
2\ = BINEE RIS ES =
B HNLEGACY

AT IRSS BY BRI RS N HIERBCEntpdiRSS B

N IEfaECE chronyd 2
RS

ERHMESEIRSE fafRcronfRBIEEIETT =
fRfRcronBc B PRIER B

SSHERSS ffafR/etc/ssh/ =
sshd_configiXfRECE
1E7f
TRIRSSHFASASTA R )
[y
FIRSSHA AR B
ECE1EA
f{REAIgnoreRhosts =
NAESEEEINEER B
e=1=:1
TR SSH{FEEEPAMIAILE =
%% )FSSH root& & &
ZFSSHEOSES =
2\ H{FH =
HostbasedAuthenticat
ion
MiRELEWarning B
BannerS {432
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FmE 9L
BIRIERECESSHAE =
5l
N A ECE SSHARSS iR B
IP
N IEFRECESSHA & £
FRINEEZEH
1 HFEA B
X11Forwarding
R ELESSH =
MaxSessionsA#21Z10
NEIERECE £
MaxAuthTries
2\ HFH =
PermitUserEnvironme
nt
VESTilw=d B
LoginGraceTimeA#8
1Z60F»
RiRECE T AETElE B
AY7E
25 H A B
AllowTcpForwarding
F{RSSH =
KexAlgorithmsEc & iz
=13
HIRSSH MACSEZ &8 =
=B S
H{RSSH Cipherstit& =
sREIE
2 R ESSHISFH Y =
12EIR
MEARSS EHAFERRINLE | BRERAELMNED B

Y FIE S Y
BRI 4 =

RZMENE | ZLERSNICMPT =
BRI
2 FHEWICMPEEM B
1R
2 FEAICMPEE[M =
R
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FmNE 9 ZE
N HZBEFFBICMPIE | - B
sk
RIRZREEAIICMP | Y =
8%

HIRERR@MELLSTE | V &
) FPiE A v =
2 | HZKCRRR AR v B
HIRBAITCP-SYN v g
cookie{FP
NESHEEETICRAIEE |V &
IR E,
iiazeh=)=z| - B
tcp_timestamps
HIETIME_WAIT TCP | ¥ 2
X EFIEEEE
NYESEEE - =
SYN_RECVARZSBATIEL
=2
£ | HERARPIE - =

P KIEECE feEfirewalldiRss | M FHfirewalldiRSS | - =
Ha{Riptablesski2 A - =
fRa{Enftablesk[E 8 - =
MNEEEIFRKAK | - =
1af
R HFBRMIZIZOGE | - &
1EfBX
BEFEAAVERRS | - S
MmO

BcEiptablesfRss | NS Hiptablesfgss | - &
iRfirewalld <2 H - D
ffa{Enftables kS B - =
N FRgficEiptables | - &
FRINIBLETRER
N Y IFHaECHiptables | - &
loopbackZkHg
N FRgficEiptables | - &
INPUTEERE
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A

N HIEfREcEiptables
OUTPUTSERE

iy

N HIEfffcEiptables
INPUT. OUTPUTXEX
REE

iy

FeEnftablesfRs3

R4S FAnftablesfR$3

HafRiptables kB

HiRfirewealld BB

N HfELEnftablesEAIA
B4 TRAR

O | OY | #o | ON

N EEnftables
loopbackZhg

i1y

N IEfafEcEnftables
inputsREg

iy

N IFRBcEnftables
outputsEHg

N

N HIFHECEnftables
input. output>XBXsR
B&

iy

auditd

tfRauditd®HitER A

NEERMEREA
auditd

0 | AD

NHIFfREE
audit_backlog_limit

iy

HREER AT
PR

i

BiRE LT HErotateE2
BB

iy

HREITTES T RER
S

i

NGB B EEE)
BE

ali

B ACE BT B SR
BHET /)N

i

N HBc&sudoersEHit
Ry

iy

N HEEERE TN

IVE[iW=Eri=zhn gl

fl | A
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A

IWE LW=tR|ElER ey
AU

iy

N 4EE B SELinuxEeLT
Ry

iy

R FCE WA R R LT
A

iy

N S E A
A BRER RN

iy

Rz BB ARSI
BTN

iy

N SECE SHMIPRER LT
Ay

iy

MHEEEWRSERIEN
BRI

i1y

R SECE S R Gt R
BTN

iy

IVE[iW=t = GRS
AU

N

N SHACE ARAIRIRITE
BTN

el

N B E &M sudoH
HE T

N

rsyslog

ffafRrsysloglRBER
==

iy

HRAEFINEEX S
BHE&EICR

ali

BfRcronfRZHAEEIC
=

i

NS FfRCESRS B
TICHR

ali

R 1EFBBCErsyslog
ERASHBR

iy

Ha{RrsyslogH&rotate
[t if=1

iy

IVl W=V 3=kt

EATRSE

i1y

R H{RTEEEBREE
W EZWumFZrsyslog
HE

iy
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Fma

Tfa{Rrsyslogitfig B
journaldHEEEE

KSEOSERE | KSE1E Z It EFEZAIRSH B
BEREEN
B EFEARERNRS &
H\Ei’lEEﬁiﬁ%ﬂK%ﬁ B &
HA
2 FF#EUIDA0RYIE =
rootk=
HR{RUIDME— =
FA{RGIDME— =
RIRERKS A ME— =
TRiREZH— =
tfafR /etc/passwdAY =
PEMFE
RIFEKSHEEECH =
HomeBF
HRKSHome BF1X =
PRE7508, 8B k&
BelksSHomeHRE T =
F1E . forward3 {4
EEKkSHomeBFET =
F{E.netrc X
R PATHE S =

O<ERE RIFREEOASERNE &

RIFREHIZERHEOS &
IR
BEROSHAEEKRS =
FRFB
RIRO<S{ERASHAS12 &
sk
RIROSZHRTER E =
1FtA
BIROSITHISEERTE) =
REIFHA
VD a={ M )l =
B
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FmNE 9 ZE
IRAEKR O S BiERT =
[BARBIZ30K
MBiRGrub2igEBOS =
RiP
BEREAFPERERE =
O<S{RP
BmAIE EREE BIREIEM—E R &

EEIERS
BB root FH P AN &
5
RSB E &
1FH#

FfRWarning HRARZE R Warning &

BannerB&E5IE | BannerBESIERIE

RIEE g
BiRITiZEE R Warning B
Banner& 2 &EME
B
BiERmotdHEES =
EAYER
tfafx/etc/issuetX PREC =
BI1FH
Ha{R/etc/issue.netifR 2
ECE 1EH
tfafx/etc/motdiXPRES =
BI1FHH

itz SELinux N 4= FHenforceta 2

N IERRECESELinuX =
KA
BRI &
unconfined_service_t
RS FE
TR SETroubleshoothR 2
BREGE
IRMCSEEIRR S K% =
>I7§:t

S TR HalRsuZBRIER &
iRsump SR AR &
BEEARS5|IAEN
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@ 9 ZE
RiFEERFEY B
sudoiz{THFEF
RECEsudoHEX B
(s
25| F{FFESysRq## B

R HR iR /etc/passwdilfR =
BCE1EfA
ffafx/etc/passwd-12fR =
BCE1FHA
ffafR/etc/shadowtX R =
BCE1EfA
iR /etc/shadow-1R 2
iR
iR /etc/grouptXFRED 2
EHIFA
tfafR/etc/group-1 PR =
ECE1EA
Ffaf®R/etc/gshadowi¥ =2
IRECELER
ffafR/etc/gshadow-1X =
IRECEIER
RIrEBEEERER =
BEsticky{i
B FEEREEES =
Bt ER
ZIFEEBEIENX =
(s
B ET RS =
2 | SRR AT AT =
X
TRIRMBRSUEIF R ERY =
SUIDFOSGIDfZ
fFumask 202738 &
4%
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FEaiME o mg
RERY::
o V7 ETRT
o 7 TRFHUT
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A 10 BIEREFICS

R EFICRE

RNHEREEICRD JIx865HTFIAMEY, BIASEWNT:
x86ZRMNIHHIRRIEFTICRIES NRREFICR (x86) .
ArmZHNHBIRIEFICRIES IEEEH SR (Arm)
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