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CBH FullAccess REEHS
{
"Version™: "
"Statement": [
"Effect": "Allow",
"Action": [

"cbh:**",

"vpc:isubnets:get”,

"vpc:publiclps:list",

"vpc:vpces:list",

"vpc:securityGroups:get”,

"vpc:firewallGroups:get",

"vpc:firewallPolicies:get",

"vpc:firewallRules:get",

"vpc:ports:get”,

"vpc:publicips:update",

"vpc:securityGroups:create”,

"vpc:firewallRules:create",

"vpc:firewallPolicies:addRule"

"ecs:cloudServerFlavors:get",

"evs:types:get"

]
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CBH ReadOnlyAccess SEIEAE
{

"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cbh:*:list*",
"vpc:publiclps:list”,
"vpcvpes:list”,
"vpcisecurityGroups:get",
"vpc:subnets:get"
1
}
1
}

CBH FullAccess FaiFRINAR

EE;EL%@ME?, NRE =R EFEARGE /4 EEI PR ER B F NN RE 7 88
R,

2% 7-4 CBH FullAccess EFEZNRINAISUR

BPRATR P PRAEIR
csms:secretVersion:get FERGREXCSMSERIE .
csms:secret:list RAIRERCSMSFIZRAR
kms:dek:create ERGREIKMS BIEEAR .
kms:cmk:list RAIRERKMSTIZRANBR
ecs:cloudServers:list ERGRENECSTIFRIR o
rds:instance:list PEANIREXRDS TR ANPR o
vpcvpcs:get ENERVPGFS.
vpc:publiclps:get FEAFREXVPCAIEIP,
vpc:ports:update FEAYBE /FRGBEIP,

iam:agencies:listAgencies ERGRENAMZEIETIFRINR o

iam:permissions:listRolesFor | IZBGRENIAMZIEEEFIRNR -
AgencyOnProject

iam:agencies:createAgency | B EIZIAMEEIIR .
iam:permissions:revokeRoleF | IZIKEXIAMEIESAER .

romAgencyOnProject
iam:roles:createRole BN EIRBIAMBIEBERUR
iam:agencies:.deleteAgency | IEIIBRIAMZEIEINR o
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CBH ReadOnlyAccess FalifsIIAER
FEFERE2IN, IREEERE2NFBREFNMMNIREZBEEEERE.

2 7-5 CBH ReadOnlyAccess & F &R NIAI R

BUPRBTR BUPRfEA
vpcvpes:get ENEFVPCGES.

HENE
o IAMERNA
o CIERMFHE. AFPHESFCBHFIIRE
o  CBHLIEEIERR
o  CBHLHUPRAZ AN
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o  FHIEFEVPCEIESH.
=ELNLHASEFARRLRER—VPCRIFMA, FeeEEERAE,
BVPCIERT, @S EREITERINVPCZEMNE,
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PFSEBIFABIPIIE

MRLOISERRFATARNEZEH, RERIANTEELE, FEELINEE
AR “N RIS .

SLAIRNLZ2HEOANIROFA443F02222, FIASIFWebiRl 5ag8 ISSHE Fimiha .
ERHEMKELN, FRPFNHFNERRO.

o D RiFEIIIPHENFNIRHIECBHER S .

& 8-1 A/dBRANEESE

ZEEA YL thY/RIFE | iwE
B WebiiGegEFE 2 (HTTP, ANAE TCP 80. 443
HTTPS )
5288

o FE(FEAHTTPSHMY, REBE443IE,

o EHTTPEERIBEEIHTTPS, &IFH
HTTPHMY, NIZERERIECE80F0443u% 0,
BN EEIEEARSER .
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WIS FTPEFIRERELY =1 R 2121,
20000-2
1000
B SFTPE FimEREL2H =1 2222
BT EBHAISSHIMGRZAELInux= | 5@ | TCP 22
AR5 ==
B E 24 AIRDPHMYITFEISEWindows | 75/ | TCP 3389
=iRS5 =R
BT E 22 iA1EOracled itz AFm@ | TCP 1521
i@ | TCP 1521
BT E2HEMySQLEUER: AFBE | TCP 33306
5@ | TCP 3306
B E2HIBESQL ServerdzE AFBm@E | TCP 1433
5@ | TCP 1433
BB 22417515 DB 2 AF@E | TCP 50000
5@ | TCP 50000
EidE 241518 GaussDBHUERE NF5[E | TCP 18000
H5mE | TCP 8000,
18000
License;FAhFaIiRSS 22 H5E TCP 9443
HER=RS 7 TCP 443
E—REERNBESSHEFIRERESZY, | HHE | TCP 2222
1ERS i@ | TCP 10743,
443
DNSI & T 5@ | UDP 53
B E 2158 PGSQLEUER =1 15432
H5m | TCP 5432
BT E22HAB DMEHERE =1 R 15236
H5E | TCP 5236
B E2H151aRedisEERE A7 TCP 16379
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H75TE TCP 6379
BT SSHER BB HEEE ANF5TE TCP 62222
IS EIEER

EWENFEATHER FRSBHR, RESEHNZZE2NMNEZEEHBEMYEER
?—_r, SR LB ZE 2N ERNARSS R -
o STFRIEHIRE

45SSH. RDP. VNC. TELNET. FTP. SFTP. SCP. RloginffM¥ZEBIH
WindowsgtLinux=E#1, .

o  ISHIBUERESS

- XZRBIHEZE (Relational Database Service, RDS) .

- =PRSS EE ( Elastic Cloud Server , ECS) BIEEEIERE.
o  IFHIEUREEFBIRARA

& 8-2 STIFRVEUERES [ ZERARAS

HERES |12 5 |ZERR A

MySQL 55, 56, 5.7, 80

Microsoft SQL Server 2014, 2016, 2017, 2019, 2022
Oracle 10g. 11g. 12c. 19c. 21c

DB2 DB2 Express-C

PostgreSQL 11, 12, 13, 14, 15

GaussDB 2.3

o TGN AEIERIMRSHRER KR
374533 WindowsBRSS&RF0Linux ERINFHTEIE , BXIFHRSRBESMRA

wnzes-3,
% 8-3 XIFHIN FERR S 2 LB MR A
REGER REhRA
Windows Windows Server 2008 R2& LA _ERRZAS
Linux CentOS7.9
(1 %88

BRSO ATELZNSIFNAIEHE, ArmiRAZERNASITNAIESE
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Ui
WebXlIES88% | Edge 445 LA ERRAS
x 8
Edge55ge FERSTERE: ST HERIEN, SiF
BN R KAG,
Chrome 52.0% LA ERRA
Safari 10X LA ERRAS
Firefox 50.0% LA ERRA
SSHERFum%E | SecureCRT 8.0% LA LRRA
& Xshell SR ERRA
Mac Terminal 2.0K LA RS

& 8-5 I IE A B E Fin

=5 HEDBCER/NAE | FREANE iR
B
BB IGH MySQL Navicat 11, 12, 15, 16
( ENzHERS MySQL Administrator 1.2.17
=) MySQL CMD
DBeaver22. 23
SQL Server Navicat 11, 12, 15, 16
SSMS 17
Oracle Toad for Oracle 11.0. 12.1. 12.8. 13.2
Navicat 11, 12, 15, 16
PL/SQL Developer 11.0.5.1790
DBeaver22. 23
DB2 DB2 CMD#<€47 11.1.0
N EHTHE | SFTP Xftp. WinSCP. FlashFXP
FTP Xftp. WiIinSCP. FlashFXP. Filezilla
NALEMmz4 | MySQL Tool MySQL Administrator
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=H5 %ﬁ)ﬁfd}%ﬁ!/ﬁi}%% A RNE R
B
Oracle Tool PL/SQL Developer

SQL Server Tool

SSMS

dbisql dbisql
Chrome Chrome
Edge Edge
Firefox Firefox

VNC Client VNC Viewer
SecBrowser SecBrowser

VSphere Client

VSphere Client

Radmin

Radmin

E2LSRRAIRAEIIN KR

FENEZNRERLENRFIRAFEES, FHEWNT:

#* 8-6 ERYSEANRFRIIINXE

E2RA ARG5S | REhRA
3.337XMLATIRA | x86 EulerOS 2.2
arm EulerOS 2.8
3.3.38.0RLALERRA | x86 EulerOS 2.10
Z3.3.50 XKLL ThR
ZIS arm
3.3.52.0% LA ERRZA | x86 HCE 2.0
arm

Hith29sR SR

e —EF
o TEREAY
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2 BENERRRIR AT E T RGBT SLAMERIR R 4.
2RI ERIHRRRIRAME RGBT SLHIMSRISFH L E
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Fmi A 9 SEfh=MRSAIXE

9 SHERRSHIKER

ZEZNFESHMZRSMERIE, SEMTIRSAIKEKERNE-1,
9-1 SHtRIRSZEXE

y—
PR & —
F—EHAIAIEIRS I

1AM
EELRIP | R ERSEE
Elastic IP o — BMS
' ?
o RECHEENSITHRS
EFE=
VPC THRE24,CBH ' mysal

L+ EE

.@ 1B IEFELRIE
SIS ;
?cs f\@ SQL Sever

SEUABTHIXER

EIFABZ= (Virtual Private Cloud, VPC) J9CBHIZHEIAMLEIAE, APBEEEE
ZeH, FM. EIPEFIRS, HEMEIE. BBERAPNGE . URBTEENLZEER
THIERRN, IEEZSFRP.

SR IRS /IR R

M= IRSZ2E ( Elastic Cloud Server, ECS) ACBHIZHEEIAES, FEATCBHIECS E
REIRHLEEIERS .
o ECSHCBHEZRERIRMUIBING, EERBAEITRIIRERS

o MPBECBHERECSERR, et FEABRSEE. BEEFRR, BMHEM
B, ERBMHEE. THIEHRITFRE, RENRREHZE.
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SRR 1P BIRER

MNP ( Elastic IP, EIP ) JICBHIZHIRIIAIAMIPEIR, SIEAMIPHIES /YK
HOFRRS . — N EEANIPREEIE—N=RRER, EIPSCBHR B4 IEEE
Internet, FHZIFRIFAEFR, MADHUREWSZIHT.

SREEERXER

HAFIBICBHERENTZAZREIEIEE ( Relational Database Service, RDS) (FE
ZMySQL. SQL ServerfiZ:EiEE ) HUEZE, NHIEERRIRHEATSIE. EXBH

B, EBEIEHITFINE, INRMEFESRIZERE.

S=RHITRFHIXE

Z=H#H1HIRSS ( Cloud Trace Service, CTS) JCBHELAHRMEIRS FIERISIEICR, iC
RAAREEPOEIEEH AN ERS S RIBEERUNRESERINER, {EE
8. EiHFNELRER .

CTSICRCBHELAIEXIEESEY, HERFHABRER. HitFO, ESiREE
=HITSZIFNCBHIRIE,

5%—SMMERSHIXER
F—BDIAIERRSS ( Identity and Access Management, 1AM ) J9CBHSLHIZMEEF
BHENR. IAMAPIIRREENREIRRS, ESFMIRBIESICBHEREE

W

n
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